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(57) ABSTRACT

This invention relates to a network architecture for data com-
munication between data sources and data destinations via
network nodes and at least one data concentrator. According
to the mvention the nodes (2, 4) are concetved to communi-
cate with a data concentrator (1) in both directions either via
a permanently operative network (8) 1in the multihop mode or
via an occasionally operative network (5) 1n wireless connec-
tion with mobile user nodes (6) in the nomadic mode. Means
for commutation are provided to detect faulty multihop nodes
and to activate nomadic nodes instead until the fault disap-
pears, 1n order to maintain the overall functionality of the
network. Moreover the network according to the mvention
allows to share the data collected by mobile users with other
mobile users, thus forming a peer-to-peer network.
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NETWORK ARCHITECTURE FOR DATA
COMMUNICATION

RELATED APPLICATIONS

This application 1s a continuation of U.S. application Ser.
No. 12/158,412, filed Jun. 20, 2008, which 1s a national stage
filing under 35 U.S.C. 371 of International Application No.
PCT/EP2006/012291, filed Dec. 20, 2006, which claims pri-
ority from European Patent Application No. 05028181.5,
filed Dec. 22, 2003, which are incorporated herein by refer-
ence.

BACKGROUND OF THE INVENTION

The present mvention refers to data communication net-
works adapted to interconnect multiple data sources and data
receivers.

The opportunistic exploitation of mobile users moving 1n a
certain area and being equipped with wireless digital devices
of high performance 1n terms of computing and memory, and
able to collect, to process and to share environmental data
collected via a large amount of low-cost sensors located 1n
outdoor environments 1s currently of high interest in the
research field of Situated Autonomic Communications. It has
been recognized that such nomadic approach has the poten-
tiality to pave the way to the mnduction of large-scale deploy-
ment of location/context aware applications and services for
the benefit of both private and public users. Furthermore such
communication paradigm solves the well known scalability
and cost problem inherent with multi-hop routing-based
architectures.

The European patent applications EP 05001930.6 and EP
05008909.3 of the present applicant aim at a novel approach
able to address these challenges. Nature and society exhibit
many 1nstances of systems in which large populations are able
to reach eflicient equilibria and to develop effective collabo-
ration and survival strategies, able to work 1n the absence of
central control and to exploit local interactions. The present
invention intends to provide a fully integrated network and
service environment that scales to large amounts of hetero-
geneous devices, and that 1s able to adapt and evolve 1n an
autonomic way.

The subjects of the European patents cited above overcome
device heterogeneity and achieve scalability via an auto-
nomic and localized peer-to-peer communication paradigm.
They evolve to adapt to the surrounding environment, just like
living organisms evolve by natural selection. Network opera-
tions are driven by the services, providing an ad hoc support
when and where needed to tulfil user requests. Security issues
are considered as a fundamental part of the services them-
selves, representing a key ingredient for achieving a purpose-
tul autonomic system. The network becomes just an appendix
of the services which, 1n turn, become a mirror 1mage of the
social networks of users they serve. This people-centric para-
digm breaks the barrier between service providers and users,
and sets up the opportunity for “mush-rooming” of sponta-
neous services, therefore paving the way to a service and
user-centric Information and Community Technology revo-
lution.

The present mnvention intends to resolve the problems due
to the emerging trend towards pervasive computing and com-
munication environments, 1.e. the large number of networked
embedded devices. Such device possesses sensing/identify-
ing capabilities, making it possible for user-situated services
to interface directly with the surrounding environment,
entailing the possibility of introducing radically novel ser-
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2

vice, able to enhance the five senses, and the communication
and tool manipulation capabilities of human beings.

The embedded devices must possess computing and (ba-
s1C) communication capabilities, having the potential to form
a massively larger networked system, orders of magnitude
larger than the current internet. The complexity of such envi-
ronments will not be far from that of biological organisms,
ecosystems and soci10-economic communities.

Traditional communication approaches are metlective 1n
the context, since they fail to address several new features: a
wide heterogeneity 1n node capabilities and service require-
ments, a huge number of nodes with consequent scalability
1ssues, the possibly high node mobility and the management
complexity.

The network architecture according to the present inven-
tion resolves the problems cited above and provides a struc-
ture which 1s based on a trade-oil between the known state of
the art concerning multihop routing and the content of the
carlier EP applications cited above of the present applicant,
called here-after nomadic approach.

According to the invention the network architecture for
data communication between data sources and data destina-
tions via network nodes and at least one data concentrator 1s
characterized 1n that the nodes are conceived to communicate
with a data concentrator 1n both directions either via a per-
manently operative network 1n the multihop mode or via an
occasionally operative network 1n wireless connection with
mobile user nodes 1n the nomadic mode, and that means for
commutation are provided to detect faulty multithop nodes
and to activate nomadic nodes instead until the fault disap-
pears, 1n order to maintain the overall functionality of the
network.

For details and variants of the networks according to the
invention reference 1s made to the dependent claims.

The invention will be described here-after with reference to
the attached drawings.

FIG. 1: shows schematically a network according to the
ivention.

FIG. 2 shows schematically the intercommunication
between a data concentrator 1 and two nodes 4 1initially in the
nomadic mode.

FIG. 3 shows schematically the intercommunication
between a data concentrator 1 and nodes 1n nomadic or mul-
tthop mode for serving a mobile user 6.

FIG. 4 shows schematically the intercommunication
between a data concentrator 1 and multihop nodes 1n case of
a malfunctioning node.

Referring now to FIG. 1, the network 1s organized around
a data concentrator 1 as a wireless, permanently connected
cluster of transceiver devices and nodes 2 in the multihop
mode, associated with a data source 3 (or a multiplicity
thereol), wherein the imnformation moves among said nodes
towards the data concentrator 1 by following the multihop
approach. In addition to such clusters, a certain number of
nodes 4 are available, which are not connected to said clus-
ters. Such nodes operate independently from each other and
provide their information via occasionally connected net-
work extensions 5 to passing-by mobile users 6 on a polling
basis. Devices of mobile users 6 carry said data, after having
picked them up, until the users approach a data concentrator
1. It 1s further possible that the users might share the collected
data among themselves (whenever they encounter mobile
users along the travel) via peer-to-peer communications.

All data collected by any data concentrator (only one con-
centrator 1 being shown) will be forwarded, raw as they were
collected or modified, after some preliminary elaborations, to
an operational center 7 where the collected data are analyzed.
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Depending on the kind of situation 1t will be perceived at
the operational center and adequate case-specific procedures
will be eventually activated.

The network according to the invention 1s based on two
distinct networks merged 1n an integrated architecture: In the
multthop mode, nodes 2 find a wireless path through other
nodes (not shown 1n FIG. 1) via a permanently operational
network 8 to a data concentrator 1. Techniques such as data
aggregation or particular architectures could be used to opti-
mize the number of messages sent (thus reducing the power
consumption of the nodes). The activity of the network 8 1s
managed by the data concentrator, scheduling the tasks of

nodes (basically collect data from environment).

In the nomadic mode data are collected by a node 4 inde-
pendently without communicating with other nodes. When a
mobile user 6 1s sulliciently close to the node, the latter sends
via the occasionally connected network extension 3 to the
user 6 all the data collected. The mobile user 6 then moves in
an area where there could be other mobile users: 11 1t crosses
one of them, 1t shares “on the tly” all the collected data. Every
time a mobile user 6 reaches a data concentrator, 1t forwards
to 1t all the data it has collected during 1ts travel.

The network architecture according to the invention 1s
composed of four different kinds of devices as shown 1n FIG.
1. Their respective links are represented according to the
UML standard as follows:

Lines terminating with a arrow-like triangle (see static
network node 11) signify an inheritance relationship or hier-
archical dependency between nodes.

Lines terminating with a white lozenge mean an aggrega-
tion relationship. The two objects linked by this lozenge are
logically grouped together.

Lines terminating with a black lozenge mean a composi-
tion relationship: Each instance of the object close to this
lozenge 1s composed by a certain number of istances of
pointing object.

The symbol comprising a square rectangle (such as
between the nodes 4 and 6) signifies a physical interface (one
of them bearing the reference numeral 9). The objects linked
in this manner can communicate unidirectionally, the com-
munication direction being defined by the arrow at the end of
the line.

The notations “17,* ... N”and “0. .. 17 along certain link
lines define the number of mnstances with which an object
cooperates, namely with exactly one, at least one or at most
one 1nstance.

The essential elements of the network according to the
invention will now be described:

Nodes 2 and 4 comprise each at least a transcerver,
adequate computer capability, a memory and at least one
component acting as data source. They operate either in the
multihop or the nomadic mode. Both are derived from the
conceptual static network node, which 1s intended to cooper-
ate with at least one data source 3 and one or more short range
transceivers.

Mobile user nodes 6 are mounted on mobile units which
move across the area where the architecture 1s deployed. It
can collect data from nodes, share them with other mobile
users and then forward them to the first data concentrator met
during 1ts movement.

A data concentrator 1 1s able to communicate via interfaces
(black double arrows 1n FIG. 1) with all the other kinds of
devices forming the net. It organizes the communication with
them and participates therewith as an active element.

An operational center 7 1s the final destination of all infor-
mations collected by mobile users. It sends 1ts queries to the
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4

data concentrator 1 and can handle the large amount of data
that 1t receives as answer from them.

Finally short and long range transceirvers 10 and 12 are
foreseen for transmitting data within the network.

The partial replacement of the classical network infrastruc-
ture with the mobility of mobile users which collect and share
data, offers the solution to the technological challenge of
ensuring connectivity.

The nomadic mode 1s the default mode for every node, but
if a message originally sent from a data concentrator 1 arrives
at a node 1n the nomadic mode (directly or indirectly), the
node commutes to the multihop mode, seli-organizing to join
the cluster of that data concentrator and involving other even-
tual nodes adjacent to it and not yet commutated.

If a malfunction 1n the net makes the data concentrator 1 no
more reachable by a certain node in multihop mode, this node
commutes to the nomadic mode. So 1f an adequate number of
mobile users 6 grants the coverage of all nodes, data collec-
tion proceeds possibly slower but successtully 1n every active
node, and the loss of data 1s limited to the fallen or malfunc-
tioning nodes.

FIG. 2 shows the data flow between a data concentrator 1
and two nodes 2 and 4. After an initialisation phase (not
shown) both nodes are 1n the nomadic mode. Periodically the
data concentrator 1 sends a query message. A node receiving
such a message which 1s i the nomadic mode, commutes to
the multihop mode and then forwards the recerved message.

If a node receives no acknowledgement within a given
delay (“time out” T.0.) for the forwarded query (see node 4),
it sends an answer message to the node from which the query
message came. If a node recerves an answer message, it
integrates this message into 1ts collected data and sends 1t to
the node (or to the data concentrator as the case may be) that
had sent the query message.

FI1G. 3 shows the data flow between the data concentrator 1,
a node 2 1n the multithop mode, two nodes 4, and 4' 1n the
nomadic mode and a mobile user 6. Periodically every user
sends a poll message. If a node in the nomadic mode recerves
1t, this node transmits to the user the data which 1t had col-
lected. In this example it happens at the instant T, between the
user and the node 4' and at the instant T, between the user and
the node 4.

If a poll message sent by the user 1s received by a node 2 1n
the multthop mode, it will be ignored by this node. This
happens here at the instant T .

Finally 11 the poll message emitted by a user 1s received by
a data concentrator, the latter replies with a data dump request
message thus signalling to the user the presence of the data
concentrator. Consequently the user sends to the data concen-
trator all the collected information which 1t had gathered since
it met the previous data concentrator.

FIG. 4 applies to the data transfer 1n case of a malfunction-
ing node 2' in the multihop mode: Due to the malfunctioning
node 2' the communication between node 2" (in the multihop
mode) and 1ts related data concentrator 1s broken. Conse-
quently, since the node 2" has not received any query message
within a given space of time (T.0.), the node 2" itself com-
mutes to the nomadic mode and waits for a user 6 in order that
the latter collects 1ts information at the instant T, and delivers
it at the mstant T, to a data concentrator (not necessarily the
one to which the node 1s associated, but the one which the user
approaches first.

A node that has been commuted to the nomadic mode after
having lost the connection to a data concentrator may com-
mute again to the multthop mode when a query message
arrives there as described on the basis of FIG. 3.
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A single mobile user 6 collects data from low cost sensors,
transports those data during his movement and exchanges/
shares them with the community of mobile users populating
that area. Mobile users may collect data from the concentrator
1; mtegrating their knowledge of the surrounding environ-
ment with the one collected by the multthop subnets. As
compensation for 1ts help 1n collecting, transporting and shar-
ing information a mobile user recerves continuously updated
informations related to a wider geographical service coverage
than the one 1t can obtain just acting alone. At the same time,
local administrations or third parties may take advantages
from the existence of this service, 1in order to improve the
existing public/private services or to offer to the citizens a
new kind of services.

A further advantage of the network according to the inven-
tion over the state of the art resides 1n the fact that 1t helps to
obviate to the problem of partitions of the permanently con-
nected net (consequence of malfunctioning nodes), taking
advantage of the ability of the mobile users to diffuse data.

What 1s claimed 1s:

1. A method, comprising;:

communicating, from a mobile user node, a poll message

to one or more nodes within a communication range, the

poll message being configured such that:

a first node of one or more nodes within the communi-
cation range configured to operate 1n a first mode 1s
caused to respond to the poll message by communi-
cating data collected by the first node to the mobile
user node; and

a second node of one or more nodes within the commu-
nication range configured to operate 1n a second mode
1s caused to 1gnore the poll message;

receiving a data dump request from a data concentrator

within the communication range; and

communicating, in response to the data dump request, an

amount of data collected by the mobile user node to the

data concentrator.
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2. The method of claim 1, wherein:
the first mode 1s a nomadic mode; and
the second mode 1s a multithop mode.
3. The method of claam 1, wherein the amount of data
comprises all data collected by the mobile user node since a
previous data dump request was recerved from a previously-
encountered data concentrator.
4. A method, comprising:
receving, at a network node operating 1n a first mode, a
query message communicated by a data concentrator;

in response to recerving the query message, converting the
network node from operating in the first mode to oper-
ating 1n a second mode;

torwarding the recerved query message to at least one other

network node; and

performing one of the following:

1n response 1o receving a response message from the at
least one other network node during a predetermined
amount of time, storing at least a portion of the con-
tents of the response message and transmitting an
answer message to the concentrator; or

1n response to not recerving a response from the at least
one other network node during the predetermined
amount of time, transmitting an answer message to
the concentrator.

5. The method of claim 4, further comprising converting,
the network node from operating 1n the second mode to oper-
ating 1n the first mode.

6. The method of claim 4, wherein:

the first mode 1s a nomadic mode; and

the second mode 1s a multithop mode.

7. The method of claim 4, wherein the at least one other

network node 1s within a predefined communication range of
the network node.
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