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A method and computer program product for managing and
controlling access of an administrator to amanaged computer
system. At least one computer program on an access system
of the managed computer system receives from the adminis-
trator a request for access to the managed computer system
and requests a managing computer system to search open
tickets for service management. In response to that the open
tickets are not found, the at least one computer program
redirects the administrator to log onto the managing computer
system to obtain a new open ticket for the access. In response
to that the open tickets are found, the at least one computer
program requests the administrator to choose at least one
ticket from the open tickets and grants the admimistrator the
access to the managed computer system 1n response to deter-
mining that the at least one ticket 1s valid.
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MANAGING AND CONTROLLING
ADMINISTRATOR ACCESS TO MANAGED
COMPUTER SYSTEMS

FIELD OF THE INVENTION

The present invention relates generally to computer service
management technologies and tools, and more particularly to
managing and controlling administrator access to managed
computer systems.

BACKGROUND

In computer service management, a service management
ticketing system 1s used for managing and maintaining tickets
such as incident, problem, and change tickets. The service

management ticketing system ensures that administrator
tasks of service management on a managed computer system
are performed 1n a specific order. However, there 1s no way to
prevent an administrator from logging onto the managed
computer system and carrying out a task without a valid
service management ticket. In computer service manage-
ment, there 1s a demand for managing and controlling admin-
1strator access to managed computer systems. Currently
known solutions are related to access restrictions.

SUMMARY

Embodiments of the present invention provide a method
and computer program product for managing and controlling
access ol an administrator to a managed computer system. At
least one computer program on an access system of the man-
aged computer system receirves from the administrator a
request for access to the managed computer system. The at
least one computer program requests a managing computer
system to search open tickets which are managed by the
managing computer system for the managed computer sys-
tem. In response to that the open tickets are found, the at least
one computer program requests the administrator to choose at
least one ticket from the open tickets. In response to that the
administrator chooses the at least one ticket from the open
tickets, the at least one computer program checks status of the
at least one ticket to determine whether the at least one ticket
1s valid. And, 1n response to determining that the at least one
ticket 1s valid, the at least one computer program grants the
administrator the access to the managed computer system.

Embodiments of the present mmvention provide another
method for managing and controlling access of an adminis-
trator to a managed computer system. At least one computer
program on an access system of the managed computer sys-
tem recetves from the administrator a request for access to the
managed computer system. The at least one computer pro-
gram requests a managing computer system to search open
tickets which are managed by the managing computer system
for the managed computer system. In response to that the
open tickets are not found, the at least one computer program
redirects the administrator to log onto the managing computer
system. The at least one computer program recerves, from the
managing computer system, a ticket generated by the man-
aging computer system. And, the at least one computer pro-
gram grants the administrator the access to the managed
computer system.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 1s a diagram illustrating a service management
system for managing and controlling administrator access to
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2

managed computer systems, 1 accordance with an exem-
plary embodiment of the present invention.

FIG. 2 15 a flowchart 1llustrating operational steps of man-
aging and controlling admainistrator access to a managed
computer system, in accordance with an exemplary embodi-
ment of the present invention.

FIG. 3 1s a diagram of a computer device hosting a man-
aged computer system, an access system, or a managing
computer system, in accordance with an exemplary embodi-
ment of the present invention.

DETAILED DESCRIPTION

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module™ or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
or more computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, inirared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or 1n connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, 1n baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written 1n any com-
bination of one or more programming languages, including
an object oriented programming language such as Java®,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
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execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone soitware package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the ivention. It will be
understood that each block of the tlowchart i1llustrations and/
or block diagrams, and combinations of blocks 1n the tlow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program 1nstructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored 1n the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified 1n the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the mstructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

FIG. 11s a diagram illustrating service management system
100 for managing and controlling administrator access to
managed computer systems 120, 1n accordance with an exem-
plary embodiment of the present invention. Service manage-
ment system 100 includes interceptor 110 on an access sys-
tem, one or more managed computer systems 120, and
service management ticketing system 132 and configuration
management database (CMDB) 134 both hosted by manag-
ing computer system 130. In the exemplary embodiment,
service management ticketing system 132 and CMDB 134
are hosted by one computer device. In other embodiments,
service management ticketing system 132 and CMDB 134
may reside on two separate computer devices, respectively.

Interceptor 110 1s software including at least one computer
program which resides on the access system. Interceptor 110
on the access system intercepts access of administrators to
one or more managed computer systems 120. The access
system 1s an entry point to one or more managed computer
systems 120. The access system may be a firewall to one or
more managed computer systems 120, a proxy server, or
virtual private network (VPN) server. In the exemplary
embodiment, the access system 1s hosted by a computer
device at the entry point of one or more managed computer
systems 120. In service management system 100 of the
present invention, administrators log onto to one or more
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4

managed computer systems 120 from outside of the entry
point and through interceptor 110 on the access system.

Interceptor 110 on the access system communicates with
service management ticketing system 132 on managing com-
puter system 130 via an application programming interface
(API) such as XML (extensible markup language), SOAP
(simple object access protocol), web services, or others.

When a request for logging onto a specific one of managed
computer systems 120, e.g. managed computer system 1 120
(1), 1s made by an administrator, interceptor 110 on the access
system gives the administrator a warning message that the
administrator 1s accessing a managed computer system under
access restriction. This message may be presented using a
banner, a pop-up, or other communication.

In response to recerving from the administrator the request
for logging onto the specific one of managed computer sys-
tems 120, e.g. managed computer system 1 120(1), intercep-
tor 110 on the access system requests service management
ticketing system 132 on managing computer system 130 to
search open service management tickets for the specific one
of managed computer system 120. Service management tick-
cts are managed by service management ticketing system 132
and stored on CMDB 134. The service management tickets
include, for example, incident, problem, and change tickets.
Each of the service management tickets 1s associated with a
task of service management which 1s to be performed by the
administrator.

Referring to FIG. 1, on managing computer system 130,
service management ticketing system 132 searches the open
service management tickets by querying CMDB 134. For
example, a simple way of searching the open service man-
agement tickets 1s to search the text in descriptions of the open
service management tickets. The text in the descriptions
includes necessary information for identifying the specific
one of managed computer system 120, for example, the host-
name and/or the IP address. As another example, a complex
way ol searching the open service management tickets 1s to
search configuration 1tems (Cls) of the specific one of man-
aged computer system 120. The Cls are tied to incident,
problem, and change tickets.

Interceptor 110 presents all the open service management
tickets to the administrator and requests the administrator to
choose at least one ticket from the open service management
tickets. In order to perform a task of service management, the
administrator must choose the at least one ticket from the
open service management tickets. I the administrator
chooses the at least one ticket, interceptor 110 checks whether
the at least one ticket 1s valid by checking status of the at least
one ticket. For example, in the case of a change ticket, inter-
ceptor 110 checks whether the change ticket has status of “in
progress” or “scheduled”. In response to determining that the
status 1s “in progress”, interceptor 110 determines that the
change ticket 1s valid; 1n response to determining that the
status 1s “scheduled”, interceptor 110 determines that the
change ticket 1s not valid.

In service management system 100 of the present inven-
tion, interceptor 110 grants the administrator access to the
specific one of managed computer system 120 1n response to
determining that the at least one ticket 1s valid. Otherwise,
interceptor 110 demes the administrator the access 1n
response to determining that the at least one ticket 1s not valid.

In service management system 100 of the present inven-
tion, 1terceptor 110 redirects the administrator to log onto
service management ticketing system 132 on managing com-
puter system 130, under a situation where the open service
management tickets are not found on CMDB 134 or the
administrator does not choose the at least one ticket from the
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open service management tickets. If the administrator 1s redi-
rected to log onto service management ticketing system 132,
a new ticket 1s generated for the administrator by service
management ticketing system 132. Once interceptor 110
receives the newly generated ticket from service management
ticketing system 132, interceptor 110 grants the administrator
the access to the specific one of managed computer system
120.

In service management system 100 of the present mnven-
tion, interceptor 110 records information of the administrator
access on a log. For example, the information recorded on the
log includes 1information of who, when and why the admin-
istrator logs onto the specific one of managed computer sys-
tem 120. Interceptor 110 transfers the information to service
management ticketing system 132, and service management
ticketing system 132 stores the information on CMDB 134.

In other embodiments of the present invention, interceptor
110 on the access system may allow the admimstrator read-
only access to the specific one of managed computer system
120, under a situation where the at least one ticket chosen by
the administrator 1s not valid. Interceptor 110 logs the read-
only access such that the adminmistrator’s activities beyond
limitations of the read-only access are flagged.

FI1G. 2 1s a flowchart illustrating operational steps of man-
aging and controlling administrator access to one of managed
computer systems 120 shown 1n FIG. 1, in accordance with an
exemplary embodiment of the present invention. In the exem-
plary embodiment of the invention, the operational steps are
implemented by interceptor 110 shown 1n FIG. 1. Interceptor
110 1s software 1including at least one computer program on
the access system.

Referring to FIG. 2, at step 201, interceptor 110 on the
access system recerves a request for access to a specific one of
managed computer systems 120, e.g. managed computer sys-
tem 1 120(1) shown in FIG. 1, from an administrator who
performs computer service management on the specific one
of managed computer systems 120. The request of the admin-
istrator 1s made at the access system which 1s an entry point to
managed computer systems 120. At step 203, interceptor 110
sends the administrator a message, informing that the specific
one of managed computer systems 120 1s under access
restriction. At step 205, interceptor 110 requests service man-
agement ticketing system 132 on managing computer system
130 (shown 1n FIG. 1) to search open service management
tickets. Service management ticketing system 132 conducts a
search by querying CMDB 134 (shown in FIG. 1) which 1s
also on managing computer system 130.

At decision block 207, interceptor 110 determines, 1n
response to receiving the search result from service manage-
ment ticketing system 132, whether the open service manage-
ment tickets are found. At step 209 (YES branch of decision
block 207), 1n response to that the open service management
tickets are found, interceptor 110 requests the administrator
to choose at least one ticket from the open service manage-
ment tickets. At step 231 (NO branch of decision block 207),
in response to that the open service management tickets are
not found, iterceptor 110 redirects the administrator to log
onto service management ticketing system 132, 1n order for
the administrator to have a new ticket generated by service
management ticketing system 132.

After step 209, interceptor 110 determines, at decision
block 211, whether the administrator chooses the at least one
ticket. In response to that the administrator chooses the at
least one ticket, at step 213 (YES branch of decision block
211), interceptor 110 checks status of the at least one ticket.
For example, interceptor 110 checks whether a change ticket
has the status of “in progress™ or “scheduled”. In response to

10

15

20

25

30

35

40

45

50

55

60

65

6

that the administrator does not choose the at least one ticket,
interceptor 110 redirects, at step 231 (NO branch of decision
block 211), the administrator to log onto service management
ticketing system 132, 1n order for the administrator to have a
new ticket generated by service management ticketing system
132.

After step 213, interceptor 110 determines, at decision
block 215, whether the at least one ticket 1s valid. For
example, interceptor 110 determines that a change ticket at
the status of “in progress™ 1s valid or a change ticket at the
status of “scheduled” 1s not valid. In response to determining,
that the at least one ticket 1s valid, interceptor 110, at step 235
(YES branch of decision block 215), grants the administrator
the access to the specific one of managed computer systems
120. In response to determining that the at least one ticket 1s
not valid, interceptor 110, at step 217 (NO branch of decision
block 215), denies the administrator the access to the specific
one of managed computer systems 120.

After previously-mentioned step 231 at which interceptor
110 redirects the administrator to log onto service manage-
ment ticketing system 132, interceptor 110 recerves, at step
233, a ticket generated for the administrator by service man-
agement ticketing system 132. Then, interceptor 110 grants,
at step 235, the administrator the access to the specific one of
managed computer systems 120.

After previously-mentioned step 235 at which interceptor
110 grants the admainistrator the access to the specific one of
managed computer systems 120, at step 237, interceptor 110
records the administrator access to the specific one of man-
aged computer systems 120 on a log. For example, interceptor
110 may record who, when and why the administrator logs
onto the specific one of managed computer system 120. At
step 239, interceptor 110 transfers information of the log to
service management ticketing system 132. The transferred
information 1s then stored on CMDB 134.

In other embodiments, after interceptor 110 determines
whether the at least one ticket 1s valid at decision block 215,
interceptor 110 allows the administrator read-only access to
the specific one of managed computer system 120, in
response to determining that no ticket 1s valid. Thus, the
administrator 1s given the read-only access mstead of denial
to the specific one of managed computer system 120. In the
other embodiments, allowing the read-only access 1s a sub-
stitutive step of step 217 in FIG. 2, as a “no” branch of
decision block 215. After allowing the read-only access,
interceptor 110, 1n a further step, logs the read-only access of
the administrator.

FIG. 3 1s a diagram of a computer device hosting one of
managed computer systems 120, interceptor 110 on an access
system, or managing computer system 130 (shown 1n FIG. 1),
in accordance with an exemplary embodiment of the present
invention. It should be appreciated that FIG. 3 provides only
an 1llustration of one implementation and does not imply any
limitations with regard to the environment 1n which different
embodiments may be implemented.

Reterring to FIG. 3, the computer device includes commu-
nications fabric 300 which provides communications among
processor(s) 320, memory 310, tangible storage device(s)
330, network interface(s) 340, and I/O (input/output) inter-
face(s) 350. Memory 310 includes ROM(s) (Read Only
Memory) 311, RAM(s) (Random Access Memory) 313, and
cache(s) 315.

One or more operating system(s) 331 and one or more
computer program(s) 333 reside on one or more computer-
readable tangible storage device(s) 330. In the exemplary
embodiment, on a computer device hosting the access system,
one or more computer program(s) 333 include interceptor
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110 which 1s software comprising at least one computer pro-
gram. In the exemplary embodiment, on a computer device
hosting managing computer system 130, service manage-
ment ticketing system 132 (shown 1n FI1G. 1) resides on one or
more computer-readable tangible storage device(s) 330. Con-
figuration management database (CMDB) 134 (shown 1n
FIG. 1) also resides on one or more computer-readable tan-
gible storage device(s) 330. In other embodiments, service
management ticketing system 132 and CMDB 134 may
reside on two separate computer devices, respectively.

The computer device turther includes I/0 1nterface(s) 350.
I/0 mterface(s) 350 allow for mnput and output of data with
external device(s) 360 that may be connected to the computer
device. The computer device further includes network inter-
tace(s) 340 for communications between the computer device
and a computer network.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable istructions
for implementing the specified logical function(s). It should
also be noted that, 1n some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, 1n fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

What is claimed 1s:

1. A method for managing and controlling access of an
administrator to a managed computer system, the method
implemented by at least one computer program on an access
system of the managed computer system, the method com-
prising;:

receiving, by the access system of the managed computer

system, from the administrator, a request for access to
the managed computer system:;

requesting, by the access system of the managed computer

system, a managing computer system to search open
tickets which are managed by the managing computer
system for the managed computer system;

requesting, by the access system of the managed computer

system, the administrator to choose at least one ticket
from the open tickets, in response to that the open tickets
are found:

checking, by the access system of the managed computer

system, 1n response to determining that the administra-
tor chooses the at least one ticket from the open tickets,
status of the at least one ticket;

redirecting, by the access system of the managed computer

system, the administrator to the managing computer sys-
tem for a new service management ticket generated by
the managing computer system, in response to determin-
ing that the open tickets are not found;

receiving, by the access system of the managed computer

system, from the managing computer system, the new
service management ticket; and

granting, by the access system of the managed computer

system, the administrator the access to the managed
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8

computer system, based on at least one of: determining,
that the status of the at least one ticket 1s valid and
determining that the new service management ticket 1s
received.

2. The method of claim 1, further comprising;

denying, by the access system of the managed computer

system, the administrator the access to the managed
computer system, 1n response to determining that the
status of the at least one ticket 1s not valid.

3. The method of claim 1, further comprising:

allowing, by the access system of the managed computer

system, the administrator read-only access to the man-
aged computer system, 1n response to determining that
the status of the at least one ticket 1s not valid.

4. The method of claim 1, further comprising;

redirecting, by the access system of the managed computer

system, the administrator to the managing computer sys-
tem for a new service management ticket generated by
the managing computer system, 1n response to that the
administrator does not choose the at least one ticket from
the open tickets;

receving, by the access system of the managed computer

system, from the managing computer system, the new
service management ticket generated by the managing,
computer system; and

granting, by the access system of the managed computer

system, the administrator the access to the managed
computer system.
5. The method of claim 1, further comprising:
recording, by the access system of the managed computer
system, on a log the access of the administrator; and

transierring, by the access system of the managed com-
puter system, mformation of the log to the managing
computer system.

6. The method of claim 1, wherein the access system 1s a
firewall to the managed computer system, a proxy server, or a
virtual private network server, and wherein the access system
1s an entry point to one or more managed computer systems.

7. A method for managing and controlling access of an
administrator to a managed computer system, the method
implemented by at least one computer program on an access
system of the managed computer system, the method com-
prising:

receving, by the access system of the managed computer

system, from the administrator, a request for access to
the managed computer system;

requesting, by the access system of the managed computer

system, a managing computer system to search open
tickets which are managed by the managing computer
system for the managed computer system;

requesting, by the access system of the managed computer

system, the administrator to choose at least one ticket
from the open tickets, 1n response to determine that the
open tickets are found;

redirecting, by the access system of the managed computer

system, the administrator to the managing computer sys-
tem for a new service management ticket generated by
the managing computer system, based on at least one of:
determining that the open tickets are not found and
determining that the administrator does not choose the at
least one ticket from the open tickets;

receving, by the access system of the managed computer

system, from the managing computer system, the new
service management ticket generated by the managing,
computer system; and
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granting, by the access system of the managed computer
system, the administrator the access to the managed
computer system.

8. The method of claim 7, further comprising;

checking, by the access system of the managed computer

system, 1n response to determining that the administra-
tor chooses the at least one ticket from the open tickets,
status of the at least one ticket; and

granting, by the access system of the managed computer

system, the administrator the access to the managed
computer system, in response to determining that the
status of the at least one ticket 1s valid.

9. The method of claim 8, further comprising:

denying, by the access system of the managed computer

system, the administrator the access to the managed
computer system, 1n response to determining that the
status of the at least one ticket 1s not valid.

10. The method of claim 8, further comprising:

allowing, by the access system of the managed computer

system, the administrator read-only access to the man-
aged computer system, 1n response to determining that
the status of the at least one ticket 1s not valid.

11. The method of claim 7, further comprising:
recording, by the access system of the managed computer
system, on a log the access of the administrator; and
transferring, by the access system of the managed com-
puter system, information of the log to the managing

computer system.

12. The method of claim 7, wherein the access system 1s a
firewall to the managed computer system, a proxy server, or a
virtual private network server, and wherein the access system
1s an entry point to one or more managed computer systems.

13. A computer program product for managing and con-
trolling access of an administrator to a managed computer
system, the computer program product comprising:

one or more computer-readable tangible storage devices

and program instructions stored on at least one of the one
or more tangible storage devices, the program instruc-
tions comprising:

program 1nstructions to receive, by the access system of the

managed computer system, from the administrator, a
request for access to the managed computer system;
program 1nstructions to request, by the access system of the

managed computer system, a managing computer sys-
tem to search open tickets which are managed by the
managing computer system for the managed computer
system;

program instructions to request, by the access system of the

managed computer system, the administrator to choose
at least one ticket from the open tickets, 1n response to
that the open tickets are found;

program instructions to check, by the access system of the

managed computer system, 1n response to determining,
that the administrator chooses the at least one ticket from
the open tickets, status of the at least one ticket;

10

15

20

25

30

35

40

45

50

10

program instructions to redirect, by the access system of
the managed computer system, the administrator to the
managing computer system for a new service manage-
ment ticket generated by the managing computer sys-
tem, 1n response to determining that the open tickets are
not found:;

program 1nstructions to recerve, by the access system of the
managed computer system, from the managing com-
puter system, the new service management ticket; and

program instructions to grant, by the access system of the
managed computer system, the administrator the access
to the managed computer system, based on at least one
of: determining that the status of the at least one ticket 1s
valid and determining that the new service management
ticket 1s recerved.

14. The computer program product of claim 13, further

comprising;

program instructions to deny, by the access system of the
managed computer system, the administrator the access
to the managed computer system, 1n response to deter-
mining that the status of the at least one ticket i1s not
valid.

15. The computer program product of claim 13, further

comprising;

program 1nstructions to allow, by the access system of the
managed computer system, the administrator read-only
access to the managed computer system, 1n response to
determining that the status of the at least one ticket 1s not
valid.

16. The computer program product of claim 13, further

comprising:

program 1instructions to redirect, by the access system of
the managed computer system, the administrator to the
managing computer system for a new service manage-
ment ticket generated by the managing computer sys-
tem, 1n response to that the administrator does not
choose the at least one ticket from the open tickets;

program 1nstructions to recerve, by the access system of the
managed computer system, from the managing com-
puter system, the new service management ticket gen-
erated by the managing computer system; and

program instructions to grant, by the access system of the
managed computer system, the administrator the access
to the managed computer system.

17. The computer program product of claim 13, further

comprising;

program instructions to record, by the access system of the
managed computer system, on a log the access of the
administrator; and

program 1instructions to transier, by the access system of
the managed computer system, information of the log to
the managing computer system.
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