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(57) ABSTRACT

In one embodiment, a method of streaming media includes
partitioning a media stream to be transmitted into a first
stream of media segments at a media server. The {irst stream
of the media segments has a first sequence. An index table 1s
generated to 1dentify the first sequence of the first stream of
the media segments. The index table 1s encrypted using a key.
A second stream of the media segments 1s generated. The
second stream has a second sequence, which i1s random rela-
tive to the first sequence. The encrypted index table and a
transcoded media stream having the second stream of the
media segments are transmitted.

23 Claims, 13 Drawing Sheets

RANDOMIZED &
TRANSCODED

MEDIA STREAM
SEGMENTS

|

|

'| DERANDOMIZE &
| DECODE

)| MEDIA STREAM
I



US 8,838,954 B2
Page 2

(56) References Cited

OTHER PUBLICATIONS

Jlangtao Wen et al.,, A format-compliant configurable encryption
framework for access control of video, Jun. 2002, IEEE Transactions
on Circuits and Systems for Video Technology, vol. 12 Issue: 6, pp.
545-557.*

Cheng, H., et al., “Partial Encryption of Compressed Images and
Videos,” IEEE Transactions on Signal Processing, vol. 48, No. 8,
Aug. 2000, pp. 2439-2451.

Johnson, M., et al., “On Compressing Encrypted Data,” IEEE Trans-
actions on Signal Processing, vol. 52, No. 10, Oct. 2004, pp. 2992-
3006.

Xie, D., et al., “Multimedia Encryption with Joint Randomized
Entropy Coding and Rotation 1n Partitioned Bitstream,” Research

Article, EURASIP Journal on Information Security, vol. 2007,
Article ID 35262, 18 pages, Hindawi Publishing Corporation, Sep.
2007.

* cited by examiner



Vi OIA

INVAALS VIUAIN

US 8,838,954 B2

Sheet 1 of 13

v
<t

||||||| e — 33

NOILdAdONH “
0t
_
NOISSHAdNOO | 1
_
||||||||||| _
GC INVAALS VIAOAIN
0

|

Sep. 16, 2014

U.S. Patent



INVHALS VIAIIN

UASSHAdNOD LINSNV d.L

US 8,838,954 B2

0381

IWVHALS VIAdN
JHAAOINH/TALdAIIONA HLVIHNHAD

o1

< LSANOTY AAAIEDAY

P OL DONITI0ODDV VIAAIN SSAD0Ud

- 091
2

2 INVAILS VIAAN AAdSSTIAdNOD dAAdOONT LdA¥Ddd
-

m DNISSAD0¥Ud VIAAN 404 LSANOAY HAIADAY
v

y—

S INVAALS VIAIIN AASSTAJNOD LdAIINA

7 P,

INVHULS VIUAN ASSHAdINOD ALV IANHD

AHLLINSNVYL 44 OL VIAdN

Ul

U.S. Patent

d1 OIA

061




US 8,838,954 B2

Sheet 3 0f 13

Sep. 16, 2014

U.S. Patent

INVAALS VIAdIN
1d004dd

¥ AZINOUNV d4d

S1C

TANNVHD

SLNHNDHS
INVHALS VIA4IN
J4dOOSNV L
¥ UAdZINOUNV I

INVHALS VIA4dIN

Sed

e i L

01¢



US 8,838,954 B2

Sheet 4 of 13

Sep. 16, 2014

U.S. Patent

SLNHWDHS
HAOISNV UL
AHZINOUNV Y
LINSNVd.L

SLNHANDHS
JHAdOISNV AL 40

d4UJO AZINOUNVY

03

0Lt

¢

Ve OIA

1 1dV.L
XAANI A4 LdAdONA

LINSNVYL
09¢

AHA HLIM H'1d VL XHANI LdAdIONAH

LINANWDHAS AHAOOISNVEL HOVH
ALLLNAHAI OL A'1dV.L XHAANI ALV AANHD

SLNHANWDHS HUOOSNV AL ATIVIIAIAIANI

%3

49

SINANDAS OLNI NVALLS VIAAN NOILLLLYVd

0CE
INHINOD VIAAIN AAdTdLdd

Note




US 8,838,954 B2

as oI
¢0¢

. 0§ DI

: N\zo¢

3 d¢ DIA

<

/_om

U.S. Patent



US 8,838,954 B2

Sheet 6 0of 13

Sep. 16, 2014

U.S. Patent

Cev

d0S55400dd
VIAAN

Vv OIA

dOLdAdONH
A 1dV.L XHANI

dOLVAANAD
A 1dV.L XdANI

AdANOILILIVd

LY

O v

I
dAZINOUANV Y dHUOIDSNV AL

47




US 8,838,954 B2

Sheet 70f 13

Sep. 16, 2014

U.S. Patent

7

d0OSSH400dd

VIAAN

7

dHUOIDSNV YL

47

_
_
_
\ H1dV.L XHANI
_
_

dOLdAdOIONH

O v

JdOLVAANAD
A 1dV.L XHdUNI

_
AdAZINOANV Y d4ddV VIAAIN

“ | 061
I

S
JANOILLLIVd

LY



US 8,838,954 B2

Sheet 8 0f 13

Sep. 16, 2014

U.S. Patent

S OIA

INVAALS VIAdIN 40
SLINHNDHS AAUOISNV L
AHdZINWOUNVY LINSNV Y.L

06§

LSANOTY AJAIFDAY
OL ONIQIO0DIDV VIAAIN SSAD0dd

S

DNISSAD0Yd VIAIIN d04
1LSANOAY FAIdDAY

0ts

INVAALS VIAAIN 40 SLINANDHS

JHAAOODSNV AL 4ZINOUNVY HLVAANAD

DCS
4 LLINSNVdL 44 OL VIAdIN

LS



9 OIA

US 8,838,954 B2

AdHLLINSNV YL d0S5HD0dd

09

Sheet 9 0of 13

AHJOWHIN
09

Sep. 16, 2014

U.S. Patent

AdAAIHOH A <

019
SAIIAHAA O/1
059
E
099

009



US 8,838,954 B2

Sheet 10 of 13

Sep. 16, 2014

U.S. Patent

L OIA

INVHALS VIAAdIN

SMIOMNNILNOD ALVAANHD 9/

IVHALS VIUAN AAAOISNVIL dddHddd0
AHL NOdA
INVHALS VIUAN HLVIINAD

DS L

INVHALS VIAAN AAAOIDSNV AL AddHJd0O dLVIAANID
OL SINHADHS ddZINOUNV Y dHUJdO A TLOHdd0D

A 1dV.L XAANI HLVAANAD OL
1 1dV.L ddLdAdIONA LdAdOHdd

INVHALS VIAAIN 40
DL

SLINHNODHAS AAUAODSNV YL
A TdVL UdLdAJONH HAIHOHd

AZINOUNV Y HAIHdOHd

UCL

07 L



US 8,838,954 B2

Sheet 11 of 13

Sep. 16, 2014

U.S. Patent

§ OIH

AOLVAHNHD H'1d VL XHANI X

JdOSSH00dd
VIUAN Xd
)98
003
dANOILLILAVd-Hdd
0S8
dHAO0OHd
e

1 - - - -"---— - — 1 == 1
! dAZINOUNY d4d “
I
_ €8
I _

JHdAONWHY VIAdIN _
1 SE8 _

z8

I _
I _
I _
I _

=

d0SSHO0dd VIAdN

Xd 'TVNOLLdO

0138



US 8,838,954 B2

Sheet 12 of 13

Sep. 16, 2014

U.S. Patent

INVHALS VIAAN AdAdOOSNV AL AHd4dd0

INVHALS VIUAW ALVIANAD

DONISSHIOUd VIAAN "TVNOILLdO

6 OIA

VIAdN $§400dd
086

HHL NOdA

DL6

096

INVHALS VIAAN AAJOOIOSNV UL dddddd0 ALVAANAD
OL SLINANDHS A4ZINOUNVY d4dd0 A'1LOHAddO00D

A 1dV.L XHdUNI HLVAHNHD OL
ATdVL ddLdAHYONH LdAdOHAd

A 1dVL A4 LdAYONH HAITAOH Y

056
DNISSHO0dUd VIAAN TYNOILLdO

INVAILS VIAAIN 40 SLNANDAS

JHAAOOSNVIL AHZIWOANV Y HAIHOHd

0C6

0176




US 8,838,954 B2

Sheet 13 0of 13

Sep. 16, 2014

U.S. Patent

AV'1dS1d

0901

01 OIA

d0SSH00dd

0C01

AJOWHIN
0t01

SAIIATA O/1

dAAIHOH Y

JHLLINSNVY Y.L

0001

0101

0501

0r01



US 8,838,954 B2

1

MEDIA PROCESSING DEVICES FOR
ADAPTIVE DELIVERY OF ON-DEMAND

MEDIA, AND METHODS THEREOF

This application claims the benefit of U.S. Provisional
Application No. 61/300,788, filed on Feb. 2, 2010, entitled

“Content Protection for Adaptive Delivery of VoD Media
Content,” which application 1s hereby incorporated herein by
reference.

TECHNICAL FIELD

The present invention relates generally to media process-
ing, and more particularly to media processing devices and
methods for adaptive delivery of on-demand media.

BACKGROUND

The use of on-demand media has been increasing dramati-
cally. Media on demand 1s served to a client device from a
server device. The original digital media may consume large
amounts of storage and transmission capacity. Consequently,
the digital media 1s compressed and may be down converted
to a lower resolution file. Accordingly, digital media 1s
encoded and compressed to minimize the use of resources
when the media 1s transmitted to client devices. Further, in
selecting the optimal encoding and compression algorithms,
the attributes of the client device may be taken into consider-
ation.

Due to licensing requirements digital media must also be
encrypted to avoid third parties from accessing the content.
The user requesting the digital media may have only limited
rights to the media. Therefore, digital media must also be
encrypted before transmission.

Conventionally, encryption and compression processes are
performed 1independently, each requiring significant compu-
tational resources. This problem 1s accentuated during adap-
tive streaming when a user may request additional media
processing. Similarly at the recerving side, the decryption and
decompression performed adaptively can consume signifi-
cant resources. These problems can result 1n temporary paus-
ing or disruption of the media stream impeding the user’s
experience of the media.

SUMMARY OF THE INVENTION

These and other problems are generally solved or circum-
vented, and technical advantages are generally achieved, by
illustrative embodiments of the present invention.

In accordance with an embodiment of the present mven-
tion, a method of streaming media comprises partitioning a
media stream to be transmitted nto a first stream of media
segments at a media server. The first stream of the media
segments has a first sequence. An index table 1s generated to
identify the first sequence of the first stream of the media
segments. The index table 1s encrypted using a key. A second
stream ol the media segments 1s generated. The second stream
has a second sequence, which 1s random relative to the first
sequence. The encrypted index table and a transcoded media
stream comprising the second stream of the media segments
are transmitted.

In accordance with another embodiment of the present
invention, a method of adaptive media streaming comprises
receiving randomized media segments at a media device, and
receiving an encrypted index table at the media device. The
randomized media segments are compliant with a media
compression standard. The method turther includes generat-
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2

ing an 1index table by decrypting the encrypted index table at
the media device, and generating an ordered media segments

from the randomized media segments using the index table.
The 1index table has sequence mnformation of the media seg-
ments.

In accordance with another embodiment of the present
invention, a media server comprises a partitioner, an index
table generator, an index table encryptor, a randomizer, and a
transmitter. The partitioner 1s configured to partition a media
stream to be transmitted 1nto a first stream of media segments.
The first stream of the media segments has a first sequence.
The 1index table generator 1s configured to generate an index
table 1dentifying the first sequence of the first stream of the
media segments. The index table encryptor 1s configured to
encrypt the index table using a key. The randomizer 1s con-
figured to generate a second stream of the media segments
having a second sequence, which 1s random relative to the
first sequence. The transmitter 1s configured to transmit the
encrypted index table and a transmit media stream compris-
ing the second stream of the media segments.

In accordance with another embodiment of the present
invention, a media device comprises a receiver, an index table
generator, and a derandomizer. The receiver 1s configured to
receive randomized media segments. The randomized media
segments are compliant with a media compression standard.
The receiver 1s further configured to receive an encrypted
index table. The index table generator 1s configured to gen-
crate an index table by decrypting the encrypted index table.
The 1index table has sequence mformation of the media seg-
ments. The derandomizer 1s configured to generate an ordered
media segments from the randomized media segments using
the index table.

The foregoing has outlined rather broadly the features of an
embodiment of the present invention 1n order that the detailed
description of the invention that follows may be better under-
stood. Additional features and advantages of embodiments of
the invention will be described hereinafter, which form the
subject ol the claims of the invention. It should be appreciated
by those skilled in the art that the conception and specific
embodiments disclosed may be readily utilized as a basis for
moditying or designing other structures or processes for car-
rying out the same purposes of the present invention. It should
also be realized by those skilled 1n the art that such equivalent
constructions do not depart from the spirit and scope of the
invention as set forth 1n the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present inven-
tion, and the advantages thereol, reference 1s now made to the
tollowing descriptions taken 1n conjunction with the accom-
panying drawing, in which:

FIG. 1, which includes FIGS. 1A and 1B, illustrates a prior
art approach to media communication;

FIG. 2 illustrates an adaptive streaming process 1n accor-
dance with an embodiment of the invention;

FIG. 3, which includes FIGS. 3A-3D, illustrates operations
at a media server in accordance with an embodiment of the
invention, wherein FIG. 3A illustrates an operational flow
diagram, and wherein FIGS. 3B-3D illustrate a media stream
during the operational tlow;

FIG. 4, which includes FIGS. 4A and 4B, i1llustrates the
components within a media server implementing embodi-
ments of the invention;

FIG. 5 illustrates operations at a media server under adap-
tive streaming 1n accordance with embodiments of the inven-
tion;
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FIG. 6 1llustrates a representative media server 1 accor-
dance with embodiments of the invention:

FIG. 7 illustrates operations at a media device 1n accor-
dance with an embodiment of the invention;

FIG. 8 1illustrates the components within a media device
implementing embodiments of the invention;

FIG. 9 i1llustrates operations at a media device undergoing,
adaptive streaming 1n accordance with embodiments of the
invention; and

FIG. 10 illustrates a representative media device 1n accor-
dance with embodiments of the invention.

Corresponding numerals and symbols in the different fig-
ures generally refer to corresponding parts unless otherwise
indicated. The figures are drawn to clearly illustrate the rel-
evant aspects ol the embodiments and are not necessarily
drawn to scale.

DETAILED DESCRIPTION OF ILLUSTRATIV.
EMBODIMENTS

L1

The making and using of various embodiments are dis-
cussed 1n detail below. It should be appreciated, however, that
the present ivention provides many applicable mventive
concepts that can be embodied 1n a wide variety of specific
contexts. The specific embodiments discussed are merely
illustrative of specific ways to make and use the invention,
and do not limit the scope of the mnvention.

FIG. 1, which includes FIGS. 1A and 1B, illustrates a prior
art approach to media communication during adaptive
streaming.

FIG. 1A 1llustrates a media server 25 transporting a media
stream to a media device 45 (client device). The media server
25 may be a network server, a local computer, or any suitable
device that 1s connected to the media device 45 through a
wireless or wired connection. The media server 25 may be a
server located 1n the internet.

Because of the large band width required for communica-
tion, the media stream 10 1s compressed (step 20). Further, in
adaptive streaming, the media server 25 selects a compression
based on the network connection and attributes of the device
requesting the media. Next, encryption may be performed
(step 30) to prevent third parties from accessing the transmit-
ted media stream. The encrypted and compressed media
stream 1s transmitted through a channel 35, which may
include both wired and wireless connections, to the media
device 45. At the media device 45, the encrypted media
stream 1s decrypted (step 40) and decompressed (step 50) to
recover the media stream.

The communication approach described above sullers
from elliciency problems during adaptive streaming when a
user requests further media operations. For example, 1f the
media device 45 requests the media server 25 to transmit the
media stream after a fast-forward or rewind operation, the
media server 25 may be required to perform significant pro-
cessing as described i FIG. 1B.

FIG. 1B illustrates operations at a transmitter or serving,
gateway under a prior art media processing scheme in which
a user at a media device requests further media processing.

When a media device serving a user requests media from
the media server, the requested media 1s processed (step 110)
depending on the network connection and/or configuration of
the media device. The media to be transmitted 1s recovered,
for example, from another networked computer directly or
indirectly coupled with the media server. The media may also
be stored 1n a storage medium from which 1t 1s recovered, for
example, at the beginning of the session with the media
device.
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4

The processing of the media includes compression to mini-
mize band width (step 120) and encryption to avoid unli-
censed users from accessing the content (step 130). The com-
pressing media may be transmitted to the requesting media
device. However, these processes may be interrupted when a
user requests the media server to perform media processing.
For example, the user may request to fast forward, rewind,
change frame rate etc during the transmission.

Upon receipt of a user request (step 140), the media server
decrypts the media stream (step 150) that was being transmiut-
ted so that 1t can perform the media processing. The decryp-
tion 1s required because conventional encryption while pro-
viding strong protection 1s not dependent on the data type.
Therefore, 1rrespective of the data format being encrypted the
encrypted media 1s not compatible with any media formati.e.
not compliant with any media compression standards. There-
fore, media operations can not be performed on the encrypted
media.

After decryption, the unencrypted media stream is pro-
cessed according to the received request (step 160). Belore
commencing transmission again, the unencrypted media has
to be encrypted again (step 170). This compressed media
stream (step 180) 1s transmitted to the media device. This
pipelined process 1s very ielficient as 1t requires an addi-
tional encryption and decryption process (steps 150 and 170).

While not illustrated separately, the same problem may be
present on the media device side. For example, the media
device recerving the media stream may save the media into a
local memory. Because of licensing requirements, the media
device may be allowed to store the files only 1n the encrypted
format. If the user requests media processing, the media
device has to decrypt and encrypt all of the stored media
stream. For example, 1f the user fast forwards to the last few
frames of a large movie, the media device has to unencrypt the
whole media stream to locate the final few frames. Then the
media device has to encrypt this large file so as to store the file.
This can be very computationally expensive especially on
media devices that typically do not have significant compu-
tational power and/or memory. Embodiments of the invention
overcome these and other problems by incorporating a con-

tent protection process that randomizes the media stream as
described further below.

The framework of an adaptive streaming process used at a
media server and a media device will be described using FIG.
2. Embodiments of the mvention relating to a transmitting
media server will be described using FIGS. 3-6. Embodi-
ments of the invention relating to a recerving media device
(client device) will be described using FIGS. 7-10.

FIG. 2 illustrates a process for adaptive media delivery 1n
accordance with an embodiment of the invention.

The embodiments of the invention described herein use
transcoding at a media server 225. Transcoding 1s used to
customize the media being transmitted to the media device.
Transcoding includes changing media format, compression
schemes, encoding schemes etc. For example, 1n transcoding,
the compression algorithm may be selected based on the
media device being served. This allows the media server to
cificiently lower the band width based on the capabilities of
the media device. For example, a lossy compression may be
used wherein only a lower quality of the original media
stream can be recovered at the media device. This may be
advantageous when the media device does not have the capa-
bility to use the additional information in the original media
stream. Further, in many cases, the media device may be
incapable of processing higher resolution files. Therefore,
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sending the additional information in the original media
stream may take up valuable band width without being uti-
lized at the user end.

Consequently, 1n transcoding, knowledge of the applica-
tion 1s used to choose information to discard, thereby lower-
ing 1ts bandwidth. The remaining mmformation can then be
compressed via a variety of methods. When the output is
decoded, the resulting output may not be identical to the
original input, but close enough for the purpose of the appli-
cation.

In various embodiments, at the media server 225, the media
stream 210 1s segmented and transcoded and transmitted over
a channel 235 1n a random order. Randomizing the sequence
of the media stream encrypts the transmitted media stream
preventing unlicensed third parties from following the con-
tent of the media stream although they may be able to play the
media stream because the media segments are scrambled.

This randomized and transcoded media stream 1s transmit-
ted wirelessly and/or through wired communication to a
media device 245. Advantageously, the described embodi-
ments leverage the efficiency of transcoding algorithms that
have been optimized for the media. The encryption 1s
achieved by randomization of the media stream, which 1s a
low complexity process, and therefore does not significantly
alter the computational requirements. However, excellent
security can be achieved despite the low complexity of the
process. This 1s possible because of the similarity between
compression and encryption. In general, both compression
and encryption processes remove redundancy. In particular,
compressed media stream has very little redundancy as com-
pared to regular media that 1s encrypted. Embodiments of the
invention exploit this similarity between encryption and com-
pression.

In encryption, amedia file, e.g., a plain text having a certain
structure and semantics 1s transformed to a ciphertext that 1s
statistically random with no apparent structure. During
encryption, the structure of the mput file 1s completely
scrambled without redundancy so that the output appears to
be random data. Therefore, encryption hides the redundancy
to produce a random output that 1s almost free of redundancy.

A compression process, used during transcoding, 1s con-
ceptually similar to encryption. During compression, raw
multimedia files that may have a lot of redundancy are con-
verted to an output having almost no redundancy. A key
difference between encryption and compression 1s that opera-
tions 1n encryption are controlled by a secret key so that 1t 1s
impossible to decrypt without knowing the key. In contrast, 1n
compression, all operations are performed according to
agreed standards, which allow the raw content to be decoded
from the compressed media stream.

Embodiments of the mvention leverage the compression
algorithms which already have performed the heavy compu-
tational work to remove redundancy from the input data.
Encryption 1s achieved by merely rearranging the compressed
media along the time axis.

Further, advantageously, the media format of the com-
pressed media stream 1s retained allowing media processing
of the encrypted media stream.

FI1G. 3, which includes FIGS. 3A-3D, illustrates operations
at a media server 1 accordance with an embodiment of the
invention, wherein FIG. 3A illustrates a operational flow
diagram, wherein FIGS. 3B-3D illustrate a media stream
during the processing.

Referring to FIG. 3, media content 1s retrieved (step 310).
The media content may be stored locally or over a network.
The media content may be retrieved when a user 1nitiates a
session and requests streaming of the media.
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Next, the retrieved media 1s partitioned (step 320). In one
embodiment, the media stream 1s partitioned into a plurality
of media segments. For example, media segments of about
0.5 s to about 5 s may be generated from the media stream. As
an example, FIG. 3B 1illustrates a first media stream 301

segmented mnto a plurality of media segments M,;, M.,
M,,....,M_,...,M). In one embodiment, all the media
segments have a same time length (duration). In alternative
embodiments, the media segments may comprise different
time lengths.

In an alternative embodiment, the audio and video portions
of the media stream are separated into independent audio and
video streams. The audio stream 1s segmented 1nto separate
audio segments. Similarly, the video stream 1s segmented into
distinct video segments. In one embodiment, the audio seg-
ments and the video segments have different time lengths.

Each of the individual media segments (or audio segments
and video segments) are transcoded to form transcoded media
segments (step 330). During this step, transcoding algorithms
that are optimized for the given media type and the client
device are applied on each segment. Therefore, there 1s no
loss 1n efficiency of the encoding, compression processes etc.

Next, as shown 1n step 340, an index table 1s generated to
identify the location of each media segment in the media
stream. If separate audio and video segments have been gen-
erated, the index table also includes additional information to
synchronize the audio and the video segments. The index
table may also be generated before or during the transcoding
of the media segments 1n various embodiments.

Next, the index table 1s encrypted using an encryption
algorithm, for example, using a key (step 350). The key may
be known to the client device or may be transmitted to the
client device through a secure channel. The encrypted index
table 1s transmitted to the client device (step 360).

The sequence of the transcoded media segments 1s ran-
domized (step 370). During this step, the media segments are
placed 1n random order. As an example, FIG. 3C illustrates a
second media stream 302 after randomization of the first
media stream 301 1n FIG. 3B. Consequently, unauthorized
user recerving the randomized media stream can not decipher
the content of the media.

Further, 1n some embodiments, additional media may be
included between the media segments. For example, adver-
tisements may be imntroduced between the media segments. As
an example, FIG. 3D illustrates a third media stream 303
including additional media segments (A, A, etc). The third
media stream 303 has been generated by placing the addi-
tional media segments within the second media stream 302 of
FIG. 3B.

The randomized transcoded segments are transmitted to
the media device (step 380). In various embodiments, the
actual sequence of the transcoding may be different. In some
embodiments, the transcoding may be performed after ran-
domizing the sequence of the media segments (1.e. after step
3770). This 1s because each segment retains all the character-
istics of the original media stream.

FI1G. 4, which includes FIGS. 4A and 4B, illustrates the
components within the media server implementing embodi-
ments of the invention.

Referring to FIG. 4A, the media server 400 comprises a
partitioner 410 for forming media segments. The partitioner
410 may also separate the audio stream from the video stream
betfore or alter segmenting the media stream. The output of
the paritioner 410 1s coupled to a transcoder 420, which
transcodes the segmented media stream. The outputs of the
transcoder 420 are coupled to an encryptor 4335, which
includes an index table generator 430, an index table encryp-
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tor 440, and a randomizer 450. The index table generator 430
generates an index table to identity the location of each of the
audio segments and the video segments 1n the media stream.
The mdex table encryptor 440 applies an encryption algo-
rithm on the generated index table. The randomizer 450 ran-
domizes the order of the media segments within the media
stream. The output from the encryptor 435 may be an input to
a media processor 460 for media processing (if required).

FI1G. 4B illustrates an alternative embodiment further com-
prising a media adder.

As 1n the prior embodiment as described with respect to
FIG. 4A, FIG. 4B includes the partitioner 410, the transcoder
420, the index table generator 430, the index table encryptor
440, the randomizer 450, and the media processor 460. FIG.
4B ditters from FIG. 4A 1 at least two aspects. As an 1llus-
tration, the transcoder 420 1s coupled to the output of the
randomizer 450. Because the media segments outputted from
the randomizer 450 are compliant with a media compression
standard, transcoding operations can be directly performed
on the randomized media stream. FIG. 4B also includes a
media adder 490, which 1s used to insert additional media into
the media stream. For example, mn various embodiments,
advertizing information and/or service information may
included 1nto the media stream. The location of the additional
media 1n the media stream 1s stored within the index table.
Therefore, a client device receiving the media stream with the
additional media can use the index table and remove the
additional media while playing. However, unauthorized cli-
ent devices can not remove the additional media and are
forced to display it.

FI1G. 5 1llustrates operations at a media server undergoing
adaptive streaming in accordance with embodiments of the
invention.

As 1llustrated in FIG. 5, media to be transmitted 1s
retrieved, and a randomized transcoded media stream 1s gen-
erated as described above 1n various embodiments (steps 510
and 520). The media server may begin transmission of the
randomized and transcoded media segments to the media
device (e.g., step 5350).

During the on-going session, the media device may request
a media operation (step 530). When the media server receives
a request for media processing, the media server performs the
media operation directly on the randomized and transcoded
data without a separate decryption step (step 540). Direct
media processing on the randomized media stream 1s possible
because the randomized media stream 1s compliant with com-
pressed media codec standards, such as MPEG-2, H.264 eftc.
This allows the media server to efliciently perform the opera-
tion without incurring significant additional computational
overhead due to the media operation. The media server con-
tinues transmitting the media stream aiter the media process-
ing (step 350).

FIG. 6 1llustrates a representative media server in accor-
dance with embodiments of the invention.

The media server 600 includes a recerver 610, which may
include a wireless antenna receiver and/or a wired network
connection port for recerving the media content, for example,
if 1t 1s stored at a remote location. The media server 600 also
includes a memory 630, which may include both a non-
volatile memory and a volatile memory. In one embodiment,
instructions for performing the operations as described 1n
FIG. 3 and/or FI1G. 5 may be stored 1n a non-transitory storage
medium such as a magnetic storage medium or a solid state
storage medium 1n the memory 630.

The media server 600 may include further I/O devices 650
for inputting and outputting data. For example, the I/O
devices 650 may include an optical disc such as a laser read-
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able medium, for example, a compact disc reader, a blue ray
disk reader, and/or digital video reader etc. In one or more
embodiments, the instructions for performing the operations
as described 1n FIG. 3 and/or FIG. 5 may be stored in an
optical disc, which i1s a non-transitory storage medium.

The media server 600 may also include a display 660 and a
transmitter 640 for transmitting the randomized transcoded
data. The transmitter 640 may include a plurality of wireless
antennas and/or a wired port(s). The transmitter 640 and the
receiver 610 can be combined together 1n some embodiments.

The media server 600 includes a processor 620 configured
to execute the mstructions for performing the operations as
described 1n FIG. 3 and/or FIG. 5. The processor 620 may
comprise a single processor or a plurality of processors.

In one embodiment, the processor 620 comprises the par-
titioner 410, the transcoder 420, the index table generator
430, the index table encryptor 440, the randomizer 450, the
optional media adder 490, and the media processor 460 as
described with respect to FIG. 4. In another embodiment, the
processor 620 comprises a plurality of separate chips per-
forming one or more of the functions of the partitioner 410,
the transcoder 420, the index table generator 430, the index
table encryptor 440, the randomizer 450, the optional media
adder 490, and the media processor 460.

In an alternative embodiment, the functions of the parti-
tioner 410, the transcoder 420, the index table generator 430,
the index table encryptor 440, the randomizer 450, the
optional media adder 490, and the media processor 460 may
be performed within the same processor at different times. In
other words, the processor 620 behaves as the partitioner 410,
the transcoder 420, the index table generator 430, the index
table encryptor 440, the randomizer 450, the optional media
adder 490, and the media processor 460 at various stages of
the media processing.

FIG. 7 illustrates operations at a media device in accor-
dance with an embodiment of the invention.

The media device receives the randomized transcoded
media stream from a media server (step 710). The media
device also recerves the encrypted index table (step 720). The
media stream may have been transmitted through wired com-
munication channels and/or a wireless communication chan-
nel.

The media device decrypts the encrypted table to generate
an index table that has information to obtain the original
sequence of the media segments before partitioning 1n the
media server. The media device may use a key that 1s 1dentical
to the key used at the media server to encrypt the index table.
The key may have been agreed upon previously between the
media device and the media server, or the key may have been
separately transferred to the media device through a secure
channel.

Using the index table, the randomized transcoded seg-
ments are ordered to match the sequence of the segments in
the original media stream at the media server before random-
ization (step 740). If the audio and video were separately
randomized, the index table includes information to synchro-
nize the audio and the vide segments.

The media stream 1s generated from the ordered transcoded
media stream segments (step 750). Each of the transcoded
segments may be decoded and decompressed to generate
media segments. The media segments are then de-segmented
to generate a continuous media stream (step 760).

FIG. 8 1llustrates the components within the media device
implementing embodiments of the invention.

The media device may be a networked computer, standal-
one computer, laptop, netbooks, hand held device including
cell phones, smart phone, and other user devices used 1n
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media processing. The media device 800 comprises an
optional Rx media processor 810 which 1s configured to
execute 1mstructions to perform media processing on the ran-
domized media stream. Advantageously, because the ran-
domized media stream received at the media device 800 is
compliant with media format, the optional Rx media proces-
sor 810 can directly manipulate the randomized media stream
without any further decryption.

The randomized transcoded media stream 1s mput 1nto a
decryptor 835, which includes a Rx index table generator 820,
an optional media remover 825, and a derandomizer 830. The
Rx 1ndex table generator 820 generates an index table that
includes the location information of each media segment
within the received media stream. The media remover 823 1s
optional and may be required 1f additional media such as
advertisement and/or service imformation 1s added into the
media stream (see e.g., FIG. 4B). The media remover 825
uses the index table to locate the position of the additional
media and removes them from the media stream. The deran-
domizer 830 uses the index table from the Rx index table
generator 820 to regenerate the correct sequence of the media
segments. Decoding and decompression may be performed in
a decoder 840. In some embodiments, the operations at the
decoder 840 may be performed before the derandomizer 830
regenerates the correct sequence of the media segments. The
decoded media segments are desegmented to form a continu-
ous media stream 1n the de-partitioner 850. The media stream
from the de-partitioner 850 may be further processed, for
example, 1n a Rx media processor 860 for media processing
operations, which may include displaying the output.

FI1G. 9 illustrates operations at a media device undergoing
adaptive streaming in accordance with embodiments of the
invention.

Similar to FIG. 7, the operations illustrates recerving a
randomized transcoded media stream and generating a media
stream having the correct sequence using an index table
received from the media server (steps 910,920,930, and 950).
A continuous media stream, which may be processed, 1s
generated as in the prior embodiment described in FIG. 7
(steps 970 and 980). However, unlike FI1G. 7, FIG. 9 includes
additional steps of performing optional media processing
(steps 940 and 960). In various embodiments, the media
processing may be performed directly on the media stream at
either position 1n the operational flow because both the ran-
domized media stream (media stream after step 910) and
subsequently the ordered media stream (media stream after
step 950) 1s compliant with compressed media codec stan-
dards, such as MPEG-2, H.264 etc.

FI1G. 10 1llustrates a representative media device in accor-
dance with embodiments of the invention.

The media device 1000 includes a receiver 1010, which
may include a wireless antenna receirver and/or a wired net-
work connection port for receiving the encrypted media
stream. The media device 1000 also includes a memory 1030,
which may include both a non-volatile memory and a volatile
memory. In one embodiment, instructions for performing the
operations as described 1n FIG. 7 and/or FIG. 9 may be stored
in a non-transitory storage medium (e.g., hard drive) such as
a magnetic storage medium or a solid state storage medium 1n
the memory 1030.

The media device 1000 may include further I/O devices
1050 for mputting and outputting data. For example, the I/O
devices 1050 may include an optical disc such as a laser
readable medium, for example, a compact disc reader, a blue
ray disc reader, and/or digital video reader etc. In one or more
embodiments, the instructions for performing the operations
as described 1n FIG. 7 and/or FIG. 9 may be stored in an
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optical disc, which 1s a non-transitory storage medium. The
I/0O devices 1050 may be internal or external devices.

The media device 1000 may also include a display 1060 for
displaying the media stream after decryption and decompres-
s1ion. The media device may also comprise a transmitter 1040
for communicating with the media server. The transmitter
1040 may include a wireless antenna and/or a wired port.

The media device 1000 1ncludes a processor 1020 config-
ured to execute the instructions for performing the operations
as described in F1G. 7 and/or FIG. 9. The processor 1020 may
comprise a single processor or a plurality of processors.

In one embodiment, the processor 1020 comprises the

optional Rx media processor 810, the Rx index table genera-
tor 820, the media remover 825, the derandomizer 830, the
decoder 840, the de-partitioner 850, and the Rx media pro-
cessor 860 as described with respect to FIG. 8. In another
embodiment, the processor 1020 comprises a plurality of
separate chips performing one or more of the functions of the
optional Rx media processor 810, the Rx index table genera-
tor 820, the media remover 825, the derandomizer 830, the
decoder 840, the de-partitioner 850, and the Rx media pro-
cessor 860.

In an alternative embodiment, the functions of the optional
Rx mediaprocessor 810, the Rx index table generator 820, the
media remover 825, the derandomizer 830, the decoder 840,
the de-partitioner 850, and the Rx media processor 860 may
be performed within the same processor at different times. In
other words, the processor 1020 behaves as the optional Rx
media processor 810, the Rx index table generator 820, the
media remover 825, the derandomizer 830, the decoder 840,
the de-partitioner 850, and the Rx media processor 860 at
various stages ol the media processing.

The above described embodiments of a media server (e.g.,
FIG. 4) and the media device (e.g., FIG. 6) (as well as the
methods described above with respect to FIGS. 3A, 5, 7, and
9) may also be illustrated 1n terms of methods comprising
functional steps and/or non-functional acts. The aforemen-
tioned description and related tlow diagrams 1llustrate steps
and/or acts used 1n practicing example embodiments of the
present invention. Usually, functional steps describe the
invention in terms of results that are accomplished, whereas
non-functional acts describe more specific actions for achiev-
ing a particular result. Although the functional steps and/or
non-functional acts may be described or claimed 1n a particu-
lar order, the present invention 1s not necessarily limited to
any particular ordering or combination of steps and/or acts.
Further, the use (or non use) of “steps for” and/or “acts of” 1n
the recitation of the claims—and 1n the following description
of the tlow diagrams(s) for FIGS. 3A, 5, 7, and 9—is used to
indicate the desired specific use (or non-use) of such terms.

Although the present invention and 1ts advantages have
been described 1n detail, 1t should be understood that various
changes, substitutions and alterations can be made herein
without departing from the spirit and scope of the invention as
defined by the appended claims. For example, many of the
features and functions discussed above can be implemented
in software, hardware, or firmware, or a combination thereof.

Moreover, the scope ol the present application 1s not
intended to be limited to the particular embodiments of the
process, machine, manufacture, composition ol matter,
means, methods and steps described 1n the specification. As
one of ordinary skill in the art will readily appreciate from the
disclosure of the present invention, processes, machines,
manufacture, compositions of matter, means, methods, or
steps, presently existing or later to be developed, that perform
substantially the same function or achieve substantially the
same result as the corresponding embodiments described
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herein may be utilized according to the present invention.
Accordingly, the appended claims are intended to include
within their scope such processes, machines, manufacture,
compositions of matter, means, methods, or steps.

What 1s claimed 1s:

1. A method of streaming media, the method comprising:

at a media server, partitioning a media stream 1nto a first
stream of media segments;

transcoding individual media segments in the first stream
of media segments to obtain a first stream of transcoded
media segments, the first stream of transcoded media
segments having a first sequence;

generating an index table 1identifying the first sequence;

encrypting the index table using a key;

randomizing the first stream of transcoded media segments
by placing transcoded media segments of the first stream
of transcoded media segments 1n a random order to
obtain a second stream of transcoded media segments,
the second stream of transcoded media segments having
a second sequence, the second sequence being random
relative to the first sequence; and

transmitting the encrypted index table and the second
stream of transcoded media segments.

2. The method of claim 1, wherein all media segments in

the first stream of media segments have a common duration.

3. The method of claim 1, wherein the first stream of media
segments comprise audio segments and video segments, and
wherein the audio segments have a different duration from the
video segments.

4. The method of claim 1, further comprising;

introducing extra media segments into the second stream of
transcoded media segments prior to transmitting the sec-
ond stream of transcoded media segments.

5. The method of claim 4, wherein the extra media seg-
ments comprise an advertisement.

6. The method of claim 1, wherein the second stream of
transcoded media segments 1s compliant with a media com-
pression standard.

7. A media server comprising:

a partitioner configured to partition a media stream to be

transmitted into a first stream of media segments;

a transcoder comprising a processor coupled to a non-
transitory computer readable medium, the transcoder
configured to transcode individual media segments 1n
the first stream ol media segments to obtain a first stream
of transcoded media segments, the first stream of
transcoded media segments having a first sequence;

an 1ndex table generator configured to generate an mdex
table 1dentitying the first sequence;

an 1ndex table encryptor configured to encrypt the mdex
table using a key;

a randomizer configured to randomize the first stream of
transcoded media segments by placing transcoded
media segments of the first stream of transcoded media
segments 1n a random order, thereby obtaining a second
stream ol transcoded media segments having a second
sequence, the second sequence being random relative to
the first sequence; and

a transmitter configured to transmit the encrypted imndex
table and the second stream of transcoded media seg-
ments.

8. The media server of claim 7, wherein the partitioner 1s
turther configured to partition the media stream into audio
segments and video segments.

9. The media server of claim 8, wherein the audio segments
have a different duration than the video segments.
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10. The media server of claim 7, further comprising:

a media adder configured to introduce extra media seg-
ments 1nto the second stream of transcoded media seg-
ments.

11. The media server of claim 10, wherein the extra media

segments comprise an advertisement.

12. The media server of claim 7, wherein the second stream
of transcoded media segments 1s compliant with a media
compression standard.

13. A media device comprising:

a recerver comprising a processor coupled to a non-transi-
tory computer readable medium, the recerver configured
to recerve a first stream of transcoded media segments,
wherein the first stream of transcoded media segments
are compliant with a media compression standard, and
wherein the receiver 1s further configured to recerve an
encrypted imndex table;

an index table generator configured to generate an index
table by decrypting the encrypted index table, the mndex
table having sequence mformation; and

a derandomizer configured to reorder the first stream of
transcoded media segments in accordance with the
sequence information by placing media segments 1n the
first stream of media segments 1n a random order to
obtain a second stream of transcoded media segments,
the second stream of transcoded media segments having
an ordering of media segments that 1s random with
respect to that of the first stream of media segments.

14. The media device of claim 13, further comprising:

a decoder configured to decode the second stream of
transcoded media segments to generate media stream
segments; and

a de-partitioner configured to generate a media stream by
combining the media stream segments.

15. The media device of claim 13, further comprising a
media processor configured to perform media operations on
the first stream of transcoded media segments without
decryption.

16. The media device of claim 13, further comprising a
media remover configured to remove extra media segments
added between transcoded media segments 1n the first stream
of transcoded media segments.

17. A computer program product comprising a non-transi-
tory computer readable storage medium storing program-
ming, the programming including 1nstructions to:

partition a media stream 1nto a first stream of media seg-
ments;

transcode individual media segments 1n the first stream of
media segments to obtain a first stream of transcoded
media segments, the first stream of transcoded media
segments having a first sequence;

generate an index table 1identifying the first sequence;

encrypt the index table using a key to obtain an encrypted
index table;

randomize the first stream of transcoded media segments to
obtain a second stream of transcoded media segments,
the second stream of transcoded media segments having
a second sequence that 1s random relative to the first
sequence; and

transmit the encrypted index table and the second stream of
transcoded media segments.

18. The computer program product of claim 17, wherein all
media segments 1n the first stream of media segments have a
common duration.

19. The computer program product of claim 17, wherein
the first stream of media segments comprise audio segments
and video segments.
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20. The computer program product of claim 19, wherein
the audio segments have a different duration than the video
segments.

21. The computer program product of claim 17, wherein
the programming further includes instructions to: 5
introduce extra media segments into the second stream of
the transcoded media segments prior to transmitting the

second stream of transcoded media segments.

22. The computer program product of claim 17, wherein
the extra media segments comprise an advertisement. 10
23. The computer program product of claim 17, wherein
the second stream of transcoded media segments 1s compliant

with a media compression standard.
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