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SYSTEMS AND METHODS FOR ONLINE
BRAND CONTINUITY

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s related to U.S. patent application Ser.

No. 12/046,092, filed Mar. 11, 2008, entitled “SYSTEMS
AND METHODS FOR ONI IN 5 BRAND CONTINUITY™,
now abandoned and U.S. patent application Ser. No. 12/046,
214, filed Mar. 11, 2008, entitled “SYSTEMS AND METH-
ODS FOR ONLINE BRAND CONTINUITY”, now aban-
doned, all of which are incorporated herein by reference 1n
their entirety.

BACKGROUND

A brand 1mage 1s considered to be a powerful asset for
many organizations. Organmizations may allocate significant
capital toward protecting their brand image 1n the form of
advertising, market surveys and analysis, quality control
measures, trademark protection, and other means. As an orga-
nization grows, 1t may tend to develop an online brand image,
sometimes associated with a website or other online applica-
tion. An online brand 1image for an organization may be as
significant of an asset as a more traditional brand image, such
as reputation for quality products.

One facet of an online brand 1mage for an organization 1s
availability or continuity of presence of the online application
projecting the brand image. For example, an orgamization
may wish to project such characteristics as strength, reliabil-
ity, integrity, security, and others through persistent presence
of an online application. An orgamization may desire to pro-
vide “always-on” online applications such that a client using,
the applications receives, or at least perceives, continuous
service. Accordingly, much eil

ort has been exerted in the
areas of reliability, durability, and security of online applica-
tions, particularly with respect to data centers that host such
online applications.

As continuity of online applications hosted 1n a data center
may be critical to particular organizations, various etforts
have been made to enhance the reliability of data centers. For
example, some data centers are provided with physical reli-
ability such as housing the data center in an inconspicuous
location, providing restricted access to the data center, pro-
viding the data center with environmental 1solation and con-
trol, and providing electrical power supply redundancy to the
data center. Another element of reliability that has been added
to data center design 1s to provide an organization with more
than one physical data center, e.g., providing multiple data
centers at different locations. Likewise, an online access
point, such as an Internet or intranet connection, to a data
center may fail, which could obviate certain measures taken
to protect the functionality of a single data center.

Providing “redundant™ or “backup” data centers may pro-
vide an orgamization with the ability to protect online appli-
cation functionality against harmiul factors that extend
beyond the scope of the organization’s control over a single
data center. For example, a single data center may be vulner-
able to physical failure, e.g., from terrorist activity, fire, earth-
quake, etc. A single data center may be vulnerable to elec-
tronic failure, e.g., “hacker” activity such as wviruses,
broadcast storms, denial of service attacks, and the like. A
single data center may be vulnerable to electric and/or tele-
communications failure of such a magmtude that the provided
redundant systems internal to the data center are unable to
mitigate the failure. Other failures reducing or eliminating the
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functionality of a single data center are possible. In such
instances, having additional data centers at separate geo-

graphic locations may provide the organization with the abil-
ity to maintain data center functionality after the loss of a
single data center or online access point.

SUMMARY

In one or more embodiments, a system for online brand
continuity can include a first Internet access point via which
a first specific network address 1s advertised for a brand image
application. The system can also include a second Internet
access point via which a second specific network address 1s
advertised for the brand image application. The system can
turther include a third Internet access point via which a less-
specific network address 1s advertised for the brand image
application. The brand image application 1s available to a
client via at least one of the first and second Internet access
points when at least one of the first and second Internet access
points meets particular criteria. The brand image application
1s at least partially available to the client via the third Internet
access point when the first and second Internet access points
fail to meet particular criteria.

According to one or more embodiments of the present
disclosure, a method for online brand continuity can include
advertising a first specific network address for a brand image
application via a first Internet access point. The method can
also include advertising a second specific network address for
the brand 1mage application via a second Internet access
point. The method can further include advertising a less-
specific network address for the brand 1image application via
a third Internet access point. The method can include making
the brand 1image application available to a client via at least
one of the first and second Internet access points when at least
one of the first and second Internet access points meets par-
ticular criteria. The method can include making the brand
image application at least partially available to the client via
the third Internet access point when the first and second
Internet access points fail to meet particular criteria.

One or more embodiments of the present disclosure
include a computing device readable medium having instruc-
tions stored thereon, which, when executed by a processor,
cause a device to perform a method for online brand continu-
ity, including advertising a first specific network address for a
brand 1image application via a first Internet access point. The
method 1ncludes advertising a second specific network
address for the brand 1image application via a second Internet
access point. The method also includes advertising a less-
specific network address for the brand image application via
a third Internet access point. The method further includes
making the brand 1mage application available to a client via at
least one of the first and second Internet access points when at
least one of the first and second Internet access points meet
particular criteria. The method includes making the brand
image application at least partially available to the client via
the third Internet access point when the first and second
Internet access points fail to meet particular criteria.

In one or more embodiments, a system for online brand
continuity includes a first Internet access point via which a
specific network address 1s advertised for a brand image
application. The system includes a second Internet access
point via which a less-specific network address 1s advertised
for the brand 1image application. The brand image application
1s available to a client via the first Internet access point when
the specific network address 1s advertised via the first Internet
access point. The system protects a brand image by providing
availability of the brand image application to the client via the
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second Internet access point when the specific network
address ceases to be advertised via the first Internet access
point.

According to one or more embodiments of the present
disclosure, a method for online brand continuity includes
advertising a specific network address via a first Internet
access point for brand image application. The method also
includes advertising a less-specific network address via a
second Internet access point for the brand 1image application.
The method further includes providing availability of the
brand image application to a client via the first Internet access
point when the specific network address 1s advertised via the
first Internet access point. The method includes protecting a
brand 1mage by providing availability of the brand image
application to the client via the second Internet access point
when the specific network address ceases to be advertised via
the first Internet access point.

One or more embodiments of the present disclosure
include a computing device readable medium having mstruc-
tions stored thereon, which, when executed by a processor,
cause a device to perform a method for online brand continu-
ity, including advertising a specific network address via a first
Internet access point for brand image application. The
method also includes advertising a less-specific network
address via a second Internet access point for the brand image
application. The method turther includes providing availabil-
ity of the brand image application to a client via the first
Internet access point when the specific network address 1s
advertised via the first Internet access point. The method
includes protecting a brand image by providing availability of
the brand 1image application to the client via the second Inter-
net access point when the specific network address ceases to
be advertised via the first Internet access point.

In one or more embodiments of the present disclosure, a
system for online brand continuity includes a first intranet
access point via which a specific network address for a brand
image application 1s advertised. The system includes a second
intranet access point via which the specific network address
tor the brand 1mage application 1s advertised. The system also
includes a third intranet access point via which a less-specific
network address for the brand image application 1s adver-
tised. The system further includes a client having availability
of the brand 1mage application via at least one of the first and
second intranet access points. The client has at least partial
availability of the brand 1mage application via the third intra-
net access point. The first, second, and third mtranet access
points, and the client are interconnected via an autonomous
intranetwork using interior gateway protocol (IGP).

According to one or more embodiments of the present
disclosure, a method for online brand continuity includes
advertising a specific network address for a brand image
application via a first intranet access point. The method
includes advertising the specific network address for a brand
image application via a second intranet access point. The
method also includes advertising a less-specific network
address for the brand 1image application via a third intranet
access point. The method further includes providing avail-
ability of the brand 1image application to a client via at least
one of the first and second intranet access points. The method
includes providing at least partial availability of the brand
image application to the client via the third intranet access
point. The method includes interconnecting the first, second,
and third intranet access points, and the client via an autono-
mous intranetwork using interior gateway protocol (IGP).

One or more embodiments of the present disclosure
include a computing device readable medium having mstruc-
tions stored thereon, which, when executed by a processor,
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cause a device to perform a method for online brand continu-
ity, including advertising a specific network address for a
brand 1mage application via a first intranet access point. The
method 1includes advertising the specific network address for
the brand 1mage application via a second intranet access
point. The method also includes advertising a less-specific
network address for the brand image application via a third
intranet access point. The method turther includes providing
availability of the brand 1mage application to a client via at
least one of the first and second intranet access points. The
method includes providing at least partial availability of the
brand 1mage application to the client via the third intranet
access point. The method includes interconnecting the first,
second, and third 1ntranet access points, and the client via an
autonomous 1ntranetwork using interior gateway protocol

(IGP).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a block diagram of a system for online
brand continuity having three Internet access points accord-
ing to one or more embodiments of the present disclosure.

FIG. 2 1illustrates a block diagram of a system for online
brand continuity having two Internet access points according
to one or more embodiments of the present disclosure.

FIG. 3 illustrates a block diagram of a system for online
brand continuity having three intranet access points accord-
ing to one or more embodiments of the present disclosure.

DETAILED DESCRIPTION

The present disclosure provides a system and method for
online brand continuity. Online brand continuity can include
anumber of Internet or intranet access points via which one or
more network addresses can be advertised. A client can be
provided with availability of a business image application via
at least one of the Internet or intranet access points.

In the following detailed description of the present disclo-
sure, reference 1s made to the accompanying drawings that
form a part hereot, and 1n which 1s shown by way of illustra-
tion how one or more embodiments of the disclosure may be
practiced. These embodiments are described 1n sufficient
detail to enable those of ordinary skill in the art to practice the
embodiments ofthis disclosure, and 1t 1s to be understood that
other embodiments may be utilized and that process, electri-
cal, and/or structural changes may be made without departing
from the scope of the present disclosure.

The figures herein follow a numbering convention in which
the first digit or digits correspond to the drawing figure num-
ber and the remaining digits 1dentify an element 1n the draw-
ing. Siumilar elements between different figures may be 1den-
tified by the use of similar digits. For example, 102 may
reference element 102 1n FI1G. 1, and a similar element may
be referenced as 202 1n FIG. 2.

As used herein, an access point can be a layer 1, e.g.,
physical layer, connection such as an Ethemet cable, a
modem, a fiber optic cable, a USB cable, a synchronous
optical network (SONET) connection, 802.11x wireless con-
nections, T-carrier links, or other connections. As used herein,
failure to meet particular criteria for an access point includes
loss of a physical layer connection, e.g., a modem that 1s not
working. Failure to meet particular criteria also includes loss
of service via a physical layer access point. For example, 1f a
computing device 1s connected to an Internet service provider
(ISP) through an Ethernet cable connected to a modem, and
the ISP ceases to provide service, then such an occurrence 1s
referred to herein as failure to meet particular criteria, where
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the access point can refer to any of the Ethernet cable,
modem, or other physical connection, regardless of whether
the physical connections are otherwise functional. Likewise,
an access point 1s considered to meet particular critena 1t 1t 1s
providing a network connection, €.g., to the Internet or intra- 3
net. The above examples of particular criteria are not pro-
vided as a limitation on particular criteria. For example, par-
ticular criteria can include inability to handle a given volume
of traffic for an access point. Other criteria are possible.

That a network address can be advertised via an access 10
point means that the advertisement touches or passes through
the access point. That a network address can be advertised via
an access point does not require that the advertisement origi-
nate or terminate at the access point.

As used herein, an autonomous intranet 1s a network or 15
collection of networks under the control of an organization,
¢.g., the organization can have a common routing policy for
the autonomous intranet. An autonomous network may or
may not have a connection to the public Internet. As used
herein, a website 1s a collection of one or more web pages that 20
can be associated with a particular person or organization. For
example, a website associated with the uniform resource
locator (URL) http://www.uspto.gov 1s a website including a
number of web pages, e.g. http://www.uspto.gov/patl/in-
dex.html, which may generally be regarded as the Patent and 25
Trademark Oflice website, and can be managed by the
USPTO or their designated agents.

As used herein, online applications or brand 1image appli-
cations include services such as websites, streaming media,
executable program applications, file transfer protocol (FTP) 30
applications, data storage, online business transactions such
as banking, insurance, and the like, among other online appli-
cations. In one or more embodiments, brand 1image applica-
tion data includes data associated with online applications
such as files stored 1n databases, client profiles, client pass- 35
words, financial records, executable instructions for provid-
ing the online application, and other such data. That 1s, brand
image application data itself, may not provide a brand image.
However, brand image application data may be used to facili-
tate brand 1mage applications, e.g., program instructions con- 40
taining brand image application data can be executed to pro-
vide a website that presents a brand image. Partial availability
ol a brand 1image application can include full availability of
certain portions of the brand 1image application.

In one or more embodiments, various components of the 45
embodiments of systems for online brand continuity
described herein, e.g., systems 100, 200, and 300 1n FIGS. 1,

2, and 3, can involve the use of logic, e.g., application specific
integrated circuits (ASICs), a processor, a controller, or the
like. The processor may be interfaced with a memory config- 50
ured to provide storage of a set of computer readable mnstruc-
tions 1n the form of software, firmware, and/or hardware that
provides functionality. The interfaced memory may be imple-
mented as a combination of volatile and non-volatile
memory, such as dynamic random access memory 55
(“DRAM”), EEPROM, flash memory, or the like.

FIG. 1 1llustrates a block diagram of a system 100 for
online brand continuity having three Internet access points
102-1, 102-2, and 102-3 according to one or more embodi-
ments of the present disclosure. Each access point can be 60
associated with a data center. For example, a first access point
102-1 can be associated with a first data center 104-1, a
second access point 102-2 can be associated with a second
data center 104-2, and a third access point 102-3 can be
associated with a third data center 104-3. An organization 65
operating multiple data centers can use one or more data
centers, e.g., data centers 104-2 and 104-3, as failover data

6

centers 1n case another data center, e.g., data center 104-1,
loses some or all of 1ts functionality such as a loss of tunc-
tionality, of a network access point. Each data center can
include a number of servers, e.g., servers 106-1 1n data center
1, servers 106-2 1in data center 2, and servers 106-3 in data
center 3. The data centers can include various servers, such as
web servers, application servers, file servers, email servers,
print servers, database servers, etc. The data centers can also
be associated with a load balancer and one or more routers,
switches, hubs, and other networking devices.

In the embodiment 1illustrated 1n FIG. 1, a first specific
network address 113-1 can be advertised 112-1 via a first
access point 102-1; a second specific network address 113-2
can be advertised 112-2 via a second access point 102-2; and
a less-specific address 115 can be advertised 112-3 via a third
access point 102-3. Advertising a network address can
include 1dentitying a route for trailic having a particular des-
tination address to upstream network components such as
routers. That 1s, advertising a network address can instruct
upstream routers to direct traific for that address to, or
through, the source of the advertisement. The specific net-
work addresses, e.g., 167.24.21.4 and 167.24.111.4, can be
advertised as single-host interne protocol (IP) addresses. The
less-specific address, e.g., 167.24.X.X, can be advertised as a
multi-host IP address. As 1illustrated in FIG. 1, the access
points connect to the Internet 150. Accordingly, a border
gateway routing protocol (BGP) can be used for routing net-
work tratfic through the access points. Using BGP, a specific
address can be a preferred route to, e.g., appear shorter than,
a less-specific address. For example, a router on the Internet
directing tratfic from client 120-1 to IP address 167.24.111.4
can select the route advertised 112-2 via access point 102-2,
rather than the route advertised 112-3 via access point 102-3.

As 1llustrated in FIG. 1, the less-specific network address
115 can have a network prefix equal to at least a portion of the
specific network addresses 113-1 and 113-2. For example, the
first two octets of the single-host IP addresses (167.24) can be
equal to the multi-host IP address (167.24/16). Accordingly,
il either or both of the access points 102-1 and 102-2 fail to
meet particular criteria, tratfic directed to network addresses
associated with the access points, e.g., specific network
addresses 113-1 and 113-2, can be routed through the third
access pomnt 102-3 via which the less-specific network
address 115 1s advertised 112-3. That 1s, failure of an access
point to meet particular critenia, e.g., access point 102-2, can
result 1n, or result from a specific network address ceasing to
be advertised via the access point. BGP routers 1n the Internet
150 can then route traific addressed to the specific network
address 113-2 through the access point 102-3 via which the
less specific network address 115 1s advertised.

A number of forms of data replication between data centers
are described herein. According to one or more embodiments
of the present disclosure, data replication can be accom-
plished 1n a manner to effectively implement the goals of
atomicity, consistency, 1solation, and durability (ACID). A
goal of atomicity 1s to guarantee that each component of an
operation 1s completed betore the operation 1s validated. For
example, 11 a particular data value 1s updated 1n a server 1n
data center 1, atomic replication should guarantee that the
particular data value 1s updated 1n a corresponding server in
data center 2 before the update 1s validated, e.g., given an
indication that the operation was completed successiully. A
goal of consistency is to ensure that data and data organiza-
tion follow a number of established parameters for a particu-
lar database. For example, if an operation changed a data
value resulting 1n an 1nvalid result, consistency would require
that the data be returned to i1ts original value rather than
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storing the invalid result. A goal of 1solation 1s to prevent
multiple operations from affecting a particular data value
simultaneously. For example, an operation being executed on
a data value 1n data center 1 should not be allowed to process
simultaneously with an operation on the same data value 1n
data center 2. A goal of durability is to ensure that a validated,
e.g., successiul, operation 1s properly recorded such that any
data values aflected by the operation are stored in their
alfected state, rather than a previous unaffected state. For
example, 11 an operation to change a data value from “X” to
“Y”” successiully completes in data center 1, and data center 1
later experiences a loss of connectivity, for example, then the
data value should be accessible as “Y” 1in data center 2, or in
data center 1 after a recovery operation. Although the above
examples refer to two data centers, the ACID principles can
apply to systems including other numbers of data centers.

In the embodiment illustrated in FIG. 1, data center 1 and
data center 2 are interconnected via an autonomous intranet-
work connection 108. The autonomous intranetwork connec-
tion 108 can be a fiber optic connection, T-carrier connection,
or another high-speed data connection. The autonomous
intranet connection 108 can be a secure connection. In one or
more embodiments, data, e.g., brand 1mage application data,
can be synchronously replicated between data center 1 and
data center 2 via the autonomous intranetwork connection
108. In some mstances, brand image application data can be
atomically replicated between data center 1 and data center 2
such that a modified, or new, data value can be stored both 1n
data center 1 and data center 2 before an indication of a
successiully completed transaction 1s provided for an opera-
tion modifying or creating a particular data value. For
example, network traffic from a client, e.g., client 120-1,
could be routed to data center 1 and processed on one or more
servers 106-1 therein. The client traffic could effect an opera-
tion that could add or modify a brand 1mage application data
value stored 1n one or more servers 106-1. The new or modi-
fied brand 1mage application data value would be replicated
and stored 1n one or more servers 106-2 1n data center 2 before
network traffic returned to the client 120-1 indicated that the
requested operation completed successiully.

According to the embodiment illustrated 1n FIG. 1, the
autonomous intranetwork connection 108 can be used to aid
in splitting processing of brand i1mage application data
between data center 1 and data center 2. One or more appli-
cation processing servers among the number of servers 106-1
in data center 1 and the number of servers 106-2 1n data center
2 can split processing loads for embodiments where both data
center 1 and data center 2 are maintained as active data cen-
ters. An active data center 1s one that receives and processes
client traffic. For example, traific from a client, e.g., client
120-1, routed to data center 1 could require multiple process-
ing operations. The multiple processing operations could be
performed entirely within data center 1, transferred entirely to
data center 2 via autonomous intranetwork connection 108, or
performed partially within data center 1 and partially within
data center 2.

Another example of split processing applies to traific from
multiple clients, e.g., clients 120-1 and 120-2. Traific from
clients 120-1 and 120-2 may require multiple processing
applications, and as such, traific from each client can be split
between data center 1 and data center 2 using the autonomous
intranetwork connection 108 such that a first type of process-
ing application 1s performed 1n data center 1 and a second type
of processing application 1s performed 1n data center 2. For
example, traffic using website application processing can be
processed 1n data center 1, while traffic using file server
processing can be processed 1n data center 2. For embodi-
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ments where data center 1 and data center 2 are maintained as
active/standby data centers, processing can be split such that
one data center 1s primary, €.g., the active data center, and the
other data center 1s secondary, e.g., the standby data center.

Certain portions of brand image application data can be
asynchronously replicated from data center 1 and data center
2 to a third data center 104-3 via a second autonomous
intranetwork connection 110. The second autonomous
intranetwork connection 110 can be a same type of connec-
tion as the autonomous intranetwork connection 108 between
data center 1 and data center 2, or a different type. For
example autonomous intranetwork connection 110 can be a
fiber optic connection, T-carrier connection, or another high-
speed data connection. An asynchronous replication of data 1s
complete upon successtul receipt of the data. That 1s, unlike
synchronous replication wherein both sender and receiver
must confirm the replication, asynchronous replication
allows the sender to “fire and forget™ the data to be replicated.
Everything else being equal, asynchronous replication can be
faster than synchronous replication. Although embodiments
of the present disclosure are not limited to having particular
limits on distances between data centers, data center 1 and
data center 2 may be more proximate to each other than they
are to data center 3, at least 1n part due to the generally faster
speed of asynchronous replication of data over the second
autonomous intranetwork connection 110.

Asynchronous replication of data via the second autono-
mous intranetwork connection 110 can allow for durable
replication of data to data center 3. For example, after one or
more servers 106-3 1n data center 3 successtully recetve an
updated or new data value, the new data value will not revert
to a prior state. In one or more embodiments data can be
asynchronously replicated to data center 3 via the second
autonomous intranet connection 110 after 1t has been syn-
chronously replicated between data center 1 and data center 2
via autonomous intranet connection 108. In one or more
embodiments data can be asynchronously replicated to data
center 3 via the second autonomous intranetwork connection
110 from each of data center 1 and data center 2 without
regard to whether synchronous replication has completed.

Certain data can be replicated at a database management
system (DBMS) level operating 1n an operating system (OS)
layer. In one or more embodiments, certain portions of data,
¢.g., data associated with authentication and member access
to a website, can be replicated from data centers 1 and 2 to
data center 3 at the DBMS level. Accordingly, when access
points 102-1 and 102-2 fail to meet particular criteria, traffic
can be transitioned to through access point 102-3 automati-
cally, e.g., without manual intervention. Providing online
applications can ivolve the use of a significant amount of
static data. Static data can include data that 1s not modifiable
by a client and/or data that does not change frequently.
Examples of such “static”” data can include generic or high
level information, financial articles, member information
including login and password information. Although “static”
data can be modified, 1t 1s referred to herein as static data
because 1t can be always available to a client.

Dynamic data can include data that 1s supplied and/or
modifiable by a client. Dynamic data can include data that 1s
created for a particular client 1n association with a particular
client session. Accordingly, a number of different database
management systems can be used with different data types.
Examples of relational DMBS include Microsoit’s SQL
Server, Oracle Database, and IBM’s DB2. Embodiments are
not limited to the use of any or all of these particular systems.

Servers, e.g., servers 106-1, can host a number of brand
image applications. An organization can host one or more
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brand 1mage applications in multiple data centers, e.g., data
centers 104-1 and 104-2. In one or more embodiments of the
present disclosure, a number of brand image applications can
be made fully available to a client, e.g., client 120-1, via at
least one of access points 102-1 and 102-2 when at least one
of the access points 1s functional. A logon page, e.g., a “front
door,” to a number of brand 1mage applications can be pro-
vided from any of data center 1, data center 2, and data center
3. Analogous to the description above, brand 1mage applica-
tion data can be synchronously replicated between data center
1 and data center 2. Accordingly, full availability of a brand
image application can be maintained from either data center
via an associated Internet access point. For example, the data
centers 1llustrated 1n FIG. 1 can host a brand 1mage applica-
tion that 1s a website for an organization “www.organi-
zation.com.” When a client, such as client 120-1, directs a
web browser to that URL, a domain name system (DNS)
server, €.2., DNS server 205 1n FIG. 2, can resolve either of
the specific addresses 113-1 or 113-2, when either 1s func-
tional. As such, the website can be made fully available to the
client via at least one of the Internet access points 102-1 and
102-2.

Analogous to the description above, brand 1image applica-
tion data can be asynchronously replicated from data centers
1 and 2 to data center 3 via the second autonomous 1ntranet-
work connection 110. Accordingly, at least partial availability
of one or more brand 1mage applications 1s available to a
client via Internet access point 112-3 when at least one of
Internet access point 102-1 and Internet access point 102-2
fail to meet particular criteria. In one or more embodiments,
partial availability of the brand image application 1s available
via access point 102-3. When access points 102-1 and 102-2
fail to meet particular criteria, servers associated with access
point 102-3, which are connected to storage frames, can pro-
vide access to the data. In such embodiments, full availability
can be restored after brand image application data replication
has been completed.

Other restoration methods can include failback, where
brand 1image application processing and network traffic can
be automatically, e.g., with no manual 1ntervention, transi-
tioned back to at least one of data center 1 and data center 2.
Such failback can occur when a specific network address 1s
advertised via at least one of access points 102-1 and 102-2,
for example.

By way of example, and not by way of limitation, a brand
image application can include a website. The website can be
made at least partially available to a client, analogous to the
description above, including at least a main webpage, a login
page, and a webpage for providing certain static data. A
website can have a membership basis, such that member
clients, e.g., authorized clients, can have access to a number
of portions of the website, e.g., web pages, to which non-
member clients do not have access. When such a website 1s
made at least partially available to clients according to one or
more embodiments of the present disclosure, an 1nability of a
non-member client to gain access to the website beyond a
login page can conceal a failure of at least one of the first
access point 102-1 and the second access point 102-2 to meet
particular criteria to the non-member client. Accordingly,
providing certain static data to a member client, e.g., via
access point 102-3, when at least one of access points 102-1
and 102-2 have failed to meet particular criteria can conceal
the one or more failures to meet particular criteria to the
member client. For example, the member client could be
provided with a main web page, a login page, and certain web
pages containing static data generally not requiring replica-
tion. In the event a member client attempted to access certain
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dynamic data that had not been replicated to data center 3, the
client can be provided with a web page based on static data
indicating that the website 1s temporarily being serviced and
will resume full functionality at a later time.

FIG. 2 illustrates a block diagram of a system 200 for
online brand continuity having two Internet access points
202-1 and 202-2 according to one or more embodiments of
the present disclosure. Each access point can be associated
with a data center. For example, a first access point 202-1 can
be associated with a first data center 204-1, and a second
access point 202-2 can be associated with a second data center
204-2. An organization operating multiple data centers, e.g.
data centers 204-1 and 204-2, can use a data center, ¢.g., data
center 204-2, as failover data center in case another data
center, e¢.g., data center 204-1, loses some or all of 1ts func-
tionality, such as a loss of functionality of a network access
point 202-1. Each data center can include a number of servers,
e.g., servers 206-1 1n data center 1 and servers 206-2 1n data
center 2. The data centers can include various servers, such as
web servers, application servers, file servers, email servers,
print servers, database servers, etc. The data centers can also
be associated with a load balancer, e.g., load balancers 214-1
and 214-2, and one or more routers, switches, hubs, and other
networking devices.

Load balancers 214-1 and 214-2 can balance network trai-
fic, e.g., from a number of clients, both within a particular data
center, ¢.g., data center 204-1, and between a number of data
centers, e.g., data centers 204-1 and 204-2. Load balancers
can perform health checks on a number of servers 206-1 1n a
data center 204-1. In one or more embodiments, a load bal-
ancer can perform a health check on a number of servers to
determine whether the servers are functional, e.g., whether
traific should continue to be routed to the servers. A network
administrator, for example, can establish certain criteria
under which information receirved from a health check can
cause a load balancer to mitiate a failover. Such information
can be used by a load balancer to initiate a faillover between
data centers, for example, by causing a network address to
cease to be advertised, as 1s described in more detail below. A
load balancer can be connected to a number of servers 1n a
number of topologies. For example, load balancer 214-1 1s
illustrated connected to a number of servers 206-1 1n a star
topology 216, while load balancer 214-2 1s illustrated con-
nected to a number of servers 206-2 1n a bus topology 218.
Other topologies are possible as will be understood by one of
ordinary skill in the art. Embodiments are not limited to the
particular examples illustrated in the embodiment of FIG. 2.

In the embodiment 1llustrated in FIG. 2, a specific network
address 213 can be advertised 212-1 via a first access point
202-1 and a less-specific address 215 can be advertised 212-2
via a second access point 202-2. The specific network
address, e.g., 167.24.111.4/32, can be advertised as single-
host 1interne protocol (IP) addresses. The less-specific
address, e.g., 167.24 X . X, can be advertised as amulti-host IP
address (167.24/16). Asillustrated in FI1G. 2, the access points
connect to the Internet 250. Accordingly a border gateway
routing protocol (BGP) can be used for routing network trai-
fic to and from the access points. Using BGP, a specific
address can be a preferred route to, e.g., appear shorter than,
a less-specific address. For example, a router on the Internet
directing tratfic from client 220-1 to IP address 167.24.111.4
can select the route advertised 212-1 via access point 202-1,
rather than the route advertised 212-2 via access point 202-2.

As 1llustrated in FIG. 2, the less-specific network address
215 can have a network prefix equal to at least a portion of the
specific network address 213. For example, the first two
octets of the single-host IP addresses (167.24) can be equal to
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the multi-host IP address (167.24/16). Accordingly, 1f the
access point 202-1 fails to meet particular criteria, traific
directed to network addresses associated with the access
point, e.g., specific network addresses 213, can be routed
through the second access point 202-2 via which the less-
specific network address 215 1s advertised 212-2. That 1s,
fallure of an access point to meet particular criteria, e.g.,
access point 202-1, can result 1n, or result from a specific
network address ceasing to be advertised via the access pom‘[
BGP routers in the Internet 250 can then route trailic
addressed to the specific network address 213-1 through the
access point 202-2 via which the less specific network address
215 1s advertised. Although the example IP addresses 1llus-
trated herein may appear in IPv4 form, embodiments are not
so limited. Embodiments of the present disclosure can be
practiced using IPv6 and other network protocols.

In the embodiment 1illustrated 1in FI1G. 2, data center 1 and
data center 2 can be interconnected via an autonomous
intranetwork connection 208. In one or more embodiments,
data, e.g., brand 1mage application data, can be synchro-
nously replicated between data center 1 and data center 2 via
the autonomous intranetwork connection 208. In some
instances, brand image application data can be atomically
replicated between data center 1 and data center 2 such that a
modified, or new, data value can be stored both 1n data center
1 and data center 2 before an indication of a successiully
completed transaction 1s provided for an operation modifying
or creating a particular data value.

Servers, e.g., servers 206-1, can host a number of brand
image applications. An organization can host one or more
brand 1mage applications in multiple data centers, e.g., data
centers 204-1 and 204-2. In one or more embodiments of the
present disclosure, a number of brand image applications can
be made fully available to a client, e.g., client 220-1, via the
first access point 202-1 when the specific network address 1s
advertised 212-1 via that point, e.g., when access point 202-1
1s functional. Analogous to the description above, brand
image application data can be synchronously replicated
between data center 1 and data center 2. Accordingly, full
availability of a brand 1mage application can be maintained
from either data center via an associated Internet access point.

According to one or more embodiments of the present
disclosure, at least partial availability of one or more brand
image applications can be provided to a client via the second
access point 202-2 when the specific network address 213
ceases to be advertised 212-1 via the first access point 202-1.
In such 1nstances, traific from a client, e.g., client 220-1, that
was addressed to the specific network address 213 can be
logically routed through the first Internet access point 202-1,
and physically routed through the second Internet access
point 202-2. When a client addresses traific to the specific
network address 213 after the first access point 202-1 has
tailed to meet particular criteria, such tratfic can still be routed
through the second access point 202-2 according to the less-
specific address 215, regardless of whether the client has
refreshed a cache associated with domain name system
(DNS) server 205 resolution. That 1s, traffic may continue to
be addressed to the specific network address 213. Such traffic
can have separate logical and physical routes transparently to
the client.

FIG. 3 illustrates a block diagram of a system 300 for

online brand continuity having three intranet access points
302-1, 302-2, 302-3, 302-4, and 302-5 according to one or

more embodiments of the present disclosure. A number of
access points can be associated with a data center. For
example, a first access point 302-1 can be associated with a
first data center 304-1, a second access point 302-2 can be
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associated with a second data center 304-2, and a third access
point 302-3 can be associated with a third data center 304-3.
A number of access points can be associated with a client
connection to the interior gateway protocol (IGP) intranet.
For example, access point 302-4 can be associated with client
320-1 and access point 302-5 can be associated with client
320-2.

Each of the interconnections illustrated in FIG. 3 repre-
sents an IGP link, as the embodiment illustrated in FIG. 3
represents an autonomous network including an IGP intranet
360. That 1s, one organization, €.g., one company, can exer-
cise topographic control over the network. Although the sys-
tem 300 can be connected, e.g., via border gateway protocol
(BGP) to the Internet, such a connection 1s not 1llustrated
herein so as not to obfuscate embodiments of the present
disclosure described with respect to FIG. 3. As such, clients,
¢.g., client 320-1, connect to the TOP intranet 360 via an
intranet connection. Clients, such as client 320-1, can use
computing devices connected to the IGP network 360, ¢.g., a
computing device operated by an employee of the organiza-
tion that exercises topographic control over the network.
Embodiments are not limited to employee-clients; other cli-
ent-types are possible.

One or more load balancers 314 can balance network traf-
fic, e.g., from a number of clients. Traffic can be balanced
both within a particular data center, e.g., data center 304-1,
and between anumber of data centers, e.g., data centers 304-1
and 304-2.

In the embodiment illustrated in FIG. 3, a specific network
address 313 can be advertised 312-1 via a first access point
302-1. The specific network address can also be advertised
312-2 viaasecond access point 302-2. A less-specific address
315 can be advertised 312-3 via a third access point 302-3.
The specific network address, e.g., 10.0.255.10/32, can be
advertised as single-host internet protocol (IP) addresses. The
less-specific address, e.g., 10.0.X.X, can be advertised as a
multi-host IP address (10.0116). At least a network prefix,
e.g., 10.0., can be advertised 312-3 as the less-specific net-
work address 315 such that traffic addressed to any host
having the network prefix can be accepted via the third intra-
net access point 302-3. As illustrated 1n FIG. 3, the network
prefix, e.g., 10.0., can be advertised as a portion of the specific
network address 313, e.g., 10.0.255.10, via the first intranet
access point 302-1 and the second intranet access point 302-2.
Accordingly, traflic from a client that was previously routed
to data center 1 can be routed to either data center 2 or data
center 3 without refreshing DNS cache. That 1s, data center 2
1s associated with the same network address as data center 1,
therefore the address would not require updating. Likewise,
data center 3 1s associated with a less-specific address includ-
ing a same network prefix as the address associated with data
center 1. Traflic addressed to data center 1 can be routed to
data center 3 without updating and/or changing the destina-
tion address.

Routers 1in system 300 can use a particular routing protocol,
¢.g., open shortest path first (OSPF), to select a network path
for trailic between a client, e.g., client 320-1, and a data
center, e.g., data center 306-1. In some embodiments, the
network path selected by one or more routers for traffic from
a client to a data center can be the topographically shortest
route, e.g., the route which may provide the highest speed for
traffic flow to/from the client, the fewest number of hops,
and/or the lowest cost metric, depending on the particular
routing configuration employed. Accordingly, when the first
and second access points 302-1 and 302-2 are functional,
traffic from a particular client can be routed through one of the
access points using OSPF protocol.
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In the embodiment 1llustrated in FIG. 3, data center 1 and
data center 2 are interconnected via an autonomous intranet-
work connection 308. Data, e.g., brand 1mage application
data, can be synchronously replicated between data center 1
and data center 2 via the autonomous intranetwork connec-
tion 308. Brand image application data can be asynchro-
nously replicated from data center 1 and data center 2 to a
third data center 304-3 via a second autonomous intranetwork
connection 310. Synchronous and asynchronous replication
of certain portions of brand 1image application data can use a
particular data-layer protocol. Replication of brand image
application data associated with client identification and
login to a brand 1mage application, e.g., a website, can occur
at a higher layer, e.g., a DBMS layer. Although embodiments
ol the present disclosure are not limited to having particular
limits on distances between data centers, data center 1 and
data center 2 may be more proximate to each other than they
are to data center 3, at least 1n part due to the generally faster
speed of asynchronous replication of data over the second
autonomous 1ntranetwork connection 310.

Servers, €.g., servers 306-1, can host a number of brand
image applications. An organization can host one or more
brand 1mage applications in multiple data centers. In one or
more embodiments of the present disclosure, a number of
brand 1mage applications can be made fully available to a
client, e.g., client 320-1, via at least one of the first access
point 302-1 and second access point 302-2 when the specific
network address 313 1s advertised via either point, e.g., when
either access point 1s functional. Analogous to the description
above, brand 1image application data can be synchronously
replicated between data center 1 and data center 2. Accord-
ingly, full availability of a brand 1mage application can be
maintained from either data center via an associated intranet
access point.

According to one or more embodiments of the present
disclosure, at least partial availability of one or more brand
image applications can be provided to a client via the third
access point 302-3 when neither of the first access point 302-1
and second access point 302-2 1s functional. For example, a
member client can be provided with access to at least certain
static portions of a number of brand 1mage applications via
the third access point 302-3. In the same example, a non-
member client can be provided with access to certain public
static portions of brand image applications via any functional
access point. Accordingly, when the third access point 302-3
1s Tunctional and the first and second access points 302-1 and
302-2 are not functional, unavailability of brand image appli-
cations via the first and second access points 302-1 and 302-2
1s concealed to the non-member client. When either of the first
302-1 and second 302-2 access points regain functionality,
network tratfic and processing of brand image application
data can be automatically returned to at least one of data
center 1 and data center 2. Such automatic “failback™ can
occur without manual intervention.

Although specific embodiments have been illustrated and
described herein, those of ordinary skill 1n the art will appre-
ciate that an arrangement calculated to achieve the same
results can be substituted for the specific embodiments
shown. This disclosure 1s intended to cover adaptations or
variations of various embodiments of the present disclosure.
It1s to be understood that the above description has been made
in an 1llustrative fashion, and not a restrictive one. Combina-
tion of the above embodiments, and other embodiments not
specifically described herein will be apparent to those of skill
in the art upon reviewing the above description. The scope of
the various embodiments of the present disclosure includes
other applications in which the above structures and methods
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are used. Therefore, the scope of various embodiments of the
present disclosure should be determined with reference to the
appended claims, along with the full range of equivalents to
which such claims are entitled.

In the foregoing Detailed Description, various features are
grouped together 1n a single embodiment for the purpose of
streamlining the disclosure. This method of disclosure is not
to be interpreted as retlecting an intention that the disclosed
embodiments of the present disclosure have to use more fea-
tures than are expressly recited 1n each claim. Rather, as the
following claims reflect, inventive subject matter lies 1n less
than all features of a single disclosed embodiment. Thus, the
following claims are hereby incorporated into the Detailed
Description, with each claim standing on 1ts own as a separate
embodiment.

What 1s claimed 1s:

1. A system for online brand continuity, comprising;

a first Internet access point via which a first specific net-
work address 1s advertised as a destination address for a
brand 1image application wherein the first specific net-
work address 1s advertised as a first single-host Internet
protocol (IP) address;

a second Internet access point via which a second specific
network address 1s advertised as a destination address
for a brand 1mage application wherein the second spe-
cific network address 1s advertised as a second single-
host Internet protocol (IP) address;

a third Internet access point via which a less-specific net-
work address 1s advertised as the destination address for
the brand 1mage application wherein the less-specific
address 1s advertised as a multi-host IP address with a
network prefix equal to at least a portion of the first
single-host IP address;

wherein the brand 1image application 1s available to a client
via the first Internet access point when the specific net-
work address 1s advertised via the first Internet access
point and the client uses the specific network address as
the destination address for the brand 1mage application;

wherein the system protects a brand 1image by providing
availability of the brand image application to the client
via the third Internet access point without using the first
Internet access point or the second Internet access point
when the first specific network address and the second
specific network address cease to be advertised and the
client uses the first specific network address or the sec-
ond specific network address as the destination address
for the brand 1image application;

wherein brand image application data 1s synchronously
replicated from a first data center associated with the
first Internet access point to a second data center asso-
ciated with the second Internet access point via an
autonomous ntranetwork connection prior to a request
from the client for the brand 1mage application data,
whereby responsive to receiving new or modified brand
image application data, the first data center communi-
cates the new or modified brand 1mage application data
to the second data center; and

wherein the brand image application data 1s asynchro-
nously replicated from the first data center and the sec-
ond data center to a third data center and 1s complete
upon successiul receipt of the brand image application
data at the third data center, whereby responsive to the
first data center or second data center recerving the new
or modified brand image application data, the first data
center or second data center communicates the new or
modified brand 1image application data to the third data
center.
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2. The system of claim 1, wherein:

a load balancer associated with the first data center per-
forms health checks on a number of servers in the first
data center; and

the load balancer causes the specific network address to
cease to be advertised via the first Internet access point
when information received from a health check fails to
meet particular criteria.

3. The system of claim 1, wherein traffic from the client
addressed to the specific Internet address 1s logically routed
through the first Internet access point and physically routed
through the second Internet access point when the specific
network address ceases to be advertised.

4. The system of claim 3, wherein logical and physical
routes of traific from the client addressed to the specific
Internet address are separated transparently to the client.

5. The system of claim 4, wherein logical and physical
routes are separated regardless of whether a domain name
system (DNS) cache 1s refreshed.

6. A method for online brand continuity, comprising;:

advertising a first specific network address via a first Inter-
net access point as a destination address for a brand
image application wherein the first specific network
address 1s a first single-host Internet protocol (IP)
address:

advertising a second specific network address via a first
Internet access point as a destination address for a brand
image application wherein the second specific network
address 1s a second single-host Internet protocol (IP)
address:

advertising a less-specific network address via a third Inter-
net access point as the destination address for the brand
image application wherein the less-specific network
address 1s a multi-host IP address with a network prefix
equal to at least a portion of the first single-host IP
address:

providing availability of the brand image application to a
client via the first Internet access point when the specific
network address 1s advertised via the first Internet access
point and the client uses the specific network address as

the destination address for the brand 1mage application;
protecting a brand 1image by providing availability of the

brand 1image application to the client via the third Inter-

net access point without using the first Internet access

point or the second Internet access point when the first

specific network address and the second specific net-

work address cease to be advertised and the client uses

the first specific network address or the second specific

network address as the destination address for the brand

image application;

responsive to a first data center receiving brand image

application data:

synchronously replicating, by the first data center, the
brand 1image application data from a first data center
associated with the first Internet access point to a
second data center associated with the second Internet
access point via an autonomous intranetwork connec-
tion prior to a request from the client for the brand
image application data; and

asynchronously replicating, by the first data center and
the second data center, the brand 1mage application
data to a third data center, wherein the first data center
and the second data center communicate the brand
image application data to the third datacenter, and
wherein asynchronously replicating the brand image
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application data 1s complete upon successiul receipt
of the brand image application data at the third data
center.

7. The method of claim 6, including;:

performing health checks on a number of servers 1n the first

data center with a load balancer associated with the first
data center; and

causing the specific network address to cease to be adver-

tised via the first Internet access point with the load
balancer when information recerved from a health check
fails to meet particular critena.

8. The method of claim 6, including logically routing traffic
from the client addressed to the specific Internet address
through the first Internet access point and physically routing
the trailic from the client through the second Internet access

point when the specific network address ceases to be adver-
tised.
9. The method of claim 8, including separating logical and
physical routes of traific from the client addressed to the
specific Internet address transparently to the client.
10. The method of claim 9, including separating logical and
physical routes regardless of whether a domain name system
(DNS) cache 1s refreshed.
11. A non-transitory computer-readable medium having
instructions stored thereon, which, when executed by one or
more processors, cause one or more devices to perform a
method for online brand continuity, comprising;
advertising a first specific network address via a first Inter-
net access point as a destination address for a brand
image application wherein the first specific network
address 1s a first single-host Internet protocol (IP)
address:
advertising a second specific network address via a first
Internet access point as a destination address for a brand
image application wherein the second specific network
address 1s a second single-host Internet protocol (IP)
address:
advertising a less-specific network address via a third Inter-
net access point as the destination address for the brand
image application wherein the less-specific network
address 1s a multi-host IP address with a network prefix
equal to at least a portion of the first single-host IP
address:
providing availability of the brand 1mage application to a
client via the first Internet access point when the specific
network address 1s advertised via the first Internet access
point and the client uses the specific network address as
the destination address for the brand 1mage application;

protecting a brand 1mage by providing availability of the
brand image application to the client via the third Inter-
net access point without using the first Internet access
point or the second Internet access point when the first
specific network address and the second specific net-
work address cease to be advertised and the client uses
the first specific network address or the second specific
network address as the destination address for the brand
image application;

responsive to a first data center recerving brand image

application data:

synchronously replicating, by the first data center, the
brand 1mage application data from a first data center
associated with the first Internet access point to a
second data center associated with the second Internet
access point via an autonomous intranetwork connec-
tion prior to a request from the client for the brand
image application data; and
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asynchronously replicating, by the first data center and
the second data center, the brand 1mage application
data to a third data center, wherein the first data center
and the second data center communicate the brand
image application data to the third datacenter, and
wherein asynchronously replicating the brand image
application data 1s complete upon successiul receipt
of the brand 1image application data at the third data
center.

12. The medium of claim 11, wherein the method includes:

performing health checks on a number of servers 1n the first

data center with a load balancer associated with the first
data center; and

causing the specific network address to cease to be adver-

tised via the first Internet access point with the load
balancer when information recerved from a health check
fails to meet particular criteria.

13. The medium of claim 11, wherein the method includes
logically routing tratfic from the client addressed to the spe-
cific Internet address through the first Internet access point
and physically routing the traific from the client through the
second Internet access point when the specific network
address ceases to be advertised.

14. The medium of claim 11, wherein the method includes
separating logical and physical routes of tratfic from the client
addressed to the specific Internet address transparently to the
client.

15. The medium of claim 14, wherein the method includes
separating logical and physical routes regardless of whether a
domain name system (DNS) cache 1s refreshed.
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