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WHEN AN EXISTING MU ROAMS TO A NEIGHBOR AP THEN
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WIRELESS CONTROL PLANE FAILURE
HANDLING IN A SPLI'T-PLANE
DEPLOYMENT

BACKGROUND

Wireless networks have become ubiquitous. A wireless
network refers to any type of computer network that 1s wire-
less, and 1s commonly associated with a telecommunications
network whose interconnections between nodes 1s 1mple-
mented without the use of wires. Wireless telecommunica-
tions networks are generally implemented with some type of
remote information transmission system that uses electro-
magnetic waves, such as radio waves, for the carrier and this
implementation usually takes place at the physical level or
layer of the network.

A typical wireless network may include one or more
Access Points (APs), one or more Wireless Controllers
(WCs) and one or more Mobility Umts (MUs). MUs can
include laptops, cell phones, Personal Digital Assistants
(PDAs) and the like.

Wireless Local Area Networks (LANs) are a popular and
iexpensive way to allow multiple users of “mobile units™
(MUs) to communicate with each other, to access a wired
LLAN, to access a local server, to access a remote server, such
as over the Internet, etc. A wireless local area network
(WLAN) typically includes an Access Point (AP) and one or
more mobile unaits.

A wireless AP 1s a device that allows wireless communi-
cation devices to connect to a wireless network. The access
point allows wireless mobile units to communicate with each
other and to communicate with infrastructure connected to
the AP.

A server 1s used to provide services, such as access to
applications like an email system, a word processing pro-
gram, an accounting system and/or a dedicated database.
Wireless LANs are employed within such facilities as busi-
nesses, university classrooms or buildings, airport lounges,
hotel meeting rooms, etc. When a user 1s physically located in
the vicinity of an access point, the transceiver of the mobile
unit communicates with the access point and a connection to
the wireless LAN 1s established.

APs and mobile units transmit data in units referred to as
frames over a shared-communications channel. Frames trans-
mitted from a mobile unit to an AP are referred to as uplink
frames, and frames transmitted from an AP to a mobile unit
are referred to as downlink frames. In a situation where two or
more mobile units (or an AP and a mobile umt) transmit
frames simultaneously, then one or more of the frames can
become corrupted, referred to as a collision. As a result,
Wireless Local Area Networks (WLANSs) typically employ
one or more protocols to ensure that a mobile unit or AP can
gain exclusive access to the shared-communications channel
for a predetermined interval of time 1n order to transmit 1ts
frames without collisions occurring.

Certain wireless network protocols (e.g., Institute of Elec-
trical and Electronics Engineers [IEEE] 802.11, etc.) provide
for the AP to periodically broadcast a special frame called a
beacon that can be heard by the mobile units in the BSA (basic
service area), the area covered by the AP. The beacon contains
a variety of information that enables the mobile units to
establish and maintain communications in an orderly fashion,
such as a timestamp, which enables mobile units to synchro-
nize their local clocks, and signaling information (e.g., chan-
nel number, frequency hopping pattern, dwell time, etc.).

A wireless network may also include one or more Virtual

Local Area Networks (VLANs). A VLAN includes a group of
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devices with acommon set of requirements that communicate
as 11 they were attached to the same broadcast domain, regard-

less of their physical location. A VLAN has the same
attributes as a physical LAN, but allows for devices to be
grouped together even 1 they are not located on the same
network switch.

Split-plane deployment re-uses existing switching inira-
structure components at a customer site for wireless data
forwarding with the wireless control plane (WCP) functions
implemented in a virtual or physical appliance within an
enterprise data center. WCP functionality 1s responsible for
confliguration, control and monitoring of a wireless access
medium. MU association, authentication and dissociation are
handled by the WCP. The wireless switching plane (WSP)
performs the repetitive but high-volume data forwarding
actions.

Redundancy and failover are important aspects ol a net-
work deployment since network outages occur frequently due
to administration errors or faults in hardware or software.
Admuinistrators require the capability to shutdown, move and
restart the wvirtual WCP application according to their
resource needs 1n the data center. The ability of the wireless
network to operate during these transitions without impact to
the wireless users 1s very critical for success of split-plane
architecture.

The most common deployment model 1s the overlay solu-
tion where WCP and WSP functions are integrated into a
single device called a Wireless Controller (WC). In this case,
the failure of connection between AP and WC affects both

control and data forwarding.

SUMMARY

Conventional mechanisms such as those explained above
suifer from a variety of deficiencies. In the split-plane archi-
tecture, the failure of the WCP does not aftect wireless data
torwarding. This allows the AP(s) to continue to provide data
forwarding service to the associated MU(s) and has been
mentioned as one of the advantages of split-plane architecture
in the past. Another commercial solution that solves the
redundancy problem 1s to move the WCP functions into the
AP(s) where most functions are executed in the AP and the
controller 1s only performing configuration and monitoring
which do not impact the normal operation of the wireless
access. This 1s a completely different architecture and 1is
popular for small scale deployments but does not scale well as
the number of AP(s) increase. In general, WCP functions are
computationally intensive and scale well when they are cen-
tralized on a poweriul CPU whereas WSP function scale well
with decentralization. This benefit 1s available only from
split-plane architecture.

The current solutions proposed for the faillover do not fully
address the 1ssues that can arise during the event of a failover.
This 1ssue 1s critical for viability of the proposed notion that
the AP can continue to forward the data for a longer period of
time without reestablishing connectivity with a WCP appli-
ance 1n the split-plane model. The problem arises because the
AP does not have access to WCP functions to support asso-
ciation for new or roaming MU(s) but 1t continues to
announce 1ts presence in the wireless environment by way of
802.11 beacons and probe responses to the new or roaming
MU(s). As more and more time elapses with AP(s) in this
state, more and more MU(s) start experiencing wireless ser-
vice disruption.

The current solutions multiply the problem 1n deployments
where cellular redundancy i1s built into the deployment by
way of intelligent load-balancing of AP(s) across the WCP(s).
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In this scheme, popular 1n overlay deployments, the neighbor
AP(s) in RF domain are assigned to alternate WCP devices.
So when a WCP appliance fails, there 1s always some AP 1n a
given physical location in the enterprise which retains con-
nection with a working WCP and provides complete WCP
tunctions for MU(s). In the overlay deployments, the cellular
redundancy provides faster recovery because once AP detects
loss of connectivity with WC 1t shuts down the radio and the
MU(s) can immediately roam to a neighboring AP that still
provides radio service. In split-plane deployments the dis-
cussed solution while addressing the unimpaired data for-
warding aspects have completely 1gnored the advantages of
shutting the radio off for coverage recovery.

Embodiments of the invention significantly overcome such
deficiencies and provide mechanisms and techniques that
provide a split-plane failover mechanism such that advan-
tages of the split-plane architecture are retained for the MU(s)
that do not roam during failover while still allowing roaming,
MU(s) to recerve service in wireless networks designed with
cellular redundancy. The mechanism described 1n this mven-
tion can allow the affected AP(s) to operate for a longer
duration without complete access to WCP functions.

In a particular embodiment of a method for providing
wireless control plane handling 1n a split-plane deployment
the method includes detecting, by a first Access Point (AP) in
a split-plane deployment, failure of a Wireless Control Plane
(WCP) device. The method further includes hiding an SSIID
of the first AP 1n beacons broadcast by the first AP and storing,
in a cache of the first AP, information for existing Mobile
Units (MUSs) that dissociate after the detection of the failure of
the WCP device. Additionally the method includes respond-
ing to probes from existing MUSs and responding to probes
from MUs having information 1n the cache, such that the first
AP appears hidden from new MUs while being exposed to
existing MU .

Other embodiments include a computer readable medium
having computer readable code thereon for providing wire-
less control plane handling 1n a split-plane deployment. The
computer readable medium 1ncludes instructions for detect-
ing, by a first Access Point (AP) 1n a split-plane deployment,
tailure of a Wireless Control Plane (WCP) device. The com-
puter readable medium further includes instructions for hid-
ing an SSID of the first AP in beacons broadcast by the first AP
and 1nstructions for storing, in a cache of the first AP, infor-
mation for existing Mobile Units (MUs) that dissociate after
the detection of the failure of the WCP device. Additionally
the computer readable medium includes instructions for
responding to probes from existing MUs and instructions for
responding to probes from MUSs having imnformation in the
cache, such that the first AP appears hidden from new MUSs
while being exposed to existing MU s.

Still other embodiments include a computerized device,
configured to process all the method operations disclosed
herein as embodiments of the invention. In such embodi-
ments, the computerized device (e.g., an AP) includes a
memory system, a processor, and a communications intertace
in an interconnection mechanism connecting these compo-
nents. The memory system 1s encoded with a process that
provides wireless control plane handling in a split-plane
deployment as explained herein that when performed (e.g.
when executing) on the processor, operates as explained
herein within the AP to perform all of the method embodi-
ments and operations explained herein as embodiments of the
invention. Thus any computerized device that performs or 1s
programmed to perform the processing explained herein 1s an
embodiment of the invention.
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Other arrangements of embodiments of the invention that
are disclosed herein include software programs to perform
the method embodiment steps and operations summarized
above and disclosed 1n detail below. More particularly, a
computer program product 1s one embodiment that has a
computer-readable medium 1including computer program
logic encoded thereon that when performed 1n a computer-
1zed device provides associated operations providing wireless
control plane handling in a split-plane deployment as
explained herein. The computer program logic, when
executed on at least one processor with a computing system,
causes the processor to perform the operations (e.g., the meth-
ods) indicated herein as embodiments of the invention. Such
arrangements of the invention are typically provided as soft-
ware, code and/or other data structures arranged or encoded

on a computer readable medium such as an optical medium
(e.g., CD-ROM), floppy or hard disk or other a medium such
as firmware or microcode in one or more ROM or RAM or
PROM chips or as an Application Specific Integrated Circuit
(ASIC) or as downloadable software 1mages 1 one or more
modules, shared libraries, etc. The software or firmware or
other such configurations can be installed onto a computer-
1zed device to cause one or more processors in the comput-
erized device to perform the techniques explained herein as
embodiments of the mnvention. Soitware processes that oper-
ate 1n a collection of computerized devices, such as 1n a group
ol data communications devices or other entities can also
provide the system of the invention. The system of the inven-
tion can be distributed between many software processes on
several data communications devices, or all processes could
run on a small set of dedicated computers, or on one computer
alone.

It1s to be understood that the embodiments of the invention
can be embodied strictly as a software program, as software
and hardware, or as hardware and/or circuitry alone, such as
within a data communications device. The features of the
invention, as explained herein, may be employed in data
communications devices and/or software systems for such
devices such as those manufactured by Avaya, Inc. of Basking
Ridge, N.J.

Note that each of the different features, techniques, con-
figurations, etc. discussed 1n this disclosure can be executed
independently or in combination. Accordingly, the present
invention can be embodied and viewed in many different
ways. Also, note that this summary section herein does not
specily every embodiment and/or incrementally novel aspect
of the present disclosure or claimed invention. Instead, this
summary only provides a preliminary discussion of different
embodiments and corresponding points of novelty over con-
ventional techniques. For additional details, elements, and/or
possible perspectives (permutations) of the invention, the
reader 1s directed to the Detailed Description section and
corresponding figures of the present disclosure as further
discussed below.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing will be apparent from the following more
particular description of preferred embodiments of the inven-
tion, as illustrated 1n the accompanying drawings 1n which
like reference characters refer to the same parts throughout
the different views. The drawings are not necessarily to scale,
emphasis instead being placed upon illustrating the principles
of the mvention.

FIG. 1 1s a block diagram depicting a prior art overlay
model deployment;
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FIG. 2 1s a block diagram depicting a prior art overlay
model deployment wherein a wireless controller has failed;

FIG. 3 1s a block diagram depicting a prior art overlay
model deployment wherein Access Points shut down their
radi1os;

FIG. 4 1s a block diagram depicting a prior art overlay
model deployment wherein Access Points associate with
another wireless controller and start providing Radio Fre-
quency (RF) service;

FIG. 5 1s a block diagram depicting a prior art split-plane
model deployment;

FIG. 6 1s a block diagram depicting a prior art split-plane

model deployment wherein a wireless control plane device
has failed:

FIG. 7 1s a block diagram depicting a prior art split-plane
model deployment wherein a wireless switching plane device
searches for another wireless control plane device but contin-

ues to forward data traffic for AP(s). The AP(s) that have lost

connectivity with the WCP continue to operate with radio(s)
on providing service to associated MU(s). However, new
MU(s) cannot get service because AP(s) do not have WCP
connectivity to complete the association for the new MU(s)

FIG. 8 15 a block diagram depicting a prior art split-plane
model deployment wherein a wireless switching plane device
as well as AP(s) have associated with another WCP and
recover full service for all MU(s)

FIG. 9 1s a block diagram showing the use of cellular
redundancy 1n an overlay deployment;

FIG. 10 1s a block diagram showing the use of cellular
redundancy 1n an overlay deployment wherein a wireless
controller has failed;

FIG. 11 1s a block diagram showing the use of cellular
redundancy 1n an overlay deployment wherein upon failure of
a wireless controller, the AP(s) managed by the WC shut off
the radio and the affected MU(s) roam to a neighbor access
points that have the connectivity to another WC and announce
the WLAN service in the RF domain

FIG. 12 1s a block diagram showing the use of cellular
redundancy 1n a split-plane deployment;

FIG. 13 1s a block diagram showing the use of cellular
redundancy 1n a split-plane deployment wherein a wireless
control plane device has failed;

FIG. 14 1s a block diagram showing the use of cellular
redundancy 1n a split-plane deployment wherein a wireless
control plane device has failed and wherein new clients do not
receive service i AP cells that are not managed by any WCP;

FIGS. 15A and 15B are a flow diagram of a particular
embodiment of a method for providing wireless control plane
fallover handling 1n a split-plane deployment; and

FIG. 16 1s a flow diagram of a particular embodiment of a
method for providing wireless control plane failover handling

in a split-plane deployment wherein a Wireless Data Service
(WDS) link 1s used.

DETAILED DESCRIPTION

The embodiments set forth below represent the necessary
information to enable those skilled in the art to practice the
invention and illustrate the best mode of practicing embodi-
ments of the invention. Upon reading the following descrip-
tion 1n light of the accompanying figures, those skilled in the
art will understand the concepts of the mvention and recog-
nize applications of these concepts not particularly addressed
herein. It should be understood that these concepts and appli-
cations fall within the scope of the disclosure and the accom-
panying claims.
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The overlay architecture model 1s the commonly used
wireless network deployment model. In this case wireless
control plane (WCP) and wireless switching plane (WSP) are
on the same device called a wireless controller (WC). Refer-
ring to FI1G. 1, an overlay architecture model 1s shown. In this
example a first building includes a first wireless controller
WC1. The solid lines between devices represent data tunnels,
the light colored dashed lines represent control channels and
the darker dashed lines represent data tratfic over data tun-
nels. Control channels are established between WC 1 and
AP1, AP2 and AP3 respectively. Control channels are also
established between WC2 and AP4, AP5 and WC1 respec-
tively. Data tunnels are established between WC1 and AP1,
AP2 and AP3 respectively. Data tunnels are also established
between WC2 and AP4, AP5 and WCI1 respectively. Data
tratfic between M U1 and MU?2 takes place from MU1 to AP1,
from AP1 to WC1, from WC1 over the [.2/1.3 cloud to W(C2,
from WC2 to AP4 and from AP4 to MU2.

Referring now to FIG. 2, WC2 has failed. As a result of
WC2 failing, both the wireless control and wireless switching
functions are no longer working. The MU1-MU?2 connection
1s broken. AP4 and APS detect the failure of WC2 sometime
after the actual failure. As shown in FIG. 3, AP4 and AP 5 shut
down their radios. MU2 1s dissociated since radios in its RF
neighborhood are down. AP4 and APS attempt to discover
another wireless controller in the mobility domain. As shown
in FIG. 4, AP4 and APS discover WC1 and establish a data
tunnel with WC1. AP4 and APS also establish a control chan-
nel with the newly discovered WC1. AP4 and APS then turn
on their radios and provide RF service. MU2 can then asso-
ciate with the wireless network again and can re-establish
communications with MU1.

As shown 1n FIGS. 2-4, the WCP and the WSP fail simul-
taneously. The AP detects the failure with some delay, how-
ever data flow for MU(s) on the AP i1s interrupted immedi-
ately. The AP turns off the radio after it detects WCP and WSP
tailure, dissociating the MU(s). The AP discovers another
WCP and WSP device and establishes control and data tun-
nels with the device. The AP turns on the radio and accepts the
MU(s) again. Data forwarding for MU(s) 1s disrupted for a
longer duration. Many wireless devices that are not mobile
will not be able to get service until AP recovers connections
with WCP and WSP device.

The split-plane architecture decouples wireless control
plane (WCP) functions from wireless switching (WSP) func-
tions. WCP function can be implemented in a virtual appli-
ance or on real hardware. One of the proposed advantages of
split-plane deployment model 1s 1t has potential to allow WCP
to fail without aflecting data forwarding for the existing cli-
ents. Referring to FIG. 5, a split-plane architecture model 1s
shown. In this example a first building includes a first wireless
control plane device (WCP1). Respective control channels
are established between WCP1 and AP1, AP2, AP3 and
WSP1. Control channels are also established between WCP2,
and WCP1, AP4, AP5 and WSP2 respectively. Data tunnels
are established between WSP1 and AP1, AP2 and AP3
respectively. Data tunnels are also established between WSP2
and AP4, APS and WSP1 respectively. Data traific between
MU1 and MU2 traverses from MU1 to AP1, from AP1 to
WSP1, from WSP1 over the L2/L.3 cloud to WSP2, from
WSP2 to AP4 and from AP4 to MU?2.

Referring now to FIG. 6, WCP2 has failed. Even though
WCP2 has failed the MU1-MU2 connection 1s not broken.
AP4 and APS are able to maintain their data tunnels with
WSP2 and do not shut down their radios.

As shown in FIG. 7, WSP2 detects the failure of WCP2 and
searches for another WCP device. AP4 and APS detect the
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fallure of WCP2 and attempt to discover another WCP device.
The data tunnels between AP4 and WSP2 and between APS
and WSP2 continue to stay up and carry wireless data. Radio
cells stay operational but new clients or roaming devices (e.g.,
MU3, MU4 or MUS5) cannot associate since association 1s a
WCP function. Referring now to FIG. 8, WSP2 discovers
WCP1 and establishes a control channel therewith. AP4 and
APS also establish a respective control channel with WCP1.
As a result, new or roaming devices such as MU3, MU4
and/or MUS can now acquire service.

Cellular redundancy 1s achieved by designing the network
such that neighboring AP(s) are managed by different
WCP(s). Cellular redundancy can be achieved by AP-WC
load-balancing algorithms and ensure that in the event of
WCP failure not all AP(s) 1n a building or a floor stop provid-
ing service. Referring now to FIG. 9, an example cellular
redundancy 1n overlay deployment 1s shown. AP1 has estab-
lished a control channel and a data tunnel with WC1 and MU1
1s associated to AP1. AP2, which neighbors AP1 and AP3, has
established a control channel and a data tunnel with WC2.
AP3 has established a control channel and a data tunnel with
WC1 and MU?2 i1s associated to AP3. AP4, which neighbors
AP3, has established a control channel and a data tunnel with
WC2. When a WC fails (e.g., WC1 1n FIG. 10) both data and
control channel from AP(s) terminating on the failed WC are
affected. As shown 1n FIG. 11, the prior existing data tunnel
and control channel between AP1 and WC1 and the prior
existing data tunnel and control channel between AP3 and
WC1 have been broken. Traffic from MU1 and MU2 1s
alfected immediately upon the failure of WC1. AP1 and AP3
will shut down their radio when they detect the WC 1 failure.
After AP 1 and AP3 have shut down the radios, MU1 and
MU2 will immediately roam over to the nelghborlng AP(s)
that continue to provide wireless service. MU1 will establish
network connectivity with AP2 and MU2 will establish net-
work connectivity with AP4.

Cellular redundancy 1n overlay provides faster recovery of
wireless connectivity 1n the event of WC failures than without
cellular redundancy. Distributing AP(s) to alternate WC(s)
also distributes the WSP function to alternate WC(s). This
may not be desirable 1n cases where the alternate WC(s) are
not optimally located from data forwarding view point (e.g.
WC(s) are located 1n geographically separate buildings)

Cellular redundancy 1s used in overlay deployment model
but 1ts use 1n split-plane model has challenges. Referring to
FIG. 12, a network incorporating cellular redundancy within
a split-plane deployment 1s shown.

AP1 has established a control channel with WCP1 and a
data tunnel with WSP1 and MUI1 1s associated to AP1. AP2,
which neighbors AP1 and AP3, has established a control
channel with WCP2 and a data tunnel with WSP1. AP3 has
established a control channel with WCP1 and a data tunnel
with WSP2 and MU?2 1s associated with AP3. AP4, which
neighbors AP3, has established a control channel with WCP2
and a data tunnel with WSP2. WCP1 also has a control chan-
nel with WCP2 and with WSP1. WCP2 has a control channel
with WSP2. A data tunnel also exists between WSP1 and
WSP2. MU1 communicates with MU2 through AP1, WSP1,
WSP2, and AP3. In this environment, AP neighbors are man-
aged by different WCP devices.

When a WCP fails (e.g., WCP1 1n FIG. 13) the control
channels with the WCP are broken. MU data traffic 1s not
alfected in the split-plane model. In split-plane deployments
alfected AP(s) do not shut down the radio. New clients roam-
ing 1nto the atfected AP cells will experience WLAN service
disruption becausethe a

WCP function. Existing clients 1n the affected AP cell will be

ected AP(s) do not provide access to
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disconnected 1f they momentarily roam to neighbor cells and
come back. The split-plane failover mechanism requires
enhancements to support cellular-redundancy because the
alfected AP(s) do not shut down the radios

The presently described split-plane solution avoids turning
the radio down on affected AP(s) allowing the AP cell to
retain WSP functions for existing MU(s). Leaving the radios
on attracts new devices to roam to the atlected AP. Since new
devices cannot complete association on the affected AP(s)
due to unavailability of WCP function from the AP, any
freshly roamed device into the atfected AP cell will experi-
ence service disruption. For example, in FIG. 14, MU3 and
MU4 will not be able to complete association and will expe-
rience service disruption.

MU(s) that are on the overlapping regions of two cells tend
to roam Irequently between cells. So some MU(s) in the
alfected AP cells may roam back and forth. There 1s no known
mechanism for split-plane deployments that provides cellular
redundancy for roaming clients and provides uninterrupted
services for the stationary clients in the atfected AP cells.

By way of the presently described method and apparatus
for wireless control plane handling 1n a split-plane deploy-
ment, when an AP detects failure of WCP 1n split-plane
deployments the AP takes the following actions. The AP will
hide SSID broadcast in the AP beacons. The SSID is the name
of a WLAN network with which MU(s) associate. The AP
will further cache the association information for MU(s) that
dissociate after WCP failure event and before AP has estab-
lished connectivity with another WCP. The AP responds to
probes from only existing MU(s) or from those MU(s) whose
association information 1s cached. When a new MU roams
near the atfected AP cell, 1t will not be able to detect the SSID
in the beacons from the affected AP since the affected AP
hides the SSID 1n beacons. When a new MU probes on the
channel of the affected AP cell, 1t will not get any response
from the affected AP. Because a new MU cannot detect the
alfected AP either from active or passive scanning 1t will not
get attracted to this atfected AP and waill attempt to join only
those AP(s) that are visible to 1t. This mechanism retains
cellular redundancy for new MU(s) in split-plane failover
scenarios.

When an existing MU roams to a neighbor AP it will get
connectivity on the neighbor AP due to cellular redundancy.
When an existing MU roams back to the atfected AP, the
affected AP will be visible to this MU because this MU will
get responses to probes from the atfected AP. The affected AP
can accept the MU based on previously cached information.

In deployments designed with cellular redundancy 1t 1s
possible for the affected AP to receive access to WCP func-
tions using AP-AP wireless distribution system (WDPS) with
neighboring AP. This can be used to extend the WLAN ser-
vice on affected AP(s) to new MU(s) also. The access to WCP
function should be secured because 1t 1s used to relay sensitive
association data of MU to WCP. The control channel between
AP and WCP 1s encrypted. For an AP to get secured access to
WCP functions over a WDS link with neighbor AP, the WDS
link should also be encrypted. For WDS link security, all
AP(s) receive a pre-shared encryption key from a WCP in the
mobility domain when they establish connectivity with WCP.
This pre-shared encryption key may be periodically modified
and pushed to all AP(s).

AP(s) announce a WDS service in their RF neighborhood
to support access to WCP functions for neighbor AP(s) that
have lost connection to WCP. When the WCP f{fails, the
alfected AP(s) continue to provide service to existing clients
in accordance with mechanism discussed in this invention
carlier. The atfected AP(s) stop announcing WDS service 1n
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their neighborhood while the unatiected AP(s) continue to
announce the WDS service. The atfected AP(s) also scan their
RF neighborhood to determine any neighbor AP(s) that are
announcing the WDS service. Once a neighbor working AP 1s
determined, the affected AP establishes a temporary WDS 5
link with the working AP for obtaining access to the WCP
functions via the working AP. When a new MU associates
with the affected AP, the affected AP sends the request to
WCP via the WDS link with a working AP.

Because the AP(s) are providing service on all of the radios 10
it 1s possible that the affected AP tunes only for brief interval
to send requests to the WCP wvia the neighbor AP. When the
response arrives from the WCP the neighbor AP can tune to
the operating channel of the affected AP and forward the
response to the affected AP. This ensures that both affected 15
and working AP(s) continue to provide service to the MU(s)
in their RF neighborhood with only small airtime spent 1n
communicating with the WCP via neighboring AP

The presently described method and apparatus for provid-
ing wireless control plane handling in a split-plane deploy- 20
ment allows full cellular redundancy in split-plane deploy-
ments while retaining the WCP failover benefits of split-
plane. Additionally, the presently described method and
apparatus allows affected AP(s) to operate for a longer dura-
tion without access to WCP functions and supports connec- 25
tivity for both roaming MU(s) and stationary MU(s) during,
failover.

A flow chart of a particular embodiment of the presently
disclosed method 100 1s depicted in FIGS. 15A, 15B and 15C.
The rectangular elements are herein denoted “processing 30
blocks” and represent computer software instructions or
groups of instructions. Alternatively, the processing blocks
represent steps performed by functionally equivalent circuits
such as a digital signal processor circuit or an application
specific integrated circuit (ASIC). The flow diagrams do not 35
depict the syntax of any particular programming language.
Rather, the flow diagrams 1illustrate the functional informa-
tion one of ordinary skill 1in the art requires to fabricate cir-
cuits or to generate computer software to perform the pro-
cessing required 1in accordance with the present invention. It 40
should be noted that many routine program elements, such as
initialization of loops and variables and the use of temporary
variables are not shown. It will be appreciated by those of
ordinary skill 1n the art that unless otherwise indicated herein,
the particular sequence of steps described 1s 1llustrative only 45
and can be varied without departing from the spirit of the
invention. Thus, unless otherwise stated the steps described
below are unordered meaning that, when possible, the steps
can be performed 1n any convenient or desirable order.

Method 100 begins with processing block 102 which dis- 50
closes detecting, by a first Access Point (AP) 1n a split-plane
deployment, failure of a Wireless Control Plane (WCP)
device. A WCP device can fail for any number of reasons,
including a hardware failure, a software failure or an inter-
connect failure. 55

Processing block 104 states hiding an SSID of the first AP
in beacons broadcast by the first AP. The SSID 1s the name of
a WLAN. All devices onthe WLAN employ the same SSID 1n
order to communicate with each other.

Processing block 106 recites storing, in a cache of the first 60
AP, information for existing Mobile Units (MUSs) that disso-
ciate after the detection of the failure of the WCP device.
Processing block 108 discloses responding to probes from
existing MUs. Processing block 110 states responding to
probes from MUSs having information in the cache, such that 65
the first AP appears hidden from new MUs while being
exposed to existing MU s.

10

Processing block 112 recites when an existing MU roams
to a neighbor AP then roams back to the first AP, the first AP
1s visible to the MU due to the MU receiving responses from
probes to the first AP. Processing block 114 discloses the first
AP accepts the MU based on the mnformation 1n the cache.

Processing continues with processing block 116 which
states the first AP 1s in a cellular redundancy arrangement
wherein neighboring APs are managed by different wireless
control plane devices than the first AP.

Processing block 118 recites a new MU roaming near the
first AP 1s not able to hear beacons from the first AP. When a
new MU roams near the affected AP cell, 1t will not be able to
hear beacons from the atfected AP. When a new MU probes
on the channel of the affected AP cell, 1t will not get any
response from the affected AP.

Processing block 120 discloses the first AP refrains from
responding to probes from a new MU roaming near the first
AP. Because a new MU cannot detect the atfected AP either
from active or passive scanning 1t will not get attracted to this
alfected AP and will attempt to join only those AP(s) that are
visible to 1t.

Referring now to FIG. 16, an embodiment wherein an
alfected AP 1s able to provide service 1s shown. Method 150
starts with processing block 152 which states the first AP
scanning 1t’s Radio Frequency (RF) neighborhood to deter-
mine 1f a neighbor AP 1s announcing Wireless Data Service
(WDS). When the WCP fails, the affected AP(s) continue to
provide service to existing clients. The affected AP(s) stop
announcing WDS service while the unaffected AP(s) con-
tinue to announce the WDS service. The affected AP(s) also
scan their RF neighborhood to determine any neighbor AP(s)
that are announcing the WDS service.

Processing block 154 discloses when a neighbor AP 1s
announcing WDS service, then the first AP establishing a
temporary WDS link with the neighbor AP to obtain access to
Wireless Control Plane functions via the neighbor AP. Once a
neighbor working AP 1s determined, the aifected AP estab-
lishes a temporary WDS link with the working AP for obtain-
ing access to the WCP functions via the working AP.

Processing block 156 states when a new MU associates
with the first AP, the first AP sends the request to a Wireless
Control Plane device via the temporary WDS link via the
neighbor AP.

References to “a microprocessor’ and “a processor’, or
“the microprocessor” and “the processor,” may be understood
to 1nclude one or more microprocessors that may communi-
cate 1n a stand-alone and/or a distributed environment(s), and
may thus be configured to communicate via wired or wireless
communications with other processors, where such one or
more processor may be configured to operate on one or more
processor-controlled devices that may be similar or different
devices. Use of such “microprocessor’” or “processor’” termi-
nology may thus also be understood to include a central
processing unit, an arithmetic logic unit, an application-spe-
cific integrated circuit (IC), and/or a task engine, with such
examples provided for 1llustration and not limitation.

Furthermore, references to memory, unless otherwise
speciflied, may include one or more processor-readable and
accessible memory elements and/or components that may be
internal to the processor-controlled device, external to the
processor-controlled device, and/or may be accessed via a
wired or wireless network using a variety ol communications
protocols, and unless otherwise specified, may be arranged to
include a combination of external and internal memory
devices, where such memory may be contiguous and/or par-
titioned based on the application. Accordingly, references to
a database may be understood to include one or more memory
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associations, where such references may include commer-
cially available database products (e.g., SQL, Informix,
Oracle) and also proprietary databases, and may also 1include
other structures for associating memory such as links, queues,
graphs, trees, with such structures provided for illustration
and not limitation.

References to a network, unless provided otherwise, may
include one or more intranets and/or the Internet, as well as a
virtual network. References herein to microprocessor mstruc-
tions or microprocessor-executable instructions, 1 accor-
dance with the above, may be understood to include program-
mable hardware.

Unless otherwise stated, use of the word “substantially”
may be construed to include a precise relationship, condition,
arrangement, orientation, and/or other characteristic, and
deviations thereof as understood by one of ordinary skill 1n

the art, to the extent that such deviations do not materially
aifect the disclosed methods and systems.

Throughout the entirety of the present disclosure, use of the
articles “a” or “an” to modily a noun may be understood to be
used for convenience and to include one, or more than one of
the modified noun, unless otherwise specifically stated.

Elements, components, modules, and/or parts thereot that
are described and/or otherwise portrayed through the figures
to communicate with, be associated with, and/or be based on,
something else, may be understood to so communicate, be
assoclated with, and or be based on 1n a direct and/or indirect
manner, unless otherwise stipulated herein.

Although the methods and systems have been described
relative to a specific embodiment thereof, they are not so
limited. Obviously many modifications and variations may
become apparent 1n light of the above teachings. Many addi-
tional changes i the details, materials, and arrangement of
parts, herein described and illustrated, may be made by those
skilled 1n the art.

Having described preferred embodiments of the invention
it will now become apparent to those of ordinary skill in the
art that other embodiments incorporating these concepts may
be used. Additionally, the software included as part of the
invention may be embodied 1n a computer program product
that includes a computer useable medium. For example, such
a computer usable medium can include a readable memory
device, such as a hard drive device, a CD-ROM, a DVD-
ROM, or a computer diskette, having computer readable pro-
gram code segments stored thereon. The computer readable
medium can also include a communications link, either opti-
cal, wired, or wireless, having program code segments carried
thereon as digital or analog signals. Accordingly, 1t 1s submut-
ted that that the invention should not be limited to the
described embodiments but rather should be limited only by
the spirit and scope of the appended claims.

What 1s claimed 1s:

1. A computer-implemented method comprising:

detecting, by a first Access Point (AP) 1n a split-plane
deployment, failure of a Wireless Control Plane (WCP)
device;

hiding an SSID of said first AP 1n beacons broadcast by said
first AP;

storing, 1n a cache of said first AP, information for existing
Mobile Units (MUSs) that dissociate after the detection of
said failure of said WCP device;

responding to probes from existing MUSs;

responding to probes from MUSs having information 1n the
cache, such that said first AP appears hidden from new
MUs while being exposed to existing MUs;
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wherein when an existing MU roams to a neighbor AP then
roams back to said first AP, said first AP 1s visible to said
MU due to said MU recerving responses from probes to
said first AP; and

wherein said first AP 1s 1in a cellular redundancy arrange-

ment wherein neighboring APs are managed by different
wireless control plane devices than said first AP.

2. The method of claim 1 wherein said first AP accepts said
MU based on said information 1n said cache.

3. The method of claim 1 wherein a new MU roaming near
said first AP 1s not able to hear beacons from said first AP.

4. The method of claim 1 wherein said first AP refrains
from responding to probes from a new MU roaming near said
first AP.

5. The method of claim 1 further comprising said first AP
scanning 1t’s Radio Frequency (RF) neighborhood to deter-
mine 1f a neighbor AP 1s announcing Wireless Data Service
(WDS).

6. The method of claim 5 wherein when a neighbor AP 1s
announcing WDS service, then said first AP establishing a
temporary WDS link with said neighbor AP to obtain access
to Wireless Control Plane functions via said neighbor AP.

7. The method of claim 6 wherein when a new MU asso-
ciates with said first AP, said first AP sends the request to a
Wireless Control Plane device via said temporary WDS link
via said neighbor AP,

8. A non-transitory computer readable storage medium
having computer readable code thereon for wireless control
plane failover handling in a split-plane deployment, the
medium including instructions 1 which a computer system
performs operations comprising:

detecting, by a first Access Point (AP) 1n a split-plane

deployment, failure of a Wireless Control Plane (WCP)
device;

hiding an SSID of said first AP 1n beacons broadcast by said

first AP;

storing, in a cache of said first AP, information for existing

Mobile Units (M Us) that dissociate after the detection of
said failure of said WCP device;

responding to probes from existing MUs; and

responding to probes from MUs having information in the
cache, such that said first AP appears hidden from new
MUs while being exposed to existing MUSs;

wherein when an existing MU roams to a neighbor AP then
roams back to said first AP, said first AP 1s visible to said
MU due to said MU recerving responses from probes to
said first AP; and

wherein said first AP 1s 1n a cellular redundancy arrange-

ment wherein neighboring APs are managed by different
wireless control plane devices than said first AP.

9. The method of claim 8 wherein said first AP accepts said
MU based on said information 1n said cache.

10. The method of claim 8 wherein anew MU roaming near
said first AP 1s not able to hear beacons from said first AP.

11. The method of claim 8 wherein said first AP refrains
from responding to probes from a new MU roaming near said
first AP.

12. The method of claim 8 further comprising said first AP
scanning 1t’s Radio Frequency (RF) neighborhood to deter-
mine 11 a neighbor AP 1s announcing Wireless Data Service
(WDS).

13. The method of claim 12 wherein when a neighbor AP 1s
announcing WDS service, then said first AP establishing a
temporary WDS link with said neighbor AP to obtain access
to Wireless Control Plane functions via said neighbor AP.
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14. The method of claim 13 wherein when a new MU
associates with said first AP, said first AP sends the request to
a Wireless Control Plane device via said temporary WDS link
via said neighbor AP.

15. A first Access Point (AP) comprising;:

a memory;

a Processor;

a communications interface;

an interconnection mechanism coupling the memory, the

processor and the communications interface; and
wherein the memory 1s encoded with an application pro-
viding wireless control plane faillover handling 1n a split-
plane deployment, that when performed on the proces-
sor, provides a process for processing mnformation, the

process causing the first AP to perform the operations of:
detecting, by said first AP 1n a split-plane deployment,
failure of a Wireless Control Plane (WCP) device;
hiding an SSID of said first AP 1n beacons broadcast by said
first AP;
storing, 1n a cache of said first AP, information for existing
Mobile Units (MUSs) that dissociate after the detection of
said failure of said WCP device;
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responding to probes from existing MUs;

responding to probes from MUSs having information in the
cache, such that said first AP appears hidden from new
MUs while being exposed to existing MUSs;

wherein when an existing MU roams to a neighbor AP then
roams back to said first AP, said first AP 1s visible to said
MU due to said MU recerving responses from probes to
said first AP and wherein said first AP accepts said MU
based on said information 1n said cache; and

wherein said first AP 1s in a cellular redundancy arrange-

ment wherein neighboring APs are managed by different
wireless control plane devices than said first AP.

16. The first AP of claim 15 further comprising said first AP
scanning 1t’s Radio Frequency (RF) neighborhood to deter-
mine 1f a neighbor AP 1s announcing Wireless Data Service
(WDS), wherein when a neighbor AP 1s announcing WDS
service, then said first AP establishing a temporary WDS link
with said neighbor AP to obtain access to Wireless Control

Plane functions via said neighbor AP and wherein when a new
MU associates with said first AP, said first AP sends the
request to a Wireless Control Plane device via said temporary
WDS link via said neighbor AP.
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