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400

410 Display Image on a Client Device during an initial virtual

desktop session.

{

420) Close 1nitial virtual desktop application.
|
—430 Cache image data for image 1n persistent storage location.
V
—440 Begin new virtual desktop session.
V
—450 Use cached data from 1nitial virtual desktop session to display

image during new virtual desktop session.

FIG. 4

Display Image on a first client device during virtual desktop

—310 sess1on.

% Cache 1mage data for image 1n persistent storage location.
% Begin virtual desktop session on second client device.
4540 Use cached data from first client device’s virtual desktop

session to display image on second client device.

FIG. S
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VIRTUAL DESKTOP INFRASTRUCTURE
(VDI) LOGIN ACCELERATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation application of
U.S. Non-Provisional patent application Ser. No. 13/730,887
filed Dec. 29, 2012 entitled “Virtual Desktop Infrastructure
(VDI) Login Acceleration,” which 1s incorporated herein by
reference as 11 reproduced 1n their entirety.

TECHNICAL FIELD

The present invention relates generally to virtual desktop
infrastructure (VDI) login acceleration.

BACKGROUND

Remote desktop applications allow users to access services
provided by remote servers via a graphical user interface
(GUI) on a local client device. One significant consideration
for remote desktop applications 1s that performance 1s heavily
influenced by network conditions, as the quality of user expe-
rience may suiler greatly when network conditions are poor
(e.g., low connection speeds, latency, etc.). More specifically,
screen 1mages irom the remote server must be transported
over the network before being viewed by the user on the local

device. Techniques for improving the performance of remote
desktop services are desired.

SUMMARY OF THE INVENTION

Technical advantages are generally achieved, by embodi-
ments of this disclosure which describe virtual desktop inira-
structure (VDI) login acceleration.

In accordance with an embodiment, a method for providing
remote desktop services 1s provided. In this example, the
method includes displaying a first image on a client device
during a first virtual desktop session, where the first virtual
desktop session corresponds to a service provided by aremote
server over a network. The method further includes caching
data for the first image 1n a persistent storage location, and
using the cached data to display a second 1mage on the client
device during a second virtual desktop session, where the
second 1mage 1s at least partially correlated with the first
image. As apparatus for performing this method 1s also pro-
vided.

In accordance with another embodiment, another method
for providing remote desktop services i1s provided. In this
example, multiple devices connected to a common local net-
work are service, with the method including caching image
data 1n a persistent storage location, where the image data was
used to display a first image on a first client device during a
first virtual desktop session. The method further includes
identifying portions of the image data 1n accordance with a
correlation between the first image and a second 1image, and
sending the portions of the image data to a second client
device, where the portions of the image data are used to
display the second 1image on the second client device during a
second remote desktop session. An apparatus for performing
this method 1s also provided.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclo-
sure, and the advantages thereol, reference 1s now made to the
tollowing descriptions taken 1n conjunction with the accom-
panying drawings, in which:
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2

FIG. 1 illustrates a conventional network for providing
remote desktop services.

FIG. 2 1llustrates an embodiment network for providing
remote desktop services;

FIG. 3 illustrates a protocol diagram of a communications
sequence for providing remote desktop services;

FIG. 4 illustrates a flowchart of a method for providing
remote desktop services;

FIG. 5 illustrates a flowchart of another method for provid-
ing remote desktop services;

FIG. 6 1llustrates a diagram of hash tables used for caching,
image data; and

FIG. 7 1llustrates a diagram of an embodiment communi-
cations device.

Corresponding numerals and symbols 1n the different fig-
ures generally refer to corresponding parts unless otherwise
indicated. The figures are drawn to clearly illustrate the rel-
evant aspects of the embodiments and are not necessarily
drawn to scale.

DETAILED DESCRIPTION OF ILLUSTRATIV.
EMBODIMENTS

(Ll

The making and using of embodiments of this disclosure
are discussed 1n detail below. It should be appreciated, how-
ever, that the concepts disclosed herein can be embodied 1n a
wide variety ol specific contexts, and that the specific
embodiments discussed herein are merely 1llustrative and do
not serve to limit the scope of the claims. Further, 1t should be
understood that various changes, substitutions and alterations
can be made herein without departing from the spirit and
scope of this disclosure as defined by the appended claims.

One technique for improving the performance of remote
desktop applications 1s to cache image data on the client side
of the network. For instance, image data of the desktop image
may be cached in volatile memory (e.g., random access
memory, etc.) on the client device such that the image data
does not have to be constantly re-transported across the net-
work during a remote desktop application session. However,
conventional caching 1s session based, and therefore only
stores 1image data from the current session. To wit, image data
cached for a given session will only be stored for so long as
the given session continues its runtime operation. As such,
users may experience significant delays when starting a new
remote desktop session. Such delays may be particularly
burdensome 1n a multi-user network implantation (e.g., an
ollice environment) during high traific periods, such as in the
morning when many users may start new remote desktop
sessions. Accordingly, techmiques for increasing perior-
mance of remote desktop application session initialization are
desired.

Disclosed herein are techniques and mechanisms that
reduce delays associated with remote desktop application
session mnitialization through caching 1mage data in persistent
(c.g., non-volatile memory) 1n-between sessions. For
instance, 1n one embodiment image data from an 1image dis-
played 1n an iitial session may be stored after the initial
session 1s closed, and thereafter used to display that same
image during initialization of a subsequent remote desktop
session. In another embodiment, 1mage data from a remote
desktop session of one user may be cached 1n a location of a
local network (e.g., local area network (LAN), or otherwise),
and thereafter used to display the same or similar image
during a remote desktop session of a different user. In some
embodiments, the image data may be broken up 1nto portions
of data representing macroblocks of the image. In such
embodiments, macro-blocks from one 1mage may be used to




US 8,819,139 B2

3

display portions of a correlated image. Hence, cached data
may improve remote desktop performance even when two
distinct (yet correlated) images need to be displayed on the
same or different user device.

FI1G. 1 1llustrates a conventional network 100 1n which a
server 120 provides remote desktop services to a client device
110. In providing the remote desktop service, the server 120
may communicate image data to the client device 110 over the
network 140. The image data may be any data capable of
displaying an image on the display 112 of the client device
110, including Joint Photographic Experts Group (JPEG)
data, graphics interchange format (GIF) data, and others. The
client device 110 may include an 1mage cache 114, which
may be used to cache image data recerved during a session.
However, the image data may be stored 1n a volatile or non-
persistent memory location (e.g., RAM), such that the image
data 1s cleared from the 1mage cache upon termination of the
session. As such, redundant 1mage data may need to be re-
transported over the network 140 each time a new remote
desktop session 1s 1mnitiated on the client device 110.

One solution may be to store the 1mage data 1n a persistent
cache, such that image data 1s stored between sessions. FIG.
2 illustrates an embodiment network 200 1n which a server
220 provides remote desktop services to a client device 210
over a network 240. Unlike the network 100, the network 200
may include a persistent cache 230 for storing 1mage data
between remote desktop sessions. More specifically, image
data stored 1in the 1mage cache 214 may be migrated to the
persistent cache 230 when a set time, e.g., when a session
closes, at periodic intervals, etc. The persistent cache 230 may
comprise any type of storage medium, including non-volatile
or persistent storage (e.g., read only memory (ROM), etc.),
and may be located on the client device 110, or1n a local area
network 250.

FI1G. 3 illustrates a diagram of a protocol 300 for providing,
remote desktop services to a client 310. The protocol 300
begins when a remote desktop session 316 1s closed. There-
alter, image data 1s read from the cache 314, and written to the
persistent cache 330. Next, a new connection 1s started, and
the image data 1s read from the persistent cache to the display
such that the image may be shown. Notably, the 1image 1s
shown without having to re-transport the image from the
server 320 over a network, thereby circumventing at least
some of the delay associated with conventional session 1ni-
tialize. Subsequently, the image data 1s cached in the cache
memory, and the server 1s notified of all the cache keys.

FI1G. 4 1llustrates a method 400 for providing remote desk-
top services 1n accordance with embodiments of this disclo-
sure. The method 400 begins at step 410, where an 1image 1s
displayed on a client device during an 1nitial virtual desktop
session. Next, the method 400 proceeds to step 420, where the
initial virtual desktop session 1s closed. Subsequently, the
method 400 proceeds to step 430, where image data for the
image displayed during the mitial virtual desktop session 1s
cached 1n a persistent storage location. Thereafter, the method
400 proceeds to step 440, where a new virtual desktop session
begins. Next, the method 400 proceeds to step 450, where
cached data from the 1nitial virtual desktop session 1s used to
display the image during the new virtual desktop session.

In some embodiments, image data from one user’s virtual
desktop sessionmay be used by another user’s virtual desktop
session. For instance, two employees at the same company
may run similar virtual desktop applications, and may utilize
one another’s cached image data to achieve improved virtual
desktop application performance. FIG. 5 1llustrates a method
500 for providing remote desktop services in accordance with
embodiments of this disclosure. The method 500 begins at
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step 510, where an 1mage 1s displayed on a first client device
during a virtual desktop session. Thereatter, the method 500
proceeds to step 520, where 1mage data relating to the image
displayed on the first client device 1s stored 1n a persistent
storage location. Next, the method 500 proceeds to step 530,
where another virtual desktop session begins on a second

client device. Subsequently, the method 500 proceeds to step
540, where cached data from the first client device’s virtual
desktop session 1s used to display an image on the second
client device. Notably, the image displayed on the second
client device need not be 1dentical to the image displayed on
the first client device. Instead, the 1mages may be at least
partially correlated. Further, the persistent storage location
may be located 1n a LAN server providing access to both
client devices. Alternatively, the persistent storage location
may be positioned locally in one or both of the client devices.

As discussed above, images may be broken down into
portions (e.g., macroblocks), with the image data including
data corresponding to individual macroblocks. Accordingly,
the image data may be cached using a plurality of reference
indexes (e.g., cyclic redundancy checks (CRCs)), such that
portions of the image data may be used to display correlated
portions of a separate/distinct 1image. Accordingly, a hash
function may be applied to each portion of 1mage data to
obtain a hash value for said portions of 1image data. FIG. 6
illustrates an example of how distinct (yet correlated images)
may share common hash values. As shown, a hash value (hash
4) 1s common between a hash key queue for a first image
(ID1)and a hash key queue for a second image (1D2). As such,
image data cached for the first image may be used to reduce
the amount of 1mage data that must be transported over the
network to display the second image.

FIG. 7 illustrates a block diagram of an embodiment of a
communications device 700, which may be equivalent to one
or more devices (e.g., server, client device, LAN device, etc.)
discussed above. The communications device 700 may
include a processor 704, a memory 706, and a plurality of
interfaces 710-714, which may (or may not) be arranged as
shown 1n FIG. 7. The processor 704 may be any component
capable of performing computations and/or other processing
related tasks, and the memory 706 may be any component
capable of storing programming and/or istructions for the
processor 704. The interfaces 710-714 may be any compo-
nents or collection of components that allow the communi-
cations device 700 to communicate with other devices.

Although the description has been described 1n detail, 1t
should be understood that various changes, substitutions and
alterations can be made without departing from the spirit and
scope of this disclosure as defined by the appended claims.
Moreover, the scope of the disclosure 1s not intended to be
limited to the particular embodiments described herein, as
one of ordinary skill in the art will readily appreciate from this
disclosure that processes, machines, manufacture, composi-
tions of matter, means, methods, or steps, presently existing
or later to be developed, may perform substantially the same
function or achieve substantially the same result as the cor-
responding embodiments described herein. Accordingly, the
appended claims are mtended to include within their scope
such processes, machines, manufacture, compositions of
matter, means, methods, or steps.

What 1s claimed:

1. A method for using remote virtual desktop service pro-
vided by a remote server 1n a network remote from a client
device through a virtual desktop session, the method com-
prising:
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iitiating, by the client device, a virtual desktop session
between the client device and the remote server provid-
ing the remote virtual desktop service;

identifying, by the client device, portions of virtual desktop
image data 1 accordance with a common hash value
between a hash key queue for a first virtual desktop
image associated with the virtual desktop session and a
hash key queue for a second virtual desktop 1mage asso-
ciated with a previous virtual desktop session which 1s
initiated by the client device before the virtual desktop
session, and wherein virtual desktop 1mage data for the
second virtual desktop image of the previous virtual
desktop session 1s obtained and cached to a local persis-
tent storage by dividing a plurality of portions of virtual

desktop 1mage data corresponding to a plurality of mac-
roblocks, each of the first and second virtual desktop
image comprise to a plurality of macroblocks, each of
the macroblocks has an identifiers (IDs), and a hash
function 1s applied to each portion of the virtual desktop
image data to obtain a hash value for the portions of the
virtual desktop image data;
obtaining, by the client device, a plurality of identifiers
(IDs) associated with the first virtual desktop 1image;

mapping, by the client device, at least some of the plurality
of IDs to the portions of the virtual desktop image data
being cached 1n the local persistent storage;

retrieving, by the client device, the identified portions of

the virtual desktop 1image data from the local persistent
storage associate with the client device; and

informing, by the client device, non-mapped ones of the

plurality of IDs to the remote server, which causes the
remote server to provide additional virtual desktop
image data to the client device, wherein the additional
virtual desktop image data 1s combined with the portions
of the virtual desktop 1mage data to display the first
virtual desktop image on the client device during the
virtual desktop session.

2. The method of claim 1, wherein the plurality of 1Ds
comprise cyclic redundancy checks (CRCs).

3. The method of claim 1, further comprising;

caching, by the client device, the additional virtual desktop

image data 1n the local persistent storage.

4. An apparatus for using remote virtual desktop service
provided by a remote server 1n a network remote from a client
device through a virtual desktop session, the apparatus com-
prising:
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a memory configures to store computer executable instruc-
tions; and

a processor coupled to the memory and configured to
execute the computer executable instructions which
causes the processor to perform operations comprising:

imtiating a virtual desktop session between the client
device and the remote server providing the remote vir-
tual desktop service;

identifying portions of virtual desktop 1mage data 1n accor-
dance with a a common hash value between a hash key
queue for a first virtual desktop 1mage associated with
the virtual desktop session and a hash key queue for a
second virtual desktop image associated with a previous
virtual desktop session which 1s initiated before the vir-
tual desktop session, wherein virtual desktop image data
for the second virtual desktop 1mage of the previous
virtual desktop session 1s obtained and cached to a local
persistent storage by dividing a plurality of portions of
virtual desktop 1image data corresponding to a plurality
of macroblocks, each of the first and second virtual
desktop 1image comprise to a plurality of macroblocks,
cach of the macroblocks has an i1dentifiers (IDs), and a
hash function 1s applied to each portion of the virtual
desktop 1image data to obtain a hash value for the por-
tions of the virtual desktop image data;

obtaining a plurality of1identifiers (IDs) associated with the
first virtual desktop 1image;

mapping at least some of the of the plurality of I1Ds to the
portions of the virtual desktop 1image data being cached
in the local persistent storage;

retrieving the identified portions of the virtual desktop
image data from the local persistent storage associated
with the client device; and

informing non-mapped ones of the plurality of IDs to the
remote server, which causes the remote server to provide
additional wvirtual desktop 1mage data to the client
device, wherein the additional virtual desktop image
data 1s combined with the retrieved portions of the vir-
tual desktop 1image data to display the first virtual desk-
top 1mage on the client device during the virtual desktop
SesS101.

5. The apparatus of claim 4, wherein the plurality of IDs

comprise cyclic redundancy checks (CRCs).

6. The apparatus of claim 4, wherein the operations further

comprise caching the additional virtual desktop 1mage data 1in

4> the local persistent storage.
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