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1

GENERATION OF AN INDIVIDUAL GLYPH,
AND SYSTEM AND METHOD FOR

INSPECTING INDIVIDUAL GLYPHS

BACKGROUND

The present disclosure relates generally to individual
glyphs, and more particularly to an individual glyph genera-
tion method, and to an individual glyph inspection method
and system.

Security printing, publishing, and 1imaging are important
components of product differentiation, tracking and tracing,
inspection, authenticating, forensics, as well as other anti-
counterfeiting mitiatives. Security printing involves provid-
ing each package with a unique ID, in the form of, for
example, a smart label, deterrent or mark. Such unique 1den-
tifiers may be overt and/or covert, and may contain authenti-
cable data. Thus, such marks are particularly suitable for
product track and trace, inspection, and authentication. Image
based forensic services have been used to detect and aggre-
gate counterieits 1n a supply chain. Such services are particu-
larly useful when products do not contain specific security
deterrents. In particular, such services analyze printing that
has occurred on the product 1n order to investigate the authen-

ticity.
BRIEF DESCRIPTION OF THE DRAWINGS

Features and advantages of embodiments of the present
disclosure will become apparent by reference to the following
detailed description and drawings, in which like reference
numerals correspond to similar, though perhaps not 1dentical,
components. For the sake of brevity, reference numerals or
features having a previously described function may or may
not be described 1n connection with other drawings 1n which
they appear.

FIG. 1 1s a flow diagram depicting an embodiment of an
individual glyph generating method;

FI1G. 2 1s a schematic diagram of a character and the areas
immediately 1nside and outside of the character boundary that
are analyzed via the individual glyph 1nspection method dis-
closed herein;

FIGS. 3A and 3B illustrate different characters of a glyph
printed using thermal 1nkjet printers and captured using a 1:1
magnification, 3.8 micron true resolution Dyson relay lens-
based 3 mega-pixel USB CMOS mmaging device, and the
corresponding results of the top of the respective 1images
using forensic shape analysis soltware, respectively;

FIGS. 4A and 4B 1llustrate two distinct characters printed
using thermal inkjet printers and captured using a 1:1 mag-
nification, 3.8 micron true resolution Dyson relay lens-based
3 mega-pixel USB CMOS imaging device;

FIG. 5 1s a schematic diagram of a system for individual
glyph mspection; and

FIG. 6 1s a flow diagram depicting embodiments of an
individual glyph ispection method.

DETAILED DESCRIPTION

Embodiments of the system and methods disclosed herein
advantageously enable simultancous object authentication
and forensic-level identification. The system and methods
utilize a true resolution imaging device, which, when coupled
with a custom 1mage analysis system, enables a single printed
character to simultaneously provide fiducial marking, inspec-
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2

tion information, authentication and forensics. Such charac-
ters may be reliably read in the same manner at different times
and with different devices.

Referring now to FIG. 1, an embodiment of the individual
glyph generating method 1s depicted. The glyph includes one
or more characters (1.e., any alphanumeric character) and/or
graphics. The character(s) and/or graphic(s) are selected, as
shown at reference numeral 100, and arranged and/or
mampulated to form the glyph. It 1s to be understood that any
suitable glyph may be selected or generated. As a non-limit-
ing example, the glyph 1s a word including multiple charac-
ters. The glyph 1s generated using suitable application(s)
capable of creating characters/graphics, such as software
based programs, Internet enabled programs, photographic
based applications (e.g., copy machines), or the like. Non-
limiting examples of such programs include Adobe® Photo-
shop, Quark® 3D Box Shot, barcode labeling software (e.g.,
Tattoo ID by ISD®), or other like programs.

Once the glyph 1s generated, 1t 1s printed using a desirable
printer, as shown at reference numeral 102. Generally, the
printer selected will be one that will be used for deployment
of the glyph on an object. Non-limiting examples of suitable
printing techniques include inkjet printing (e.g., thermal,
piezoelectric, continuous, etc.), laserjet printing (e.g., ther-
mal laserjet), electrophotographic printing, gravure printing,
flexographic printing, offset printing, screen printing, dot
matrix printing, or any other suitable printing technique that
can print the characters/graphics selected or generated for the
glyph(s).

One or more of the characters and/or graphics of the printed

glyph 1s/are then captured with a true resolution 1maging
device, as shown at reference numeral 104. In one embodi-
ment, the entire glyph 1s captured, and 1n another embodi-
ment, a character and/or graphic (or portion of a graphic) of
interest 1s captured. It 1s to be understood that so long as the
desired character and/or graphic 1s 1n the captured image, and
the character and/or graphic 1s large enough to conceivably
vary as a function of angle (e.g., the captured image of a
graphic 1s not a single pixel 1n size), a portion of the character
and/or graphic may be captured and analyzed. In one non-
limiting example, a single tile of a 2D barcode may be a
suificient captured image.

The true resolution imaging device described herein
includes hardware that i1s able to capture an 1mage that 1s
overwhelmingly similar to the original 1mage (e.g., the
printed glyph). Some suitable example(s) of such an imaging
device (and method(s) of using the same) are described 1n a
related patent application PC1/US09/447°77 filed concur-
rently herewith on May 21, 2009, entitled “Imaging a Print
Aberration,” which application 1s incorporated by reference
herein 1n its entirety. More particularly, the size of the pixels
on the 1image sensor 1n the device corresponds to the size of
the pixels 1maged on the surface of a substrate. In some
instances, the true resolution 1s sufliciently high to resolve
substrate/ink 1interaction features of printed i1mages (de-
scribed further heremnbelow). The images captured via this
device provide forensic evidence (associated with some prob-
ability) that 1s generally not achievable using other 1maging
devices, such as desktop scanners and mobile cameras. Non-
limiting examples of the true resolution imaging device
include a 1:1 magnification, 1 to 5 micron true resolution
lens-based multi-mega-pixel USB CMOS 1maging device
(e.g., 1:1 magnification, 3.8 micron true resolution Dyson
relay lens-based 3 mega-pixel USB CMOS 1imaging device),
USB microscopes, and 1Detector™ (from GSSC), with vary-
ing degrees of true resolution. In general, resolving capability
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1s defined by the width of the smallest line that can be suc-
cessiully read, or by other suitable modulation transfer func-
tion methods.

The true resolution imaging device 16 generally includes a

self-contained i1llumination source that atfords the capture of 5

individual printed characters and/or graphics with printed
parasitics (1.e., anything not intentionally printed, such as
satellites (1ink droplet tails), or porosity (absorbance ofthe ink
into fibers of the substrate). Furthermore, such devices 16
generally capture a relatively small area (e.g., 5x5 mm) at
high resolution to achieve a suitable 1mage. However, it 1s to
be understood that multiple frames or devices 16 may be used
simultaneously to crease a much larger image (1.e., 1n pixels
ol height or width).

It 1s to be understood that the glyphs printed and the glyph
images captured are not limited to monochrome output. For
example, microscopic spatial aberrations (or parasitics) 1n
color may exist in the same way as aberrations exist 1 a
monochrome printing process. Furthermore, mm a cyan
magenta yellow (CMY ) printing process, there may be micro-
scopic variations in the registration or alignment of the color
planes.

As shown at reference numeral 106, the captured printed
character(s) and/or graphic(s) of the glyph are analyzed to
determine at least one parameter associated therewith. It is to
be understood that a single character and/or graphic may be
analyzed, select characters and/or graphics may be analyzed.,
or each character and/or graphic making up the glyph may be
analyzed. The system used for the analysis includes custom
soltware that performs character/graphic boundary analysis.
Boundary analysis may include analysis of the shape, bound-
ary texture, and boundary parasitics of the individual charac-
ters and/or graphics.

The analysis may be accomplished via any image analysis
technique that 1s able to account for pixel-to-pixel edges,
boundaries, gradients, etc. at full resolution of the image. In
one embodiment, shape analysis software or statistically
comparable metrics are used for the analysis. Non-limiting
examples of such software and metrics include a contrast-
insensitive thresholding algorithm to binarize the image; a
perimeter-pixel sequence generating algorithm to produce a
high-resolution version of a modified Freeman shape code; a
small angle-sensitive, shape coding feature set (SCFS) that 1s
sensitive to relative changes in printed glyph radius, parasitics
and parasitic complexity; two types of moving average rep-
resentations of features of the small angle-sensitive shape
coding feature set (MA-SCFS); multiple recursive overall
shape comparison (ROSC) metrics; and optimal scaling and
registration of the glyph image with another image and com-
parison of such other image.

One or more of the previous metrics may be run on the
character(s)/graphic(s) to identity parameters associated with
the particular character(s)/graphic(s). The analysis technique
(s) selected for computation will depend on the type of glyph/
printed mark being analyzed. Furthermore, the parameters
identified as a result of the analysis may vary depending, at
least 1n part, upon the glyph 1tself, the printer used, and the
combination of ink and substrate used. The 1dentified param-
cters may include the shape of the character/graphic, the
boundary texture (which includes satellites), porosity, a
modified shape descriptor, or combinations thereof. Satellites
are unintentional printed marks that appear outside or around
the boundary of a character or graphic (see, e.g., FIGS. 3A
through 4B), while porosity 1s unintentional voids 1nside the
printed character or graphic (see, e.g., FIGS. 3A through 4B).
A modified shape descriptor includes any anomalies along,
the perimeter of the character that are classified by a particular

10

15

20

25

30

35

40

45

50

55

60

65

4

shape. Examples of such anomalies include dots that are
separated from and are much smaller than the glyph (1.e.,
“circular” satellites), or ectopic ink dots that are longer,
detached or partially attached (1.e., “pseudopod” satellites)
that can be further defined by their aspect ratio (length/width
ratio), curvature, width variance along the length, etc. The
anomalies may be classified according to any desirable sys-
tem. In one example, certain known anomalies are classified
into shapes A through 7 (e.g., where A 1s a dot/circular sat-
cllite, B1s a2:1 aspect ratio, consistent-width pseudopod, C 1s
a 3:1 aspect ratio, consistent-width pseudopod, etc.), and the
shape descriptor of a character will be any sequence (progres-
s10n) of shapes along the character perimeter. In a non-limiat-
ing example using such a classification system, the shape
descriptor of one character may be TUCDEAWOQO, while the
shape descriptor of another character may be TUCFBAWQ).
These shape descriptors indicate that the two characters differ
by 34 of their shapes.

Referring briefly to FIG. 2, a schematic depiction of the
regions 12, 14 of a character 10 that are analyzed during
character boundary analysis are depicted. As mentioned here-
inabove, the region 12 just inside the character boundary (i.e.,
within the itended print area) 1s analyzed for porosity, and
the region 14 just outside the character boundary (i.e., outside
the mntended print area) 1s analyzed for satellites and/or shape
descriptors. The region(s) 12 1s/are a predetermined percent-
age of the character span (1.e., height and width), and can be
varied manually or automatically based on the quality (e.g.,
the satellite-proneness) of the printed glyph. One example
method for automating the satellite search width 1nvolves
using a convex hull for the character and then looking for the
width of the expansion zone around the character where the
black pixel count drops off precipitously. An example of
determining the porosity search width includes auto-deter-
mining the character/graphic thickness and then selecting a
smaller percentage than such thickness. The character/
graphic thickness 1s the width of an actual printed portion
(e.g., see T 1 FIG. 3A), and such thickness T may be consis-
tent or may vary from one portion of the character/graphic to
another.

Since the printer, ink, and substrate used to print the glyphs
contribute to the distinctive characteristics/parameters of the
character(s) and/or graphic(s) making up the glyphs, the
stored characteristics/parameters may be used for compari-
sons with glyphs that are deployed on various objects (de-
scribed further hereinbelow). It 1s to be understood that the
generated character(s)/graphic(s) are mitially analyzed and
stored 1n order to address various comparison worktlows
often associated with printed and deployed glyphs. Table 1
below 1illustrates such comparison worktlows. More specifi-
cally, during generation and 1nitial analysis of the glyphs, a
large number of characters and/or graphics are imaged and
analyzed based on the workilows 1n Table 1 so that the vari-

ances can be compared within the same workflow and
between different workflows. This enables a multitude of
probabilities to be generated for the glyph(s) during the gen-
cration stage, so that when a deployed glyph 1s analyzed, the
probability of 1ts authenticity may be determined by compar-
ing 1t with known, previously analyzed glyphs. Furthermore,
the large number of characters and/or glyphs 1s analyzed
during generation so that group variances are known. As
shown in Table 1, group variances for glyphs printed using the
same print technology and substrate may be different from the
group variances for glyphs printed where the print technol-
ogy, substrate or other measurable parameter (such as those

described in Table 1) 1s changed.
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1

Comparison Workflows, Statistical Variance and Number of
Characters Assoclated with Such Workflows

Number of

Different
Comparison Workflows Variance Characters
One printer versus another; different model O pigs 2
Omne printer versus another; same model O poas 2
Same printer, same character type, printed twice O . 2 10
Same printer, same character, original and copy o Copy 1
One camera versus another, same character, o~ 1

Camera

page and printer

Using the shape analysis software programs or metrics 4
described above, the methods disclosed herein enable such
workilows to be utilized on the deployment end (see FIG. 6),
while overcoming the variance generally associated with
such worktlows and enabling deployed glyphs to be authen-
ticated regardless of the workflow used. It 1s to be understood 20
that when analyzing deployed glyphs, an appropriate work-
flow may be recognized for a particular application. For
example, 11 the secure registry 1s authenticating a glyph
assigned to an object with a given serial number, 07 is
an 1mportant measurement for enabling the worktlow. When 25
the objective 1s to determine whether the glyph has been
copied, 0, -, 18 an important measurement for enabling the
worktlow. Both workflows may be used to select metrics to
run on the deployed glyph. In this example, 1f the
O Camera<<O" copy» the glyph can be authenticated with a high 30
probability (1.e., 1 forensics, a high probability generally
means there 1s less than 1 1na million, or less than 1 1in a billion
or more, chance of being wrong).

When generating the glyph for storing associated informa-
tion 1n a registry, the workflow used 1s known, and thus a 35
suitable analysis technique may be selected. Furthermore, as
discussed immediately above, when the deployed glyph 1s
analyzed, workflows may be identified, and thus suitable
analysis technique(s) may be selected. As such, some of the
analysis techniques may be pre-defined by the workflow 40
used. However, 1t 1s to be understood that other suitable analy-
s1s techniques may be selected based upon what type(s) of
glyph marks (e.g., satellites, porosities, edge properties, etc.)
are available.

The small angle-sensitive, shape coding feature set (SCES) 45
may be used to determine the parameters when the character
and/or graphic 1s printed using different printer models or 1s
printed twice with the same printer model. In these examples,
SCFES 1s suflicient for distinguishing the same character
printed twice, either with the same printer model or a different 50
printer model. It 1s to be understood that it may be desirable to
analyze a large set of the same character and/or graphic 1n
order to determine the population statistics for satellite loca-
tion and type and/or porosity location for a given printer
model. A large set may include any desirable number of the 55
character and/or graphic that results 1n population statistics
that enable probability values to be generated for that char-
acter and/or graphic. It may also be desirable to define the
variability 1n a set of different characters printed using the
same printer and compare this variability with the vanability 60
in measuring the exact same character twice, possibly with a
different true resolution 1imaging device.

The third worktlow 1n Table 1 1s1llustrated 1n FIGS. 3A and
3B and 4 A and 4B, where the same character(s) 1s/are printed
twice using the same exact printer. The image-to-image vari- 65
ance, 0~ 1s large enough that SCFS and MA-SCFS fea-

tures are suificient to distinguish between the respective two

6

characters (e.g., the “e” in FIGS. 3A and 3B and the “S” 1n
FIGS. 4A and 4B). These Figures 1llustrate satellites 32 and
porosity 34 that result from the printing of the characters. The
graphical representation of the top of each ““e”, resulting from
the SCFS analysis, 1s also shown in FIGS. 3A and 3B. FIGS.
3 A and 3B illustrate that the glyph-associated satellites 32 are
readily computed/calculated as part of the glyph perimeter-
generating process. FIGS. 4A and 4B 1llustrate that the rela-
tive locations of the satellites 32 are consistent for the same
printer, but that the specific shapes of the individual satellites
32 may differ. Both of these sets of figures 1llustrate how print
parasitics can group for a given printer, yet still differ from
character/graphic to character/graphic.

The fourth worktlow shown 1n Table 1 compares an origi-
nal character to 1ts copy. In general, OECGPJPOEC;MF,J so the
SCES features allow for distinguishing between real and cop-
ied characters. A threshold for the ratio 1s determined based
upon the SCFS analysis. When comparing deployed glyphs,
the resulting ratio will be compared to the threshold stored in
the registry to determine the probability of authenticity.

What 1s believed to be the most challenging workilow,
workflow 5 1n Table 1, requires the use of the ROSC metrics.
The ROSC metrics allow different imaging devices 16 to be
used on the same characters (thereby enabling distributed
supply chain monitoring applications). For ROSC,
O Camera<<O" cparllo” Copy 0% psadlo” poar

Referring back to FIG. 1, once analyzed, the glyph and, 1n
some 1nstances, the associated parameter(s), are stored 1n a
secure registry, as shown at reference numeral 108. The
secure registry includes at least a backend database (i.e., a
remotely/securely accessible database not necessarily
located at or near the site of image capture that may be
accessed via https, ipsec, etc. ). More specifically, the captured
image of the printed character, graphic, and/or entire glyph 1s
stored 1n the registry. It may be desirable to store the actual
image for provenance, auditing, and/or evidence purposes.
When the 1mage 1s stored in the registry without the param-
eters, 1t 1s to be understood that when comparing a deployed
glyph with the glyph on-file, parameters of each of the images
may be analyzed and compared at the same time. In another
embodiment, a list of parameters associated with the charac-
ter, graphic, and/or entire glyph are stored in the registry
(erther with or without the 1image), and thus can be compared
directly without reference to the image(s). The latter embodi-
ment enables a relatively quick comparison to take place. As
one example, the glyph may be “XYZ Corp.”, and the param-
cters stored with the image of the glyph may include satel-
lites, porosity, and/or shape descriptors identified for each of
the letters X, Y, and 7.

The embodiments of the glyphs disclosed herein advanta-
geously provide forensic-level security without the need for
additional security deterrents. However, 1t 1s to be understood
that additional security deterrents or other non-forensic 1den-
tifying marks may be incorporated onto the object with the
glyph, and 1n some instances, may be linked to the glyph 1n
the secure registry. Linking the glyph to a non-forensic 1den-
tifying mark enables one to use the content encoded in or
visible on the mark as a search query when searching the
secure registry database for authentication purposes. In some
instances, this type of query simplifies the search of the data-
base because the content 1s specifically linked to particular
glyph(s), as opposed to searching 1mage parameters that may
be associated with multiple glyphs. Examples of such non-
forensic identifying marks include any security feature with a
unique number, such as, for example, watermarks, graphical
alphanumerics, scrambled indicia, bar codes, serial numbers,
or other unique identifying alphanumeric and/or graphic indi-
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cia that allow one to perform an indexed i1mage-to-image
comparison using the database.

After 1ts generation and when desirable or appropriate, the
generated glyph 1s deployed (1.e., printed) on an object. It 1s to
be understood that the term “object” as used herein 1s to be
interpreted broadly and may 1nclude, but 1s not limited to any
type of object, product, document or package. Likewise, the
term “package” 1s to be interpreted broadly herein to include
any unit for containing a product, displaying a product, or
otherwise 1dentifying a branded good. Non-limitative
examples of such packages include labels, anti-tamper strips
(which tear when removal 1s attempted, thereby damaging
both visual and physical aspects of any deterrents thereon),
tickets, coupons, and other single-used items, boxes, bags,
containers, clamshells, bands, tape, wraps, ties, bottles, vials,
dispensers, inserts, other documents, or the like, or combina-
tions thereof.

Once an object 1s deployed, 1t may be accessed, transmit-
ted, and/or processed through a variety of channels, including,
inspection channels (e.g., at distribution nodes in a supply
chain network), stocking and/or point-oi-sale channels (e.g.,
at a retailer), and/or end consumer authentication channels
(e.g., at or before point-of-sale, for recall testing, etc.). FIGS.
5 and 6 illustrate an embodiment of the system and embodi-
ments of the method after the object has been deployed.

The system 20, shown 1n FIG. 5, generally includes the true
resolution 1imaging device 16, the object 18 having the glyph
22 printed directly or indirectly thereon (1.e., printed on a
surface of the object 18 1tsell, or on another substrate attached
to the object 18), and the secure registry 24. Each of the
components of the system 20 has been described heremnabove
in reference to FIG. 1. As described hereinabove, the object
18 may also have printed thereon a non-forensic 1identiiying
mark 26. In one embodiment, the secure registry 24 imncludes
the analysis system 30 and computer software 28 capable of
receiving (from the imaging device 16) and transmitting (to
the analysis system 30) the captured image of the glyph 22. In
another embodiment, the registry/database 24 1s remote to the
device/system 30 performing the analysis, but is 1n selective
operative communication therewith. As such, all of the sys-
tem 20 components can be separate, even in cloud or distrib-
uted computing. In still another embodiment, an 1nspector
may have the corporate registry 24 and the analysis program
30 on a mobile device, thus enabling him/her to use the
system 10 without connection to another infrastructure.

FI1G. 6 illustrates various embodiments of how the system
20 performs mdividual glyph mnspection. As shown at refer-
ence numeral 600, the method(s) includes capturing an image
of the glyph 22 that 1s deployed on the object 18 with a true
resolution 1maging device 16. When glyph 22 mspection 1s
desirable, the captured 1mage 1s transmitted to the analysis
system 30 (whether 1t 1s located at the registry service 24 or 1s
simply 1n selective and operative communication with the
registry service 24), as shown at reference numeral 602. The
transmission of the image may be accomplished 1n any desir-
able manner. For mobile (e.g., wireless) transmissions, the
mode of transmission may depend upon the carrier privileges,
the mobile connectivity, etc. The true resolution 1maging
device 16 could transfer, either directly or indirectly (e.g., via
a cell phone) the image (and, 1n some instances other mark/
ID(s) 26) to the analysis system 30. In another embodiment,
the whole system 20 could reside on a single mobile platform
(e.g.,1IPAQ®, 1Phone®, etc.) and thus the transmission would
be contained between the components of such a device. In
embodiments 1n which the imaging device 16 and the analysis
system 30 are part of the same system, the parameter(s) for the
captured 1mage may be analyzed and identified, and then the
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parameters (and, 1n some instances, other mark/ID(s) 26 ) may
be transmitted to the registry 24.

The 1mage 1s recewved via computer software 28 that 1s
capable of receiving 1image. The software 28 1s generally part
of the analysis system 30, but may be located at the registry 24
(as shown 1n FI1G. §). This software 28 transmits the image to
the 1mage analysis program 36 of the analysis system 30,
which performs forensic analysis on at least one character
and/or graphic of the glyph image. Such forensic analysis
includes the boundary analysis described hereinabove. This
analysis will reveal one or more parameters (e.g., parasitics
and/or a shape descriptor) of the character/graphic being ana-
lyzed. It 1s to be understood that the system 30 (or operator of
the system 30) will determine which metric should be com-
puted. In one embodiment, all metrics are part of the system
30 and will be computed. In another embodiment, some met-
rics are excluded because 1t 1s known that that such metrics
were not valuable 1 the worktlow used to generate the
deployed glyph. For example, 1f the printing process/sub-
strate 1nteraction generates a specific type of parasitic shown
in the 1image, then metrics suited to this parasitic could be
selected and associated with this particular application. In
still other instances, if the resources of the analysis system 30
are limited, those metrics that are available and/or those most
likely to generate useful results will be computed.

Comparison between the parameters of the character(s)/
graphic(s) of the image of the deployed glyph 22 and those of
images ol other glyphs previously stored 1n the registry 24 1s
performed (by an 1image comparison system 38 of the analysis
system 30, which includes programs 1n operative communi-
cation with the registry database) to determine whether the
deployed glyph 1s authentic or counterfeit. Such a comparison
may be accomplished via two modes, both of which are
shown 1n FIG. 6.

The first of the two modes 1s shown at reference numerals
606, 608, and 610 of FIG. 6. This embodiment of the method
includes comparing the parameters identified for the glyph 22
with the entire registry of parameters previously stored for
other glyphs. This initial comparison 1s a relative comparison
and enables the determination of the best match among the
previously stored parameters and/or glyphs. The best match
resulting from the first comparison 1s generally the glyph
image (which 1s stored 1n the registry or 1s associated with
stored parameters) having the most parameters 1n common
with the parameters of the image of the glyph 22. It 1s to be
understood that 1f a single character and/or graphic of the
glyph 22 1s being analyzed, then the best match will have the
same character and/or graphic with the highest number of
corresponding parameters. It 1s likely that the best match will
rarely, if ever, be an exact match, but 1t will have more param-
cters statistically in common with the parameters of the char-
acter(s)/graphic(s) of glyph 22 than the other stored glyphs.
Since the comparison 1s based on statistics, any match waill
have a probability value associated therewith, and the highest
probability value will be determined to be the best match.

It 1s to be understood that 11 an 1mage 1D (e.g., ID 26) 1s
stored 1n the registry 24 and both the 1image and the corre-
sponding parameters are also stored 1n the registry 24, a query
using similar information from the object and glyph may be
run to 1dentily the best match. The probability that the glyph
identified from the query 1s amatch will be assessed, and from
the assessment, a match or non-match reported.

Once the best match 1s identified, the parameters of the best
match are compared with the parameters of the glyph 22 to
generate the probability of authenticity of the deployed glyph
22. In a non-limiting example, the population of all images 1n
a class 1s used to determine the expected value (typically 1n a
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Hamming distance) of the diflerence between any two 1mages
(1.e., the glyph 22 1image and the image/parameters associated
with an 1mage stored in the registry 24). Then, the actual
distance between any two i1mages 1s compared to this
expected value using Chi-square analysis.

In another embodiment, the best match may be determined
by using the glyph image 22 itself to query the database of the
registry 24 for other like previously stored images. This 1s an
image-to-1image comparison (as opposed to an 1nitial param-
cter-to-parameter comparison) to determine the best match.
When determining the best match 1n this manner, lower reso-
lution refinement 1s used to hone 1n on the best matching
images. As such, in this embodiment, rather than looking at
all the images 1n the registry 24 at, for example, 3 micron true
resolution, down-sampled versions of the images may be
searched for faster refinement to the best possible matches.
Such down-sampling may be particularly useful when other
mark(s) 26 1s/are not associated with the glyph 22 image, and
thus are not available for use 1n searching the registry 24. It 1s
to be understood, however, that when the other identifying
mark(s) 26 are included on the object 18 with the glyph 22,
such other marks(s) 26 may be used to narrow the query for
this type of search of the registry 24. From the COIIlpElI‘lSOIl
the 1image most closely resembling the glyph 22 image (1.e.,
the bestmatch)1s analyzed (by the system 30) to determine its
parameters. The generated parameters of the stored image are
then compared with the parameters of the glyph image 22 to
generate the probability of authenticity of the deployed glyph
22 as described above.

The second of the two modes 1s shown at reference numer-
als 612, 614, 606 and 616 of FIG. 6. This embodiment of the
method mcludes identifying the content associated with the
deployed glyph 22 or with the mark 26 printed on the object
18. The non-forensic 1dentifying mark 26 may be used to
facilitate a search of the registry service 24. When a non-
forensic 1dentifying mark 26 1s present on the object 18, the
content/information of the mark 26 may be used as a search
query for searching the registry service 24 for an appropriate
glyph (among the glyphs stored in the registry 24) that 1s
associated with the identified content. For example, 11 the
mark 26 includes a serial number, the serial number may be
used to search the database at the registry 24 for any glyphs
associated with that serial number. This type of query gener-
ally results 1n an appropriate glyph to be compared with the
image of the deployed glyph 22. The appropnate glyph 1s the
stored glyph 1mage that has been marked in the registry 24 as
being linked to the content used for the query. Once the
appropriate glyph 1s located, the parameters of the appropri-
ate glyph are compared with the parameters of the glyph 22 to
generate the probability of authenticity of the deployed glyph
22.

The boundary analysis software programs and metrics, in
combination with the true resolution device 16, enable char-
acters/graphics of 1images of deployed glyphs 22 to be ana-
lyzed, and such parameters are compared with stored param-
cters of authentic glyph i1mages previously analyzed wvia
similar methods. While the results of the analysis will likely
vary, a statistical probability that the deployed glyph 22 1s
authentic 1s generated, an example of which 1s described
hereinabove.

In some 1nstances, details of the printer, cartridge, and/or
substrate used to generate the original glyphs will be stored 1n
the registry 24 with other parameter information. When the
probability of authenticity 1s very high (which 1s based upon
the Hamming distances described hereinabove), one may
conclude that the printer used to generate the original stored
glyph has also been used to generate the deployed glyph 22.
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In any of the embodiments of the method disclosed 1n FI1G.
6, 1t 1s to be understood that when the probability of authen-
ticity of the analyzed glyph 22 1mage 1s high, a provenance
record for the object 18 associated with the glyph 22 may be
generated. Such a record 1s indicative of a trail of where the
object 18 has been 1n the supply chain (e.g., since manufac-
turing, mitial shipping, etc.). Such a record ties together any
successiul localizations of the image 1n the chain.

Any information resulting from the comparison (including
the conclusion as to whether the glyph 22 and the associated
object 18 are authentic or counterfeit) may be transmitted (via
a secure connection) from the registry 24 to the user who
initially transmitted the image of the glyph 22 (or some other
authorized user).

While several embodiments have been described 1n detail,
it will be apparent to those skilled 1n the art that the disclosed
embodiments may be modified. Therefore, the foregoing
description 1s to be considered exemplary rather than limait-
ing.

What 1s claimed 1s:

1. A system for individual glyph inspection, comprising:

a printed glyph;

a true resolution 1imaging device configured to capture an
image of the printed glyph;

a registry service including a database configured to store
other glyphs, parameters of the other glyphs, or combi-
nations thereof; and

an analysis system 1n selective communication with the
registry service, the analysis system including;:

computer software configured to receive the captured
image; an image analysis program configured to per-
form a forensic analysis on the received image, the
image analysis program including a metric to identify at
least one parameter associated with the printed glyph,
the at least one parameter being selected from an unin-
tentional printed mark that appears outside or around a
boundary of the printed glyph, an unintentional void
inside the printed glyph, and combinations thereof; and

an 1mage comparison program configured to 1) compare the
at least one parameter associated with the printed glyph
with the parameters stored in the registry for the other
glyphs or with parameters determined, by the 1mage
analysis program, for other glyphs stored 1n the registry,
and 11) generate a probability that the printed glyph 1s
authentic based upon the comparison.

2. The system as defined in claim 1 wherein the analysis
system 1s Turther configured to 1dentily an appropnate glyph
for the comparison from the other glyphs using content asso-
ciated with the printed glyph or content associated with a
mark associated with the printed glyph.

3. The system as defined 1n claim 1 wherein the true reso-
lution 1maging device 1s a 1:1 magnification, 1 to 5 micron
true resolution relay lens-based multi-mega-pixel USB
CMOS 1maging device.

4. The system as defined 1n claim 1 wherein the printed
glyph includes an individual character or graphic.

5. A system for individual glyph inspection, comprising:

a true resolution 1imaging device configured to capture an
image of a printed glyph;

a registry service including a database configured to store
other glyphs, parameters of the other glyphs, or combi-
nations thereotf; and

an analysis system 1n selective communication with the
registry service, the analysis system including:
computer software configured to receive the captured

1mage;



US 8,818,047 B2

11

an 1mage analysis program configured to perform a
forensic analysis on the recerved 1mage to determine
at least one parameter associated with the glyph; and

an 1mage comparison program configured to 1) compare
the at least one parameter associated with the glyph
with the parameters stored in the registry for the other
glyphs or with parameters determined, by the image
analysis program, for other glyphs stored 1n the reg-
1stry, and 11) generate a probability that the glyph 1s
authentic based upon the comparison;

wherein the analysis system includes statistically compa-
rable metrics including: a contrast-insensitive threshold-
ing algorithm to binarize the 1mage; a perimeter-pixel
sequence generating algorithm to produce a high-reso-
lution version of a modified Freeman shape code; a small
angle-sensitive, shape coding feature set that 1s sensitive
to relative changes 1n printed glyph radius, parasitics and
parasitic complexity; two types of moving average rep-
resentations of features of the small angle-sensitive
shape coding feature set; multiple recursive overall
shape comparison metrics; and optimal scaling and reg-
istration of the glyph with an other image and compari-

son of such other image.

6. An individual glyph nspection method, comprising:

receiving an image of a printed glyph deployed on an
object, the image having been captured with a true reso-
lution 1maging device;

performing a forensic analysis on the image of the printed
glyph by computing a metric on the image of the printed
glyph to determine at least one parameter associated
with the printed glyph, the at least one parameter being
selected from an unintentional printed mark that appears
outside or around a boundary of the printed glyph, an
umntentional void inside the printed glyph, and combi-
nations thereof;

comparing the at least one parameter associated with the
printed glyph with parameters stored 1n a secure registry
for other glyphs or with parameters determined for other
glyphs stored in the registry; and

generating a probability that the printed glyph 1s authentic
based upon the comparing.

7. The method as defined 1n claim 6, further comprising
generating a provenance record for the printed glyph based
upon the comparing.

8. The method as defined 1n claim 6 wherein at least one of
the parameters 1) stored in the registry for at least one of the
other glyphs or 1) determined for at least one of the other
glyphs stored 1n the registry 1s generated by:

printing the at least one of the other glyphs;

capturing the at least one of the other glyphs with a true
resolution 1imaging device; and

analyzing the at least one of the other glyphs to determine
the at least one of the parameters associated with the at
least one of the other glyphs.

9. The method as defined 1n claim 6 wherein the boundary

texture parameter includes satellites.

10. The method as defined 1n claim 6 wherein performing
the analysis includes:

analyzing a region 1nside the boundary of the printed glyph
for the unintentional void; and

analyzing a region outside the boundary for the uninten-
tional printed mark that appears outside or around the
boundary of the printed glyph, the anomaly along the
perimeter of the printed glyph that 1s classified by the
particular shape, or combinations thereof.
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11. The method as defined 1n claim 6, further comprising
identifying a probability that a particular printer was used to
print the printed glyph on the object prior to deployment, the
identifying based on the comparison of the at least one param-
cter associated with the printed glyph with parameters stored
in the registry for other glyphs.

12. The method as defined 1n claim 6 wherein prior to the
comparing step, the method further comprises:

identifying content associated with the printed glyph or

with a mark printed on the object;

using the identified content, querying the registry for an

appropriate glyph among the other glyphs that i1s asso-
clated with the 1dentified content; and

wherein the comparing step includes comparing the at least

one parameter associated with the printed glyph with
parameters stored in the registry for the appropnate
glyph.

13. The method as defined 1n claim 6 wherein the compar-
ing results 1in a determination of a best match of the other
glyphs for the printed glyph, and wherein the method further
comprising comparing the best match ofthe other glyphs with
the printed glyph to generate the probability.

14. An individual glyph generating method, comprising:

selecting at least one character or graphic for the glyph;

printing the at least one character or graphic;

capturing an 1mage of the at least one character or graphic

with a true resolution 1maging device;

analyzing the 1mage of the at least one character or graphic

to determine at least one parameter associated with the at
least one character or graphic, the at least one parameter
being selected from a shape, a boundary texture, poros-
ity, a modified shape descriptor, and combinations
thereol, wherein the analyzing step includes computing
a metric on the 1image of the at least one character or
graphic to determine the at least one parameter, the
metric being selected from a contrast-insensitive thresh-
olding algorithm to binarize the 1mage; a perimeter-
pixel sequence generating algorithm to produce a high-
resolution version of a modified Freeman shape code; a
small angle-sensitive, shape coding feature set that 1s
sensitive to relative changes in printed glyph radius,
parasitics and parasitic complexity; two types ol moving
average representations ol features of the small angle-
sensitive shape coding feature set; multiple recursive
overall shape comparison metrics; and optimal scaling
and registration of the glyph with an other image and
comparison of such other image; and

storing, 1n a registry, the at least one character or graphic,

the at least one parameter associated therewith, or com-
binations thereof.

15. The method as defined 1n claim 14, further comprising
deploying the glyph on an object.

16. The method as defined in claim 6 wherein the metric 1s
selected from a contrast-insensitive thresholding algorithm to
binarize the 1image; a perimeter-pixel sequence generating
algorithm to produce a high-resolution version of a modified
Freeman shape code; a small angle-sensitive, shape coding
teature set that 1s sensitive to relative changes in printed glyph
radius, parasitics and parasitic complexity; two types ol mov-
ing average representations of features of the small angle-
sensitive shape coding feature set; multiple recursive overall
shape comparison metrics; and optimal scaling and registra-
tion of the glyph with an other image and comparison of such
other 1mage.
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