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METHOD FOR GENERATING A DIGITAL
SIGNATURE

BACKGROUND

1. Technical Field

The present disclosure refers to digital data cryptography
technology and in particular to a method for generating a
digital signature for digital data.

2. Description of the Related Art

Nowadays, cryptography performs a fundamental role 1n
the communication of digital data in order to ensure an
adequate level of safety of the commumnication by satistying
requirements as, on the one hand, confidentiality or privacy of
the digital data exchanged and, on the other hand, authenticity
of the digital data exchanged or of the subjects involved 1n the
communication of the digital data.

With regard to authenticity, in cryptography different so-
called digital signature algorithms or methods have been
developed that are used, for example, to sign and verity digital
documents in order to verily their authenticity. Moreover,
such digital signature algorithms or methods are used 1n sys-
tems with relative integrated software (better known by the
term “embedded”) 1in order to verity that the software itself 1s
genuine. Furthermore, digital signature algorithms or meth-
ods are widely used 1n the field of smart cards to authenticate
digital documents. Moreover, such digital signature algo-
rithms or methods are also adopted 1n different protocols in
the field of communication networks in order to authenticate
the 1dentity of the subjects, such as the users or the electronic
devices connected to a communication network, in a secure
manner.

A known digital signature algorithm or method 1s the Ellip-
tic Curve Digital Signature Algorithm (ECDSA) belonging to
the more general family of Digital Signature Algorithms
DSA.

The ECDSA digital signature algorithm 1s a cryptographic
algorithm with a public key that, as known, 1s based on a
non-invertible operation, 1.e., an operation that mmvolves a
secret key, but through the use of which 1t 1s not possible to
obtain the secret key used.

The ECDSA digital signature algorithm consists of an
algorithm for generating a digital signature and an algorithm
for veritying such a digital signature.

The implementation of such algorithms, respectively for
generating and veritying a digital signature, involves the pre-
liminary generation, during the step of set-up of the electronic
device, of a secret key d and of a public key Y to be used, by
the electronic device, 1n the authentication of the digital data.

The ECDSA algorithm or method for generating a digital
signature generates the digital signature (r, s) of a message
(M) based on the secret key (d) and on a random number (k)
generated whenever the algorithm for generating a digital
signature 1s executed.

In particular, the digital signature consists of determining a
pair of elements, 1.e.:

a first element (r) of the digital signature representative of
the x coordinate of a point obtained from the scalar multipli-
cation of the random number k by a point P of an elliptic curve
whose coordinates are set by the NIST (National Institute of
Standards and Technology) standard (r=x,_,);

a second element (s) of the digital signature obtained with
the following mathematical relationship (1):

s=(e+rd)k ' mod »

(1)
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2
in which

e represents the hash function (per se known) of the mes-
sage M to be signed (e=h(M)),

r represents the first element of the digital signature,

d 1s the secret encryption key associated with the electronic
device,

mod n represents the order module n (with n order of the
elliptic curve) of the multiplication indicated above.

The ECDSA algorithm for verifying a digital signature
carries out a test on the signature generated by the ECDSA
algorithm for generating a digital signature based on the
public key Y, on the hash function of the message M (e=h
(M)), on the digital signature generated (r, s) in order to verily
whether the digital signature tested i1s actually the digital
signature generated by the electronic device configured to
implement the ECDSA digital signature algorithm.

With particular reference to the ECDSA algorithm or
method for generating a digital signature (or 1n general also an
algorithm for generating a digital signature DSA) described
above, 1t 1s based on a security model studied to be immune to
the types of attack developed by crackers who continually try
to 1nfringe, from an electronic and/or information point of
view, the pre-existing digital signature algorithms DSA in
order to recover the secret key 1n an unauthorized manner and
be able to authenticate the digital documents or messages or
be able to authenticate themselves at the expense of the legiti-
mate subjects authorized to do so.

Amongst the latest types of attack, 1t 1s certainly worth
mentioning the types of attack defined as side channel attack.

A si1de channel attack 1s an attack by which the recovery of
secret information (1n particular, the secretkey) 1s obtained by
a cracker not by exploiting particular mathematical theory
weaknesses but rather by exploiting problems linked to the
implementation of the digital signature algorithm or method.

A side channel attack may involve the cracker monitoring
the power consumption or electromagnetic radiation or else
of injecting a fault (overvoltage or glitch, even undervoltage)
into the electronic device configured to implement an algo-
rithm for generating the digital signature DSA. From the
comparison between the digital signature obtained from the
clectronic device 1n the case of injected fault and the digital
signature obtained from the electronic device in normal
operation (without perturbations from the cracker) or by
monitoring power consumption, a cracker 1s able to obtain
basic information to successtully recover the secret key used
by the electronic device under attack.

However, the evolution that these and other types of attack
have undergone 1n recent years has also made the algorithm
for generating the digital signature ECDSA vulnerable to
infringement with regard to the recovery of the secret key
generated.

BRIEF SUMMARY

One embodiment of the present disclosure 1s a method for
generating a digital signature that 1s an improved alternative
to the one described with reference to the prior art and that, in
particular, 1s more robust with respect to the particular types
of attack (fault injection and monitoring of power consump-
tion) to which an electronic device configured to implement
the aforementioned method for generating a digital signature
1s subjected.

A method and system for generating a digital signature are
described 1n accordance with embodiments presented herein.
In one instance, the techniques include generating a digital
signature includes calculating a first magnitude representa-
tive of the 1mverse of a random number raised to the power
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two; obtaining a first element of the digital signature by
executing a scalar multiplication between the random number
and the established point on the elliptic curve and then taking
the x-coordinate of the result point; obtaining a second mag-
nitude by executing a modular multiplication, with modulus
corresponding to the established elliptic curve’s order,
between the first magnitude and the secret encryption key;
obtaining a third magmitude by executing a modular multipli-
cation, with modulus corresponding to the established elliptic
curve’s order, between the random number and the secret
encryption key; obtaining a first addend of a second element
of the digital signature by executing a modular multiplication,
with modulus corresponding to the established elliptic
curve’s order, between the second magnitude and the third
magnitude; and generating a second element of the digital
signature based on the first addend.

BRIEF DESCRIPTION OF THE DRAWINGS

Further characteristics and advantages of the method
according to an embodiment will become clear from the
following description of preferred embodiments, given for
indicating and not limiting purposes, with reference to the
attached figures, 1n which:

FIG. 1 schematically illustrates an electronic device con-
figured to implement the method for generating a digital
signature according to an example embodiment;

FIG. 2 schematically illustrates the parts that make up a
digital signature method comprising a method for generating
a digital signature according to an example embodiment, and

FIGS. 3 and 4 schematically illustrate, through a block
diagram, a method for generating a digital signature accord-
ing to an example embodiment.

DETAILED DESCRIPTION

With reference to FIG. 1, an example of an electronic
device 1s now described, generally indicated with reference
numeral 100, configured to execute the method for generating,
a digital signature according to an embodiment, which will be
described hereafter.

The electronic device 100 of FIG. 1 1s, for example, an
encoding/decoding device for digital television also known as
set top box but, 1n accordance with other embodiments, 1t may
be any electronic device configured to implement a method
for generating a digital signature, for example, a smart card, a
cellular telephone, a digital satellite recerver, a digital terres-
trial recerver, a games console ({or example PS3), a computer
(for example a personal computer), a peripheral (for example
a printer).

The device may also comprise any digital electronic device
arranged to authenticate accessories like, for example, head-
phones, batteries, ink cartridges, or toner. For example, in a
situation where a user typically pays a higher price for an
authentic accessory, a counterfeiter may be able to sell a
non-original and inferior quality accessory that would be
recognized as authentic 1f it were possible to extract the secret
key of the original electronic device.

The encoding/decoding device 100 for digital television 1s
configured to receive a flow of encoded mmput data DATIN
(video and/or audio data) from an external antenna 10 (ANT)
in order to supply a corresponding flow of encoded data
DATOUT to atelevision set 20 ('1TV) operatively connected to
the encoding/decoding device 100.

In greater detail, the encoding/decoding device 100 com-
prises a central processing unit 30 (CPU), for example a
microprocessor or a microcontroller, operatively connected
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4

to a main system memory 40 (MEM). Moreover, the encod-
ing/decoding device 100 comprises an mput/output module
50 (IN/OUT) operatively connected to and controlled by the
central processing unit 30 (CPU) 1n order to receive the flow
of encoded input data DATIN.

In addition, the encoding/decoding device 100 comprises
an electronic module 60 (AH) arranged for encrypting/de-
crypting digital data. In greater detail, the electronic module
60 1s a hardware accelerator operating under the control of the
central processing unit 30 in order to decrypt the flow of
encoded data DATIN received from the input/output device
50. Particularly, the hardware accelerator 60 1s configured to

receive activation signals from the central processing unit 30
to decrypt the flow of encoded data DATIN and send

decrypted data DAT to an audio/video decoder 70 (AU/VID)
suitable for providing (under the control of the central pro-
cessing unit 30 to which 1t 1s operatively connected) the flow
of encoded data DATOUT to the television set 20.

It should be noted that the electronic encoding/decoding
device 100 1s arranged to load and execute program codes to
implement the method for generating the digital signature.

In particular, in the example described, 1t 1s the hardware
accelerator 60 that 1s arranged to load and execute the pro-
gram codes to allow the electronic device 100 to implement
such a method. The central processing unit 40 operatively
associated with the hardware accelerator 60 1s arranged to
send the hardware accelerator instructions necessary for load-
ing the data, for starting to execute the method for generating
the digital signature, and for reading the outputs.

In the case in which there 1s not the hardware accelerator, 1t
1s the central processing unit 40 that 1s directly arranged to
load and execute the program codes to implement the method
for generating the digital signature.

It should be observed that the encoding/decoding device
100 15 also configured to allow the interaction of a user with
the television broadcasting provider. For example, 1in the case
in which a user wishes to select a television program, it 1s
necessary for the user data UD 1dentifying the subscription to
the digital television subscribed by the user to be supplied to
the provider. Typically, the user data UD 1s stored 1n the main
system memory 40 (MEM) of the encoding/decoding device
100. Alternatively, the user data UD 1s stored 1n a transport-
able auxiliary memory (not shown in FIG. 1) operatively
interfaced with the central processing unit 30.

In this case, the hardware accelerator 60 1s configured to
receive the user data UD from the central processing unit 30
and encrypt the user data UD generating encrypted user data
UDE. The encoding/decoding device 100 1s configured to
supply the encrypted user data UDE to the mput/output mod-
ule 50 to be sent to the television broadcasting provider using
an external line LIN (for example a telephone line) opera-
tively connected to the encoding/decoding device 100.

Betore describing a method for generating a digital signa-
ture according to an example embodiment, 1t 1s confirmed that
it represents one of the three fundamental parts into which 1t
1s possible to divide a digital signature protocol or method, to
implement which one or more electronic devices (including,
for example, the encoding/decoding device 100) are suitably
configured 1n order to be able to authenticate the digital data
processed by 1t or to be able to be authenticated with regard to
another device connected to 1t (for example the television set
20) with a security level that 1s as suitable as possible.

The other two parts of the digital signature protocol are an
algorithm for generating keys (1n particular a public key and
a secret key) to be associated with an electronic device during
its 1initial configuration and an algorithm for verifying a digi-
tal signature to allow the electronic device to verity whether




US 8,817,977 B2

S

the digital signature generated by the algorithm or method for
generating a digital signature 1s valid.

Interms of time, the algorithm or method for generating the
keys and the algorithm for verifying the digital signature are
executed, by one or more electronic devices (which may also
not necessarily be the same electronic device ({or example the
clectronic device 100), respectively upstream and down-
stream with respect to the execution, by the electronic device
100, of the algorithm or method for generating a digital sig-
nature.

With particular reference to FIG. 2, an ECDSA digital
signature protocol or method, indicated with the reference
numeral 200, comprises: an algorithm or method for gener-
ating keys 300, an algorithm or method for generating a
digital signature 400, and an algorithm or method for verity-
ing a digital signature 500.

The algorithm or method for generating keys, known to one
skilled 1n the art of cryptography, 1s implemented by an elec-
tronic device, not necessarily the electronic device 100, at the
moment of 11tial configuration of the electronic device 100 in
order to be able to associate the electronic device with a secret
key d and a public key Y (to be used thereatfter for the authen-
tication of digital data).

It should be noted that the generation of such a secret key d
and of such a public key Y 1s carried out from security param-
cters such as the parameters of an established elliptic curve
ECC (Elliptic Curve Cryptography) on which the ECDSA
digital signature algorithm set by the NIST (National Institute
of Standards and Technology) standard 1s based. Such param-
cters of the established elliptic curve are, for example, a first
value n representative of an established order of the elliptic
curve, the coordinates of a base point P (or generator point) of
the elliptic curve, and the parameters of the equation of the
clliptic curve.

Based on these security parameters, the secret key d may be
generated by the user who 1s configuring the electronic device
100 as a random number smaller than the first value n repre-
sentative of an established order of the curve (d<n) through a
generator of random numbers GR, whereas the public key Y
1s generated by executing the scalar multiplication between
the secret key d and the base point P of the elliptic curve the
coordinates of which are set by the NIST standard (Y=d-P).

The algorithm or method for generating a digital signature
400, at the general level, 1s executed by the electronic device
100 (1n particular by the hardware accelerator 60 or i1 1t 1s
absent, by the central processing unit 40) in order to generate
a first element r and a second element s representative of the
digital signature based on the secret key d, of the hash func-
tion, per s¢ known, of a message M to be signed (e=h(IM)) and
of a random number k generated by a further generator of
random numbers GK.

It should be noted that the algorithm or method for gener-
ating a digital signature 400, object of the present disclosure,
will be described 1n greater detail with particular reference to
FIG. 3.

Going back once more to FIG. 2, the algorithm or method
tor veritying the digital signature 500 1s implemented by the
clectronic device 100 1n order to verily whether or not the
digital signature executed on the message M is correct. In
particular, such an algorithm or method for verifying a digital
signature 500 executes such a verification based on the public
key Y, the hash function of the signed message M and on the
first element r and on the second element s representative of
the digital signature.

It should be noted that the algorithm or method for verify-
ing a digital signature 500 1s per se known to the man skilled
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6

in the art of cryptography and will not be described 1n any
greater detail in the present description.

With reference now to the block diagram of FIGS. 3 and 4,
an algorithm or method 400 for generating a digital signature
(r, s) according to an example embodiment will now be
described.

The method for generating a digital signature 400 1s based
on the use of an established mathematical curve, preferably
clliptic, of established order n, both set by a standard, for
example the NIST standard.

At the general level, 1t 1s confirmed that the generation of a
digital signature 1s in the form of the generation of a pair of
values, 1n particular a first element r of the digital signature
and a second element s of the digital signature, as will be
explained hereafter 1n greater detail.

With reference to FIG. 3, the method 400 for generating a
digital signature (r, s) comprises a symbolic start step STR.

The method 400 for generating a digital signature (r, s) also
comprises a step of calculating 401, by the electronic device
100 having an associated secret encryption key d, a first
magnitude t1 representative of the mverse of a random num-
ber k raised at least to the power of two (t1=k™>).

In particular, such a step of calculating 401 the first mag-
nitude t1 comprises a step of generating 402, by the electronic
device 100, 1in particular through the further generator of
random numbers GK, the random number k. It should be
noted that the random number k 1s generated by the electronic
device 100 upon each execution of the method 400 for gen-
erating a digital signature (1, s). Therefore, advantageously,
the random number k generated during a first execution of the
method 400 for generating a digital signature (r, s) will be
different from the random number generated during a second
execution, after the first, of the same method 400 for gener-
ating a digital signature (r, s).

Such a step of calculating 401 the first magnitude t1 also
comprises a step of calculating 403, by the electronic device
100, a further magnitude t0 representative of the inverse ol the
random number k (t0=k™).

Such a step of calculating 401 the first magnitude t1 also
comprises a step of executing 404, by the electronic device
100, a modular multiplication, corresponding to the estab-
lished elliptic curve’s order n of the further magnitude (t0) by
itself at least twice in order to obtain the first magnitude
t1=(t0-t0)mod n=(k™' -k~ ")mod n=(k™*)mod n).

The method 400 for generating a digital signature (r s) also
comprises a step ol executing 405, by the electronic device
100, a scalar multiplication between the random number k
and an established point P of the established elliptic curve 1n
order to obtain the first element r of the digital signature (z, s).

In particular, the first element r of the digital signature (r, s)
corresponds to the x coordinate of the result obtained from the
aforementioned scalar multiplication (r=x,.,).

The method 400 for generating a digital signature (r, s)
comprises a step of executing 406, by the electronic device
100, a modular multiplication, with modulus corresponding,
to the established elliptic curve’s order n, between the first
magnitude t1 and the secret key d 1n order to obtain a second
magnitude 12 (12=(t1-d)mod n=(k™*-d)mod n).

Moreover, the method 400 for generating a digital signa-
ture (r, s) also comprises a step ol executing 407, by the
clectronic device 100, a modular multiplication, with modu-
lus corresponding to the established elliptic curve’s order n,
between the random number k and the first element r of the
digital signature (r, s) 1n order to obtain a third magnitude t3
(t3=Kk-r).

With reference to the last two steps described, 1t should be
noted that 1n a further embodiment, the method 400 for gen-
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crating a digital signature (r, s) comprises a step of executing
406, by the electronic device 100, a modular multiplication,
with modulus corresponding to the established elliptic
curve’s order n, between the first magnitude t1 and the first
clement r of the digital signature (r, s), instead of the secret
encryption key d, in order to obtain the second magmtude t2
(t2=(t1-r)mod n=(k™*r)mod n).

Correspondingly, in the same further embodiment, the
method 400 for generating a digital signature (r, s) also com-
prises a step of executing 407, by the electronic device 100, a
modular multiplication, with modulus corresponding to the
established elliptic curve’s order n, between the random num-
ber k and the secret encryption key d, instead of the first
clement r of the digital signature (r, s), 1n order to obtain a
third magnitude t3 (t3=k-d).

Therelore, 1n general terms, the method 400 for generating,
a digital signature (r, s) comprises a step of executing 406, by
the electronic device 100, a modular multiplication, with
modulus corresponding to the established elliptic curve’s
order n, between the first magnitude t1 and one from the secret
encryption key d and the first element r of the digital signature
(r, s), 1n order to obtain a second magnitude t2.

Thereatfter, the method 400 for generating a digital signa-
ture (r, s) comprises a step of executing 407, by the electronic
device 100, a modular multiplication, with modulus corre-
sponding to the established elliptic curve’s order n, between
the random number k and the other from the secret encryption
key d and the first element (r) of the digital signature, 1n order
to obtain a third magnitude t3.

Thereafter, the method 400 for generating a digital signa-
ture (r, s) also comprises a step ol executing 408, by the
clectronic device 100, a modular multiplication, with modu-
lus corresponding to the established elliptic curve’s order n,
between the second magnitude t2 and the third magnitude t3
in order to obtain a firstaddend al of a second element s of the
digital signature (r, s) (a1=t2-t3 mod n; al=(k *-d)-(k-r) mod
n, in the case of the first example described; al=(k 1) -(k-d)
mod n, 1n the case of the further example described).

The method 400 for generating the digital signature (z, s)
also comprises a step of generating 409, by the electronic
device 100, the second element s of the digital signature (r, s)
based on such a first addend al and on a further magnitude ¢
representative of a message M to be signed.

It should be noted that, for the purposes of the present
description, by message M it 1s meant the set of digital data for
which it 1s necessary for the electronic device 100 to carry out
its signature through the implementation of the digital signa-
ture algorithm 500. As already stated earlier, such digital data
can be both information relating to data to be transmitted or
received through the electronic device or else information
relating to the electronic device itself. In the case of the
example of electronic device described with reference to FIG.
1, encoding/decoding device for digital television, the elec-
tronic device 100 and the television set exchange digital data
that has been digitally signed so as to carry out a mutual
authentication to verily for both that they are authentic. In this
way 1t 1s advantageously possible to recognize the television
set as such and not as a storage system that 1s attempting to
store an unauthorized copy of the tlow of digital data supplied
by the encoding/decoding device 100 (pay-tv event, multime-
dia content of a DVD, and so on).

Going back to the step of generating 409 the second ele-
ment s of the digital signature (z, s), 1t also comprises a step of
calculating 410, by the electromic device 100, the further
magnitude e representative of the message M as a hash func-
tion, per se known since it is defined by the NIST standard, of

such a message M (e=h(M)).
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Moreover, such a step of generating 409 the second ele-
ment s of the digital signature (r, s) also comprises a step of
executing 411, by the electronic device 100, a modular mul-
tiplication, with modulus corresponding to the established
clliptic curve’s order n, between the further magnitude ¢
representative of the message to be signed M and the further
magnitude t0 representative of the mnverse of the random
number k, 1n order to obtain a second addend (a2) of the
second element s of the digital signature (r, s) (a2=(t0-¢) mod
n=(k™"-e) mod n).

Furthermore, such a step of generating 409 the second
clement s of the digital signature (r, s) comprises a step of
executing 412, by the electronic device 100, a modular sum,
using the established order as modulus between the first
addend al of the second element s of the digital signature
(r, s) and the second addend a2 of the second element s of the
digital signature (r, s): s=(al+a2) mod n.

In particular, 1n the case of the first example described, the
second component s of the digital signature (r, s) will be
obtained with the following mathematical relationship (2):

s=((k~'-e)+(k>-d) (fr))mod (2)

In the case of the second example described, the second
component s of the digital signature (r, s) will be obtained
with the following mathematical relationship (2'):

s=((k~-e)+(k~r)(k-d))mod # (2")

The method 400 for generating a digital signature (r, s)
symbolically concludes with an end step ED.

The advantages of the method 400 for generating a digital
signature ECDSA according to the examples just described
can be explained by making a comparison with the method for
generating a digital signature ECDSA described with refer-
ence to the prior art in which the digital signature s of a
message 15 obtained with the following mathematical rela-
tionship (1):

s=(e+rd)k ' mod »

(1)

The types of side channel attack, per se known, allow the
cracker to exploit the problems linked to the implementation
of the algorithm or method for generating a digital signature.
In particular, the most vulnerable parts with respect to these
types of attack are multiplication operations.

It should be noted that whilst there are two multiplication
operations present 1n the mathematical relationship (1) of the
method for generating the digital signature of the prior art, on
the other hand there are five operations present in the math-
ematical relationship (2) of the method for generating the
digital signature according to the example of the mvention.

Such operations are characterized by containing values
dependent on the random number k and this actually
increases the quality of the operations themselves increasing
the safety of the method for generating the digital signature
proposed with respect to that of the prior art against side
channel attacks.

Moreover, the method of the example of the invention 1s
also more resistant to attacks against multiplication opera-
tions with respect to the method of the prior art thanks to the
fact that the secret key d 1n the mathematical relationship (2)
1s sequentially multiplied by a magnitude unknown to the
cracker (k™°) since the random number k is generated upon
every execution, by the electronic device 100, of the method
for generating the digital signature 400.

As can be worked out from the mathematical relationship
(1), 1n the prior art the secret key d 1s on the other hand
multiplied by the magnitude r (first element of the digital
signature) that the cracker knows, since 1t 1s part of the emit-
ted signature.
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Consequently, possible attacks with injection of a fault into
or with measurement (monitoring) of the power consumption
or of the radiation of the electronic device 100 during imple-
mentation, by the latter, of the method for generating the
digital signature 400 can give results unsuitable either for
finding the correct digital signature s or for acquiring funda-
mental information that can lead to the actual recovery of the
secret key d.

For example, with reference to the described embodiment,
a cracker can 1nject a fault (power glitch) into the electronic
device 100 to perturb the calculation of the second magnitude
t2=(k™*-d)mod n and thus obtain a perturbed second magni-
tude t2'=(12+ed,)mod n. Despite this, 1t 1s not possible to
obtain the difference magnitude A=(s'-s)mod n=ed (k-r)mod
n since there 1s the random number k that 1s unknown and
therefore the cracker 1s unable to recover the correct digital
signature s.

According to another example, again with reference to the
first embodiment described, a cracker can inject a fault into
the electronic device 100 to perturb the calculation of the
second addend a2=((k™*-d)mod n:(k-r)mod n) mod n of the
second component s of the digital signature (r, s). The cracker
can obtain the difference magnitude A=(s'-s)mod n=e(k™*-d),
mod n, in which (k™>-d), indicates the i-th word of the second
magnitude t2=(k~>-d)mod n. The cracker is therefore able to
have information on the second component s of the digital
signature (r, s) but, despite this, the information obtained
concerning the second magnitude t2 cannot be used to post
the attack since the random number k 1s different and
unknown every time the electronic device 100 executes the
method 400 for generating the digital signature (r, s).

It should be noted that the method for generating a digital
signature, according to both of the examples described, can be
executed by an electronic processor equipped with a memory
arranged to load a program code corresponding to the steps of
the aforementioned method.

Thanks to the nature of the operations introduced, the
method for generating a digital signature described herein 1s
more robust with respect to that of the prior art.

Such operations are modular multiplications and inver-
sions still having a computing cost advantageously compa-
rable with respect to the prior art.

Again advantageously, no further random number 1s
required, 1n addition to the random number k already present
in the method of the prior art, for the implementation of the
method for generating a digital signature according to an
embodiment described herein. This 1s due to the fact that the
generation of a random number 1s a rather onerous task.

Finally, the method for generating a digital signature
described herein developed on the scheme of the digital sig-
nature algorithm of the ECDSA type may be adapted to the
scheme of another digital signature algorithm, for example
the digital signature algorithm DSA.

A man skilled 1n the art can bring modifications, adapta-
tions and replacements of elements with others that are func-
tionally equivalent to the embodiments of the method
described above, 1n order to satisiy contingent requirements,
without departing from the scope of the following claims.
Each of the characteristics described as belonging to a pos-
sible embodiment can be made independently from the other
embodiments described.

The various embodiments described above can be com-
bined to provide further embodiments. These and other
changes can be made to the embodiments 1n light of the
above-detailed description. In general, 1n the following
claims, the terms used should not be construed to limit the
claims to the specific embodiments disclosed 1n the specifi-
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cation and the claims, but should be construed to include all
possible embodiments along with the full scope of equiva-
lents to which such claims are enfitled. Accordingly, the
claims are not limited by the disclosure.

The invention claimed 1s:
1. A computer-implemented method comprising:
generating a digital signature using an established elliptic
curve having an order, the generating being performed
under control of one or more computer systems config-
ured with executable instructions and having an associ-
ated secret encryption key, and including;:
calculating a first magnitude representative of an inverse
of a random number raised at least to the power two;
obtaining a first element of a digital signature by execut-
ing a scalar multiplication between an established
point of the established elliptic curve and the random
number;
obtaining a second magnitude by executing a modular
multiplication, with modulus corresponding to the
order of the established elliptic curve, between the
first magnitude and one of the secret encryption key
and the first element of the digital signature;
obtaining a third magnitude by executing a modular
multiplication, with modulus corresponding to the
order of the established elliptic curve order, between
the random number and one of the secret encryption
key and the first element of the digital signature;
obtaining a first addend by executing a modular multi-
plication, with modulus corresponding to the order of
the established elliptic curve, between the second
magnitude and the third magnitude; and
generating a second element of the digital signature
based at least 1n part on the first addend.
2. The computer-implemented method according to claim
1, wherein the generating the second element includes calcu-
lating a fourth magnitude of a hash function of a message,
wherein the second element 1s based at least 1n part on the
fourth magnitude.
3. The computer-implemented method according to claim
2, wherein generating the second element also includes
executing a modular multiplication, with modulus corre-
sponding to the order of the established elliptic curve,

between the fourth magnitude and a fifth magnitude repre-
sentative of the inverse of the random number, 1n order to
obtain a second addend of the second element of the digital
signature.

4. The computer-implemented method according to claim
3, wherein the generating the second element includes
executing a modular sum, using the order of the established
clliptic curve as modulus between the first addend and the
second addend.

5. The computer-implemented method according to claim
1, wherein the calculating the first magnitude includes gen-
erating the random number.

6. The computer-implemented method according to claim
5, wherein the calculating the first magnitude also 1ncludes
calculating a fourth magnitude representative ol the inverse of
the random number.

7. The computer-implemented method according to claim
6, wherein the calculating the random number also 1ncludes
executing a modular multiplication, with modulus corre-
sponding to the order of the established elliptic curve, of the
fourth magnitude by 1tself at least twice 1in order to obtain the
first magnitude.
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8. An electronic device comprising;

a central processing unit; and

a main system memory operatively connected to a central

processing unmt having instructions stored thereon that,

when executed on the central processing unit, cause the

central processing unit to:

calculate a first magnitude representative of an inverse of
a random number raised at least to the power two;

obtain a first element of a digital signature by executing
a scalar multiplication between the random number
and an established point on an elliptic curve and then
taking an x-coordinate of the resulting point;

obtain a second magnitude by executing a modular mul-
tiplication, with modulus corresponding to an order of
the established elliptic curve, between the first mag-
nitude and one of a secret encryption key and the first
clement of the digital signature;

obtain a third magnitude by executing a modular multipli-

cation, with modulus corresponding to the order of the
established elliptic curve, between the secret encryption
key and the first element of the digital signature;

obtain a first addend by executing a modular multiplica-

tion, with modulus corresponding to the order of the
established elliptic curve, between the second magni-
tude and the third magmtude; and

generate a second element of the digital signature based at

least in part on the first addend.

9. The electronic device according to claim 8, wherein the
clectronic device 1s one of: an encoding and decoding appa-
ratus for digital television or set top box, a smart card, a
cellular telephone, a digital satellite recerver, a digital terres-
trial recetver, a games console, a computer, and a peripheral
device configured to authenticate accessories.

10. The electronic device according to claim 8, wherein the
instructions that cause the central processing unit to generate
the second element further cause the central processing unit
to calculate a fourth magnitude of a hash function of a mes-
sage, wherein the second element 1s based at least 1n part on
the fourth magnitude.

11. The electronic device according to claim 10, wherein
the 1nstructions further cause the central processing unit to
execute a modular multiplication, with modulus correspond-
ing to the order of the established elliptic curve, between the
fourth magnitude and a fifth magnitude representative of the
imverse of the random number, 1n order to obtain a second
addend of the second element of the digital signature.

12. The electronic device according to claim 11, wherein
the instructions further cause the central processing unit to
execute a modular sum, using the order of the established
clliptic curve as modulus between the first addend and the
second addend.

13. The electronic device according to claim 8, wherein the
instructions that cause the central processing unit to calculate
the first magnitude further cause the central processing unit to
generate the random number.

14. The electronic device according to claim 13, wherein
the instructions that cause the central processing unit to cal-
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culate the first magnitude turther cause the central processing
unit to calculate a fourth magnitude representative of the
inverse of the random number.

15. A non-transitory computer-readable medium having
computer-executable instructions stored thereon that, when
executed on a computer, cause the computer to:

calculate a first magnitude representative of an inverse of a

random number raised at least to the power two;
obtain a first element of a digital signature by executing a
scalar multiplication between an established point of an
established elliptic curve and the random number;

obtain a second magnitude by executing a modular multi-
plication, with modulus corresponding to an order of the
established elliptic curve, between the first magnitude
and one of the secret encryption key and the first element
of the digital signature;

obtain a third magnitude by executing a modular multipli-

cation, with modulus corresponding to the order of the
established elliptic curve, between the random number
and one of the secret encryption key and the first element
of the digital signature;

obtain a first addend by executing a modular multiplica-

tion, with modulus corresponding to the order of the
established elliptic curve, between the second magni-
tude and the third magnitude; and

generate a second element of the digital signature based at

least in part on the first addend.

16. The non-transitory computer-readable medium accord-
ing to claim 15, wherein the instructions that cause the com-
puter to generate the second element further cause the com-
puter to calculate a fourth magnitude of a hash function of a
message, wherein the second element 1s based at least in part
on the fourth magnitude.

17. The non-transitory computer-readable medium accord-
ing to claim 16, wherein the instructions further cause the
computer to execute a modular multiplication, with modulus
corresponding to the order of the established elliptic curve,
between the fourth magnitude and a fifth magnitude repre-
sentative of the inverse of the random number, 1n order to
obtain a second addend of the second element of the digital
signature.

18. The non-transitory computer-readable medium accord-
ing to claim 17, wherein the instructions further cause the
computer to execute a modular sum, using the order of the
established elliptic curve as modulus between the first addend
and the second addend.

19. The non-transitory computer-readable medium accord-
ing to claim 15, wherein the instructions that cause the com-
puter to calculate the first magnitude further cause the com-
puter to generate the random number.

20. The non-transitory computer-readable medium accord-
ing to claim 19, wherein the instructions further cause the
computer to execute a modular multiplication, with modulus
corresponding to the order of the established elliptic curve, of
a fourth magnitude by 1tself at least twice 1n order to obtain
the first magnitude.
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