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COMMUNICATIONS APPARATUS, SYSTEM
AND METHOD WITH SCHEDULE
CHECKING

Aspects of various embodiments of the present invention
are directed to network communications, such as time-based
communications.

In various communications networks, different nodes of a
distributed system exchange data through a centralized com-
ponent. If one of the nodes develops an error, that error may be
communicated over the network. Spreading such an error 1s
generally undesirable, particularly on networks such as auto-
motive networks in which safety type components commu-
nicate.

One type of communication approach that has been used in
certain applications involves time-based communications, 1n
which multiple devices communicate over a common link but
at different times. With this approach, a single link can be
used 1n which respective devices on the link are assigned to
communicate according to a schedule. However, communi-
cation schedules ensuring such operation can become com-
plicated, 1n order to ensure such operation. Moreover, imple-
menting such schedules, and changes to such schedules, can
be difficult to do while maintaining the integrity of protocols
via which the communication schedule must be effected.

In addition, where a central network component is used to
forward communications to different devices on the network,
the accuracy of operation of the central network component
becomes very important. For instance, many implementa-
tions are directed to communications 1n which such a central
component broadcasts synchronization and scheduling-re-
lated information to network devices communicating via the
central component. If erroneous scheduling information 1s
broadcast, communications can be significantly hindered.

These and other matters have presented challenges to data
communications for a variety of applications.

Various example embodiments are directed to wired net-
work communication circuits and their implementation.

According to an example embodiment, an apparatus
includes a wired network having a plurality of network
branches 1n which each branch has a common wire-based
pathway, and a plurality of network devices are connected to
the network branches. The apparatus further includes a cen-
tral communication circuit and time-slot communication
schedules respectively stored and accessible by each of the
network devices. The time-slot communication schedules
designate time slots during which each network device 1s
assigned to communicate over one of the plurality of network
branches. The central communication circuit includes data-
coupling circuitry, a dedicated port for recerving configura-
tion data, and data-logic circuitry. The data coupling circuitry
communicatively couples data between the central commu-
nication circuit and each of the plurality of network devices
through respective ones of the plurality of network branches.
The data-logic circuitry uses stored communication protocol
data to evaluate configuration data recerved via the dedicated
port and specitying a communication schedule by which the
data-logic circuitry 1s to couple the data between the central
communication circuit and the plurality of network devices.
In response to the evaluation indicating that the communica-
tion schedule does not comply with the stored communica-
tion protocol data, the data-logic circuitry generates and com-
municates an output via the dedicated port and indicative of
the non-compliance. In response to the evaluation indicating,
that the communication schedule complies with the stored
communication protocol data, the data-logic circuitry stores
and uses the communication schedule to forward communi-
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cations that are recerved from network devices to other net-
work devices via the data-coupling circuitry, according to
time slots specified in the stored communication schedule.

Another example embodiment 1s directed to an apparatus
for use with time-based communications from a plurality of
different network devices, over a plurality of common wired
network branches, 1n which each network device 1s assigned
to communicate according to stored protocol data and during
different time slots within a communication cycle. The appa-
ratus includes data-logic circuitry and data-coupling circuitry
that communicatively couples data between the network
devices and one of the plurality of network branches. The
data-logic circuitry uses the stored communication protocol
data to evaluate received configuration data specilying a com-
munication schedule by which the data-logic circuitry 1s to
communicate data via the central communication circuit. In
response to the evaluation indicating that the commumnication
schedule does not comply with the stored communication
protocol data, the data-logic circuitry generates and commu-
nicates an output indicative of the non-compliance. In
response to the evaluation indicating that the communication
schedule complies with the stored communication protocol
data, the data-logic circuitry stores and uses the communica-
tion schedule to communicate data between the network
devices and the central communication circuit according to
time slots specified 1n the stored communication schedule.

Other embodiments are directed to methods for time-based
communications from a plurality of ditferent network devices
in which at least two of the network devices are connected to
a common wired network link and each network device 1s
assigned to commumnicate during different time slots within a
communication cycle. Configuration data, which specifies a
communication schedule by which the data-logic circuitry 1s
to communicate data via the central communication circuit, 1s
evaluated using stored communication protocol data. In
response to the evaluation indicating that the communication
schedule does not comply with the stored communication
protocol data, an output indicative of the non-compliance 1s
generated and communicated. In response to the evaluation
indicating that the communication schedule complies with
the stored communication protocol data, the communication
schedule 1s stored and used to communicate data between the
network devices and the central communication circuit
according to time slots specified 1n the stored communication
schedule.

The above discussion/summary 1s not intended to describe
cach embodiment or every implementation of the present
disclosure. The figures and detailed description that follow
also exemplily various embodiments.

Various example embodiments may be more completely
understood 1n consideration of the following detailed descrip-
tion 1n connection with the accompanying drawings, in
which:

FIG. 1 shows a network communication apparatus and
system, 1n accordance with one or more example embodi-
ments of the present invention;

FIG. 2 another apparatus for communication using verified
communication schedules, 1n accordance with another
example embodiment of the present invention; and

FIG. 3 shows a flow diagram for communicating using
verified communication schedules, 1n accordance with
another example embodiment of the present invention.

While the invention 1s amenable to various modifications
and alternative forms, specifics thereof have been shown by
way ol example in the drawings and will be described in
detail. It should be understood, however, that the intention 1s
not to limit the invention to the particular embodiments
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described. On the contrary, the intention 1s to cover all modi-
fications, equivalents, and alternatives falling within the
scope of the imnvention including aspects defined 1n the claims.
In addition, the term “example” as used throughout this appli-
cation 1s only by way of illustration, and not limitation.

Aspects of the present invention are believed to be appli-
cable to a variety of different types of devices, systems and
arrangements involving time-based data communications
between different network branches, with some or all of the
branches having two or more components communicating,
thereupon. While the present invention 1s not necessarily so
limited, various aspects of the imvention may be appreciated
through a discussion of examples using this context.

Various example embodiments are directed to network
communication apparatuses, systems and methods in which a
communication schedule and/or configuration data 1s
assessed for errors at one or more network nodes, based upon
stored protocol data thereat (e.g., stored protocol semantics
by which configuration and/or communication schedule data
must abide). This approach may involve, for example, evalu-
ating received configuration data specilying a communica-
tion schedule by which data 1s to be communicated, against
stored protocol data at a network node at which the schedule
1s recerved, and therein ensuring that the schedule complies
with the protocol prior to implementation. This may, for
example, facilitate the installation of a new communication
node 1n the field, as may be applicable to automotive networks
in which a user’s vehicle 1s updated after the manufacture of
the vehicle (e.g., at an automotive repair shop, or as down-
loaded at a user’s vehicle in response to an update).

The protocol data as referenced herein may include one or
more of a variety of types of data, as may be applicable to
different implementations. In one example, such data may
identily semantics of a protocol, which can be used to 1dentily
whether communication schedules and configuration data as
provided for use in the system complies with the protocol.
Such semantics may include, for example, time-based seman-
tics specilying that certain frames (e.g., synchronization
related frames) should be broadcast to all branches, and not to
a few branches, to ensure that all branches are appropriately
time-synchromized. Another example type of semantics
specifies that data frames from more than one branch should
not be forwarded to one destination branch, to mitigate or
avold data collision and resulting corruption on the destina-
tion branch. Yet another example semantic specifies that a
branch must not send data during a time slot during which the
branch 1s scheduled to recerve data, also to avoid data colli-
sion and potential corruption. Still another example type of
semantic specifies mimimum and maximum values for differ-
ent protocol parameters, via which given values can be
checked to ensure that they fit within the acceptable limat.
Accordingly, communication schedule and configuration
data are evaluated against the semantics and implemented
based on the evaluation (e.g., communication schedule and
configuration data that match required semantics are
accepted).

In one embodiment, time division multiple access
(TDMA) protocols are used to maintain synchromization
among nodes on different branches. For example, a FlexRay
protocol 1s implemented in some embodiments, in which sync
frames are broadcast to all branches to keep them suificiently
synchronized. In other embodiments, a TTEthernet protocol
1s used, in which dedicated messages called protocol control
frames are transmitted to establish and maintain system-wide
clock synchromization, and the central component checks that
the synchronization related frames are scheduled to be broad-
cast on all branches. In certain FlexRay based applications, a
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central component, as discussed herein operates 1n accor-
dance with one or more of the following: 1) checking that, for
every destination branch, there 1s no more than one source
branch, during any static time slot of a schedule; 2) checking
that no destination branch 1s scheduled to be a source of
another branch, during any static time slot; and 3) checking
cach protocol parameter against specified mimmum and
maximum values supported by the protocol.

Accordingly, supplied communication schedule and con-
figuration data 1s evaluated against known semantics of the
protocol. I they match, the supplied commumnication sched-
ule and configuration data 1s accepted. If they do not match,
the supplied communication schedule and configuration data
1s rejected. Once the scheduling information has been evalu-
ated as complying with the stored protocol information, the
central network component communicates data between the
network devices connected thereto via wired network
branches, according to the evaluated scheduling information.

A more particular example embodiment 1s directed to an
apparatus including a central network component having a
dedicated configuration port via which the central network
component recerves updated scheduling information, by
which the central network component forwards data recerved
from network devices, to other network devices. In some
implementations, the central network component also uses
updated scheduling information to communicate scheduling
information to network devices connected thereto via a wired
network, and at which devices the scheduling information 1s
stored and used to communicate with the central network
component. Prior to using the updated scheduling informa-
tion, one or more of the central network component and the
network devices evaluate the scheduling information against
stored protocol data. Specifically, built-in mtelligence oper-
ates to autonomously check the communication schedule
supplied against the semantics of an underlying communica-
tion protocol. If the check fails, the component does not
accept the supplied communication schedule, and an alert
signal 1s given to a system designer for subsequent action.

In another more particular embodiment, an apparatus
includes a wired network including network branches and
network devices of which each device 1s connected to a com-
mon communication link of one of the network branches, and
communicates using a time-slot communication schedule
that designates time slots during which the network device 1s
assigned to communicate. A central communication circuit
(e.g., a central gateway circuit) includes data-coupling cir-
cuitry that communicates data between each of the plurality
ol network devices through respective ones of the plurality of
network branches and via the central communication circuit,
in accordance with an assigned communication/data-for-
warding schedule. Data-logic circuitry receives communica-
tions from each network device using a time slot assigned for
the network device, and selectively forwards the received
communication to another one of the network branches.
When a new communication schedule 1s received at the cen-
tral communication circuit, or when the central communica-
tion circuit 1s first implemented with a programmed commu-
nication schedule, the data-logic circuitry evaluates the
communication schedule against stored protocol information
accessible by the central communication circuit, and further
stores and 1mplements the commumication schedule for the
communication between the plurality of network devices, via
the central communication circuit. I the data-logic circuitry
evaluates the communication schedule as failing to comply
with the stored protocol information, the commumnication
schedule 1s not used 1n communicating between the plurality
of network devices.
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In yet another particular embodiment, a network device as
discussed above operates to evaluate time-slot scheduling
data as received and by which the device communicates data.
The network device stores protocol information pertaining to
a communication protocol that the device must use. 1T the
time-slot scheduling data 1s evaluated as complying with the
protocol, the network device uses (e.g., stores and accesses)
the scheduling data for communicating with the central com-
munication circuit. In some implementations, both the central
communication circuit and the network devices evaluate
received scheduling data (e.g., as recerved at the central com-
munication circuit and/or as delivered from the central com-
munication circuit to the respective network devices).

Various embodiments are directed to time-based commu-
nications mvolving a time division multiple access (TDMA)
technique, 1n which a data forwarding schedule 1s provided to
a central component that uses the scheduling data to forward
frames between one or more network branches coupled to the
central component. The scheduling data 1s evaluated against

stored protocol information, and 1s stored and used based on
the evaluation.

In certain embodiments, communication schedule data 1s
evaluated and mmplemented as discussed herein using in-
vehicle networks (IVNs), such as for automobiles, trains,
airplanes and other vehicles. For instance, various embodi-
ments are directed to implementations imnvolving automotive
protocols such as the FlexRay protocol, in which communi-
cation schedule data 1s evaluated according to the protocol
prior to implementation.

In some 1mplementations, one or more embodiments as
discussed herein are implemented with FlexRay protocol
applications specifically targeting the communication needs
of safety critical in-vehicle networks that use TDMA to
exchange data during static segments, often via a central
component (e.g., a Central Bus Guardian) that monitors
incoming frames against different rules. Such rules may
include, for example, 1dentifying as erroneous: 1) a data
frame that appears from a branch during a time slot when the
branch 1s not supposed to transmit; 2) a data frame that
appears from a branch too late within its scheduled time slot
such that the frame may cause a slot boundary violation; and
3) a data frame that appears from a branch with 1ncorrect
header information or checksum. The central component
evaluates recerved communication schedule data to be used
for effecting the communication of data, against the rules
themselves, as may involve mixing run-time checks with
design-time evaluation of the schedule.

For general information regarding communication proto-
cols, and for specific information regarding communication
protocols that may be implemented 1n connection with one or
more example embodiments, reference may be made to the
“FlexRay Commumnications System Protocol Specification,”
ver 3.0; and to the “FlexRay Communications System Pre-
liminary Central Bus Guardian Specification,” ver 2.0.9, both
available from the FlexRay consortium and fully incorpo-
rated herein by reference.

The various example embodiments as discussed herein are
implemented with different systems, on different platiorms,
and with different environments (e.g., automotive, manufac-
turing and others) to suit a variety of applications. One such
application involves a branch-type active star device
TJA108S available from NXP Semiconductors of Eindhoven,
The Netherlands. Accordingly, various embodiments are
directed to implementation with such a device 1n an automo-
tive network.

Turning now to the figures, FIG. 1 shows a network com-
munication apparatus and system 100, in accordance with one
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6

or more example embodiments of the present invention. The
apparatus 100 includes a central communication circuit 110,
and 1s shown by way of example as having four branches 120,
130, 140 and 150 (e.g., wire-based pathways), with each
branch including one or more network communication
devices. By way of example, branches 120 and 140 are shown

cach having two network devices, with branch 120 having
devices 122 and 124, and branch 140 having devices 142 and
144. Branches 130 and 150 are shown each respectively hav-
ing single network devices 132 and 152. Each network device
includes a data storage component that stores time-slot com-
munication schedule data respectively at 123, 125, 133, 143,
145 and 153. The central communication circuit 110 includes
data-coupling circuitry including input/output interface cir-
cuits (orports) 112,113, 114 and 115 (and, e.g., interconnects
within the circuit 110), a data-logic circuit 116 that forwards
data according to both a communication schedule stored at
117 and protocol data stored at 118. The central communica-
tion circuit 110 also includes an input configured port 119
designated for receiving configuration data (e.g., from an
external source) including communication schedule data
(and, e.g., protocol data) for commumnicating with the respec-
tive network devices.

The data-logic circuit 116 assesses schedule data received
via the configuration port to vernily that the recerved data
complies with protocol data stored at 118. If the recerved
schedule data complies with protocol data stored at 118, the
data-logic circuit 116 stores the data at 117 and uses the data
for communication over the network branches 120, 130, 140
and 150. For example, the data-logic circuit 116 may replace
stored configuration data with the recerved (and evaluated)
configuration data, when the data 1s 1n compliance with the
protocol data stored at 118.

In some embodiments, one or more of the network devices
evaluates recertved communication schedule data against
stored protocol data. Accordingly, some or all semantic
checking can be carried out at the one or more network
devices. In such embodiments, referring to network device
122 by way of example, the protocol data 1s stored at data
storage component 123. When time slot schedule data 1s
recetved via the central communication circuit 110, the net-
work device uses the stored protocol data to evaluate the time
slot schedule data. Based on the evaluation indicating that the
data 1s proper, the network device 122 also stores the time slot
schedule data at data storage component 123 and uses the
stored time slot schedule data to communicate over the
branch 120 and with the central communication circuit 110.

In this context, one or more of the network devices and the
central communication circuit 110 in FIG. 1, each of which
may be implemented separately or with another device in
accordance with different embodiments, automatically deter-
mines whether recerved scheduling data i1s proper. This
approach facilitates robust implementation and, for example,
modification that may occur 1n the field. For instance, when
implemented as an in-vehicle network, the apparatus and
system 100 (one or more components thereot) autonomously
ensure that recerved communication schedule data 1s 1n com-
pliance with the protocol. This approach i1s usetful, for
example, to ensure that new scheduling information as may
be provided by an automotive service technician or via
another source (e.g., remote download to a vehicle via the
Internet) complies with the protocol, prior to implementation.

In some embodiments, the network devices 122 and 124
store time slot data at 123 and 125 that assign the respective
devices to communicate during different (e.g., mutually
exclusive)
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time slots on the network branch 120. Each device 122 and
124 also 1ncludes a microcontroller that accesses the stored
time slot data and an put/output port through which the
microcontroller communicates with the branch 120 (e.g., a
two-wire common wired-based pathway) 1n accordance with
the time slot data. The microcontrollers evaluate received
scheduling data and, based on the evaluation, implement the
received data for communicating accordingly.

In some embodiments, the central communication circuit
110 communicates time slot communication schedule data to
one or more of the respective network devices (e.g., 122),
based upon the evaluated communication schedule. The one
or more of the network devices recerving the communicated
time-slot communication schedule being configured and
arranged to store and use the received time-slot communica-
tion schedule to communicate data to another one of the
network devices, via the central communication circuit 110.
In some implementations, each of the one or more network
devices further evaluates the recetved time-slot communica-
tion schedule using stored protocol data to ensure compliance
therewith, prior to using the received time-slot communica-
tion schedule to commumnicate data. This approach may be
helptul, for example, to ensure that the recerved time-slot
communication has not been corrupted, and that the central
communication circuit 110 has provided an appropriate
schedule (e.g., where the central communication circuit may
communication different schedules specifically tailored for
cach network device).

FIG. 2 shows another apparatus 200 for communication
using verified communication schedules, in accordance with
another example embodiment of the present invention. The
apparatus may, for example, be implemented with one or
more of the network components as shown in FIG. 1 (e.g., as
or in the central commumnication circuit 110). The apparatus
200 includes a stored communication schedule/configuration
data 210 and stored protocol data 220 that 1s used, at 230, via
built-in intelligence to semantically check the communica-
tion schedule for compliance with data-forwarding require-
ments specified in the protocol/semantic data. If the check
passes at block 240, the communication schedule/configura-
tion data stored at 210 1s used to start communication at block
250. If the check fails at block 240, an alert 1s generated and
provided via output 242, and the stored communication
schedule/configuration data 210 1s not used to forward data.
In some 1nstances, communication schedule data 1s checked
before 1t 1s stored. In other 1instances, communication sched-
ule data 1s reverted to a previous version, and used to com-
municate until new communication schedule data 1s received
and checked positively.

FIG. 3 shows a flow diagram for communicating using,
verified communication schedules, 1in accordance with
another example embodiment of the present invention. The
diagram shown 1n FIG. 3 1s amenable for use with time-based
communications from a plurality of different network devices
connected to wired network links, and each network device 1s
assigned to communicate during different time slots within a
communication cycle. This example embodiment 1s dis-
cussed 1n this context.

At block 310, configuration data specilying a communica-
tion schedule by which the time-based communications are to
be effected 1s recerved. At block 320, communication proto-
col data 1s retrieved and, at block 330, the communication
protocol data 1s used to evaluate the communication schedule
in the configuration data. If the evaluation indicates that the
communication schedule complies with the protocol at block
340, the communication schedule 1s used at block 350 for
communicating time-based communications between the
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plurality of network devices. In some instances, this commu-
nication involves storing the communication schedule at
block 350 in a location accessible for use 1n effecting the
time-based communications.

I1 the evaluation 1ndicates that the communication sched-
ule fails to comply with the protocol at block 340, an error
message 1s generated and output at block 360 to alert of the
tailure. The communication schedule 1s not used to commu-
nicate data between the network devices, such as by not
storing the data and/or reverting to a previous communication
schedule.

In some implementations, the communication protocol
schedule 1s recerved and evaluated on a network device con-
nected between two other network devices on a common
wired network link. In another implementation, the commu-
nication protocol schedule 1s received and evaluated at a
central communication circuit that forwards data between
network devices on different branches according to the
recerved communication schedule.

In some implementations, the approach shown 1n FIG. 3 1s
carried out1n part at a central communication node connected
to respective network branches, in which error-indicative
communications are not forwarded to other branches. Insome
embodiments, a central network component as discussed
herein assesses communications recerved along various net-
work branches from devices connected to the branches. When
a communication 1s assessed to be error-indicative, the central
network component does not forward the communication to
other branches and also drives the originating branch from
which the communication 1s received to ensure that other
network devices on the same branch do not accept/process the
communication. This approach can be carried out, for
example, to ensure that those devices on the originating
branch that may receive the communication 1n an error-free
condition do not update, accept and/or process the commu-
nication. With respect to automotive applications, this
approach can ensure that safety-related communications,
such as those involved in communication from a braking
system, are distributed consistently to different network com-
ponents.

Another more particular example embodiment 1s directed
to an apparatus including a central network component that
confines errors within a branch 1n which the error has origi-
nated, and within a time slot during which the branch accesses
the central network component. As consistent with the above
discussion, this confinement may involve forwarding data
from such a branch during time slots not designated as being
error-indicative, while not forwarding data from one or more
time slots designated as error-indicative. This approach facili-
tates continued communications with non-faulty nodes on a
branch in which the fault has originated, while mitigating
communications from faulty nodes. This communication
approach can be effected without knowledge or 1dentification
of a particular node from which the faulty communication 1s
provided, using an understanding that each node communi-
cates during a designated time slot or slots. In some 1mple-
mentations, the central network component collects and ana-
lyzes error statistics to determine whether time slots are to be
designated as being error-indicative, such as by using a multi-
dimensional table as discussed further herein.

Still another embodiment 1s directed to an apparatus
employing two or more of the above referenced-aspects
together. In one implementation, such an apparatus operates
to evaluate recerved communications schedules against pro-
tocol data, and to also drive against branches via which com-
munications are received according to a validated communi-
cation schedule, when an error-indicative communication 1s
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received on the branch. In another implementation, such an
apparatus operates to evaluate received communications
schedules against protocol data, and to also evaluate time
slots at which communications are received for errors, based
on a validated communication schedule; when a time slot 1s
determined to be in error, communications received over a
network branch and on the time slot are not forwarded/pro-
cessed while communications received on the network
branch during different time slots are forwarded/processed.
In another implementation, an apparatus operates to drive
against branches when an error-indicative communication 1s
recetved on the branch, and also evaluates time slots at which
communications are received over the branch for errors, and
actively 1gnores (e.g., does not forward and/or process) data
received during time slots indicative as having an error.

Based upon the above discussion and illustrations, those
skilled 1n the art will readily recognize that various modifi-
cations and changes may be made to the present invention
without strictly following the exemplary embodiments and
applications illustrated and described herein. For example,
various approaches may be used to ensure that incoming
scheduling data complies with an appropnate protocol. In
addition, one or more components of the various apparatuses
and systems described herein may be implemented separately
or together, 1n accordance with one or more example embodi-
ments. Such modifications do not depart from the true spirit
and scope of the present invention, including that set forth 1n
the following claims.

What 1s claimed 1s:

1. An apparatus comprising:

a wired network 1ncluding a plurality of network branches
cach having a common wire-based pathway;

a plurality of network devices connected to the network
branches;

a plurality of time-slot communication schedules respec-
tively stored and accessible by each of the network
devices, the plurality of time-slot communication sched-
ules designating time slots during which each network
device 1s assigned to communicate over one of the plu-
rality of network branches; and

a central communication circuit having
data-coupling circuitry configured and arranged for

communicatively coupling data between the central

communication circuit and each of the plurality of

network devices through respective ones of the plu-

rality of network branches,

data-logic circuitry configured and arranged to,

using stored communication protocol data, evaluate
received configuration data speciiying a communi-
cation schedule by which the data-logic circuitry 1s
to couple the data between the central communica-
tion circuit and the plurality of network devices,

in response to the evaluation indicating that the com-
munication schedule does not comply with the
stored communication protocol data, generate and
communicate an output indicative of the non-com-
pliance, and

in response to the evaluation indicating that the com-
munication schedule complies with the stored
communication protocol data, store and use the
communication schedule to forward communica-
tions that are recerved from network devices to
other of the network devices via the data-coupling
circuitry, according to time slots specified in the
stored communication schedule.
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2. The apparatus of claim 1, wherein

the communication protocol data 1s data that identifies

semantics of the protocol, and
cach of the network devices stores the communication
protocol data, including protocol semantic data, and 1s
configured and arranged to communicate via the wired
network using one of the time-slot commumnication
schedules.
3. The apparatus of claim 1, wherein each of the network
devices stores the communication protocol data and 1s con-
figured and arranged to
evaluate one of the stored time-slot communication sched-
ules using the stored communication protocol data, and

in response to the evaluation indicating that the evaluated
stored time-slot communication schedule complies with
the communication protocol data, communicate via the
wired network using the evaluated time-slot communi-
cation schedule.
4. The apparatus of claim 1, wherein the data-logic cir-
cuitry 1s configured and arranged to transmit time-slot com-
munication schedules to the plurality of network devices,
cach time-slot communication schedule being based upon the
evaluated communication schedule, each of the plurality of
network devices being configured and arranged to store and
use the transmitted time-slot communication schedules to
communicate data to another one of the network devices, via
the central communication circuit.
5. The apparatus of claim 4, wherein each of the network
devices stores the communication protocol data and 1s con-
figured and arranged to
evaluate the transmitted time-slot communication sched-
ules using the stored communication protocol data, and

in response to the evaluation indicating that the transmaitted
time-slot communication schedule complies with the
communication protocol data, communicate via the
wired network using the transmitted time-slot commu-
nication schedule.

6. The apparatus of claim 1, wherein the network devices in
cach branch are directly coupled to the common wire-based
pathway and communicate on the wire-based pathway during
mutually exclusive time slots, the communication schedule
speciiying the time slots over which each network device 1s to
communicate 1n each of the branches, and via which the
central communication circuit 1s to forward data on each of
the branches.

7. The apparatus of claim 1, wherein the central commu-
nication circuit includes a plurality of input/output ports con-
nected to and for communicating over the respective network
branches, including a dedicated port for recerving configura-
tion data, the dedicated port being communicatively coupled
to the data-logic circuitry and communicatively uncoupled
from the data coupling circuitry.

8. The apparatus of claim 1, wherein each network device
includes a microcontroller and an input/output port through
which the microcontroller communicates with the common
wire-based pathway and the central communication circuit.

9. The apparatus of claim 1, wherein the data-logic cir-
cuitry 1s configured and arranged to replace stored configu-
ration data with the evaluated configuration data, 1n response
to the evaluation indicating that the communication schedule
complies with the stored communication protocol data.

10. For use with time-based communications from a plu-
rality of different network devices, over a plurality of com-
mon wired network branches, each network device being
assigned to communicate according to stored protocol data
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and during different time slots within a communication cycle,
an apparatus comprising:

data-coupling circuitry configured and arranged for com-

municatively coupling data between the network
devices and one of the plurality of network branches;
and

data-logic circuitry configured and arranged to,

using the stored communication protocol data, evaluate
recerved configuration data specifying a communica-
tion schedule by which the data-logic circuitry 1s to
communicate data via a central communication cir-
cuit,

in response to the evaluation indicating that the commu-
nication schedule does not comply with the stored
communication protocol data, generate and commu-
nicate an output indicative of the non-compliance,
and

in response to the evaluation indicating that the commu-
nication schedule complies with the stored commu-
nication protocol data, store and use the communica-
tion schedule to communicate data between the
network devices and the central communication cir-
cuit according to time slots specified 1n the stored
communication schedule.

11. The apparatus of claim 10, further including the central
communication circuit, the central communication circuit
including the data-coupling circuitry and the data-logic cir-
cuitry, the central communication circuit being configured
and arranged with central communication schedule data to
forward communications between the network devices
according to a time slot defined in the evaluated communica-
tion schedule.

12. The apparatus of claim 10, wherein the apparatus
includes one of the plurality of network devices that includes
the data-coupling circuitry and the data-logic circuitry, the
one of the plurality of network devices being configured and
arranged to communicate via the wired network branches
according to a time slot defined in the evaluated communica-
tion schedule.

13. The apparatus of claam 10, wherein the apparatus
includes the plurality of network devices and each of the
network devices 1s configured and arranged to communicate
according to a time-slot communication schedule specific to
the network device and respectively stored and accessible by
the network device.

14. The apparatus of claim 10, further including data-
coupling circuitry configured and arranged for communica-
tively coupling data between the data-logic circuitry and the
plurality of network devices.

15. The apparatus of claim 10, further including data-
coupling circuitry configured and arranged for communica-
tively coupling data between the data-logic circuitry and the
plurality of network devices, each network device coupled to
one of a plurality of network branches.
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16. The apparatus of claim 10, wherein the data-logic cir-
cuitry 1s configured and arranged to transmit time-slot com-
munication schedules to the plurality of network devices,
cach time-slot communication schedule being based upon the
evaluated communication schedule.

17. The apparatus of claim 10, wherein the data-logic cir-
cuitry 1s configured and arranged to communicate with the
network devices on the respective wired network branches to
which the devices are coupled during mutually exclusive time
slots.

18. For use with time-based communications from a plu-
rality of different network devices, at least two of the network
devices connected to a common wired network link in which
cach network device 1s assigned to communicate during dii-
ferent time slots within a communication cycle, a method
comprising;

Using a stored communication protocol data, evaluating
received configuration data speciiying a communication
schedule by which a data-logic circuitry 1s to communi-
cate data via a central communication circuit;

in response to the evaluation indicating that the communi-
cation schedule does not comply with the stored com-
munication protocol data, generating and communicat-
ing an output indicative of the non-compliance; and

in response to the evaluation indicating that the communi-
cation schedule complies with the stored communica-
tion protocol data, storing and using the communication
schedule to communicate data between the network
devices and the central communication circuit according
to time slots specified 1n the stored communication
schedule.

19. The method of claim 18, wherein

the at least two of the network devices includes first, second
and third network devices, the second network device
being connected between the first and third network
device on the common wired network link, and

the steps of evaluating, generating and outputting, and
storing and using are carried out at the second network
device for recerving communications from the first net-

work device and forwarding the recetved communica-
tions to the third network device.

20. The method of claim 18, wherein

the plurality of network devices are connected to respective
wired network branches of an in-vehicle automotive
network, each branch being connected to the central
communication circuit, which forwards data between
network devices on different branches according to the
recetved communication schedule, and

the steps of evaluating, generating and outputting, and
storing and using are carried out at the central commu-
nication circuit for the configuration data as received via
a designated configuration port that 1s external to the
wired network.
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