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FEEDBACK-BASED SYMPTOM AND
CONDITION CORRELATION

BACKGROUND

In environments running computer systems and applica-
tions, there can exist a set of problems that can be represented
by mappings between symptoms and computer system con-
ditions that may be causing the symptoms. Such mappings
have been generated by expert users iputting known symp-
toms and known conditions that may cause those symptoms.
The mappings may then be used to suggest to users how the
computer system conditions may be changed to alleviate the
computer system symptoms.

Existing tools can facilitate collection of information from
computer systems. Additionally, some tools can use collected
information to help identily issues in computer product
design or computer code.

SUMMARY

The tools and techmiques described herein relate to com-
pilation and use of correlation information that can represent
correlations between one or more symptoms and one or more
computer conditions, such as computer settings, states, perf
counters, etc. Such correlation information may be shared
with client computer systems (which are clients of a correla-
tion information system, but may themselves be servers such
as file servers, database servers, web servers, etc.), and feed-
back data may be obtained from client systems and used to
refine the correlation mformation and/or the collection of the
teedback data.

In one embodiment, the tools and techniques can include
receiving user input at a computer system. The user mnput can
identify one or more rules. Each of the rule(s) can relate one
Or more computer system symptoms to one or more computer
system conditions. Feedback data can be recerved from client
agents running on client computer systems. The feedback
data can include data on the one or more symptoms 1n the
client computer systems for each of the one or more rules. The
teedback data can also include data on the one or more con-
ditions 1n the client computer systems for each of the one or
more rules. The feedback data can be analyzed to produce
correlation information for each of the rule(s). The correla-
tion information can quantily a degree of correlation between
the symptom(s) and the condition(s) related by each of the
rule(s). Computer support information can be derived from at
least one of the rule(s), and the support information may be
sent to computer systems such as the client computer systems.
For example, it may be determined whether analysis of the
teedback data warrants including at least one of the one or
more rules 1n a set of correlation mappings to be applied to a
set of one or more momtored computer systems. If analysis of
the feedback data warrants including at least one of the rule(s)
in the set of correlation mappings, then at least one of the
rule(s) can be included 1n the set of mappings. Additionally,
information representing the set of correlation mappings may
be transmitted to the set of one or more monitored computer
systems. Additionally, types of feedback data collected from
the client agents can be altered on the basis of the correlation
information.

This Summary 1s provided to mtroduce a selection of con-
cepts 1n a simplified form. The concepts are further described
below 1n the Detailed Description. This Summary 1s not
intended to identily key features or essential features of the
claimed subject matter, nor 1s 1t intended to be used to limait
the scope of the claimed subject matter. Similarly, the inven-
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2

tion 1s not limited to implementations that address the par-
ticular techniques, tools, environments, disadvantages, or
advantages discussed 1n the Background, the Detailed
Description, or the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic diagram of a correlation information
system.

FIG. 2 1s a block diagram of a suitable computing environ-
ment 1n which one or more of the described embodiments
may be implemented.

FIG. 3 1s a flowchart of a feedback-based symptom and
condition correlation technique.

FIG. 4 1s a flowchart of another feedback-based symptom
and condition correlation technique.

FIG. 5 1s a flowchart of yet another feedback-based symp-
tom and condition correlation technique.

DETAILED DESCRIPTION

Embodiments described herein are directed to techniques
and tools for improved generation and/or use of correlation
information that correlates computer system symptoms to
computer system conditions. Such improvements may result
from the use of various techniques and tools separately or 1n
combination.

The tools and techniques can include running distributed
content 1n client machines to monitor each machine to watch
for support 1ssues that arise or may arise in the future. Map-
pings can be used to distribute the content that helps to 1den-
tify a set of known conditions (settings, features, etc.) that
could lead to specific symptoms, such as symptoms that can
be viewed as poor behavior for the client machine (which may
be a machine that 1s acting as a server for other machines even
though the machine 1s a client of the correlation information
system). The tools and techniques described here can include
allowing mapping hypotheses to be validated against col-
lected teedback data before including the hypotheses as map-
pings 1n a set of mappings to be applied to client machines.
The correlation rules (mappings and the hypotheses) may be
analyzed to produce correlation information, whichmay be in
the form of weights for the rules.

Concepts of symptoms, conditions, symptom-condition
rules, symptom-condition hypotheses, symptom-condition
mappings, conditions, and weights will now be discussed.

A symptom 1s some behavior exhibited 1n a computer
system. A symptom may be undesirable, and can be readable
from a system or determined using instrumentation, such as
instrumentation of runming systems or management systems
that are managing running systems. For example, symptoms
may be behaviors that can be derived from event log entries.
A computer system condition 1s a measurable condition of a
computer system, such as a condition (e.g., a setting or fea-
ture) that can be modified in response to user input. There may
be correlations between the conditions and symptoms. For
example, 1t may be found that a symptom arises when condi-
tions of a computer system are changed so that a certain set of
one or more conditions are present. Likewise, it may be found
that a symptom goes away when conditions of a computer
system are changed so that a certain set of one or more
conditions are present.

A rule 1s a data representation that relates one or more
conditions to one or more symptoms, such as by specitying a
relationship between a set of condition(s) and a set of symp-
tom(s). The rule may specily the relationship 1n different
ways. For example, the rule may specily that a particular
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condition 1s present. Alternatively, a rule may specity that a
particular condition 1s not present. As yet another alternative,
a rule could specity that one of three specified conditions 1s
present. As a specific example, a rule may specily that a
symptom 1s linked to having at least three network cards,
having tcp oftloading enabled on all of them, and having them
all set 1n duplex sharing mode. Alternatively, the rule could
specily that a symptom 1s linked to having at least three
network cards, at least one of which has tcp oftloading
enabled and 1s set 1n duplex sharing mode. It the rule were
applied to a system, an alert could be raised 11 the system has
the set of conditions, as specified by the rule.

A weight 1s a value representing a quantification of a
degree of correlation between the condition(s) and
symptom(s) of a rule, as revealed from correlation data
derived from measured conditions and symptoms of client
computer systems. For example, correlation information may
include a weight that may represent a percentage of the times
when the specified symptom(s) arise at a time when the speci-
fied condition(s) also arise (e.g., 11 the conditions are settings,
the settings may be changed to match the rule and the symp-
tom(s) may arise at that time). As another example, a weight
may represent a percentage of times when the specified symp-
tom(s) and condition(s) coexist, compared to a percentage of
times when the condition(s) exist without the symptom(s)
being present.

A condition 1s a Turther qualification that can be applied to
a rule 1n determining whether the rule applies to client com-
puter systems. Such conditions can narrow the target popu-
lation of client computer systems for a rule, and can increase
the weight of the rule. For example, a condition may be that a
client system 1s running a specific software application. Also,
a condition for one rule (e.g., a mapping) may refer to another
rule (e.g., a mapping). For example, rule A may be linked to
rule B, so that rule B only applies to a computer system 11 rule
A also applies to that computer system. Thus, the weight of
rule A can be affected if, for example, it 1s found that rule B
applies to a system but rule A does not apply.

A hypothesis 1s a candidate rule, which may be provided by
user put (such as input from an expert) or found through
analysis data, or by other techniques. A hypothesis may 1ni-
tially have an ill-defined condition and may not have a weight.
A hypothesis can be validated and included as a mapping to be
applied to client computer systems 1f the inclusion 1s war-
ranted by correlation information, which can quantify
degrees of correlation between sets of symptoms and sets of
conditions. The correlation information may be produced by
analyzing information from client computer systems, includ-
ing conditions and symptoms of the client computer systems.
As an example, user mput may indicate that inclusion of a
hypothesis in the mappings 1s warranted after correlation
information for the hypothesis has been presented (e.g., on a
display). Alternatively, an automated analysis component
could validate hypotheses with weights that exceed a thresh-
old value. As a specific example, a hypothesis may specily
that 1f average 10 (calculated from perf counters) 1s greater
than 70% of the 10 Capacity (calculated from discovery/
settings), then bad transaction performance (the symptom)
will result. When this hypothesis 1s checked against data
collected from many computer systems, a weighted correla-
tion can be assigned and that weight can be continued to be
refined as the hypothesis 1s checked against additional col-
lected data.

I. Correlation Information System and Environment

FI1G. 1 1s a schematic diagram of a correlation information
system (100) 1n conjunction with which one or more of the
described embodiments may be implemented. The correla-
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tion information system (100) can include a user system
(102), which can provide user mput (104) to and receive
correlation information representations (106) from an analy-
s1s system (110). In some implementations, the user system
(102) may be the same system as the analysis system (110).

The user input may define rules (122), which may include
hypotheses (124) and mappings (126). The rules (122) can
cach link one or more conditions to one or more symptoms
according to one or more conditions or criteria. The rules can
be accessed and/or maintained by the analysis system (110).
The analysis system can produce correlation information
(120), which can include the rules (122) themselves, and may
also include additional information such as weights (128) for
the rules (122).

The analysis system (110) can provide runnable content
(130) to client systems (140) to instruct the client systems
(140) on how to collect information from the client systems
(140). The runnable content (130) may also include addi-
tional information, such as computer system support nfor-
mation, which could include instructions for applying map-
pings (126) in the client systems to raise alerts, provide
suggested changes, etc. The client systems (140) may include
various different types of computer systems such as systems
that are single physical and/or virtual machines, systems that
are groups of physical and/or virtual machines, etc. As used
herein, a computer system includes one or more computers,
and may also include one or more other devices such as
network and/or storage devices that are configured to deliver
a service. A computer includes a processor and memory, and
may also include other features, such as other features of the
computing environment discussed below with reference to
FIG. 2. The computer(s) and device(s) in the computer system
can be physical and/or virtual. The client systems (140) can
run agents (142), which may be software modules that can
determine symptoms (144) and conditions (146) of the client
systems (140) upon which they are running and/or symptoms
and conditions of other related client systems (140). For
example, an agent (142) running on a server that 1s managing
multiple machines may collect symptoms and conditions for
cach of the managed machines and/or for an overall environ-
ment being managed. The agent (142) may collect data in any
of various ways. For example, an agent (142) may monitor the
client system (140) periodically (e.g., every 4 to 8 hours), and
may collect and transmit only symptoms and conditions that
have changed since the agent (142) last monitored the client
system (140).

The client systems (140) can send the collected feedback
data (150) to a data store (160). The analysis system (110) can
access the data store (160) to analyze the collected feedback
data (150), such as to produce correlation information (120)
(e.g., weights for the rules (122)).

A. Defiming, Validating and Applying Mappings

Retferring still to FIG. 1, the techniques and tools described
herein may include the analysis system (110) maintaining a
database of the rules (122) that link symptoms (144) to com-
puter system conditions (146), wherein the conditions can be
fixable 1n response to user mput, such as user mput provided
at the client systems (140), configuration changes 1n the client
systems (140), etc.

In starting the correlation information system (100), the
conditions (146), symptoms (144) and their relationships can
be defined intherules (122), which can start out as hypotheses
(124). The hypotheses (124) and corresponding weights
(128) can be analyzed using the collected feedback data (150)
to determine whether the weights (128) of the hypotheses
(124) warrant including each hypothesis (124) in the map-
pings (126) to be applied to the clients systems (140). This
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determination may include receiving user input (104) after
correlation information representations (106) for the hypoth-
eses (124) have been presented on the user system (102).
Alternatively, the determination may be made 1n a more auto-
mated way, such as by automatically comparing weights
(128) of the hypotheses (124) with predetermined threshold
weights that could have been established based on user input
(104) and/or past automated analysis. If weights (128) are
above the threshold, corresponding hypotheses (124) can be
considered established, possibly after approval from user
input (104). The analysis of the hypotheses (124) may be done
using collected feedback data (150) that 1s already 1n the data
store (160), or additional data may be collected prior to ana-
lyzing the hypotheses (124) (e.g., by specifying the additional
data to be collected 1n the runnable content (130)). For
example, analysis may be performed after further data col-
lection 1 a hypothesis (124) specifies a condition (146) for
which data has not previously been collected. The hypotheses
(124) and the mappings (126) may be defined by user input
(104) (e.g., input from experts) and/or by information from
other sources.

The symptom-condition mappings (126) can be applied to
the client computer systems (140). For example, the map-
pings (126) may be used to raise alerts to symptoms (144) or
potential symptoms and/or to advise changes that would
remove the conditions (146) to which the symptoms (144) or
potential symptoms are mapped 1n the mappings (126). Each
client system (140) may apply mappings (126), collect data,
and send the collected feedback data (150) on a periodic basis
according to a set schedule, or according to some other tech-
nique. For example, data collection may be triggered by user
input, automatically triggered by an event (e.g., a new sofit-
ware application being installed or a setting being changed),
etc.

Initially, a mapping (126) may be distributed in the run-
nable content (130) to only a small number of client systems
(140) (the runnable content (130) can be different for differ-
ent client systems (140)). As the mapping (126) continues to
prove to be valid, 1its weight (128) may remain high or even
increase. It so, the particular mapping (126) may be distrib-
uted more broadly to a larger set of client systems (140). For
example, a mapping (126) may link a symptom (144) such as
slow response time to a condition (146), which may be a
configuration setting being at a given value. As the configu-
ration setting 1s altered in many client systems (140), the
response time may decrease to an acceptable time 1n those
systems (140). Each time this occurs, the mapping (126) can
have 1ts weight (128) increase 1n the correlation information.
Accordingly, the mapping (126) can be shown to be valid and
can be distributed more broadly. Additionally, 11 a weight
(128) for a mapping decreases, that mapping (126) may be
distributed to a smaller subset of the client systems (140).
Eventually, the mapping (126) may be removed from the set
of mappings (126).

B. Refinement of Mappings and Data Collection

The set of mappings (126) to be applied to the client sys-
tems (140) can be repeatedly refined by adding and/or remov-
ing symptoms (144) and/or conditions (146) from mappings
(sometimes referred to herein as removing and/or adding
condition 1tems from mappings). For example, symptoms
(144) and/or conditions (146) may be reported from other
sources (€.g., user input from non-expert users) or user input
from experts. Further, hypotheses (124) of symptom-cause
relationships can be tested against collected feedback data
(150), and the weights (128) can be adjusted and conditions
can be narrowed for the hypotheses (124) and mappings
(126).
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This refinement of the mappings (126) can be used to refine
types of data collected from the client computer systems
(140). Additionally, collected feedback data (150) can be
used 1 a knowledge loop to help facilitate future hypotheses
(124) and mappings (126).

Changes to the weights (128) and mappings (126) may
arise for various reasons. For example, new software versions
and patches may be installed 1in the client systems (140),
known best practices may change, conditions surrounding the
client computer systems (140) may change, etc. As an
example of this refinement, 1f the weight (128) of a mapping
(126) drops below a specified level, the mapping (126) may
be removed from the set of mappings (126). For example, this
removal may happen in an automated manner and/or in
response to user input (104) after weights (128) are presented
to a user as part of the correlation information representations
(106).

As the s1ze of the set of mappings (126) increases, the cost
of data collection and processing may also increase. Accord-
ingly, one or more of various pruning techniques can be used
to reduce the load on the overall correlation information
system (100). This may include removing existing mappings
(126) whose weights have dropped, as discussed above. The
load on the correlation information system (100) may also be
decreased using conditional collection of data and sampling
adjustments based on weights.

Conditional collection of data refers to avoiding collection
of data where conditions reveal that the collection may not be
useful. As noted above, the rules can be conditional (e.g., a
mapping (126) applies to a client system (140) only 11 the
system 1s running a specified version, or set of versions, of a
soltware application). Accordingly, 11 a symptom (144) or
condition (146) does not apply to any of the rules (122)
(which can include the hypotheses (124) and the validated
mappings (126)) for a specified condition, data representing
that symptom (144) or condition (146) may not be collected
unless the particular condition 1s present. For example, data
on some settings may only be collected 11 a computer system
1s running a specified software product or has a specified type
of hardware device.

As noted, sampling or collection of data for use in corre-
lation analysis by the analysis system (110) may be adjusted
based on the weights (128) of the rules (122) to reduce the
load on the correlation information system (100). For
example, if a weight (128) of a mapping (126 ) drops below a
level, the mapping (126) may be removed from the set of
mappings (126), as noted above. Additionally, collection of
conditions (146) and symptoms (144) only tied to that map-
ping (126), and not to other rules (122), may be discontinued.
As another example, 11 a rule (122) has a high enough prob-
ability of being true, the data collection from the client com-
puter systems (140) can sample for that rule (122) to be
untrue. As yet another example, 11 a rule (122) has a weight
(128) below a threshold, user mput (104) and/or automated
analysis of correlation information (120) may reveal condi-
tions under which the weight (128) 1s higher. The rule (122)
may be refined by adding those conditions to the rule. It the
symptoms (144) and/or conditions (146) were only tied to
that rule, then the client systems (140) may forego collecting
data on those symptoms (144) and/or conditions (146) unless
the conditions are present.

The load on the correlation information system (100) may
also be decreased by collecting some information on the
client systems (140) only when 1t has changed since the last
time 1information was collected. For example, the runnable
content (130) from the analysis system (110) may include
representations of rules (122). The client systems (140) can
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cach use those representations to determine which applicable
conditions (146) and symptoms (144) from those rules (122)
are present on that client system (140). Each client system
(140) may also determine which, if any, of the mappings
(126) 1s met for that client system (140). IT specified condi-
tions of a mapping (126) are met for the client system (140),
an alert may be raised. For example, an alert may be raised by
presenting the alert on the client system (140). Each client
system (140) may send to the data store (160) the collected
teedback data (150), which can include representations of
symptoms (144) and conditions (146) from the rules (122)
that have changed since collected feedback data was last sent
from the client system (140). The collected feedback data
(150) may also include alerts that were raised on the client
system. In some 1nstances, a mapping (126) may specily that
an alert 1s to be raised 1f the specified conditions (146) are
present on the client system (140), whether or not the speci-
fied symptoms (144) are also present. In other instances, a
mapping (126) may specily that an alert 1s to be raised only 1
the specified conditions (146) and the specified symptom
(144) are present on the client system (140). As another
possibility, one alert may be raised 1f the conditions (146) are
present but the symptoms (144) are not yet present, and a
different alert may be raised if the conditions (146) and the
symptoms (144) are present. Such different ways of specify-
ing alerts may be set with a global setting for all the mappings
(126) and/or on a per-mapping basis.

Accordingly, the tools and techniques can allow a user such
as an expert to use collected feedback data to test a symptom-
condition rule (122), validate the rule (122), include the rule
(122) 1n the set of mappings (126), and repeatedly weigh the
rule (122) to monitor the rule’s continued validity. This feed-
back loop can allow the set of symptom-condition mappings
(126) to continue to be monitored and refined. This refine-
ment may use input (104) from a user such as an expert, and
may also use automated analysis of collected feedback data
(150) by the analysis system.

These tools and techniques may provide benefits described
herein, such as a feedback loop that increases the value of the
mappings (126) in aiding users of the client systems (140) in
resolving symptoms (144) that arise in those client systems
(140). However, the subject matter defined 1in the appended
claims 1s not necessarily limited to the benefits described. A
particular implementation of the invention may provide all,
some, or none of the benefits described herein. Although
operations for the various techniques are described herein 1n
a particular, sequential order for the sake of presentation, 1t
should be understood that this manner of description encom-
passes rearrangements 1n the order of operations, unless a
particular ordering 1s required. For example, operations
described sequentially may 1n some cases be rearranged or
performed concurrently. Moreover, for the sake of simplicity,
tlowcharts may not show the various ways in which particular
techniques can be used in conjunction with other techniques.

Techniques described herein may be used with one or more
ol the systems described herein and/or with one or more other
systems. For example, the various procedures described
herein may be implemented with hardware or software, or a
combination of both. For example, dedicated hardware
implementations, such as application specific integrated cir-
cuits, programmable logic arrays and other hardware devices,
can be constructed to implement at least a portion of one or
more of the techniques described herein. Applications that
may include the apparatus and systems of various embodi-
ments can broadly include a variety of electronic and com-
puter systems. Techniques may be implemented using two or
more specific iterconnected hardware modules or devices
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with related control and data signals that can be communi-
cated between and through the modules, or as portions of an
application-specific integrated circuit. Additionally, the tech-
niques described herein may be implemented by software
programs executable by a computer system. As an example,
implementations can include distributed processing, compo-
nent/object distributed processing, and parallel processing.
Moreover, virtual computer system processing can be con-
structed to implement one or more of the techniques or func-
tionality, as described herein.

II. Exemplary Computing Environment

FIG. 2 illustrates a generalized example of a suitable com-
puting environment (200) in which one or more of the
described embodiments may be implemented. For example,
one or more such computing environments can be used as a
client system, analysis system, data store, and/or user system.
For example, one such environment may be used as the analy-
s1s system, the data store and the user system discussed above
with reference to FIG. 1. Alternatively, these components
could each be 1n different computing environments. Also, a
component as discussed above, such as a computer system,
could include multiple computing machines, and may include
multiple computing environments as discussed below with
reference to FIG. 2.

Generally, various different general purpose or special pur-
pose computer system configurations can be used. Examples
of well-known computer system configurations that may be
suitable for use with the tools and techniques described herein
include, but are not limited to, server farms and server clus-
ters, personal computers, server computers, hand-held or lap-
top devices, multiprocessor systems, microprocessor-based
systems, programmable consumer electronics, network PCs,
minicomputers, mainirame computers, distributed comput-
ing environments that include any of the above systems or
devices, and the like.

The computing environment (200) 1s not intended to sug-
gest any limitation as to scope of use or functionality of the
invention, as the present invention may be implemented 1n
diverse general-purpose or special-purpose computing envi-
ronments.

With reference to FIG. 2, the computing environment (200)
includes at least one processing unit (210) and at least one
memory (220). In FIG. 2, this most basic configuration (230)
1s included within a dashed line. The processing unit (210)
executes computer-executable mstructions and may be a real
or a virtual processor. In a multi-processing system, multiple
processing units execute computer-executable instructions to
increase processing power. The at least one memory (220)
may be volatile memory (e.g., registers, cache, RAM), non-
volatile memory (e.g., ROM, EEPROM, flash memory), or
some combination of the two. The at least one memory (220)

stores software (280) implementing feedback-based symp-
tom and condition correlation.

Although the various blocks of FI1G. 2 are shown with lines
for the sake of clarity, 1n reality, delineating various compo-
nents 1s not so clear and, metaphorically, the lines of FIG. 2
and the other figures discussed below would more accurately
be grey and blurred. For example, one may consider a pre-
sentation component such as a display device to be an I/O
component. Also, processors have memory. The nventors
hereof recognize that such 1s the nature of the art and reiterate
that the diagram of FIG. 2 1s merely illustrative of an exem-
plary computing device that can be used 1n connection with
one or more embodiments of the present invention. Distinc-
tion 1s not made between such categories as “workstation,”
“server,” “laptop,” “handheld device,” etc., as all are contem-
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plated within the scope of FIG. 2 and reference to “computer,”
“computing environment,” or “computing device.”

A computing environment (200) may have additional con-
figurations. In FIG. 2, the computing environment (200)
includes storage (240), one or more mput devices (250), one
or more output devices (260), and one or more communica-
tion connections (270). An mterconnection mechanism (not
shown) such as a bus, controller, or network interconnects the
components of the computing environment (200). Typically,
operating system soltware (not shown) provides an operating
environment for other software executing in the computing
environment (200), and coordinates activities of the compo-
nents of the computing environment (200).

The storage (240) may be removable or non-removable,
and may include computer-readable storage media such as
magnetic disks, magnetic tapes or cassettes, CD-ROMs, CD-
RWs, DVDs, or any other medium which can be used to store
information and which can be accessed within the computing
environment (200). The storage (240) stores 1nstructions for
the software (280).

The input device(s) (250) may be a touch input device such
as a keyboard, mouse, pen, or trackball; a voice input device;
a scanning device; a network adapter; a CD/DVD reader; or
another device that provides input to the computing environ-
ment (200). The output device(s) (260) may be a display,
printer, speaker, CD/DVD-writer, network adapter, or another
device that provides output from the computing environment
(200).

The communication connection(s) (270) enable communi-
cation over a communication medium to another computing
entity. Thus, the computing environment (200) may operate
in a networked environment using logical connections to one
or more remote computing devices, such as a personal com-
puter, a server, a router, anetwork PC, a peer device or another
common network node. The communication medium con-
veys 1nformation such as data or computer-executable
instructions or requests 1n a modulated data signal. A modu-
lated data signal 1s a signal that has one or more of its char-
acteristics set or changed 1n such a manner as to encode
information 1n the signal. By way of example, and not limi-
tation, communication media include wired or wireless tech-
niques implemented with an electrical, optical, RF, infrared,
acoustic, or other carrier.

The tools and techniques can be described in the general
context of computer-readable media, which may be storage
media or communication media. Computer-readable storage
media are any available storage media that can be accessed
within a computing environment, but the term computer-
readable storage media does not refer to propagated signals
per se. By way of example, and not limitation, with the com-
puting environment (200), computer-readable storage media
include memory (220), storage (240), and combinations of
the above.

The tools and techniques can be described in the general
context of computer-executable instructions, such as those
included 1n program modules, being executed 1n a computing
environment on a target real or virtual processor. Generally,
program modules 1nclude routines, programs, libraries,
objects, classes, components, data structures, etc. that per-
form particular tasks or implement particular abstract data
types. The functionality of the program modules may be
combined or split between program modules as desired 1n
various embodiments. Computer-executable 1nstructions for
program modules may be executed within a local or distrib-
uted computing environment. In a distributed computing,
environment, program modules may be located 1n both local
and remote computer storage media.
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For the sake of presentation, the detailed description uses
terms like “determine,” “choose,” “adjust,” and “‘operate” to
describe computer operations 1n a computing environment.
These and other similar terms are high-level abstractions for
operations performed by a computer, and should not be con-
tused with acts performed by a human being, unless perfor-
mance of an act by a human being (such as a “user”) 1s
explicitly noted. The actual computer operations correspond-
ing to these terms vary depending on the implementation.
III. Feedback-Based Symptom and Condition Correlation
Techniques

Several feedback-based symptom and condition correla-
tion techniques will now be discussed. Each of these tech-
niques can be performed 1n a computing environment. For
example, each technique may be performed 1n a computer
system that includes at least one processor and at least one
memory including instructions stored thereon that when
executed by the at least one processor cause the at least one
processor to perform the technique (one or more memories
store 1nstructions (e.g., object code), and when the
processor(s) execute(s) those instructions, the processor(s)
perform(s) the technique). Similarly, one or more computer-
readable storage media may have computer-executable
instructions embodied thereon that, when executed by at least
one processor, cause the at least one processor to perform the
technique.

Reterring to FIG. 3, a feedback-based symptom and con-
dition correlation technique will be described. The technique
can include receiving (310) user input at a computer system.
The user input can 1dentify one or more rules, and each of the
rule(s) can relate one or more computer system symptoms
and one or more computer system conditions. Feedback data
can be recerved (320) from multiple client agents running on
multiple computer systems. The feedback data can include
data on the symptom(s) in the computer system(s) for each of
the rule(s) and on the condition(s) 1n the computer system(s)
for each of the rule(s). The technique can also include ana-
lyzing (330) the feedback data to produce correlation infor-
mation for each of the rule(s). The correlation information
can quantily a degree of correlation between the symptom(s)
and the condition(s) related by each of the rule(s). For
example, the correlation mformation can include a correla-
tion weight for each of the rule(s). Computer support infor-
mation dertved from at least one of the rule(s) can be gener-
ated (340), and this support information may be made
available to computer systems such as the client systems from
which the feedback data was collected. Also, types of feed-
back data collected from the client agents can be altered (350)
based on the correlation information.

The rules can 1include one or more hypotheses and a set of
one or more correlation mappings to be applied to a set of one
or more computer systems. The technique may further
include determining whether the correlation information war-
rants including at least one of the one or more hypotheses in
the set of correlation mappings. Additionally, the technique
can include including the at least one hypothesis 1n the set of
correlation mappings 11 i1t 1s determined that the inclusion of
the at least one hypothesis 1s warranted by the feedback data.
Altering (350) may include instructing the client agents to
refrain from collecting data related to one or more rules that
have been removed from the set of one or more mappings. The
technique may include applying the correlation mapping(s) to
a set of computer systems. This application can include deter-
mining for each of these systems whether one or more of the
mappings 1s met 1n that system. The technique may include
processing an alert 1t one of the mappings 1s met 1n a system.
Processing the alert may include presenting the alert at the
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system 1n which the mapping 1s met, and/or receiving the alert
from a system 1n which the mapping 1s met. Additionally, the
technique may include refining the set of correlation map-
pings based on the correlation information.

The technique may 1nclude 1nstructing the client agents to
limit the feedback data to data the meets one or more condi-
tions. The feedback data may include one or more indications
of one or more conditions that are not present on one or more
computer systems and/or one or more conditions that are
present on one or more computer systems.

Referring now to FI1G. 4, another feedback-based symptom
and condition correlation technique will be described. The
technique can include receiving (410) feedback data from
client agents running on client computer systems. The feed-
back data can include data on one or more computer system
symptoms 1n the client computer systems for each of one or
more rules and data on one or more computer system condi-
tions 1n the client computer systems for each of the rule(s).
Each of the rule(s) can relate one or more of the conditions to
one or more ol the symptoms. The feedback data can be
analyzed (420) to produce correlation information for each of
the rule(s). Types of feedback data collected from the client
agents can be altered (430). The alteration (430) can be based
on analysis of the feedback data. Altering (430) may include
istructing the client agents to refrain from collecting data
related to one or more rules that have been removed from the
set of mappings. It can be determined (440) whether the
analysis of the feedback data warrants including at least at
least one of the one or more rules 1n a set of correlation
mappings to be applied to a set of one or more systems. If the
analysis of the feedback data does warrant including at least
one of the rule(s) in the set of correlation mappings, then at
least one of the rule(s) can be included (445) 1n the set of
correlation mappings. Information representing the set of
correlation mappings can be transmitted (450) to the set of
one or more systems.

Additionally, the set of correlation mappings may be
refined based on an analysis of addition feedback data
received from the set of one or more systems applying the set
of correlation mappings. Refining the set of correlation map-
pings may include altering a mapping by adding a computer
system condition item to the altered mapping. Refining the set
of mappings may include removing a computer system con-
dition item from an altered mapping. The refining may
include tracking correlation weights of the mappings. Also,
refining may include removing one or more mappings from
the set of correlation mappings. This removal may be based
on correlation weights of one or more removed correlation
mappings (e.g., a mapping may be removed 1f its weight
dropped below a threshold value).

Referring now to FIG. 5, yet another feedback-based
symptom and condition correlation technique will be
described. The technique can include receiving (510) user
input identifying one or more hypotheses. Each of the one or
more hypotheses can 1dentily one or more computer system
symptoms and one or more computer system settings. The
technique can also include transmitting (520) runnable con-
tent to client computer systems. The runnable content can
include instructions the when executed o a computer system
perform acts that include collecting feedback data including
data on the one or more symptoms and the one or more
settings for each of the one or more hypotheses; and trans-
mitting the feedback data to a data store. Collecting the feed-
back data may include making one or more instrumentation
measurements, such as one or more automated 1nstrumenta-
tion measurements. The feedback data can be obtained (530)
from the data store. The feedback data can be analyzed (540)
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to produce correlation information for each of the one or more
hypotheses. The correlation information can include one or
more correlation weights that each quantifies a degree of
correlation between symptom(s) and setting(s) of a hypoth-
es1s. It can be determined (550) whether analysis of the feed-
back data warrants including at least one of the one or more
hypotheses 1n a set of correlation mappings to be applied to
set of one or more monitored computer systems (which may
overlap with the monitored computer systems). The at least
one of the one or more hypotheses can be included (355) 1n
the set of correlation mappings 1t 1t 1s determined (550) that
the inclusion 1s warranted by the feedback data. Mapping
representations can be transmitted (560) to the monitored
computer systems. The mapping representations can include
instructions that when executed in the set of monmitored com-
puter systems, apply the set of correlation mappings to the
monitored computer systems. An alert can be recerved (580)
if 1t 1s determined (570) that criteria of one or more of the
mappings are met in the set ol monitored computer systems.
The set of correlation mappings can be refined (390) based on
analysis of additional feedback data recerved from the set of
monitored computer systems. Refining (590) may include
removing one or more mappings from the set of correlation
mappings. For example, a determination may be made as to
whether the analysis of the additional feedback data warrants
retiring one or more mappings from the set of correlation
mappings, 1.e., not retaining the mapping(s) as one or more
mappings or one or more hypotheses. If so, then refining
(590) the set of correlation mappings can include retiring one
or more mappings from the set. As another example, it may be
determined whether the analysis of the additional feedback
data warrants regressing one or more mappings irom the set
of correlation mappings to hypothesis status. If so, then one or
more correlation mappings can be regressed from the set of
correlation mappings to hypothesis status.

Additionally, updated runnable content can be transmuitted
(595) to the client systems. The updated runnable content can
alter types of feedback data collected from the client systems.

As a specific example of using feedback data analysis for
rules, consider an example. In this example, a rule’s accuracy
(A) can be the number of true positives divided by rule’s
sample size (S). The sample size (S) 1s the total number of
positives (S) (both false positives and true positives). A posi-
tive here 1s an instance where the condition(s) of the rule were
present. A true positive 1s an istance where the condition(s)
of the rule corresponded to the symptom(s) of the rule. A false
positive 1s an instance where the condition(s) of the rule did
not correspond to symptom(s) of the rule.

A hypothesis may be included (335) in the set of
mapping(s) when A 1s greater than a high accuracy threshold
(e.g., 90%) and S 1s greater than a sample threshold (e.g.,
1000). A hypothesis may be rejected when A 1s less than a
specified minimum value (e.g., 70%) and S 1s greater than the
sample threshold. A mapping may be removed from the set of
mappings as part of the refinement (590) by being regressed
to a hypothesis when A 1s less than a specified minimum value
(e.g., 85%) and S 1s greater than the sample threshold. A
mapping may be removed from the set of mappings as part of
the refinement (590) by being retired 11 the sample size 1n the
last cycle 1s less than a minimum cycle sample size (e.g., 5).
Accordingly, this retirement may occur when the conditions
are not 1n significant numbers occurring anymore, so that
resources need not be wasted 1n enforcing the associated
rules.

Accordingly, as changes occur over time (e.g., technology
changes, patches are deployed, usage and configuration pat-
terns change, interplay of conditions change), the rules can
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continue to run and the life cycle between hypotheses, map-
pings, and rejections/retirements can continue to repeatedly
refine the set of correlation mappings.

Although the subject matter has been described 1n lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
teatures or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

We claim:

1. A computer-implemented method, comprising:

receiving user put, the user input identifying one or more

rules, each of the one or more rules relating one or more
computer system symptoms to one or more computer
system conditions;

receiving feedback data from a plurality of client agents

running on a plurality of client computer systems, the
feedback data including data indicating presence of the
one or more symptoms in the client computer systems
for each of the one or more rules and indicating presence
of the one or more conditions in the client computer
systems for each of the one or more rules;

analyzing the feedback data to produce correlation infor-

mation for each of the one or more rules, the correlation
information quantifying a degree of correlation between
presence of the one or more symptoms and presence of
the one or more conditions related by each of the one or
more rules, the one or more rules comprising a set of one
or more correlation mappings;

generating computer support information derived from at

least one of the one or more rules;

transmitting one or more mapping representations to a set

of monitored computer systems, the one or more map-
ping representations including instructions that, when
executed 1n the set of monitored computer systems,
apply the set of one or more correlation mappings to the
set of monitored computer systems;

receiving an alert if one of the mappings 1s met 1n a moni-

tored computer system 1n the set of monitored computer
systems:

refining the set of correlation mappings, the refinement

being based on analysis of additional feedback data
received from the set of monitored computer systems;
and

altering types of feedback data collected from the plurality

of client agents, the alteration being based on the corre-
lation 1nformation.

2. The method of claim 1, wherein the one or more rules
comprise one or more hypotheses and the set of one or more
correlation mappings, and wherein the method further com-
prises determining whether the correlation information war-
rants including at least one of the one or more hypotheses in
the set of one or more correlation mappings.

3. The method of claim 2, further comprising including the
at least one of the one or more hypotheses 1n the set of one or
more correlation mappings if it 1s determined that the inclu-
sion of the at least one hypothesis 1s warranted by the feed-
back data.

4. The method of claim 2, wherein altering types of feed-
back data collected from the plurality of client agents com-
prises istructing the plurality of client agents to refrain from
collecting data related to one or more rules that have been
removed from the set of one or more mappings.

5. The method of claim 2, further comprising applying the
set of one or more correlation mappings to the set of moni-
tored computer systems, applying the set of one or more
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mappings including determining for each monitored com-
puter system 1in the set of monitored computer systems
whether one or more of the one or more mappings 1s met in
that monitored computer system.

6. The method of claim 1, further comprising processing
the alert.

7. The method of claim 1, wherein the refinement 1s based
on the correlation information.

8. The method of claim 1, wherein the feedback data com-
prises one or more indications of one or more conditions that
are not present on one or more computer systems.

9. The method of claim 1, further comprising mstructing,
the client agents to limit the feedback data to data that meets
one or more conditions.

10. The method of claim 1, wherein the correlation infor-
mation comprises a correlation weight for each of the one or
more rules.

11. A computer system comprising:

at least one processor; and

at least one memory including instructions stored thereon

that when executed by the at least one processor cause

the at least one processor to perform acts comprising:

receiving feedback data from a plurality of client agents
running on a plurality of client computer systems, the
teedback data including data indicating presence of
one or more computer system symptoms 1n the client
computer systems for each of one or more rules and
data indicating presence of one or more computer
system conditions 1n the client computer systems for
each of the one or more rules, each of the one or more
rules relating one or more of the conditions to one or
more of the symptoms;

analyzing the feedback data to produce correlation
information for each of the one or more rules, the
correlation information quantifying a degree of cor-
relation between presence of the one or more symp-
toms and presence of the one or more conditions
related by each of the one or more rules;

altering types of feedback data collected from the plu-
rality of client agents, the alteration being based on
analysis of the feedback data received from the client
agents;

determining whether the analysis of the feedback data
warrants including at least one of the one or more
rules 1n a set of correlation mappings to be applied to
a set of one or more monitored computer systems;

if the analysis of the feedback data warrants including at
least one of the one or more rules 1n the set of corre-
lation mappings, then including the at least one of the
one or more rules 1n the set of correlation mappings;
and

transmitting mapping representations to the set of one or
more monitored computer systems, the mapping rep-
resentations including instructions that, when
executed 1n the set of one or more momtored com-
puter systems, apply the set of correlation mappings
to the one or more monitored computer systems;

receiving an alert i criteria of one or more of the map-
pings 1s met 1n the set of monitored computer systems;
and

refining the set of correlation mappings, the refinement
being based on analysis of additional feedback data
received from the set of one or more monitored com-
puter systems.
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12. The computer system of claim 11, wherein refining the
set of correlation mappings comprises altering a mapping by
adding a computer system condition item to the altered map-
ping.

13. The computer system of claim 11, wherein refiming the
set of correlation mappings comprises altering a mapping by
removing a computer system condition item from the altered
mapping.

14. The computer system of claim 11, wherein refiming the
set of correlation mappings comprises tracking correlation
weights of the correlation mappings.

15. The computer system of claim 11, wherein refiming the
set of correlation mappings comprises removing one or more
correlation mappings from the set of correlation mappings,
the removal of the one or more correlation mappings being
based on one or more correlation weights of the one or more
removed correlation mappings.

16. The computer system of claim 11, wherein altering
types of feedback data collected from the plurality of client
agents comprises instructing the plurality of client agents to
refrain from collecting data related to one or more rules that
have been removed from the set of mappings.

17. One or more computer-readable storage media having
computer-executable instructions embodied thereon that,
when executed by at least one processor, cause the atleast one
processor to perform acts comprising:

receiving user input identifying one or more hypotheses,

cach of the one or more hypotheses relating one or more
computer system symptoms to one or more computer
system settings;

transmitting to client computer systems a first set of run-

nable content comprising instructions that when
executed on a computer system performs acts compris-
ng:
collecting feedback data including data indicating pres-
ence of the one or more symptoms and the one or more
settings for each of the one or more hypotheses, col-
lecting the feedback data comprising making one or
more 1nstrumentation measurements; and
transmitting the feedback data to a data store;
obtaining the feedback data from the data store;
analyzing the feedback data to produce correlation infor-
mation for each of the one or more hypotheses, the
correlation information including one or more correla-
tion weights that each quantily a degree of correlation
between presence of one or more symptoms and pres-
ence ol one or more computer system settings of a
hypothesis;
determining that analysis of the feedback data warrants
including at least one of the one or more hypotheses 1n a
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set of correlation mappings to be applied to a set of one
or more monitored computer systems;

including the at least one of the one or more hypotheses 1n

the set of correlation mappings in response to the deter-
mination that the inclusion 1s warranted by the feedback
data;
transmitting mapping representations to the monitored
computer systems, the mapping representations includ-
ing instructions that, when executed 1n the set of moni-
tored computer systems, apply the set of correlation
mappings to the monitored computer systems;

recerving an alert 1f criteria of one or more of the mappings
1s met 1n the set of monitored computer systems;

refining the set of correlation mappings, the refinement
being based on analysis of additional feedback data
received from the set of monitored computer systems;
and

transmitting a second set of runnable content to the client

systems, the second set of runnable content altering
types ol feedback data collected from the client systems.

18. The one or more computer-readable storage media of
claim 17, wherein refiming the set of correlation mappings
COmprises:

determining that the analysis of the additional feedback

data warrants retiring one or more mappings from the set
of correlation mappings; and

in response to determining that the analysis of the addi-

tional feedback data warranting retiring one or more
mappings from the set of correlation mappings, retiring
one or more mappings from the set of correlation map-
pIngs.

19. The one or more computer-readable storage media of
claim 17, wherein refiming the set of correlation mappings
COmMprises:

determining that the analysis of the additional feedback

data warrants changing one or more mappings from the
set of correlation mappings to hypothesis status; and
in response to determining that the analysis of the addi-
tional feedback data warrants changing one or more
mappings irom the set of correlation mappings to
hypothesis status, changing the one or more mappings
from the set of correlation mappings to hypothesis sta-
tus.

20. The one or more computer-readable storage media of
claim 17, wherein the second set of runnable content com-
prises one or more instructions nstructing the client systems
to refrain from collecting data related to one or more rules that
have been removed from the set of correlation mappings.
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