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METHOD OF TRANSMISSION OF
ENCRYPTED DOCUMENTS FROM AN
EMAIL APPLICATION

CROSS-REFERENC,

L1l

The present application relies on U.S. Provisional Appli-
cation No. 61/325,792, filed on Apr. 19, 2010, for priority,
which 1s hereby incorporated herein by reference.

FIELD OF THE INVENTION

The present specification 1s directed to enabling improved
methods and systems for emailing encrypted attachments
using, for example, an email application or any software
application conforming to one or more email protocols. More
specifically, embodiments of the present specification are

designed to help service professionals comply with certain
privacy requirements, or best practices standards, with
respect to client communications.

BACKGROUND OF THE INVENTION

Conventionally, attachments, such as Microsolt Word®,
Microsoit Powerpomnt®, Microsoit Excel®, text, images,
spreadsheets, presentations, or other documents, are securely
transmitted via an email application, such as Microsoit Out-
look®, using one of two methods.

The first method relies on an encryption program inte-
grated with the email application itself. Conventionally, a
user 1nitiates an email program, creates an email, associates
an attachment with the email, and causes the email program to
transmit the email, with the associated attachment, to an
intended recipient. Prior to transmission, the encryption pro-
gram integrated with the email application encrypts the email,
along with the attachment, and sends the encrypted email to
the mntended recipient. To access the encrypted email, the
intended recipient must have a key, associated with the email
sender that enables the decryption of the encrypted email.
This method has several disadvantages. First, although 1t
permits a user to encrypt an email transmission efficiently, it
requires the recipient to have the same encryption program
integrated with the email application. Second, the encryption
of the third party or integrated encryption program may be
less effective than using the encryption feature of the appli-
cation which the user used to originally create the attachment.
Third, once the email 1s decrypted, the attachment can be
saved and 1s no longer subject to encryption, leaving the
attachment unprotected at the recipient’s computer.

In another available encryption method an attachment 1s
converted from its original format 1nto an encrypted PDF file
betfore transmission. However, this prevents a recipient from
directly editing the data contained in the attachment, and as a
result, also inhibits efficient collaboration between users.

The second method uses the encryption feature of the
application which the user used to originally create the attach-
ment, but 1s far more time consuming. Here, a user first
encrypts the attachment using the originating application and
assigns the encrypted attachment a password. The password,
if pre-stored, has to be retrieved from yet another application.
The user then opens the email program, creates an email,
associates an encrypted attachment with the email, and causes
the email program to transmit the email, with the associated
encrypted attachment, to an intended recipient. The user then
prepares and sends a subsequent email containing the pass-
word to open the encrypted attachment to the intended recipi-
ent. This method, while addressing some of the deficiencies
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cited above, 1s cumbersome and requires the user to sepa-
rately encrypt an attachment 1n one application and compose
multiple emails. In addition, this process 1s manual and 1s thus
prone to data entry errors (1.e. possibility of a mistyped pass-
word 1n a subsequent e-mail), “lost” or “forgotten” password
errors, 1n which case even the sender may not be able to open
the encrypted document.

It would be desirable to enable an encryption system that a)
enables a user to send encrypted attachments rapidly and
cificiently, b) uses the built-in encryption feature of applica-
tions used to create attachments, and also retains the original
format of the attachments, ¢) does not require a user to prepare
multiple emails, d) does not require the recipient to have the
specific encryption program utilized by the sender, and )
climinates the possibility of “lost” or “forgotten™ passwords
rendering the original document 1naccessible.

SUMMARY OF THE INVENTION

In an embodiment, the present invention provides a method
for transmission of encrypted email attachments by using an
email application.

In one embodiment, the present invention provides a
method for transmitting encrypted email attachments using,
an email application, the method comprising the steps of a)
generating an interface that accepts, from a user, an 1nput
designating a file to attach to an email; b) generating an
interface that accepts, from a user, an 1nput designating an
encryption option from among a plurality of encryption
options; ¢) based upon said input designating an encryption
option, causing an application to encrypt the designated file;
d) attaching the encrypted file to the email; ¢) transmitting the
email and the encrypted file attached thereto to at least one
recipient email address using the email application; and 1)
automatically transmitting a second email containing at least
one password to the at least one recipient email address using
the email application, wherein the password 1s adapted to be
used to decrypt the encrypted attachment.

In one embodiment, the plurality of encryption options
comprises an encryption option prompting the user to selec-
tively protect one of a plurality of selected files. In another
embodiment, the plurality of encryption options comprises an
encryption option prompting the user to establish a specific
password for encrypting and/or decrypting the designated
file. In yet another embodiment, the plurality of encryption
options comprises an encryption option prompting the user to
set a predefined number of digits of the user’s social security
number as a password for encrypting and/or decrypting the
designated file. In yet another embodiment, the plurality of
encryption options comprise an encryption option prompting
the user to set a password pre-assigned to a corresponding
recipient address, wherein the password 1s adapted to be used
for encrypting and/or decrypting the designated file. In still
another embodiment, the plurality of encryption options
comprise an encryption option prompting the user to set a
randomly generated password for encrypting and/or decrypt-
ing the designated file.

In one embodiment, the user generates a list comprising a
plurality of passwords and recipient addresses, wherein at
least one password 1s assigned to each recipient address and
wherein the list 1s used to select a password for encrypting
and/or decrypting the designated file.

In one embodiment, the user 1s presented with an option of
storing the encrypted designated file at a selected location.

In another embodiment, the step of attaching the encrypted
attachment with the first, prepared email comprises adding a
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standard text to the email, the standard text conveying an
encrypted status of the email attachment to a recipient.

In one embodiment, the second email comprises at least
one password corresponding to each encrypted designated
file. In one embodiment, transmitting the second email com-
prises prompting the user to delete one or more recipient
addresses from the second email and wherein the second
email requires at least one recipient address for successiul
transmission.

In one embodiment, the method of the present invention
turther comprises storing a log for maintaining an audit trail
ol each encrypted designated file, wherein the log comprises
a name of the file, a location where the file 1s saved, a sender
name, a recipient name, and one or more passwords with
respect to each designated file.

In one embodiment, the method of the present invention
turther comprises encrypting said email and forming said
encrypted email 1nto an attachment that 1s transmaitted with
the first email message. In an embodiment, the method of the
present invention further comprises encrypting said email and
forming said encrypted email into an attachment that 1s trans-
mitted with an automatically generated email message.

In another embodiment, the present invention 1s a method
for transmitting an encrypted email using an email applica-
tion, the method comprising the steps of a) a user opening an
email program and composing an email message; b) gener-
ating an 1interface within the email program that presents
encryption options to a user; ¢) accepting, from a user, an
input designating that the content of the email message 1s
converted mto a predefined format; d) encrypting the email
message using an application that corresponds to the pre-
defined format; ) erasing the original text of the email mes-
sage Irom the email body; 1) attaching the encrypted email

message to an automatically generated email message; g)
transmitting the encrypted email message attachment along,
with the automatically generated email message; and h) gen-
crating an interface that presents the user with an option to
compose and transmit a subsequent email with a password.

In another embodiment, the method further includes the
step of composing and transmitting a subsequent email mes-
sage with a password, which 1s used to decrypt the original
email message. In yet another embodiment, the method fur-
ther includes the step of composing and transmitting a sub-
sequent email message with a password hint.

In yet another embodiment, the present mvention 1s a
method for transmitting an encrypted email and associated
attachments using an email application, the method compris-
ing the steps of: a) a user opening an email program and
composing an email message; b) generating an interface that
accepts, from a user, an input designating a file to attach to an
email; ¢) generating an interface that accepts, from a user, an
input designating an encryption option from among a plural-
ity of encryption options; d) based upon said input designat-
Ing an encryption option, causing an application to encrypt
the designated file; €) generating an interface that accepts,
from a user, an input designating that the content of the email
message 1s converted 1nto a predefined format, wherein the
email message 1s encrypted using the application that corre-
sponds to the predefined format and that original text of the
email message 1s erased from the email body; 1) attaching the
encrypted email message and attached files to an automati-
cally generated email message; g) transmitting the encrypted
email message attachment and encrypted attachments along
with the automatically generated email message to at least
one recipient email address using the email application; and
h) generating an interface that presents the user with an option
to compose and transmit a subsequent email with a password.
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In another embodiment, the method further includes the
step of composing and transmitting a subsequent email mes-
sage with a password, which 1s used to decrypt the original
email message. In yet another embodiment, the method fur-
ther includes the step of composing and transmitting a sub-
sequent email message with a password hint.

The aforementioned and other embodiments of the present
shall be described in greater depth in the drawings and
detailed description provided below.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the present
invention will be appreciated, as they become better under-
stood by reference to the following detailed description when
considered 1n connection with the accompanying drawings,
wherein:

FIG. 1A 1s a flow diagram illustrating a method for trans-
mission of encrypted email attachments, 1n accordance with
an embodiment of the present invention;

FIG. 1B 1s a flow diagram illustrating a method for trans-
mission of encrypted email messages, 1n accordance with an
embodiment of the present invention; and

FIG. 2 illustrates an exemplary user interface, 1 accor-
dance with an embodiment of the present invention.

DETAILED DESCRIPTION OF THE DRAWINGS

The present invention 1s directed to enabling improved
methods and systems for emailing encrypted emails and/or
attachments using, for example, an email application or any
soltware application conforming to one or more email proto-
cols. More specifically, embodiments of the present invention
are designed to service professionals comply with certain
privacy requirements, or best practices standards, with
respect to client communications. In one embodiment, the
present invention 1s directed towards enabling improved
methods and systems for emailing encrypted emails and
attachments by certified public accountants (CPAs) to help
CPAs comply with certain recommendations of “Generally
Accepted Privacy Principles™ promulgated by the American
Institute of Public Accountants and to service legal profes-
sionals who need a convenient method of encrypting attach-
ments to email.

More particularly, the present invention 1s directed towards
an email platform. The platform enables users to transmit
¢-mails 1 the form of encrypted attachments and/or
encrypted attachments using an email application through a
single, or limited number, of dialog boxes presented in the
email application. The attachments are encrypted, without
turther user action, using the encryption feature of the appli-
cation which created the attachment.

The present invention 1s directed towards multiple embodi-
ments. The following disclosure 1s provided in order to enable
a person having ordinary skill 1n the art to practice the mven-
tion. Language used 1n this specification should not be inter-
preted as a general disavowal of any one specific embodiment
or used to limit the claims beyond the meaning of the terms
used therein. The general principles defined herein may be
applied to other embodiments and applications without
departing from the spirit and scope of the invention. Also, the
terminology and phraseology used 1s for the purpose of
describing exemplary embodiments and should not be con-
sidered limiting. Thus, the present invention 1s to be accorded
the widest scope encompassing numerous alternatives, modi-
fications and equivalents consistent with the principles and
teatures disclosed. For purpose of clarity, details relating to
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technical material that 1s known 1n the technical fields related
to the 1nvention have not been described 1n detail so as not to
unnecessarily obscure the present invention.

One of ordinary skill 1n the art would appreciate that the
methods described herein are effectuated by software appli-
cation or programmatic instructions stored on a computer
readable medium and executed by at least one processor. The
computing device comprising the computer readable medium
and processor can be any type of communication device,
including a computer, server, mobile phone, gateway, laptop,
desktop computer, netbook, personal data assistant, or any
other device capable of accessing a cellular, Internet, TCP/IP,
Ethernet, Bluetooth, wired, or wireless network. While the
programmatic instructions enabling the processes described
herein can be programmed using any programming language,
in one embodiment, the Java or C++ programming language
1s used.

FIG. 1A 1s a flow diagram illustrating a method for trans-
mission of encrypted email attachments, 1n accordance with
an embodiment of the present invention. Referring to FIG.
1A, a process flow 101 defining the actions caused by execu-
tion of a plurality of programmatic instructions is provided. In
one embodiment, an email application, such as Microsoit
Outlook®, 1s initiated or opened by a user at step 110. Using
conventional means, a user creates or composes a first email
at step 120. In step 130, the user indicates to the email pro-
gram that an attachment needs to be associated with the first
email.

In one embodiment, the application proactively informs a
user of the option of attaching a file using the software func-
tionality described herein. For example, the application dis-
plays a message informing the user “Remember to use the
automatic password protection service 1f you wish to encrypt
your attachments™. In one embodiment, this message appears
once, even 1f the user has multiple files to attach to the first
email. In another embodiment, a user indicates to the email
program a desire to activate the automatic password protec-
tion service described herein using an icon, button, menu
option, or other display element integrated into the email
program.

If a user so selects, the email application presents, in one or
more dialog boxes, a plurality of encryption options at step
140, one of which includes setting a specific password for the
decryption of the attachment. In one embodiment, the appli-
cation proactively offers a user the option to use the last 4
digits of the client’s social security number or Employer 1D
number as the password. After the user selects one or more
options, including setting a specific password for the decryp-
tion of the attachment, the email application causes a third
party application, specifically the application which origi-
nated the attachment, such as Microsoft Word®, Microsoft
Excel®, Microsoit Powerpoint®, or any other presentation,
word processing, PDF file creating, accounting, database,
CAD file creating, image creating or spreadsheet applica-
tions, to encrypt the attachment 150 using the encryption
feature of that application in accordance with the options
selected by the user.

In one embodiment, the application provides an option to
the user of encrypting the body of the email along with the
attachments. In step 152, and as described with respect to
FIG. 1B below (steps 135, 145, and 155), the email message
itsell 1s optionally encrypted by converting the e-mail mes-
sage mto an encrypted attachment and attaching the email
attachment to an automated message along with the other
attachments.

Once encrypted, the attachment(s) 1s/are associated with
either the first unencrypted email or an automatically gener-
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6

ated message (if the first email 1s converted into an encrypted
attachment) and transmitted by the email application at step
160. Thus, in one embodiment, the e-mail 1s an automated
message 1i the original e-mail message 1s encrypted. In
another embodiment, the e-mail 1s the original message from
user to recipient.

The email application then presents an option at step 162 to
automatically compose (or create) a second, subsequent
email providing the recipient with a password needed to
decrypt the encrypted attachment(s) at step 170. In one
embodiment, the second, subsequent email contains a mes-
sage that provides the recipient with a password hint (1.e.
“your password 1s the last four digits of your SSN”’). One of
ordinary skill 1n the art should appreciate that the transmis-
s10n of the decrypting password can be sent before or after the
transmission of the email with encrypted attachment.

FIG. 1B 1s a flow diagram illustrating a method for the
transmission of an email message as an encrypted attachment,
in accordance with an embodiment of the present invention.
Referring to FI1G. 1B, a process tflow 100 defining the actions
caused by execution of a plurality of programmatic mstruc-
tions, 1n accordance with an embodiment of the present inven-
tion, 1s provided. In one embodiment, an email application,
such as Microsoft Outlook®, 1s 1initiated or opened by a user
at step 103.

Using conventional means, a user initiates the creation of a
first email at step 115. In one embodiment, the application
proactively informs a user of the option of encrypting the first
email and converting the first email message nto an
encrypted attachment and associated automatically generated
¢-mail message using the soitware functionality described
herein. The first email message may be converted into a
predefined format such as a Microsoit Word® file or a PDF
file before encryption and attachment. In one embodiment, a
user may be asked to choose a format for encrypting the email
out of a list of predefined formats. For example, the applica-
tion displays a message informing the user “The email will be
converted to a Word file before encryption and would be sent
to the recipient as an attachment to an automated mail mes-
sage’”.

In one embodiment, a user indicates to the email program
a desire to activate the automatic password protection service
described herein using an 1con, button, or other display ele-
ment integrated into the email program. If a user so selects,
the email application presents, 1n one or more dialog boxes, a
plurality of encryption options at step 125, one of which
includes setting a specific password for the decryption of the
email. In one embodiment, the application proactively offers
a user the option to use the last 4 digits of the recipient’s social
security number or Employer 1D number as the password.
After the user selects one or more encryption options, includ-
ing setting a specific password for the decryption of the first
email, the email application converts the contents of the first
email into a predefined format such as a Microsoit Word® file
or a PDF file and deletes the message from the email body at
step 135 and causes the respective third party application 1.e.
Microsoit Word®, or PDF file creating application, to encrypt
the converted first email at step 145 using the encryption
feature of that application 1n accordance with the options
selected by the user.

The encrypted first email 1s then attached to an automati-
cally generated email at step 155 wherein the address of
recipients are the same as those entered by the user 1n the first
email before encryption. In one embodiment, the subject of
the automatically generated email 1s the same as that entered
by the user 1n the original email before encryption. Also, in
one embodiment, the body of the automatically generated
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email contains predefined text such as ‘Please see attached
encrypted file for obtaiming content of this email’. The auto-
matically generated email containing the encrypted attach-
ment 1s then transmitted by the email application at step 165.
The email application then presents an option at step 170 to 5
automatically compose and transmit a second, subsequent
email which provides the recipient with a password needed to
decrypt the encrypted attachment at step 175. In one embodi-
ment, the second, subsequent email contains a message that
provides the recipient with a password hint (1.e. “your pass- 10
word 1s the last four digits of your SSN”’). One of ordinary
skill 1n the art should appreciate that the transmission of the
decrypting password can be sent before or after the transmis-
sion of the email with encrypted attachment.

In one embodiment, 1t should be noted that once decrypted, 15
the recipient can disassemble the email attachment and rein-
corporate 1t back into a reply email to include the original text.

FIG. 2 1illustrates an exemplary user interface, in accor-
dance with an embodiment of the present invention. Referring
to FIG. 2, an exemplary dialog box 200 1s presented. The 20
dialog box, or user interface, 1s integrated into the email
application and 1s automatically displayed each time a file 1s
attached to an email or 1s mitiated by clicking a button on the
email application to call up the interface. It should be appre-
ciated that the options described herein can be presented 1n 25
one interface or dialog box or multiple interfaces/dialog
boxes. In one embodiment, dialog box 200 comprises a plu-
rality of encryption options, including an option to password
protect all attachments 205, password protect original files
215, use a speciiic password already pre-assigned to the des- 30
ignated recipient 225, use a pre-designated password 2435
selected from a list 295, use a randomly generated password
235, amessage area 265 that describes information and error
conditions, an option to remember preferences 2535, a submut
icon 275 (causes the email to be sent with or without encryp- 35
tion) and cancel 1con 285 (causes no email to be sent). In one
embodiment, the error conditions, such as no attachments,
unsupported file types, or attachments that are already pro-
tected, are managed by the email application while the dialog,
box 1s open, thereby informing the user of errors in real-time. 40

The option to password protect all attachments provides
users with an ability to selectively protect one or several of
multiple attachments attached to an email. The option to use
a specific password already pre-assigned to the designated
recipient 225, use a pre-designated password 245 selected 45
from a list 295, or use a randomly generated password 2335
enables a user to conveniently manage multiple passwords
that can be recipient specific. More specifically, 1n one
embodiment, a user establishes a recipient password list, each
customized to a specific recipient, thereby enabling recipients 50
to conveniently access encrypted files using specialized, tai-
lored passwords. In one embodiment, the application proac-
tively oflers a user the option to use a selection of digits, such
as the last 4 digits, of the client’s social security number or
Employer ID number as the password. In another embodi- 55
ment, a user can select an option to randomly generate a
password 235 and then have that randomly generated pass-
word associated with the recipient or attachment in the pass-
word list 295. The mterface displays the recipient’s name in
association with the predefined, randomly generated, or pre- 60
assigned password.

In one embodiment, the present invention provides a user
with the option to create and store a custom password list.
Specifically, within a database structure, a password list can
be formed and stored that relates a legal entity’s name (such 65
as an 1individual person, company, partnership, trust or other
entity) with an email address and a social security number or
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FEIN, or a portion thereof. In one embodiment, the structure
1s stored 1n memory as a spreadsheet and then imported nto
the software program as required. In another embodiment, a
list 1s generated using a native export feature 1n an email,
address or contact program to create an excel (CSV ortab)file
containing contacts, which, when exported, 1s properly for-
matted for use in the software of the present invention, includ-
ing the addition of new columns for a social security number,
FEIN, or custom password.

The password list preferably provides a user with the abil-
ity to assign at least one, and preferably two or more, pass-
words for each recipient, including a primary password and a
secondary password. The primary password 1s typically the
one used when communicating solely with the recipient, 1.e.
the first 4 digits of the social security number. The secondary
password 1s typically used when the recipient 1s one of several
recipients 1n an email and 1s typically a password shared by a
group, such as a group of executives at a client company.
Accordingly, the recipient may have zero, one, two, or more
passwords assigned in the password list. In one embodiment,
a user has the option to automatically assign passwords to
clients made up of the last 4 digits of SSN or FEIN. In another
embodiment, a user has the option to assign an alternate
custom password up to 8 characters, instead of just 4 digits.

In one embodiment, when a new contact 1s added to an
email program, the soiftware will automatically ask if the
contact 1s to be added to a password file or database structure.
It should be appreciated that, in a network environment, the
password file can reside on a local computer, only on a central
server, or on both a local and remote computer.

In another embodiment, the custom password list can con-
tain passwords for individuals that are not clients as well. It
should further be appreciated that a user 1s not limited to using
a contact list in the password file, therefore if a contact 1s not
listed 1n the password file, a user will still be able to create a
password (random or custom) for an individual contact.
While this user-created password does not appear 1n the pass-
word file from the outset, 1t can be added subsequently by a
user actively or through a periodic maintenance process that
periodically updates the password file for any new contacts
added. Further, the password can be added automatically or
by user’s consent via a prompt, to the existing password file at
the time of creation.

It should be appreciated that, 11 no password protection 1s
selected and a user selects “OK”, the email will be sent
without password protecting the attachments and in a con-
ventional manner. Selecting checkbox 215 causes a password
to be applied to the original files in the drait unsent email. In
one embodiment, password selection area 295 1s grayed out
until the password protection option 205 1s selected. In one
embodiment, the application searches a database to relate a
recipient name or email address to a stored password 1n rela-
tion to the recipient name or email address. In one embodi-
ment, the pre-assigned recipient password 1s selected by
default. In one embodiment, if there are multiple recipients,
the software will offer to use the password assigned to the first
recipient from the password file. If the first recipient does not
appear 1n the password file, the user can proceed to create a
new password.

The attachment can be saved in the email only, or in the
original folder from where file was first retrieved, or 1n
another folder on the user’s computer (including a “new”
folder), or 1n a data folder set up by the email application. A
user can define the saving mode proactively or establish a
default saving mode. The interface further enables an attach-
ment to be saved by modifying a pre-established file name to
add a predefined suilix, metadata, or file 1dentifier, such as the
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words “AutoPW protected on XXXXXXXX (DATE)”. Pret-
erably, upon creation of the encrypted attachment or sending
of the email with the encrypted attachment, a log 1s saved to
local or remote memory. The log maintains an audit trail of
files that were assigned passwords. The log would contain the
file name, location where saved, sender name, recipient name,
and password.

In one embodiment, a user performs some or all of the

tollowing steps to use the method of the present invention:

The user prepares an email and attaches one or more files;

The user presses a “send” icon;

An 1interface for establishing a plurality of encryption
options 1s shown eirther automatically upon sending the
email or by actively pressing a button;

The user activates an icon for “Password-protect my
attachments” (1f the user does not activate the password-
protect icon, and “OK” 1s pressed, then an email 1s sent
without password protection, and optionally 1n one
embodiment after reconfirmation that the e-mail and the
attachment(s) will not be protected/encrypted);

If the user activates an 1con for “Password-protect my
attachments”, then an interface 1s displayed with icons
for designating what kind of password would be used,
¢.g. custom passwords or random passwords;

The user designates what kind of password should be used;

An interface 1s displayed with check boxes next to a list of
all the attachments and a header saying “Check the
attachments to which you wish to assign the password”;

If the file format for any password-selected attachment 1s
not supported, the application will notily the user at the
bottom of the attachment list in the message section;

If no attachment 1s found, the application will notify the
user at the bottom of the attachment list 1n the message
section by stating “If you forgot to attach a file, please
press cancel, attach the missing file to your email mes-
sage and start the application again.”;

The user checks the boxes next to the attachments requiring,
protection;

If an attachment 1s already password protected, the appli-
cation will notify the user at the bottom of the attachment
list 1n the message section by stating ““The following
attachments were found to be previously encrypted. If
you wish to password-protect these attachments using
the application, you will need to un-encrypt these files
prior to attaching them to your email.”

The user presses OK to send the email with encrypted
attachments;

The email application causes the third party application
which originated the attachment to apply its internal
encryption feature to encrypt the attachments;

The third party application causes the encrypted attach-
ment to be saved 1n accordance with the user-selected
options;

The email program then attaches the encrypted attachment
to the emaail;

The email program then displays a message saying “Pass-
word assigned: XXXXXX (you may want to make a
note of the password)™;

The email program causes another message to be dis-
played, stating “Your attachments have been encrypted
and saved to your email. Would you like to save the
encrypted file on your computer?” The user 1s offered a
checkbox for “Yes” and a checkbox for “No’’;

If user checks “No”, then an interface 1s displayed stating
“Press OK and return to the email application to send
your email’;
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If user checks “Yes”, then an interface 1s displayed provid-
ing a plurality of options, including saving file in the
original folder from where file was first retrieved, saving
the file 1n a default folder, or saving the file 1n another
location. In one embodiment, when user checks one of
the three boxes and presses OK, the files are saved 1n a
conventional manner and optionally assigned the same
file name as the original file with an added extension
indicative of password protection;

Upon completion, the standard email application interface
1s displayed, which shows the body of the email, to
which the user can then add or edit text and send the
message when ready; 1 one embodiment, a standard
paragraph 1s automatically added below the signature
line explaining that the email attachment 1s encrypted 1n
accordance with the firm’s Privacy Policy, and referring
to one or more guidelines, rules, or other standards with
which the email complies.

The email application automatically generates a second
email with the same subject as in the original email but
preceded by a password notification, wherein the pass-
word 1s listed 1n the text of the email and the email 1s
automatically sent to one or more of the email addresses
that were included on the original email (including cc’s
and bce’s). In one embodiment, the user 1s prompted to
delete any email addresses that user does not want to
notity of the password. In one embodiment, the user has
the option of pre-designating email recipients who
should, and should not, receitve the password; in one
embodiment, a standard paragraph 1s automatically
added below the signature line explaining that the email
attachment 1s encrypted 1n accordance with the firm’s
Privacy Policy, and referring to one or more guidelines,
rules, or other standards to which the email complies. In
another embodiment, the user 1s prompted to change any
email address (for example 11 the user wishes to send the
password notification to an alternate email address
belonging to the recipient for added security).

T'he user then causes the second email to be transmitted.

T'he system stores a log and maintains an audit trail of file
attachments that were encrypted. The log would contain
the filename, location where saved, sender name, recipi-
ent name, and passwords.

The above examples are merely 1illustrative of the many

applications of the system of present imvention. Although
only a few embodiments of the present invention have been
described herein, 1t should be understood that the present
invention might be embodied in many other specific forms
without departing from the spirit or scope of the mvention.
Theretore, the present examples and embodiments are to be
considered as 1llustrative and not restrictive, and the invention
may be modified within the scope of the appended claims.

We claim:
1. A method for transmitting encrypted email attachments

using an email application, the method comprising:

a. generating an interface that accepts, from a user, an input
indicating that an encryption process should be applied
to a drafted email, having a message body and a file
attached thereto, prior to transmission;

b. generating an interface that accepts, from the user, an

input designating an encryption option from among a
plurality of encryption options;

c. based upon said input designating an encryption option
and based upon a format of said file, causing a separate
application to encrypt said file, wherein said separate
application 1s at least one of a word processing applica-
tion, a spreadsheet application, or a presentation appli-
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cation and wherein said encryption option 1s invoked by,
and within, said separate application;

d. attaching the encrypted file to the email;

¢. encrypting text inputted by said user in said message
body;

f. erasing text inputted by said user 1n the message body;

g, attaching the encrypted message body to the email;

h. transmitting the email with the encrypted message body
and the encrypted file attached thereto to at least one
recipient email address using the email application; and

1. automatically transmitting a second email containing an
indication of a password to the at least one recipient
email address using the email application, wherein the
password 1s adapted to be used to decrypt the encrypted
attachment.

2. The method of claim 1 wherein the plurality of encryp-
tion options comprise an encryption option prompting the
user to selectively protect one of a plurality of selected files.

3. The method of claim 1 wherein the plurality of encryp-
tion options comprise an encryption option prompting the
user to establish a specific password for encrypting and/or
decrypting the designated file.

4. The method of claim 1 wherein the plurality of encryp-
tion options comprise an encryption option prompting the
user to set a predefined number of digits of the user’s social
security number as a password for encrypting and/or decrypt-
ing the designated file.

5. The method of claim 1 wherein the plurality of encryp-
tion options comprise an encryption option prompting the
user to set a password pre-assigned to a corresponding recipi-
ent address, wherein the password 1s adapted to be used for
encrypting and/or decrypting the designated file.

6. The method of claim 1 wherein the plurality of encryp-
tion options comprise an encryption option prompting the
user to set a randomly generated password for encrypting
and/or decrypting the designated file.

7. The method of claim 1 further comprising prompting the
user to generate a list comprising a plurality of passwords and
recipient addresses, wherein at least one password 1s assigned
to each recipient address, wherein a separate password hint

may be assigned to each such password, and wherein the list
1s used to select a password for encrypting and/or decrypting
the designated file.

8. The method of claim 1 further comprising presenting the
user with an option of storing the encrypted designated file at
a selected location.

9. The method of claim 1 wherein the step of attaching the
encrypted attachment to the email comprises adding a stan-
dard text to the email, the standard text conveying an
encrypted status of the email attachment to a recipient.

10. The method of claim 1 wherein the second email com-
prises a hint indicating the password corresponding to each
encrypted file.

11. The method of claim 1 wherein transmitting the second
email comprises prompting the user to delete one or more
recipient addresses from the second email and wherein the
second email requires at least one recipient address for suc-
cessiul transmission.

12. The method of claim 1 further comprising storing a log
for maintaining an audit trail of each encrypted designated
file, wherein the log comprises a name of the file, a location
where the file 1s saved, a sender name, a recipient name, and
one or more passwords with respect to each designated file.

13. A method for transmitting an encrypted email using an
email application, the method comprising the steps of:
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a. generating an interface through which a user 1s able to
indicate that an encryption process should be applied to
a drafted email, having a message body with text therein,
prior to transmission;

b. generating an interface within the email program that
presents encryption options to the user;

c. accepts, from the user, an input designating that the
content of the email message 1s to be converted nto a
predefined format;

d. based upon said predefined format, encrypting the email
message using a separate application that corresponds to
the predefined format, wherein said separate application
1s at least one of a word processing application, a spread-
sheet application, or a presentation application and
wherein said encryption 1s imnvoked by, and within, said
separate application;

. erasing the text of the email from the message body;

f. attaching the encrypted email message to an automati-

cally generated email message;

g transmitting the encrypted email message along with the
encrypted email message attachment; and

h. generating an interface that presents the user with an

option to compose and transmit a subsequent email with
a password or password hint.

14. The method of claim 13 further including the step of
transmitting a subsequent email message with a password,
which 1s used to decrypt the original email message.

15. A method for transmitting an encrypted email and
associated attachments using an email application, the
method comprising the steps of:

a. generating an interface through which a user may 1ndi-
cate that a drafted email, having a message body with
content therein and a file attached thereto, should be
encrypted prior to transmission;

b. generating an interface that displays a plurality of
encryption options;

c. generating an interface that accepts, from the user, an
input designating an encryption option from among the
plurality of encryption options;

d. based upon said input designating an encryption option
and based upon a format of said file, causing a separate
application to encrypt said file, wherein said separate
application 1s at least one of a word processing applica-
tion, a spreadsheet application, or a presentation appli-
cation and wherein said encryption option 1s invoked by,
and within, said separate application;

¢. generating an interface that accepts, from the user, an
input designating that the content of the body of the
email message 1s to be converted into a predefined for-
mat, wherein the content of the body of the email mes-
sage 15 encrypted using the application that corresponds
to the predefined format and the content of the body of
the email message 1s erased from the email;

f. attaching the encrypted content from the body of the
email and the encrypted file to an automatically gener-
ated email;

g. transmitting the automatically generated email with the
encrypted content from the body of the email and the
encrypted file to at least one recipient email address
using the email application; and

h. generating an interface that presents the user with an
option to compose and transmit a subsequent email with
a password or password hint.

16. The method of claim 15 further including the step of

transmitting a subsequent email message with a password,
which 1s used to decrypt the original email message.
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17. The method of claim 15 further including the step of
transmitting a subsequent email with a password hint.
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