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METHOD AND A SYSTEM FOR A SECURE
EXECUTION OF WORKFLOW TASKS OF A
WORKFLOW IN A DECENTRALIZED
WORKFLOW SYSTEM

CLAIM OF PRIORITY

The present patent application 1s a continuation of and

claims the benefit of priority under 35 U.S.C. §120 to U.S.
patent application Ser. No. 12/758,264, filedon Apr. 12, 2010,
which claims the priority benefit o the filing date of European
Application (EPO) No. 09290331.9 filed May 7, 2009, the
benefit of priority of each of which 1s claimed hereby, and
cach of which are incorporated by reference herein in 1ts
entirety.

TECHNICAL FIELD

This description relates to basic security issues of work-
flow systems, particularly in terms of authenticity and integ-
rity protection of workflow information and sequence.

BACKGROUND

Deployment of cross-organizational applications 1s
becoming a norm in recent years. One key reason for this may
be because of the impact of pervasive adoption and usage of
the imnternet. Furthermore, there seem to be growing needs for
organizations to cooperate and collaborate, for mutual busi-
ness gain, for example, or sometimes even to share resources
to achieve various common goals. The advancement of dis-
tributed computing technologies, such as service-oriented
and grid computing enables quicker and wider deployment of
cross-organizational applications than before.

In today’s business world, one major challenge for an
enterprise 1s the need for agility 1n order to survive in very
competitive business environments characterized by fast-
paced market development, increased time-to-market pres-
sure and shortened product life-cycles. Forming a business
alliance with appropriate business partners 1s a commeon strat-
egy Tor an enterprise to stay ahead of competitors by offering
a one-stop solution or a complete service package to 1ts cus-
tomers. In such an environment, cross-enterprise applica-
tions, such as inter-orgamzational worktlow management
systems, play a key role for executing business processes
among business partners 1n a timely and automated manner.

An inter-organizational workflow management system 1s
used to model and control the execution of processes 1nvolv-
ing a combination of manual and automated activities
between different organizations. Such a workilow manage-
ment system can be either centralized or decentralized. The
decentralized workflow management system 1s usually pre-
terred because of its scalability, and the heterogeneous and
autonomous nature of inter-organizational interactions.

In a centralized workiflow system, there exists a single
worktlow management engine that 1s responsible for distrib-
uting tasks to appropriate execution agents. The central work-
flow engine also ensures the specified task dependencies by
sending tasks to the respective execution agents only when all
requisite conditions are satisiied.

In a decentralized workflow system, on the other hand, a
central workflow engine only sends the entire workilow to a
first execution agent and recerves the final output from the last
execution agent 1n the worktlow. The workflow control 1n this
case 1s localized, 1n the sense that each execution agent in the
workilow 1s responsible not only for executing an assigned
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task, but also needs to evaluate the following task dependen-
cies and forward the remaining workilow to the next execu-
tion agent.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings,

FIG. 1 graphically shows a workflow of a business travel
planning process;

FIG. 2 shows different examples of worktlow namespaces
and patterns 1n workflow signatures, based on the business
travel planning workflow shown in FIG. 1;

FIG. 3 shows schematically the workiflow signature
scheme as 1t can be used 1n a possible example embodiment of
the proposed method or system:;

FIG. 4 shows an architectural overview of a decentralized
workflow system as a simplified version of the workilow
shown 1n FIG. 1;

FIG. 5 shows a table indicating a task-based public-private
key set for each execution agent imvolved 1n the workilow
shown 1n FIG. 4.

FIG. 6 shows a flowchart of a possible workflow 1nitializa-
tion process performed by one possible example embodiment
ol a proposed central workflow engine;

FIG. 7 shows a flowchart of a possible example embodi-
ment of the proposed method.

DETAILED DESCRIPTION

Most security related existing work in workilow systems
focuses on various access control aspects of worktlow sys-
tems, such as access control modeling, temporal authoriza-
tion, workflow constraints and so forth. However, there seems
to be very small amount of work that examines basic security
1ssues of worktlow systems, particularly 1n terms of authen-
ticity and integrity protection of workilow information and
sequence. Current proposals usually assume the existence of
appropriate complementary security mechanisms and infra-
structures that can prove authenticity and integrity of work-
flow information.

In a centralized workilow setting, it seems relatively easy
to ensure authenticity and itegrity of workflow information,
assuming each execution agent shares some secret informa-
tion with the central workilow engine 1n the form of a pass-
word, for example. This 1s because transmission of workilow
information between two execution agents must go through
the central workilow engine, which in turn, can act as a trusted
authority that authenticates an execution agent and checks the
integrity of the information based on a shared secret value.

On the other hand, 1n a decentralized workilow setting,
workflow information 1s forwarded from one execution agent
to another execution agent 1n a decentralized and more tlex-
ible way without going through the central worktlow engine.
Therefore, 1t seems 1nevitable that public key cryptographic
techniques, and hence some sort of public key infrastructures,
are required to provide security features such as data authen-
ticity and integrity. A simple but rather naive solution may be
as the following. Assuming that each execution agent pos-
sesses a public-private key pair certified by a trusted author-
1ity. Worktlow information transmitted between two execution
agents can then be digitally signed using the relevant signing
key to prove origin and to detect any unauthorized modifica-
tion of the workilow information. However, one major deficit
of this approach 1s that it does not protect the anonymity of
execution agents. The protection of the anonymity 1s an
essential feature for coping with conflict of 1nterests among
competing organizations. Furthermore, 1t 1s good practice to
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grant a subject access to required objects only during the
execution of the specified task. This 1s essential to synchro-
nize the authorization flow with the corresponding worktlow.
This also implies that from a cryptographic key management
perspective, keys should be associated and synchromized with
an authorization flow. That means that access to a key should
only be granted during the execution of a respective task. This
cannot be achieved by using the aforementioned naive
approach.

In one general aspect, a method for a secure execution of
workilow tasks of a workflow to be executed according to a
given execution pattern in a decentralized worktlow system
with a central workiflow engine mitiating the worktlow and a
plurality of task execution agents 1s proposed. Thereby, the
central worktflow engine and each task execution agent may
own a long-term public-private key pair, respectively, which
1s used for distributing respective task-based public-private
key pairs which 1n turn are used to protect workilow informa-
tion. According to the proposed method, the task-based pub-
lic-private keys are produced using a worktlow signature
scheme. The proposed method comprises, starting at an 1’th
execution agent which is selected by at least one preceding
execution agent 1 accord with the execution pattern to per-
form an 1’th task of the workflow, at least the following
operations:

receiving, {rom the at least one preceding execution agent
via a secure channel, a task-based private key, which 1s gen-
crated by the at least one preceding execution agent;

signing worktlow information of the workflow for at least
one subsequent execution agent with a workilow signature,
the workflow signature being computed using the workilow
signature scheme by taking as mput at least the task-based
private key which 1s generated by the at least one preceding,
execution agent;

selecting at least one appropriate subsequent execution
agent;

computing a task-based private key for the at least one
subsequent execution agent wherein the task-based private
key 1s computed using cryptographic system parameters and
a workflow i1dentifier assigned to the subsequent execution
agent;

forwarding to the at least one subsequent execution agent
the worktlow mformation with 1ts associated workilow sig-
nature, the cryptographic system parameters and the task-
based private key for the at least one subsequent execution
agent through a secure channel which 1s generally established
using the long-term private key of the 1°th execution agent.

Generally, the workilow signature scheme also requires
cryptographic system parameters which are provided by the
central worktlow engine. The central workiflow engine gen-
crally generates those cryptographic system parameters.
Those cryptographic system parameters are generally passed
over from one execution agent to one or more subsequent
execution agents in accord with the execution pattern. That
means that a first execution agent which has to execute a first
worktlow task of the worktlow generally receives the crypto-
graphic system parameters directly from the central workflow
engine and forwards those cryptographic system parameters
turther to at least one subsequent execution agent which has
to execute a worktlow task subsequent to the first workilow
task. Generally, at least a respective part of the cryptographic
system parameters 1s used, by the 1’th execution agent, to
compute the workflow signature and the task-based private
key, respectively.

The worktlow 1dentifier assigned to the subsequent execu-
tion agent reflects the subsequent execution agent’s position
and logical integration 1n the worktlow.
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4

In the context of the present disclosure, the wording “one
preceding execution agent” stands for an execution agent
which executes a task, according to the underlying worktlow,
prior to the task which 1s executed by the 1’th execution agent.

According to another aspect, the method comprises, start-
ing at the first execution agent of the workilow which 1s
selected by the central worktlow engine 1n accord with the
execution pattern to perform a first task of the worktlow, at
least following operations:

receving, Irom the central workilow engine via a secure
channel, a task-based private key, and generally also the cryp-
tographic system parameters generally required for the work-
flow signature scheme which both, the system parameters and
the task-based private key generally being generated by the
central workilow engine,

signing workflow information of the worktlow for at least

one subsequent execution agent with a workilow si1gna-
ture, the worktlow signature being computed using the
worktlow signature scheme by taking as input at least the
task-based private key of the first execution agent,
selecting at least one appropriate subsequent execution
agent;

computing a task-based private key for the at least one
subsequent execution agent wherein the task-based private
key 1s computed using a workilow 1dentifier assigned to the
subsequent execution agent, the worktlow identifier assigned
to the subsequent execution agent retlecting the subsequent
execution agent’s position and logical integration in the
workflow; and

forwarding to the at least one subsequent execution agent
the workflow mnformation and 1ts associated workflow signa-
ture, the system parameters and the task-based private key for
the at least one subsequent execution agent through a secure
channel which 1s generally established using the long-term
private key of the first execution agent.

The computation of the task-based private key generally
also requires usage of the cryptographic system parameters.

The proposed method generally proposes a novel applica-
tion of hierarchical identity-based cryptography 1n decentral-
1zed worktlow systems. The concept of hierarchical 1dentity-
based cryptography 1s further described 1n documents “C.
Gentry and A. Silverberg. Hierarchical ID-based cryptogra-
phy. InY. Zheng, editor, Advances 1n Cryptology—Proceed-
ings of ASIACRYPT 2002, pages 548 to 566. Springer-Ver-
lag LNCS 2501, December 2002 and “J. Horvitz and B.
Lynn. Towards hierarchical identity-based encryption. In L.
R. Knudsen, editor. Advances in Cryptology—Proceedings
of EUROCRYPT 2002, pages 466 to 481. Springer-Verlag
LNCS 2332, May 2002”.

According to the method described herein, the concept of
workflow signatures 1s introduced in order to capture security
properties required for workilow systems. As will be
explained 1n more detail below, hierarchical 1dentity-based
signatures are transformed into decentralized worktlow sig-
natures, which in turn, can be used to protect integrity of
decentralized worktlow information and to provide proois of
workilow executions 1n a natural way.

Furthermore, according to the proposed method, task-
based keys are 1ssued dynamically, in the sense that they can
be generated after the associated execution agents have been
selected at run-time.

Moreover, the concept of multi-key hierarchical 1dentity-
based signatures as further described in document “H. W. Lim
and E. G. Paterson. Multi-key hierarchical i1dentity-based
signatures. In S. D. Galbraith, editor, Proceedings of the 117
IMA International Conference on Cryptography and Coding
(IMA 2007), pages 384-402. Springer-Verlag, LNCS 4887,
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December 20077 can be adapted naturally to reflect a more
complex decentralized workilow containing multiple
branches, for example, as a result of join/split relations.

Generally, a workflow comprises a set of tasks and the
associated task dependencies that control the coordination
among these tasks. In a decentralized inter-organizational
workilow, execution agents are usually different, autonomous
distributed systems, and evaluations of task dependencies are
performed by the execution agents without relying on a cen-
tral workflow engine.

In the following it will be further described how worktlow
signatures as mtroduced according to the proposed method
can be used 1n decentralized workilow systems to authenti-
cate execution agents, protect workflow integrity, and provide
proofs of commitment for a task execution and proois of
compliance with the corresponding workflow sequence. Fur-
thermore, 1t can be shown that such workflow signatures also
serve to preserve the anonymity of execution agents within a
workilow when necessary.

Further details on decentralized workflow systems can be
found in document “V. Atluri, S. A. Chun, and P. Mazzolena.
Chinese wall security for decentralized workilow manage-
ment systems. Journal of Computer Security, 12(6):799-840,
December 2004”” and a more thorough discussion of security
requirements for workflow systems 1s available in document
“V. Atluri. Security for workflow systems. Information Secu-
rity Technical Report, 6(2):59-68, 2001,

For better understanding, 1n the following, basic concepts
ol hierarchical identity-based cryptography and 1ts signature
primitive 1s described. Furthermore, the concept of multi-key
hierarchical i1dentity-based signatures is brietly discussed.
Subsequent to these explanations, the concept of worktlow
signatures as used according to the proposed method 1s 1ntro-
duced and 1t 1s further explained how hierarchical identity-
based signatures can be turned into workilow signatures.

In hierarchical identity-based cryptography (HIBC), 1t 1s
assumed that entities can be arranged in a tree structure. There
exists the root private key generator (PKG) at the top of the
tree, at level 0. Each entity has an identifier. The 1dentifier of
an entity 1s a concatenation of node identifiers in the path from
the root of the tree to the node associated with that entity. For
instance, the identifier of an entity at level t 1s the concatena-
tion of node identifiers id,, . . . , id, in which each id, €{0,1}.
The concatenation of node identifiers 1d,, . . . 1d, 1s denoted by
identifier ID,. The entity with identifier ID, has an ancestor at
level 1 with 1dentifier ID=1d,, . . . 1d, for 1=1<t. The enfity’s
parent 1s the node with 1dentifier ID,_, and its children are all
the nodes with identifiers of the form ID,_,=d,, .. .,1d,1d,, ;.

An enftity’s public key can then be computed on-the-fly
based on 1ts i1dentifier and some pre-defined, cryptographic
system parameters which 1s one major advantage of identity-
based cryptography. The corresponding private key 1s 1ssued
by the entity’s parent. In other words, entities at one level are
trusted to 1ssue private keys to entities immediately below
them 1n the tree. For example, the root PKG, at level O,
produces private keys for entities at level 1, who 1n turn act as
PKGs and 1ssue private keys for entities at level 2, and so on.
The public-private key pair of the entity with identifier ID, 1s
represented by (P, S)). It 1s to be noted that all entities within
the same hierarchy share the same set of system parameters.

Informally, a hierarchical 1dentity-based signature scheme
allows an entity within a hierarchy, with identifier 1D, to
generate a signature on a message M, by taking as mput 1ts
private key S, the message M and the relevant system param-
cters. Any entity may verily the validity of the signature using
the signed message M, the signer’s identifier 1D, and the
system parameters as mput.
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As indicated by Lim and Paterson, see also document “H.
W. Lim and K. G. Paterson. Multi-key hierarchical identity-
based signatures. In S. D. Galbraith, editor, Proceedings of
the 117 IMA International Conference on Cryptography and
Coding (IMA 2007), pages 384-402. Springer-Verlag LNCS
4887, December 20077, a hierarchical signature scheme can
be extended to accommodate multi-key signatures. A multi-
key hierarchical signature scheme 1s used to produce a single
signature on a selected message using a set of signing keys.
This primitive 1s usetul for applications in which each user
owns multiple 1dentifiers and thus possesses a set of corre-
sponding private or signing keys. These identifiers may be
located at arbitrary positions in the corresponding hierarchy.
When a user generates a signature on a message, he uses a
subset of his private keys for signing. It 1s to be noted that a
multi-key hierarchical signature scheme works 1dentically as
a standard hierarchical signature scheme when taking as input
only one private key for signing. One example application of
multi-key hierarchical signatures 1s that in role-based access
control, a user may possess more than one role within an
organization. The user’s multiple roles, 1n turn, can be speci-
fied as 1dentifiers 1n hierarchical identity-based cryptography,
and the corresponding private keys can then be used for
s1gning access requests.

According to the proposed method the concept of work-
flow signatures 1s used for addressing basic security 1ssues of
workflow systems, particularly 1n terms of authenticity and
integrity protection of workiflow mformation and sequence.
Furthermore, workilow signatures can be used as electronic
evidence for providing that a workilow 1s compliant with
some predefined workflow task dependencies and policies. In
the following i1t will be shown how multi-key hierarchical
signatures can be adopted 1n decentralized worktlow systems
as workilow signatures as introduced according to the pro-
posed method. Furthermore, 1t will be shown how multi-key
hierarchical signatures can be adopted 1n decentralized work-
flow systems to cope with various workilow sequence pat-
terns that take into consideration conjunctions and disjunc-
tions of conditions.

By adopting hierarchical signatures in decentralized work-
flow systems as workilow signatures, two interesting proper-
ties get automatically valid for the workilow signatures.

First, identifier assignment indicates commitment. When
an execution agent at a level t—1 with identifier ID, ;=
id,, ...,1d,_, 1ssues a private key S_ 1o a subsequent execution
agent according to the worktlow, the identifier 1D, of the
subsequent execution agent that receives private key S, must
be set to 1d,, . .., 1d,_,, 1d, which 1s 1n the form of a
hierarchical namespace. This implies that the assignment of
an execution agent idenftifier to an existing hierarchical
namespace commits the associated execution agent’s posi-
tion 1n the hierarchy, e.g. 1n the worktlow, and its logical
relations with execution agents immediately before and
behind it in the worktlow, that means 1ts logical relations with
execution agents executing tasks prior and after the task
which 1s executed by the associated execution agent itself,
respectively.

Second, a hierarchical signature which can be adopted as a
workflow signature reflects a chain of signatures. In a tradi-
tional hierarchical certificated-based PKI where the underly-
ing cryptographic primitives are based on RSA (Rivest,
Shamir and Adelman), for example, a root certificate author-
ity 1ssues certificates, essentially by signing the digital cer-
tificates, to certificate authorities immediately below 1t and a
certificate authority at level t—1 1n the hierarchy 1ssues signed
certificates to entities at level t. This indicates that verification
of a signed message produced by an entity at level t involves
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verifying a chain of signatures, e.g. the signed message and
t—1 signed certificates. However, in hierarchical identity-
based cryptography, interestingly, a signed message requires
only one signature verification, regardless of the location of
the signer within a respective hierarchy. The way 1n which the
signer’s private key 1s computed and its relation to the hier-
archical namespace of the corresponding identifier provide
implicit verification of the validity of the signing key.

The hierarchical structure in the sense of the previously

described hierarchical identity-based cryptography can be
regarded as decentralized workilow. Each node of the former
can be treated as a task execution agent 1n the latter. Further-
more, a hierarchical namespace can be used to represent a
sequence of tasks within a worktlow, e.g. a worktlow
namespace. The parent and child of a node 1n a hierarchical
structure can be used to denote the execution agents before
and after an execution agent, respectively, 1n a worktlow. That
means, according to the wording of a hierarchical namespace,
that execution agents are represented by nodes. Thus, the
parent of anode stands for an execution agent executing a task
prior to the task which 1s executed by the execution agent
which 1s represented by the respective node. The child of a
node stands for an execution agent executing a task subse-
quent to the task which 1s executed by the execution agent
which i1s represented by the respective node.

The workilow signature as introduced and used according,
to the proposed method 1s designed a follows.

A worktlow signature 1s to be understood as a digital sig-
nature created by a workilow execution agent on workilow
information and having the following properties:

(1) proves the authenticity of the execution agent;

(11) protects the integrity of the workilow information being

signed;

(111) serves as the evidence of the execution agent’s com-

mitment in the workflow sequence;

(1v) proves the execution agent’s compliance with the

worktlow dependencies.

The first two properties of the above-mentioned definition
tollow from the typical use of standard digital signatures. The
third property says that a worktlow signature also provides
information about the execution agent’s position in the asso-
ciated worktlow and that the execution agent 1s committed to
that position without altering the sequence of the previous
execution agents 1n the workflow. Furthermore, using the
fourth property, the execution agent can prove completion of
a task according to the specified workilow dependencies,
including AND/OR -j01n/split relations.

A classic non-hierarchical digital signature does not satisiy
the above-mentioned definition of a workflow signature. In
order to capture all properties of the above-mentioned defi-
nition 1t 1s possible to use a chain of signatures rather than a
single signature, constructed in the hierarchical certificate-
based PKI setting. Even that, 1t 1s still unclear how logical
relations 1n a workilow due to the task dependencies can be
demonstrated using a signature in the hierarchical certificate-
based approach. Join/split relations can be represented using
worktlow namespaces as described betore.

AND-splitrefers to the case where a remaining workilow 1s
forwarded to more than one execution agent simultaneously.
In the newly introduced workilow signature, this can be dem-
onstrated by simply adding new execution agents to an exist-
ing workftlow.

AND-jo1n forms a conjunction of multiple task dependen-
cies, implying that multiple execution agents are sending the
remaining worktlow to the same subsequent execution agent.
This 1s analogous to a multi-key hierarchy, 1n the sense that
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the execution agent, who receives worktlow mformation from
multiple execution agents, also obtains multiple private keys
from them.

OR-split has no explicit impact on the way a workilow
namespace 1s specified 1 workilow signatures. This 15 so
because 1t can be realized by appropriately choosing the con-
ditions specified in the associated dependencies, which 1n
turn, implies the addition of a new execution agent in a work-
tlow.

OR-jomn too, has no explicit impact on a workilow
namespace.

It 1s to be noted that because of the AND/OR-jo1n/split
relations the workflow namespace may be significantly more
complex than that for multi-key hierarchical signatures. The
workilow namespace may comprise a combination of hierar-
chical namespaces for both hierarchical signatures and multi-
key hierarchical signatures. This will be more clear when
examples of workilow namespaces 1n workilow signatures 1n
the context of the following drawings will be provided.

Even though workflow namespaces consider conjunctive
and disjunctive relations, only the AND-join relation has
impact on how a workilow signature 1s computed using more
than one signing key. It 1s denoted moreover, that the AND-
jo1n relation also effects how private keys are generated for
subsequent execution agents 1n the worktlow, so that such a
conjunctive relation 1s captured in the corresponding work-
flow 1dentifiers. This 1s one of the essential and key differ-
ences between a workflow signature scheme as proposed 1n
the context of the claimed method and a multi-key hierarchi-
cal signature scheme.

In the following, the basic concept of pairings 1s first sum-
marized and afterwards a definition of a workilow signature
scheme 1s given. Then a concrete workilow signature scheme
1s presented in order to further clarity the general concept of
the 1dea which underlies the proposed method of the present
description. Pairings are defined as follows:

Let G and G, be two cyclic groups where 1GI1=IG1=q, a
large prime. Then an admissible pairing e:GxG—G - has the
tollowing properties:

(1) Bilinear: Given P, Q, R €G we have e¢(P,Q+R)=e(P,Q)-¢

(P.R) and e(P+Q.R)=e(P,R)-e(Q.R).
Hence, for any a,beZ *, e(aP,bQ)=e(abP,Q)=e(P,abQ)=e
(aP,Q)"=e(P.Q)™.

(11) Non-degenerate: There exists PeG such that e(P, P)=1.

(111) Computable: If P,QeG, then e(P,QQ) can be efliciently

computed.

Further details on pairings and their example embodiment
using elliptic curves and the Weil, Tate or related pairings can
be found 1n “S. D. Galbraith, K. GG. Paterson, and N. P. Smart,
Pairings for Cryptographers. Cryptology ePrint Archive,
Report 2006/165, May 2006, Available at web address http://
tollowed by “eprint dot 1acr dot org/2006/1635.” The worktlow
signature scheme proposed herein 1s easily adapted to cope
with pairings e:G,xG,—G., but the focus here 1s on the
simpler case for ease of presentation. Let A denote a security
parameter. It 1s assumed that a randomized algorithm £ 1s a
Bilinear Diffie-Hellman (BDH) parameter generator if: (1)
& takes A>0 as input; (11) & runs 1n time polynominal 1 A;
and (111) ¢ outputs the description of two groups G and G- of
the same prime order q and the description of an admissible
pairing e:GxG—Q..

According to one possible example embodiment a work-
flow signature scheme can comprise five algorithms which
are described 1n the following.

The five algornithms are called in the following ROOT
SETUP, NEXT-LEVEL SETUP, EXTRACT, SIGN and
VERIFY. These algorithms can be usually run by either a
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trusted central worktlow engine or a task execution agent. The
description of the algorithms are as follows:

(1) ROOT SETUP: This algorithm 1s performed by the
central workflow engine (CWE). It generates the cryp-
tographic system parameters (also simply called “sys-
tem parameters” 1n the following) and a master secret on
iput a security parameter A. The system parameters,
which mnclude a description of the message space M and
the signature space S, will be made publicly available to
all execution agents. However, the master secret is
known only to the CWE,

(1) NEX'T-LEVEL SETUP: All execution agents 1n the
workilow must obtain the system parameters generated
by the CWE (it 1s assumed that the system parameters
can be forwarded from the CWE to the first execution
agent, who will then forward them to the second execu-
tion agent, and so on). This algorithm allows an execu-
tion agent to establish a secret value to be used to 1ssue
task-based private keys to the subsequent execution
agents 1n the workflow.

(111) EXTRACT: This algorithm 1s performed by the CWE
or an execution agent with workflow identifiers 1D/,
where 1 j m and t, denotes the position ot the j-th work-
flow 1dentifier 1n a workflow namespace. The algorithm
computes a private key S, , for any of the subsequent
execution agent in the worktlow using the system
parameters, 1ts private keys (corresponding to identifiers
ID / for 1 j m), and any other secret information.

(iv) SIGN: Given a set SK={S 7:1=j=<n} of signing (private)
keys, a message MeM, and the system parameters, this
algorithm outputs a signature oeS.

(v) VERIFY: Given a signature oeS, a set ID={ID/:1<j=<n}
of identifiers, a message MeM, and the systerfl param-
eters, this algorithm outputs valid or invalid.

The consistency condition requires that: 1if o 1s output by
SIGN on mput a set SK of task-based private keys and mes-
sage M, then VERIFY outputs valid when given input o, the
set ID of 1dentifiers corresponding to SK, and M.

In one possible example embodiment of the proposed
method, the workflow 1dentifier of the subsequent execution
agent 1s chosen as a concatenation of actual execution agent
identifiers 1n the path from the central worktflow engine to the
subsequent execution agent according to the worktlow. This
1s analogous to an 1dentifier of an entity 1n a hierarchy when
using hierarchical identity-based cryptography as described
betore.

It 1s possible that there 1s a set of workflow 1dentifiers which
1s to be assigned to the 1’th execution agent since the 1’th
execution agent 1s located, for example, at a conjunction of
the underlying worktlow where multiple workilow paths join.
Thus, the1’th execution agent also receives a set ol task-based
private keys corresponding to the set of worktlow 1dentifiers.
In this case, the workflow 1dentifier of the subsequent execu-
tion agent which 1s used, according to the proposed method,
to compute the task-based private key of the subsequent
execution agent 1s based on the set of worktlow 1dentifiers of
the 1°th execution agent and an actual identifier of the subse-
quent execution agent. This means that the 1°th execution
agent with multiple workflow identifiers {ID~=ID,”:1<j=m} a
task-based private key for a subsequent execution agent at
position i+1 with identifier ID,,,=ID, *, ID, *, . . ., ID, ™,
id1‘+1 ’

According to a further possible example embodiment of
the proposed method, the method further comprises the
operation of establishing a secret value to be used to compute
the task-based private key for the at least one subsequent
execution agent. As will be explained later in the connection
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with the drawings, the proposed workflow signature scheme
comprises, as already described before, according to the one
possible example embodiment five algorithms, namely
ROOT SETUP, NEXT-LEVEL SETUP, EXTRACT, SIGN,
and VERIFY. All these algorithms are usually run by either a
trusted central workflow engine or a task execution agent. The
algorithm called NEXT-LEVEL SETUP allows an execution
agent to establish a secret value to be used to 1ssue task-based
private keys to the subsequent agent in the worktlow. This
random secret value 1s used together with the system param-
cters and the at least one workflow 1dentifier assigned to the
execution agent as input for finally computing a task-based
private key for the subsequent execution agent 1n the work-
tlow.

According to another example embodiment of the pro-
posed method, the method further comprises the operation of
constructing a remaining worktlow for the at least one sub-
sequent execution agent after the 1’th execution agent has
completed its task. That means that the execution agent only
transmits that part of the mitially created worktlow to the
subsequent execution agent which remains after the 1’th
execution agent has completed 1ts task.

According to still a further example embodiment of the
proposed method, the method further comprises the operation
of veritying the workflow signature that 1s received from the
at least one preceding execution agent by using the recerved
signed worktlow information, at least one workflow 1dentifier
of the at least one preceding execution agent and the system
parameters as input. A successiul verification of the worktlow
signature proves the authenticity of the at least one preceding
execution agent, the integrity of the remaining workflow
received from the at least one preceding execution agent, the
commitment of the at least one preceding execution agent 1n
the workilow sequence and the completion of the task which
has been performed by the at least one preceding execution
agent and the compliance of the at least one preceding execu-
tion agent with the associated task dependencies.

The proposed method may turther comprise the operation
ol authenticating the system parameters that are generally
received from the at least one preceding execution agent
which ensures that the system parameters are indeed pro-
duced by the central worktlow engine.

In st1ll a further possible example embodiment of the pro-
posed method, the method further comprises the operation of
passing on to the at least one subsequent execution agent also
the worktlow signatures that the 1’th execution agent receives
from previous execution agents. This way, the last execution
agent 1n the workilow can send all the workilow signatures
generated by each execution agent back to the central work-
flow engine. The central worktlow engine may then validate
the completion of each task of the workilow and the compli-
ance of the relevant task dependencies.

It can be also provided according to a further example
embodiment of the proposed method that the task-based pub-
lic key associated with the task-based private key 1s computed
using the system parameters and a worktlow identifier which
1s assigned to the at least one subsequent execution agent. The
workflow identifier of the subsequent execution agent 1s
determined by using the at least one workflow i1dentifier
assigned to the 1’th execution agent and an actual identifier of
the at least one subsequent execution agent. It 1s possible that
there 1s a set of workiflow identifiers assigned to the 1’th
execution agent due to the possibility that the 1’th execution
agent may be located at a junction where a plurality of work-
flow branches join. In this case, the whole set of worktlow
identifiers 1s generally used to compute the task-based public
key of the subsequent execution agent. The computed public
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key 1n combination with the random secret value chosen by
the 1’th execution agent 1s used for computing the task-based
private key for the at least one subsequent execution agent. A
possible algorithm which can be used 1n order to compute a
task-based private key in this way will be explained later.

Thus, as part of the computation of the task-based private
key, the execution agent computes the corresponding task-
based public key using the workiflow 1dentifier of the subse-
quent execution agent.

It 1s possible that the computed task-based private key has
a limited validity period which 1s enforced by concatenating
a litetime with the at least one workflow 1dentifier which 1s
used to compute the task-based private key. In this way, 1t can
be guaranteed that the access to required objects 1s only
granted during the execution of the specified task. Thus, it 1s
possible to synchronize the authorization tlow with the work-
flow. That means that the computed task-based private key 1s
associated and synchronized with an authorization flow such
that access to the private key 1s granted only during the execu-
tion of a respective task.

In a further example embodiment, a system 1s proposed
which 1s configured to be used for a secure execution of
workilow tasks of a workflow to be executed according to a
given execution pattern within a decentralized worktlow sys-
tem. The decentralized worktlow system has a central work-
flow engine 1mmitiating the workilow and a plurality of task
execution agents. The central workflow engine and each task
execution agent may own a long-term public-private key patr,
respectively, which 1s used for distributing respective task-
based public-private key pairs which in turn are used to pro-
tect workilow information. The task-based public-private
keys are produced using a workflow signature scheme.
Thereby, an 1’th execution agent which 1s selected by at least
one preceding execution agent 1n accord with the execution
pattern to perform an 1’th task of the workilow 1s configured
to perform at least the following operations:

receiving, from the at least one preceding execution agent
via a secure channel, a task-based private key generated by the
at least one execution agent immediately before the 1’th
execution agent;

signing worktlow information of the workflow for at least
one subsequent execution agent with a workflow signature,
wherein the worktlow signature 1s computed using the work-
flow signature scheme by taking as input at least the task-
based private key generated by the at least one preceding
execution agent;

selecting at least one appropriate subsequent execution
agent;

computing a task-based private key for the at least one
subsequent execution agent wherein the task-based private
key 1s computed using system parameters and a workilow
identifier assigned to the subsequent execution agent, the
workilow 1dentifier assigned to the subsequent execution
agent reflecting the subsequent execution agent’s position
and logical integration in the worktlow; and

forwarding to the at least one subsequent execution agent
the worktlow mformation with 1ts associated workilow sig-
nature, the system parameters and the task-based private key
for the at least one subsequent execution agent through a
secure channel which 1s generally established using the long-
term private key of the 1’th execution agent.

Generally, the workilow signature scheme also requires
cryptographic system parameters which are provided by the
central worktlow engine. The central workiflow engine gen-
crally generates those cryptographic system parameters.
Those cryptographic system parameters are generally passed
over from one execution agent to one or more subsequent
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execution agents in accord with the execution pattern. That
means that a first execution agent which has to execute a first
workflow task of the worktlow generally recerves the crypto-
graphic system parameters directly from the central workflow
engine and forwards those cryptographic system parameters
turther to at least one subsequent execution agent which has
to execute the workilow task subsequent to the first workilow
task. Generally, at least a part of the cryptographic system
parameters 1s used, by the 1’th execution agent, to compute the
workflow signature and the task-based private key, respec-
tively.

According to one possible example embodiment of the
proposed system the central workflow engine 1s configured to
perform at least the following operations:

constructing the worktlow;

generating the cryptographic system parameters required
for the workflow signature scheme;

signing the system parameters with a long-term private key
assigned to the central workiflow engine;

selecting a first appropriate task execution agent among the
plurality of execution agents;

computing a task-based private key for the selected task
execution agent; and

torwarding the worktlow, the cryptographic system param-
cters and the associated signature and the computed task-
based private key to the selected execution agent through a
secure channel which 1s generally established using the cen-
tral workilow engine’s long-term public-private key patr.

It 1s proposed that the 1’th execution agent 1s further con-
figured to construct a remaining workilow for the at least one
subsequent execution agent after the 1’th execution agent has
completed its task.

According to a further possible example embodiment, the
1"th execution agent 1s further configured to verity the work-
flow signature that 1s received from the at least one preceding
execution agent.

Furthermore, it 1s possible that the 1’th execution agent 1s
turther configured to authenticate the system parameters that
are recerved from the at least one preceding execution agent.
The long-term public key of the central worktlow engine 1s
assumed to be available to all execution agents by means of
bootstrapping, for example. Thus, each execution agent 1s
able to verity a signed copy of the system parameters from the
central workilow engine.

In another example embodiment of the proposed system,
the 1’th execution agent 1s further configured to pass on to the
at least one subsequent execution agent also the workflow
signatures that the 1°th execution agent recerved from previ-
ous execution agents.

According to another example aspect of the proposed sys-
tem, the 1’th execution agent 1s further configured to compute
the task-based public key associated with the task-based pri-
vate key using the system parameters and a worktlow 1denti-
fier which 1s assigned to the at least one subsequent execution
agent. The worktlow 1dentifier of the at least one subsequent
execution agent may be determined by using at least one
worktlow 1dentifier assigned to the 1’ th execution agent and an
actual 1dentifier of the at least one subsequent execution
agent. The computed task-based public key 1s used 1n com-
bination with a random secret value chosen by the 1’th execu-
tion agent for computing the task-based private key for the at
least one subsequent execution agent. The workflow identifier
of the at least one subsequent execution agent may also be
determined by using a plurality of worktlow 1dentifiers which
are assigned to the 1’th execution agent due to the fact that the
1’th execution agent may be located at a joining point of
different worktlow branches of the underlying worktlow.
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Example embodiments of any of the techniques described
above may include a method or process, a system or instruc-
tions stored on a machine-readable storage device. The
details of the particular example embodiments are set forth in
the accompanying drawings and description below. Other
teatures will be apparent from the following description,
including the drawings, and the claims.

Generally, a workilow comprises a set of tasks and associ-
ated task dependencies that control the coordination among
these tasks. In the following a task will be denoted as t, and its
execution agent will be denoted as A(t,). In a decentralized
inter-organizational workflow, execution agents are usually
different, autonomous distributed systems, and evaluation of
task dependencies are performed by the execution agents
without relying on a central worktlow engine. FIG. 1 shows
an example of such a decentralized workflow.

FI1G. 1 shows a business travel planning process that makes
a flight or train ticket booking, and a hotel room and car
reservations. The worktlow as shown in FIG. 1 comprises
different tasks t, to t; which are described as following:

t,: input travel information;

t,: book a flight ticket from Key Travel;

t,: 1f the ticket costs more than 200 Euro and the distance to

a destination 1s less than 600 kilometers, hook a train
ticket from Rail Europe;
obtain manager’s approval;
: purchase the train ticket from Rail Europe;
: purchase the flight ticket from Key Travel;
. reserve a room from Hotel Booker;
<. rent a car at Furocar.

It 1s assumed 1n the following that in decentralized work-
flow control, the entire worktlow 1s initiated by a central
workilow engine CWG and 1s then forwarded to a first execu-
tion agent, execution agent A(t,) in the example workilow
shown 1n FIG. 1. Upon completion of task t,, execution agent
A(t,) generates a remaimng workilow (t,, . . ., t3) and for-
wards this remaining workflow to execution agent A(t,).
Execution agent A(t,) 1s then expected to execute task t, and
send the remaiming worktlow (1, . . ., ty) to execution agent
A(t,). In addition, execution agent A(t,) must evaluate a task
dependency for t,—t;. If the price of the tlight ticket 1s more
than 200 Euro and the distance to the destination 1s less than
600 kilometers, execution agent A(t,) would also send the
remaining worktlow (t;, . . ., t3) to execution agent A(t,).
Next, execution agent A(t,) who 1n this case should be the
manager of the requester, decides whether the requester
should purchase tlight or train ticket, perhaps based on the
current company budget and after discussing with the
requester. In other words, execution agent A(t,) would either
forward tasks t., t-, ts, to execution agent A(t,) 1f the tlight
ticket 1s to be purchased, or tasks t., t-, t5, to execution agent
A(ts) 1t 1t decides to go for the train ticket. Subsequently,
execution agent A(t,), followed by execution agent A(ty)
execute their respective tasks. At the end, execution A(tg)
reports the results back to the central workflow engine CWE.

It 1s to be noted that for simplicity of exposition, although
possible, above workilow does not consider all possible task
dependencies, for example the case when task t, fails, or both
tasks t, and t; fail. Nevertheless, the example as shown and
described above 1s suflicient to present 1n the following the
core 1dea of the present disclosure, e¢.g. using hierarchical
cryptographic primitives in decentralized worktlow systems.

FIG. 1 shows an example workilow which will be used to
show how workilow signatures can be used 1n decentralized
workilow systems to authenticate execution agents, protect
workilow integrity and provide proofs of commitment for a
task execution and proofs of compliance with a worktlow
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sequence. Moreover, 1t will be shown that 1t 1s possible to
preserve the anonymity of execution agents within a work-
flow when necessary. For instance, in the above example, Key
Travel (a flight reservation agency) and Rail Euro (a train
service provider) can be regarded as execution agents that
belong to the same conflict-of-interest group. Hence, this may
lead to unfair competition between the two organizations.
Ideally, Key Travel should not be able to learn the identity of
execution agent A(t,) and the associated task dependency
(t,—t,). This way, Key Travel cannot intentionally manipu-
late the price of the ticket to win the business and prevent the
customer from getting a good bargain offered by Rail Euro,
for example.

FIG. 2 shows different examples of workiflows which are
based on the business travel planning worktlow shown 1n FIG.
1. It 1s assumed that a central workiflow engine CWE of a
decentralized worktlow system acts as the root private key
generator ol a multi-key hierarchical signature scheme. As
part of the 1initialization of the business travel planning work-
flow, the central worktlow engine CWE generates a private
key S, for the first execution agent in the workflow, e.g.
execution agent A(t, ), for which the corresponding public key
P, 1s associated to an identifier specitying task t,, e.g. ID =t,.
Worktlow information and the private key are securely trans-
mitted to execution agent A(t,) from the central worktlow
engine CWE. It1s assumed that confidential or sensitive infor-
mation can be transmitted from one execution agent to
another 1n an authenticated and secure manner via a secure
channel. This will be further discussed later. After execution
agent A(t, ) has completed its task, it generates the remaining
workflow, namely 1n the form of (t,, . . . , t3) and computes a
private key S, for the subsequent execution agent A(t,), the
private key computation being based on 1dentifier ID,=t,, t,.
The remaiming worktlow and the private key S, are then
forwarded to execution agent A(t,) via a secure transmission
channel.

Next, assuming that a tlight ticket costs less than 200 Euro,
execution agent A(t,) computes private key S, based on work-
flow 1dentifier ID,=t,, t,, t, and transmuits 1t together with a
generated remaining workflow comprising taskst,, . . ., tg to
execution agent A(t,). This simple, sequential workflow 1s
illustrated 1n FIG. 2a. In hierarchical signatures, such a work-
flow 1s simply a tree of three levels with each level containing
only a single leal node corresponding here to a respective
execution agent.

On the other hand, 11 the flight ticket costs more than 200
Euro and the distance to the destination 1s less than 600
kilometers, execution agent A(t, ) has to also produce a private
key S, based on workflow 1dentifier ID,=t,, t,, t, in addition to
private key S,. This 1s to reflect an AND-split relation 1n the
workflow as shown 1n FIG. 2b.

If both tasks t, and t, are executed, then there 1s an AND-
join at task t,, as shown 1n FIG. 2¢. In this case, execution
agent A(t, ) receives private keys based on worktlow identifier
ID,'=t,, t,, t, and S, based on workflow identifier ID,*=t,,
t,, ty, t, from execution agent A(t,) and A(t,), respectively.
This 1s analogous to a hierarchy for multi-key hierarchical
signatures.

It 1s to be noted from FIG. 1 that there 15 also an OR-split
relation between task t, and the immediate subsequent tasks.
However, this has no eflect to the worktlow namespace, as
mentioned above. It 1s to be noted that task t, and the subse-
quent tasks 1n the remaining workflow represented by shaded
nodes 1 FI1G. 2¢ can be percerved as a non-multi-key hierar-
chical namespace for hierarchical signatures.

By means of the shown example workilow the worktlow
namespace mvolved when computing the associated private
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keys has been clearly explained and discussed. The usage of

the computed task-based private keys by the respective execu-
tion agents to compute worktlow signatures on workilow
information 1s described 1n connection with FIGS. 3 to 7.

FIG. 3 formally shows the workflow signature scheme as 1t
can be used 1n one possible example embodiment of the
proposed method or system.

ROOT SETUP: The CWE:

1. runs & oninput A to generate G and G -of prime order q
and an admissible pairing ¢: GxG—=G ;

2. chooses a generator P, eG;

3. picks a random value s,eZ_* and sets Qy=s,P;

4. selects cryptographic hash functions H,: {0,1}*—G and
H,: {0,1}*—G.

The CWE’s master secret 1s s, and the system parameters
are <G, G, €, q, Py, Qg H;, Hy>. The message space 1s
M={0,1}* and the signature space is S=U__,G™".

NEXT-LEVEL SETUP: An execution agent at position t=1
in a worktlow picks a random secret s, €Z_*.

EXTRACT: An execution agent with one or multiple 1den-
tifiers ID:{ID@_I); :1<j=m} issues a task-based private
key for another execution agent at position t with work-
flow identifier ID~ID,_, *, ..., ID,_;, ™ by perform-
ing the following operations:

1. computes P =H, (ID )eG:;

2. sets

H
St = Z S:’r—l)j + 501 P43
J=1

3. defines Q={Q/=s,P,: 1=i=(t-1),, 1<j=m}.
The private key <S,, Q> 15 given to the execution agent by

its parent.
SIGN: Given any nz1 and a set SK={<S/, Q/>1=j=n,

I<i<t,—1} of n task-based private keys as sociated with a
set ID={ID/: 1=<j=n} of workflow identifiers, and a mes-
sage M, the S1gNer:

1. chooses a secret value s,yZ _*;

2. computes P, ~H, (D, ', . .., ID,”[[M);

. calculates

(s

_ /
w = Zl: SIJ. +5,Py and Q,, 5,P.
J':

The algorithm outputs the signature o=<¢, Q, Q4>, where
Q=1Qy/: 1=ist-1,1sj=n}.

VERIFY: Given 0=<¢, Q, Qy, a set of workflow 1dentifiers
ID={ID, ", ...,ID,”} and a message M, the verifier:

1. computes P/=H, (ID/) for 1=i<t, and 1<j=n.

2. computes P, ~H, (IDfllj ..., 1D, "|[M) (first arranging the
workilow identifiers lexicographically it they are not
already 1n this order);

3. checks 1t e(P,, 0) 1s equal to

; N

'j
e(QL 1, P le(Qy, Pur)
| |
1 i=1

H
\J= /

outputting valid 11 this equation holds, and nvalid other-
wise.
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This can be retraced as follows:

E(PCH 5‘9) :'E(Pﬂa ZSI{I, +SQEPM]

/=1
oo _ ol i pi
if s/ =5/ +s' P
rJ, '{,r—l rJ,l rJ,

then

= e(Py, S@PM)]_[ E(Pﬂa 55":;—1 + 5{;—1}3{5)

: SQEPM)]_[ E(Pﬂa Sf:f—l)g(*?}f:;—lpﬂ= HJ)

) SQPM)]_[ E(Pﬂa S:{,'—I)E( j'—l" P;J)

L

:-SQEPM)]_[ e(Po. S{,-—z)ﬁ'( }Z-—la P:{J)E( }i,-—za P:{.-—l)

J

Ne(@y, Pur)

Il
o, rm—

It 1s to be noted that when there 1s an AND-join relation
within a workilow at position t-1, the associated execution
agent with a set of workflow identifiers ID,_, possesses more
than one task-based private key, obtained from execution
agents at positions immediately before t—1. Hence, when the
execution agent with the set of workflow 1dentifiers ID,_; a
task-based private key for the subsequent execution agent
with a workflow 1dentifier ID, in the workflow, the former
execution agent combines 1ts task-based private keys which
are based on the set of workiflow identifiers ID, ; with a
parameter computed using 1ts secret value s,_, . This operation
1s, 1n fact, analogous to creating a multi-key signature on
public key P, 1nstead of message M. It 1s also worth noting that
the public key P, 1s computed based on a set of worktlow
identifiers which captures the AND-join relation at position
t—1 1n the workiflow by including all the relevant worktlow
identifiers (ID,_,, *, ..., ID,_;, ™).

If the above-mentioned and explained EXTRACT algo-
rithm 1s executed by an execution agent who has only one
worktlow 1dentifier (im=1), then the proposed worktlow sig-
nature scheme works 1dentically to the already mentioned
Lim-Paterson multi-key hierarchical signature scheme.

FIG. 4 shows an architectural overview of a decentralized
workflow management system as a simplified version of the
workflow shown 1n FIG. 1 that contains only five execution
agents A(t,)-A(t;). The workflow as shown in FIG. 4 com-

prises an AND-split relation after completion of task t, and
then an AND-jo1n relation at execution agent A(t, ). Generally
it 1s assumed that 1n a decentralized worktflow management
system there exists a central workiflow engine CWE con-
trolled by a central management system accessible by other
agents. As already described before, the role of the central
workflow engine CWE 1s to mitiate a workilow to be sent to
an appropriate first execution agent. However, inter-organi-
zational task dependencies are evaluated and enforced among
the relevant execution agents without relying on the central
workflow engine CWE. The final result of the worktlow 1s
then sent to the central workflow engine CWE by the last
execution agent 1n the worktlow,
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As with what has been proposed by Atluri et al, in docu-
ment “V. Atluri, S. A. Chun, and P. Mazzoleni. Chinese wall
security for decentralized workilow management systems.
Journal of Computer Security, 12(6): 799 to 840, December
20047, 1t 1s assumed that worktlow task related information 1s
communicated in the form of a self-describing workflow
between two so-called workilow stubs. A self-describing
workilow contains information about a task t and the precon-
dition to execute 1t, all the tasks that follow t and the depen-
dencies among them, the task execution agent A(t) and other
information related to the mput and output of the task t. A
workilow stub 1s to be understood as a small component
attached to a task execution agent which evaluates the pre-
condition and control information of task dependencies, con-
structs the remaining selt-describing worktlows for subse-
quent execution agents and forwards each seli-describing
workilow to the relevant execution agent. In the example
shown here 1t 1s envisaged that the workflow stub also per-
torms all cryptographic operations involved during an execu-
tion of a task.

Each task execution agent generally owns a long-term pub-
lic-private key pair which will be used for distributing task-
based public-private key pairs, which 1n turn are used to
protect worktlow information. Those task-based public-pri-
vate key pairs may be limited 1n lifetime, e.g. the validity
period of a task-based public-private key pair can be enforced
by concatenating a specific lifetime LT, 1n a fixed format, with
a corresponding worktlow 1dentifier. Furthermore, the central
worktlow engine generally also has a long-term public key
which 1s available to all execution agents. The task-based
keys are computed as needed or 1 a just-in-time manner
rather than pre-computed as 1n the approach of document “F.
Montagut and R. Molva. Traceability and integrity of execu-
tion in distributed worktlow management systems. In J.
Biskup and J. Lopez, editors, Proceedings of the 12? Euro-
pean Symposium on Research in Computer Security (ESO-
RICS 2007), pages 251 to 266. Springer-Verlag LNCS 4734,
20077,

Moreover, the task-based keys are produced using a work-
flow signature scheme which produces worktlow signatures
with additional properties compared to classical digital sig-
natures useful for worktlow systems. When computing a task-
based public key, task information along with a lifetime LT 1s
used as the workflow 1dentifier. FIG. 5 shows the task-based
public-private key set for each execution agent involved in the
workflow shown 1n FIG. 4.

Execution agent A(t,) has a workilow identifier
ID,=t,||[LT,. Therewith, a public key can be computed accord-
ing to the workflow signature scheme as shown 1n FIG. 3 by
using the formula P,=H, (1D, ) wherein H, 1s a hash function
and forms a part of the system parameters given by the central
workilow engine. The private key which 1s computed for this
execution agent by the central worktlow engine 1s S,=s,P;.
The next execution agent A(t,) has an associated worktlow
identifier ID,=t,, t,||[LT,. By means of this workflow identifier
a public key P, can be computed by P,=H,(ID,). Therefrom,
according to the algorithms of the workflow signature scheme
as shown 1n FIG. 3, the private key corresponds to <S,, Q,>
with S,=S,+s, P, and Q,=s, P, Because ol the AND-split rela-
tion between the execution agents A(t,) and A(ty) and the
AND-jo1n relation after the execution agent A(t,) the follow-
ing execution agent A(t,) gets two worktlow i1dentifiers,
namely one identifier ID, =t , t,, t,|[LT, " directly from execu-
tion agent A(t,) and a further workflow identifier ID,*=t,, t.,
t,, t,|[LT,> from the execution agent A(t,). Because of those
two worktlow 1dentifiers which form a set of worktlow 1den-
tifiers for the execution agent A(t,), there result two task-
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based public keys and two corresponding task-based private
keys as shown 1n the table of FIG. 5. The last execution agent
A(ts) has only one workilow 1dentifier ID. resulting from a
combination of the set of identifiers ID," and 1D, of the
execution agent A(t,). Therefore, the last execution agent
A(ts) only has one public key P.=H, (ID.) and one task-based
private key <S., Q> associated with this execution agent with
Q=1Q, Qs, Qs, Q,=S,Py}.

It 1s to be noted that the execution agents long-term keys
which can be provided can also be renewed or revoked
through a public key infrastructure. On the other hand, since
task-based keys are generally short-lived, there 1s no major
concern for revocation of these long-term keys.

FIG. 6 shows a flowchart representing a worktlow 1nitial-
1zation process performed by a central worktlow engine as
provided according to the proposed method.

In a first operation, the central workilow engine constructs
a self-describing worktlow.

In a second operation, the central workilow engine gener-
ates necessary cryptographic systems parameters required for
the workilow signature scheme as proposed according to the
method as disclosed herein.

In a third operation, the central worktlow engine signs the
system parameters with a long-term private key associated
with the central workflow engine, for example, using the
standard RSA signature scheme.

In a fourth operation, the central worktlow engine selects
an appropriate first execution agent A(t,), for example,
through a service discovery service.

In a fifth operation, 1t computes a task-based private key S,
for the first execution agent A(t, ).

Then, it establishes a secure channel with execution agent
A(t,) using 1ts long-term key pair, for example, through the
widely used TLS (also known as SSL) protocol (*I. Dierks
and C. Allen. The TLS protocol version 1.0. The Internet
Engineering Task Force (IE'TF), RFC 2246, January 1999”).

Finally, the central workflow engine forwards the seli-
describing worktlow, the cryptographic system parameters
and the associated signature and task-based private key S, to
the first execution agent A(t,) through the secure channel.

Upon recerving all the relevant information from the cen-
tral worktlow engine, first execution agent A(t, ) first evalu-
ates any required pre-condition and task dependencies belore
executing task t,. After having executed task t,, the first
execution agent A(t,) performs the following operations as
shown 1n FIG. 7.

In the first operation 1t constructs a seli-describing work-
flow for a subsequent execution agent A(t,).

In a second operation, 1t signs the self-describing remain-
ing workilow using the workilow signature scheme by taking
as mput 1ts task-based private key S, which it received from
the central worktlow engine.

In a third operation, 1t selects an appropriate subsequent
execution agent A(t,).

Then, 1n a fourth operation, 1t computes a task-based pri-
vate key S, for execution agent A(t,).

In a fifth operation, 1t establishes a secure channel with
execution agent A(t,) with a long-term credential associated
with 1t.

Finally, it forwards to execution agent A(t,) the seli-de-
scribing workilow and 1ts associated workflow signature, the
cryptographic system parameters and task-based private key
S, through the secure channel.

Before executing task t,, execution agent. A(t,) performs
the necessary pre-condition and dependency checks. In addi-
tion, 1t checks the authenticity of the cryptographic system
parameters as described before and verifies the worktlow
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signature that 1s recerved from execution agent A(t, ). Authen-
ticating the system parameters ensures that they are indeed
produced by the central workflow engine. On the other hand,
successiul verification of the workiflow signature proves the
authenticity of execution agent A(t,), the integrity of the
seli-describing worktlow, the commitment of execution agent
A(t,) 1n the worktlow sequence, and the completion of task t,
and the compliance of agent A(t,) with the associated task
dependencies.

After execution agent A(t,) has completed its task, 1t pre-
pares the necessary remaimng workflow and related informa-
tion as what agent A(t,) did before 1n a similar manner, and
forwards that to the subsequent execution agent. The subse-
quent remaimng agents also follow the same process.

It 1s to be noted that execution agent A(t, ) should also pass
on the workflow signatures o,, for O<i<t-1, that it has
received from the previous execution agents. This way, the
last execution agent 1n the workflow can send all the workflow
signatures generated by each execution agent back to the
central workiflow engine. The central worktlow engine can
then validate the completion of each task and the compliance
of the relevant, task dependencies.

It 1s also to be noted that, assuming workilow identifiers do
not contain the actual 1dentities of their respective execution
agents, the usage of the proposed method and system also
provides pseudo-anonymity, that each execution agent only
knows the identities of the execution agent from which 1t
receives workilow information and the execution agent to
which it forwards the remaining worktlow information.

Furthermore, 1t 1s to be noted that the workilow signature
produced by an execution agent A(t, ) proves its authenticity
not only to the subsequent execution agent A(t,), but also to
any other subsequent execution agent that receives and can
successiully verity the worktlow signature.

The proposed instantiated worktlow signature scheme can
be implemented using a library which supports pairing com-
putations on elliptic curves, for example the MIRACL library
as further described 1n document “Shamus Software Ltd.
MIRACL. Available at web address “http://www” followed
by “dot shamus dot 1e/”, last accessed in September 2008.

When a central Workﬂow engine nitializes a worktlow, 1t
generates a set of cryptographic system parameters <G, G e,
q, Py, H,, H,>where G, G-are groups of large prime order q
and e 1s an admissible pairing defined as G, xG, —G,,. Inorder
to achieve roughly similar security level to 1024-bit RSA
keys using the task-based keys as described 1n the previous
sections, 1t 1s also possible to work with a supersingular
clliptic curve of embedding degree 4 over F2n (*S. D. Gal-
braith. Supersingular curves in cryptography. In C. Boyd,

editor, Advances in Cryptology. Proceedings of ASTACRYPT
2001, pages 495 to 513. Springer-Verlag LNCS 2248,
December 20017). This choice results a corresponding group
of prime order q approximately equal to 2°°°. Using point
compressions, elements of this group can be represented
using 272 bits. Since all arithmetic 1s carried out 1n fields of
characteristic 2, group operations and pairing computations
can be implemented efficiently. Other selections of param-
eters can be used to achieve similar levels of efficiency. In
addition to the curve and group selections, hash functions H,
and H, are required which map arbitrary strings onto ele-
ments of G,

The mvention claimed 1s:

1. A computer-implemented method for a secure execution
of worktlow tasks of a worktlow, the computer-implemented
method comprising:

receiving, from a preceding execution agent, a task-based

private key generated by the preceding execution agent;
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signing worktlow information of a workflow for a subse-
quent execution agent with a worktlow signature, the
worktlow signature being computed using a worktlow
signature scheme by taking as input at least the task-
based private key;
forwarding to the subsequent execution agent the worktlow
information with 1ts associated workilow signature; and
computing the task-based private key for the subsequent
execution agent, the task-based private key being com-
puted using system parameters and a workflow identifier
assigned to the subsequent execution agent, the work-
flow information further being forwarded with the task-
based private key.
2. The computer-implemented method of claim 1, wherein
the task-based private key 1s produced using the workflow
signature scheme.
3. The method according to claim 1, wherein the worktlow
identifier assigned to the subsequent execution agent 1s cho-
sen as a concatenation of actual execution agent identifiers 1n
a path from a central workiflow engine to an 1’th execution
agent and further to the subsequent execution agent according
to the workilow.
4. The method according to claim 1, the method further
comprising establishing a secret value to be used to compute
the task-based private key for the subsequent execution agent.
5. The method according to claim 1, the method turther
comprising constructing a remaining worktlow for the sub-
sequent execution agent after an 1’th execution agent has
completed 1ts task.
6. The method according to claim 1, the method further
comprising verilying a workflow signature that is recerved
from the preceding execution agent by using signed workflow
information that 1s recerved from the preceding execution
agent, a workflow identifier assigned to an 1’th execution
agent and system parameters as mput.
7. The method according to claim 1, the method further
comprising authenticating system parameters that are
received from the preceding execution agent.
8. The method according to claim 1, the method further
comprising passing on to the subsequent execution agent also
the workflow signatures that an 1’th execution agent recerved
from previous execution agents.
9. The method according to claim 1, wherein forwarding to
the subsequent execution agent the workflow information
with 1ts associated workflow signature further includes for-
warding, with the worktlow information and 1ts associated
workilow signature, system parameters and a task-based pri-
vate key for the subsequent execution agent through a secure
channel, the task-based private key being computed using the
system parameters and a workilow 1dentifier assigned to the
subsequent execution agent.
10. A computer-implemented system, comprising;:
a plurality of task execution agents, the plurality of task
execution agents including an 1°th execution agent, the
1"th execution agent implemented by one or more pro-
cessors and configured to:
receive, from a preceding execution agent from the plu-
rality of task execution agents, a task-based private
key generated by the preceding execution agent;

sign workilow information of a worktlow for a subse-
quent execution agent with a worktlow signature, the
workilow signature being computed using a worktlow
signature scheme by taking as mput at least the task-
based private key; and

forward, to a subsequent execution agent from the plu-
rality of task execution agents, the worktlow informa-
tion with 1ts associated worktlow signature;
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wherein the 1’th execution agent 1s further configured to
compute the task-based private key for the subsequent
execution agent, the task-based private key being com-
puted using system parameters and a workilow 1dentifier
assigned to the subsequent execution agent, the work-
flow information further being forwarded with the task-

based private key.
11. The computer-implemented system of claim 10,

wherein the task-based private key 1s produced using the
workilow signature scheme.

12. The system according to claim 10, wherein the work-
flow 1dentifier assigned to the subsequent execution agent 1s
chosen as a concatenation of actual execution agent 1dentifi-
ers 1n a path from a central workflow engine to the 1’th
execution agent and further to the subsequent execution agent
according to the workilow.

13. The system according to claim 10, wherein the 1’th
execution agent 1s further configured to establish a secret
value to be used to compute the task-based private key for the
subsequent execution agent.

14. The system according to claim 10, wherein the 1’th
execution agent 1s further configured to construct a remaining
worktlow for the subsequent execution agent after the 1’th
execution agent has completed its task.

15. The system according to claim 10, wherein the 1’th
execution agent 1s further configured to verily a workilow
signature that 1s received from the preceding execution agent
by using signed worktlow information that 1s received from
the preceding execution agent, a worktlow 1dentifier assigned
to the 1°th execution agent and system parameters as mput.
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16. The system according to claim 10, wherein the 1°th
execution agent 1s further configured to authenticate system
parameters that are recerved from the preceding execution
agent.

17. The system according to claim 10, wherein the 1°th
execution agent 1s further configured to pass on to the subse-
quent execution agent also the workilow signatures that the
1"th execution agent recerved from previous execution agents.

18. A non-transitory computer-readable medium storing
executable 1nstructions thereon, which, when executed by a
processor, cause the processor to perform operations com-
prising:

recerving, irom a preceding execution agent from a plural-

ity of task execution agents, a task-based private key
generated by the preceding execution agent;
signing worktlow information of a workflow for a subse-
quent execution agent with a workilow signature, the
worktlow signature being computed using a worktlow
signature scheme by taking as input at least the task-
based private key;
forwarding, to a subsequent execution agent from the plu-
rality of task execution agents, the workilow informa-
tion with its associated worktlow signature; and

computing the task-based private key for the subsequent
execution agent, the task-based private key being com-
puted using system parameters and a workilow identifier
assigned to the subsequent execution agent, the work-
flow information further being forwarded with the task-
based private key.
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