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(57) ABSTRACT

A method for operating a bus system, 1in particular a CAN bus
1s disclosed. Several stations can be connected to the bus
system. A transmitted message has an 1dentifier, wherein a
certain identifier (for example, IDENT) always may be used
only by a single station. Each of the stations compares the
identifier of a transmitted message with the identifiers the
station itself uses (for example, IDENT2). An error message
1s produced in the event of a match.

7 Claims, 1 Drawing Sheet
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CONTROLLER AREA NETWORK (CAN) BUS
DEVICE WHEREIN EXCUSIVE IDENTIFIERS
OF THE STATION IS USED TO BOTH
DETECT FOR ERRORS AND DETERMINE
WHETHER MESSAGE IS RELEVANT TO THE
STATION

This application1s a 35 U.S.C. §371 National Stage Appli-

cation of PCT/EP2010/058147, filed on Jun. 10, 2010, which
claims the benefit of priority to Application Serial No. DE 10
2009 026 995.9, filed on Jun. 17, 2009 1n Germany, the
disclosures of which are incorporated herein by reference 1n
their entirety.

BACKGROUND

The disclosure relates to a method for the operation of a bus
system, particularly what 1s known as a CAN bus
(CAN=controller area network).

In the case of a CAN bus, each transmitted message con-
tains what 1s known as an identifier. This 1dentifier 1s used by
the stations connected to the CAN bus to decide whether the
transmitted message 1s relevant to them. The identifier 1s
added by the sending station to the user data that are to be
transmitted. In this case, each station 1s able to send any
number of messages with different identifiers. Each identifier
can be used only by one particular station, however, and one
and the same i1dentifier cannot be added to a message by
different stations.

A CAN bus 1s designed such that new stations can be
connected without relatively great complexity. Inter alia, this
allows an 1dentifier which 1s already being used by an existing
station to be erroneously used by another station, for example
one newly added, too.

It 1s an object of the disclosure to recognize errors in
connection with the use of 1dentifiers.

SUMMARY

The disclosure achieves this object by use of a method set
forth below.

The disclosure permits a particular identifier only ever to
be used by a single station. Each of the stations compares the
identifier of a transmitted message with the identifiers which
it uses 1tself. In the event of a match, an error message 1s
produced.

I, therefore, for whatever reasons, any 1dentifier 1s used by
two different stations, the method according to the disclosure
1s used by one of the two stations to recognize this no later
than when the other station first sends the 1dentifier which 1s
already 1n use as part of a message. The disclosure thus
ensures that a message having a particular identifier can only
ever come Irom a single station.

BRIEF DESCRIPTION OF THE DRAWINGS

Further features, opportunities for application and advan-
tages of the disclosure can be found 1n the description below
of exemplary embodiments of the disclosure which are shown
in the figures of the drawing. In this context, all features
described or shown, separately or 1n any combination, form
the subject matter of the disclosure, regardless of their sum-
mary 1n the patent claims or the back-references therein and
also regardless of their wording or illustration 1n the descrip-
tion or 1n the drawings.

FIG. 1 shows a schematic block diagram of an exemplary
embodiment of a bus system according to the mnvention, FIG.
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2 shows a schematic illustration of a message 1n the bus
system 1n FIG. 1, and FIG. 3 shows a method for the operation
of the bus system 1n FIG. 1.

DETAILED DESCRIPTION

FIG. 1 shows a bus system 10, which may be what 1s known
as a CAN bus (CAN=controller area network), in particular.
The bus system 10 1n FIG. 1 15 1n the form of a serial bus
system to which, for example, four stations 11,12, 13, 14 are
connected. If the bus system 10 1s used 1n a motor vehicle, for
example, the stations 11, 12, 13, 14 may be an engine con-
troller and/or a drive controller or the like, for example.

The stations 11, 12, 13, 14 of the bus system 10 are
designed to have equal authorization and are able to send and
receive messages 20. The structure of such a message 20 will
be described in more detail below with reference to FIG. 2. At
one particular time, it 1s only ever possible for one of the
stations 11,12, 13, 14 to access the bus system 10 and to send
its message 20. The message 20 sent can then be recerved and,
where appropriate, processed by all other stations 11,12, 13,
14.

Each message 20 transmitted by the bus system 10 has a
prescribed format. FIG. 2 shows a detail from such a message

20. Accordingly, the message 20 contains at least one “1den-
tifier” IDENT and the user data for DATA that are to be

transmitted. The identifier IDENT and the user data DATA are
produced by the sending station. In the case of a CAN bus, the
identifier IDENT may be 11 bits or 29 bits long, for example.

Each of the stations 11, 12, 13, 14 1s able to send any
number of messages 20 with different identifiers IDENT. The
nonsending stations then take the identifier IDENT as a basis
for deciding whether or not the received message 20 is rel-
evant to them. If the message 20 is relevant to one of the
stations 11, 12, 13, 14, the message 20 i1s read in and pro-
cessed by this station.

An essential aspect1s that a particular identifier IDENT can
only ever be sent by a single station. This means that a par-
ticular 1dentifier 1s always an explicit reference to a single
particular station. In other words, this means that one and the
same 1dentifier IDENT cannot be used by two different sta-
tions.

It will now be assumed that the station 11 sends messages
with the 1dentifier IDENT1, the station 12 sends messages
with the identifier IDENT2 and the station 13 sends messages
with the identifier IDENT3. It will also be assumed that the
station 14—erroneously—sends messages with the identifier
IDENT2. This error cannot be recognized by the stations 11,
13, since, on the basis of the identifier IDENT?2, they always
assume that the associated message comes from the station
12, that 1s to say even if 1t 1s the—erroneous—message from
the station 14.

For the purpose of recognmizing this error, the method
shown 1 FIG. 3 1s provided. This method 30 1s carried out
continuously by each of the stations 11, 12, 13, 14. The basis
for the method 30 1s a list which 1s stored in the respective
station and which contains all the 1dentifiers IDENT which
are used by the respective station and which therefore cannot
be used by other stations for sending messages.

The method 30 1s explained below with reference to the
exemplary scenario explained, in which the station 14 erro-
neously uses the identifier IDENT2, which can only be used
by the station 12.

I1 the station 12 1s 1n a state 1n which 1t 1s not sending, the
station 12 reads 1n at least the identifier IDENT—in a first step
31—of those messages 20 which are transmitted by other
stations via the bus system 10. In a subsequent step 32, the
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station 12 compares the read-in identifier IDENT with the
identifiers stored 1n 1ts own list. Since, as has been explained,
the station 12 uses at least the 1dentifier IDENT?2, the list of
the station 12 contains at least this identifier IDENT?2.

The station 12 therefore compares the identifier IDENT
which has been read in by the bus system 10 with the stored
identifier IDENT?2. If the 1dentifier IDENT which has been

read 1n 1s the identifier IDENT?2 erroneously used by the
station 14, the station 12 determines a match with the stored
identifier IDENT?2.

In this case, the station 12 produces an error message 1n a
step 33 and sends this error message to all other stations via
the bus system. This means that the error 1s known to all
stations 11, 12, 13, 14 and can then be rectified by the erro-
neously acting station 14, for example.

If there 1s no match, the method 30 1s terminated 1n this
respect.

It goes without saying that the station 14 may also be that
station which determines the use of the identifier IDENT2 by
the station 12. In this case, the station 14 produces the error
message 1n accordance with the step 33 of the method 30.
When rectifying the error, 1t 1s then first of all necessary to
check which station 1s operating erroneously. It likewise goes
without saying that the method 30 1n FIG. 3 also comes 1nto
play if more than two stations use the same identifiers.

As has been explained, the method 30 1s carried out con-
tinuously by all stations 11,12, 13, 14. Each of the stations 11,
12, 13, 14 thus compares the identifier IDENT of a transmit-
ted message 20 with the identifiers IDENTX which 1t uses
itself. Ii—for whatever reasons—any 1dentifier IDENTX 1s
being used by two different stations, this 1s recognized by one
of the two stations, using the method 30, no later than when
the other station first sends the 1dentifier IDENTX already in
use as part of amessage 20. The error can then be reported and
rectified.

Preferably, the method 30 1s carried out using a computer
program. To this end, the computer program 1is stored in the
individual stations 11,12, 13, 14 on an electronic memory and
1s executed by an electronic computer.

The mvention claimed 1s:
1. A method for operating a bus system having a plurality of
stations connected thereto, the method comprising;:

transmitting at least one message via the bus system from at
least one station connected to the bus system, wherein
cach station connected to the bus system uses at least one
identifier, the at least one 1dentifier being for use exclu-
stvely by the station, wherein each message transmitted
on the bus includes an 1dentifier field 1n which one of the
at least one 1dentifiers exclusively used by the station 1s
placed;

receiving each message transmitted via the bus system at a
first station connected to the bus system:;

reading at least the i1dentifier field of each of the received
messages at the first station;

comparing the identifier in the 1dentifier field of each of the
received messages to the identifiers being for use exclu-
stvely by the first station;

transmitting an error message from the first station in
response to the identifier of any of the recerved messages
matching one of the identifiers being for use exclusively
by the first station; and

determining from the identifier of a recerved message
whether the received message 1s relevant to {irst station
in response to the identifier in the recerved message not
matching one of the identifiers being for use exclusively
by the first station.
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2. The method of claim 1, wherein the first station includes
a plurality of identifiers, each identifier in the plurality being
for use exclusively by the first station.

3. The method of claim 1, wherein the first station receives
messages via the bus system only when the first station 1s not
transmitting messages via the bus system.

4. The method of claim 1, wherein each message transmit-
ted via the bus system includes an identifier only for the
station transmitting the message.

5. The method of claim 1, wherein the bus system 1s a
controller area network (CAN) bus system.

6. A non-transitory, computer-readable storage medium
including programmed instructions configured to be executed
by a processor and for causing the processor to carry out a
method of operating a bus system having a plurality of sta-
tions connected thereto, the method comprising:

transmitting at least one message via the bus system from at

least one station connected to the bus system, wherein
cach station connected to the bus system uses at least one
identifier, the at least one 1dentifier being for use exclu-
stvely by the station, wherein each message transmitted
on the bus includes an 1dentifier field 1n which one of the
at least one 1dentifiers for use exclusively by the station
1s placed;

receving each message transmitted via the bus system at a

first station connected to the bus system;

reading at least the 1dentifier field of each of the recerved

messages at the first station;

comparing the identifier in the 1dentifier field of each of the

received messages to the 1dentifiers being for use exclu-
stvely by the first station;

transmitting an error message from the first station 1n

response to the identifier of any of the recerved messages
matching one of the identifiers being for use exclusively
by the first station; and

determining from the identifier of a received message

whether the received message 1s relevant to the first
station 1n response to the identifier in the recerved mes-
sage not matching one of the i1dentifiers being for use
exclusively by the first station.

7. A computer comprising;:

a processor configured to execute programmed 1nstruc-

tions; and

a memory ncluding programmed instructions configured

to be executed by the processor and for causing the
processor to carry out a method of operating a bus sys-
tem having a plurality of stations connected thereto, the
method comprising:

transmitting at least one message via the bus system from at

least one station connected to the bus system, wherein
cach station connected to the bus system at least one
identifier, the at least one 1dentifier being for use exclu-
stvely by the station, wherein each message transmitted
on the bus includes an 1dentifier field 1n which one of the
at least one 1dentifiers for use exclusively by the station
1s placed;

recerving each message transmitted via the bus system at a

first station connected to the bus system;

reading at least the 1dentifier field of each of the recerved

messages at the first station;

comparing the identifier in the 1dentifier field of each of the

received messages to the 1dentifiers being for use exclu-
stvely by the first station;

transmitting an error message from the first station 1n

response to the identifier of any of the recerved messages
matching one of the identifiers being for use exclusively
by the first station; and
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determining from the identifier of a received message
whether the received message 1s relevant to the first
station 1n response to the identifier 1n the received mes-

sage not matching one of the 1dentifiers being for use
exclusively by the first station. 5
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