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(57) ABSTRACT

A method for auditing and vernfying configuration items
(Cls) 1n an mformation technology (IT) configuration man-
agement database (CMDB) includes 1dentifying which con-
figuration item (CI) types should be part of an audit, defining
link rules to link an authorized CI type stored in a CMDB to
an actual CI type that 1s part of an IT infrastructure, retrieving
all authorized CI instances of the identified CI types from the
CMDB, retrieving all actual CI instances of the identified CI
types from a discovery upload of a current IT environment,
comparing the actual CI instances to the authorized CI
instances, and taking remedial action when variances are

discovered.
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SYSTEM AND METHOD FOR AUTOMATED
CONFIGURATION CONTROL, AUDIT
VERIFICATION AND PROCESS ANALYTICS

TECHNICAL FIELD

The present disclosure 1s directed to the field of I'T Service
Management, 1n particular to a methodology for IT service
management process automation in the area of configuration
control, audit verification, process analytics and automated
variance detection for effective configuration management
with human centric remediation for resolving the detected
variances.

DISCUSSION OF THE RELATED ART

Today’s 1nformation technology (IT) environments are
generally large, complex, distributed, and constantly being
changed. Although most changes are mntended to fix or
improve the environment, many changes often have unex-
pected, undesirable, and costly effects on the environment.
Therefore, 1t 1s desirable, 1n I'T service management, for the
configuration of the IT environment to be carefully con-
trolled.

An IT environment 1s generally represented in terms of
configuration items (Cls). ClIs include all infrastructure
resources that are in under the management of or whose
control 1s governed by an IT service management configura-
tion process. Examples of Cls and CI types include computer
systems, applications, business services, routers, switches,
printers, etc. A computer system 1s a CI type: for example,
serverOl.watson.ibm.com  and  gdil_server 2.watson.
ibm.com are Cls instances of type ComputerSystem. Cls are
uniquely identified 1n such environments by the use of nam-
ing rules (or keys). For example, 1n the I'T domain one such
practice 1s expressed by the I'T Infrastructure Library (I'TIL)
in which a Configuration Management Database (CMDB)
and a plurality of Configuration Management processes are
defined. The CMDB can be either a unified database or a
tederated database where a collection of databases presents a
single user interface. The CMDB stores Cls and their
attributes and details about the relationships between Cls.
Information that 1s stored within a CMDB 1s accessible by one
Or more system/service management applications to accoms-
plish their task.

Changes to Cl records may come from a variety of sources,
such as discovery adaptors, manual entry via a user interface,
bulk loads from applications, and as such must be controlled.
Configuration control 1s concerned with ensuring that only
authorized and 1dentifiable Cls are recorded from receipt to
disposal. It ensures that no CI 1s added, modified, replaced or
removed without appropriate controlling documentation, for
example, an approved change request. As a result of configu-
ration control, the CMDB, which includes attributes of and
relationships between the Cls inthe I'T environment, serves as
a source of authorized configuration information that can be
used by all of the other service processes, such as incident,
problem, and change processes, etc. In addition, the CMDB
maintains relationships between configuration items and
other service support artifacts, such as change records and
incident records. The CMDB can be represented by a directed
graph 1n which the nodes are Cls and the edges are the rela-
tionships, with the direction being determined by the nature
of the relationship. This graph may have cycles. However, 1t
should be noted that the relationship between two Cls can also
be considered a CI. Because the CMDB serves as the source
of mformation for decision making by many other process,

10

15

20

25

30

35

40

45

50

55

60

65

2

the accuracy of the CMDB 1s important. Therefore, regular
audits are needed to verity that the CMDB correctly retlects

the environment. This 1s an opportumty to detect and correct
any errors 1n the CMDB as well as unauthorized changes that
may have been made to the I'T environment. For an environ-
ment of even moderate size, these activities are time consum-
ing and prone to human error, which makes them prime
candidates for automation.

SUMMARY OF THE INVENTION

Exemplary embodiments of the mnvention as described
herein generally include methods and systems for I'T service
management process automation in the area of configuration
control, audit verification and process analytics. An embodi-
ment of the invention provides an automated approach to
variance detection of hierarchically defined configuration
items 1n a CMDB against actual Cls 1n the IT environment. A
configuration audit verification process according to an
embodiment of the invention identifies which direction a
relationship should be traversed for comparison purposes,
uses a template to define which Cls should be part of the audit,
defines link-rules for the actual-to-authorized comparison,
compares the relationships and attributes for the actual and
authorized Cls, and processes the reconciliation results.

According to an aspect of the invention, there 1s provided a
method for auditing and veritying configuration items (Cls)
in an information technology (IT) configuration management
database (CMDB), including identifying which configuration
item (CI) types should be part of an audit, defining link rules
to link an authorized CI type stored in a CMDB to an actual CI
type that 1s part of an I'T infrastructure, retrieving all autho-
rized CI instances of the identified CI types from the CMDB,
retrieving all actual CI mstances of the identified CI types
from a discovery upload of a current I'T environment, com-
paring the actual CI instances to the authorized CI instances,
and taking remedial action when variances are discovered.

According to a further aspect of the invention, the method
includes i1dentifying a direction in which a relationship
between a pair of Cls should be traversed.

According to a further aspect of the invention, the method
includes defining an audit template that includes criteria for
selecting Cls for an audit, the criteria including CI attributes,
relationships between Cls, the direction of any the relation-
ships, and a starting point 1n the CMDB from which to begin
the audit.

According to a further aspect of the invention, the CMDB
1s represented as a directed graph where the Cls are nodes and
relationships are edges, and further comprising transforming
the graph 1nto a relationship tree rooted at the starting point
specified 1n the audit template, where all Cls that do not meet
the audit template criteria are removed and cycles are
removed based on the direction 1n which the relationships are
to be traversed.

According to a further aspect of the invention, the method
includes performing the audit by traversing the relationship
tree of the specified CI nodes starting at the starting point CI,
where any CI that are related to a specified CI down the
relationship tree are iteratively compared until there 1s no
turther downward related Cls.

According to a further aspect of the invention, comparison
results include a list of actual Cls that lack corresponding
authorized Cls, a list of authorized Cls that lack correspond-
ing actual Cls, variances between attributes and relationships
of actual and authorized Cls, a list of variances between
authorized Cls and established standards, and validating a
lifecycle state for each CI.
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According to a further aspect of the invention, comparing
the actual Cl instances to the authorized CI instances includes
comparing attribute values defined for the authorized Cls
with attribute values for the same attribute 1n the correspond-
ing actual Cls, comparing relationships of the authorized Cls
with other authorized Cls to the relationships of correspond-
ing actual Cls with other actual Cls, validating the specific
target of a relationship, comparing a relationship name
between a source CI and a target CI, comparing a cardinality
of the source CI and the target CI, and validating the direction
of the relationship between a source CI and a target CI.

According to a further aspect of the invention, the method
includes creating a match record to document each successiul
comparison, and a failure record to document each unsuc-
cessiul comparison.

According to a further aspect of the invention, the method
includes storing the match and failure records.

According to a further aspect of the invention, the remedial
action 1ncludes correcting a number of actual child instances
when the cardinality of child instances differs between and
actual CI and an authorized CI, correcting a relationship
direction when a the relationship between a source CI and a
target CI has a wrong direction.

According to a further aspect of the invention, the method
includes defining a plurality of audit templates, where a given
CI may be specified 1n more than one audit template, and
checking whether an authorized CI has already been audited
while traversing the relationship tree.

According to another aspect of the invention, there 1s pro-
vided a method for auditing and verifying configuration items
(Cls) 1 an mformation technology (I'T) configuration man-
agement database (CMDB), including defining an audit tem-
plate that includes criteria for selecting Cls for an audit, the
criteria including CI attributes, relationships between Cls, the
direction of any the relationships, and a starting CI in the
CMDB {from which to begin the audit, representing the
CMDB as a relationship tree whose nodes are Cls and edges
are relationships and is rooted at the starting CI specified 1n
the audit template, where all Cls that do not meet the audit
template criteria are removed and cycles are removed based
on the direction 1n which the relationships are to be traversed,
and traversing the relationship tree of the specified CI nodes
starting at the starting point CI comparing actual CI instances
to authorized CI instances, where any CI that are related to a
specified CI down the relationship tree are iteratively com-
pared until there 1s no further downward related Cls.

According to a further aspect of the invention, comparing
the actual Cl instances to the authorized CI instances includes
comparing attribute values defined for the authorized Cls
with attribute values for the same attribute in the correspond-
ing actual Cls, comparing relationships of the authorized Cls
with other authorized ClIs to the relationships of correspond-
ing actual Cls with other actual Cls, validating the specific
target ol a relationship, comparing a relationship name
between a source CI and a target CI, comparing a cardinality
ol the source CI and the target CI, and validating the direction
of the relationship between a source CI and a target CI.

According to a further aspect of the invention, the method
includes outputting comparison results, including a list of
actual Cls that lack corresponding authorized Cls, a list of

authorized Cls that lack corresponding actual Cls, variances
between attributes and relationships of actual and authorized
Cls, a list of variances between authorized Cls and estab-
lished standards, and validating a lifecycle state for each CI.
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According to a further aspect of the invention, the method
includes defining link rules to link each authorized CI type
stored 1n the CMDB to an actual CI type that 1s part of the I'T
infrastructure.

According to a further aspect of the invention, the method
includes retrieving all authorized CI instances of the identi-
fied CI types from the CMDB.

According to a further aspect of the invention, the method
includes retrieving all actual CI 1instances of the identified CI
types from a discovery upload of the I'T inirastructure.

According to another aspect of the invention, there 1s pro-
vided a program storage device readable by a computer, tan-
gibly embodying a program of instructions executable by the
computer to perform the method steps for auditing and veri-
tying configuration items (Cls) 1n an information technology
(IT) configuration management database (CMDB).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a representation of a subset of Cls selected
from a CMDB as a tree-like data model, according to an
embodiment of the invention.

FIGS. 2(a)-(b) illustrates an example of a lifecycle of a CI,
according to an embodiment of the mnvention.

FIG. 3 1s a flowchart of an algorithm for audit and verifi-
cation automation according to an embodiment of the mnven-
tion.

FIG. 41s ablock diagram of an exemplary computer system

for implementing a method for audit and verification automa-
tion, according to an embodiment of the mnvention.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

Exemplary embodiments of the mvention as described
herein generally include systems and methods for IT service
management process automation in the area of configuration
control, audit verification, process analytics and automated
variance detection. Accordingly, while the invention 1s sus-
ceptible to various modifications and alternative forms, spe-
cific embodiments thereof are shown by way of example 1n
the drawings and will herein be described in detail. It should
be understood, however, that there 1s no intent to limit the
invention to the particular forms disclosed, but on the con-
trary, the invention 1s to cover all modifications, equivalents,
and alternatives falling within the spirit and scope of the
invention.

The itroduction of configuration control to the CMDB
implies that it 1s desirable to have a process to ensure that
necessary controlling documentation 1s made before the
updates are made to the CMDB. Thus, the data reflected
within a CMDB Record for a CI may differ from the actual
data for a CI as identified from tools such as discovery adap-
tors. The CMDB 1s used as a repository for both authorized
data and actual data. The authorized representation describes
CI attributes (a subset of attributes for that type) updated by
control Cls called from a change management process. These
attributes have been approved 1n accordance with a change
control process as reflected in change implementation com-
mands 1ssued from the change management process. The
actual Cl representation describes CI attributes (or a subset of
attributes for that type) according to the latest discovery adap-
tor uploads. These may record the same values or may be at
variance with the authorized representation. If the CMDB 1s
maintaining an authorized and an actual representation of the
configuration items, then there are security considerations to
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be addressed. A decision has to be made regarding access
policies for these two representations and the relationship
between them.

Each component CI of the I'T environment 1s defined in
terms of a number of attributes, some of which depend on the
type ol CI. For example, a computer system and a software
package would both have attributes ObjectType and UID.
However, a computer system might have attributes CPUspeed
and Model, while a software package might have attributes
Version and Port. In addition to CI attributes, Cls have rela-
tionships with other Cls. For example, a J2EE Component
might have a Runs_On relationship to a J2EE server.

According to an embodiment of the invention, configura-
tion control 1s provided by a configuration management pro-
cess and a change management process working 1n concert
with each other. The configuration management process
maintains an accurate logical representation of the I'T services
and I'T mirastructure 1n the configuration management data-
base (CMDB). The CMDB records the attributes of each (I,
and relationships with other Cls. The CMDB 1s maintained by
the configuration management process and 1s used by all I'T
service management processes. The change management
process manages changes to the I'T environment to minimize
the adverse eflects of the change. To do so, the change man-
agement process relies on information in the CMDB to assess
the potential impact of a change prior to approving 1t. Once a
change 1s implemented, the change management process
informs the configuration management process to update the
CMDB to reflect the change.

The configuration management process ensures accuracy
by 1imposing configuration control, that 1s, by requiring con-
trolling documentation for changes to information in the
CMDB. Thus the CMDB can then be regarded as repository
of authorized information about Cls. The intent of configu-
ration control 1s to prevent unauthorized changes to the IT
environment and the CMDB. It 1s up to the discretion of the
configuration management process to establish the policies
regarding the extent and content of the controlling documen-
tation required for a change. Generally, the policies will
depend on the type of change requested and the lifecycle
states of the Cls impacted by the change. For example, mini-
mal or no controlling documentation may be required for a
change to CI mformation for a CI in an initial state. This
would facilitate the mitial gathering of data for a new CI, such
as a server. In contrast, a request to change the details of a
server 1n production status would require more extensive
controlling documentation and would imply adherence to a
change management process protocol.

According to an embodiment of the invention, there 1s an
authorized representation or space ol Cls, which 1s under
configuration control, and an actual (or discovered) represen-
tation or space ol Cls which reflects discovered or gathered
data aspects of the CI. The authorized representation, in the
CMDB, describes described CI attributes that can be updated
by a change management process in accordance with a
change control process step. The actual representation
describes CI attributes according to the latest discovery
uploads. These may have the same values as or may be at
variance with the authorized representation. The authorized
CIs can be represented as manageable entities grouped with a
subset of Cls pruned from a deeply connected tree or graph of
Cls.

Control of the contents of the CMDB 1s useful as 1t retlects
the actual I'T environment. To ensure this, the contents of the
CMDB should be regularly compared against the actual IT
environment. Accomplishing this involves discovering, either
manually, via automated scans, or importing from an autho-
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rized source, information on what 1s actually in the I'T envi-
ronment. This gathered data may come from a variety of
sources. The actual data may then be compared with that
which was authorized 1n accordance with the change man-
agement process. Before comparing against the authorized
data 1n the CMDB, the gathered data 1s normalized and mul-
tiple sources reconciled. The comparison between the con-
tents of the CMDB and the discovered or gathered data wall
detect variances between the two views which may be due to
any or all of the following: (1) an unauthorized change to the
I'T environment; (2) an error 1n updating of the CMDB; or (3)
a timing problem (i.e. the authorized change has been made 1n
the environment but not as yet updated in the CMDB).

According to an embodiment of the invention, an audit
template 1s defined that includes critenia for selecting unau-
thorized Cls to include 1n an audit. In general, an audit need
not include every Cl ina CMDB. The audit criteria are defined
in terms of CI attributes and relationships and the direction of
the relationships. Examples of relationships between a com-
puter CI and an operating system CI include “installed-
on”’and “runs-on”. The attributes of a CI include information
such as name, version, vendor, build-id, etc. The audit tem-
plates are used to instantiate those aspects of the actual Cls
that have been discovered 1n the authorized CI space. These
criteria also include a starting point 1n the graph representa-
tion of the CMDB from which to begin the audit, and a
direction to traverse the graph. From this starting point, the
graph representation of the CMDB 1s pruned to eliminate
cycles and those Cls that do not meet the template criteria,
leaving a hierarchical tree as a data model for the CMDB. The
audit process can traverse the tree to visit every Cl node 1n the
tree to perform the comparisons.

FIG. 1 depicts a representation of a subset of Cls selected
from a CMDB for an audit verification and comparison. The
selected Cls are represented as a tree whose root node 10
represents an enterprise application, Business Process A.
Business Process A communicates with federated process
Business Process B 11, which 1n turn communicates with
tederated process Business Process C 12. Business Process A
also communicates with federated process Business Process
D 13 which in turn communicates with federated process
Business Process E 14. Business Process E 14 uses Applica-
tion A 15 and Application B 16. AppServer Functional Group
17 1s a member of Application B 16, and AppServer 18 1s a
member of AppServer Functional Group 17. AppServer 18
hosts a plurality of systems, applications, and devices 19. If an
audit 1s to begin at Business Process D 13, the audit will
compare all attributes 1n the authorized CI for Business Pro-
cess D, all relationships 1n Business Process defined to other
authorized Cls, all attributes and relationships defined 1n each
of the related authorized Cls, and so on traversing down the
tree to systems, applications, and devices 19. Note that “fed-
erated”’or “federates”, “uses”, and “member of”” are all further
examples of relationships.

The responsibility for comparing the authorized Cls and
relationships resides with the configuration management pro-
cess, specifically a venify-and-audit function of the configu-
ration management process. In addition to comparing the
authorized and actual ClIs, the verify-and-audit process also
compares Cls against established standards. The results of
these comparisons include:

A list of Cls found 1n the actual view but not in the autho-

rized view:

Variances between ClI attributes and relationships between

CIs which exist in both the authorized and actual views;

A list of CIs 1n the authorized view which have not been

discovered recently as defined by policy;
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A list of vaniances between authorized Cls and established
standards.
A Tull verity-and-audit process also checks that naming con-
ventions are being followed, and verifies the contents of soft-
ware and hardware libraries.

A configuration librarian or manager reviews the vari-
ances, determines the root cause, and takes an appropriate
remedial action. Remediation actions include:

opening an incident to request a further investigation of the

variance;

submitting a request for change (RFC) to correct the prob-

lem 1in the I'T environment (e.g., removing an unautho-
rized server) or inthe CMDB (e.g., adding anew server);

doing nothing, which 1s appropriate for a variance due to a

timing 1ssue (e.g., the CMDB update had not occurred
when the comparison was made.

As part of configuration control, every CI managed by the
CMDB has associated with it a lifecycle state. The lifecycle
state 15 used for tracking purposes and should be kept current
and made available for planning, decision making, and man-
aging changes to the defined configurations. Example states
for a configuration item are ordered, received, in acceptance
test, live, under change, withdrawn, and disposed.

FI1G. 2(a) illustrates an example of a lifecycle containing
three states: not ready, operational, and archived. In addition
to states, a lifecycle also contains an indicator of the initial
state, a set of permitted transitions between the states, and
semantic validation information associated with three states.
In FIG. 2(a), the in1t1al state 1s “not ready”, there are four valid
transitions, and the “operational” state has additional seman-
tic validation information. Diflerent types of authorized Cls
are associated with different lifecycles, and each lifecycle
presents as set ol possible states which may be assigned to the
status attribute of Cls of that type, as shown 1n FI1G. 2(b). For
example, workstations may be associated with a lifecycle
containing the states ordered, recerved, configured, installed,
operational, and archived, while applications to be installed
on the workstations could have states such as in-development,
testing, operational, and decommissioned. This provides
opportunities for semantic validation based on CI type, for
example, the lifecycle of a server can be described distinctly
from that of a business application. The lifecycle for each CI
type may also be customized for each customer. Assignment
1s mediated by CI types, which are associated with Cls during
remediation. CI types are assigned to lifecycles when the
lifecycles are created, typically before remediation.

Transitions between lifecycle states are managed to ensure
that, from a particular state, a CI 1s moved only to another
legal state. In addition, again as part of configuration control,
there 1s enforcement of attribute level semantic validation
betore a new CI 1s created and before modifying a CI. This
validation check 1s attribute-specific, and for some attributes
may also be Cl-type or lifecycle-state specific as well. For
example, a location attribute may be required for a CI repre-
senting a physical object such as a server before 1t may be put
in an “installed” state, but possibly not before 1t 1s that state.

According to an embodiment of the invention, three life-
cycle semantic validations are as follows.

1. Designating that for a particular CI type, there are
requirements that designated fields be populated with 1nfor-
mation before a particular state be entered (or exited).

2. Designating selected states as protected, so that any
changes to protected states demand that an RFC be associated
with them. This validation capability recognizes that there are
lifecycle states 1n which a greater degree of control 1s required
than 1n other states, as described in detail below. The “pro-
tected” designation implies that changes to the CMDB for Cls
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in this state should be associated with a change record that
serves as the controlling documentation. In addition, changes
of state into protected states also require a change record. This
includes the creation of a new CI 1f the 1nitial state 1s pro-
tected. InFIGS. 2(a)-(b), the operational state 1s designated as
a protected state.

3. Separating out state transition enablements from other
attribute changes so as to provide greater control over the
circumstances 1 which the lifecycle state can be modified.
This validation capability provides a greater degree of assur-
ance that the lifecycle state of a CI 1s changed 1n accordance
with intent by presenting a different API/UI to change the
lifecycle state of the CI.

Because a CI Record 1s a reflection of all changes that have
taken place to a CI, 1t maintains a record of changes to the CI
lifecycle state. If the Cls are tightly controlled, e.g. are 1n
protected states as described above, than it 1s possible to
perform a detailed audit between the authorized and actual
states ol the Cls and determine which Cls require remediation
and whether there exist the necessary change authorizations
to correct the variances. In the event that remediation 1s
deemed appropriate, the remediation step 1s executed and an
audit 1s reissued to check that the expected result has been
realized.

For a given authorized Cl instance, a verify-and-audit func-
tion according to an embodiment of the invention can perform
the following steps.

1. Compare the attribute values defined 1n the authorized CI
with the attribute values defined in the actual CI for the same
attribute fields.

2. Compare the relationships the authorized CI has with
other authorized Cls to the relationships the actual Cl has with
other actual Cls, validate the specific target for the relation-
ship to determine whether 1t 1s the correct type, compare the
relationship name between the source and the target, compare
the cardinality of the source and target, the direction of the
relationship, etc. The direction of the comparison of a given
relationship between two CI Types can be determined
through the top-down structure and implicit traversal of the
tree-like data model. This simplification removes the need to
identify any special logic for particular CI types at audit time.

A flowchart of an algorithm for audit automation according
to an embodiment of the invention 1s depicted in FIG. 3.
Referring now to the flowchart, an algorithm according to an
embodiment of the invention begins at step 30 by 1dentifying
a direction 1 which a relationship should be traversed for
comparison. For example, for a “operation system runs-on
computer system” relationship, for comparing a computer
system authorized CI, the audit should compare down to the
operating system. However, for comparing an operating sys-
tem authorized CI, the audit should not compare up to the
computer system. The next step 31 defines which configura-
tion 1tem types should be part of the audit. Relationships
between configuration 1tems can be extensive. To make the
comparison process more feasible some scope for compari-
son should be established around a set of CI relationships to
reconcile. For example, one could select those Cls impacted
in an RFC. The scope of the comparison would be determined
by an audit template which includes criteria for selecting
unauthorized Cls to include 1n an audit. The audit criteria are
defined 1n terms of CI attributes and relationships and the
direction of the relationships. The scope 1n an audit automa-
tion according to an embodiment of the mnvention would be to
limit the CI relationship comparison to CI relationships
which transverse “down’ the Cl relationship tree as defined in
the authorized CI definition template. Establishing this scope
provides focus for reconciliation processing, minimizes the
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overall volume of comparison processing and provides com-
parison results to support the CI remediation process.

At step 32, the link rules for linking authorized CI types to
actual CI types are defined. A link rule provides a mechanism
to uniquely identify CI instances. A link rule 1s typically one
of more sets of attributes and 1ts criteria, as defined 1n the audit

template.

At step 33, all authorized CI instances are retrieved for the
identified audit CI types. At step 34, all actual Cl instances are
retrieved for the identified audit CI types. The authorized CI
definition 1s used at step 35 as a template to compare the
authorized CI instances with the actual CI instances. The
authorized CI template defines what Cls and relationship
types to compare and how deep the comparison should be.

The CI comparison will include the following actions. For
a given authorized Clinstance: (1) the attribute values defined
in the authorized CI will be compared with those of the actual
CI; (2) the relationships the authorized CI has with other
authorized Cls will be compared with corresponding actual »g
relationships of the actual CI. The validity of a specific target
of the relationship will be checked for correctness, and the
name of the relationship between a source and target will also
be checked. A match record is created for each successiul
comparison, otherwise a failure record 1s created. The tree 25
hierarchy will be traversed recursively until all targets are
traversed and compared. In some cases a given object could
be subject to a comparison more than once during an audit.
This can be mitigated by checking 1t an authorized CI has
already been processed, in which case it can be skipped. 30

At step 36, the audit comparison and variance results, that
15, the match and failure records, are written out. If an autho-
rized Cl 1s in a “protected” state and requires an RFC, then an
RFC 1s created to fulfill the variance.

At step 37, the actual CI instance data 1s remediated and 35
promoted into authorized CI instance data per the authorized
CI definition. A reconciliation approach according to an
embodiment of the mvention should take into account not
only the contamnment hierarchy of the tree-like data model,
but also named relationships such as the “uses”relationship, 40
as otherwise the comparison mechanism will be partial and
inaccurate. The reconciliation should compare model objects
in any type of explicit relationship. When the cardinality of
child instances differs between an actual CI and an authorized
CI, remediation 1mvolves correcting the number of actual CI 45
chiuld instances to agree with that of the authorized CI. Fur-
thermore, when the direction of a relationship differs between
an actual CI and an authorized CI, remediation involves cor-
recting the direction of the relationship.

The audit template provides a mechanism for capturing the 5o
semantics of the entities and relationships and their properties
specified as policies. The audit template may or may not
include all relationships and entities represented 1n the actual
space and might represent only partial subset of the actual.
The audit template can be either specified before runtime or 55
defined and extended by a customer. There could a single or
multiple audit templates for a given configuration item in
authorized space, where a customer could choose a specific
audit template to perform an audit.

For authorized CI to actual CI comparison, once the aud- 60
itable CI data set 1s returned and the links are established
between instances, comparison of the relationship and
attributes for those Cls returned 1n the link and for all subse-
quent lower level Cls 1n the tree are also compared. Once the
initial comparison of this CI relationship and all attributes 1s 65
complete any Cls that are related to the selected CI down the
relationship tree are also iteratively compared until there 1s no
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other downward related CI. For each comparison, a result 1s
written to the reconciliation results.

It 1s to be understood that embodiments of the present
invention can be implemented 1n various forms of hardware,
soltware, firmware, special purpose processes, or a combina-
tion thereol. In one embodiment, the present invention can be
implemented 1n software as an application program tangible
embodied on a computer readable program storage device.
The application program can be uploaded to, and executed by,
a machine comprising any suitable architecture. Given the
teachings provided herein, one of ordinary skill 1n the related
art will be able to contemplate these and similar implemen-
tations or configurations of other embodiments of the present
ivention.

FIG. 41s a block diagram of an exemplary computer system
for implementing a method for audit and verification automa-
tion, according to an embodiment of the invention. Referring
now to FIG. 4, a computer system 41 for implementing the
present invention can comprise, iter alia, a central process-
ing unit (CPU) 42, a memory 43 and an input/output (I/0)
interface 44. The computer system 41 1s generally coupled
through the 1/0 interface 44 to a display 45 and various input
devices 46 such as a mouse and a keyboard. The support
circuits can include circuits such as cache, power supplies,
clock circuits, and a communication bus. The memory 43 can
include random access memory (RAM), read only memory
(ROM), disk drive, tape drive, etc., or a combinations thereof.
The present invention can be implemented as a routine 47 that
1s stored in memory 43 and executed by the CPU 42 to process
the signal from the signal source 48. As such, the computer
system 41 1s a general purpose computer system that becomes
a specific purpose computer system when executing the rou-
tine 47 of the present invention.

The computer system 41 also includes an operating system
and micro mstruction code. The various processes and func-
tions described herein can either be part of the micro mnstruc-
tion code or part of the application program (or combination
thereol) which 1s executed via the operating system. In addi-
tion, various other peripheral devices can be connected to the
computer platform such as an additional data storage device
and a printing device.

It 1s to be further understood that, because some of the
constituent system components and method steps depicted 1n
the accompanying figures can be implemented 1n software,
the actual connections between the systems components (or
the process steps) may differ depending upon the manner in
which the present invention 1s programmed. Given the teach-
ings of the present invention provided herein, one of ordinary
skill 1n the related art will be able to contemplate these and
similar 1implementations or configurations of the present
invention.

While the present invention has been described 1n detail
with reference to exemplary embodiments, those skilled in
the art will appreciate that various modifications and substi-
tutions can be made thereto without departing from the spirit
and scope of the invention as set forth 1n the appended claims.

What 1s claimed 1s:

1. A method for auditing and verifying configuration items
(Cls) 1 an mformation technology (IT) configuration man-
agement database (CMDB) comprising the steps of:

identifying which configuration 1item (CI) types should be

part of an audit;

defining link rules to link an authorized CI type stored in a

CMDB to an actual CI type that 1s part of an I'T infra-
structure;

retrieving all authorized CI instances of said 1dentified CI

types from said CMDB;
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retrieving all actual CI instances of said identified CI types
from a discovery upload of a current I'T environment;
normalizing the actual CI instances;

comparing the normalized actual CI instances to corre-

sponding authorized CI instances to detect variances
between the normalized actual CI instances and the cor-
responding authorized CI instances; and

taking remedial action when variances are discovered.

2. The method of claim 1, further comprising identifying a
direction 1n which a relationship between a pair of Cls should
be traversed.

3. The method of claim 2, further comprising defining an
audit template that includes criteria for selecting Cls for an
audit, said criteria including CI attributes, relationships
between Cls, the direction of any said relationships, and a
starting point in said CMDB from which to begin said audit.

4. The method of claim 3, wherein said CMDB 1s repre-
sented as a directed graph wherein said Cls are nodes and
relationships are edges, and further comprising transforming,
said graph into a relationship tree rooted at the starting point
specified 1n said audit template, wherein all Cls that do not
meet the audit template criteria are removed and cycles are
removed based on the direction in which said relationships
are to be traversed.

5. The methods of claim 4, further comprising performing,
said audit by traversing said relationship tree of said specified
CI nodes starting at the starting point CI, wherein any CI that
are related to a specified CI down the relationship tree are
iteratively compared until there 1s no further downward
related Cls.

6. The method of claim 1, wherein comparison results
include a list of actual Cls that lack corresponding authorized
Cls, a list of authorized Cls that lack corresponding actual
Cls, variances between attributes and relationships of actual
and authorized Cls, a list of variances between authorized Cls
and established standards, and validating a lifecycle state for
cach CI.

7. The method of claim 1, wherein comparing the actual CI
instances to the authorized CI mstances includes comparing
attribute values defined for the authorized Cls with attribute
values for the same attribute 1n the corresponding actual Cls,
comparing relationships of the authorized Cls with other
authorized Cls to the relationships of corresponding actual
CIs with other actual Cls, validating the specific target of a
relationship, comparing a relationship name between a
source CI and a target CI, comparing a cardinality of the
source CI and the target CI, and validating the direction of the
relationship between a source CI and a target CI.

8. The method of claim 7, further comprising creating a
match record to document each successiul comparison, and a
tailure record to document each unsuccessiul comparison.

9. The method of claim 8, further comprising storing said
match and failure records.

10. The method of claim 7, wherein said remedial action
includes correcting a number of actual child instances when
the cardinality of child mstances differs between and actual
CI and an authorized CI, correcting a relationship direction
when a the relationship between a source CI and a target CI
has a wrong direction.

11. The method of claim 5, further comprising defining a
plurality of audit templates, wherein a given CI may be speci-
fied 1n more than one audit template, and checking whether an
authorized CI has already been audited while traversing said
relationship tree.

12. A method for auditing and verifying configuration
items (Cls) 1n an information technology (IT) configuration
management database (CMDB) comprising the steps of:
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defining an audit template that includes criteria for select-
ing Cls for an audit, said criteria including CI attributes,
relationships between Cls, the direction of any said rela-
tionships, and a starting CI 1n said CMDB from which to
begin said audit;
representing said CMDB as a relationship tree whose
nodes are Cls and edges are relationships and 1s rooted at
the starting CI specified 1n said audit template, wherein
all ClIs that do not meet the audit template criteria are
removed and cycles are removed based on the direction
in which said relationships are to be traversed; and

traversing said relationship tree of said specified CI nodes
starting at the starting point CI comparing normalized
actual CI 1instances to corresponding authorized CI
instances to detect variances between the normalized
actual CI mstances and the corresponding authorized CI
instances, wherein any CI that are related to a specified
CI down the relationship tree are iteratively compared
until there 1s no further downward related Cls.

13. The method of claim 12, wherein comparing the actual
CI mstances to the authorized CI instances includes compar-
ing attribute values defined for the authorized Cls with
attribute values for the same attribute in the corresponding
actual Cls, comparing relationships of the authorized Cls
with other authorized Cls to the relationships of correspond-
ing actual Cls with other actual Cls, validating the specific
target of a relationship, comparing a relationship name
between a source CI and a target CI, comparing a cardinality
ol the source CI and the target CI, and validating the direction
of the relationship between a source CI and a target CI.

14. The method of claim 13, further comprising outputting
comparison results, including a list of actual Cls that lack
corresponding authorized Cls, a list of authorized Cls that
lack corresponding actual Cls, variances between attributes
and relationships of actual and authorized Cls, a list of vari-
ances between authorized Cls and established standards, and
validating a lifecycle state for each CI.

15. The method of claim 12, further comprising defining
link rules to link each authorized CI type stored in said
CMDB to an actual CI type that 1s part of said IT infrastruc-
ture.

16. The method of claim 12, further comprising retrieving
all authorized CI instances of said i1dentified CI types from
said CMDB.

17. The method of claim 12, further comprising retrieving
all actual CI instances of said identified CI types from a
discovery upload of the I'T infrastructure.

18. A program storage device readable by a computer,
tangibly embodying a program of instructions executed by
the computer to perform the method steps for auditing and
verilying configuration items (Cls) 1 an mformation tech-
nology (IT) configuration management database (CMDB),
the method comprising the steps of:

identifying which configuration item (CI) types should be

part of an audit;

defining link rules to link an authorized CI type stored in a

CMDB to an actual CI type that 1s part of an I'T infra-

structure;

retrieving all authorized CI instances of said 1dentified CI
types from said CMDB;

retrieving all actual CI instances of said identified CI types
from a discovery upload of a current IT environment;
normalizing the actual CI 1nstances;

comparing the normalized actual CI instances to corre-
sponding authorized CI instances to detect variances
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between the normalized actual CI instances and the cor-
responding authorized CI instances; and

taking remedial action when variances are discovered.

19. The computer readable program storage device of
claim 18, the method further comprising identifying a direc-
tion in which a relationship between a pair of Cls should be
traversed.

20. The computer readable program storage device of
claim 19, the method further comprising defining an audit
template that includes criteria for selecting Cls for an audit,
said criteria including CI attributes, relationships between
Cls, the direction of any said relationships, and a starting
point 1n said CMDB from which to begin said audit.

21. The computer readable program storage device of
claim 20, wherein said CMDB 1s represented as a directed
graph wherein said Cls are nodes and relationships are edges,
and the method further comprises transforming said graph
into a relationship tree rooted at the starting point specified 1n
said audit template, wherein all Cls that do not meet the audit
template criteria are removed and cycles are removed based
on the direction in which said relationships are to be tra-
versed.

22. The computer readable program storage device of
claiam 21, the method further comprising performing said
audit by traversing said relationship tree of said specified CI
nodes starting at the starting point CI, wherem any CI that are
related to a specified CI down the relationship tree are itera-
tively compared until there 1s no further downward related
Cls.

23. The computer readable program storage device of
claim 18, wherein comparison results include a list of actual
CIs that lack corresponding authorized Cls, a list of autho-
rized Cls that lack corresponding actual Cls, variances
between attributes and relationships of actual and authorized
Cls, a list of variances between authorized Cls and estab-
lished standards, and validating a lifecycle state for each CI.

24. The computer readable program storage device of
claim 18, wherein comparing the actual CI instances to the
authorized CI instances includes comparing attribute values
defined for the authorized Cls with attribute values for the
same attribute 1n the corresponding actual Cls, comparing
relationships of the authorized Cls with other authorized Cls
to the relationships of corresponding actual Cls with other
actual ClIs, validating the specific target of a relationship,
comparing a relationship name between a source CI and a
target CI, comparing a cardinality of the source CI and the
target CI, and validating the direction of the relationship
between a source CI and a target CI.

25. The computer readable program storage device of
claim 24, the method further comprising creating a match
record to document each successiul comparison, and a failure
record to document each unsuccesstul comparison.

26. The computer readable program storage device of
claim 25, the method further comprising storing said match
and failure records.

27. The computer readable program storage device of
claim 24, wherein said remedial action includes correcting a
number of actual child imnstances when the cardinality of child
instances differs between and actual CI and an authorized CI,
correcting a relationship direction when a the relationship
between a source CI and a target CI has a wrong direction.

28. The computer readable program storage device of
claiam 22, further comprising defining a plurality of audit
templates, wherein a given CI may be specified 1n more than
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one audit template, and checking whether an authorized CI
has already been audited while traversing said relationship
tree.
29. A program storage device readable by a computer,
tangibly embodying a program of instructions executed by
the computer to perform the method steps for auditing and
verilying configuration items (Cls) 1 an mformation tech-
nology (IT) configuration management database (CMDB),
the method comprising the steps of:
defining an audit template that includes criteria for select-
ing Cls for an audit, said criteria including CI attributes,
relationships between Cls, the direction of any said rela-
tionships, and a starting CI 1n said CMDB from which to
begin said audit;
representing said CMDB as a relationship tree whose
nodes are Cls and edges are relationships and 1s rooted at
the starting CI specified 1n said audit template, wherein
all ClIs that do not meet the audit template criteria are
removed and cycles are removed based on the direction
in which said relationships are to be traversed; and

traversing said relationship tree of said specified CI nodes
starting at the starting point CI comparing normalized
actual CI instances to corresponding authorized CI
instances to detect variances between the normalized
actual CI mstances and the corresponding authorized CI
instances, wherein any CI that are related to a specified
CI down the relationship tree are iteratively compared
until there 1s no further downward related Cls.

30. The computer readable program storage device of
claim 29, wherein comparing the actual CI instances to the
authorized CI instances includes comparing attribute values
defined for the authorized Cls with attribute values for the
same attribute 1n the corresponding actual Cls, comparing
relationships of the authorized Cls with other authorized Cls
to the relationships of corresponding actual Cls with other
actual Cls, validating the specific target of a relationship,
comparing a relationship name between a source CI and a
target CI, comparing a cardinality of the source CI and the
target CI, and validating the direction of the relationship
between a source CI and a target CI.

31. The computer readable program storage device of
claim 30, the method further comprising outputting compari-
son results, including a list of actual Cls that lack correspond-
ing authorized Cls, a list of authorized Cls that lack corre-
sponding actual Cls, variances between attributes and
relationships of actual and authorized Cls, a list of variances
between authorized Cls and established standards, and vali-
dating a lifecycle state for each CI.

32. The computer readable program storage device of
claim 29, the method further comprising defining link rules to
link each authorized CI type stored 1n said CMDB to an actual
CI type that 1s part of said I'T infrastructure.

33. The computer readable program storage device of
claim 29, the method further comprising retrieving all autho-
rized CI instances of said identified CI types from said
CMDB.

34. The computer readable program storage device of
claim 29, the method further comprising retrieving all actual
CI instances of said identified CI types from a discovery
upload of the I'T infrastructure.
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