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SYSTEMS AND METHODS FOR
PROCESSING A PAYMENT AUTHORIZATION
REQUEST OVER DISPARATE PAYMENT
NETWORKS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation-in-part application of,
and claims the benefit of, U.S. application Ser. No. 11/164,
444, The *444 application claims priority to U.S. Pat. No.
7,426,492 1ssued on Sep. 16, 2008. The 492 patent claims
priority to and the benefit of U.S. Provisional Application Ser.
No. 60/163,824, filed Nov. 5, 1999, and U.S. Provisional
Application Ser. No. 60/164,075, filed Nov. 5, 1999. All of

these applications are incorporated by reference.

FIELD OF THE INVENTION

The mvention generally relates to commercial transac-
tions, and more particularly, to the facilitation of commercial
transactions by locating a payment system from remote loca-
tions utilizing a wireless point of sale device.

BACKGROUND OF THE INVENTION

Merchants are increasingly conducting transactions at
remote locations. Some examples of these merchants include
taxis, home delivery merchants (e.g., pizza, grocery, etc.),
shuttle services, vendors at sporting events or concerts, €xXpo-
sitions (e.g., home and garden, RV, gun show, boats, autos,
etc.), and the like. A customer making purchases from a
merchant at a remote location often prefers to use a transac-
tion 1mstrument (e.g., a credit card, charge card, debit card,
RFID, etc.) when making such a purchase at the remote
location. In addition, merchants conducting business at a
remote location would likely prefer to request and receive
payment authorization from a financial nstitution prior to
completing the transaction to ensure payment and/or reduce
the chance of fraud. Merchants may also prefer to conve-
niently locate and use a particular payment system.

A hurdle that often impedes commercial transactions
occurring at remote locations, and involving payment with a
transaction instrument, 1s that a means for the merchant to
access financial institutions and obtain rapid payment autho-
rization ifrom the financial institution for the transaction 1s
generally unavailable. For example, unlike the conventional
“brick and mortar” stores, 1n the case of a typical transaction
occurring at a remote location involving the purchase of
goods and/or services with a transaction instrument, mer-
chants currently manually record the account number of the
transaction mstrument, either by hand on a sheet of paper or
with an imprint device, and generally must request payment
authorization for the transaction at a later time. Some mer-
chants may also obtain authorization using a “card not
present” transaction, wherein the merchant may obtain a ver-
bal authorization by calling from a cell phone or type certain
information (account number, expiration date, etc) nto a
keypad.

In other situations, the merchant may be able to input
account information into an electronic device at the remote
location. However, the electronic device merely stores the
information without the ability to request and/or receive rapid
payment authorization from a financial mstitution while the
customer 1s still present and/or while the device 1s located and
the remote location. Here, the merchant usually either trans-
ters the information from the electronic device to another
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clectronic device or must connect the electronic device to
another electronic device prior to transmitting a request for

and/or recerving payment authorization from a financial 1nsti-
tution for the transaction. Thus, a merchant i1s currently not
able to easily request payment authorization from a remote
location, and 1s currently unable to recerve payment authori-
zation from the financial institution at a remote location, such
receipt of authorization being rapid or otherwise.

In addition, a merchant may currently be required to pay a
higher “card not present” fee since the financial 1nstitution 1s
without means to verily the actual transaction instrument was
presented to the merchant for the transaction in addition to the
increased risk of being defrauded by, for example, receiving a
transaction instrument for a closed account, an account that
lacks sufficient funds or available credit, or a stolen transac-
tion mnstrument. Siumilarly, the customer’s account number 1s
also susceptible to fraudulent use since the account number
may be documented elsewhere besides on the transaction
instrument 1tself (e.g., a sheet of paper kept by the merchant),
and 1s capable of being misused by a dishonest employee of
the merchant or somehow falling into the hands of a dishonest
person.

Significantly, the foregoing factors frequently adversely
impact both an individual user’s and a merchant’s willingness
to engage 1n commercial transactions imvolving the use of a
transaction instrument at a remote location. Thus, the volume
of transactions for exchanging monetary value may be overall
reduced. As mentioned, these losses may be due either to the
individual purchaser’s and/or merchant’s apprehension
regarding acceptance of the risks associated with payments
involving transaction instruments at remote locations or the
individual seller’s inability to process transaction instruments
at the remote location. Consequently, there 1s a need for
methods and systems to enable remote merchants and cus-
tomers to request and receive payment authorization in
exchange for goods, services, or other value purchased at
remote locations 1n a secure manner. There 1s also a need for
methods and systems to enable remote merchants to receive
payment authorization immediately and/or prior to comple-
tion of a commercial transaction conducted at a remote loca-
tion. In addition, there 1s a need for methods and systems to
enable merchants and purchasers to communicate confiden-
tial information to and from a financial institution without
risking a breach in the security of such information.

SUMMARY OF THE INVENTION

The 1nvention includes a method to facilitate a purchasing
transaction at a point of sale device by receiving payment
information related to a transaction at the point of sale device;
locating at least one candidate payment system for processing
at least a portion of the transaction; transmitting a payment
authorization request related to at least a portion of the trans-
action from said point of sale device to at least one candidate
payment system; and, receiving payment authorization from
at least one candidate payment system. The transmission of a
payment authorization request may utilize a wireless point of
sale device.

In another embodiment, the invention includes inserting
third party account information into a portion (e.g., encrypted
portion) ol the payment request, so the payment request
appears as a normal request to the 1ssuing bank. For example,
the account number on the payment instrument may direct the
authorization to the 1ssuing bank or institution, but payment
request may also include encrypted information with a dif-
ferent account number associated with a third party for billing
the charge (e.g., Sprint phone number or Sprint account num-
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ber). When the 1ssuer receives the payment request, the 1ssuer
then sends the request to Sprint for authorization. Alterna-
tively, the 1ssuer may authorize the request and pay the mer-
chants, then send the request to Sprint for customer billing
purposes through its typical customer billing routine.

In yet another embodiment, a transactional tax settlement
system for use 1n a buyer/seller transaction over a network 1s
provided. In particular, the system includes a personal com-
munication device configured to initiate a purchase request
from a seller via a network, a tax information system, and an
clectronic mmvoice representative of the purchase. The tax
information system 1s configured to receive a request from the
seller. The request includes transaction data for the tax infor-
mation system to facilitate identification of a taxing authority
capable of imposing a tax on the purchase, and to facilitate
calculation of a tax rate corresponding to the taxing authority.

Moreover, some remote locations may not be equipped to
support point of sale transactions via a payment network. As
such, the system of the present invention enables multiple
point of sale devices to be networked 1n a mesh configuration
such that remote point of sale terminals are able to commu-
nicate with other point of sale terminals 1n order to relay an
authorization request to a payment system directory. As such,
the invention further facilitates the interconnection of mul-
tiple wireless point of sale devices, thus reducing or eliminat-
ing the need for each individual device to be connected to a
point of sale controller that 1s connected to an acquirer’s
network. By enabling wireless point of sale devices to receive
and transmit transactions on behalf of other merchants, the
point of sale devices may serve as relay stations for out-oi-
range wireless point of sale devices. Moreover, the system
creates a virtual network which provides a fail-sate and effi-
cient mesh-like structure where multiple paths to the point of
sale controller exists.

BRIEF DESCRIPTION OF THE DRAWINGS

Additional aspects of the present mvention will become
evident upon reviewing the non-limiting embodiments
described in the specification and the claims taken 1n conjunc-
tion with the accompanying figures, wherein like numerals
designate like elements, and:

FIG. 1 1s an exemplary schematic diagram of a prior art
system for conducting a commercial transaction between par-
ties who are remotely located from one another;

FIGS. 2-4 are schematic block diagrams 1llustrating exem-
plary transaction systems 1n accordance with various aspects
of the present invention;

FI1G. 515 a schematic block diagram of an exemplary trans-
action mechanism 1n accordance with the present invention;

FIG. 6 1s a tlowchart representing an exemplary commer-
cial transaction in accordance with the present invention;

FI1G. 7 1s a flowchart of an exemplary transactional mecha-
nism 1n accordance with the present ivention;

FIG. 8 1s a schematic block diagram of the process flow for
an exemplary transaction system in accordance with the
present invention;

FI1G. 9 15 a schematic relational diagram associating exem-
plary actors and exemplary transaction processes 1 accor-
dance with the present invention;

FIG. 10 1s an exemplary interface for facilitating user reg-
1stration with the transaction mechanism;

FI1G. 11 1s an exemplary interface for facilitating user login
with the transaction mechanism;

FIG. 12 1s an exemplary interface for facilitating transac-
tion 1nitiation;
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FIG. 13 1s a tflowchart representing an exemplary seller-
initiated transaction;

FIG. 14 1s an exemplary interface for facilitating the entry
of transaction information by a user;

FIG. 15 1s an exemplary interface depicting an exemplary
transaction 1nvoice;

FIG. 16 1s an exemplary interface for informing a user of
the cancellation of a transaction;

FI1G. 17 1s a flowchart representing an exemplary purchaser
transaction confirmation;

FIG. 18 1s an exemplary interface for facilitating the entry
of transaction information by a user;

FIGS. 19A and 19B represent an exemplary interface
depicting an exemplary transaction nvoice;

FIG. 20 1s an exemplary interface for informing a user of
the non-acceptance of a transaction;

FIG. 21 1llustrates an exemplary transaction mechanism 1n
accordance with various aspects of the present invention; and

FIG. 22 represents an exemplary system for processing the
submission of financial transactions.

FIG. 23 1s a block diagram 1llustrating an exemplary sys-
tem to facilitate purchasing an i1tem using one or more pay-
ment systems.

FIG. 24 1s a block diagram 1llustrating an exemplary sys-
tem to facilitate purchasing an item using a payment system
directory.

FIG. 25 1s a block diagram 1llustrating an exemplary sys-
tem to facilitate purchasing an 1tem using a payment system
directory and a gateway.

FIG. 26 1s a flow chart 1llustrating an exemplary method to
facilitate purchasing an 1tem using the system of FI1G. 23.

FIG. 27 1s a flow chart 1llustrating an exemplary method to
tacilitate purchasing an 1tem using the system of FI1G. 24.

FIG. 28 1s a flow chart 1llustrating an exemplary method to
tacilitate purchasing an 1tem using the system of FIG. 25.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The system and method may be described herein 1n terms
of functional block components, screen shots, optional selec-
tions and various processing steps. It should be appreciated
that such functional blocks may be realized by any number of
hardware and/or software components configured to perform
the specified functions. For example, the system may employ
various 1ntegrated circuit components, €.g., memory e¢le-
ments, processing elements, logic elements, look-up tables,
and the like, which may carry out a variety of functions under
the control of one or more microprocessors or other control
devices. Similarly, the software elements of the system may
be implemented with any programming or scripting language
such as C, C++, Macromedia Cold Fusion, Microsoft Active
Server Pages, Java, COBOL, assembler, PERL, Visual Basic,
SQL Stored Procedures, extensible markup language (XML),
with the various algorithms being implemented with any
combination of data structures, objects, processes, routines or
other programming elements. Further, it should be noted that
the system may employ any number of conventional tech-
niques for data transmission, signaling, data processing, net-
work control, and the like. Still further, the system could be
used to detect or prevent security 1ssues with a client-side
scripting language, such as JavaScript, VBScript or the like.
For a basic introduction of cryptography and network secu-
rity, see any of the following references: (1) “Applied Cryp-
tography: Protocols, Algorithms, And Source Code In C,” by
Bruce Schneier, published by John Wiley & Sons (second
edition, 1995); (2) “Java Cryptography™ by Jonathan Knud-
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son, published by O’Reilly & Associates (1998); (3) “Cryp-
tography & Network Security: Principles & Practice” by
William Stallings, published by Prentice Hall; all of which are
hereby incorporated by reference.

It should be appreciated that the particular implementa-
tions shown and described herein are 1llustrative of the inven-
tion and its best mode and are not intended to otherwise limit
the scope of the present invention 1n any way. Indeed, for the
sake of brevity, conventional data networking, application
development, and other functional aspects of the systems
(and components of the individual operating components of
the systems) may not be described in detail herein. Further-
more, the connecting lines shown in the various figures con-
tained herein are intended to represent exemplary functional
relationships and/or physical couplings between the various
clements. It should be noted that many alternative or addi-
tional functional relationships or physical connections may
be present 1n a practical electronic transaction system.

It will be appreciated that many applications of the present
invention could be formulated. One skilled 1n the art will
appreciate that the network may include any system for
exchanging data or transacting business, such as the Internet,
an intranet, an extranet, WAN, LAN, satellite communica-
tions, and/or the like. The users may interact with the system
via any input device such as a keyboard, mouse, kiosk, per-
sonal digital assistant, handheld computer (e.g., Palm
Pilot®), cellular phone, magstripe reader and/or the like.
Similarly, the invention could be used 1n conjunction with any
type of personal computer, network computer, workstation,
mimicomputer, mainirame, or the like running any operating
system such as any version of Windows, Windows NT, Win-
dows XP, Windows 2000, Windows 98, Windows 95, MacOS,
0OS/2, BeOS, Linux, UNIX, or the like. Moreover, although
the mvention 1s frequently described herein as being imple-
mented with TCP/IP communications protocols, 1t will be
readily understood that the mvention could also be 1mple-
mented using IPX, Appletalk, IP-6, NetBIOS, OSI, or any
number of existing or future protocols. Moreover, the system
contemplates the use, sale, or distribution of any goods, ser-
vices, or information over any network having similar func-
tionality described herein. The invention also contemplates
uses 1n association with web services, utility computing, per-
vasive and mndividualized computing, security and identity
solutions, autonomic computing, commodity computing,
mobility and wireless solutions, open source, biometrics, grid
computing and/or mesh computing.

The customer and merchant may represent individual
people, entities, or businesses. Although often referred to as a
“financial istitution,” the financial institution may represent
any type of bank, lender or other type of card 1ssuing institu-
tion, such as credit card companies, card sponsoring compa-
nies, or third party 1ssuers under contract with financial insti-
tutions. It 1s further noted that other participants may be
involved 1n some phases of the transaction, such as an inter-
mediary settlement 1nstitution, but these participants are not
shown.

Each participant 1s equipped with a computing system to
facilitate online commerce transactions and/or transactions
including the use of a SSL Gateway (discussed below). The
customer may have a computing unit in the form of a personal
computer, although other types of computing units may be
used, including laptops, notebooks, hand held computers,
set-top boxes, and the like. The merchant may have a com-
puting unit implemented in the form of a computer-server,
although other implementations are possible.

The financial institution may have a computing center
shown as a main frame or host computer. However, the finan-
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cial institution computing center may be implemented 1n
other forms, such as a mini-computer, a PC server, a network
set of host computers, and/or the like. In addition, the com-
puting center may comprise a payment system accessible via
the Internet and/or a SSL Gateway. Furthermore, the payment
system may be configured to receive and process payment
authorization requests, and transmit payment authorizations
and payment rejections. The payment system may 1incorpo-
rate various rules and/or algorithms to determine whether
suificient funds and/or suificient available credit exist(s) in a
customer’s account.

The computing units are connected with each other via a
data communication network. The network may be a public
network and assumed to be insecure and open to eavesdrop-
pers. In the illustrated implementation, the network may be
embodied as the Internet. In this context, the computers may
or may not be connected to the Internet at all times. For
instance, the customer computer may employ a modem to
occasionally connect to the Internet, whereas the financial
istitution computing center might maintain a permanent
connection to the Internet. It 1s noted that the network may be
implemented as other types of networks, such as an interac-
tive television (ITV) network.

The merchant computer and the bank computer may be
interconnected via a second network, referred to as a payment
network. The payment network which may be part of certain
transactions represents existing proprietary networks that
presently accommodate transactions for credit cards, debit
cards, and other types of financial/banking cards. The pay-
ment network 1s a closed network that 1s assumed to be secure
from eavesdroppers. Exemplary transaction networks may
include the American Express®, VisaNet® and the Veriph-
one® networks.

The electronic commerce system 1s implemented at the
customer and 1ssuing financial institution. In an exemplary
implementation, the electronic commerce system 1s 1mple-
mented as computer software modules loaded onto the cus-
tomer computer and the financial institution computing cen-
ter. The merchant computer does not necessarily require any
additional software to participate in the online commerce
transactions supported by the online commerce system.

An “account” or “account number”, as used herein, may
include any device, code, number, letter, symbol, digital cer-
tificate, smart chip, digital signal, analog signal, biometric or
other identifier/indicia suitably configured to allow the con-
sumer to access, mnteract with or communicate with the sys-
tem (e.g., one or more of an authorization/access code, per-
sonal 1dentification number (PIN), Internet code, other
identification code, and/or the like). The account number may
optionally be located on or associated with a rewards card,
charge card, credit card, debit card, prepaid card, telephone
card, embossed card, smart card, magnetic stripe card, bar
code card, transponder, radio frequency card or an associated
account. The system may include or interface with any of the
foregoing cards or devices, or a fob having a transponder and
RFID reader in RF communication with the fob. Although the
present invention may include a fob embodiment, the inven-
tion 1s not to be so limited. Indeed, system may include any
device having a transponder which 1s configured to commu-
nicate with RFID reader via RF communication. Typical
devices may include, for example, a key ring, tag, card, cell
phone, wristwatch or any such form capable of being pre-
sented for mterrogation. Moreover, the system, computing
unit or device discussed herein may include a “pervasive
computing device,” which may include a traditionally non-
computerized device that 1s embedded with a computing unait.
Examples can include watches, Internet enabled kitchen




US 8,794,509 B2

7

appliances, restaurant tables embedded with RF readers, wal-
lets or purses with imbedded transponders, etc.

The account number may be distributed and stored in any
form of plastic, electronic, magnetic, radio frequency, wire-
less, audio and/or optical device capable of transmitting or
downloading data from 1tself to a second device. A customer
account number may be, for example, a sixteen-digit credit
card number, although each credit provider has 1ts own num-
bering system, such as the fifteen-digit numbering system
used by American Express. Each company’s credit card num-
bers comply with that company’s standardized format such
that the company using a sixteen-digit format will generally
use four spaced sets of numbers, as represented by the number
“0000 0000 0000 0000”. The first five to seven digits are
reserved for processing purposes and identify the issuing
bank, card type, etc. In this example, the last (sixteenth) digit
1s used as a sum check for the sixteen-digit number. The
intermediary eight-to-ten digits are used to uniquely 1dentify
the customer. A merchant account number may be, for
example, any number or alpha-numeric characters that 1den-
tifies a particular merchant for purposes of card acceptance,
account reconciliation, reporting, or the like.

Aswill be appreciated by one of ordinary skill in the art, the
present invention may be embodied as a method, a data pro-
cessing system, a device for data processing, and/or a com-
puter program product. Accordingly, the present invention
may take the form of an entirely software embodiment, an
entirely hardware embodiment, or an embodiment combining
aspects of both software and hardware. Furthermore, the
present invention may take the form of a computer program
product on a computer-readable storage medium having com-
puter-readable program code means embodied in the storage
medium. Any suitable computer-readable storage medium
may be utilized, including hard disks, CD-ROM, optical stor-
age devices, magnetic storage devices, and/or the like.

The present invention 1s described below with reference to
block diagrams and flowchart illustrations of methods, appa-
ratus (e.g., systems), and computer program products accord-
ing to various aspects of the imvention. It will be understood
that each functional block of the block diagrams and the
flowchart 1llustrations, and combinations of functional blocks
in the block diagrams and flowchart illustrations, respec-
tively, can be implemented by computer program instruc-
tions. These computer program instructions may be loaded
onto a general purpose computer, special purpose computer,
or other programmable data processing apparatus to produce
a machine, such that the instructions which execute on the
computer or other programmable data processing apparatus
create means for implementing the functions specified 1n the
flowchart block or blocks.

These computer program instructions may also be stored in
a computer-readable memory that can direct a computer or
other programmable data processing apparatus to function 1in
a particular manner, such that the mstructions stored in the
computer-readable memory produce an article of manufac-
ture including instruction means which implement the func-
tion specified 1n the tlowchart block or blocks. The computer
program instructions may also be loaded onto a computer or
other programmable data processing apparatus to cause a
series of operational steps to be performed on the computer or
other programmable apparatus to produce a computer-imple-
mented process such that the 1nstructions which execute on
the computer or other programmable apparatus provide steps
for implementing the functions specified in the flowchart
block or blocks.

Accordingly, functional blocks of the block diagrams and
flowchart illustrations support combinations of means for
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performing the specified functions, combinations of steps for
performing the specified functions, and program instruction
means for performing the specified functions. It will also be
understood that each functional block of the block diagrams
and flowchart illustrations, and combinations of functional
blocks 1n the block diagrams and flowchart illustrations, can
be implemented by either special purpose hardware-based
computer systems which perform the specified functions or
steps, or suitable combinations of special purpose hardware
and computer mstructions.

As background, FIG. 1 illustrates an exemplary prior art
method for conducting an online commercial transaction
between individual users of a distributed computer network,
such as the Internet. Initially, individual users contact each
other over the network and agree to the terms of a transaction
(step 1). If the particular transaction 1s a sales transaction
ivolving goods, for example, the purchaser mails a check,
money order, or other suitable negotiable 1nstrument to the
seller (step 2). Once the seller recerves the negotiable nstru-
ment, the seller deposits 1t with an appropriate financial insti-
tution, such as a financial mstitution (step 3). When the finan-
cial mstitution clears the check through the seller’s account,
the seller 1s given access to the funds (step 4). The seller then
ships the goods to the purchaser (step 5), and the purchaser
receives the goods (step 6). Generally, this process 1nvolves
an elapsed time of approximately two to three weeks belore
the seller recerves “good funds™ for the transaction, and three
to four weeks until the purchaser recetves the goods. More-
over, this process may include the purchaser disclosing his/
her name and address to the seller to effect the transaction,
and the purchaser has little or no recourse 11 either the seller
fails to deliver the goods as promised or the goods are dam-
aged or otherwise misrepresented.

The present invention comprises systems, methods, and
computer program products for facilitating commercial trans-
actions between remote individuals, wherein the transactions
often include person-to-person transfers of funds. In a pre-
terred aspect, the present mmvention facilitates commercial
transactions comprising sales transactions conducted
between remote individuals, such as transactions between
users of a distributed computer network. One skilled in the art
will appreciate that the phrase “person-to-person transters of
funds™, as used herein, includes, for example, transfers from
a financial account of a first party, which may be an individual
or an entity, to the financial account of a second party, which
may be an individual or an entity. One skilled 1n the art further
will appreciate that a “financial account™ or “account” can
include a card account, a demand deposit account, a credit
line, a money market account, a digital cash account, and/or
any other financial account. Thus, a person-to-person transfer
of funds can 1include card to card transters of monetary value,
card to demand deposit account (DDA) funds transiers, DDA
to card transfers, card to credit line transfers, credit line to
card transfers, and/or the like. Moreover, funds transfers in
accordance with the present invention can be between finan-
cial accounts held with either the same financial institution or
different financial institutions. A “financial institution”, as
will be appreciated by one of ordinary skill in the art, can
include any suitable third party, such as a financial institution,
a card 1ssuer, a lender, a credit union, and/or the like.

Further, as one skilled in the art will appreciate, a “trans-
action card” or “card”, as used herein, includes any device,
code, or suitable financial instrument representing an account
with a financial institution, such as a financial institution, a
card 1ssuer, and/or the like, wherein the device, code, or other
suitable financial instrument has a credit line or balance asso-
ciated with i1t, and wherein the credit line or balance 1s 1n a
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form of a financial tender having discrete units, such as cur-
rency. Moreover, a “transaction card” or “card”, as used
herein, includes any device, code, or financial instrument
suitably configured to allow the cardholder to interact or
communicate with the system, such as, for example, a charge
card, credit card, debit card, prepaid card, telephone card,
smart card, magnetic stripe card, bar code card, authorization/
access code, personal 1dentification number (PIN), Internet
code, other 1dentification code, and/or the like. Additionally,
a “cardholder” or “cardmember” includes any person or
entity which uses a transaction card and participates 1in the
present system and may include a person who 1s simply in
possession of a financial account identifier, such as an autho-
rization or account code. Similarly, a “demand deposit
account” may include any suitable financial account, such as
a financial institution account (e.g., checking, savings, money
market, credit line, etc.) or other financial account maintained
by a third party (such as a suitably 1mnsured financial 1nstitu-
tion), such account preferably having a balance of substan-
tially the same financial tender as the card.

Communication between the parties to the transaction and
the system of the present invention 1s accomplished through
any suitable communication means (including wireless
means), such as, for example, a telephone network, Intranet,
Internet, point of interaction device (point of sale device,
personal digital assistant, cellular phone, kiosk, etc.), online
communications, off-line communications, wireless commu-
nications, and/or the like. One skilled in the art will also
appreciate that, for security reasons, any databases, systems,
or components of the present mvention may consist of any
combination of databases or components at a single location
or at multiple locations, wherein each database or system
includes any of various suitable security features, such as
firewalls, access codes, encryption, de-encryption, compres-
sion, decompression, and/or the like.

While a person-to-person transfer may generically be
described as a transfer from the financial account of a first
party to a financial account of a second party, for convenience
and purposes of brevity and consistency, the present disclo-
sure generally refers to the first party as the purchaser and the
second party as the seller. However, 1t will be recognized by
those of ordinary skill in the art that the seller need not provide
g0o0ds or services to the purchaser 1n exchange for the transfer
of funds. While this often may be the case, the present dis-
closure 1s not so limited and includes transactions which may
be gratuitous in nature, whereby the purchaser transfers funds
from their financial account to the financial account of the
seller without the seller providing any goods, services, or
other value 1n exchange.

In accordance with an aspect of the present invention, a
person-to-person funds transier may be facilitated by any
suitable financial institution, such as a card 1ssuer like Ameri-
can Express® Company for example, which suitably pro-
vides credit risk analysis and fraud risk analysis 1n essentially
real-time, unlike other card-based fund transfer schemes
which rely on third parties to facilitate such services. Utiliza-
tion of third party credit risk and fraud risk analyses, such as
used 1n conventional funds transier schemes, not only may
increase the amount of time to process the funds transfer, but
also may jeopardize the security of confidential information
associated with the transaction due to the typical need for
multiple transmissions of the relevant information. Further-
more, by reducing the participants in the transaction and by
enabling the card 1ssuer to facilitate the funds transier, certain
transaction fees and/or costs may be reduced or avoided
entirely because the card 1ssuer 1s positioned to profit from the
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increased card use, rather than simply profiting from the fees
associated with the manner in which the card 1s used by
individual purchasers.

In accordance with an aspect of the present invention, FI1G.
2 15 a diagram 1llustrating an exemplary transaction system
200. The transaction system 200 comprises a transaction
mechanism or server 202 which facilitates and controls com-
mercial transactions between a purchaser 204 and a seller
206. In order to complete the funds transter from the financial
account of the purchaser 204 to the financial account of the
seller 206, the transaction mechanism 202 communicates
with at least one of a seller’s financial institution 208, which
comprises a suitable financial account associated with the
seller 206, and a purchaser’s financial institution 210, which
comprises a suitable financial account associated with the
purchaser 204. In the case where the seller’s financial account
comprises a demand deposit account, for example, the sell-
er’s account can include, for example, a financial 1institution
account, such as a savings, checking, or money market

account associated with the seller 206. In an exemplary
embodiment, the communication link between the transac-
tion mechanism 202 and the seller’s financial institution 208
can comprise a suitable connection to an automated clearing-
house (ACH) for facilitating financial istitution checking
account transiers, as 1s well-known to those 1n the industry.
In an exemplary embodiment, the purchaser’s financial
institution 210 may comprise the transaction mechanism 202.
In another exemplary embodiment, transaction mechanism
202 1s maintained by an imndependent third party, such as an
intermediary 314, as described more fully below with refer-
ence to FIG. 3. The communication links between and among
the transaction mechanism 202, purchaser 204, seller 206,
seller’s financial institution 208, and purchaser’s financial
istitution 210 can be implemented through one or more
communications networks, such as a private extranet, a public
Internet, and/or a third party extranet, though 1t will be rec-
ognized by those skilled 1n the art that other networks such as
a public switch telephone network (PSTN) likewise may be
utilized. Moreover, although the present invention may be
suitably 1mplemented with TCP/IP protocols, it will be
readily appreciated that the invention also can be imple-
mented using IPX, Appletalk, IP-6, NetBIOS, OSI, or any
number of other protocols either currently known or hereafter
devised. Further, in another exemplary embodiment, pur-
chaser 204 and seller 206 are implemented by any suitable
type of personal computer, point of 1nteraction device, net-
work computer, workstation, minicomputer, mainframe, and/
or the like, which implementation preferably includes a suit-
able browser application, such as a World Wide Web (Web)
browser, preferably having suitable encryption capability.
In accordance with the present invention, 1t 1s preferred that
either one or both of the purchaser 204 and seller 206 pre-
register with the transaction mechanism 202. However, as
those skilled 1n the art will appreciate, a specific registration
ol the purchaser 204 and/or the seller 206 1s not required and
registration may take place at any suitable time, including at
the time of the transaction. During purchaser registration, the
purchaser 204 preferably provides suitable financial account
information, such as card information for example, and suit-
able purchaser i1dentification information. In an exemplary
embodiment, the purchaser identification and/or account
information includes any suitable information related to the
purchaser and/or the account, such as any one or more of the
following: name, address, demographic information, social
security number, telephone number, account number, account
expiration date, personal identification number associated
with the account, date of birth, mother’s maiden name, spend-
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ing habit information, billing history information, credit his-
tory information, and/or any additional information which
might 1dentily the purchaser and the purchaser’s financial
account. The purchaser identification information can be used
for subsequent purchaser authentication. During seller regis-
tration, the seller 206 preferably provides suitable financial
account information and suitable 1dentification imnformation
relating to an account, such as an appropriate card or demand
deposit account for example, at the seller’s financial institu-
tion 18. The seller’s identification information can be used for
subsequent authentication. In an exemplary embodiment, one
or both of the purchaser 204 and seller 206 are cardmembers
or cardholders of the card 1ssuer which 1s providing the trans-
action mechanism 202, thereby expediting and streamlining
the registration process and, 1n another exemplary embodi-
ment, subsequent authentication and credit/fraud analysis
processes performed by the transaction mechanism 202.

As 1llustrated 1n FIG. 2, a transaction 212 may be mitiated
by one of either the purchaser 204 or the seller 206. The
transaction 212, which 1s illustrated 1n phantom lines 1n order
to represent that 1t 1s optional, may comprise the exchange of
goods, services, or other value from the seller 206 to the
purchaser 204 1n exchange for a transfer of funds from the
purchaser’s financial account at the purchaser’s financial
institution 210 to the seller’s financial account at seller’s
financial nstitution 208. However, 1t should be appreciated
that transaction 212 need not comprise an exchange of goods
and/or services, but rather, may comprise a gratuitous transier
of funds from a purchaser 204 to a seller 206. By way of
example, the purchaser 204 may be purchasing goods from
the seller 206 which goods were 1dentified through a classi-
fied ad, an Internet posting, an Internet auction, and/or the
like, or, alternatively, the purchaser 204 may be transferring
tunds to the seller 206 for philanthropic, charitable, or other
giit-giving purposes. Thus, depending upon the nature of the
transaction 212, one of either the purchaser 204 or the seller
206 will mmitiate the transfer of funds by suitably providing to
the transaction mechanism 202 transaction information. The
transaction information may include identification informa-
tion regarding one or both of the purchaser 204 and the seller
206 as well as the terms of the transaction, which can include
suitable account information, the date and time of the trans-
action, the amount of the tunds transfer, a description of the
goods, services, or other value, any escrow terms (such as a
suitable escrow release event), and/or the like. In addition,
requests for value-added services, such as msurance, dispute
resolution, postal tracking, and/or the like may be made by
one or both of the purchaser 204 and/or the seller 206.

The transaction mechanism 202 then suitably authenti-
cates the seller 206 and/or the purchaser 204 to ensure that
they are the appropriate owners of their respective accounts.
In an exemplary embodiment, the transaction mechanism 202
1s provided by the purchaser’s financial imnstitution 210, such
as the card issuer of a purchaser’s card for example, which
financial 1nstitution 1s able to perform suitable risk manage-
ment functions, such as suitable credit risk and/or fraud risk
analyses for example. The ability of the transaction mecha-
nism 202, through a suitable financial institution which pret-
crably maintains and operates the transaction mechanism
202, to perform credit risk and fraud risk analyses 1s particu-
larly advantageous, since performance of these services by a
third party not only delays the transaction process but pre-
sents an additional security risk when transmitting and pro-
cessing confidential or transaction-sensitive mformation to
and from the third party. Moreover, when the transaction
mechanism 202 1s provided by the purchaser’s financial insti-
tution 210, such as a card 1ssuer, information such as histori-
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cal transactional records, account records, and/or the like
casily can be reviewed to determine whether a credit or fraud
risk exists.

In another exemplary embodiment, the transaction mecha-
nism 202 suitably determines whether the purchaser’s finan-
cial account has a sufficient balance to enable the funds trans-
ter 1dentified in the transaction information. If the purchaser
204 has sufficient funds available 1n the financial account, and
suitable risk management and authentication processes do not
result 1n a negative determination, the transaction 1s deemed
acceptable. The transaction mechamism 202 then executes the
transaction by debiting the purchaser’s financial account and
crediting a suitable escrow account maintained by the trans-
action mechanism 202. The funds debited from the purchas-
er’s financial account preferably remain in the escrow
account for some predefined period of time. The predefined
period ol time may be based upon the occurrence of a suitably
defined escrow release event, such as any of the following
events: receipt by the purchaser of the goods, services, or
other value; the lapse of a predetermined period of time
within which the purchaser may evaluate the goods, services,
or other value and either accept or refuse delivery; and/or any
other suitable, predefined event. Preferably, the transaction
mechanism 202 withholds the funds from the seller’s finan-
cial account and suitably maintains the funds in the escrow
account pending the occurrence of the escrow release event.
Debiting of the escrow account and crediting of the seller’s
financial account for the amount of the funds transfer occurs
once the escrow release event has transpired and the pur-
chaser has not rejected the shipment.

In another exemplary embodiment, the transaction mecha-
nism 202 may be suitably configured to include a transaction
fee 1n the amount debited from the purchaser’s financial
account, and/or the transaction mechanism 202 may be suit-
ably configured to subtract a transaction fee from the amount
credited to the seller’s financial account. In an exemplary
embodiment, the transfer of funds to the seller’s financial
account from the escrow account includes suitable commu-
nications with an ACH, as will be appreciated by one of
ordinary skill in the art.

In an exemplary embodiment, the transaction mechanism
202 provides value-added services which may be requested
by the purchaser 204 and/or the seller 206 as a part of the
transaction between the parties. Preferably, the value-added
services may include mnsurance, dispute resolution, postal
tracking, and/or similar services that potentially enhance the
value of the transaction to the purchaser 204 and/or the seller
206. In the event that value-added services are requested by
the purchaser 204 as a part of the funds transier, then the cost
of such services 1s included in the amount of funds debited or
deducted from the purchaser’s financial account. Likewise,
the cost of value-added services requested by the seller 204
are suitably withheld or deducted from the funds credited or
added to the seller’s financial account.

In accordance with another aspect of the present invention,
FIG. 3 1s a diagram illustrating an exemplary transaction
system 300. The transaction system 300 comprises an inter-
mediary 314 which suitably provides an interface between the
purchaser 304 and the seller 306. The intermediary 314 can be
any suitable third party. In an exemplary embodiment, inter-
mediary 314 can include an online auction such as eBay® or
eWanted®, an online merchant such as Amazon.com®, an
online classified ad site, and/or the like. By way of example,
if the mntermediary 314 1s eBay, the seller 306 may list goods
for sale through the intermediary 314, for which a purchaser
304 may then submit bids. The intermediary 314 then suitably
determines whether the purchaser 304 submitted the highest
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bid and, if so, then makes a final sale determination, which
can include sending appropriate notice, such as by e-mail for
example, to both the purchaser 304 and the seller 306. Once
notified, the purchaser 304 1s provided with the opportunity to
select means for submitting payment to the seller 306, such as
through a suitable card or DDA. For example, by selecting the
card payment method, transaction information regarding the
sale 1s transferred by intermediary 314 to a suitable transac-
tion mechanism 302 provided by a suitable financial 1nstitu-

tion, such as a card 1ssuer

As described above with reference to FIG. 2, the seller 306
preferably 1s pre-registered with the transaction mechanism
302, and the seller’s financial account at the seller’s financial
institution 308 may suitably receive appropriate funds trans-
terred from the purchaser’s financial account at the purchas-
er’s financial institution 310. If the purchaser 304 1s not
pre-registered, purchaser registration may take place at the
time of the transaction with the seller 306. As discussed
above, the transaction mechanism 302 receives transaction
information regarding the sale, authenticates the purchaser
304 and the seller 306, and performs suitable credit and fraud
risk management analyses. If the purchaser 304 has sufficient
funds available in their financial account and the risk man-
agement and authentication processes do notresult in a nega-
tive determination, then the transaction mechanism 302
deems the transaction acceptable and debits suitable funds
from the purchaser’s financial account. Preferably, as
described above with reference to FIG. 2, a suitable escrow
account maintained by the transaction mechanism 302 is
credited with the funds transferred from the purchaser’s
financial account. Upon the occurrence of a suitably pre-
defined or pre-identified escrow release event, the escrow
account 1s suitably debited and the seller’s financial account
1s suitably credited with the funds. Again, as described above,
any suitable transaction or service lfees are preferably
included 1n the amount of funds debited and transierred from
the purchaser’s financial account and/or deducted from the
amount of funds disbursed and credited to the seller’s finan-
cial account.

As 1s often the case with an intermediary 314, such as eBay,
the transaction between the seller 306 and the purchaser 304
may 1nvolve the shipment of goods from the seller 306 to the
purchaser 304. Consequently, as typically determined by the
particular business rules of the mtermediary 314, the goods
are shipped by a suitable shipping agent 316 from the seller
306 to the purchaser 304. Preferably, as a part of the escrow
service performed by the transaction mechanism 302, a track-
ing number will be provided by the shipping agent to the
transaction mechanism 302. Upon confirmation that the pur-
chaser 304 has received the goods, the transaction mechanism
suitably transiers the appropriate funds to the seller’s finan-
cial account. Preferably, the shipping agent 316 confirms that
the purchaser 304 has received the goods. More preferably,
the transaction mechanism 302 only releases the funds to the
seller 306 upon the suitable occurrence of any predefined
escrow release event, such as the lapse of a specified period of
time 1n which the purchaser 304 may evaluate and either
accept or reject the goods. In the case that the escrow release
event 1s not satisfied or that the purchaser 304 rejects the
goods, the transaction may be suitably reversed or otherwise
abandoned. In the event that there 1s a dispute between a
purchaser 304 and a seller 306 regarding a particular transac-
tion, the financial institution that maintains the transaction
mechanism 302 may provide the parties with a suitable dis-
pute resolution mechanism, such as access to any suitable
system for providing customer service for example.
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In an exemplary embodiment, anonymity or portions of
anonymity between the purchaser 304 and seller 306 1s suit-
ably maintained throughout the transaction between the par-
ties. One skilled 1n the art will appreciate that any subset of
information may remain anonymous. Preferably, the only
purchaser information that 1s transmitted and known to the
seller 306 1s the purchaser’s user identifier. Likewise, 1t 1s
preferred that the purchaser’s knowledge of the seller 306 1s
limited to the seller’s user 1dentifier. In other words, both the
purchaser 304 and the seller 306 need not disclose their name,
address, financial account information, or any other confiden-
tial information to one another 1n order to effect the transac-
tion. In this embodiment, the purchaser 304 and seller 306
suitably provide their name, address, financial account infor-
mation, and any other necessary information to the transac-
tion mechanism 302 upon registering with the transaction
mechanism 302. In this manner, the shipping agent 316 suit-
ably obtains the relevant purchaser shipping information
from the transaction mechanism 302 to obviate any need for
a seller 306 to have access to confidential identification infor-
mation of a purchaser 304.

It should be understood that while FIG. 3 1llustrates respec-
tive communication links between the transaction mecha-
nism 302 and both the purchaser 304 and the seller 306, the
scope of the present invention extends to the transmission of
information, such as registration information, transaction
information, and/or the like, from either or both of the pur-
chaser 304 and/or the seller 306 directly to the intermediary
314 and then from the intermediary 314 to the transaction
mechanism 302. In other words, the intermediary 314 may
mediate the flow of information from either/both the pur-
chaser 304 and/or the seller 306 to the transaction mechanism
302 without any direct communication between the either the
purchaser 304 or the seller 306 and the transaction mecha-
nism 302. Moreover, the intermediary 314 may communicate
directly with the transaction mechanism 302 through a suit-
able communications link or, alternatively, the transaction
mechanism 302 may be integrated with the intermediary 314,
as 1llustrated in the exemplary transaction system 400 of FIG.
4. In accordance with this aspect of the present invention, the
transaction mechanism 402, which 1s integrated with the
intermediary 414, provides substantially the same function-
ality as the exemplary transaction mechanisms described
above with reference to FIGS. 2 and 3, respectively.

With reference to FIG. 5, an exemplary transactional
mechanism 502 includes a central processor 304 1n commu-
nication with other elements of the transaction mechanism
502 through a system interface or bus 506. A suitable display
device/mput device 3508, such as a keyboard or pointing
device in combination with a monitor, may be provided for
receiving data from and outputting data to a user. A memory
510 associated with the transaction mechanism 502 prefer-
ably includes a transactional control module 512, a risk man-
agement module 514, and an authentication module 516. The
memory 510 preferably further includes an operating system
518 which enables execution by processor 504 of the various
soltware applications residing at transaction control module
512, risk management control module 514, and authentica-
tion module 516. Operating system 518 may be any suitable
operating system, such as any version of Windows, MacOS,
BeOS, Linux, UNIX, and/or the like. Preferably, a network
interface 520 1s provided for suitably interfacing with other
clements of the transaction system, such as the elements
described above with reference to FIGS. 2-4. Lastly, a storage
device 522, such as a hard disk drive for example, preferably
contains suitable files which are suitably accessed by the
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transaction control module 512, the risk management module
514, and the authentication module 516.

In particular, customers’ transaction records file 524 pret-
erably comprises transaction information of customers who
are registered with the transaction mechanism 3502, which
transaction information 1s used to perform suitable credit risk
and fraud risk analyses. Likewise, customers’ information
records 526 comprises information received either from a
purchaser or a seller upon registration with the transaction
mechanism 502 or during the maintenance of the appropnate
financial account. As used herein, a “customer” may be either
a purchaser or a seller who has a financial account with the
financial mstitution which suitably maintains the transaction
mechanism 502 and who 1s registered with the transaction
mechanism 3502. Accordingly, providing the transaction
mechanism 502 with access to the appropriate transaction
records and information records of the parties involved 1n the
funds transfer facilitates essentially real time risk manage-
ment by the risk management module 514. Stmilarly, authen-
tication of the parties to the transaction may likewise be
performed efficiently by the authentication module 516,
which preferably has access to the records residing 1n storage
device 522. One skilled 1n the art will appreciate that the
storage device 322 and, therefore, customer transaction
records 524 and customer information records 526 may be
co-located with the transaction mechanism 502, as illustrated
in FIG. 5, or may be remotely located with respect to the
transaction mechanism 3502. If the storage device 3522 1s
remotely located with respect to the transaction mechanism
502, communication between storage device 522 and trans-
action mechanism 502 may be accomplished by any suitable
communication link but s preferably accomplished through a
private Intranet or extranet.

Referring next to FIGS. 6 and 7, as discussed, the process
flows depicted in these figures are exemplary embodiments of
the invention only and are not intended to limit the scope of
the 1nvention as described above. FIG. 6 1s a flow diagram
representing an exemplary process for facilitating a commer-
cial transaction between a purchaser and a seller. In accor-
dance with the present invention, an exemplary process
executed by a suitable transaction mechanism may include
any of the following: registering a purchaser with the trans-
action mechanism (step 602); registering a seller with the
transaction mechanism (step 604); recerving agreed upon
transaction terms from at least one of a purchaser and a seller
(step 606); receiving a purchaser’s selection of a method for
transierring monetary value to a seller (step 608); recerving,
transaction information from at least one of a purchaser and a
seller (step 610); performing authentication, credit risk, and/
or fraud risk analyses (step 612); determining whether the
transaction 1s acceptable (step 614); terminating the transac-
tion 11 the transaction 1s not acceptable; debiting funds from a
purchaser’s financial account if the transaction 1s acceptable
(step 616); holding the funds 1n an escrow account (step 618);
releasing the funds from the escrow account and disbursing,
the funds to the seller’s financial account (step 620); and
crediting the funds to a seller’s financial account (step 622).

In accordance with the present imnvention, any purchaser
having a financial account can transfer funds from the pur-
chaser’s financial account to the financial account of a second
party. For example, a purchaser having a card can transier
funds from the purchaser’s card to the card or demand deposit
account of any second party having such an account. As
represented 1n FIG. 6 by step 602, the purchaser preferably
pre-registers with a transaction mechanism, which transac-
tion mechanism can be established and maintained by any
suitable third party, such as a card issuer, as described above
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with reference to FIGS. 2 and 3. To register with the transac-
tion mechanism, the purchaser may submit suitable purchaser
registration information, such as information establishing the
identity of the purchaser and information regarding the pur-
chaser’s financial account. The purchaser registration infor-
mation can be suitably stored by the transaction mechanism,
such as by storage device 522 of FIG. 5. The purchaser may
communicate with the transaction mechanism by any means
of communication known to those skilled 1n the art, including
communications by telephone or through the use of any form
of computer or point of interaction device having a means for
communication, such as a modem, suitable wireless means
for communication, and/or the like. I1 the transaction mecha-
nism 1s maintained by the purchaser’s financial institution,
the purchaser can suitably register with the transaction
mechanism at the same time that the purchaser mitially com-
pletes the application for the financial account. Alternatively,
the purchaser can register with the transaction mechanmism at
any suitable time, including at the time of a transaction with
a seller.

The purchaser registration information which may be used
by the transaction mechanism can include any suitable infor-
mation, such as any of the types of information described
above with reference to FIG. 2. Upon submission of such
information to the transaction mechanism, the transaction
mechanism may then 1ssue to the purchaser a unique user
identifier, such as an 1dentification number, code, password,
pass phrase, and/or other suitable identifier which may be
used by the transaction mechanism to 1dentify the purchaser.
In this manner, the purchaser’s user 1dentifier can be used by
the transaction mechanism to 1dentity and suitably access the
purchaser’s registration information at the time of a transac-
tion between a purchaser and a seller. The user 1dentifier can
comprise any number or combination of letters, digits, or
other characters. If the transaction mechanism 1s accessible
through the Internet, and especially if the purchaser registers
with the transaction mechanism through an interface at an
Internet Web page, the transaction mechanism or entity main-
taining the transaction mechanism can e-mail the approprate
user 1dentifier to the purchaser, optionally using any well-
known means for secure communications, such as suitable
encryption.

As indicated at step 604, the seller preferably also registers
with the transaction mechanism. Although FIG. 6 illustrates
the registration of a seller with the transaction mechanism
subsequent to the purchaser’s registration, the seller can reg-
ister with the transaction mechanism at any suitable time,
including prior to the purchaser’s registration and at the time
of the transaction with the purchaser. As with the purchaser,
the seller preferably provides the transaction mechanism with
registration mformation to 1dentity the seller and to identify
the seller’s appropriate financial account, such as a card or a
demand deposit account, to which the transaction mechanism
may transier finds. The seller’s registration information may
include any suitable information, such as the seller’s name,
location or address, social security number (if appropnate),
tederal employer identification number, financial account
number, financial institution, and/or any other suitable infor-
mation that may be pertinent to a funds transfer transaction. IT
the seller 1s associated with the financial institution that 1s
providing the transaction mechanism, the seller’s registration
information can be suitably stored by the storage device
shown in FIG. 5. Furthermore, as with the purchaser, the
seller suitably receives from the transaction mechanism a user
identifier which 1dentifies the seller to the transaction mecha-
nism. After the purchaser and seller are registered with the
transaction mechamsm, as illustrated in steps 602 and 604,
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the purchaser and seller can suitably agree upon the terms of
a transaction, as shown 1n step 606.

The transaction illustrated 1n step 606 may be an exchange
of goods or services for value, although this 1s not required.
The transaction, for example, could include a transaction
where the purchaser 1s gratuitously transierring funds from
the purchaser’s financial account to the financial account of
the seller, thereby eliminating the need for a reciprocal
exchange. The purchaser and seller may enter into the trans-
action through the Internet, such as where a purchaser seeks
to purchase goods, services, or other value from an Internet
Web site operated by the seller for example. Alternatively, the
purchaser and seller can agree to enter 1into the transaction in
a more conventional manner, such as through person-to-per-
son communication over the telephone or in person for
example. The particular terms of the transaction between the
purchaser and the seller may include any suitable terms that
are agreeable to the parties and may address 1ssues such as the
nature of any goods, services, or other value; the amount of
the funds that are to be transferred from the purchaser’s
financial account to the seller’s financial account; the nature
and definition of any escrow release event; the anticipated
date or window for delivery or shipment of any goods, ser-
vices, or other value; and/or other suitable terms and condi-
tions pertaining to the transaction.

After the purchaser and seller have agreed upon the terms
of the transaction, the purchaser may be requested to select a
method for transterring suitable funds to the seller, as indi-
cated 1n step 608. The selection of a method for transferring
the necessary funds may be completed through the transac-
tion mechanism or, alternatively, through any other suitable
means and then suitably communicated to the transaction
mechanism. For instance, where the purchaser 1s purchasing,
goods, services, or other value from an online seller via an
Internet Web site, the Web site, rather then the transaction
mechanism, can request that the purchaser select a method of
transierring monetary value to the seller. After the purchaser
suitably responds to the query, such as through a pop-up
display generated by the Internet site, the purchaser’s
response may be suitably communicated to the transaction
mechanism. Alternatively, the purchaser can select a funds
transier method directly through the transaction mechanism,
which may occur 1n the case where the particular Internet site
does not request such information but, rather, allows the
transaction mechanism to 1ssue the relevant query. Addition-
ally, the latter circumstance may occur in the case where a
purchaser 1s transacting with a seller through a site which
maintains the transaction mechanism, such as an online sales
site maintained by a card 1ssuer.

In addition to selecting a method for transtferring funds to a
seller, such as through a card or DDA transaction, the pur-
chaser may also select one or more value-added services, as
indicated 1n step 608. For example, where the transaction
mechanism 1s maintained by a card 1ssuer, the purchaser may
be able to select value-added services provided by the card
1ssuer, such as purchaser’s isurance, shipping alternatives
(where the purchaser has purchased goods or, alternatively,
services which may be embodied in documents of any suit-
able type), postal tracking alternatives, dispute resolution to
mediate any dispute that may arise between the purchaser and
seller regarding the transaction, and/or the like. It will be
appreciated by those of skill in the art that additional value-
added services may be offered by the seller in addition to
those offered by the third party entity maintaiming the trans-
action mechanism.

After selecting a funds transfer method and any value-
added services, the purchaser and/or seller may provide suit-
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able transaction information to the transaction mechanism for
authentication, credit risk analysis, and/or fraud risk analysis,
as represented 1n step 610. The transaction information can
include, but 1s not limited to, the amount of funds to be
transierred between the purchaser and seller, the date and
time of the transaction, a description of the transaction, the
purchaser’s and seller’s respective unique user i1dentifiers,
and any other pertinent information which may suitably 1den-
tify the transaction as well as both the purchaser and the seller.
For example, the transaction mnformation can include a date
and time at which the transier of funds should take place. In
this manner, the purchaser and seller can indicate that the
transier of funds can take place at a specific time 1n the future.
Upon receiving the transaction mformation, the transaction
mechanism can look-up and access the customer information
records, which preferably include at least one of the purchas-
er’s and the seller’s registration and financial account infor-
mation. As discussed above, this information preferably
includes data such as the purchaser’s financial account 1den-
tifier and/or the seller’s financial account identifier, as well as
any additional information that has been suitably input 1n
steps 602 and 604, above.

Thereatter, as represented by step 612, the transaction
mechanism may suitably determine whether the transaction 1s
acceptable. In an exemplary embodiment, one component of
this determination utilizes the transaction information and the
purchaser and/or seller registration information to execute a
fraud analysis, as represented by step 614. For example,
where the transaction mechanism 1s established and main-
tained by a card 1ssuer and the purchaser 1s a cardholder of a
card 1ssued by the card issuer, the card 1ssuer can maintain a
history of the purchaser’s card transactions. Such card trans-
action history can be suitably stored along with the purchaser
registration information 1n the customer mnformation records
or the customer transaction records, as described above.
Using this historical information, the risk management mod-
ule of the transaction mechanism can perform a fraud analysis
by executing a fraud detection program or mechanmism to
determine whether the current transaction, or current trans-
action 1n view of recent transactions, 1s indicative of fraud.
For example, where a card has been utilized to purchase
multiple high-priced items, the fraud analysis may flag the
transaction such that the transaction mechanism will terma-
nate or otherwise not permit the purchaser to complete the
transaction. The fraud detection mechanism may suitably end
the transaction, as represented by the negative outcome of
step 612, or, alternatively, may query the purchaser to deter-
mine whether the purchaser 1s actually the proper cardholder.
In the case of terminating the transaction without presenting
turther queries to the purchaser, the purchaser and/or the
seller may be contacted through any suitable means, such as
areal time display, e-mail, telephone, and/or the like, to notily
the purchaser and/or the seller that the transaction was not
completed.

The transaction mechanism’s determination regarding the
acceptability of the transaction may suitably include a second
component, namely a credit analysis, as represented by step
615, which effects a comparison of the user identifiers of
cither/both the purchaser and the seller with the user 1denti-
fiers stored 1n the storage device to determine whether the
transaction 1s acceptable. After suitably identifying the
accounts of the parties entering into the transaction, the trans-
action mechanism may suitably analyze whether the transac-
tion 1s acceptable based upon additional criteria. The analysis
for determining transaction acceptability can be suitably
implemented through a computer-readable storage medium
encoded with processing instructions, as described above.
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Such analysis can include a determination of whether the
purchaser has sufficient credit or funds in the financial
account to complete the transaction. Additionally, in the event
that the purchaser uses a card to accomplish the funds transier

to the seller, the transaction mechanism may suitably termi- 53
nate the transaction if 1t determines that the purchaser’s card
has expired, has been reported as lost or stolen, or 1s otherwise
imnvalid. Where the transaction mechanism determines,
through a program or any other suitable means, that the trans-
action cannot be completed properly, the transaction mecha- 10
nism will not complete the transaction, as seen in the negative
outcome of step 612. When a negative outcome occurs, the
purchaser and/or the seller may be contacted through any
suitable means, such as a real time display, e-mail, telephone,
and/or the like, to notify the purchaser and/or the seller that 15
the transaction was not completed and to provide particular
reasons for the termination of the transaction.

Once a transaction 1s deemed to be acceptable, the trans-
action mechamsm suitably completes the transaction by deb-
iting the purchaser’s financial account, as represented by step 20
616. Preferably, the transaction mechanism then transiers the
funds to a suitable escrow account and holds the funds 1n the
escrow account until a suitable escrow release event has tran-
spired, as represented by step 618. Once the escrow release
event has transpired, the funds are then released from the 25
escrow account and disbursed to the seller’s financial
account, as represented by step 620. In accordance with the
terms of the transaction as agreed to by the purchaser and the
seller, the funds then are disbursed to the seller’s financial
account and the seller’s account 1s suitably credited with the 30
funds, as represented by step 622. The transaction mechanism
may automatically include any suitable transaction fees, as a
service charge for the transaction, 1n the funds debited from
the purchaser’s financial account and/or may automatically
deduct such fees from the funds disbursed to the seller’s 35
financial account.

FI1G. 7 1s a tlow diagram of the operation of an exemplary
transaction mechanism in accordance with the present inven-
tion. As described above with reference to FIG. 6, the trans-
action mechanism preferably first receives registration infor- 40
mation from the purchaser and the seller, as indicated by steps
702 and 704. Registration information may be entered by a
purchaser and/or a seller using any well-known 1nput device,
such as a keyboard or mouse suitably connected to any type of
computer which can suitably communicate with the transac- 45
tion mechanism. The registration information may then be
transmitted to the transaction mechanism either in real time or
downloaded to the transaction mechanism after the registra-
tion information 1s mput by the purchaser and/or the seller.

Optionally, as 1s shown 1n step 706, the transaction mecha- 50
nism may recerve an indication that a transaction between a
purchaser and a seller has been initiated. This indication may
originate from either the purchaser or the seller or, alterna-
tively, from an intermediary, which may be unrelated to the
entity which maintains the transaction mechanism. For 55
example, a purchaser may choose to transfer funds using an
interface located at an intermediary’s Web site. This type of
funds transier might occur after the intermediary has suitably
queried the purchaser as to the purchaser’s preferred funds
transier method, such as by issuing a query by using any of 60
several conventional graphical interfaces or pop-up graphics
that are well-known 1n the art. Alternatively, the seller may
suitably 1nitiate the transaction.

Thereafter, as represented by step 708, the transaction
mechanism recerves suitable information regarding the pur- 65
chaser’s selected method for transferring funds to the seller,
such as by a card or DDA for example, and any selected
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value-added services, as described above. This step may be
facilitated by any suitable mechanism, such as a suitable
network connection, such as an Internet connection, or
through any suitable mnput device associated with the trans-
action mechanism. Preferably, at least one of the purchaser
and the seller provides suitable transaction information to the
transaction mechanism for authentication, credit risk, and
fraud risk analyses. Once the transaction mechanism receives
suitable transaction imnformation, as represented by step 710
and as described i1n greater detail above, the transaction
mechanism suitably determines whether the transaction 1s
acceptable, as represented by step 712. The fraud detection
mechanism executed by the risk management module of the
transaction mechanism then suitably communicates with the
customer transaction records and customer nformation
records to determine whether the transaction represents a
potential fraud nisk, as represented by step 714 and as
described in greater detail above with reference to FIG. 6.

After the fraud detection mechanism has been executed,
the transaction mechanism may then suitably perform a credit
analysis, as represented by step 7135, to compare the user
identifiers of either/both the purchaser and the seller to the
user 1dentifiers stored 1n the storage device in an additional
elfort to determine whether the transaction 1s acceptable. As
described above with reference to FI1G. 6, after suitably 1den-
tifying the accounts of the parties entering into the transac-
tion, the transaction mechanism also may suitably determine
whether the purchaser has sufficient credit or funds in the
financial account to complete the transaction. Additionally, 1n
the case that the purchaser uses a card to eflfect the funds
transier to the seller, the analysis can further include a deter-
mination of whether the card has expired, has been reported as
lost or stolen, or 1s otherwise invalid. Where the transaction
mechanism determines, through a program or any other suit-
able means, that the transaction cannot be completed prop-
erly, the transaction mechanism will not complete the trans-
action, as seen in the negative outcome of step 712. When a
negative outcome occurs, the purchaser and/or seller may be
contacted through any suitable means, such as a real time
display, e-mail, telephone, and/or the like, to notify the pur-
chaser and/or the seller that the transaction was not completed
and to provide particular reasons for the termination of the
transaction.

Once the transaction 1s deemed acceptable, the transaction
mechanism completes the transaction by debiting the pur-
chaser’s account, as represented by step 716. Preferably, the
transaction mechanism then transfers the funds to a suitable
escrow account and holds the funds in the escrow account
until a suitable escrow release event has transpired, as repre-
sented by step 718. Once the transaction mechanism recetves
information indicating that the escrow release event has tran-
spired, as represented in step 720, the funds are then released
from the escrow account and disbursed to the seller’s finan-
cial account, as represented by step 722. The transaction
mechanism also may automatically account for any suitable
transaction fees, as a service charge for the transaction, by
suitably including any such fees 1n the funds debited from the
purchaser’s financial account and/or by suitably deducting
any such frees from the funds disbursed to the seller’s finan-
cial account.

Referring now to FIG. 8, another exemplary embodiment
of the present invention includes an auction intermediary 814,
such as eBay, and a shipping service 816, such as Federal
Express®, United Parcel Service®, and/or any other suitable
shipping service. In this embodiment, the seller 806 and/or
the purchaser 804 initially register with the transaction
mechanism 802. Preferably, the seller 806 lists goods for sale
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at the Web portal provided by the auction intermediary 814,
which listing results 1n a bid on the goods submitted by a
purchaser. The auction intermediary 814 then determines
who has submitted the highest bid and notifies both the high-
bidding purchaser and the seller. The purchaser 804 then
selects a method for transferring suitable funds to the seller,
such as by a suitable transaction card or DDA. At the time of
the transaction, the purchaser may also be presented with the
option of selecting one or more value-added services. The
purchaser transaction information 1s then suitably transmitted
to the transaction mechanism 802. Likewise, the seller suit-
ably provides the transaction mechanism 802 with suitable
seller information for authentication purposes. The transac-
tion mechanism 802 then performs suitable risk management
analysis to determine whether the proposed transaction 1s
associated with any credit and/or fraud risks. It the purchaser
804 has suilicient funds available to complete the transfer and
if both the purchaser 804 and the seller 806 are authenticated
(and assuming that the credit and fraud risk analyses do not
result 1n a negative determination), then the transaction
mechanism 802 suitably debaits the purchaser’s card or DDA
by the amount of the purchase price as well as the cost of any
selected value added services. The transaction mechanism
802 then sends a confirmation to the seller 806 that the pur-
chaser’s account has been debited. Preferably, the transaction
amount then 1s suitably held 1n an escrow account maintained
by the transaction mechanism, and once the shipping service
816 acquires the goods from the seller for shipment to the
purchaser, the transaction mechanism 802 receives a tracking
number from the shipping service 816. Depending upon the
nature of the escrow, the transter of funds to the seller’s card
or DDA will be delayed accordingly. For example, the escrow
may be based upon a 3-day waiting period following notifi-
cation to the transaction mechanism 802 of the receipt of the
goods by the purchaser 804, which noftification may be
received directly from the purchaser 804 or from the shipping,
service 816. Accordingly, the transaction mechanism 802
disburses the appropriate funds to the seller’s DDA (minus
any transactional fee) at the seller’s financial institution,
which suitably credits the funds to the seller’s financial
account. If selected by either the purchaser or the seller,
value-added services, such as purchaser’s insurance and dis-
pute resolution, may be provided as needed.

Exemplary Transaction Flow

As will be appreciated by one skilled 1n the art, the present
invention admits of various aspects which may be imple-
mented 1 any of several ways. FIGS. 9-20 1llustrate the tflow
of an exemplary transaction implemented 1n accordance with
particular aspects ol the present invention. However, 1t should
be understood that this transaction flow 1s exemplary only and
1s not intended to limit the scope of the present mnvention as
described above.

With reference to FIG. 9, an exemplary user registration
process 902 begins when an individual 904, such as an Inter-
net user, accesses the transaction mechamsm and requests
registration with the transaction mechanism. Internet user
904 may be either a potential purchaser or a potential seller.
As 1llustrated 1n the exemplary interface of FIG. 10, an Inter-
net user may suitably register with the transaction mechanism
by activating hyperlink 1002, which activation preferably
results 1n the display of the terms and conditions for registra-
tion and a request that an Internet user input suitable regis-
tration information, as described 1n greater detail above.

Once an Internet user 904 has registered with the transac-
tion mechanism, the Internet user 904 may then suitably
request to be logged into the transaction system, as repre-
sented by step 906 of FIG. 9. As illustrated in the exemplary
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transaction mechanism main page of FIG. 11, an Internet user
may suitably request the login page by activating hyperlink
1102, which activation preferably results in the display of a
login page having suitable datafields. The datafields may
request any suitable login information from an Internet user.
Such login information may include, for example, a request
tor the Internet user’s unique user identifier and a password or
pass phrase. Once the Internet user submits the requested
information, the Internet user 1s suitably logged 1nto the trans-
action system. If the Internet user submits an invalid user
identifier and/or password, an error message 1s suitably dis-
played, and the Internet user i1s requested to re-enter and
re-submit the information. Once the Internet user 1s logged
into the transaction system, the transaction system retrieves
the list of registered card and DDA accounts held by the
Internet user and displays a suitable interface, such as the
exemplary interface of FIG. 12, which may provide any suit-
able means for either conveying information to or receiving
information from the Internet user. As 1llustrated 1n the exem-
plary embodiment represented in FIG. 12, the transaction
system preferably provides means for imitiating a transaction,
such as tab 1202 for example, and may suitably display the
Internet user’s transaction history, as represented by data
table 1204. Suitable data access options, such as hyperlinks
1206 and 1208, may be provided to enable the Internet user to
access any suitable information that may be provided by the
transaction system, such as information pertaining to other
registered financial accounts and/or means for registering
additional financial accounts with the transaction mecha-
nism.

With momentary reference to FIG. 9, 1n an exemplary
embodiment, Internet user 904 may be either a seller 908 or a
purchaser 910. If Internet user 904 1s a seller 908 who 1s
suitably registered and logged 1into the transaction system, the
seller 908 may suitably 1initiate a transaction through the
transaction mechanism. In an exemplary embodiment, there
are prelerably two aspects involved 1n a seller-initiated trans-
action. First, the seller 908 suitably creates a transaction
ivoice, as represented by step 912. Then, the purchaser 910
preferably confirms or accepts the transaction, as represented
by step 914. Preferably, at any given point during the trans-
action, either the seller 908 or the purchaser 910 may either
cancel (step 916) or reverse (step 918) the transaction. In the
event that a purchaser 910 or a seller 908 experiences any
difficulty with the transaction mechanism or if there 1s a
dispute between the seller 908 and the purchaser 910, a cus-
tomer service representative 920 associated with the third
party entity which 1s providing the transaction mechanism
may suitably provide any desired customer service and/or
dispute resolution (step 922).

FIG. 13 next illustrates an exemplary process for initiating,
a commercial transaction between a seller and a purchaser. In
this exemplary embodiment, a seller-initiated transaction
preferably begins when the seller submits a request to start a
transaction, such as by activating tab 1202 of FIG. 12. Once
the transaction mechanism receives the request, the transac-
tion mechamsm determines whether the seller 1s a registered
user (step 1304). If the seller 1s not a registered user, the
transaction mechanism provides a suitable registration inter-
face (step 1306), such as described above with reference to
FIG. 10. If the seller 1s a registered user, the transaction
mechanism provides a suitable means for initiating the trans-
action (step 1308), such as by providing the exemplary inter-
face of FIG. 14.

The seller then suitably provides the information requested
by the transaction mechanism (step 1310). For example, the
seller enters the appropriate information which may be
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requested by various transaction datafields provided by the
transaction mechanism through a suitable user interface, such
as the exemplary transaction invoice entry page 1400 of FIG.
14. The transaction datafields provided by a suitable transac-
tion entry interface may include suitable datafields of any
number or form, such as, for example, a datafield 1402 for a
prospective purchaser’s email address; a datafield 1404 1ndi-
cating a final date for the acceptable transfer of funds to the
seller; a datafield 1406 for indicating the seller’s reference
number; a datafield 1408 for a transaction description, such as
the 1dentification of any intermediary, like eBay, which may
be 1mnvolved 1n the transaction; datafields 1410 for a descrip-
tion of the particular items that will be the subject of the
transaction; datafields 1412 for indicating the appropriate
quantity of each i1tem described 1n datafield 1410; datafields
1414 for indicating the appropriate price for each item
described 1in datafield 1410; datafields 1416 for indicating the
subtotal amount or extended price associated with the quan-
tity and price for each item described in datafield 1410; a
datafield 1418 for indicating a suitable cost for any desired
value-added services, such as insurance, dispute resolution,
postal tracking, or any other suitable value-added service; a
datafield 1420 for indicating the cost associated with any
shipping and handling charges; datafield 1422 for indicating
any miscellaneous charges that may be associated with the
transaction, such as any applicable taxes for example; and a
datafield 1424 for indicating a total charge or total amount of
funds to be transferred from the purchaser to the seller upon
completion of the transaction. Additional information that
may be requested from the Internet user may include the
email address of the Internet user, any optional email message
intended for the purchaser, and/or any other suitable informa-
tion.

In accordance with one embodiment, the transaction
mechanism, or any third party service, identifies a geographic
location of a transaction 1n order to calculate appropriate sales
tax mmformation. In general, the buyer mnitiates a purchase
request from the seller and, depending on the particular envi-
ronment of the buyer and the seller; the request may be 1n the
form of a purchase order on a seller’s web site from the
buyer’s personal communication device.

In a conventional sales transaction, the location of the sale
1s often a key factor 1n determining the applicable tax author-
ity and tax. It 1s believed that transaction tax due on purchases
or sales transactions via a network may also consider the
location in determining the taxing authorities and tax. In this
manner, taxes may be incurred based on the location of the
buyer requesting the purchase (or the imndividual’s personal
communication device), the location of the seller receiving
the purchase request or fulfilling the purchase request, the
location of the point of presence providing access to the
network (e.g., ISP or telecom service), the “doing business™
location of either party in communication, the billing address
ol the buyer, shipping address of the buyer or the seller, or any
combination thereof.

The location of a POS device may be determined by pro-
viding location data to the tax information system. The loca-
tion data may include data from the personal communication
device (e.g., stored thereon or presented by the user at the time
of transaction), data from a seller’s point of presence, or data
from a participating third party. Location data may also be
obtained from a communications service. Suitable commu-
nication services may include device based solutions, such as,
for example, a GPS satellite system signal, Network Assisted
GPS (A-GPS), or Enhanced Observed Time Diilerence
(E-OTD) methods, and network based solutions, such as Cell
Global Identity Timing Advance (CGI-TA) and Uplink Time
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of Arrival (TOA). Determining the location using the above
techniques 1s known, and thus will not be described 1n detail.

In one embodiment, a candidate payment system caches a
plurality of transactions and releases a plurality of transac-
tions based on, for example, a predefined sum of the plurality
of transactions, an elapsed period of time, and the like.

The seller may then request a determination of the appli-
cable taxing authorities from a tax directory. The request may
include pertinent information relating to the transaction
which the tax directory may use to determine the taxing
authorities. For example, the request may include any or all of
the location information as previously described, the date and
time of the transaction, the category of good being purchased,
the sales prices, and/or the tax status of the parties ivolved.
To facilitate the calculation of taxes for a plurality of trans-
actions, this request can include i1dentification information,
which provides a method of determining the tax status of the
individual purchaser from information stored on the tax direc-
tory, personal communication device, seller, or an indepen-
dent third party such as Microsolt® passport. Such identifi-
cation information could include, for example, whether the
purchaser was tax exempt for some transactions based on
personal characteristics such as being a member of a clergy, a
certain age, nationality, or being a member of a protected
class (e.g., Native American tribe). This 1dentification infor-
mation may 1mpact the calculation of a tax for a specific
transaction. Some e¢lements of this information may be
implicitly defined, such as all users of a cellular phone plan
being taxed for service at the same rate. Other elements of
information, being explicitly defined and stored as part of tax
directory, personal communication device, seller, or an 1nde-
pendent third party, may apply to individual purchasers,
whether they are acting as individuals or agents for a corpo-
rate entity making a purchase. If at least one taxable authority
1s 1dentified, then the location(s) of the authorities are
returned to the seller. If, however, no taxable authorities are
identified, then the buyer may be presented with an 1mnvoice, a
process which will be discussed 1n detail below.

In one embodiment, the location of the identified tax
authorities 1s returned to the seller. The location may include,
for example, an IP address of each tax authority, DNS name of
cach tax authority, URI to be used at tax authority calculation,
message 1dentifier of the request to be made, list of fields to be
sent to tax authority calculation, and the version of the mes-
sage. In one embodiment, tax directory may include a specific
implementation suitable for the Internet such as use of a
high-level domain name qualifier such as *“.tax”. In this man-
ner, a tax rate associated for a location based on, for example,
postal zip codes, such as “85254-6419”", would be associated
with an address, e.g., “852546419.tax.” Tax directory 106
may then return tax information applicable to the tax rates
associated with such a location. Other embodiments may
include access paths based on the GPS location such as lati-
tude-longitude-altitude, for example, “75-05-29-12N-82-577-
10-19W.tax”, may represent 75 degrees, 5 minutes, 29.12
seconds north latitude, 82 degrees, 57 minutes, 10.19 seconds
west longitude.

The seller then requests a calculation of the applicable
taxes from a tax authority calculation. This request may con-
tain information presented to the seller 1n the tax directory
response, the parties’ locations, date, time, category of goods,
sales price, quantity ordered, or any other pertinent tax or
sales information used to calculate the applicable tax. In one
embodiment, the seller receives the calculated tax, however,
the seller may also recerve rules for calculating the tax, pay-
ment modality, and any other information as previously dis-
cussed.
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The buyer may then be presented with an electronic invoice
of the proposed transaction on personal communication
device. The electronic invoice may contain a detailed item-
ization of the transaction including charges for goods and
services, taxes, and optional 1items such as a tip. The buyer 5
then selects an appropriate payment modality and initiates
completion of the sales transaction. Personal communication
device sends a client server request to the seller’s device. The
tax payment modality allows for tlexibility on the part of the
taxing authority to specily any variable options that the buyer 10
might want to select. The buyer can exclude certain 1tems
based on intent to resell, the location of another delivery
address, or special treatment based on location specific tax
laws.

The seller receives the completed order and may then 15
request authorization for payment from, for example, the
authorization authority. The authorization may include an
acceptance or denial of the payment amount, payment modal-
ity, etc., depending upon the parties’ credit or credit arrange-
ments. IT the payment 1s denied or otherwise not accepted, the 20
seller may represent the invoice and the buyer may modify the
order. Alternatively, the process may end. If, however, the
payment was authorized, the seller may complete the sale.

Finally, the process may include an accounting procedure
to, for example, either bill the seller or the buyer and/or collect 25
the Tunds. This accounting may occur at the seller’s location
or as previously discussed, may occur at the tax directory. For
turther details and examples of a wireless taxation system, see
U.S. patent application Ser. No. 10/076,337, which 1s incor-
porated by reference. 30

Additionally, a suitable transaction entry interface may
include any number or form of tabs, such as tab 1426 which
activates the creation of additional datafields 1410. The addi-
tional tab or tabs may be used by the seller to activate or
implement any suitable function which may further facilitate 35
the transaction between the seller and the purchaser. For
example, transaction nvoice entry page 1400 may also
include an additional datafield, or tab for accessing an addi-
tional datafield, which may request that the seller provide
suitable information regarding an escrow release event. Such 40
escrow release event mformation may include a particular
time period within which a purchaser may either accept or
reject any 1items prior to the transter of funds from the escrow
account to the seller’s account, such as a particular number of
days after the purchaser receives goods, services, or other 45
value from a suitable shipping agent.

In addition to entering the appropriate information which
may be requested by the various transaction data fields pro-
vided by the transaction mechanism, the seller preferably 1s
turther requested to select a suitable financial account which 50
will ultimately recerve the funds transferred from the pur-
chaser at the completion of the transaction. Preferably, the
various options presented to the seller on the transaction entry
interface reflect the financial account or accounts provided by
the seller during the seller’s registration with the transaction 55
mechanism, as described above. The financial account selec-
tion options may include any suitable selection options which
provide the transaction mechanism with the approprate
information. As illustrated in exemplary transaction invoice
entry page 1400, financial account selection options may 60
include selection options 1428 and 1430 which preferably
indicate the type of financial account 1428, such as a credit
card or a demand deposit account (DDA), and the financial
account identifier 1430, such as a credit card number or a
DDA number. 65

As one skilled in the art will appreciate, the above
described transaction entry interface, as well as any or all
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other aspects of the present invention, may include any suit-
able form of encryption and/or other security measures either
currently known or hereafter devised.

Once the seller completes a suitable transaction entry inter-
face, the seller may either submit or cancel the transaction
invoice entry (step 1312). If the seller cancels the transaction
invoice entry, such as by activating tab 1432 of FI1G. 14, the
seller 1s returned to the transaction mechanism main page
(step 1314), such as the exemplary transaction mechanism
main page illustrated in FIG. 11. It the seller submits the
transaction mvoice entry page to the transaction mechanism
by activating, for example, a suitable tab, such as tab 1432, or
by pressing the enter key on a suitable mput device, a trans-
action invoice 1s then displayed by the transaction mechanism
(step 1316). The transaction invoice may include any suitable
information entered by the seller on the transaction entry
interface and any other relevant information, such as any
transaction or service fees charged by the transaction mecha-
nism. As illustrated 1in the exemplary transaction invoice 1500
of FIG. 15, such information may include any or all of the
entries corresponding to the datafields described above with
reference to FI1G. 14. In addition, the transaction invoice may
include an ivoice number 1536 which may be automatically
assigned by the transaction mechamism; an additional service
fee amount 1538 which may be suitably deducted from the
amount of funds transferred from the purchaser; a total
amount 1540, net of fees, owed to the seller at the completion
of the transaction; the date 1542 that the transaction invoice
was created; and a status indicator 1544, which may include
any suitable indicator of any suitable status that may be rel-
evant to the transaction as of the display date of the transac-
tion 1nvoice, such as any of the exemplary status indicators
illustrated beneath status key 1546 (1.e., paid, waiting on
purchaser, declined by purchaser, and expired).

After the seller completes a review of the transaction
invoice, the seller may erther decline or accept the transaction
ivoice (step 1318). If the seller declines the transaction
invoice, such as by suitably activating tab 1548 of F1G. 15 for
example, a suitable transaction interface 1s displayed (step
1319), such as exemplary cancel transaction page 1600 of
FIG. 16, which may provide suitable means, such as tabs
1602 and 1604, for either initiating a new transaction or
returning to the transaction mechanism main page. It the
seller accepts the transaction invoice, such as by suitably
activating tab 1550 of FIG. 15 or pressing the enter key on a
suitable input device for example, the transaction mvoice 1s
suitably stored by the transaction mechanism in a suitable
storage device (step 1320). Then, the transaction 1voice 1s
preferably transmitted to both the purchaser and the seller by
any suitable method, such as by email, facsimile, mail, and/or
the like (step 1322). Preferably, the transaction mvoice 1s
transmitted via email to the respective email addresses of the
purchaser and the seller.

Once the seller’s transaction invoice 1s transmitted to the
purchaser, the transaction may be suitably completed when
the purchaser accepts the transaction. In the exemplary
embodiment illustrated by the flowchart of FIG. 17, when the
purchaser receives a transmission irom the transaction
mechanism regarding the transaction invoice (step 1702),
such as an email transmission having a hyperlink to a suitable
purchaser transaction interface, the purchaser may follow the
link to the transaction interface (step 1704 ), such as the exem-
plary purchaser transaction review page 1800 of FI1G. 18, to
review the terms and conditions of the transaction as set forth
by the seller. As illustrated in FIG. 17, a purchaser may accept
a transaction by one of at least three methods, wherein the
methods are indicated by phantom lines to represent the pur-
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chaser’s optional courses of action. First, the purchaser may
accept the transaction using a suitable card without logging
into the transaction system (step 1706). Second, the purchaser
may accept the transaction by suitably logging into the trans-
action system and selecting a suitable card to transfer funds to >
the seller (step 1708). Finally, the purchaser may accept the
transaction by suitably logging into the transaction system
and selecting a suitable DDA to transier funds to the seller
(step 1710).

In the first case, the purchaser accepts the transaction with
a suitable card without logging into the transaction system. If
the transaction terms and conditions are acceptable to the
purchaser, the purchaser suitably completes the purchaser
transaction review page (step 1706) by providing information
regarding the purchaser’s card to effect a suitable transfer of
funds from the purchaser’s card account to the financial
account of the seller. As illustrated in exemplary purchaser
transaction review page 1800 of F1G. 18, the purchaser enters
the appropriate information which may be requested by vari- 20
ous transaction datafields provided by the transaction mecha-
nism on the purchaser transaction review page 1800. The
transaction datafields provided by the purchaser transaction
review page may include suitable datafields of any number or
form, such as, for example, a datafield 1802 for the purchas- 25
er’s name as it appears on the card; a datafield 1804 for
indicating a card account number; a datafield 1806 for pro-
viding a card identification number, such as the four digits
that are frequently printed on the card above the card number;
and datafields 1808 for indicating the card’s expiration date.

Additionally, purchaser transaction review page 1800 may
include any number or form of additional tabs or datafields.
The additional tabs or datafields may be used by the purchaser
to implement any suitable function which may further facili-
tate the transaction between the seller and the purchaser. For
example, purchaser transaction review page 1800 may also
include an additional datafield, or tab for accessing an addi-
tional datafield, which may permit the purchaser to provide or
modily information regarding an escrow release event. Such 4
escrow release event mformation may include a particular
time period within which a purchaser may either accept or
reject any 1items prior to the transter of funds from the escrow
account to the seller’s account, such as a particular number of
days after the purchaser receives goods, services, or other 45
value from a suitable shipping agent. If a purchaser modifies
or adds information to the purchaser transaction review page,
such as modifying or adding information regarding an escrow
release event, the transaction tlow as described herein pret-
erably includes an additional communication or transmission 50
of the transaction terms to the seller so that the seller 1s given
a suitable opportunity to either accept or decline the modified
terms and conditions of the transaction.

After the purchaser has suitably entered the requested
information, the purchaser suitably submits the purchaser 55
transactionreview page to the transaction mechanism, such as
by activating tab 1810 or pressing the enter key on a suitable
input device for example. Once the purchaser’s card informa-
tion profile has been completed and the purchaser transaction

review page 1s submitted, the transaction mechanism displays 60
a suitable transaction 1voice, such as exemplary purchaser
transaction mnvoice 1900 of FIGS. 19A and 19B. At this point,
the purchaser may either accept or decline the transaction
(step 1712). I1 the purchaser declines the transaction, such as
by suitably activating tab 1902 of exemplary purchaser trans- 65
action invoice 1900, a suitable interface 1s displayed (step
1714), such as exemplary purchaser decline transaction page
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2000 of FIG. 20, which may provide any suitable information
or means for acquiring information, such as tabs 2002 and
2004.

If the purchaser accepts the transaction, the transaction
mechanism performs a suitable card authorization/authenti-
cation routine, which may include suitable credit risk and
fraud risk analyses (step 1716). If the transaction 1s unaccept-
able, either due to a potential fraud risk or a credit risk, the
transaction mechamsm cancels the transaction and suitably
notifies, such as by email, both the purchaser and the seller
(step 1718). If the transaction 1s acceptable, the transaction
mechanism suitably debits the purchaser’s account. Prefer-
ably, the transaction mechanism then credits an appropriate
escrow account (step 1720), pending notification by either the
purchaser and/or a shipping agent that any defined escrow
release event has transpired (step 1722). If the defined escrow
release event transpires, the transaction mechanmism suitably
disburses the appropriate funds to the seller’s financial
account (step 1726) and notifies both the purchaser and the
seller that the transaction has been completed (step 1728).
However, 11 an escrow release event has been defined during
the transaction by either the transacting parties or a suitable
third party and the escrow release event 1s not satisfied, the
transaction mechanism either reverses the transaction, such
as by performing a suitable chargeback or some other suitable
transaction reversal procedure, or follows a suitable dispute
resolution protocol, as described above (step 1724). As 1llus-
trated in phantom lines 1n order to represent alternative pro-
cess flows, 1f any dispute between the parties 1s favorably
resolved, suitable funds may be disbursed to the seller (step
1726) and the parties may be notified of the completion of the
transaction (step 1728). However, 11 any dispute 1s not favor-
ably resolved, or 11 the most appropriate resolution 1s cancel-
lation of the transaction, the transaction 1s suitably terminated
or otherwise reversed, and the purchaser and seller are suit-
ably notified of the termination and/or reversal of the trans-
action (step 1728).

In the second case, the purchaser accepts the transaction by
logging into the transaction system and selecting the option of
transterring funds to the seller from the purchaser’s card (step
1708). Alternatively, the purchaser accepts the transaction by
logging into the transaction system and selecting the option of
transferring funds to the seller from the purchaser’s DDA
(step 1710). In either of these situations, the transaction
mechanism suitably processes the purchaser’s login request
and determines whether the purchaser 1s a registered user
(step 1730). If the purchaser 1s not a registered user, the
transaction mechanism provides a suitable registration inter-
tace (step 1732), such as described above with reference to
FIG. 10. If the purchaser is a registered user, the transaction
mechanism then performs steps 1712 through 1728, as
described above.

Although the foregoing describes an exemplary seller-ini-
tiated transaction, one skilled in the art will appreciate that the
present invention 1s not so limited and may be readily imple-
mented by means of any suitable purchaser-initiated transac-
tion or, alternatively, any suitable third party-initiated trans-
action, such as an intermediary-initiated transaction.
Exemplary Transaction Mechanism

As one skilled in the art will appreciate, the transaction
mechanism of the present invention may be suitably config-
ured 1n any of several ways. It should be understood that the
transaction mechanism described herein with reference to
FIG. 21 1s but one exemplary embodiment of the invention
and 1s not mtended to limit the scope of the mmvention as
described above. FIG. 21 illustrates an exemplary transaction
mechanism 2100 comprising a C2C Service 2104; a Trans-
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action Manager 2106; a Business Rules Engine 2108; an
Express Net Interface Manager 2110; an eMailers Engine
2112; an SSL Gateway Interface Manager 2114; a C2C Log-
ging Engine 2116; and a Financial Transaction Submission
Daemon 2118.

The C2C Service 2104 suitably processes initial transac-
tion requests from Internet users 2102. Exemplary processes
performed by the C2C Service 2104 include requesting trans-
action information, such as card and/or DDA information,
from an Internet user 2102 who has logged 1nto the transac-
tion system; validating the data entered by an Internet user
2102; and submitting a completed transaction invoice to the
Transaction Manager 2106. The C2C Service 2104 commu-
nicates with the other components of the system through any
suitable communications link, including a network connec-
tion such as an Intranet, extranet, and/or the like.

The Transaction Manager 2106 performs a variety of pro-
cesses which facilitate a transaction between a seller and a
purchaser. These processes may include creating transaction
invoices and managing them, including updating a particular
transaction 1voice at the various stages of the transaction
process; sending emails to sellers and purchasers using the
E-Mailers Engine 2112; and processing requests from the
Virtual Point of Sale (VPOS) Capture Daemon for transac-
tions which are eligible for submission to the financial cap-
ture systems, as described in greater detail below.

The Business Rules Engine 2108 preferably provides
access to a variety of operating standards that may be applied
to any given transaction between a seller and a purchaser. The
applicable operating standards may include, but are not lim-
ited to, any of the following: (1) given a transaction type and
a transaction, Business Rules Engine 2108 may return a suit-
able pricing model to be applied to the transaction; (2) Busi-
ness Rules Engine 2108 may compute a transaction fee based
upon a certain number of basis points, which preferably 1s a
configurable parameter generated from a suitable fee table
(for example, one basis point=0.01%, so 375 bp=3.75% of the
total price of the transaction); (3) Business Rules Engine
2108 may apply a flat transaction fee; and/or (4) given a
transaction and a transaction type, Business Rules Engine
2108 may apply a fraud model to the transaction, wherein the
exemplary fraud model may include any of the following: (a)
authorization for the purchaser’s part in the transaction,
including billing address verification and 4DBC verification
of the purchaser; (b) verification of a lack of any relationship
between the purchaser and the seller, wherein all transactions
showing a relationship (such as “self”” or other personal rela-
tionship ) between the purchaser and the seller may be “failed”
or otherwise terminated; (c¢) application of a 3-strike rule,
wherein the transaction 1s failed or terminated 11 a 3rd attempt
to authorize the transaction fails and an email 1s sent to the
seller providing an explanation for the cancellation of the
transaction; and (d) verification that the transaction amount
has not exceeded any prescribed limits, such as a limit on the
transaction amount and/or a limit regarding the maximum
number of transactions that may be conducted between a first
party and any other party during some defined period of time
(such as per day, per week, per month, etc.). Preferably, any
applicable transaction limits are provided as configurable
parameters by the Business Rules Engine 2108.

In the case of both verification of the purchaser’s billing
address and verification of purchaser/seller non-relationship,
a ‘system not available’ response 1s possible, 1n which case
the Business Rules Engine 2108 may recommend either a
time-out or that the transaction be terminated.

Preferably, the non-relationship verification 1s the first pro-
cess sent to the credit authorizations system (CAS) from the
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transaction mechanism 2100, since the data for this process
preferably 1s contained within the CAS rather than a separate
cardmember system (IMS, Triumph). The CAS 1s an online
system which analyzes charge requests and either approves
the charge requests or refers them to an Authorizer for a
decision. CAS preferably contains a negative file, a delin-
quency file, and an accumulative file. If the purchaser and
seller pass the non-relationship verification, then an authori-
zation request (with AAV and 4DBC) 1s sent. The authoriza-
tion request preferably mvolves CAS accessing a suitable
cardmember system to verily the billing address.

The Express Net Interface Manager 2110 communicates
with the Express Net, the utility which processes user regis-
tration and manages the accounts of registered users. The
Express Net Interface Manager 2110 accesses the Express
Net and acquires any suitable user data which may be desired
to process a particular pending transaction. Preferably, the
Express Net Interface Manager 2110 acquires a list of the
Internet user’s registered cards and/or DDAs as well as other
unique data pertaining to the Internet user 2102, wherein the
exemplary information may be used to process the transac-
tion.

The eMailers Engine 2112 preferably sends suitable email
notifications and/or confirmations to both the seller and the
purchaser 1n the case of either a merchandise transaction or a
transier of funds. For example, the eMailers Engine 2112 may
send an email comprising a notification which may: (1) notify
a purchaser, preferably with an encrypted URL, of a transac-
tion or funds transfer initiated by a seller and provide suitable
means for the purchaser either to accept or decline the trans-
action or funds transier; (2) copy the seller on the notification
sent to the purchaser; and/or (3) indicate to both a seller and
a purchaser that the purchaser has either accepted or declined
a transaction or transier of funds.

The SSL Gateway Interface Manager 2114 preferably
communicates with the SSL Gateway, which preferably
includes a Payment system directory Client Class and a CAS
Authentication Component. The SSL Gateway 1s a message
and file distribution system which accepts authorization
requests online and distributes those authorization requests to
a proper payment system. The Payment system directory
Chient Class preferably processes all of the protocol and
transport level responsibilities that are or may be used for
communicating with the Payment system directory Server,
which operates as a part of the SSL Gateway. Preferably, the
defined protocols include the addition of a MIME header to
all XML messages sent to the payment system directory and
the use of TCP/IP sockets for communication with the Pay-
ment system directory. The CAS Authentication Component
preferably 1s responsible for performing the CAS financial
authorization processes (ISO8583) as well as performing the
CAS non-relationship verification processes based upon the
new ISO message.

The C2C Logging Engine 2116 preferably audits and error
logs all events 1n the transaction system 2100. Preferably, the
C2C Logging Engine 2116 logs errors in the transaction
system 2100 into a flat file. Preferably, the CA Unicenter
agent for production support uses this flat file.

The Financial Transaction Submission Daemon 2118 prei-
crably submits each transaction’s financial transaction
record, such as a credit and/or debit Virtual Point of Sale
(VPOS) record that results from a particular card to card or
card to DDA transaction, to a VPOS Acceptance System 2202
via the SSL Gateway 2204, as better seen 1n FI1G. 22. Prefer-
ably, each individual financial transaction record 1s submitted
to the VPOS Acceptance System as it 1s received, without
being processed as part of a batch file. The VPOS Acceptance
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System recerves the financial transaction record, formats the
financial capture file, and forwards the financial capture file to
the SSL Gateway. The SSL Gateway then forwards the finan-
cial capture file to the appropriate financial capture system.
The submission of the financial transaction record preferably
1s based upon a message-based protocol that 1s implemented
by the VPOS Acceptance System.

FIGS. 23-25 1llustrate exemplary systems to facilitate a
commercial transaction. The transaction may be conducted at
a geographically remote location and/or may include locating
and using payment systems. It should be noted that 1n FIGS.
23-25, any of the communications between components may
include wireless communication or non-wireless communi-
cation. In an exemplary embodiment, the solid lines represent
wired communications and the dashed lines represent wire-
less communications. As used herein, wireless may include
stationary or mobile devices. With reference to FIG. 23, mn an
exemplary embodiment, system 2300 may include a POS
device associated with a merchant.

POS device, in exemplary embodiments, may include any
device capable of receiving transaction account or instrument
(e.g., a credit card, debit card, charge card, smart card, RFID,
etc.) mnformation, transmitting a request for payment autho-
rization (e.g., from a geographically remote location) and/or
receiving payment authorization (e.g., at a geographically
remote location). For example, POS device may be a com-
puting device, including at least a keyboard, a mouse, a moni-
tor and/or any other mput device and/or output device; a
kiosk; a personal digital assistant (PDA); a handheld com-
puter (e.g., a Palm Pilot®, a BlackBerry®, etc.); a cellular
phone; a magstripe reader; and/or the like. In an exemplary
embodiment, POS device may be a wireless POS device. For
example, POS device may be configured to transmit and/or
receive miformation utilizing radio frequency (RF) signals,
Bluetooth® technology, optical signals, microwave signals,
satellite signals, and/or any other signal capable of wirelessly
transmitting a payment authorization request and/or wire-
lessly recerving payment authorization.

System 2300, in an exemplary embodiment, may also
include a payment system 2331 configured to communicate
with POS device to receive a payment authorization request,
process the request, and transmit partial or full payment
authorization similar to payment systems discussed above.
Payment system 2331, in exemplary embodiments, may be
configured such that payment system 2331 1s wirelessly com-
patible with POS device. In other words, payment system
2331 and POS device may include at least one similar wire-
less communication system, method and/or protocol by
which to communicate with one another. In these exemplary
embodiments, payment system 2331 may be capable of
receiving wireless communication signals (e.g., wireless
requests for payment authorization) from POS device, and
particularly, while POS device 1s located at the remote loca-
tion.

In one embodiment, system 2300 may also include one or
more additional payment systems (e.g., payment system
2332) configured similar to payment system 2331. In these
embodiments, the additional payment system(s) 1s also con-
figured to communicate with POS device similar to payment
system 2331 discussed above.

In one embodiment, multiple POS devices may divided
into domains or tiers. POS tiers are individually comprised of
groups of POS devices located 1n geographical proximity to
one another. Further, a POS tier may contain any number of
POS devices and cover a geographical area of any size. How-
ever, 1n a wireless 1implementation, distance between POS
devices within any given POS tier should be considered, as
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wireless communication between at least two POS devices
may be needed. POS devices may be self organized within a
orid or may be configured to communicate with specific POS
devices through a wireless interface. For example, a first POS
device may specifically recognize a second POS device as a
“trusted POS device.” In an exemplary embodiment, POS
devices may include an encryption module to encrypt trans-
mission data. Transmission data 1s encrypted to enable a next
in line POS device to route the data appropriately, while
preventing the next i line POS device from deciphering
specific payment information.

This tiered architecture provides at least two benefits, (1) to
ensure adequate signal strength to prevent disruptions within
data connections and, (2) to authenticate POS devices
through an authentication circuit using signed 1dentification
tokens. Identification tokens enable a POS device to deter-
mine the validity of a signature and determine if the token
source 1s trustworthy. A signed identification token may
include any number of parameters such as, for example, a
merchant number, POS number, acquirer number, and the
like. A POS device may be configured to use the signed
identification token parameters to determine which mer-
chants, POS devices and/or acquirers 1t should trust to trans-
mit data on 1ts behalf.

Multiple POS devices within a POS first tier may be inter-
connected 1n a grid or mesh-like configuration. For example a
fixed hierarchy may be created to ensure that a series of POS
devices always communicate with a primary POS device.
With the exception of those with a direct connection to the
acquiring tier, each POS device may be 1n wireless commu-
nication with at least two other devices. This creates both
redundancy 1n the network, but also provides for utilization of
the strongest or fastest connection. For example, a first POS
device has a wireless connection to both a second POS device
and a third POS device. In one embodiment, should the con-
nection with the second POS device be lost for any reason, the
first POS device will not be disabled due to 1ts remaining
connection with the third POS device.

In one embodiment, a first POS device may know the
identity ol a payment systems directory to route payment
authorization requests, but 1t may not know how to access the
identified payment system directory. However, the first POS
device may know how to access a second POS device that 1t
has located within the mesh structure. As such, the first POS
device may communicate with a second POS device and
identify the SSL gateway or payment systems directory for
which to route an authorization request. The second POS may
know how to access the desired SSL gateway or Payment
Systems Directory, and route an authorization request on
behalf of the first POS device.

In addition to the benefits described above with respect to
redundancy, practitioners will appreciate that the architecture
of the present ivention offers other advantages such as an
ability to provide a connection to a remote POS device where
other connection methods may not be available or may be
financially prohibitive.

Moreover, practitioners will appreciate that the system
may be implemented within a fully wireless configuration
through a wireless interface, wireline configuration or as a
combination thereot. For example, a POS device may trans-
mit payment requests over a wireline connection, while at the
same time, receive wireless requests from other POS devices
and route them through the wireline connection. The system
may further include any number of routers with wireless
and/or wireline connectivity.

In one embodiment, POS device may invoke a discovery
circuit to periodically broadcast a message containing POS
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device information such as, for example, merchant informa-
tion and acquiring information. Messages may be processed
through a POS device protocol sequence controller when
received 1n order to ensure that the communications protocol
1s compatible. If 1t 1s determined that a first POS device and a
second POS device should be in the mesh together, then a
communications channel between the two 1s established. The
first and second POS devices may then establish a routing
table within a memory structure of the control module 1den-
tifying POS devices that have the shortest hop to a POS device
with the wireline or acquirer connectivity.

In order to construct routing table, various Internet proto-
cols may be used to transmit identifying data from one POS
device to another. The POS device may be configured to
ultimately connect to a specified POS controller and routing
information 1s stored 1n a routing table accordingly. Informa-
tion stored 1n the routing table may include, for example, an
IP address, a name of a POS device that 1s connected to the
wireline network, or the name of the acquiring network for a
direct connection. For more information regarding linking of
POS devices within tiers, see U.S. patent application Ser. No.
11/164,199, which 1s incorporated by reference.

In an exemplary embodiment, and with respect to FIG. 24,
POS device 2410 may be configured to communicate with
payment system directory 2420 and/or payment system 2431

and/or payment system 2432 via, for example, the Internet
and/or other network known 1n the art or described herein.
System 2400 may include a POS device 2410 configured
similar to POS device discussed above. Similarly, system
2400, 1n one exemplary embodiment, may include a payment
system 2431 and/or at least one additional payment system
(e.g., payment system 2432), wherein each payment system
may be configured similar to payment system 2331 discussed
above.

In exemplary embodiments, payment system directory
2420 may be configured with a similar wireless communica-
tion protocol as POS device 2410. For example, payment
system directory 2420 may be capable of recerving wireless
communication signals (e.g., wireless requests to locate at
least one payment system and/or wireless requests for pay-
ment authorization) from POS device 2410 while POS device
2410 1s located at the remote location. In addition, payment
system directory 2420 may be configured to contain informa-
tion pertaining to multiple candidate payment systems (e.g.,
payment systems 2431 and 2432) for the transaction. Further-
more, payment system directory 2420 (and gateway 2515 as
discussed below) may contain algorithms and/or rules to
enable payment system directory 2420 to choose a payment
system based upon payment imnformation (e.g., transaction
amount), information related to the type of transaction (e.g.,
individual to merchant transactions, merchant to merchant
transactions, etc.), the transaction instrument issuer (e.g.,
American Express) and/or any other criteria (e.g., related to
the consumer, merchant, i1ssuer, acquirer, network, POS
device, etc).

Payment system directory 2420 may be 1n communication
with at least one payment system 2431. Payment system 2431
may be configured with a similar wireless communication
protocol as payment system directory 2420 and POS device
2410. In other words, payment system 2431 and POS device
2410, may include at least one similar wireless communica-
tion protocol by which to communicate with one another.
Similarly, payment system 2431 and payment system direc-
tory 2420 may include at least one similar wireless commu-
nication protocol by which to communicate with one another,
however, payment system 2431 and payment system direc-
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tory 2420 may also 1include non-wireless systems and proto-
cols by which to communicate with one another.

In one embodiment, payment system directory 2420
resides as an independent third party. In other words, payment
system directory 2420 may be owned and administered to a
party other than an acquirer or transaction account 1ssuer. For
example, payment system directory 2420 may be a value
added service that sellers may subscribe to 1n order to enjoy
the benefits as disclosed herein. The provider of payment
system directory 2420 may be compensated based on a num-
ber of transaction processed, transaction amount, transaction
location, and the like. Such compensation may be collected
from an acquirer, transaction account 1ssuer, seller, buyer, or
any combination thereof.

Moreover, payment system directory 2420 may be owned
and maintained by the independent third party or payment
processor, wherein the third party provides the directory to
POS device 2410, a second POS, and/or an SSL Gateway
and/or such directory may be stored on POS device 2410, a
second POS, and/or an SSL Gateway. In other words, a POS
device 1s not required to access a centralized payment system
directory 2420 1n order to locate a candidate payment system.
For example, POS device 2410 may locate a candidate pay-
ment system based on a payment directory located 1n local
memory. POS device 2410 may further query a Second POS
and/or SSL Gateway, which may store the payment directory
locally. In accordance with this embodiment, the local copy of
the payment directory may be updated by a Publish Subscribe
model, 1n which POS device 2410, or any other disclosed
component may register with the Payment System Directory
to send updates to the local systems 1n real time, periodic
times or predetermined times. For example, POS device 2410
subscribes to the services of payment system directory 2420
in order to receive directory updates when changes are made
to the payment system directory 2420. In another embodi-
ment, a local directory may include time out parameters,
which cause a subscribing device to request a refresh on a
periodic basis (e.g., 1n response to the record or directory
becoming stale).

System 2500, in an exemplary embodiment and with
respect to FIG. 25, may include a Gateway 2515 (e.g., SSL
gateway) configured to communicate with payment POS
device 2510 while POS device 2510 1s located at the remote
location. In addition, SSLL Gateway 2515, in exemplary
embodiments, may be configured to communicate with pay-
ment system directory 2520, payment system 2531 and/or
payment system 2532. System 2500 may also include a POS
device 2510 configured similar to POS devices 2410 and
discussed above. Likewise, system 23500 may include a pay-
ment system directory 2520 configured similar to payment
system directory 2420 discussed above. Furthermore, 1n one
embodiment, system 2500 may include one or more payment
systems (e.g., payment system 2331 and/or payment system
2532), wherein each payment system may be configured
similar to payment systems 2331, 2332, 2431 and/or 2432
discussed above.

SSL. Gateway 2515 may be similar to SSL Gateway
embodiments discussed above, and/or may be configured to
receive requests to locate a payment system directory (e.g.,
payment system directory 2520), to locate such a payment
system directory, to receive requests to locate a payment
system (e.g., payment system 2531) and/or to locate such a
payment system. SSL. Gateway 2515 may be configured to
communicate with POS device 2510, payment system direc-
tory 2520, payment system 2531, and/or payment system
23532 via, for example, the Internet and/or any other network
known 1n the art or discussed herein. SSL Gateway 2515 may
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also be configured such that SSL. Gateway 2515 1s wirelessly
compatible with POS device 2510. In other words, SSL Gate-

way 2515 and POS device 2510 should include at least one
similar wireless communication protocol by which to com-
municate with one another. SSL Gateway 2515 may be con-
figured to receive wireless communication signals (e.g., wire-
less requests to locate at least one payment system directory

and/or wireless requests to locate at least one payment sys-
tem ) from POS device 2510 while POS device 2510 1s located

at the remote location. As used herein, similar wireless com-
munication protocols may include similar wireless systems,
methods, or interfaces, and/or conversion techniques to con-
vert dissimilar protocols, etc. Moreover, any of the compo-
nents may communicate with each other via wired or wireless
systems and/or protocols.

SSL Gateway 2515 may be configured to locate and/or
request payment authorization from at least one payment
system (e.g., payment system 2531) and/or facilitate commu-
nication between POS device 2510 and at least one payment
system (e.g., payment system 2531), which may be similar to
payment system directory embodiments (e.g., payment sys-
tem directories 2520 and 2420) discussed above. In these
exemplary embodiments, SSL Gateway 2515 may commu-
nicate directly with one or more payment systems without
utilizing a payment system directory.

Commercial transactions may be conducted at the custom-
er’s home or business such that, for example, p1zza, groceries,
supplies, or the like may be delivered to the customer’s home
or business. Likewise, yard maintenance, cleaning or like
services may also be performed at the customer’s home or
business. Similarly, a commercial transaction may occur at a
sporting event, concert, exposition or trade show. Further-
more, commercial transactions are capable ol being con-
ducted on streets located adjacent to airports, hotels, shop-
ping centers, and the like, in the case of a shuttle, bus, train,
subway, ferry, taxi or other form of transportation involving
picking up and dropping off customers at remote locations.
As such, commercial transactions may be conducted at any
number of geographically remote locations. In some
remotely conducted commercial transactions, a customer
may wish to tender payment to the merchant using a transac-
tion instrument. In exemplary embodiments, a transaction
instrument may include, for example, an account code, a
credit card, a charge card, a debit card, a smartcard, a RFID
and the like.

In one embodiment, payment system directory 2520
ecnables the allocation of at least a portion (or the entire
amount) of a monetary amount, charge and/or loyalty points
to different payment processors. Accordingly, payment sys-
tem directory 2520 may maintain user profiles, business
rules, allocation rules, and the like 1n order to determine
where to route portions of a transaction request in order to
obtain approval. For example, 11 a consumer incurs a charge
for $1000, $200 may be allocated to a first payment processor,
$500 to a second payment processor and $300 to a third
payment processor.

The charges and/or loyalty points can also be allocated to
different transaction accounts or sub-accounts using similar
allocation rules or profiles. The allocation rules may be set by
the customer, merchant, payment processor, employer, man-
ager and/or any other entity discussed herein. For example, a
purchaser may have a transaction account with Citibank,
Bank of America, Visa and American Express. The purchaser
may also have different American Express accounts (e.g.,
personal account, corporate account, blue card, gold card,
limited use account code, etc) The consumer 1ncurs a charge
for $1000, and the charge may be allocated among one or
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more of the Citibank, Bank of America, Visa, American
Express Corporate and American Express Blue card accounts
in accordance with a user profile, allocation rules, and the
like. In one embodiment, a consumer may use an American
Express Corporate account to charge $1000 at a merchant, so
the merchant requests authorization and obtains settlement
from American Express. However, payment system directory
2520 may allocate the charge by charging $500 to the Ameri-
can Express Corporate account, $200 to the Citibank account,
$200 to the Bank of America account, $50 to the Visa account,
and $50 to the American Express Blue card account. These
respective charges may appear on the consumer’s billing
statements from the various i1ssuers, and American Express
may request reimbursement from the other issuers for the
respective charges prior to, and/or after settling with the mer-
chant. In another embodiment, American Express may
include the entire $1000 on the consumer’s billing statement,
then transfer the respective portion of the payment remittance
(less any transaction fee, etc) to each of the 1ssuers. In one
embodiment, the American Express billing statement and/or
the other issuer billing statements may indicate how the
$1000 charge was allocated, so the consumer is able to track
the charges from all 1ssuers involved 1n the allocation.

An allocation rule may be stored on a transaction device,
stored on a personal digital assistant, acquired from an
employer, acquired from a third party, generated at a POS
device, associated with a account, acquired from a legal
entity, acquired from a regulatory entity, acquired from an
1ssuer, acquired from an acquirer, stored 1n a merchant data-
base, and the like.

The allocation may be based upon one or more of, for
cxample, the amount of the transaction, consumer goals,
demographic data, location information, loyalty point infor-
mation, historical transactions, frequency of transactions,
past behavior (of consumer, merchant, etc), payment system
(operated by payment processor), consumer transaction fees,
late fees, interest rates, merchant transaction fees, exchange
rates, costs for using the account, vendor information, com-
pany/employer rules, biometric information, authorization
levels, consumer information, merchant information, i1ssuer
information, foreign exchange rate, foreign exchange service
charge, payment processor information, the ROC (record of
charge), the SOC (summary of charges), a predetermined
allocation rule, a dynamic allocation rule (e.g., which
changes based upon any of the other factors), consumer and/
or employer confirmation (or lack of confirmation), type of
account or financial mstrument used for the transaction and/
or the like.

The allocation may involve any type of account, account
code and/or card such as, for example, a corporate card/
account (e.g., centralized corporate account paid by the cor-
poration, or corporate account paid by employee then
employee 1s reimbursed), personal card/account, loyalty
account, gift card/account (e.g., open card, private label, etc),
purchasing card/account, fuel card/account, shared account
(e.g., routes charges and/or loyalty points to a charity
account), a third party billing account, a revolving credit card
(charges interest but do not need to pay in full), and/or charge
card (must pay 1n full, but no interest).

A third party billing account may include consumers pro-
viding their phone number (or a code which 1s based upon,
accessed 1 a look-up table from, or generated from, the
consumer’s phone number) as the account code such that
consumers can bill charges to their phone provider’s tele-
phone account. The phone number account code and charge
information 1s routed to Sprint to allow Sprint to handle the
account recervable from the consumer. The payment proces-
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sor pays the merchant and enters into an arrangement with
Sprint to settle the charges (e.g., prior to or after paying the
merchant).

Practitioners will appreciate that most service providers
(e.g., cable providers, phone providers (e.g., Sprint), utilities,
etc.) have the ability to bill customers using billing systems
that are independent of a payment network. In many cases,
however, these service providers are not equipped to pay
merchants. As such, a customer’s account number may be
encoded within a payment device (e.g. a magnetic stripe of a
credit card, the memory of a smartcard). To ensure security,
the account number may be encrypted through any known
method. When a payment 1s routed to the 1ssuer of the pay-
ment device that 1s represented by the BIN number (1.¢., using,
the traditional payment routing protocols), the 1ssuer obtains
the account number known by the billing company (e.g.,
phone company) and routes it to the billing company, outside
of the payment network.

This allows knowledge of the phone company account
number without having to implement large system changes at
the account 1ssuer. In one embodiment, the payment device
1ssuer may modily their centralized systems in order to asso-
ciate financial account numbers with service provider
account numbers, such that modification to the payment
instrument 1s not required. In other words, companies outside
ol a payment network may use their existing billing systems,
without having to become members of the payment network,
or build their own separate mechanism to pay merchants. For
example, an account 1identifier may be associated with a third
party billing account, and a payment 1s routed to an 1ssuer of
the account identifier based upon a payment system protocol
(e.g., standard BIN), and an 1ssuer routes billing information
to the third party billing account for at least one of authori-
zation or billing, outside of an established payment networks.
The customer may select an allocation rule (e.g., to a third
party biller) using an interface (e.g., pop-up screen). The
interface may be located at any device, such as a home com-
puter or the payment device. For example, the consumer may
request that the charge be sent to his cell phone company for
billing.

In accordance with various embodiments, the allocation
rules may be, for example, stored on said transaction device,
stored on a personal digital assistant, acquired from an
employer, acquired from a third party, generated at a POS,
associated with said first account, acquired from a legal entity,
acquired from a regulatory entity, acquired from an 1ssuer,
acquired from an acquirer, stored 1n a merchant database or
stored at payment system directory 2520.

In one embodiment, the payment system directory may
route the payment authorization request to an appropriate to a
billing system that 1s not associated with the transaction
device. Accordingly, an account identifier associated with the
billing system 1s encrypted and encoded within a transaction
device or stored at an issuer of said transaction device,
wherein an 1ssuer of the transaction device processes the
encrypted account identifier to lookup account information of
to decrypt the account 1dentifier.

Payment system directory 2520 may also include (or
acquire) late fee, payoll requirements and interest rate mnfor-
mation related to the various accounts such that the system
may determine the optimal allocation of charges to the vari-
ous accounts, based on consumer goals. For example, 1f a
consumer desires to delay payment of the charges, the system
may allocate a larger portion of the charge to a revolving
credit card, instead of a charge card that requires payment 1n

tull.
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The allocation may also be based upon location informa-
tion. Location information may include the location of the
transaction, location of the consumer, location of the mer-
chant, location of the supplier, location of the product, origin
of the product (or its components), zip code information, city
information, mapping information, global positioning infor-
mation, and/or the like. For example, a transaction device
may 1nclude location technology (e.g., a global positioning
system), the system may determine location information
based on purchase data (e.g., service establishment number,
point of sale terminal information, etc), the system may
acquire location information from other sources (e.g., con-
sumer location based on information from a cellular phone
company, or product origin location based on SKU or UPC
information), etc. In one embodiment, 1f an employee uses an
American Express corporate card to purchase fuel for a com-
pany car while outside of his sales territory, over a certain
purchase frequency, over a certain amount, or on a weekend,
the system may allocate at least a portion of the charge to a
first payment processor and/or the employee’s personal Visa
charge card. In another embodiment, the system may deter-
mine that the employee historically uses his corporate card to
obtain gasoline from a certain gas station in a certain city on
Wednesdays, so 1f the employee tries to use the corporate card
to purchase gas on Saturday in Anaheim near Disneyland, the
system may allocate at least a portion of the charge to a second
payment processor and/or the personal charge account.

With respect to seller information, in one embodiment, 11
an employee uses a corporate card to purchase fuel for a
company car, the system may determine that the employee 1s
distributing product for supplier A (e.g., based on the day of
the week), so the system may allocate a portion of the charge
to another payment processor and/or a sub-account associ-
ated with supplier A.

With respect to loyalty points, the system may analyze the
loyalty point benefit associated with various payment proces-
sors and/or accounts, and then allocate the charges to maxi-
mize the loyalty point benefit. The allocation may consider
the consumer goals such as, for example, the desire to obtain
a smaller amount of loyalty points 1n the near term, the desire
to obtain a larger amount of points even 1t may take a longer
time to obtain the points, maximize earning or burning of
points with certain vendors, etc. For example, a first payment
processor or Visa account may allocate 500 points for a pur-
chase of one tank of gas, but a second payment processor
and/or an American Express account may allocate 1000
points after purchasing ten plane tickets above $1000, so the
system may allocate gas charges to a first payment processor
and/or the Visa account and allocate the plane ticket pur-
chases to the second payment processor and/or the American
Express account.

Payment system directory 2520 may allocate a transaction
based upon the optimal transaction fees charged by apayment
processor, or charged 1n association with a foreign currency
exchange. As used herein, a payment processor includes 1ssu-
ers, acquirers, settlement systems and other systems which
facilitate authorizing merchant transaction requests, process-
ing settlement requests and/or handling dispute resolution.
For example, the system may determine the optimal payment
processor to facilitate the transaction based upon optimal
transaction fees for the particular accounts contemplated for
the transaction. In contrast to pre-selected payment proces-
sors and/or accounts, the system may also suggest or allocate
the charges among certain payment processors and/or
accounts based upon optimal transaction fees. As one skilled
in the art will appreciate, “optimal” transaction fees may
include reduced fees, but the optimal fees. may be based on




US 8,794,509 B2

39

other factors such as, for example, bulk discounts, processing
at certain time periods, meeting certain requirements, mvolv-
ing certain purchases and/or the like.

The allocation to the payment processor and/or account
may be implemented using a pre-defined rule; selecting or
entering a rule via a webpage, online or otherwise submitting
a request (e.g., via email, fax, cell phone, customer service
representative, etc); a message sent to and/or from a personal
digital assistant; a confirmation, denial or non-response to an
allocation request; and/or an allocation request sent to a con-
sumer, relative/guardian, employer, payment processor or
third party. For example, the consumer may enter information
into a webpage regarding a pre-determined percentage or
amount to allocate to payment processors and/or various
accounts for certain transactions. The various scenarios and
options discussed herein may be included as drop-down lists,
such that the consumer may choose various alternative
arrangements based on the specific situations.

For example, the consumer may establish that 50% of a
charge over $250 should be allocated to a first payment pro-
cessor and/or the Visa corporate card when the consumer 1s 1n
California on any Wednesday, 35% of the charge should be
allocated to a second payment processor and/or the company
purchasing card 1f the expense relates to office supplies, and
15% of the charge should be allocated to a third payment
processor and/or the consumer’s personal MasterCard
revolving credit card during promotional periods when it
awards over 2 points per dollar purchased, but only until
10,000 points are earned, then the 15% should be allocated to
a Tourth payment processor and/or the consumer’s Bank of
America account.

Payment system directory 2520 may also suggest an allo-
cation. Payment system directory 2520 may suggest the allo-
cation prior to, during or after a transaction. Payment system
directory 2520 may also suggest an allocation based on past
behavior. For example, if the consumer previously allocated a
certain percentage of an office supply charge to a first pay-
ment processor and/or his Citibank card, and a certain per-
centage of his gas expenses to a second payment processor
and/or his American Express corporate card, then the system
may suggest a similar allocation during an office supply trans-
action (e.g., suggestion appears on the POS terminal, or sent
to the consumer’s cellular phone) or the system may suggest
a similar allocation when the consumer 1s establishing the
allocation rules online.

In another embodiment, an employer may establish that
any charge associated with a certain payment processor and/
or on the company Visa corporate card over $500 generate a
notification to the manager (e.g., Blackberry device). The
system may already have stored information related to the
employee’s charge accounts, so payment system directory
2520 displays the various charge accounts on the manager’s
Blackberry, along with the employee’s transaction history,
payment processors used and current charge request. The
manager can then analyze the benefits recerved from certain
payment processors, how much the employee already spent
on entertaining a certain client, and then the manager can
indicate an allocation of the charge to certain payment pro-
cessors and/or among the employee’s personal and business
charge accounts. Payment system directory 2520 may also
include the employee having a second approval or a method
for contesting the allocation by the employer. Additionally, 1f
the manager does not reply within a certain time period, then
payment system directory 2520 may allocate the charge
based upon a “no reply” allocation rule.

Payment system directory 2520 may also enable one or
more of the transaction account 1ssuers or payment proces-
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sors to participate 1n any phase of the transaction (e.g., pre-
authorization, authorization, settlement, etc). For example, 1f
the consumer uses an American Express charge card to pur-
chase a product, but a rule exists to allocate 50% of the charge
to a first payment processor and/or a Visa account and 25% of
the charge to a second payment processor and/or a Bank of
America account, then Visa may or may not be involved 1n the
authorization process. In other words, when the authorization
request 1s sent to American Express, another secondary
authorization request for at least a portion of the amount (e.g.,
50%) may also be sent to a first payment processor and/or
Visa (e.g., directly from the merchant, from the consumer,
American Express creates or forwards the secondary autho-
rization request to Visa, etc). In one embodiment, a first
payment processor and/or American Express may recognize
the primary authorization request as associated with a trans-
action that involves a charge allocation, and then a first pay-
ment processor and/or American Express may forward at
least a portion of the authorization request to another payment
processor and/or Visa. The payment processor and/or Visa
may then create and send a secondary authorization code. The
secondary authorization code may be sent back to the mer-
chant directly or to another payment processor and/or Ameri-
can Express. In one embodiment, the secondary authorization
code may 1ndicate that 1t 1s only an authorization for a portion
of the transaction such that a primary or other authorization
code should also be obtained. The parties 1n such allocated
transactions may also utilize one or more pre-authorizations,
manual authorizations, limited use account numbers and/or
any of the other features set forth herein.

Moreover, an authorization request may be processed by a
payment processor, or any other disclosed party, such that
transaction information relating to the authorization request
1s presented 1n a first format (e.g., stored value card) and 1s
allocated to a disparate payment processor (e.g. American
Express) for authorization.

As disclosed above, a payment instrument may be encoded
with one or more 1ndicia identifying processing rules that
payment system directory 2520 uses to appropriately route
authorization requests. For example, a physical payment
device may include a magnetic strip that includes, not only the
transaction account number, but routing rules that payment
system directory 2520 uses to route an authorization request.
Such rules may dictate, for example, that transaction process-
ing should be routed to Bank A first. Then, 11 Bank A 1s not
responsive to the request, or rejects the request for any reason,
then the transaction authorization should be routed to Bank B.
Moreover, rules may be configured such that a transaction
authorization request 1s transmitted directly from payment
system directory 2520 to an Automated Clearing House
(ACH). In one embodiment, payment system directory 2520
1s configured to process payment authorization requests even
when the transaction device associated with a transaction 1s
not an ACH transaction device, and wherein an allocation rule
associated with the transaction device routes at least a portion
of the payment authorization request to the ACH. In accor-
dance with this, or any other embodiment presented herein, a
processing financial mstitution may assess fees to payment
system directory 23520, the intended processing bank, the
merchant, or the purchaser. For more information regarding
allocation of payments to multiple accounts, see U.S. patent
application Ser. No. 12/325,4935, which 1s hereby incorpo-
rated by reference 1n 1ts entirety.

Practitioners will appreciate that there are any number of
rules and formulas that may be implemented in order to
determine a payment system for which to route an authoriza-
tion request. Accordingly, a POS device and/or SSL gateway
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may allocate authorization requests based on the cost to the
consumer. For example, in determining an optimal payment
system for which to route a payment authorization, the pay-
ment system directory 2520 may determine that the consumer
1s overseas, thereby selecting an allocation that would have
the lowest foreign exchange rate and foreign exchange ser-
vice charge.

In one embodiment, the payment system directory 1s con-
figured to process alternative types of payments other than
credit, charge, and debit transactions, which are traditionally
processed over payment networks as disclosed herein. Such
alternative payments may include, for example, checks, loy-
alty rewards, giit certificates, and the like. Accordingly, pay-
ment system may be configured to process bank routing num-
bers and account numbers 1n order to provide approval of
purchase transactions without necessarily requiring a physi-
cal check to be 1ssued to a seller from a buyer. Moreover,
payment system 2531 may be configured to process such
information such that it 1s transformed to a transaction
account number that can be routed and processed over an
existing credit card payment system. In other words, a bank
may process a transaction authorization based on a checking,
account number after recerving an authorization request that
has been formatted by a payment system based on a check.

In a similar embodiment, the purchaser may select to have
one form of payment converted to another in order to be
processed over a conventional payment network. For
example, the purchaser may wish to purchase an item from a
seller using a stored value card. However, the merchant may
not be equipped to process such transactions. Therefore, a
number associated with a stored value card may be transmait-
ted to a payment system directory, which 1s capable of con-
verting the stored value card to a credit card 1n order to
torward a payment authorization request to an authentication
system that 1s capable of processing credit cards.

In accordance with the preceding embodiment, a purchaser
desiring to convert an existing stored value card, for example,
to a credit card commumnicates payment system directory
2520 via any communication means discussed herein and
enters a “convert card registration page,” wherein the pur-
chaser provides the stored value account number to be con-
verted by payment system directory 2520. According to this
example, a credit card number corresponds to a proxy account
associated with the stored value account maintained 1n a
stored value account database. The purchaser 1s then directed
to an online application page within payment system direc-
tory 2520 where the purchaser 1s requested to complete an
application form comprising various fields ( e.g., name,
address, income, etc). Alter the purchaser completes the
application page, the application information 1s forwarded to
payment system directory 2520, wherein the application
information 1s evaluated according to payment system direc-
tory 2520 rules and processes. Criteria for credit approval
may include, inter alia, credit rating, debt/income ratio, etc. It
the application 1s approved, a new account 1s created and
assigned to the purchaser and a database entry and account 1s
created within a credit card database. An account conversion
instruction set 1s then sent to a proxy account system, mnstruct-
ing the proxy account to be re-associated from the stored
value account to the newly created credit card account. As
such, the purchaser’s card number (corresponding to proxy
account) 1s thereafter associated with the newly created credit
card account. After the conversion, the purchaser 1s notified
that the card may now be used as a credit card for the newly
created credit card account. In an exemplary embodiment, the
approval and notification process 1s a substantially real time
process occurring over a distributed network, e.g., internet,
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clectronic kiosk, ATM, etc. In other words, the purchaser may
apply for a credit card and convert the stored value card to a
credit card in the same online session. For additional infor-
mation relating to the online or real time acquisition process,
please refer to currently pending patent application Ser. No.
10/071,615, entitled FElectromic Acquisition System and
Method, by Stoxen et al., filed on Feb. 5, 2002, the entire
contents of which are incorporated herein by reference.

Practitioners will appreciate that the above 1s provided as
an example only, and the any number of configuration may be
used to convert a stored value card, giit card, reward points,
etc. to a credit/debit card number 1n order to be sulficiently
routed to an appropriate transaction authorization system by
payment system directory 2520. For example, a purchaser
may interact with an interface provided by payment system
directory 2520 to pre-approve credit card transactions based
on a designated stored value card, such that payment system
directory 2520 recognizes a stored value card and converts the
card in real-time 1n order to route to a card processing system
for approval. For more information regarding converting a
stored value account to a credit card account, see U.S. patent
application Ser. No. 10/242,584, which 1s hereby incorpo-
rated by reference 1n 1ts entirety.

In an exemplary embodiment, with respect to F1G. 26, once
the merchant 1s presented with the transaction account infor-
mation, the merchant may enter the account information and
transaction information (e.g., transaction amount) into a POS
device while at the geographically remote location (step
2610). The account and transaction information may be
entered by swiping, waving, hitting keys and/or 1nserting the
transaction instrument into or around the POS device, and/or
utilizing any other method of transferring the account infor-
mation from the transaction mstrument into the POS device.

Once the account and transaction information 1s trans-
terred/entered 1nto the POS device, the POS device may
communicate a request for payment authorization directly to
a host computer of at least one payment system while the POS
device 1s located at the geographically remote location (step
2660). The payment authorization request may be processed
by one or more host computers to determine whether the
account includes sufficient funds, sufficient available credit
or meets other authorization requirements (step 2670). It the
account does not fully or partially meet the requirements, a
“decline” message may be generated or partial payment may
be authorized (step 2682). If the authorization 1s declined, the
transaction may be cancelled (step 2683). I1 partial payment
1s authorized, the POS device may be notified (step 2685), and
the POS device may request payment authorization from
other payment systems until the full or a larger amount has
been aggregately authorized (steps 2660, 2670, 2682 and/or
2685 being repeated, as necessary), or, after every available
candidate payment system has been queried, full payment
authorization 1s unattainable and the transaction cancelled
(step 2683).

In another exemplary embodiment, once a host computer
determines the requirements are met for full payment autho-
rization, partial payment authorization aggregated to the full
payment amount or acceptable partial payment, payment
authorization may be transmitted from the payment system(s)
and received by the POS device (step 2688). Notably, 1n
situations where partial payment authorization 1s required
from more than one payment system, the POS device may be
configured to receive the multiple partial payment authoriza-
tions 1n succession, as a batch total or according to any other
suitable routine.

Payment authorization(s) may be received by the POS
device before the transaction at the remote location 1s com-
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pleted (step 2690). In such embodiments, payment authori-
zation(s) may be received by the POS device immediately
alter the requests for payment authorization are transmitted
and/or relatively soon after the requests for payment authori-
zation are transmitted to the payment system(s), such that the
transaction may be completed within a reasonable time and/
or while the customer remains present at the remote location.
The mvention also contemplates batch processing or other
delayed processing methods.

In another embodiment, the mvention includes inserting
third party account information 1nto a portion (e.g., encrypted
portion) of the payment request, so the payment request
appears as a normal request to the 1ssuing bank. For example,
the account number on the payment instrument may direct the
authorization to the 1ssuing bank or institution, but payment
request may also include encrypted information with a dif-
terent account number associated with a third party for billing
the charge (e.g., Sprint phone number or Sprint account num-
ber). When the 1ssuer receives the payment request, the 1ssuer
then sends the request to Sprint for authorization. Alterna-
tively, the 1ssuer may authorize the request and pay the mer-
chants, then send the request to Sprint for customer billing
purposes through 1ts typical customer billing routine.

Method 2700, 1n one embodiment and with respect to FIG.
2’7, may 1nitiate 1n a manner similar to step 2610 discussed
above. In an exemplary embodiment, the POS device may
initially communicate a request to a payment system direc-
tory to locate at least one payment system, based on the
criteria discussed above, to authorize payment for the remote
location transaction (step 2730). After locating one or more
payment systems for payment authorization (step 2740), the
payment system directory may facilitate communication of a
payment authorization request from the POS device to at least
one payment system (step 2750). Once the payment authori-
zation request 1s recerved by the payment system, method
2700 may include steps 2660, 2670, 2682, 2683, 2688 and
2690 similar to embodiments discussed above with respect to
method 2600. Moreover, method 2700 may include partial
payment authorization being communicated to the POS
device (step 2785). In these embodiments, steps 2730, 2740,
2750, 2660, 2670 2682 and 2785 may be repeated until the
tull amount has been aggregately authorized (step 2688) or,
alter every available candidate payment system has been
inquired of, full payment authorization i1s unattainable and the
transaction cancelled (step 2683).

Method 2800, 1n an exemplary embodiment and with
respect to FIG. 28, may initiate with step 2610 1in a manner
similar to embodiments discussed above. The POS device
may locate and gain access to a SSL Gateway (e.g., SSL
Gateway 2515). Once accessed, the POS device may com-
municate a request to the SSL Gateway to locate a payment
system directory (e.g., payment system directory 2520),
based on the criteria discussed above such that an appropriate
gateway can be determined, and facilitate communication
between the POS device and the payment system directory,
and/or to locate at least one payment system (e.g., payment
system 2531 and/or payment system 2532) and facilitate
communication between the POS device and the payment
system(s) while the POS device 1s located at the remote
location (step 2820). In an exemplary embodiment, a pay-
ment system directory may be located by the SSL Gateway,
and method 2800 may include steps 2730, 2740, 2750 similar
to embodiments discussed above with respect to method
2700. In addition, method 2800 may include steps 2660,
2670, 2682, 2683 2688, and 2690 similar to methods 2600
and 2700 discussed above.
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Method 2800 may include partial payment authorization
being communicated to the POS device (step 2885). In these
embodiments, steps 2820, 2730, 2740, 2750, 2660, 2670
2682 and 2885 may be repeated until the full amount has been
aggregately authorized (step 2688) or, after every available

candidate payment system has been inquired of, full payment
authorization 1s unattainable and the transaction cancelled
(step 2683).

In one exemplary embodiment, at least one payment sys-
tem may be located by the SSL Gateway and commumnication
facilitated between the POS device and the payment
system(s) (step 2825). In these embodiments, method 2800
may 1nclude steps 2660, 2670 2682, 2683, 2885, 2688 and
2690 similar to embodiments discussed above with respect to
methods 2600 and 2700. In addition, method 2800 may
include partial payment authorization being communicated
to the POS device (step 2885). In these embodiments, steps
2820, 2660, 2670 2682, 2683, 2885, 2688 and 2690 may be
repeated until the full amount has been aggregately autho-
rized (step 2688) or, alter every available candidate payment
system has been queried, full payment authorization 1s unat-
tainable and the transaction cancelled (step 2683 ).

In another embodiment, the system as disclosed may 1ssue
and/or redeem loyalty rewards based on any number of crite-
ria including, for example, the geographic location of a trans-
action, a location of a buyer, a location of a seller, the selected
payment system for processing a sales transaction, and the
like.

Benefits, other advantages, and solutions to problems have
been described herein with regard to specific embodiments.
However, the benefits, advantages, solutions to problems, and
any elements that may cause any benefit, advantage, or solu-
tion to occur or become more pronounced are not to be con-
strued as critical, required, or essential features or elements of
the mvention. The scope of the invention 1s accordingly to be
limited by nothing other than the appended claims, in which
reference to an element in the singular 1s not intended to mean
“one and only one” unless explicitly so stated, but rather “one
or more.” Moreover, where a phrase similar to *““at least one of
A, B, or C” 1s used 1n the claims, 1t 1s intended that the phrase
be 1nterpreted to mean that A alone may be present in an
embodiment, B alone may be present in an embodiment, C
alone may be present 1n an embodiment, or that any combi-
nation of the elements A, B and C may be present 1n a single
embodiment; for example, A and B, A and C, B and C, or A
and B and C. Furthermore, no element, component, or
method step 1n the present disclosure 1s intended to be dedi-
cated to the public regardless of whether the element, com-
ponent, or method step 1s explicitly recited in the claims. No
claim element herein 1s to be construed under the provisions
of 35 U.S.C. 112, sixth paragraph, unless the element 1is
expressly recited using the phrase “means for” As used
herein, the terms “comprises”, “comprising”, or any other
variation thereof, are intended to cover a non-exclusive inclu-
sion, such that a process, method, article, or apparatus that
comprises a list of elements does not include only those
clements but may include other elements not expressly listed
or inherent to such process, method, article, or apparatus.

We claim:

1. A method including;:

querying, by a computer-based system configured to facili-

tate a transaction, a payment system directory,

wherein said payment system directory communicates

with said computer-based system, and wherein said pay-
ment system directory comprises information regarding
a plurality of candidate payment systems, and wherein
said payment system directory locates a candidate pay-
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ment system for processing at least a portion of said
transaction, wherein said candidate payment system
receives payment information related to said transaction
for developing a payment authorization, and wherein
saild payment information includes a proxy account
number:;

transmitting, by said computer-based system, a payment

authorization request related to said transaction to said
candidate payment system; and

receiving, by said computer-based system, said payment

authorization from said candidate payment system.

2. The method of claim 1, wherein locating said candidate
payment system further comprises acquiring an allocation
rule associated with said payment information and locating,
said payment system directory based on said allocation rule.

3. The method of claim 1, wherein said payment informa-
tion 1s processed by at least one of: a merchant or an acquirer
in a first format and allocated to an 1ssuer 1n a second format.

4. The method of claim 1, wherein said transaction 1is
conducted at a first point of sale (POS) device, and further
comprising receiving second payment information from a
second POS device and querying said payment system direc-
tory to locate a second candidate payment system, wherein a
second transaction 1s conducted at said second POS device.

5. The method of claim 1, further comprising receiving a
tax rate relating to said transaction which was imposed by a
taxing authority based on said payment information.

6. The method of claim 1, wherein at least one of a POS,
said payment processor and said candidate payment system
determines a taxing authority capable of 1imposing a tax on
said transaction, from a plurality of tax authornties stored
within said tax mformation system, by evaluating said pur-
chase information.

7. The method of claim 1, wherein at least one of a POS,
said payment processor and said candidate payment system
request a tax rate.

8. The computer-implemented method of claim 1, wherein
said candidate payment system transmits said payment infor-
mation to a third party biller, and said third party biller bills a
consumer for said transaction.

9. The computer-implemented method of claim 1, wherein
said candidate payment system 1s an Automated Clearing
House (ACH).

10. The method of claim 1, wherein said proxy account
number 1s associated with more than one transaction account,
and wherein said proxy account number 1s authorized to be
used for multiple transactions.

11. The method of claim 1, wherein a first account number
comprises unchangeable indicia permanently associating
said card number with said proxy account number.

12. The method of claim 10, wherein said indicia 1s a bank
identification number (BIN).

13. The method of claim 1, wherein said payment infor-
mation includes third party account information, wherein
said third party account information 1s associated with an
account other than an account associated with an 1ssuer of a
transaction device utilized for said transaction.

14. The method of claim 1, wherein said transmitting said
payment authorization request comprises transmitting said
payment authorization request utilizing a wireless POS
device.

15. The method of claim 1, wherein said transmitting said
payment authorization request comprises transmitting said
payment authorization request utilizing a wireless POS
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device, wherein said wireless POS device 1s configured to
access at least one of an Internet, a gateway, and an SSL
(Gateway.

16. The method of claim 1, wherein said payment infor-
mation 1s obtained by way of at least one of: a magnetic stripe
reader, bar code reader, biometric scanner, smart card reader
and RFID reader.

17. The method of claim 1, wherein said transmitting said
payment authorization request comprises transmitting said
payment authorization request over a wireless network.

18. The method of claim 1, wherein said payment authori-
zation 1s received from said payment system directory.

19. An article of manufacture including a non-transitory,
tangible computer readable medium having instructions
stored thereon that, in response to execution by a computer-
based system configured to facilitate a transaction, cause said
computer-based system to perform operations comprising:

querying, by said computer-based system, a payment sys-

tem directory,

wherein said payment system directory communicates

with said computer-based system, and wherein said pay-
ment system directory comprises information regarding
a plurality of candidate payment systems, and wherein
said payment system directory locates a candidate pay-
ment system for processing at least a portion of said
transaction, wherein said candidate payment system
receives payment information related to said transaction
for developing a payment authorization, and wherein
said payment information includes a proxy account
number;

transmitting, by said computer-based system, a payment

authorization request related to said transaction to said
candidate payment system; and

receving, by said computer-based system, said payment

authorization from said candidate payment system.

20. A system comprising;

a processor configured to facilitate a transaction,

a tangible, non-transitory memory configured to commu-

nicate with the processor,

said tangible, non-transitory memory having instructions

stored thereon that, 1n response to execution by said

processor, cause said processor to perform operations

comprising:

querying, by said processor, a payment system directory,

wherein said payment system directory communicates
with said processor, and wherein said payment system
directory comprises information regarding a plurality
of candidate payment systems, and wherein said pay-
ment system directory locates a candidate payment
system for processing at least a portion of said trans-
action, wherein said candidate payment system
receives payment information related to said transac-

tion for developing a payment authorization, and
wherein said payment information includes a proxy
account number;

transmitting, by said processor, a payment authorization
request related to said transaction to said candidate
payment system; and

receiving, by said processor, said payment authorization
from said candidate payment system.
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