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SYSTEMS AND METHODS FOR
PROCESSING DATA IN A WEB SERVICES
ENVIRONMENT

TECHNICAL FIELD

The present disclosure relates to the field of data process-
ing and, more particularly to data processing systems and
methods for processing data 1n a Web service environment.

BACKGROUND INFORMATION

Web services ofter the dual promise of simplicity and per-
vasiveness. Web services represent the next level of function
and elliciency in e-business. A Web service can be viewed as
any mechanism by which an application or data processing
service can be provided to other applications on the Internet.

Web services may be informational or transactional. That
1s, some services provide information of interest to the
requester while other services may actually lead to the mvo-
cation of business procedures. Examples of Web services
include stock quote services, services to retrieve news from
Web news sources, currency conversion services, etc. For
example, U.S. Pat. No. 6,604,135, 1ssued to Rogers et al. on
Aug. 5, 2003, discloses a method and system for location
based Web services.

Various approaches for implementing Web services are
known, such as described 1n U.S. Patent Publication Nos.
2003/0093436A1, 2003/0055868A1, 2003/0055624A1,
2003/0018661A1, 2003/0110242A1, 2003/0163513Al1,
2004/0064503A1, 2004/0045005A1, 2004/0003130A1, and
2003/0187841A1.

Some types of Web services are responsive to simple object
access protocol (SOAP) messages. SOAP 1s an application
invocation protocol that defines a protocol for exchanging
information encoded as XML messages. Normally, these ser-
vices are described by WSDL (Web Service Description Lan-
guage) notation stored 1n WSDL documents. A WSDL docu-
ment can be stored 1n numerous ways such as 1n a file, 1n a
DB2 XML registry/repository, or in a DB2 based UDDI reg-
1stry, for example. UDDI (Universal Description, Discovery,
Integration) 1s a protocol for describing Web services such
that interested parties may easily discover them. Service pro-
viders may register their services in a UDDI, specilying tech-
nical information about how to invoke the service. Often, a
WSDL document 1s stored 1 a UDDI registry 1n order to
define the messages a particular Web services accepts and
generates.

The design of UDDI allows enterprises that own Web ser-
vice enabled applications to publish data about themselves
and their services. By providing this information, UDDI
implements a simplified form of searching for those inter-
ested 1n locating a particular service in which to fulfill an
application process. The conventional UDDI search 1is
focused on single search criteria such as business name, busi-
ness location, business categories, business 1dentifier, service
type by name, and discovery URL (Uniform Resource Loca-
tor).

SUMMARY

In one embodiment, a data processing system 1s provided
that comprises a Web service for receiving a request from a
requestor via a network. The request contains a first set of
data. The system further comprises a storage device, coupled
to the Web service, for storing a second set of data. The Web
service, 1 response to the request, 1s configured to: (1) access
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the second set of data, (11) perform a data consistency check of
the first and second sets of data, (111) generate a response
indicating a result of the data consistency check, and (1v) send
the response to the requestor via the network.

Embodiments consistent with the imnvention may advanta-
geously enable an automatic data consistency check. This 1s
useiul for various applications, such as industrial control
systems, accounting systems, enterprise resource planning
systems, and other distributed data processing systems that
store related datasets and/or replicated datasets.

In one embodiment, the request for performing a data
consistency check contains an 1dentifier of the requestor. The
identifier 1s used for retrieval of the second dataset that cor-
responds to the first dataset for performance of the data con-
sistency check. This may advantageously enable use of the
Web service for various datasets stored on various computer
systems. The 1dentifier received by the Web service as part of
the request 1dentifies the requesting computer system and,
thus, the respective set of data which needs to be accessed by
the Web service 1n order to perform the data consistency
check.

In one embodiment, the request 1s recerved as an extended
markup language (XMUL) file that comprises the 1dentifier and
data items of the set of data that need to be checked for
consistency. The XML file may be received 1n a SOAP enve-
lope.

In one embodiment, the response that 1s generated by the
Web service 1identifies those data 1items that have been found
to be inconsistent in the first and second datasets, if any. Such
an 1temized response facilitates the correction of the incon-
sistency and the analysis of the root cause of the inconsistency
problem.

In another embodiment, the second set of data contains a
plurality of data 1tems. Each data item 1s time stamped. For
example, the time stamp 1indicates the posting date of the data
item. The first set of data contains a plurality of data items for
which the consistency with the corresponding data items
contained 1n the second set of data needs to be checked. The
respective request for performing the data consistency check
specifles a time (e.g., a reference date). The data consistency
check 1s performed for those data items that have a time stamp
that 1s prior to the specified time or which equals the specified
time.

In one embodiment, the data consistency check 1s per-
formed 1n an 1ndustrial automation environment. For
example, the first and second sets of data may contain control
parameters for controlling electric drives, actuators, and/or
other industrial automation control components. Thus, a con-
trol parameter set that 1s used by various automation compo-
nents will remain consistent over the automation compo-
nents.

In another embodiment, data processing systems consis-
tent with the present mvention may be used for accounting
systems and enterprise resource planning systems. For
example, 1n one embodiment, a payee may use a computer
system to store a ledger of accounts receivables that contains
a list of postings retlecting open payment 1items. The payee’s
customer (e.g., the payer) may have a respective ledger of
accounts payables containing a list of postings indicating
open payment 1tems to be paid to the payee. If the accounting
1s correct, the ledger of accounts recervables and the ledger of
accounts payables contain matching postings. In one embodi-
ment, a consistency check of the ledger of accounts receiv-
ables and the ledger of accounts payables 1s mnitiated by a
payee’s computer system generating a request containing the
postings to be checked and sending the request to the Web
service coupled to the payer’s computer system. In response,
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the Web service performs a consistency check and generates
a response which 1s transmitted back to the payee’s computer
system.

The process of checking related accounts for consistency 1s
also referred to as ‘balance confirmation.” A prerequisite for
performing a balance confirmation may include requiring that
the account 1tems are posted 1n compliance with the appli-
cable regulatory requirements such that they are auditable.
Accordingly, 1n one embodiment, each posted account has an
assigned posting date. The posting dates of the account 1tems
permit selection of a subset of the account items for the
balance confirmation using a reference date as a selection
criterion. In one embodiment, based on a selected reference
date, only those account items that have a posting date prior or
equal to the reference date are considered in performing the
balance confirmation check.

In one embodiment, a certified public accountant can
access the payee’s computer system from a remote computer
system 1n order to read the postings from the ledger of account
receivables that need to be checked for consistency with the
ledger of accounts payables of a payer. The remote computer
system generates the request containing the relevant postings
and an 1dentifier for identifying the payee. This request 1s sent
to the Web service that 1s coupled to the payer’s computer
system. The Web service mitiates the data consistency check
for the postings contained 1n the request with respect to cor-
responding postings contained in the ledger of accounts pay-
ables of the payee. A response 1s generated that indicates the
result of the data consistency check and the response 1s sent
back to the remote computer system.

In another embodiment, data processing systems consis-
tent with the mvention may implement a flight booking sys-
tem. The first set of data contains a plurality of data i1tems
where each data 1tem describes a flight booking and the date
when the flight booking was posted by a travel agency. The
second set of data contains the flight bookings received by an
airline. The flight bookings of the second set of data also have
an assigned booking date that indicates when the flight book-
ing was entered. In order to perform a consistency check of
the flight bookings contained 1n the first and second sets of
data with respect to a specific reference date or reference
time, a request that specifies the reference date or time 1s sent
to the Web service. In response the Web service performs the
data consistency check of the tlight bookings that have been
entered prior to the reference date or time. If each flight
booking contained in the first set of data has a matching tlight
booking 1n the second set of data both datasets are consistent.
I1 this 1s not the case the Web service generates a respective
response that indicates the one or more non-matching tlight
bookings. This response can trigger a workflow for correction
of the data inconsistency. In addition to tlight bookings the
data consistency check may also encompass canceled flight
bookings.

In a further embodiment, the settings or control parameters
of an industrial control system are posted in the first and
second sets of data. In addition, each data item may have an
assigned posting date or time stamp. Thus, for example, the
first set of data containing a time stamped set of control
parameters (e.g., desired temperature values, pressure values,
etc.) 1s stored 1n a stored program control system (SPS). The
SPS 1s coupled to a number of automation components that
receive the control parameters from the SPS. The automation
components may have local storage for posting parameter
sets recerved from the SPS, which may include time stamping
the control parameters (e.g., assigning a data value that indi-
cates the time when the respective parameter set was recerved
from the SPS). The storage of the control parameter sets 1n
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such an auditable way may help provide evidence of the
proper operation of the industrial control system (e.g., for
defense against product lhiability claims, etc.). Further, post-
ing such control parameters 1n an industrial automation sys-
tem may be required by law (e.g., for pharmaceutical prod-
ucts, etc.).

In one embodiment, the SPS 1s coupled to a Web service
that can perform a data consistency check with respect to a
specified automation component on request of the SPS. For
example, the SPS may send a request to the Web service that
indicates a reference date and/or reference time. In response,
the Web service identifies those postings that are stored by the
automation component 1n 1ts local storage that have a time
stamp prior to the reference date or time. A data consistency
check may then be performed relative to the respective post-
ings contained 1n the first set of data stored by the SPS.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings show features of implemen-
tations consistent with the present invention and, together
with the corresponding written description, help explain prin-
ciples associated with the mvention. In the drawings:

FIG. 1 1s a block diagram of a first data processing system,
consistent with an embodiment of the invention;

FIG. 2 1s a flowchart of an exemplary method, consistent
with an embodiment of the invention;

FIG. 3 1s a block diagram of a second data processing
system, consistent with an embodiment of the invention; and

FI1G. 4 1s a block diagram of a third data processing system,
consistent with an embodiment of the invention.

DETAILED DESCRIPTION

Reference will now be made in detail to the invention,
examples of which are illustrated 1n the accompanying draw-
ings. The implementations set forth in the following descrip-
tion do not represent all implementations consistent with the
claimed mvention. Instead, they are merely some examples
consistent with certain aspects related to the invention. Wher-
ever possible, the same reference numbers will be used
throughout the drawings to refer to the same or like parts.

FIG. 1 shows an exemplary system 101, consistent with an
embodiment of the present invention. In this example, system
101 1ncludes a computer system 100 that includes a storage
102. The dataset A' 104 1s stored 1n the storage 102. Computer
system 100 1s coupled to a Web service 106, which may be
implemented on a separate computer system or as part of
computer system 100. Thus, Web service 106 may be closely
or loosely coupled to computer system 100.

System 101 also includes a computer system 108, which
includes a storage 110 for storing a dataset A 112. The
datasets A and A' are related. For example, 1n one embodi-
ment, the dataset A and the dataset A' are supposed to be
identical. In an-other embodiment, the dataset A' may be the
result of a predefined transtormation of the dataset A. The
datasets A and A' may be considered to be consistent 1f a
predefined consistency criterion 1s met.

Computer system 108 further includes a processor 114 for
running a program 116. Further, computer system 108
includes an interface 118 for coupling computer system 108
to Web service 106 via a network 120. For example, network
120 may be an industrial Ethernet, a company’s 1ntranet, an
extranet, the Internet, etc.

In one embodiment, program 116 generates a request 122
that contains the dataset A 1n order to 1nitiate a data consis-
tency check. Request 122 1s sent from interface 118 of com-
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puter 108 via network 120 to Web service 106. In response,
Web service 106 initiates an access operation in order to
access the dataset A' from storage 102. Web service 106
applies the predefined data consistency criterion on the
datasets A and A'.

In one embodiment, after performing a consistency check,
Web service 106 generates a response 124 that describes the
result of the data consistency check. The response may 1ndi-
cate whether the data consistency criterion 1s met or not. In
addition, response 124 may specily any data items of the
dataset A and A' that have led to data inconsistency, and may
include other information related to datasets A and A'.
Response 124 1s then sent from Web service 106 to computer
108 via network 120, and 1s subsequently received by inter-
face 118 of computer 108 and further processed by program
116. For example, 1n one embodiment, 1f the response 1ndi-
cates that the data consistency criterion has not been met, then
program 116 outputs a respective alarm signal.

In one embodiment, computer systems 100 and 108 are
components of an industrial control system. For example,
computer system 100 may be a stored program control system
and computer system 108 may be a controller of an electric
drive. In this embodiment, the datasets A and A' may be
replicas of a control parameter set that 1s used by both indus-
trial control components.

In another embodiment, the datasets A and A' include
accounting data. For example, computer system 108 may
belong to a payee and computer system 100 may belong to the
payee’s customer (€.g., a payer). The dataset A may include a
ledger of accounts recetvables and the dataset A' stored on
payer’s computer system 100 may include a ledger of
accounts payables. In order to check the payee’s and the
payer’s accounting for consistency the data consistency
check may be performed with respect to the ledger of
accounts recervables and the ledger of accounts payables.

In one embodiment, program 116 1s an enterprise resource
planning system. In this embodiment, program 116 generates
request 122 that includes postings of the dataset A (e.g., the
ledger of accounts receivables), and that identifies the payee.
When Web service 106 receives request 122, 1t determines the
ledger of accounts payables for the payee 1dentified 1n request
122 (e.g., the dataset A'). The postings contained in the
request 122 are checked for consistency with respective post-
ings of the datasets A' (e.g., the ledger of accounts payables).
Theresults of the check (e.g., whether the postings are match-
ing, whether one or more of the postings fail the data consis-
tency check, details related to any non-matching postings
used to facilitate the error analysis and correction of the
accounting, etc.) are reported back to the payee’s computer
system 108 by means of response 124.

FI1G. 2 shows a tlowchart of an exemplary method, consis-
tent with an embodiment of the invention. In step 200, a
requestor generates a request for performing a data consis-
tency check with respect to a dataset A. The request 1s sent
from the requestor to a Web service (step 202). In one embodi-
ment, the request 1s sent as a message in XML format and may
be transmitted using a SOAP envelope. The XML message
may include an identifier of the requestor.

In step 204, the Web service that has received the request
performs a retrieval operation for retrieval of a dataset A' that
1s related to the dataset A recerved as part of the request. In one
embodiment, the retrieval 1s performed by using the 1dentifier
of the requester as a key.

In step 206, the system determines whether the datasets A
and A' fulfill the data consistency criterion. For example, 1n
one embodiment, the system checks 1f the datasets A and A’
are matching. The datasets may be considered matching 11 the

10

15

20

25

30

35

40

45

50

55

60

65

6

datasets are 1dentical, 1f the absolute values of respective data
items contained 1n the datasets A and A' are 1dentical, 1f the
dataset A'1s obtained by performing a predefined transforma-
tion on the dataset A, etc.

If the datasets are matching, a respective response 15 gen-
crated 1n step 208. If the datasets are not matching, a response
1s generated 1n step 210 that indicates the non-matching data
items. The system then transmits the response back to the
requestor (step 212).

FIG. 3 shows an exemplary data processing system 301
having multiple requesters. Elements 1n the embodiment of
FIG. 3 that correspond to elements in the embodiment of FIG.
1 are designated by like reference numerals.

Multiple computer systems 308, 308', 308", etc., are
coupled to Web service 306 of computer system 300 by means
of network 320. Computer system 300 may include a stored
program system that integrates Web service 306, or may be
coupled to Web service 306 remotely (e.g., via a network or
other connection). Computer system 308 stores a dataset A
312 and an identifier a 313 that identifies computer system
308. Likewise, the computer system 308' stores a dataset B
312" and an 1dentifier b 313' that identifies computer system
308'. Additional computer systems 308", etc., may store addi-
tional datasets C 312" and 1dentifiers ¢ 313", etc., that identify
computer systems 308", etc.

Respective datasets A' 304, B' 304" and C' 304" are stored 1n
storage 302 of computer system 300. The identifier a 1s
assigned to the dataset A' in order to serve as a key for access
to the dataset A'. Likewise, the identifier b 1s assigned to the
dataset B' as a key for retrieval of the dataset B', identifier ¢ 1s
assigned to the dataset C' as a key for retrieval of the dataset
C', etc.

Web service 306 has a retrieval component 326 and a
consistency checker component 328 for application of a con-
sistency criterion in order to determine whether two related
datasets are matching or not.

In operation, any one of the computer systems 308, 308',
308", etc., may generate a request for performing a data
consistency check. For example, 1n one embodiment, com-
puter system 308 generates a request 322 that contains the
identifier a of the requesting computer system 308 and a copy
of the dataset A. In other words, the request 322 carries the
identifier of the requesting computer system 1n addition to the
dataset that 1s to be checked for data consistency.

Web service 306 then receives request 322 via network
320. In response to receiving the request, Web service 306
invokes its retrieval component 326. Retrieval component
326 reads the i1dentifier contained in request 322 (e.g., the
identifier a), and performs a retrieval operation using the
identifier a as a search criterion. As a result, retrieval compo-
nent 326 retrieves the dataset A' from storage 302.

Next, consistency checker component 328 determines
whether the dataset A and the related dataset A' are matching
or not. Web service 306 then generates a response 324 that
reflects the result of the consistency check performed by the
consistency checker component 328.

In one embodiment, the data processing system of FI1G. 3 1s
an 1ndustrial control system. For example, computer systems
308, 308', 308", e¢tc., may be embedded systems for control-
ling automation components (e.g., smart drives, actuators,
etc.).

Datasets A, B, C, etc., may include control parameters
(e.g., filter coelficients, temperature values, speed values,
etc.) for controlling the respective automation components
controlled by computer systems 308, 308", 308", etc. In one
embodiment, computer system 300 stores copies of control
parameter sets. At regular or at irregular time intervals, one or




US 8,782,015 B2

7

more of computers 308, 308', 308", etc., mnitiate consistency
checks of their respective control parameter sets using the
Web service 306 of computer system 300.

In another embodiment, data processing system 301 1s used
for accounting purposes. For example, each of the computer
systems 308, 308', 308", e¢tc., may belong to a different com-
pany. The companies may have a common customer that uses
computer system 300. In one embodiment, the customer has
a separate account of open payment 1tems to be paid to each
respective company. For example, dataset A' may be an
account of open payment items payable to the company that
uses the computer system 308, dataset B' may be an account
of open payment items payable to the company that uses the
computer system 308', etc.

FIG. 4 shows still another exemplary data processing sys-
tem 401, consistent with an embodiment of the invention.
Elements 1n the embodiments of FIG. 4 that correspond to
clements 1n the embodiments of FIGS. 1 and 3 are designated
by like reference numerals. The computer system 400 1n the
embodiment of FIG. 4 includes aprocessor 414" for executing
a program 416'. In one embodiment, the pro-grams 416, 416
are similar enterprise resource planning programs, such as
SAP R/3™ gystems.

Web service 406 may include an authentication component
430 that restricts access to the data consistency check service
provided by the Web service 406 to authorized requestors.
The authorization can be performed on the basis of any
known authorization method, such as password based meth-
ods, digital signature, Home Banking Computer Interface
(HBCI), etc.

In one embodiment, network 420 1s a public network (e.g.,
the Internet) and computer system 432 1s coupled to the
network 420 by means of 1ts interface 418" . Computer system
432 has a processor 414" for executing a program 416" that
may be an enterprise resource planning system similar to the
programs 416 and 416', a specialized certified public accoun-
tant’s software, etc.

In operation, both programs 416 and 416" can generate
requests 422 and 422", respectively for requesting a data
consistency check. In one embodiment, be-fore a request can
be processed, authentication of the requesting computer sys-
tem 1s performed using authentication component 430. In
order to generate the request 422", computer system 432
sends a request to computer system 408 to obtain a copy of the
dataset A. The request 422" 1s then sent to the Web service
406.

The response 424 generated by the Web service 1s sent to
the requestor (e.g., computer system 408 or computer system
432). For example, 1n one embodiment, the dataset A 1s an
clectronic ledger that contains account postings where each
posting has an assigned posting date. The dataset A' 1s a
corresponding ledger that contains respective postings with
posting dates. For example, the dataset A 1s a ledger of pay-
ment 1items whereas the dataset A' 1s a ledger of receivables.
The postings contained in the dataset A and A' are auditable
such that each posting has an as-signed posting date. In order
to perform a balance confirmation with respect to a specific
reference date, the request 422 generated by computer 408
includes a reference date. As a result, Web service 406 per-
forms the consistency check (e.g., the balance confirmation
check), only with respect to those postings contained in the
dataset A' that have a posting date that 1s before or equal to the
reference date specified 1n the request 422.

While illustrative embodiments of the invention have been
described herein, the scope of the invention includes any and
all embodiments having equivalent elements, modifications,
omissions, combinations (e.g., ol aspects across various
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embodiments), adaptations and/or alterations as would be
appreciated by those 1n the art based on the present disclosure.
The limitations 1n the claims are to be interpreted broadly
based on the language employed 1n the claims and not limited
to examples described 1n the present specification or during
the prosecution of the application, which examples are to be
construed as non-exclusive. Further, the steps of the disclosed
methods may be modified 1n any manner, including by reor-
dering steps and/or imnserting or deleting steps, without depart-
ing from the principles of the mnvention. It 1s intended, there-
fore, that the specification and examples be considered as
exemplary only, with a true scope and spirit of the invention
being indicated by the following claims and their full scope of
equivalents.

What 1s claimed 1s:

1. A data processing system, comprising:

a computer system that provides a Web service configured
to recerve a request for a data consistency check from a
requestor via a network, the request comprising a first set
of data that includes a plurality of first data items, a first
identifier associated with the first set of data, and a
reference date; and

a storage system, connected to the computer system, for
storing one or more sets of data, the one or more sets of
data comprising pluralities of data items,

wherein the computer system that provides the Web service
1s Turther configured to, 1n response to the request, per-
form the following operations with at least one proces-
SOT':
retrieve a second set of data from the storage based on

the first identifier, the retrieved second set of data
being associated with a second 1dentifier that matches
the first 1dentifier, and the retrieved second set of data
comprising a plurality of second data items;
perform the data consistency check on the recerved first
set of data and the retrieved second set of data, the data
consistency check comprising:
selecting a subset of the plurality of first data items
that have a posting date that 1s before or equal to the
reference date;
selecting a subset of the plurality of second data items
that have a posting date that 1s before or equal to the
reference date;
determining whether the subset of the plurality of first
data 1items are 1dentical to the subset of the plurality
of second data items; and
determining, when the subset of the plurality of first
data 1tems are not identical to the subset of the
plurality of second data items, whether a transior-
mation transforms the subset of the plurality of first
data 1tems 1nto the subset of the plurality of second
data 1tems:
generate a response 1ndicating a result of the data con-
sistency check; and
send the response to the requestor via the network.

2. The data processing system of claim 1, wherein the
request for the data consistency check comprises an extended
markup language (XML) file that includes the first identifier
and the plurality of first data 1items of the first set of data.

3. The data processing system of claim 1, wherein the Web
service 1s configured to receive the request in a SOAP enve-
lope.

4. The data processing system claim 1, wherein the first set
of data comprises at least one control parameter.

5. The data processing system of claim 1, wherein the first
set of data comprises at least one posting.
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6. The data processing system of claim 1, wherein the data
consistency check further comprises determining whether the
plurality of first data items match the plurality of second data
items.
7. A computer-implemented method of checking data con-
sistency, the method comprising the following steps per-
formed by one or more processors:
receiving, at a Web service provided by a computer system,
a request for performing a data consistency check from
a requestor, the request for performing the data consis-
tency check comprising a first set of data that includes a
plurality of first data items, first 1dentifier associated
with the first set of data, and a reference date;

retrieving a second set of data by the Web service using the
first identifier, the retrieved second set of data including
a plurality of second data items, and the retrieved second
set of data being associated with a second 1dentifier that
matches the first identifier:;

performing, using the Web service, the data consistency

check on the received first set of data and the retrieved

second set of data, the data consistency check compris-

ng:

selecting a subset of the plurality of first data 1tems that
have a posting date that 1s before or equal to the
reference date;

selecting a subset of the plurality of second data items
that have a posting date that 1s before or equal to the
reference date;

determining whether the subset of the plurality of first
data items are 1dentical to the subset of the plurality of
second data 1tems; and

determining, when the subset of the plurality of first data
items are not 1dentical to the subset of the plurality of
second data items, whether a transformation trans-
forms the subset of the plurality of first data items 1nto
the subset of the plurality of second data 1tems;

generating a response 1ndicating a result of the data con-

sistency check; and

sending the response to the requestor by the Web service.

8. The method of claim 7, wherein the retrieving comprises
searching for the second set of data using the first identifier as
a search criterion.

9. The method of claim 7, wherein the request for the data
consistency check comprises an extended markup language
(XML) file that includes the first identifier and the plurality of
first data 1tems of the first set of data.

10. The method of claim 7, wherein the data consistency
check turther comprises determining whether the plurality of
first data 1tems match the plurality of second data 1tems.

11. A tangibly-embodied computer program product
stored on a computer-readable medium, and comprising
executable instructions that, when executed, cause a com-
puter system runmng a Web service to perform the steps of:

receiving, at the Web service, a request for performing a

data consistency check from a requestor, the request for
performing the data consistency check comprising a first
set of data that includes a plurality of first data, first
identifier associated with the first set of data, and a
reference date;

retrieving a second set of data by the Web service using the

firstidentifier, the second set of data including a plurality
of second data items, and the retrieved second set of data
being associated with a second identifier that matches
the first identifier;
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performing, using the Web service, the data consistency
check on the received first set of data and the retrieved
second set of data, the data consistency check compris-
ng:
selecting a subset of the plurality of first data items that
have a posting date that 1s before or equal to the
reference date;
selecting a subset of the plurality of second data items
that have a posting date that 1s before or equal to the
reference date;
determining whether the subset of the plurality of first
data items are 1dentical to the subset of the plurality of

second data 1tems; and
determining, when the subset of the plurality of first data
1items are not 1dentical to the subset of the plurality of
second data items, whether a transformation trans-
forms the subset of the plurality of first data items 1nto
the subset of the plurality of second data 1tems;
generating a response 1indicating a result of the data con-
sistency check; and

sending the response to the requestor by the Web service.

12. The computer program product of claim 11, wherein
the retrieving further comprises searching for the second set
of data using the first identifier as a search criterion.

13. The computer program product of claim 11, wherein
the request for the data consistency check comprises an
extended markup language (XML) file that includes the first
identifier and the plurality of first data items of the first set of
data.

14. The computer-program product of claim 11, wherein
the data consistency check further comprises determiming
whether the plurality of first data items match the plurality of
second data items.

15. A data processing system, comprising:

means for storing a first set of data including a plurality of

first data items;

means for generating a request for performing a data con-

sistency check, the request comprising a first identifier,
the first set of data, and a reference date;

means for sending the request for performing the data

consistency check to a Web service and for receiving a
response Irom the Web service, the response being
indicative of a result of the data consistency check,
wherein:
the Web service retrieves a plurality of second data items
in a second set of data using the first identifier, the
retrieved second set of data being associated with a
second 1dentifier that matches the first identifier; and
the data consistency check by the Web service com-
Prises:
selecting a subset of the plurality of first data items
that have a posting date that 1s before or equal to the
reference date;
selecting a subset of the plurality of second data items
that have a posting date that 1s before or equal to the
reference date;
determining whether the subset of the plurality of first
data 1items are 1dentical to the subset of the plurality
of second data items; and
determining, when the subset of the plurality of first
data items are not identical to the subset of the
plurality of second data items, whether a transior-
mation transforms the subset of the plurality of first
data 1tems 1nto the subset of the plurality of second
data items; and
means for processing the response.
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16. The data processing system of claim 15, further com-
prising means for coupling the Web service to an industrial
automation component.
17. The data processing system of claim 15, further com-
prising an enterprise resource planning software component.
18. The data processing system of claim 15, wherein the
data consistency check further comprises determining
whether the plurality of first data items match the plurality of
second data 1tems.
19. A computer-implemented method of requesting a data
consistency check, the method comprising the following
steps performed by a one or more processors:
generating a request for performing a data consistency
check, the request comprising a first set of data that
includes a plurality of first data items, first 1dentifier
associated with the first set of data, and a reference date;

sending the request for performing the data consistency
check to a Web service;

receiving a response from the Web service, the response

indicating a result of the data consistency check of the
first set of data 1n the request and a second set of data
performed by the Web service,

wherein:

the Web service retrieves a plurality of second data 1tems

in a second set of data using the first identifier, the

second set of data being associated with a second

1dentifier that matches the first identifier; and

the data consistency check by the Web service com-

prises:

selecting a subset of the plurality of first data 1tems
that have a posting date that 1s before or equal to the
reference date:

selecting a subset of the plurality of second data 1tems
that have a posting date that 1s before or equal to the
reference date;

determining whether the subset of the plurality of first
data items are 1dentical to the subset of the plurality
of second data items; and

determining, when the subset of the plurality of first
data i1tems are not identical to the subset of the
plurality of second data items, whether a transtor-
mation transforms the subset of the plurality of first
data 1tems into the subset of the plurality of second
data items; and

processing the response.

20. A computer program product stored on a computer
readable medium, and including computer executable
instructions that, when executed, cause a computer system to
perform the method of claim 19.

21. The method of claim 19, wherein the data consistency
check further comprises determining whether the plurality of
first data 1tems match the plurality of second data items.

22. A method of checking a ledger of accounts receivables
and a ledger of accounts payables for consistency, the ledger
ol accounts recetvables being stored on a first computer sys-
tem and the ledger of accounts payables being stored on a
second computer system, the method comprising;:

generating a request for a data consistency check by the

first computer system, the request comprising postings
of the ledger of accounts receivables, an 1dentifier asso-
ciated with the postings, and a reference date;

sending, by the first computer system, the request for the

data consistency check to a Web service at a third com-
puter system coupled between the first computer system
and the second computer system, wherein the third com-
puter system 1s separate from the first computer system
and from the second computer system;
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using the Web service to:
determine whether the first computer system 1s autho-
rized to request the data consistency check;
retrieve postings of the ledger of accounts payables from
the second computer system using the identifier, the
retrieved postings having an identifier that matches
the 1dentifier of the first computer system, when the
first computer 1s authorized to request the data con-
sistency check; and
perform the data consistency check on the postings
received 1n the request and the retrieved postings of
the ledger of accounts payables, the data consistency
check comprising:
selecting a subset of the received postings of the led-
ger of the account receivable that have a posting
date that 1s before or equal to the reference date;
selecting a subset of retrieved postings of the ledger of
accounts payables that have a posting date that 1s
betfore or equal to the recetved reference date;
determining whether the subset of the recerved post-
ings of the ledger of the account receivable are
identical to the subset of the retrieved postings of
the ledger of accounts payables; and
determining, when the subset of the received postings
of the ledger of the account receivable are not 1den-
tical to the subset of the retrieved postings of the
ledger of accounts payables, whether a transforma-
tion transforms the subset of the received postings
of the ledger of the account receivable into the
subset of the retrieved postings of the ledger of
accounts payables;

generating a response indicating a result of the data con-

sistency check; and

sending the response to the first computer system.

23. The method of claim 22, wherein the response indicates
one or more of the postings 1n the request that do not match the
ledger of accounts payables.

24. A distributed data processing system, comprising a first
computer system and a second computer system,

the first computer system being configured to:

store a first set of data that includes a plurality of first
data items;
generate a request for performing a data consistency

check, the request comprising a reference date, an
1dentifier of the first computer system, and the first set
of data;
send the request to a Web service and for receiving a
response from the Web service, the response being
indicative of a result of the data consistency check;
and
process the response, and the second computer system
being configured to:
receive, at the Web service, the request from the first
computer system via a network; and
store, at a storage coupled to the Web service, one or
more sets of data, the one or more sets of data
comprising pluralities of data items,
wherein the Web service 1s configured to, 1in response
to the request:
retrieve a second set of data from the storage, the
retrieved second set of data being associated
with a second 1dentifier that matches the 1dent-
fier of the first computer system, and the
retrieved second set of data comprising a plural-
ity of second data 1tems;
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perform the data consistency check on the first set
of data recerved 1n the request and the accessed
second set of data, the data consistency check
comprising:

selecting a subset of the plurality of first data items
that have a posting date that 1s before or equal to
the reference date;

selecting a subset of the plurality of second data
items that have a posting date that 1s before or
equal to the reference date;

determining whether the subset of the plurality of
first data items are 1dentical to the subset of the
plurality of second data items; and

determining, when the subset of the plurality of first
data 1tems are not identical to the subset of the
plurality of second data items, whether a trans-
formation transforms the subset of the plurality
of first data 1tems into the subset of the plurality
of second data items;
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generate a response indicating a result of the data
consistency check; and

send the response to the first computer system via
the network.

25. The distributed data processing system of claim 24,
further comprising a third computer system, the third com-
puter system configured to request, from the first computer
system, the first set of data stored on the first computer sys-
tem, to generate the request, to send the request to the Web
service, and to recerve the response from the Web service.

26. The distributed data processing system of claim 24,
wherein:

the Web service 1s Turther configured to select a sub-set of

the second data items:

the sub-set of the second data items 1ncludes second data

items that have a time stamp indicating a time prior to the
reference time; and

the data consistency check 1s only performed for the
selected sub-set of the second data items.
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