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300

ldentify a request from a remote client to store a data object in a data store that already
includes an instance of the data object

302

In response to the request, verify that the remote client possesses the data object by
Issuing a randomized challenge to the remote client, the randomized challenge
Including a random value which, when combined with at least a portion of the data
object, produces an authentication token demonstrating possession of the data object

304

In response to the randomized challenge, receive the authentication token from the
remote client

306

In response to receiving the authentication token from the remote client, store the data
object in the data store on behalf of the remote client

308

End

FIG. 3
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500

Identify a request from a remote client to retrieve a data object from a data store
202

In response to the request, verify that the remote client is authorized to retrieve the data object by
identifying an ownership relation between the remote client and the data object, the ownership relation
having been previously generated on the data store based on issuing a randomized challenge to the

remote client, the randomized challenge comprising a random value which, when combined with at least
a portion of the data object, produces an authentication token demonstrating possession of the object
and, in response to the randomized challenge, receiving the authentication token from the remote client

204

In response to identifying the ownership relation between the remote client and the data object, fulfill the

request by transmitting the data object to the remote client
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End
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SYSTEMS AND METHODS FOR VALIDATING
OWNERSHIP OF DEDUPLICATED DATA

BACKGROUND

Organizations and consumers increasingly use third-party
services to store data. Third-party storage services may pro-
vide a number of benefits to customers, including flexibility,
low capitalization requirements, off-site backups, and cen-
tralized access to data.

In order to maximize the efficiency of their storage sys-
tems, third-party storage vendors may attempt to deduplicate
the data recerved from their customers. For example, 1if two
customers each wish to store a copy of the same file, a third-
party storage vendor may, instead of storing two copies of the
file, store a single copy of the file and reference the copy
twice. Furthermore, 11 one customer has already stored a copy
of the file, and a second customer wishes to store a copy of the
file, the second customer may simply transmit a fingerprint of
the file instead of the entire file in order to save the time and/or
computing resources ordinarily consumed 1n a full file trans-
fer. A traditional deduplication system may then identify the
fingerprint as corresponding to the file and reference the
second customer as having a stored copy of the file within the
deduplication system.

Unfortunately, by accepting fingerprints instead of requir-
ing a full file transfer, such traditional third-party storage
systems may {facilitate illegitimate data acquisition. For
example, a user may acquire a fingerprint of a common file
(e.g.,a video file, an audio file, etc.) without owning a copy of
the file. The user may then request that a traditional third-
party storage system store a copy of the file on behalf of the
user by submitting the fingerprint. The user may then retrieve
the full file from the traditional third-party storage system,
potentially using the third-party storage system as an efficient
piracy platform. Accordingly, the instant disclosure 1dentifies
and addresses aneed for additional and improved systems and
methods for verifying ownership of deduplicated data.

SUMMARY

As will be described in greater detail below, the instant
disclosure generally relates to systems and methods for vali-
dating ownership of deduplicated data by 1ssuing randomized
challenges that require the original files to answer when cli-
ents represent ownership of the original files. In one example,
a computer-implemented method for validating ownership of
deduplicated data may include (1) identifying a request from
aremote clientto store a data object in a data store that already
includes an instance of the data object, (2) 1n response to the
request, veritying that the remote client possesses the data
object by (1) 1ssuing a randomized challenge to the remote
client, the randomized challenge including a random value
which, when combined with at least a portion of the data
object, produces an authentication token demonstrating pos-
session of the data object and, 1n response to the randomized
challenge, (11) recerving the authentication token from the
remote client; and, 1n response to recerving the authentication
token from the remote client, (3) storing the data object in the
data store on behalf of the remote client.

In some examples, the data store may include a dedupli-
cated data store. In these examples, storing the data object 1n
the data store on behalf of the remote client may include
adding a reference associating the remote client with the
instance of the data object within the deduplicated data store.
In some embodiments, the data store may store data for a
plurality of owners, each owner having access only to data
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marked as stored by the owner. In some examples, the request
may include a request to back up the data object to the data
store and a fingerprint of the data object to uniquely 1dentily
the data object. In these examples, verifying that the remote
client possesses the data object may include veritying that the
fingerprint 1s not being used within the request to spoot pos-
session of the data object.

In some examples, the randomized challenge may include
requesting a sample of the data object from the remote client,
the sample specified at least in part by the random value. In
these examples, the authentication token may be based at
least 1n part on the sample. In some embodiments, the ran-
domized challenge may include requesting a hash of the data
object generated 1n combination with the random value. In
these embodiments, the authentication token may be based at
least in part on the hash. In some examples, the authentication
token may be smaller than the data object.

In one example, an additional computer-implemented
method for validating ownership of deduplicated data may
include (1) identifying a request from a remote client to
retrieve a data object from a data store, (2) in response to the
request, verilying that the remote client 1s authorized to
retrieve the data object by 1dentifying an ownership relation
between the remote client and the data object, the ownership
relation having been previously generated on the data store
based on (1) 1ssuing a randomized challenge to the remote
client, the randomized challenge including a random value
which, when combined with at least a portion of the data
object, produces an authentication token demonstrating pos-
session of the data object and, 1n response to the randomized
challenge, (11) recerving the authentication token from the
remote client; and, 1n response to 1dentitying the ownership
relation between the remote client and the data object, (3)
tulfilling the request by transmitting the data object to the
remote client.

In some examples, the data store may include a dedupli-
cated data store. In these examples, the ownership relation
may include a reference associating the remote client with an
instance of the data object within the deduplicated data store.
In some embodiments, the data store may store data for a
plurality of owners, each owner having access only to data
marked as stored by the owner.

In some embodiments, the randomized challenge may
include requesting a sample of the data object from the remote
client, the sample specified at least 1 part by the random
value. In these examples, the authentication token may be
based atleast in part on the sample. In some embodiments, the
randomized challenge may include requesting a hash of the
data object generated in combination with the random value.
In these embodiments, the authentication token may be based
at least 1n part on the hash. In some examples, the authent-
cation token may be smaller than the data object.

In one embodiment, a system for implementing the above-
described method may include (1) an 1dentification module
programmed to identily a request from a remote client to store
a data object 1n a data store that already includes an 1nstance
of the data object, (2) a challenge module programmed to, 1n
response to the request, verily that the remote client possesses
the data object by 1ssuing a randomized challenge to the
remote client, the randomized challenge including a random
value which, when combined with at least a portion of the data
object, produces an authentication token demonstrating pos-
session of the data object, (3) an authentication module pro-
grammed to, in response to the randomized challenge, recerve
the authentication token from the remote client, and (4) a
storage module programmed to, 1in response to recerving the
authentication token from the remote client, store the data
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object 1n the data store on behalf of the remote client. The
system may also include at least one processor configured to
execute the identification module, the challenge module, the
authentication module, and the storage module.

As will be explained 1n greater detail below, by 1ssuing
randomized challenges that require the original files to
answer when clients represent ownership of the original files,
the systems and methods described herein may ensure that
only clients 1n possession of files can store the files 1n third-
party deduplicated storage systems while still allowing cli-
ents that possess the files to store the files without transmitting
tull copies of the files. Accordingly, these systems and meth-
ods may improve the security of third-party deduplicated
storage systems while maintaiming efficiencies present 1n
third-party storage deduplicated storage systems.

Features from any of the above-mentioned embodiments
may be used in combination with one another 1n accordance
with the general principles described herein. These and other
embodiments, features, and advantages will be more fully
understood upon reading the following detailed description in
conjunction with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate a number of exem-
plary embodiments and are a part of the specification.
Together with the following description, these drawings dem-
onstrate and explain various principles of the mstant disclo-
sure.

FIG. 1 1s a block diagram of an exemplary system for
validating ownership of deduplicated data.

FIG. 2 1s a block diagram of an exemplary system for
validating ownership of deduplicated data.

FIG. 3 1s a flow diagram of an exemplary method for
validating ownership of deduplicated data.

FIG. 4 1s a block diagram of exemplary systems for vali-
dating ownership of deduplicated data.

FIG. 5 1s a flow diagram of an exemplary method for
validating ownership of deduplicated data.

FIG. 6 1s a block diagram of an exemplary computing
system capable of implementing one or more of the embodi-
ments described and/or illustrated herein.

FIG. 7 1s a block diagram of an exemplary computing
network capable of implementing one or more of the embodi-
ments described and/or illustrated herein.

Throughout the drawings, i1dentical reference characters
and descriptions indicate similar, but not necessarily identi-
cal, elements. While the exemplary embodiments described
herein are susceptible to various modifications and alternative
forms, specific embodiments have been shown by way of
example 1n the drawings and will be described in detail
herein. However, the exemplary embodiments described
herein are not intended to be limited to the particular forms
disclosed. Rather, the instant disclosure covers all modifica-
tions, equivalents, and alternatives falling within the scope of
the appended claims.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The following will provide, with reference to FIGS. 1, 2,
and 4, detailed descriptions of exemplary systems for validat-
ing ownership of deduplicated data. Detailed descriptions of
corresponding computer-implemented methods will also be
provided in connection with FIGS. 3 and 5. In addition,
detailed descriptions of an exemplary computing system and
network architecture capable of implementing one or more of
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4

the embodiments described herein will be provided 1n con-
nection with FIGS. 6 and 7, respectively.

FIG. 1 1s a block diagram of an exemplary system 100 for
validating ownership of deduplicated data. As illustrated in
this figure, exemplary system 100 may include one or more
modules 102 for performing one or more tasks. For example,
and as will be explained in greater detail below, exemplary
system 100 may include an 1dentification module 104 pro-
grammed to 1dentily a request from a remote client to store a
data object 1n a data store that already includes an instance of
the data object. Exemplary system 100 may also include a
challenge module 106 programmed to, in response to the
request, verily that the remote client possesses the data object
by 1ssuing a randomized challenge to the remote client, the
randomized challenge including a random value which, when
combined with at least a portion of the data object, produces
an authentication token demonstrating possession of the data
object.

In addition, and as will be described 1n greater detail below,
exemplary system 100 may include an authentication module
108 programmed to, in response to the randomized challenge,
receive the authentication token from the remote client.
Exemplary system 100 may also include a storage module
110 programmed to, in response to receiving the authentica-
tion token from the remote client, store the data object in the
data store on behalf of the remote client. Although illustrated
as separate elements, one or more of modules 102 1n FIG. 1
may represent portions of a single module or application.

In certain embodiments, one or more of modules 102 1n
FIG. 1 may represent one or more software applications or
programs that, when executed by a computing device, may
cause the computing device to perform one or more tasks. For
example, and as will be described in greater detail below, one
or more of modules 102 may represent software modules
stored and configured to run on one or more computing
devices, such as the devices 1llustrated i FIG. 2 (e.g., com-
puting device 202 and/or client 206), computing system 610
in FI1G. 6, and/or portions of exemplary network architecture
700 10 FI1G. 7. One or more of modules 102 1n FIG. 1 may also
represent all or portions of one or more special-purpose com-
puters configured to perform one or more tasks.

Exemplary system 100 1n FIG. 1 may be implemented 1n a
variety of ways. For example, all or a portion of exemplary
system 100 may represent portions of exemplary system 200
in FIG. 2. As shown 1n FIG. 2, system 200 may include a
computing device 202 1n commumnication with a client 206 via
a network 204. For example, client 206 may attempt to store
a data object 222 1n a data store 220.

In one embodiment, one or more of modules 102 from FIG.
1 may, when executed by at least one processor of computing,
device 202, facilitate computing device 202 1n validating
ownership of deduplicated data. For example, and as will be
described in greater detail below, one or more of modules 102
may cause computing device 202 to (1) identily a request
(e.g., arequest 210) from a remote client (e.g., client 206) to
store a data object (e.g., data object 222) 1in a data store that
already includes an instance of the data object (e.g., data store
220, already 1including an instance of data object 222), (2) 1n
response to the request, verifying that the remote client pos-
sesses the data object by (1) 1ssuing a randomized challenge
(e.g., a randomized challenge 230) to the remote client, the
randomized challenge including a random value which, when
combined with at least a portion of the data object, produces
an authentication token (e.g., an authentication token 240)
demonstrating possession of the data object and, in response
to the randomized challenge, (1) recerving the authentication
token from the remote client (e.g., recerving authentication
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token 240 from client 206); and, 1n response to receiving the
authentication token from the remote client, (3) storing the
data object 1n the data store on behalf of the remote client
(e.g., by referencing client 206 as an owner of an 1nstance of
data object 222 withoutrequiring client 206 to transier a copy
of data object 222 to computing device 202).

Computing device 202 generally represents any type or
form of computing device capable of reading computer-ex-
ecutable instructions. Examples of computing device 202
include, without limitation, laptops, desktops, servers, cellu-
lar phones, personal digital assistants (PDAs), multimedia
players, embedded systems, combinations of one or more of
the same, exemplary computing system 610 1n FIG. 6, or any
other suitable computing device.

Client 206 generally represents any type or form of com-
puting device that 1s capable of storing data remotely, backing
up data remotely, retrieving data from a remote system, and/
or restoring data from a remote system. Examples of client
206 include, without limitation, application servers and data-
base servers configured to provide various database services
and/or run certain software applications.

Network 204 generally represents any medium or architec-
ture capable of facilitating communication or data transfer.
Examples of network 204 include, without limitation, an
intranet, a wide area network (WAN), a local area network
(LAN), a personal area network (PAN), the Internet, power
line communications (PLC), a cellular network (e.g., a GSM
Network), exemplary network architecture 700 1n FIG. 7, or
the like. Network 204 may facilitate communication or data
transier using wireless or wired connections. In one embodi-
ment, network 204 may facilitate communication between
computing device 202 and client 206.

Data store 220 may represent portions of a single storage or
computing device or a plurality of storage or computing
devices. For example, data store 220 may represent a portion
of computing device 202 in FI1G. 2, computing system 610 1n
FIG. 6, and/or portions of exemplary network architecture
700 in FIG. 7. Alternatively, data store 220 in FIG. 1 may
represent one or more physically separate devices capable of
being accessed by a computing device, such as computing,
device 202 in FIG. 2, computing system 610 1n FIG. 6, and/or
portions of exemplary network architecture 700 1n FIG. 7.

FIG. 3 1s a flow diagram of an exemplary computer-imple-
mented method 300 for validating ownership of deduplicated
data. The steps shown 1n FIG. 3 may be performed by any
suitable computer-executable code and/or computing system.
In some embodiments, the steps shown in FIG. 3 may be
performed by one or more of the components of system 100 in
FIG. 1, system 200 1n FIG. 2, computing system 610 1n FIG.
6, and/or portions of exemplary network architecture 700 1n
FIG. 7.

As 1llustrated 1n FIG. 3, at step 302 one or more of the
systems described herein may identily a request from a
remote client to store a data object 1n a data store that already
includes an 1nstance of the data object. For example, at step
302 identification module 104 may, as part of computing
device 202 1n FIG. 2, identily request 210 from client 206 to
store data object 222 1n data store 220.

As used herein, the phrase “data object” may refer to any
for or type of data entity and/or digital information. For
example, the phrase “data object” may refer to a file, an
image, etc. In some examples, the data object may 1nclude
copyrighted data. For, the data object may include a multi-
media file (e.g., a video file, an audio file, etc.). Additionally
or alternatively, the data object may include one or more
application files. In some examples, 1dentification module
104 may determine that the request refers to a file containing
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copyrighted data and 1nstruct the systems described herein to
perform one or more of the steps described herein 1n response
to determining that the request refers to a file contaiming
copyrighted data. Likewise, 1identification module 104 may
determine that the request refers to a file containing sensitive
and/or protected data and instruct the systems described
herein to perform one or more of the steps described herein in
light of the determination.

As used herein, the term “data store” may refer to any
volume, storage device, array of storage devices, cluster of
storage devices, and/or storage system for storing data. In
some examples, the data store may include a deduplicated
data store (e.g., a data store configured to deduplicate data
and/or store deduplicated data). As used herein, the phrase
“deduplicated data” generally refers to data stored by storage
systems that reduce redundant data by referencing a single
instance of a data umt (e.g., a data segment, a file, etc.)
multiple times rather than separately storing each instance of
the data unit. In some examples, the deduplicated data system
may not fully deduplicate stored data. For example, the sys-
tems and methods described herein may reduce ten instances
of a unit of data to three stored instances instead of one stored
instance.

In some examples, the data store may store data for a
plurality of owners, each owner having access only to data
marked as stored by the owner. For example, the instance of
the data object already stored within the deduplicated data
system may represent data stored on behalf of recognized
owners of the data object. In this example, only the recog-
nized owners may access the data object from the dedupli-
cated data system. Accordingly, the remote client requesting
to store the data object 1n the data store may entail the remote
client requesting access to the instance of the data object
already stored within the deduplicated data system.

Identification module 104 may identify the request 1n any
of a variety of formats and with any of a variety of content. For
example, the request may include any time of query, mstruc-
tion, message, and/or command related to storing the data
object in the data store. In some examples, the request may
include a request to back up the data object to the data store.
Additionally or alternatively, the request may include a
request to move the data object to and/or store a copy of the
data object 1n the data store. In some examples, the request
may include an 1dentification of the data object (e.g., so that a
deduplication system may identily an instance of the data
object within the data store without requiring the client to
upload the entire data object). For example, the request may
include a fingerprint of the data object to uniquely 1dentily the
data object. The term “fingerprint,” as used herein, may refer
to any type of fingerprint, hash function output, checksum,
and/or digital signature that corresponds to and/or uniquely
identifies a data object.

As mentioned earlier, the data store may store and/or ret-
erence deduplicated data. Accordingly, the request from the
remote client to store the data object 1n the data store may
entail a request to ensure that at least one 1nstance of the data
object remains available 1n the data store for access by the
remote client.

Returning to FIG. 3, at step 304 one or more of the systems
described herein may, in response to the request, verity that
the remote client possesses the data object by 1ssuing a ran-
domized challenge to the remote client. The randomized chal-
lenge may include a random value which, when combined
with at least a portion of the data object, produces an authen-
tication token demonstrating possession of the data object.
For example, at step 304 challenge module 106 may, as part of
computing device 202 1n FIG. 2, 1ssue randomized challenge
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230toclient 206 (e.g., so that client 206 may generate authen-
tication token 240 based on data object 222 and random
challenge 230).

As mentioned earlier, 1n some examples the request may
include a fingerprint uniquely 1dentifying the data object. In
these examples, challenge module 106 and/or authentication
module 108 may verily that the remote client possess the data
object by vernitying that the fingerprint 1s not being used
within the request to spoof possession of the data object.
Accordingly, by issuing the randomized challenge to the
remote client, challenge module 106 may verity that the fin-
gerprint 1s not being used within the request to spool posses-
s1on of the data object.

Challenge module 106 may procure the random value in
any suitable manner. For example, challenge module 106 may
use a random number generator to select the random value. In
some examples, the random value may simply be a value that
1s random from the perspective of the remote client (e.g., a
value that would be impractical for a user of the remote client
to predict). In some examples, the random value may be
random 1n the sense challenge module 106 may choose the
random value from a variety of possible values (e.g., rather
than always choosing the same value) without allowing the
remote client to influence the selection. In some examples,
challenge module 106 may select the random value within a
constrained range (e.g., the size of the data object).

The randomized challenge may include any of a variety of
challenges for the remote client to meet. For example, the
randomized challenge may include requesting a sample of the
data object from the remote client, the sample being specified
at least 1n part by the random value. For example, the ran-
domized challenge may use the random value as a random
offset at which the sample must start. In some examples, the
randomized challenge may also include a specified (and, e.g.,
randomly selected) length required for the sample.

FI1G. 4 1llustrates exemplary systems 400(a) and 400(d) for
validating ownership of deduplicated data. As shown in FIG.
4, exemplary system 400(a) may include a data object 410
(e.g., stored within a deduplicated data store). Using FI1G. 4 as
an example, at step 304 challenge module 106 may select a
random oifset 412 to determine a random sample 414. In this
example, challenge module 106 may 1ssue a challenge speci-
tying random oifset 412 to a remote client (e.g., to test 1f the
remote client can produce random sample 414).

In some examples, the randomized challenge may include
requesting a hash of the data object generated 1n combination
with the random value. For example, challenge module 106
may 1ssue the randomized challenge to the remote client
requiring the remote client to generate a hash (e.g., using a
predetermined hash function) of a version of the data object
with the random value appended. Using FIG. 4 as an example,
in exemplary system 400(») challenge module 106 may, at
step 304, select a random string 422 to append to data object
410. Challenge module 106 may then i1ssue a challenge
including random string 422 to a remote client, requiring the
remote client to generate a hash of data object 410 with
random string 422 appended.

After recerving the randomized challenge, the remote cli-
ent may apply the randomized challenge to a copy of the data
object accessible to the remote client in order to generate the
authentication token. For example, the remote client may take
a sample of the data object as specified by the randomized
challenge. The remote client may then use the sample as an
authentication token. Additionally or alternatively, the remote
client may generate a hash of a combination of the data object
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and arandom string as specified by the randomized challenge.
The remote client may then use the hash as an authentication
token.

In some examples, the authentication token may be smaller
than the data object. In one example, the data object may
include 4 gigabytes of data and the authentication token may
include 1 kilobyte of data. As described herein, by allowing
the remote client to transmit the authentication token instead
ol the entire data object to demonstrate possession of the data
object, the systems and methods described herein may save
time and/or computing resources (e.g., I/O resources, net-
work resources, etc.).

Returning to FIG. 3, at step 306 one or more of the systems
described herein may, in response to the randomized chal-
lenge, receive the authentication token from the remote client.
For example, at step 306 authentication module 108 may, as
part of computing device 202 1n FIG. 2, recerve authentication
token 204 from client 206. Using FIG. 4 1n an additional
example, at step 306 authentication module 108 may, as a part
of system 400(a), recerve an authentication token 416 from
the remote client. Additionally or alternatively, at step 306
authentication module 108 may, as a part of system 400(b),
receive an authentication token 426 from the remote client.

In some examples, authentication module 108 may also
complete the randomized challenge 1ssued to the remote cli-
ent. For example, the randomized challenge may include a
challenge to take a random sample from the data object.
Accordingly, authentication module 108 may take the ran-
dom sample from the 1nstance of the data object 1n the data
store 1n order to compare the random sample with the authen-
tication token recetved from the remote client. Using FIG. 4
as an example, authentication module 108 may, as a part of
computing system 400(a), take random sample 414 from data
object 410 based on random offset 412. Authentication mod-
ule 108 may then compare random sample 414 to authenti-
cation token 416 to check that the remote client was able to
produce the same random sample 414 based on random offset
412 from an istance of data object 410 1n possession of the
remote client. In another example, the randomized challenge
may include a challenge to calculate a hash of the data object
in combination with a random value. Accordingly, authenti-
cation module 108 may calculate the hash of the data objectin
combination with the random value (e.g., using the same hash
function as used by the remote client) in order to compare the
hash with the authentication token received from the remote
client. Using FIG. 4 as an example, authentication module
108 may, as a part of computing system 400(b), compute a
hash value 424 from data object 410 with random string 422
appended. Authentication module 108 may then compare
hash value 424 to authentication token 426 to check that the
remote client was able to produce the same hash value 424
based on random string 422 from an 1nstance of data object
410 1n possession of the remote client.

Returning to FIG. 3, at step 308 one or more of the systems
described herein may, in response to receiving the authent-
cation token from the remote client, store the data objectinthe
data store on behalf of the remote client. For example, at step

308 storage module 110 may, as part of computing device 202
in FIG. 2, store data object 222 1n data store 220 on behalf of

client 206.

Storage module 110 may store the data object in the data
store on behalf of the remote client in any of a variety of ways.
For example, as mentioned earlier, the data store may include
a deduplicated data store. In this example, because the data
store already includes an 1nstance of the data object, storage
module 110 may store the data object 1n the data store on
behalf of the remote client by adding a reference associating,
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the remote client (e.g., by associating a user of the remote
client) with the instance of the data object within the dedu-
plicated data store. For example, storage module 110 may
store the data object on behalf of the remote client by storing
metadata for the data object in a remote volume, drive, and/or
directory belonging to a user of the remote client and refer-
encing, within the metadata, the mstance of the data object
within the deduplicated data store. In some examples, storage
module 110 may be configured to store some or all data for
distinct users as separate instances (e.g., 1n order to provide
better performance, security, and/or reliability than a full
deduplication system). In these examples, storage module
110 may store the data object in the data store on behalf of the
remote client by copying the instance of the data object
already within the data store for the use of the remote client.
After step 308, method 300 may terminate.

FIG. 5 1s a flow diagram of an exemplary computer-imple-
mented method 500 for validating ownership of deduplicated
data. The steps shown 1n FIG. 5 may be performed by any
suitable computer-executable code and/or computing system.
In some embodiments, the steps shown in FIG. 3 may be
performed by one or more of the components of system 100 in
FIG. 1, system 200 1n FIG. 2, computing system 610 1n FIG.
6, and/or portions of exemplary network architecture 700 1n
FIG. 7.

As shown 1n FIG. 5, at step 502 one or more of the systems
described herein may identily a request from a remote client
to retrieve a data object from a data store. For example, at step
502 identification module 104 may, as part of computing
device 202 1n FIG. 2, identify a request from client 206 to
retrieve data object 222 from data store 220.

At step 504 one or more of the systems described herein
may, in response to the request, verily that the remote client 1s
authorized to retrieve the data object by 1dentifying an own-
ership relation between the remote client and the data object,
the ownership relation having previously been generated on
the data store based on (1) 1ssuing a randomized challenge to
the remote client and, 1n response to the randomized chal-
lenge, (2) recerving the authentication token from the remote
client. The randomized challenge may include a random
value which, when combined with at least a portion of the data
object, produces an authentication token demonstrating pos-
session of the data object. For example, at step 504 authenti-
cation module 108 may, as part of computing device 202 1n
FIG. 2, verily that client 206 1s authorized to retrieve data
object 222 by 1dentifying an ownership relation between cli-
ent 206 and data object 222.

In some examples, the data store may include a dedupli-
cated data store. In these examples, the ownership relation
may include a reference associating the remote client with an
instance of the data object within the deduplicated data store.
For example, the ownership relation may include a file stored
on behalf the remote client (e.g., on behalf of a user of the
remote client) in the data store, where the file 1s a deduplicated
file that references a single nstance of the file stored for
reference for multiple copies of the file. In some examples,
the data store may store data for a plurality of owners, each
owner having access only to data marked as stored by the
owner. Accordingly, multiple owners may store the data
object within the data store within separate directories within
the data store, each directory only accessible to 1ts respective
owner. Nevertheless, the copy of the data object stored 1n each
directory may be stored by a deduplication system of the data
store as a single instance.

In some embodiments, the randomized challenge may
include requesting a sample of the data object from the remote
client, the sample specified at least 1n part by the random
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value. In these examples, the authentication token may be
based at least in part on the sample. In some embodiments, the
randomized challenge may include requesting a hash of the
data object generated 1n combination with the random value.
In these embodiments, the authentication token may be based
at least 1n part on the hash. In some examples, the authenti-
cation token may be smaller than the data object. Generally,
the randomized challenge and the authentication token may
have been generated, 1ssued, and recerved 1n any manner as
described earlier in the discussion of FIG. 3.

Returning to FIG. 5, at step 506 one or more of the systems
described herein may, 1n response to 1dentifying the owner-
ship relation between the remote client and the data object,
tulfill the request by transmitting the data object to the remote
client. For example, at step 506 storage module 110 may, as
part of computing device 202 1n FIG. 2, fulfill the request by
transmitting data object 222 to client 206.

Storage module 110 may perform step 506 1n any suitable
context. For example, an instance of the data object on remote
client may have been lost and/or become corrupted. In this
example, storage module 110 may transmit the data object to
the remote client to restore the data object to the remote client.
After step 506, method 500 may terminate.

As explained above, by 1ssuing randomized challenges that
require the original files to answer when clients represent
ownership of the original files, the systems and methods
described herein may ensure that only clients in possession of
files can store the files i third-party deduplicated storage
systems while still allowing clients that possess the files to
store the files without transmitting full copies of the files.
Accordingly, these systems and methods may improve the
security of third-party deduplicated storage systems while
maintaining eificiencies present i third-party storage dedu-
plicated storage systems.

FIG. 6 1s a block diagram of an exemplary computing
system 610 capable of implementing one or more of the
embodiments described and/or illustrated herein. For
example, all or a portion of computing system 610 may per-
form and/or be a means for performing, either alone or 1n
combination with other elements, one or more of the 1denti-
tying, verifying, 1ssuing requesting, recerving, adding, and
tulfilling steps described herein. All or a portion of computing
system 610 may also perform and/or be a means for perform-
ing any other steps, methods, or processes described and/or
illustrated herein.

Computing system 610 broadly represents any single or
multi-processor computing device or system capable of
executing computer-readable mstructions. Examples of com-
puting system 610 include, without limitation, workstations,
laptops, client-side terminals, servers, distributed computing
systems, handheld devices, or any other computing system or
device. In 1ts most basic configuration, computing system 610
may include at least one processor 614 and a system memory
616.

Processor 614 generally represents any type or form of
processing unit capable of processing data or interpreting and
executing instructions. In certain embodiments, processor
614 may receive mstructions from a software application or
module. These instructions may cause processor 614 to per-
form the functions of one or more of the exemplary embodi-
ments described and/or illustrated herein.

System memory 616 generally represents any type or form
of volatile or non-volatile storage device or medium capable
of storing data and/or other computer-readable instructions.
Examples of system memory 616 include, without limitation,
random access memory (RAM), read only memory (ROM),
flash memory, or any other suitable memory device. Although
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not required, 1n certain embodiments computing system 610
may 1include both a volatile memory unit (such as, for
example, system memory 616) and a non-volatile storage
device (such as, for example, primary storage device 632, as
described in detail below). In one example, one or more of
modules 102 from FIG. 1 may be loaded 1nto system memory
616.

In certain embodiments, exemplary computing system 610
may also include one or more components or elements in
addition to processor 614 and system memory 616. For
example, as 1llustrated 1n FIG. 6, computing system 610 may
include a memory controller 618, an Input/Output (I/0) con-
troller 620, and a communication interface 622, each of which
may be interconnected via a communication infrastructure
612. Communication infrastructure 612 generally represents
any type or form of infrastructure capable of facilitating com-
munication between one or more components of a computing,
device. Examples of communication infrastructure 612
include, without limitation, a communication bus (such as an
ISA, PCI, PCle, or similar bus) and a network.

Memory controller 618 generally represents any type or
form of device capable of handling memory or data or con-
trolling communication between one or more components of
computing system 610. For example, in certain embodiments
memory controller 618 may control communication between
processor 614, system memory 616, and 1/0 controller 620
via communication infrastructure 612.

I/O controller 620 generally represents any type or form of
module capable of coordinating and/or controlling the input
and output functions of a computing device. For example, 1n
certain embodiments 1/O controller 620 may control or facili-
tate transfer of data between one or more elements of com-
puting system 610, such as processor 614, system memory
616, communication intertace 622, display adapter 626, input
interface 630, and storage interface 634.

Communication interface 622 broadly represents any type
or form of communication device or adapter capable of facili-
tating communication between exemplary computing system
610 and one or more additional devices. For example, 1n
certain embodiments communication interface 622 may
facilitate communication between computing system 610 and
a private or public network including additional computing
systems. Examples of communication mterface 622 include,
without limitation, a wired network interface (such as a net-
work interface card), a wireless network interface (such as a
wireless network interface card), a modem, and any other
suitable interface. In at least one embodiment, communica-
tion interface 622 may provide a direct connection to a remote
server via a direct link to a network, such as the Internet.
Communication interface 622 may also indirectly provide
such a connection through, for example, a local area network
(such as an Ethernet network), a personal area network, a
telephone or cable network, a cellular telephone connection,
a satellite data connection, or any other suitable connection.

In certain embodiments, communication interface 622
may also represent a host adapter configured to facilitate
communication between computing system 610 and one or
more additional network or storage devices via an external
bus or commumnications channel. Examples of host adapters
include, without limitation, SCSI host adapters, USB host
adapters, IEEE 1394 host adapters, SATA and eSATA host
adapters, ATA and PATA host adapters, Fibre Channel inter-
tace adapters, Ethernet adapters, or the like. Communication
interface 622 may also allow computing system 610 to
engage 1n distributed or remote computing. For example,
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communication interface 622 may receive istructions from a
remote device or send instructions to a remote device for
execution.

As 1illustrated 1n FIG. 6, computing system 610 may also
include at least one display device 624 coupled to communi-
cation infrastructure 612 via a display adapter 626. Display
device 624 generally represents any type or form of device
capable of visually displaying information forwarded by dis-
play adapter 626. Similarly, display adapter 626 generally
represents any type or form of device configured to forward
graphics, text, and other data from communication infrastruc-
ture 612 (or from a frame bufler, as known 1n the art) for
display on display device 624.

As 1llustrated i FIG. 6, exemplary computing system 610
may also include at least one mput device 628 coupled to
communication infrastructure 612 via an input interface 630.
Input device 628 generally represents any type or form of
input device capable of providing input, either computer or
human generated, to exemplary computing system 610.
Examples of mput device 628 include, without limitation, a
keyboard, a pointing device, a speech recognition device, or
any other input device.

As 1llustrated 1n FIG. 6, exemplary computing system 610
may also iclude a primary storage device 632 and a backup
storage device 633 coupled to communication infrastructure
612 via a storage interface 634. Storage devices 632 and 633
generally represent any type or form of storage device or
medium capable of storing data and/or other computer-read-
able instructions. For example, storage devices 632 and 633
may be a magnetic disk drive (e.g., a so-called hard drive), a
solid state drive, a floppy disk drive, a magnetic tape drive, an
optical disk drive, a flash drive, or the like. Storage interface
634 generally represents any type or form of interface or
device for transierring data between storage devices 632 and
633 and other components of computing system 610.

In certain embodiments, storage devices 632 and 633 may
be configured to read from and/or write to a removable stor-
age unit configured to store computer software, data, or other
computer-readable information. Examples of suitable remov-
able storage units include, without limitation, a floppy disk, a
magnetic tape, an optical disk, a flash memory device, or the
like. Storage devices 632 and 633 may also include other
similar structures or devices for allowing computer software,
data, or other computer-readable instructions to be loaded
into computing system 610. For example, storage devices 632
and 633 may be configured to read and write software, data, or
other computer-readable information. Storage devices 632
and 633 may also be a part of computing system 610 or may
be a separate device accessed through other interface sys-
tems.

Many other devices or subsystems may be connected to
computing system 610. Conversely, all of the components
and devices illustrated in FIG. 6 need not be present to prac-
tice the embodiments described and/or 1llustrated herein. The
devices and subsystems referenced above may also be inter-
connected 1n different ways from that shown 1n FIG. 6. Com-
puting system 610 may also employ any number of software,
firmware, and/or hardware configurations. For example, one
or more of the exemplary embodiments disclosed herein may
be encoded as a computer program (also referred to as com-
puter software, software applications, computer-readable
instructions, or computer control logic) on a computer-read-
able-storage medium. The phrase “computer-readable-stor-
age medium” generally refers to any form of device, carrier,
or medium capable of storing or carrying computer-readable
istructions. Examples of computer-readable-storage media
include, without limitation, transmission-type media, such as




US 8,769,627 Bl

13

carrier waves, and physical media, such as magnetic-storage
media (e.g., hard disk dnives and floppy disks), optical-stor-
age media (e.g., CD- or DVD-ROMs), electronic-storage
media (e.g., solid-state drives and flash media), and other
distribution systems.

The computer-readable-storage medium containing the
computer program may be loaded into computing system
610. All or a portion of the computer program stored on the
computer-readable-storage medium may then be stored 1n
system memory 616 and/or various portions of storage
devices 632 and 633. When executed by processor 614, a
computer program loaded into computing system 610 may
cause processor 614 to perform and/or be a means for per-
forming the functions of one or more of the exemplary
embodiments described and/or illustrated herein. Addition-
ally or alternatively, one or more of the exemplary embodi-
ments described and/or illustrated herein may be imple-
mented 1 firmware and/or hardware. For example,
computing system 610 may be configured as an application
specific integrated circuit (ASIC) adapted to implement one
or more of the exemplary embodiments disclosed herein.

FI1G. 7 1s a block diagram of an exemplary network archi-
tecture 700 1n which client systems 710, 720, and 730 and
servers 740 and 745 may be coupled to a network 750. As
detailed above, all or a portion of network architecture 700
may pertorm and/or be a means for performing, either alone
or 1n combination with other elements, one or more of the
identifving, veritying, 1ssuing requesting, receiving, adding,
and fulfilling steps disclosed herein. All or a portion of net-
work architecture 700 may also be used to perform and/or be
a means for performing other steps and features set forth 1n
the 1nstant disclosure.

Client systems 710, 720, and 730 generally represent any
type or form of computing device or system, such as exem-
plary computing system 610 1n FIG. 6. Similarly, servers 740
and 745 generally represent computing devices or systems,
such as application servers or database servers, configured to
provide various database services and/or run certain software
applications. Network 750 generally represents any telecom-
munication or computer network including, for example, an
intranet, a wide area network (WAN), a local area network
(LAN), a personal area network (PAN), or the Internet. In one
example, client systems 710, 720, and/or 730 and/or servers
740 and/or 745 may include all or a portion of system 100
from FIG. 1.

As 1llustrated 1n FIG. 7, one or more storage devices 760
(1)-(N) may be directly attached to server 740. Similarly, one
or more storage devices 770(1)-(N) may be directly attached
to server 745. Storage devices 760(1)-(IN) and storage devices
770(1)-(N) generally represent any type or form of storage
device or medium capable of storing data and/or other com-
puter-readable mstructions. In certain embodiments, storage
devices 760(1)-(N) and storage devices 770(1)-(N) may rep-
resent network-attached storage (NAS) devices configured to
communicate with servers 740 and 745 using various proto-
cols, such as NFS, SMB, or CIFS.

Servers 740 and 745 may also be connected to a storage
area network (SAN) fabric 780. SAN fabric 780 generally
represents any type or form of computer network or architec-
ture capable of facilitating communication between a plural-
ity of storage devices. SAN fabric 780 may facilitate commu-
nication between servers 740 and 745 and a plurality of
storage devices 790(1)-(N) and/or an intelligent storage array
795. SAN fabric 780 may also facilitate, via network 750 and
servers 740 and 745, communication between client systems
710, 720, and 730 and storage devices 790(1)-(N) and/or

intelligent storage array 795 1in such a manner that devices
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790(1)-(N) and array 795 appear as locally attached devices
to client systems 710, 720, and 730. As with storage devices
760(1)-(N) and storage devices 770(1)-(N), storage devices
790(1)-(N) and ntelligent storage array 795 generally repre-
sent any type or form of storage device or medium capable of
storing data and/or other computer-readable 1nstructions.

In certain embodiments, and with reference to exemplary
computing system 610 of FIG. 6, a communication interface,
such as communication interface 622 1in FIG. 6, may be used
to provide connectivity between each client system 710, 720,
and 730 and network 750. Client systems 710, 720, and 730
may be able to access information on server 740 or 745 using,
for example, a web browser or other client software. Such
software may allow chient systems 710, 720, and 730 to

access data hosted by server 740, server 745, storage devices
760(1)-(N), storage devices 770(1)-(N), storage devices 790
(1)-(N), or intelligent storage array 795. Although FIG. 7
depicts the use of a network (such as the Internet) for
exchanging data, the embodiments described and/or 1llus-
trated herein are not limited to the Internet or any particular
network-based environment.

In at least one embodiment, all or a portion of one or more
of the exemplary embodiments disclosed herein may be
encoded as a computer program and loaded onto and executed
by server 740, server 745, storage devices 760(1)-(IN), storage
devices 770(1)-(N), storage devices 790(1)-(N), intelligent
storage array 795, or any combination thereof. All or aportion
of one or more of the exemplary embodiments disclosed
herein may also be encoded as a computer program, stored in
server 740, run by server 745, and distributed to client sys-
tems 710, 720, and 730 over network 750.

As detailed above, computing system 610 and/or one or
more components of network architecture 700 may perform
and/or be a means for performing, either alone or in combi-
nation with other elements, one or more steps of an exemplary
method for validating ownership of deduplicated data.

While the foregoing disclosure sets forth various embodi-
ments using specific block diagrams, flowcharts, and
examples, each block diagram component, flowchart step,
operation, and/or component described and/or illustrated
herein may be implemented, individually and/or collectively,
using a wide range of hardware, software, or firmware (or any
combination thereot) configurations. In addition, any disclo-
sure of components contained within other components
should be considered exemplary 1n nature since many other
architectures can be implemented to achieve the same func-
tionality.

In some examples, all or a portion of exemplary system 100

in FIG. 1 may represent portions of a cloud-computing or
network-based environment. Cloud-computing environ-
ments may provide various services and applications via the
Internet. These cloud-based services (e.g., software as a ser-
vice, platform as a service, infrastructure as a service, etc.)
may be accessible through a web browser or other remote
interface. Various functions described herein may be pro-
vided through a remote desktop environment or any other
cloud-based computing environment.
The process parameters and sequence of steps described
and/or 1illustrated herein are given by way of example only
and can be varied as desired. For example, while the steps
illustrated and/or described herein may be shown or discussed
in a particular order, these steps do not necessarily need to be
performed in the order illustrated or discussed. The various
exemplary methods described and/or illustrated herein may
also omit one or more of the steps described or 1illustrated
herein or include additional steps 1n addition to those dis-
closed.
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While various embodiments have been described and/or
illustrated herein 1n the context of fully functional computing
systems, one or more of these exemplary embodiments may
be distributed as a program product 1n a variety of forms,
regardless of the particular type of computer-readable-stor-
age media used to actually carry out the distribution. The
embodiments disclosed herein may also be implemented
using soltware modules that perform certain tasks. These
software modules may 1nclude script, batch, or other execut-
able files that may be stored on a computer-readable storage
medium or 1 a computing system. In some embodiments,
these software modules may configure a computing system to
perform one or more of the exemplary embodiments dis-
closed herein.

In addition, one or more of the modules described herein
may transform data, physical devices, and/or representations
of physical devices from one form to another. For example,
one or more of the modules recited herein may transform a
computing device mto a device for validating ownership of
deduplicated data.

The preceding description has been provided to enable
others skilled 1n the art to best utilize various aspects of the
exemplary embodiments disclosed herein. This exemplary
description 1s not intended to be exhaustive or to be limited to
any precise form disclosed. Many modifications and varia-
tions are possible without departing from the spirit and scope
of the mstant disclosure. The embodiments disclosed herein
should be considered 1n all respects illustrative and not
restrictive. Reference should be made to the appended claims
and their equivalents in determining the scope of the mstant
disclosure.

Unless otherwise noted, the terms “a” or “an,” as used 1n
the specification and claims, are to be construed as meaning,
“at least one of.”” In addition, for ease of use, the words
“including” and “having,” as used in the specification and
claims, are interchangeable with and have the same meaning
as the word “comprising.”

What 1s claimed 1s:

1. A computer-implemented method for validating owner-
ship of deduplicated data, at least a portion of the method
being performed by a computing device comprising at least
one processor, the method comprising:

identifying a request from a remote client to store a data

object 1n a data store that already comprises an mstance
of the data object;

in response to the request, veritying that the remote client

possesses the data object by 1ssuing, to the remote client:

a random offset:;

a random value that 1s different than the random offset;

arandomized challenge, the randomized challenge com-
prising a request for an authentication token demon-
strating possession of the data object, the authentica-
tion token comprising a hash of a combination of the
random value and a random sample of the data object,
wherein the random sample 1s based on the random
offset;

in response to the randomized challenge, recerving the

authentication token from the remote client;

in response to receiving the authentication token from the

remote client, storing the data object in the data store on
behalf of the remote client.

2. The computer-implemented method of claim 1, wherein:

the data store comprises a deduplicated data store;

storing the data object 1n the data store on behalf of the
remote client comprises adding a reference associating,
the remote client with the instance of the data object
within the deduplicated data store.
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3. The computer-implemented method of claim 1, wherein
the hash 1s generated by hashing, using a predetermined hash
function, the random sample of the data object with the ran-
dom value appended.

4. The computer-implemented method of claim 1, wherein
the random value 1s procured using a random number genera-
tor.

5. The computer-implemented method of claim 1, wherein
the authentication token 1s smaller than the data object.

6. The computer-implemented method of claim 1, wherein:

the data store stores data for a plurality of owners;

an owner within the plurality of owners has access only to

data marked as stored by the owner.

7. The computer-implemented method of claim 1, wherein:

the request to store the data object 1n the data store com-

prises a request to back up the data object to the data
store;

the request comprises a fingerprint of the data object to

uniquely identify the data object;

verilying that the remote client possesses the data object

comprises veriiying that the fingerprint 1s not being used
within the request to spoot possession of the data object.

8. A computer-implemented method for validating owner-
ship of deduplicated data, at least a portion of the method
being performed by a computing device comprising at least
one processor, the method comprising:

identifying a request from a remote client to retrieve a data

object from a data store;

in response to the request, veritying that the remote client

1s authorized to retrieve the data object by 1dentifying an

ownership relation between the remote client and the

data object, the ownership relation having been previ-

ously generated on the data store based on:

1ssuing a random oifset to the remote client;

1ssuing a random value that 1s different than the random
offset to the remote client;

1ssuing a randomized challenge to the remote client, the
randomized challenge comprising a request for an
authentication token demonstrating possession of the
data object, the authentication token comprising a
hash of a combination of the random value and a
random sample of the data object, wherein the random
sample 1s based on the random offset;

in response to the randomized challenge, receiving the
authentication token from the remote client;

in response to 1dentifying the ownership relation between

the remote client and the data object, fulfilling the
request from the remote client to retrieve the data object
from the data store by transmitting the data object to the
remote client.

9. The computer-implemented method of claim 8, wherein:

the data store comprises a deduplicated data store;

the ownership relation comprises a reference associating

the remote client with an nstance of the data object
within the deduplicated data store.

10. The computer-implemented method of claim 8,
wherein the hash 1s generated by hashing, using a predeter-
mined hash function, the random sample of the data object
with the random value appended.

11. The computer-implemented method of claim 8,
wherein the random value 1s procured using a random number
generator.

12. The computer-implemented method of claim 8,
wherein the authentication token 1s smaller than the data
object.

13. The computer-implemented method of claim 8,
wherein:
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the data store stores data for a plurality of owners;

an owner within the plurality of owners has access only to
data marked as stored by the owner.

14. A system for validating ownership of deduplicated

data, the system comprising;:

an 1dentification module programmed to 1dentify a request
from a remote client to store a data object 1n a data store
that already comprises an instance of the data object;

a challenge module programmed to, in response to the
request, verily that the remote client possesses the data
object by 1ssuing, to the remote client:

a random offset:

a random value that 1s different than the random offset;

arandomized challenge, the randomized challenge com-
prising a request for an authentication token demon-
strating possession of the data object, the authentica-
tion token comprising a hash of a combination of the
random value and a random sample of at lest a portion
of the data object, wherein the random sample 1s
based on the random offset:

an authentication module programmed to, in response to
the randomized challenge, receive the authentication
token from the remote client;

a storage module programmed to, 1n response to recerving,
the authentication token from the remote client, store the
data object in the data store on behalf of the remote
client:

at least one processor configured to execute the 1dentifica-
tion module, the challenge module, the authentication
module, and the storage module.
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15. The system of claim 14, wherein:

the data store comprises a deduplicated data store;

the storage module 1s programmed to store the data object

in the data store on behalf of the remote client by adding,
a relerence associating the remote client with the
instance of the data object within the deduplicated data
store.

16. The system of claim 14, wherein the hash 1s generated
by hashing, using a predetermined hash function, the random
sample of the data object with the random value appended.

17. The system of claim 14, wherein the challenge module
procures the random value using a random number generator.

18. The system of claim 14, wherein the authentication
token 1s smaller than the data object.

19. The system of claim 14, wherein:

the data store stores data for a plurality of owners,

an owner within the plurality of owners has access only to

data marked as stored by the owner.

20. The system of claim 14, wherein:

the request to store the data object 1n the data store com-

prises a request to back up the data object to the data
store;

the request comprises a fingerprint of the data object to

uniquely identify the data object;

the challenge module 1s programmed to verily that the

remote client possesses the data object by veritying that
the fingerprint 1s not being used within the request to
spool possession of the data object.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 8,769,627 Bl Page 1 of 1
APPLICATION NO. : 13/314496

DATED July 1, 2014

INVENTOR(S) : Fanglu Guo and Petros Efstathopoulos

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims

Claim 14, column 17, lines 14 to 20, should read:

a randomized challenge, the randomized challenge comprising a request for an authentication token
demonstrating possession of the data object, the authentication token comprising a hash of a
combination of the random value and a random sample of at least a portion of the data object, wherein

the random sample 1s based on the random offset;
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Ninth Day of December, 2014
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Michelle K. Lee
Deputy Director of the United States Patent and Trademark Olffice



	Front Page
	Drawings
	Specification
	Claims
	Corrections/Annotated Pages

