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(57) ABSTRACT

A method for reclassitying stored objects without the need to
re-access or evaluate directly such objects comprises receiv-
ing an object to be stored 1n a storage system and then asso-
ciating metadata with the object. The metadata 1s then stored
in a data storage system. The metadata 1s subsequently used to
create a plurality of classification recommendations associ-
ated with the object. A storage system implementing the

methods of the mvention includes one or more physical stor-
age means and a controller that executes one or more steps of
the mnvention.
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METADATA THAT ALLOWS REFILTERING
AND DATA RECLASSIFICATION WITHOUT
ACCESSING THE DATA

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to methods and object storage
systems that allow re-filtering and re-classification of one or
more objects via metadata without directly accessing the
object associated with the metadata.

2. Background Art

Currently, there 1s much interest 1n storage systems that can
be used to store a variety of objects. Such systems may, for
example, be used to store digital data, analog data, objects de
art, manufactured components, paper documents, other forms
of storage media such as magnetic tape, optical disk, holo-
graphic storage, and the like. Theretfore, 1n the context of data
storage systems, Information Lifecycle Management
(“ILM”) approaches, including data archive techniques,
resource management techniques, and data warehousing,
typically use a data classification mechanism with data enti-
ties such as data objects 1n object based storage, files 1n file
systems, data sets in mainframe systems, or table or matrix
subsets of a database.

In such storage systems, the common management
approach 1s to use a classification system, 1.e., when data
objects are first recerved 1n the storage system, they are indi-
vidually added to some classification grouping. When one of
the other stored objects delineated above (e.g., a painting—
object de art) are added to a storage system intended to man-
age such objects, 1t 1s also generally placed 1n the system
according to some consistent classification system. Common
archive and compliance data storage solutions invoke a data
management approach classifying data objects individually
into specific classifications.

The current art 1s based on a technique that uses a filter to
process the data and other system metadata about the object in
order to identily the preferred specific classification for a
particular object. The filtering process must resolve classifi-
cation ambiguity problems where there are many almost
equivalent potential class assignments for any particular data
object. However, a minor change 1n the focus of the business
could drive a significant change 1n the filtering process (and
thus results) which 1n turn could actually require every object
in the system to be read again and reclassified for correct
system operation. Today this would be an overwhelming per-
formance problem. Current systems avoid this problem rather
than solving it.

Accordingly, there exists a need in the prior art for

improved methods and systems for filtering and reclassitying
stored data.

SUMMARY OF THE INVENTION

The present invention solves one or more problems of the
prior art by providing 1n one embodiment a method for reclas-
sitying stored objects without the need to re-access and re-
evaluate such objects. The method of this embodiment com-
prises recerving an object to be stored 1n a storage system and
then associating metadata with the object. The metadata can
be recerved from outside the storage system with or indepen-
dent of the recerved object and/or 1t can be generated within
the storage system. The metadata 1s stored in a data storage
system part of or associated with the object storage system.
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Advantageously, the metadata 1s used to create a plurality of
classification recommendations associated with each object.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a flowchart illustrating an embodiment of the
present invention in which primary digital data 1s classified
from the metadata without necessarily requiring the system to
directly access the primary digital data;

FIG. 2 1s a flowchart 1illustrating an embodiment of the
present invention in which primary digital data 1s reclassified
using only metadata without directly accessing the primary
digital data;

FIG. 3 1s a flowchart illustrating an embodiment of the
present invention 1n which primary digital data 1s reclassified
using only the set of previous classification recommendations
without directly accessing the primary digital data;

FIG. 4 1s a flowchart illustrating an embodiment of the
present mnvention 1 which the selection for a new classifica-
tion for primary digital data 1s made using different algo-
rithms applied to the set of previous classification recommen-
dations without directly accessing the primary digital data;
and

FIG. 5 1s a schematic illustration of an embodiment of the
digital storage system of the invention.

DETAILED DESCRIPTION OF THE
EMBODIMENT(S)

PR.

(L]
By

ERRED

Retference will now be made 1n detail to presently preferred
compositions or embodiments and methods of the invention,
which constitute the best modes of practicing the mnvention
presently known to the inventors.

The term “object” as used herein “object” refers to an entity
received Irom a user or using system to be stored and man-
aged by the object storage system that 1s 1dentified to the
storage system and the user or using system by a unique
identifier such as a name, a handle, or an address. Such
entities to be stored 1include physical objects (e.g., manufac-
turing components, paintings, bottles of wine, cases of pro-
duce, assembled units like cars or disk drives, etc.), electronic
objects (e.g., digital data files, digital blocks of data, analog
data entities, etc.), and logical and virtual entities managed by
virtualizing storage systems.

The term “primary digital data™ as used herein means data
received by a data storage system from a using system that 1s
specifically known to both systems via an agreed upon 1den-
tifier. Such data 1s to be stored 1n and managed by the data
storage system and 1s 1n turn an example of a stored object.

In an embodiment of the present ivention, a method of
classiiying stored objects (1n this example the stored objects
are mstances of primary digital data) without directly access-
ing the stored object 1s provided. With reference to FIG. 1, a
flowchart illustrating the method of this embodiment 1s pro-
vided. FIG. 1 provides the initial object classification. A digi-
tal data storage system receives a data object to be stored 1n a
data storage system as indicated in Box 10. Metadata 1s then
associated with the data object (Box 12). Next, the metadata
1s stored 1n a storage device contained 1n or associated with
the data storage system as shown 1n Box 14. The metadata 1s
subsequently fed into a data classification filtering system
(Box 15) where 1t 1s used to classity the data objects by
creating a set of one or more classification recommendations
that are associated with the data object (Box 16). It should be
appreciated that the method of this embodiment uses a staged
filtering process that reviews the data and creates metadata for
input to a filter process. The filter process returns not just a
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single recommendation for data object classification (1.e., the
best classification or closest match), but an organized set of
one or more recommendations (e.g., a prioritized set, a set
organized 1n a structure such as a tree or a hierarchy, a rela-
tionship organization of the various recommendations, or
some combination of more than one type of organization of
classification recommendations). The set or vector of classi-
fication recommendations 1s associated with the data object
and stored in the storage subsystem (Box 18). Finally the best
choice 1s made for the current classification of the data object
via a selection process using the set of recommendations
(Box 19). The output to storage includes the data object and
independently also 1ncludes the classification recommenda-
tions and the metadata used by the filter to create the classi-
fication recommendations. Later, in the case where re filtering
1s advised (e.g., a change 1n the filter itsell), re filtering can be
executed without any re access of the data. Classification
recommendations are defined using algorithms that process
metadata that 1s generated as the data objects themselves are
processed (e.g., content summarizations) and also include
environmental and static metadata such as object names,
using context, creation environment and other accompanying,
object metadata. The filter process not only gives a score for
cach of the recommended classes but also retains the meta-
data input to the filter and output by the filter for each poten-
tial classification of the data object. This will allow for pro-
cesses that advise reclassification for any particular object to
access the full ordered solution set from the 1nitial filtering
operation at any subsequent time and move the data to the
more appropriate class or re evaluate the order of the recom-
mended classifications or actually re filter using the metadata
retained.

In a vaniation of the present embodiment, the plurality of
classification recommendations associated with the data
object are predetermined and stored away. Then, 1n response
to the occurrence of an event requiring reevaluation of the
data suggesting an alternative classification might be called
tor, the re-classification can be done using the metadata with-
out directly accessing the data object (FIG. 2—Box 20). The
event requiring reevaluation may be any type of event that
makes data reclassification required or desirable. For
example, addition of a product line, elimination of a division,
a natural disaster, a change 1n business direction, and the like.
Other examples of events that might drive a need for reclas-
sification include failure of a storage system component, new
information received by an enterprise concerning the stored
object that 1s communicated directly to the storage system or
may be used to change the filtering system or the classifica-
tion rules, and the like. A more specific example of such
outside the data storage 1s when a particular stored object
(e.g., a painting) 1s discovered to be a copy or a fake and must
be reclassified 1n the system (1.e., it still has value but not the
same as previously thought). One particularly common event
1s the passage of a predetermined period of time (e.g., this
might affect the classification schema applied to wines stored
in such a managed storage system). This variation represents
a significant advantage over the prior art methods of classi-
tying data in that the primary data need not be re-accessed for
classification. Examples of events that may require reclassi-
fication of stored objects include, but are not limited to, dele-
tion of the primary classification, creation of a new classifi-
cation, redefinition of a classification, passage of a
predetermined length of time, and the like. The re-classifica-
tion of the object can be the complete process (FIG. 2) where
the metadata 1s used by the filter, or 1t can be an abbreviated
process (FIG. 3) where the previous classification recommen-
dations are used. In FIG. 2, the stored metadata 1s accessed

5

10

15

20

25

30

35

40

45

50

55

60

65

4

(Box 21) and fed into the filter process (Box 22). The output
form the filter 1s a new set of classification recommendations
(Box 24) that will replace the previous set of recommenda-
tions (Box 25) and from which the new classification will be
selected for classifying the data object (Box 26). In the abbre-
viated process (FIG. 3—Box 30) the event will trigger the
accessing of the currently stored set of classification recom-
mendations (Box 32) and feeding this 1s into the selection
process (Box 34) where a new classification 1s selected as
“best” for the data object. The newly selected “best” classi-
fication for the data object could indeed be a different one
than before used, or could 1n fact turn out to be reuse of the old
classification. In FIG. 4, a number of different mechanisms
are explored to select the “best” classification to use for the
data object. Once the classification recommendation set
(CRV) 1s fed mto the selection process (Box 40), the style of
selection 1s determined (Box 42). The style can be one of the
many types, and ordering of the available types, or combina-
tions of more than one type. Some example types are struc-
tural (Box 44), via prioritization (Box 46), or relationship
based (Box 48).

In another variation of the present embodiment; classifica-
tion metadata 1s associated with each classification recom-
mendation of the one or more of the classification recommen-
dations in the set. Advantageously, the classification metadata
gives an assessment of the relevance of a particular classifi-
cation recommendation to the data object or of the relation-
ship of the recommendations to each other, thereby providing
a mechanism with which the collection of classification rec-
ommendations may be organized. For example, they may be
prioritized to form a prioritized set of classification recom-
mendations. Specifically, the one or more classification rec-
ommendations to be prioritized can be arranged 1n a priori-
tized list 1n which the recommendations are ranked from a
classification most associated with the data object to a clas-
sification least associated with the data object. In another
refinement of the present variation, the plurality of classifi-
cation recommendations are arranged 1n a tree structure, a
hierarchy, a loop, an alternating sequence, or various other
functional or structural arrangements governed by business
requirements or business rules. The organization of the rec-
ommendations could also be via a relationship network such
as by topic of content most encountered to least encountered.

As set forth above, the method of the present embodiment
includes a step 1n which metadata 1s associated with the data
object. Virtually any type of metadata used to describe the
data object 1s useable, including environmental and static
metadata. For example, the metadata may include content
summarization of the data object. Other examples of useful
metadata for the practice of the invention include, but are not
limited to, data object names, using context data, creation
environment, and combinations thereof.

In yet another embodiment of the present invention, a
digital data storage system for classifying and reclassifying is
provided. The system of this embodiment implements the
methods of the invention as set forth above. With reference to
FIG. 5, a schematic of the data storage system 1s provided.
Digital storage system 60 includes one or more data storage
devices 62-68 for physically storing digital data. Storage
system 60 also includes controller 72 which 1s operable to
perform one or more steps of the methods of the invention.
Typically, controller 72 includes one or more computer sys-
tems. Such computer systems may be one or more micropro-
cessor-based systems. Specifically, controller 72 1s operable
to recerve an object to be stored 1n a data storage system,
associate metadata with the data object, store the metadata 1n
the data storage system, use the metadata to create a plurality
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ol classification recommendations associated with the data
object, and redetermine the plurality of classification recom-
mendations associated with the data object 1n response to the
occurrence of an event requiring reevaluation of the data
using the metadata without directly accessing the data object.
In a variation of this embodiment, controller 72 1s further
operable to associate a classification score with each classi-
fication recommendation of the plurality of classification rec-
ommendations, the classification score providing an assess-
ment of the relevance of a particular classification
recommendation to the data object. In another embodiment of
the present embodiment, controller 72 1s operable to arrange
the plurality of classification recommendations 1n a priori-
tized list in which the recommendations are ranked from a
classification most associated with the data object to a clas-
sification least associated with the data object. Moreover,
controller 72 1s operable to arrange the plurality of classifi-
cation recommendations 1n a tree structure. The details of
cach of the steps performed by controller 72 are the same as
that set forth above for the methods of the imnvention.

While embodiments of the invention have been 1llustrated
and described, i1t 1s not intended that these embodiments
illustrate and describe all possible forms of the ivention.
Rather, the words used in the specification are words of
description rather than limitation, and it 1s understood that
various changes may be made without departing from the
spirit and scope of the invention.

What 1s claimed 1s:

1. A method of classitying stored objects comprising;:

for each of a plurality of objects to be stored 1n a storage

system,

a) associating metadata with the object,

b) storing the metadata in a data storage system,

¢) using the metadata to create a prioritized set of clas-
sification recommendations for the object, wherein
the classification recommendations of the prioritized
set are arranged 1n a prioritized list in which the rec-
ommendations are ranked from a classification most
associated with the object to a classification least
associated with the object based on a classification
score associated with each of the recommendations
and wherein the classification score provides an
assessment of the relevance of a particular recommen-
dation to the object,

d) storing the prioritized set of classification recommen-
dations for the object,

¢) selecting one of the classification recommendations
associated with the object to be used as the object
classification 1n the system,

1) re-determiming the prioritized set of classification rec-
ommendations for the object in response to the occur-
rence of an event requiring reevaluation of the object
using the metadata without directly accessing the
object, and

g) selecting one of the re-determined classification rec-
ommendations for the object to be used as the object
classification 1n the system.

2. The method of claim 1 wherein the event requiring
reevaluation comprises an event selected from the group con-
sisting of the passage of a determinable period of time, a
specific communication from outside the storage system, a
failure of some resource, a modification of the filtering sys-
tem, a change of rules, a modification of the classification
system, and combinations thereof.

3. The method of claim 1 wherein classification metadata 1s
associated with each classification recommendation of the
prioritized set of classification recommendations, the classi-
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fication metadata providing an assessment of the relationship
of a particular classification recommendation to the stored
object.

4. The method of claim 1 wherein the metadata includes a
component selected from the group consisting of content
summarizations, statistical assessments, environmental and
static metadata, information selected from the group consist-
ing of object names, using context information, creation envi-
ronment, and combinations thereof.

5. A method of reclassitying primary digital data without
directly accessing the primary digital data, the method com-
prising;:

for each of a plurality of data objects to be stored 1n a data

storage system,

a) associating metadata with the data object,

b) storing the metadata in the data storage system,

¢) associating a prioritized set of classification recom-
mendations using the metadata associated with the
data object, wherein the classification recommenda-
tions of the prioritized set are arranged 1n a prioritized
l1st 1n which the recommendations are ranked from a
classification most associated with the data objectto a
classification least associated with the data object
based on a classification score associated with each of
the recommendations and wherein the classification
score provides an assessment of the relevance of a
particular recommendation to the data object,

d) storing the prioritized set of classification recommen-
dations associated with the data object,

¢) re-determining the prioritized set of classification rec-
ommendations associated with the data object 1n
response to the occurrence of an event requiring
reevaluation of the data using the metadata without
directly accessing the data object, and

1) storing the re-determined prioritized set of classifica-
tion recommendations associated with the data
object.

6. A digital data storage system comprising:

one or more data storage devices for physically storing

digital data; and

a controller operable to, for each of a plurality of data

objects,

a) associate metadata with the data object,

b) store the metadata 1n the data storage system,

¢) use the metadata to create a prioritized set of classi-
fication recommendations associated with the data
object, wherein the classification recommendations
of the prioritized set are arranged in a prioritized list in
which the recommendations are ranked from a clas-
sification most associated with the data object to a
classification least associated with the data object
based on a classification score associated with each of
the recommendations and wherein the classification
score provides an assessment of the relevance of a
particular recommendation to the data object,

d) store the priontized set of classification recommen-
dations associated with the data object,

¢) re-determine the prioritized set of classification rec-
ommendations associated with the data object 1n
response to the occurrence of an event requiring
reevaluation of the data using the metadata without
directly accessing the data object, and

1) store the re-determined prioritized set of classification
recommendations associated with the data object.

7. The digital data storage system of claim 6 wherein each
classification score 1s reevaluated in step e).
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8. The digital data storage system of claim 6 wherein the
controller 1s further operable to arrange the prioritized set of
classification recommendations in a tree structure.

9. The digital data storage system of claim 6 wherein the
controller comprises one or more computer systems. 5

10. The digital data storage system of claim 9 wherein the
one or more computer systems comprise a miCroprocessor-
based system.

11. A method of classifying stored objects comprising:

for each of a plurality of objects to be stored in a storage

system,

a) associating metadata with the object,

b) storing the metadata 1n a data storage system,

¢) using the metadata to create a prioritized set of clas-
sification recommendations for the object, wherein
the classification recommendations of the prioritized 1°

10
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d) storing the prioritized set of classification recommen-
dations for the object,

¢) selecting one of the classification recommendations
associated with the object to be used as the object
classification 1n the system,

1) re-determining the prioritized set of classification rec-
ommendations for the object in response to the occur-
rence ol an event requiring reevaluation of the object
using the stored prioritized set of classification rec-
ommendations for the object without directly access-
ing the object or the metadata, and

g) storing the re-determined prioritized set of classifica-
tion recommendations associated with the object.

set are arranged 1n a prioritized list in which the rec-
ommendations are ranked from a classification most
associated with the object to a classification least
associated with the object based on a classification
score associated with each of the recommendations
and wherein the classification score provides an
assessment of the relevance of a particular recommen-
dation to the object,

20

12. The method of claim 11 wherein the event requiring
reevaluation comprises an event selected from the group con-
sisting of the passage of a determinable period of time, a
specific communication from outside the storage system, a
failure of some resource, a modification of the filtering sys-
tem, a change of rules, a modification of the classification
system, and combinations thereof.
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