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100
/ 0A

for (vari=0; i < field_extractions.length; i-++) {
var curr = field extractions[i];

it (curr.start >= extractionStart && curr,start < extractionEnd){ //is curr.start
inside the extraction? (we are starting in the extraction)
1f (start_point < extractionStart){ // would indicate there is a prev range that
hasn't becn pushed yet
wrappers.push( {start:start point, end:end point,
fields:Tields contained});
helds_contained = []; //start a new empty fields_contained array
;
start point = extractionEnd;
i(curr.end > extractionEnd) { // does the current field extend past the end
of the extraction?
end_point = curr.end;
fields_contained.push({name:curr.name,value:curr.value}); // add it to
the array of fields contained within the overall chunk we're building
} else §
end point = extractionEnd;
;
} else {
if (curr.start < extractionStart){ // current field starts before the extraction
if (curr.end > extractionStart }{ // current field ends inside or after the
extraction
tf(curr.start <end_point){ // still inside previous range
end_point = extractionStart; // make the end of the range the start of
the extraction (never end in an extraction)
fields_contained.push({name:curr.name,value:curr.value}l); // add
it to the array of fields contained within the overall chunk we're building
} else { // no longer in the previous range
wrappers.push( {start:start point, end:end point,
fields:fields contained}); // push previous range
start_point = curr.start;
end_point = extractionStart; // set new range to the beginning of this
field and ending at the start of the extraction
fields _contained = [{name:curr.name,value:curr.value}]; //start a
new fields contained array with only this current field

h

(Cont, at FIG. 10B)

FIG. 10A
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} else { // current field ends before the extraction
if' (curr.start <end point){ // current field is inside previous range
if (curr.end <end_point){ // field is completely inside the current
range
// add to fields contained
fields_contained.push({name:curr.name,value:curr.value}); //
add 1t to the array of fields contained within the overall chunk we're building
} else { // field goes past the end of the current range
end_point = curr.end;
ficlds_contained.push({name:curr.name,value:curr.value}); //
add 1t to the array of fields contained within the overall chunk we're building
;
3 else { // current field is past the previous range
wrappers.push({start:start point, end:end point,
fields:fields_contained}); // push previous range
start point = curr.start;
end_point = curr.end; // make the current field the new range
fields_contained = [ {name:curr.name,value:curr.value}]; //start a
new fields contained array with only this current field

;
;

} else { // current field starts after extraction
if ( start point == end point ){ // we must have been in an extraction and
moved our range to the very end
start point = curr.start;
end point = curr.end; // set the range to be the current field
fields contained.push({name:curr.name,value:curr.value}); // add it
to the array of hields contained within the overall chunk we're building

(Cont. at FIG. 10C)

FIG. 10B
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i else {
if (curr.start <end point){ // this field begins before the end of the
range
if(curr.end > end_point){ //field extends beyond range
end point = curr.end; //make current field endpoint the new end
of range

j

tields_contained.push({name:curr.name,value:curr.value}); // add

it to the array of fields contained within the overall chunk we're building
1 else { // this field starts after the last range

wrappers.push({start:start point, end:end point,
fields:fields_contained}); // push previous range

start point = curr.start;

end_point = curr.end; // make the current field the new range

fields_contained = [ {name:curr.name,value:curr.value}]; //start a
new fields contained array with only this current field

;
;
h

}
} /fend for

FIG. 10C
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REAL TIME INDICATION OF PREVIOUSLY
EXTRACTED DATA FIELDS FOR REGULAR
EXPRESSIONS

TECHNICAL FIELD

The present invention relates generally to data presentation
management, and more particularly, but not exclusively, to
providing real time display of event records with an indica-
tion of fields defined by previously provided extraction rules.

BACKGROUND

The rapid increase in the production and collection of
machine-generated data has created large data sets that are
difficult to search and/or otherwise analyze. The machine data
can i1nclude sequences of time stamped records that may
occur 1 one or more usually continuous streams. Further,

machine data often represents activity made up of discrete
records or events.

Often, search engines may receive data from various data
sources, including machine data. In some cases, this data may
be analyzed or processed 1n a variety of ways. However, prior
to such processing field values may need to be extracted from
the received data. Sometimes the recerved data may be
unstructured, which may make 1t difficult for systems to etfi-
ciently analyze the received data to determine what data may
be of interest and/or how to generate a field value extraction
rule. This may be especially true where the datasets are con-
sidered extremely large, such as terabytes or greater. Such
large unstructured datasets may make it difficult and time
consuming to analyze the data so as to be able to perform
various actions on the data. For example, determining extrac-
tion rules, modification rules, or the like on such large
datasets that are correct and effective may be difficult and
time consuming. Improper and/or inetfective rules may result
in 1improper value from the recerved data and/or omit signifi-
cant values. Thus, it 1s with respect to these considerations
and others that the present invention has been made.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments are
described with reference to the following drawings. In the
drawings, like reference numerals refer to like parts through-
out the various figures unless otherwise specified.

For a better understanding, reference will be made to the
tollowing Detailed Description, which is to be read 1n asso-
ciation with the accompanying drawings, wherein:

FIG. 1 1llustrates a system environment 1n which various
embodiments may be implemented;

FI1G. 2A shows arack of blade servers that may be included
1n various embodiments;

FIG. 2B illustrates an embodiment of a blade server that
may be included 1n a rack of blade servers such as that shown
in FIG. 2A;

FIG. 3 shows a client device that may be included 1n vari-
ous embodiments;

FIG. 4 1llustrates a network device that may be included in
various embodiments;

FI1G. 5 illustrates a logical flow diagram generally showing
one embodiment of an overview process for enabling real
time display of fields based on previously provided extraction
rules;

FI1G. 6 1llustrates a logical flow diagram generally showing,
one embodiment of a process for displaying event records that
emphasizes fields based on previously provided extraction
rules;
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FIG. 7 1llustrates a logical flow diagram generally showing,
one embodiment of a process for displaying previously pro-
vided extraction rules associated with a selected portion of an
event record;

FIGS. 8 A-8C 1illustrate non-exhaustive examples of a use
case of embodiments of a graphical user interface that may be
employed to enable a user to create extraction rules and to
display indications of previously extracted data fields;

FIGS. 9A-9B illustrate non-exhaustive examples of a use
case of embodiments of a graphical user interface, such as
depicted 1 FIGS. 8A-8C, to display extraction rules and/or
fields associated with a selected portion of event data; and

FIGS. 10A-10C 1llustrate a non-exhaustive example of a
code fragment for determining a part of an event record to
emphasize based on a plurality of fields.

DETAILED DESCRIPTION

Various embodiments now will be described more fully
heremafter with reference to the accompanying drawings,
which form a part hereof, and which show, by way of illus-
tration, specific embodiments by which the invention may be
practiced. The embodiments may, however, be embodied 1n
many different forms and should not be construed as limited
to the embodiments set forth herein; rather, these embodi-
ments are provided so that this disclosure will be thorough
and complete, and will Tully convey the scope of the embodi-
ments to those skilled in the art. Among other things, the
various embodiments may be methods, systems, media, or
devices. Accordingly, the various embodiments may take the
form of an entirely hardware embodiment, an entirely sofit-
ware embodiment, or an embodiment combining software
and hardware aspects. The following detailed description 1is,
therefore, not to be taken 1n a limiting sense.

Throughout the specification and claims, the following
terms take the meanings explicitly associated herein, unless
the context clearly dictates otherwise. The phrase “in one
embodiment” as used herein does not necessarily refer to the
same embodiment, though i1t may. Furthermore, the phrase
“1n another embodiment™ as used herein does not necessarily
refer to a different embodiment, although 1t may. Thus, as
described below, various embodiments may be readily com-
bined, without departing from the scope or spirit of the inven-
tion.

In addition, as used herein, the term “or” 1s an inclusive
“or” operator, and 1s equivalent to the term “and/or,” unless
the context clearly dictates otherwise. The term “based on” 1s
not exclusive and allows for being based on additional factors
not described, unless the context clearly dictates otherwise. In
addition, throughout the specification, the meaning of “a,”
“an,” and “the” include plural references. The meaning of
“mn” mcludes “in” and “on.”

For example embodiments, the following terms are also
used herein according to the corresponding meaning, unless
the context clearly dictates otherwise.

The term “machine data™ as used herein may include data
generated by machines, including, but not limited to, server
logs or other types of event data and/or event records. In at
least one of various embodiments, machine data streams may
be time stamped to create time stamped events. For example,
information processing environments, such as, firewalls,
routers, web servers, application servers and databases may
generate streams of time series data in the form of events. In
some cases, events may be generated hundreds or thousands
of times per second. In some embodiments, the machine data
may be unstructured data, structured data, and/or a combina-
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tion thereot. Unstructured data may refer to data that does not
include at least one predefined field.

As used herein, the term “event record” may refer to com-
puting data that 1s collected about an event for a computing
system, including, for example, an action, characteristic, con-
dition (or state) of the computing system. For example, such
events may be about a computing system’s performance,
actions taken by the computing system, or the like. Event
records may be obtained from various computing log files
generated by the computer’s operating system, and/or other
monitoring application. However, event records are not
restricted by a file format or structure from which the event
data 1s obtained. In various embodiments, event records may
include structured and/or unstructured machine data, and/or
any combination thereof.

The term “extraction rule” and/or “data field extraction
rule” may refer to 1instructions that may be applied to identify
and extract field values from data, such as event records. In
some embodiments, extraction rule may define a field within
event records from which to extract a value. In at least one of
various embodiments, the extraction rules may include regu-
lar expressions. The data from which extraction rules may be
applied may include structured and/or unstructured machine
data, or other type of data.

The term “regular expression” as used herein may refer to
a sequence ol constants and operators arranged 1nto expres-
sions for matching a set of strings. A regular expression 1s
often defined as a pattern matching language which can be
employed to 1dentily character strings, for example, to select
specific strings from a set of character strings. More particu-
larly, regular expressions are often defined as a context-inde-
pendent syntax that can represent a wide variety of character
sets and character set orderings. In operation, regular expres-
s10ns can be employed to search data based upon a predefined
pattern or set of patterns. As such, this pattern matching
language employs a specific syntax by which particular char-
acters or strings are selected from a body of text. Although
simple examples of regular expressions can be easily under-
stood, oftentimes, the syntax of regular expressions are so
complex that even the most experienced programmers have
difficulty in understanding them. Regular expressions may be
constructed using a variety of computer languages and con-
structs. In addition to matching, some regular expression
systems offer functionality, such as, substitution, grouping,
back references, or the like. Regular expressions and regular
expression systems may be adapted to work with non-string
data providing matching facilities for binary data.

The following briefly describes embodiments 1 order to
provide a basic understanding of some aspects of the mnven-
tion. This brief description 1s not intended as an extensive
overview. It 1s not mtended to i1dentity key or critical ele-
ments, or to delineate or otherwise narrow the scope. Its
purpose 1s merely to present some concepts 1 a simplified
form as a prelude to the more detailed description that 1s
presented later.

Briefly stated, various embodiments are directed towards
real time display of event records with an indication of pre-
viously provided extraction rules. In at least one of various
embodiments, a plurality of extraction rules may be provided
to the system. In at least one embodiment, a user interface
may be employed to enable a user to have an extraction rule
automatically generated and/or to manually enter an extrac-
tion rule. In at least one embodiment, the extraction rules may
include regular expressions. A plurality of event records may
be displayed to the user, such that text 1n a field defined by at
least one of the extraction rules 1s emphasized 1n a display of
the event record. In at least one of various embodiments,
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emphasizing the display of text in the field may include one or
more updates to the displayed text, such as dimming, high-
lighting, underlining, bolding, striking through, 1talicizing,
displaying different font, displaying different font size, dis-
playing different color, displaying different transparency,
including parenthesis around the text, and the like. In some
embodiments, the same emphasis may be provided for text 1in
overlapping fields, and 1n other embodiments 1t may be at
least somewhat different for text in overlapping fields.

The user interface may also be employed to enable the user
to select at least a portion of text 1n at least one of the event
records. Once selected, the interface may display each extrac-
tion rule associated with the selected portion. In some
embodiments, the user may roll-over or click on an empha-
s1zed part of the event record to select text 1n an event record,
which may display each extraction rule associated with the
selected text of the event record.

[lustrative Operating Environment

FIG. 1 shows components of an environment 1 which
various embodiments may be practiced. Not all of the com-
ponents may be required to practice the various embodi-
ments, and vanations in the arrangement and type of the
components may be made without departing from the spirit or
scope of the various embodiments.

In at least one embodiment, cloud network 102 enables one
or more network services for a user based on the operation of
corresponding arrangements 104 and 106 of virtually any
type ol networked computing device. As shown, the net-
worked computing devices may include extraction rule server
device 112, event records server device 114, enclosure of
blade servers 110, enclosure of server computers 116, super
computer network device 118, and the like. Although not
shown, one or more client devices may be included 1n cloud
network 102 1n one or more arrangements to provide one or
more network services to a user. Also, these arrangements of
networked computing devices may or may not be mutually
exclusive of each other.

Additionally, the user may employ a plurality of virtually
any type of wired or wireless networked computing devices to
communicate with cloud network 102 and access at least one
of the network services enabled by one or more of arrange-
ments 104 and 106. These networked computing devices may
include tablet client device 122, handheld client device 124,
wearable client device 126, desktop client device 120, and the
like. Although not shown, 1n various embodiments, the user
may also employ notebook computers, desktop computers,
microprocessor-based or programmable consumer electron-
ics, network appliances, mobile telephones, smart tele-
phones, pagers, radio frequency (RF) devices, infrared (IR)
devices, Personal Digital Assistants (PDAs), televisions, inte-
grated devices combining at least one of the preceding
devices, and the like.

One embodiment of a client device 1s described 1n more
detail below m conjunction with FIG. 3. Generally, client
devices may include virtually any substantially portable net-
worked computing device capable of communicating over a
wired, wireless, or some combination of wired and wireless
network.

In various embodiments, network 102 may employ virtu-
ally any form of communication technology and topology.
For example, network 102 can include local area networks
Personal Area Networks (PANs), (LANs), Campus Area Net-
works (CANSs), Metropolitan Area Networks (MANs) Wide
Area Networks (WANSs), direct communication connections,
and the like, or any combination thereof. On an intercon-
nected set of LANs, including those based on differing archi-
tectures and protocols, a router acts as a link between LANS,
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enabling messages to be sent from one to another. In addition,
communication links within networks may include virtually
any type of link, e.g., twisted wire pair lines, optical fibers,
open air lasers or coaxial cable, plain old telephone service
(POTS), wave guides, acoustic, full or fractional dedicated >
digital communication lines including T1, T2, T3, and T4,
and/or other carrier and other wired media and wireless
media. These carrier mechanisms may include E-carriers,
Integrated Services Digital Networks (ISDNs), universal
serial bus (USB) ports, Firewire ports, Thunderbolt ports,
Digital Subscriber Lines (DSLs), wireless links including
satellite links, or other communications links known to those
skilled 1n the art. Moreover, these communication links may
turther employ any of a variety of digital signaling technolo-
gies, including without limait, for example, DS-0, DS-1, DS-2,
DS-3, DS-4, OC-3, OC-12, OC-48, or the like. Furthermore,
remotely located computing devices could be remotely con-
nected to networks via a modem and a temporary communi-
cation link. In essence, network 102 may include virtually any »¢
communication technology by which information may travel
between computing devices. Additionally, 1n the various
embodiments, the communicated information may include
virtually any kind of information including, but not limited to
processor-readable 1instructions, data structures, program 25
modules, applications, raw data, control data, archived data,
video data, voice data, image data, text data, and the like.

Network 102 may be partially or entirely embodied by one
or more wireless networks. A wireless network may include
any of a variety ol wireless sub-networks that may further 30
overlay stand-alone ad-hoc networks, and the like. Such sub-
networks may 1nclude mesh networks, Wireless LAN
(WLAN) networks, Wireless Router (WR) mesh, cellular
networks, pico networks, PANs, Open Air Laser networks,
Microwave networks, and the like. Network 102 may further 35
include an autonomous system of intermediate network
devices such as terminals, gateways, routers, switches, fire-
walls, load balancers, and the like, which are coupled to wired
and/or wireless communication links. These autonomous
devices may be operable to move freely and randomly and 40
organize themselves arbitrarily, such that the topology of
network 102 may change rapidly.

Network 102 may further employ a plurality of wired and
wireless access technologies, e.g., 2”¢ (2G), 3™ (3G), 4
(4G), 57 (5G) generation wireless access technologies, and 43
the like, for mobile devices. These wired and wireless access
technologies may also include Global System for Mobile

communication (GSM), General Packet Radio Services
(GPRS), Enhanced Data GSM Environment (EDGE), Code

Division Multiple Access (CDMA), Wideband Code Divi- 50
sion Multiple Access (WCDMA), Long Term Evolution
Advanced (LTE), Universal Mobile Telecommunications

System (UMTS), Orthogonal frequency-division multiplex-
ing (OFDM), Wideband Code Division Multiple Access

(W-CDMA), Code Division Multiple Access 2000 55
(CDMA2000), Evolution-Data Optimized (EV-DO), High-
Speed Downlink Packet Access (HSDPA), IEEE 802.16
Worldwide Interoperability for Microwave Access (Wi1Max),
ultra wide band (UWB), user datagram protocol (UDP),
transmission control protocol/Internet protocol (TCP/IP), 60
any portion of the Open Systems Interconnection (OSI)
model protocols, Short Message Service (SMS), Multimedia
Messaging Service (MMS), Web Access Protocol (WAP),
Session Initiation Protocol/Real-time Transport Protocol
(SIP/RTP), or any of a variety of other wireless or wired 65
communication protocols. In one non-limiting example, net-
work 102 may enable a mobile device to wirelessly access a
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network service through a combination of several radio net-
work access technologies such as GSM, EDGE, SMS,

HSDPA, and the like.

One embodiment of extraction rule server device 112 1s
described in more detail below 1n conjunction with FIG. 4.
Brietly, however, extraction rule server device 112 includes
virtually any network device capable of generating and/or
managing extraction rules. In some embodiments, extraction
rule server device 112 may automatically generate extraction
rules. Devices that may be arranged to operate as extraction
rule server device 112 include wvarious network devices,
including, but not limited to personal computers, desktop
computers, multiprocessor systems, microprocessor-based or
programmable consumer electronics, network PCs, server
devices, network appliances, and the like.

Although FIG. 1 illustrates extraction rule server device
112 as a single computing device, the invention i1s not so
limited. For example, one or more functions of the extraction
rule server device 112 may be distributed across one or more
distinct network devices. Moreover, extraction rule server
device 112 1s not limited to a particular configuration. Thus,
in one embodiment, extraction rule server device 112 may
contain a plurality of network devices. In another embodi-
ment, extraction rule server device 112 may contain a plural-
ity of network devices that operate using a master/slave
approach, where one of the plurality of network devices of
extraction rule server device 112 operates to manage and/or
otherwise coordinate operations of the other network devices.
In other embodiments, the extraction rule server device 112
may operate as a plurality of network devices within a cluster
architecture, a peer-to-peer architecture, and/or even within a
cloud architecture. Thus, the invention 1s not to be construed
as being limited to a single environment, and other configu-
rations, and architectures are also envisaged.

One embodiment of event records server device 114 1s
described 1n more detail below 1n conjunction with FIG. 4.
Brietly, however, event records server device 114 includes
virtually any network device capable of collecting and/or
maintaining event records. In some embodiments, event
records server device 114 may be in communication with
extraction rule server device 112 to enable the use of extrac-
tion rules on event records. Devices that may be arranged to
operate as event records server device 114 include various
network devices, including, but not limited to personal com-
puters, desktop computers, multiprocessor systems, micro-
processor-based or programmable consumer electronics, net-
work PCs, server devices, network appliances, and the like.

Although FI1G. 1 1llustrates event records server device 114
as a single computing device, the invention 1s not so limited.
For example, one or more functions of the event records
server device 114 may be distributed across one or more
distinct network devices. Moreover, event records server
device 114 1s not limited to a particular configuration. Thus,
in one embodiment, event records server device 114 may
contain a plurality of network devices. In another embodi-
ment, event records server device 114 may contain a plurality
of network devices that operate using a master/slave
approach, where one of the plurality of network devices of
event records server device 114 operates to manage and/or
otherwise coordinate operations of the other network devices.
In other embodiments, the event records server device 114
may operate as a plurality of network devices within a cluster
architecture, a peer-to-peer architecture, and/or even within a
cloud architecture. Thus, the invention 1s not to be construed
as being limited to a single environment, and other configu-
rations, and architectures are also envisaged.
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Enclosure of Blade Servers

FIG. 2A shows one embodiment of an enclosure of blade
servers 200, which are also 1llustrated 1n FIG. 1. Enclosure of
blade servers 200 may include many more or fewer compo-
nents than those shown in FI1G. 2A. However, the components
shown are sulilicient to disclose an 1illustrative embodiment.
Generally, a blade server 1s a stripped down server computing
device with a modular design optimized to minimize the use
of physical space and energy. A blade enclosure can 1include
several blade servers and provide each with power, cooling,
network interfaces, input/output interfaces, and resource
management. Although not shown, an enclosure of server
computers typically includes several computers that merely
require a network connection and a power cord connection to
operate. Each server computer often includes redundant com-
ponents for power and 1nterfaces.

As shown 1n the figure, enclosure 200 contains power
supply 204, and input/output interface 206, rack logic 208,
several blade servers 210, 212, 214, and 216, and backplane
202. Power supply 204 provides power to each component
and blade server within the enclosure. The mnput/output inter-
tace 206 provides mnternal and external commumnication for
components and blade servers within the enclosure. Back-
plane 208 can enable passive and active communication of
power, logic, input signals, and output signals for each blade
Server.

[llustrative Blade Server

FIG. 2B illustrates an illustrative embodiment of blade
server 250, which may include many more or fewer compo-
nents than those shown. As shown 1n FIG. 2A, a plurality of
blade servers may be included 1n one enclosure that shares
resources provided by the enclosure to reduce size, power,
and cost.

Blade server 250 may include processor 252 which com-
municates with memory 256 via bus 254. Blade server 2350
may also include input/output intertace 290, processor-read-
able stationary storage device 292, and processor-readable
removable storage device 294. Input/output interface 290 can
enable blade server 250 to communicate with other blade
servers, client devices, network devices, and the like. Inter-
face 290 may provide wireless and/or wired communication
links for blade server. Processor-readable stationary storage
device 292 may include devices such as an electromagnetic
storage device (hard disk), solid state hard disk (SSD), hybnid
of both an SSD and a hard disk, and the like. Also, processor-
readable removable storage device 294 enables processor 252
to read non-transitive storage media for storing and accessing,
processor-readable instructions, modules, data structures,
and other forms of data. The non-transitive storage media
may include Flash drives, tape media, floppy media, and the
like.

Memory 256 may include Random Access Memory
(RAM), Read-Only Memory (ROM), hybrid of RAM and
ROM, and the like. As shown, memory 2356 includes operat-
ing system 258 and basic input/output system (BIOS) 260 for
cnabling the operation of blade server 250. In various
embodiments, a general-purpose operating system may be
employed such as a version of UNIX, or LINUX™, or a
specialized server operating system such as Microsoft’s Win-
dows Server™ and Apple Computer’s 10S Server™,

Memory 256 may further include one or more data storage
270, which can be utilized by blade server 250 to store, among
other things, applications 280 and/or other data. Data stores
270 may include program code, data, algorithms, and the like,
for use by processor 252 to execute and perform actions. In
one embodiment, at least some of data store 270 might also be
stored on another component of blade server 250, including,
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but not limited to, processor-readable removable storage
device 294, processor-readable stationary storage device 292,
or any other processor-readable storage device (not shown).
Data storage 270 may include, for example, event records 272
and extraction rules 274.

Applications 280 may include processor executable
instructions which, when executed by blade server 2350, trans-
mit, receive, and/or otherwise process messages, audio,
video, and enable communication with other networked com-
puting devices. Examples of application programs include
database servers, file servers, calendars, transcoders, and so
forth. Applications 280 may 1nclude, for example, extraction
rule application 282.

Human interface components (not pictured), may be
remotely associated with blade server 250, which can enable
remote mput to and/or output from blade server 250. For
example, information to a display or from a keyboard can be
routed through the input/output 1interface 290 to appropnate
peripheral human interface components that are remotely
located. Examples of peripheral human interface components
include, but are not limited to, an audio interface, a display,
keypad, pointing device, touch interface, and the like.
[lustrative Client Device

FIG. 3 shows one embodiment of client device 300 that
may include many more or less components than those
shown. Client device 300 may represent, for example, at least
one embodiment of client devices shown 1n FIG. 1.

Client device 300 may include processor 302 1n commu-
nication with memory 304 via bus 328. Client device 300 may
also include power supply 330, network interface 332, audio
interface 356, display 350, keypad 352, illuminator 354,
video interface 342, input/output interface 338, haptic inter-
face 364, global positioning systems (GPS) receiver 358,
open air gesture interface 360, temperature interface 362,
camera(s) 340, projector 346, pointing device interface 366,
processor-readable stationary storage device 334, and proces-
sor-readable removable storage device 336. Client device 300
may optionally communicate with a base station (not shown),
or directly with another computing device. And in one
embodiment, although not shown, a gyroscope may be
employed within client device 300 to measuring and/or main-
taining an orientation of client device 300.

Power supply 330 may provide power to client device 300.
A rechargeable or non-rechargeable battery may be used to
provide power. The power may also be provided by an exter-
nal power source, such as an AC adapter or apowered docking
cradle that supplements and/or recharges the battery.

Network interface 332 includes circuitry for coupling cli-
ent device 300 to one or more networks, and 1s constructed for
use with one or more communication protocols and technolo-
gies including, but not limited to, protocols and technologies
that implement any portion of the OSI model for mobile

communication (GSM), CDMA, time division multiple
access (TDMA), UDP, TCP/IP, SMS, MMS, GPRS, WAP,

UWB, WiMax, SIP/RTP, GPRS, EDGE, WCDMA, LTE,
UMTS, OFDM, CDMA2000, EV-DO, HSDPA, or any of a
variety of other wireless communication protocols. Network
interface 332 1s sometimes known as a transceiver, transceiv-
ing device, or network interface card (NIC).

Audio iterface 356 may be arranged to produce and
receive audio signals such as the sound of a human voice. For
example, audio interface 356 may be coupled to a speaker and
microphone (not shown) to enable telecommunication with
others and/or generate an audio acknowledgement for some
action. A microphone 1n audio interface 356 can also be used
for mput to or control of client device 300, e.g., using voice
recognition, detecting touch based on sound, and the like.




US 8,751,963 Bl

9

Display 350 may be a liquid crystal display (LCD), gas
plasma, electronic 1nk, light emitting diode (LED), Organic
LED (OLED) or any other type of light reflective or light
transmissive display that can be used with a computing
device. Display 350 may also include a touch interface 344
arranged to receive mput from an object such as a stylus or a
digit from a human hand, and may use resistive, capacitive,
surface acoustic wave (SAW), infrared, radar, or other tech-
nologies to sense touch and/or gestures.

Projector 346 may be a remote handheld projector or an
integrated projector that 1s capable of projecting an image on
a remote wall or any other reflective object such as a remote
screen.

Video interface 342 may be arranged to capture video
images, such as a still photo, a video segment, an infrared
video, or the like. For example, video interface 342 may be
coupled to a digital video camera, a web-camera, or the like.
Video mterface 342 may comprise a lens, an 1image sensor,
and other electronics. Image sensors may 1clude a comple-
mentary metal-oxide-semiconductor (CMOS) mtegrated cir-
cuit, charge-coupled device (CCD), or any other integrated
circuit for sensing light.

Keypad 352 may comprise any input device arranged to
receive input from a user. For example, keypad 352 may
include a push button numeric dial, or a keyboard. Keypad
352 may also include command buttons that are associated
with selecting and sending 1images.

[lluminator 354 may provide a status indication and/or
provide light. Illuminator 354 may remain active for specific
periods of time or 1n response to events. For example, when
illuminator 354 1s active, it may backlight the buttons on
keypad 352 and stay on while the client device 1s powered.
Also, illuminator 354 may backlight these buttons in various
patterns when particular actions are performed, such as dial-
ing another client device. Illuminator 354 may also cause
light sources positioned within a transparent or translucent
case of the client device to i1lluminate 1n response to actions.

Client device 300 may also comprise mnput/output interface
338 for communicating with external peripheral devices or
other computing devices such as other client devices and
network devices. The peripheral devices may include an
audio headset, display screen glasses, remote speaker system,
remote speaker and microphone system, and the like. Input/

output interface 338 can utilize one or more technologies,
such as Umiversal Serial Bus (USB), Infrared, WikF1, WiMax,

Bluetooth™, and the like.

Haptic interface 364 may be arranged to provide tactile
teedback to a user of the client device. For example, the haptic
interface 364 may be employed to vibrate client device 300 1n
a particular way when another user of a computing device 1s
calling. Temperature interface 362 may be used to provide a
temperature measurement input and/or a temperature chang-
ing output to a user of client device 300. Open air gesture
interface 360 may sense physical gestures of a user of client
device 300, for example, by using single or stereo video
cameras, radar, a gyroscopic sensor inside a device held or
worn by the user, or the like. Camera 340 may be used to track
physical eye movements of a user of client device 300.

GPS transcerver 358 can determine the physical coordi-
nates of client device 300 on the surface of the Earth, which
typically outputs a location as latitude and longitude values.
GPS transceiver 358 can also employ other geo-positioning
mechanisms, including, but not limited to, triangulation,

assisted GPS (AGPS), Enhanced Observed Time Ditlerence
(E-OTD), Cell Identifier (CI), Service Area Identifier (SAT),
Enhanced Timing Advance (ETA), Base Station Subsystem
(BSS), or the like, to further determine the physical location
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of client device 300 on the surface of the Earth. It 1s under-
stood that under different conditions, GPS transceiver 358
can determine a physical location for client device 300. In at
least one embodiment, however, client device 300 may,
through other components, provide other information that
may be employed to determine a physical location of the
device, including for example, a Media Access Control
(MAC) address, IP address, and the like.

Human interface components can be peripheral devices
that are physically separate from client device 300, allowing
for remote mput and/or output to client device 300. For
example, nformation routed as described here through
human interface components such as display 350 or keyboard
352 can 1nstead be routed through network interface 332 to
appropriate human interface components located remotely.
Examples of human interface peripheral components that
may be remote include, but are not limited to, audio devices,
pointing devices, keypads, displays, cameras, projectors, and
the like. These peripheral components may communicate
over a Pico Network such as Bluetooth™, Zighee™ and the
like. One non-limiting example of a client device with such
peripheral human interface components 1s a wearable com-
puting device, which might include a remote pico projector
along with one or more cameras that remotely communicate
with a separately located client device to sense a user’s ges-
tures toward portions of an 1image projected by the pico pro-
jector onto a reflected surface such as a wall or the user’s
hand.

A client device may 1nclude a browser application that 1s
configured to receive and to send web pages, web-based
messages, graphics, text, multimedia, and the like. The client
device’s browser application may employ virtually any pro-
gramming language, including a wireless application proto-
col messages (WAP), and the like. In at least one embodiment,
the browser application 1s enabled to employ Handheld

Device Markup Language (HDML), Wireless Markup Lan-
guage (WML), WMLScript, JavaScript, Standard General-
1zed Markup Language (SGML), Hyperlext Markup Lan-
guage (HITML), eXtensible Markup Language (XML),
HTML.S, and the like.

Memory 304 may include RAM, ROM, and/or other types
of memory. Memory 304 1llustrates an example of computer-
readable storage media (devices) for storage of information
such as computer-readable instructions, data structures, pro-
gram modules or other data. Memory 304 may store BIOS
308 for controlling low-level operation of client device 300.
The memory may also store operating system 306 for con-
trolling the operation of client device 300. It will be appreci-
ated that this component may include a general-purpose oper-
ating system such as a version of UNIX, or LINUX™, or a
specialized mobile computer communication operating sys-
tem such as Windows Phone™, or the Symbian® operating
system. The operating system may include, or interface with
a Java virtual machine module that enables control of hard-
ware components and/or operating system operations via
Java application programs.

Memory 304 may further include one or more data storage
310, which can be utilized by chient device 300 to store,
among other things, applications 320 and/or other data. For
example, data storage 310 may also be employed to store
information that describes various capabilities of client
device 300. The information may then be provided to another
device based on any of a variety of events, including being
sent as part ol a header during a communication, sent upon
request, or the like. Data storage 310 may also be employed to
store social networking information including address books,
buddy lists, aliases, user profile information, or the like. Data
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storage 310 may further include program code, data, algo-
rithms, and the like, for use by a processor, such as processor
302 to execute and perform actions. In one embodiment, at
least some of data storage 310 might also be stored on another
component of client device 300, including, but not limited to,
non-transitory processor-readable removable storage device

336, processor-readable stationary storage device 334, or
even external to the client device.

Applications 320 may include computer executable
istructions which, when executed by client device 300,
transmit, receive, and/or otherwise process 1nstructions and
data. Applications 320 may include, for example, extraction
rule application 322. Other examples of application programs
include calendars, search programs, email client applications,
IM applications, SMS applications, Voice Over Internet Pro-
tocol (VOIP) applications, contact managers, task managers,
transcoders, database programs, word processing programs,
security applications, spreadsheet programs, games, search
programs, and so forth.

Extraction rule application 322 may be configured to
enable creation of extraction rules and to display results of the
extraction rules to a user. In at least one embodiment, extrac-
tion rule application 322 may interact with and/or employed
through a web browser. In at least one of various embodi-
ments, extraction rule application 322 may be configured to
enable a user to select an emphasized (e.g., dimmed, high-
lighted, or the like) area within an event record and display
cach extraction rule, or field defined by an extraction rule,
associated with the emphasized area. In some embodiments,
embodiments, extraction rule application 322 may enable a
user to input and/or edit one or more extraction rules. In other
embodiments, extraction rule application 322 may display a
plurality of event records to a user, values extracted from the
event records using the extraction rule, statistics about the
extracted values, or the like. In any event, extraction rule
application 322 may employ processes, or parts of processes,
similar to those described 1n conjunction with FIGS. 5-7, to
perform at least some of 1ts actions.

[llustrative Network Device

FI1G. 4 shows one embodiment of network device 400 that
may be included in a system implementing the invention.
Network device 400 may include many more or less compo-
nents than those shown 1n FIG. 4. However, the components
shown are suilicient to disclose an illustrative embodiment
for practicing the present invention. Network device 400 may
represent, for example, one embodiment of at least one of
network device 112, 114, or 120 of FIG. 1.

As shown 1n the figure, network device 400 may include a
processor 402 in communication with amemory 404 via a bus
428. Network device 400 may also include a power supply
430, network interface 432, audio interface 456, display 450,
keyboard 452, input/output intertace 438, processor-readable
stationary storage device 434, processor-readable removable
storage device 436, and pointing device interface 458. Power
supply 430 provides power to network device 400.

Network interface 432 may include circuitry for coupling
network device 400 to one or more networks, and 1s con-
structed for use with one or more communication protocols
and technologies including, but not limited to, protocols and
technologies that implement any portion of the Open Systems
Interconnection model (OSI model), GSM, CDMA, time
division multiple access (TDMA), UDP, TCP/IP, SMS,
MMS, GPRS, WAP, UWB, WiMax, SIP/RTP, or any of a
variety of other wired and wireless communication protocols.
Network interface 432 1s sometimes known as a transceivet,
transceiving device, or network interface card (NIC). Net-

5

10

15

20

25

30

35

40

45

50

55

60

65

12

work device 400 may optionally communicate with a base
station (not shown), or directly with another computing
device.

Audio interface 456 1s arranged to produce and recerve
audio signals such as the sound of a human voice. For
example, audio interface 456 may be coupled to a speaker and
microphone (not shown) to enable telecommunication with
others and/or generate an audio acknowledgement for some
action. A microphone 1n audio interface 456 can also be used
for 1input to or control of network device 400, for example,
using voice recognition.

Display 450 may be a liquid crystal display (LCD), gas
plasma, electronic 1nk, light emitting diode (LED), Organic
LED (OLED) or any other type of light retlective or light
transmissive display that can be used with a computing
device. Display 450 may be a handheld projector or pico
projector capable of projecting an 1image on a wall or other
object.

Network device 400 also may also comprise input/output
interface 438 for communicating with external devices not
shown 1n FI1G. 4. Input/output interface 438 can utilize one or
more wired or wireless communication technologies, such as
USB™_ Firewire™, WiF1, WiMax, Thunderbolt™, Infrared,
Bluetooth™, Zighee™, serial port, parallel port, and the like.

Human interface components can be physically separate
from network device 400, allowing for remote 1mput and/or
output to network device 400. For example, information
routed as described here through human interface compo-
nents such as display 450 or keyboard 452 can instead be
routed through the network interface 432 to appropnate
human interface components located elsewhere on the net-
work. Human interface components can include any compo-
nent that allows the computer to take input from, or send
output to, a human user of a computer.

Memory 404 may include RAM, ROM, and/or other types
of memory. Memory 404 1llustrates an example of computer-
readable storage media (devices) for storage of information
such as computer-readable 1nstructions, data structures, pro-
gram modules or other data. Memory 404 may store BIOS
408 for controlling low-level operation of network device
400. The memory may also store operating system 406 for
controlling the operation of network device 400. It will be
appreciated that this component may include a general-pur-
pose operating system such as a version of UNIX, or
LINUX™_ or a specialized operating system such as
Microsoit Corporation’s Windows® operating system, or the
Apple Corporation’s 10S® operating system. The operating
system may include, or interface with a Java virtual machine
module that enables control of hardware components and/or
operating system operations via Java application programs.

Memory 404 may further include one or more data storage
410, which can be utilized by network device 400 to store,
among other things, applications 420 and/or other data. For
example, data storage 410 may also be employed to store
information that describes various capabilities of network
device 400. The information may then be provided to another
device based on any of a variety of events, including being
sent as part of a header during a communication, sent upon
request, or the like. Data storage 410 may also be employed to
store social networking information including address books,
buddy lists, aliases, user profile information, or the like. Data
stores 410 may further include program code, data, algo-
rithms, and the like, for use by a processor, such as processor
402 to execute and perform actions. In one embodiment, at
least some of data store 410 might also be stored on another
component of network device 400, including, but not limited
to, non-transitory media inside processor-readable removable
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storage device 436, processor-readable stationary storage
device 434, or any other computer-readable storage device
within network device 400, or even external to network
device 400.

Data storage 410 may 1nclude, for example, event records
412 and extraction rules 416. In some embodiments, event
records 412 may store data, including a plurality of event
records. In at least one of various embodiments, event records
412 may be stored by event records server device 114 of FIG.
1. Extraction rules 416 may include one or more extractions
rules. These extraction rules may be automatically created
based on a user selection of text, input by a user, and/or
otherwise provided to the system. In at least one embodiment,
extraction rules 416 may be stored and/or otherwise pro-
cessed by extraction rule server device 112 of FIG. 1.

Applications 420 may 1nclude computer executable
istructions which, when executed by network device 400,
transmit, recerve, and/or otherwise process messages (€.g.,
SMS, MMS, Instant Message (IM), email, and/or other mes-
sages), audio, video, and enable telecommunication with
another user of another client device. Other examples of
application programs include calendars, search programs,
email client applications, IM applications, SMS applications,
Voice Over Internet Protocol (VOIP) applications, contact
managers, task managers, transcoders, database programs,
word processing programs, security applications, spread-
sheet programs, games, search programs, and so forth. Appli-
cations 420 may include, for example, extraction rule appli-
cation 422.

Extraction rule application 422 may be configured to
enable creation of extraction rules and to display results of the
extraction rules to a user. In at least one embodiment, extrac-
tion rule application 422 may interact with a client device for
enabling a user to mput and/or edit one or more extraction
rules. In at least one of various embodiments, extraction rule
application 322 may be configured to enable a user to select
an emphasized (e.g., dimmed, highlighted, or the like) area
within an event record and display each extraction rule, or
field defined by an extraction rule, associated with the empha-
s1zed area. In other embodiments, extraction rule application
422 may enable a client device to display a plurality of event
records to a user, values extracted from the event records
using the extraction rule, statistics about the extracted values,
or the like. In at least one embodiment, extraction rule appli-
cation 422 may interact with event records 412 and/or extrac-
tion rules 416 to access and/or store event records and/or
extraction rules, respectively. In some embodiments, extrac-
tion rule application 422 may be employed by extraction rule
server device 112 of FIG. 1. In any event, extraction rule
application 422 may employ processes, or parts of processes,
similar to those described 1n conjunction with FIGS. 5-7, to
perform at least some of 1ts actions.

General Operation

The operation of certain aspects of the invention will now
be described with respect to FIGS. 5-7. FIG. § illustrates a
logical flow diagram generally showing one embodiment of
an overview process for enabling real time display of fields
based on previously provided extraction rules. In some
embodiments, process 500 of FIG. 5 may be implemented by
and/or executed on a single network device, such as network
device 400 of FIG. 4. In other embodiments, process 500 or
portions ol process 300 of FIG. 5 may be implemented by
and/or executed on a plurality of network devices, such as
network device 400 of FIG. 4. In yet other embodiments,
process 500 or portions of process 500 of FIG. 5 may be
implemented by and/or executed on one or more blade serv-
ers, such as blade server 250 of FIG. 2B. However, embodi-
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ments are not so limited and various combinations of network
devices, blade servers, or the like may be utilized.

Process 500 begins, after a start block, at block 502, where
a plurality of event records may be provided. In some embodi-
ments, the event records may be provided by a plurality of
different computing devices, such as client devices. In at least
one embodiment, the plurality of event records may be a
sample subset of a larger dataset of event records dataset. In
some embodiments, the larger dataset of event records may be
associated with one or more users and/or clients. As described
above, the event records may be structured data or unstruc-
tured data. Additionally, the event records may include
machine data.

Process 500 proceeds next to block 504, where data field
extraction rules may be provided. In some embodiments, a
plurality of extraction rules may be provided. The provided
extraction rules may define a field within the plurality of event
records from which to extract data (e.g., a field value).
Accordingly, 1n some embodiments, the extraction rule may
define a field within the event records independent of a pre-
determined and/or predefined structure of the event records.
Extraction rules may be provided independent of one another.
In at least one of various embodiments, two or more extrac-
tion rules may define fields that may be distinct and/or sepa-
rate fields. In other embodiments, two or more extraction
rules may define fields that partially or completely overlap
cach other.

In some embodiments, where fields overlap, an extraction
rule may define a subfield of another field. In at least one
embodiment, the other field may be defined by another
extraction rule and/or may be a structured and/or predefined
field. For example, Extraction Rule A may define a field as
“Server_ID”, which may 1nclude a name of a server and an
address of the server. Additionally, Extraction Rule B may
define a field as “Server_name”, which may include the name
ol the server, but not the address of the server. In this example,
Extraction Rule B may define a subfield of the field defined by
Extraction Rule A; or Extraction Rule B may be referred to as
a sub-rule to Extraction Rule A.

In various embodiments, one or more extraction rules may
be provided. Extraction rules may be automatically gener-
ated, manually entered by a user, previously provided/cre-
ated, provided by another system, or the like, or any combi-
nation thereof. In at least one embodiment, automatic
generation of an extraction rule may be based on a value
selected from an event record. In some embodiments, a
graphical user interface (GUI) may be employed to enable a
user to select desired text of an event record. From the
selected text, pattern recogmition algorithms may be
employed to automatically generate the extraction rule. In at
least one embodiment, the extraction rule may be a regular
EXPression.

In another embodiment, the GUI may be employed to
ecnable the user to manually 1mput the extraction rule. In at
least one embodiment, the user may enter a regular expres-
s10n or other extraction rule 1nto an editable input text box 1n
the GUI to define a field within the event records from which
to extract data.

In yet other embodiments, the user may utilize the GUI to
manually edit extraction rules (either previously automati-
cally generated extraction rules or previous user-entered
extraction rules) and receive a real time display of newly
extracted values, statistics that correspond to the extracted
values, changes to a display of the event records, or the like or
any combination thereof. Real time display of field values
based on manual editing of extraction rules 1s described in
more detail below 1n conjunction with FIG. 6.
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In some embodiments, the GUI may be employed to enable
a user to provide a field name for the extraction rule (e.g., the
field defined by the extraction rule). In other embodiments,
the system may automatically determine a field name for the
extraction rule. In at least one such embodiment, the system
may employ the extraction rule to extract a value from one or
more event records. The field name may be determined based
on this value, such as, for example, a datatype of the extracted
value (e.g., an integer), a format of the extracted value (e.g., a
phone number, URL, time/date format), or the like. In various
embodiments, the extraction rule may be automatically gen-
crated, manually input by a user, or the like, or any combina-
tion thereof.

In any event, process 500 continues next at block 506,
where the GUI may be employed to display the event records
based on the provided extraction rules 1n real time. In at least
one embodiment, the plurality of event records may be dis-
played to the user 1n virtually any order, such as, most recent,
latest, or the like.

An embodiment of a process for displaying event records
based on previously provided extraction rules 1s described in
more detail below in conjunction with FIG. 6. Briefly, how-
ever, 1n at least one embodiment, displaying an event record
based on an extraction rule may include emphasizing the
fields defined by the extractionrules (e.g., the extracted value)
in the event record. examples of such emphasizing may
include, but are not limited to, dimming, highlighting, under-
lining, bolding, striking through, 1talicizing, displaying dii-
terent font, displaying different font size, displaying different
color, displaying different transparency, including parenthe-
sis around the text, and the like. FIGS. 8B and 8C illustrate
embodiments of real time display of event records where
values associated with one or more fields defined by one or
more extraction rules are emphasized.

In some other embodiments, fields defined by different
extraction rules may be emphasized 1n a same way or different
ways. For example, 1n one embodiment, text of each defined
field may be emphasized by displaying the text in a single font
color. However, such emphasizing may make 1t difficult for a
user to distinguish between fields or to determine 11 multiple
fields overlap. In some other embodiments, each ficld may be
emphasized differently. For example, 1n one embodiment,
text of one defined field may be emphasized by displaying the
text 1n one font, and text of a different defined field may be
emphasized by displaying this text 1in a different font. How-
ever, embodiments are not so limited and other types of dis-
play emphasizing may be employed.

In some embodiments, real time display of the event
records may include displaying the event records based on the
provided extraction rules as the extraction rules are being
provided, entered, and/or edited by a user. Accordingly, the
GUI may update a display of each event record and an indi-
cation of each extracted value 1n near real time as an extrac-
tion rule 1s edited/generated. It should be understood that real
time or near real time display of data, as used herein, may
include a delay created by some processing of the data, such
as, but not limited to, a time to obtain an extraction rule, a time
to determine text to emphasize based on the extraction rules,
or the like.

Process 500 proceeds next at block 508, where a portion of
at least one event record may be selected. The portion of the
event record may include a subset, part, and/or area of a
displayed event record. For example, 1n at least one of various
embodiments, the portion may be a string of one or more
characters, numbers, letters, symbols, white spaces, or the
like. However, the selected portion 1s not limited to a subset of
the displayed event record, but 1n another embodiment, the
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portion may include the entire displayed event record. In
some other embodiments, the portion may span multiple
event records.

In some embodiments, the portion may include one or
more fields defined by one or more extraction rules. In at least
one such embodiment, the portion may be an emphasized area
of the event record, such as fields that are emphasized 1n each
event record (e.g., as described at block 506). For example,
text of an event record may be emphasized because that text 1s
associated with at least one field defined by at least one
extraction rule. In this example, the portion selected by the
user may be the emphasized text. FIG. 8C illustrates an
embodiment of emphasized portions of an event record based
on previously provided extraction rules.

In at least one of various embodiments, a GUI may be
employed to enable a user to select the portion of the event
record. The user may select the portion of the event record by
clicking on the portion of the event record, highlighting text
of an event record, rolling over or mousing-over an area of the
event record, or the like. For example, 1n at least one embodi-
ment, a user may click on an emphasized portion of an event
record to select 1t. In another embodiment, the user may roll a
pointer over the emphasized portion of the event record to
select 1t. In yet other embodiments, the user may utilize a text
selection mechanism to highlight and select text of the event
record to be the selected portion of the event record. These
embodiments are non-limiting and non-exhaustive and other
mechanisms may be employed to enable a user to select a
portion of at least one event record. FIGS. 9A-9B 1illustrate
embodiments of a GUI being employed to enable a user to
select a portion (e.g., emphasized fields) of an event record.

Process 500 continues at block 510, where extraction rules
associated with the selected portion may be displayed, which
1s described 1n more detail below 1n conjunction with FIG. 7.
Brietly, however, 1n at least one of various embodiments, a
window or pop-up box may open to display the associated
extraction rules. In some embodiments, a name of the asso-
ciated extraction rules may be displayed. In at least one such
embodiment, this name may be a name of the field defined by
the extraction rule. In other embodiments, a value of each
field defined by the extraction rule may be displayed. In at
least one such embodiment, these values may be values
extracted from the event record (from which the portion was
selected to determine the associated extraction rules) using
the associated extraction rules.

In any event, process 500 proceeds to decision block 514,
where a determination may be made whether another portion
of an event record 1s selected. In at least one embodiment, a
user may select another portion of a same or different event
record. Embodiments of block 508 may be employed to
receive a selection of another portion of an event record. IT
another portion 1s selected, then process 500 may loop to
block 510 to display extraction rules associated with the other
selected portion; otherwise, process 500 may return to a call-
ing process to perform other actions.

FIG. 6 1llustrates a logical flow diagram generally showing,
one embodiment of a process for displaying event records that
emphasizes fields based on previously provided extraction
rules. In some embodiments, process 600 of FIG. 6 may be
implemented by and/or executed on a single network device,
such as network device 400 of FIG. 4. In other embodiments,
process 600 or portions of process 600 of FIG. 6 may be
implemented by and/or executed on a plurality of network
devices, such as network device 400 of FIG. 4. In yet other
embodiments, process 600 or portions of process 600 of FIG.
6 may be implemented by and/or executed on one or more
blade servers, such as blade server 250 of F1G. 2B. However,
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embodiments are not so limited and various combinations of
network devices, blade servers, or the like may be utilized.
Some markup languages, such as HIML or XML, do not
allow overlapping tag pairs. This type of limitation can make
it difficult to display individual fields that overlap one
another, where each field may be defined by a tag pair that
may overlap another tag pair. Process 600 describes embodi-
ments for displaying overlapping and/or sub-containing sec-
tions of text (e.g., overlapping fields and/or sub-fields) within
an overlapping tag-pair-limited mark-up language, such as,
but not limited to HTML or XML. Process 600 further

describes embodiments that enable the display of overlapping
fields while preserving individual information segments (e.g.,
field values) contained within each field or tag pair.

Process 600 begins, after a start block, at block 602, where
an event record may be selected. In at least one embodiment,
event records may be randomly selected from a plurality of
event records (e.g., the plurality of event records provided at
block 502 of FIG. 5). In another embodiment, event records
may be selected 1 a predetermined order, such as chrono-
logically (e.g., based on a timestamp), reverse chronologi-
cally, alphabetically, or the like. In yet other embodiments, a
field, such as a field defined by an extraction rule, may be
utilized to determine an order of selecting event records. For
example, a field may define a server identifier and event
records may be selected based on the server identifier. How-
ever, other mechanisms and/or algorithms may be employed
for determining which event record to select.

Process 600 proceeds at block 604, where an extraction
rule may be selected. In at least one embodiment, the extrac-
tion rule may be selected from a plurality of extraction rules
that were previously provided (e.g., created, stored, or the
like). The plurality of extraction rules may have been auto-
matically generated, manually created, or the like, such as 1s
described at block 504 of FIG. 5.

Process 600 continues at block 606, where a field defined
by the selected extraction rule may be determined. In at least
one embodiment, this determination may include using the
selected extraction rule to determine and/or 1dentify text and/
or a value of the selected event record that corresponds to the
field defined by the selected extraction rule. In some embodi-
ments, this text and/or value (or a location and size of this
text/value within the selected event record) may be at least
temporarily maintained/stored and used to display the
selected event record at block 610.

In any event, process 600 proceeds to decision block 608,
where a determination may be made whether another extrac-
tion rule may be selected. In some embodiments, another
extraction rule may be selected from a plurality of extraction
rules until each of the plurality of extraction rules 1s selected.
I1 another extraction rule may be selected, then process 600
may loop to block 604 to select another extraction rule; oth-
erwise, process 600 may flow to block 610.

At block 610, the selected event record may be displayed
with an emphasis of each determined field (e.g., as deter-
mined at block 606). As described above, 1n at least one
embodiment, a display of text of each determined field may
be emphasized within the selected event record. In some
embodiments, each determined field may be emphasized 1n
the same way, such as, for example, all may be emphasized
with a light blue highlight. In other embodiments, each deter-
mined field may be emphasized in a different way, such as, for
example, each determined field may be enclosed in different
colored parentheses. However, embodiments are not so lim-
ited, and other mechanisms for emphasizing the determined
fields 1n the selected event record may be employed.
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In some embodiments, two or more determined fields may
overlap. In at least one such embodiment, the corresponding
text/values may be combined and emphasized together as a
super set field, such that each overlapping field may not be
individually distinguished from one another. Accordingly, 1n
some embodiments, the combined text may be employed to
emphasize a plurality of fields 1n a super set field that i1s
defined by a plurality of different extraction rules.

In at least one embodiment, a start and end character loca-
tion of the determined fields within the selected event record
may be utilized to determine 11 fields overlap. For example,
assume 1n the selected event record, Field A has a start char-
acter location of 5 and an end character location of 10 and
Field B has a start character location of 7 and an end char-
acter location of 15. In this example, a combined text from
character location 5 to 15 may be emphasized.

In some other embodiments, the start and end character
location of multiple determined fields may be compared to
determine a super set or most inclusive field. For example,
assume the above example 1s expanded to include Field C
that has a start character location of 5 and an end character
location of 22. In this expanded example, the combined text
that may be emphasized may be from character location 5 to
22. Additionally, 1n this expanded example, Field A and
Field_B may be sub-fields of Field_C (and may or may not be
sub-fields of each other). One example of a code fragment for
determining a super set field that contains continuous fields 1s
illustrated 1n FIGS. 10A-10C. This code fragment also stores
sub-field information for display on rollover (such as may be
utilized at blocks 708, 710, and/or 712 of FIG. 7).

In any event, process 600 continues next at decision block
612, where a determination may be made whether another
event record may be selected. In some embodiments, another
event record may be selected from a plurality of event records
until each of the plurality of event records 1s selected and
displayed. If another event record may be selected, then pro-
cess 600 may loop to block 602 to select another event record;
otherwise, process 600 may return to a calling process to
perform other actions.

FIG. 7 illustrates a logical flow diagram generally showing
one embodiment of a process for displaying previously pro-
vided extraction rules associated with a selected portion of an
event record. In some embodiments, process 700 of FIG. 7
may be implemented by and/or executed on a single network
device, such as network device 400 of FIG. 4. In other
embodiments, process 700 or portions of process 700 of FIG.
7 may be implemented by and/or executed on a plurality of
network devices, such as network device 400 of FI1G. 4. In yet
other embodiments, process 700 or portions of process 700 of
FIG. 7 may be implemented by and/or executed on one or
more blade servers, such as blade server 250 of FIG. 2B.
However, embodiments are not so limited and various com-

binations ol network devices, blade servers, or the like may be
utilized.

Process 700 begins, after a start block, at block 702, where
a portion of an event record may be selected. In at least one of
various embodiments, block 702 may employ embodiments
of block 508 to select a portion of an event record.

Process 700 proceeds to decision block 704, where a deter-
mination may be made whether there 1s one or more extrac-
tion rules associated with the selected portion that was not
previously selected at block 706. In some embodiments, pro-
cess 700 may proceed through blocks 706, 708, 710, and 712
once for each extraction rule associated with the selected
portion. IT one or more extraction rules are associated with the
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selected portion, then process 700 may flow to block 706;
otherwise, process 700 may return to a calling process to
perform other actions.

At block 706, an extraction rule associated with selected
portion may be selected. In at least one embodiment, the
selection of an extraction rule may be random, 1n a predeter-
mined order, or the like.

Process 708 proceeds next to block 708, where an 1dentifier
of the selected extraction rule may be displayed. In some
embodiments, this identifier may include a name of the field
defined by the selected extraction rule. In other embodiments,
this 1dentifier may be an extraction rule name. In yet other
embodiments, the selected extraction rule 1tself may be dis-
played.

Process 700 continues at block 710, where the selected
extraction rule may be used to extract a value from the event
record from which the selected portion was selected. In at
least one of various embodiments, the selected extraction rule
may be applied to the event records to determine data to
extract from the event record. The extracted data from the
event record may be the particular value for the event record
for the field defined by the selected extraction rule. For
example, 1f the selected extraction rule defines a field as the
characters between a first set of single brackets, then the value
for the event record “Dec 17 10:35:38 ronnie nslcd[23629]:

[401750] passwd entry uid” may be “23629”.

In any event, process 700 proceeds at block 712, where the
extracted value may be displayed. In at least one embodiment,
the extracted value may be displayed next to or in conjunction
with the 1dentifier of the selected extraction rule. An example
of a GUI displaying an identifier of the selected extraction
rule and a corresponding extracted value 1s 1illustrated in

FIGS. 9A-9B.
After block 712, process 700 may loop to decision block
704 to determine 1f there may be another extraction rule

associated with the selected portion that was not previously
selected at block 706.

It will be understood that each block of the flowchart 11lus-
tration, and combinations of blocks 1n the flowchart 1llustra-
tion, can be implemented by computer program instructions.

These program nstructions may be provided to a processor to
produce a machine, such that the instructions, which execute
on the processor, create means for implementing the actions
specified 1n the flowchart block or blocks. The computer
program instructions may be executed by a processor to cause

a series of operational steps to be performed by the processor
to produce a computer-implemented process such that the
instructions, which execute on the processor to provide steps
for implementing the actions specified in the flowchart block
or blocks. The computer program instructions may also cause
at least some of the operational steps shown in the blocks of
the flowchart to be performed in parallel. Moreover, some of
the steps may also be performed across more than one pro-
cessor, such as might arise 1n a multi-processor computer
system. In addition, one or more blocks or combinations of
blocks 1n the flowchart illustration may also be performed
concurrently with other blocks or combinations of blocks, or
even 1n a different sequence than illustrated.

Accordingly, blocks of the flowchart illustration support
combinations ol means for performing the specified actions,
combinations of steps for performing the specified actions
and program instruction means for performing the specified
actions. It will also be understood that each block of the
Howchart illustration, and combinations of blocks in the flow-
chart illustration, can be implemented by special purpose
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hardware-based systems, which perform the specified actions
or steps, or combinations of special purpose hardware and
computer mstructions.

Use Case Illustration

FIGS. 8A-8C illustrate non-exhaustive examples of use
case of embodiments of a graphical user interface that may be
employed to enable a user to create extraction rules and to
display indications of previously extracted data fields.

FIG. 8A 1llustrates a non-exhaustive example of a use case
of an embodiment of graphical user interface that may be
employed to enable a user to create extraction rules. Graphi-
cal user intertace (GUI) 800 A may include multiple viewing
windows and/or sections that each display information to a
user. For example, GUI 800 A may include records 808, input
802, input 806, extraction rule preview 804, records 808, and
extracted values 810.

Records 808 may display each event record that 1s deter-
mined based on mnputs 802 and 806. Input 802 may enable a
user to input a data source (e.g., a specific database) and/or a
data type (e.g., system log data). As illustrated, input 802 may
include one or more pull down menus of available options of
the data sources and/or data types available. However, other
menus, lists, windows, or interfaces may also be employed.
Input 806 may enable the user to define a specific filter to
apply the event records (e.g., the user may filter the event
records to display those event records that were recorded on a
particular day). In other embodiments, input 806 may enable
a user to select how the event records are selected for display.
In at least one embodiment, event records 808 may include a
subset and/or sampling of a lager data set. For example, input
806 may be used to select that event records 808 1ncludes a
predetermined number (e.g., 100) of the latest event records.
However, other result types may be used, such as oldest, most
popular, least popular, or the like, or any combination thereof.

Extraction rule preview 804 may display instructions to a
user for creating an extraction rule. For example, the user may
highlight and/or select text 1n an event record 1n records 808
to have an extraction rule automatically created. In another
example, the user may manually enter an extraction rule (e.g.,
by clicking on the “Create extraction rule” button, an editable
text box may open or become visible where the user can
manually input an extraction rule). Extraction rule preview
804 may display the extraction rule after 1t 1s created, such as
1s shown 1n FIG. 8B. Additionally, the user may be enabled to
save the extraction rule for additional processing of event
records and extracted values.

Extracted values 810 may show unique values that are
extracted from event records 808 based on an extraction rule
provided by extraction rule preview 804. As illustrated,
extracted values 810 may be empty because no extraction rule
has been provided.

FIG. 8B illustrates a non-exhaustive example of a use case
of an embodiment of a graphical user interface where an
extraction rule has been provided. GUI 800B may be an
embodiment of GUI 800A from FIG. 8A.

Extraction rule preview 804 may display the provided
extraction rule. In at least one embodiment, GUI 800B may
include editable text box 814 to enable the user to provide a
ficld name of the field defined by the extraction rule. As
described above, the extraction rule may have been automati-
cally generated based on user selected text from an event
record 1n the event records 808. In other embodiments, a user
may have manually entered the extraction rule. As 1llustrated,
the extraction rule may be displayed in editable text box 812.
Editable text box 812 may enable a user to manually edit the
extraction rule. As the user 1s manually editing the extraction
rule, records 808 may be automatically and dynamically
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updated 1n real time to show new values extracted from each
event record inrecords 808. For example, the extracted values
from each event record may be emphasized, as shown by
emphasis 824. Additionally, extracted values 810 may be
automatically and dynamically updated in real time as the 5
user edits the extraction rule.

In other embodiments, the extraction rule may be manipu-
lated by indicating an incorrect extracted value (e.g., a
counter-example). In at least one embodiment, a counter-
example may be a value extracted from an event record based 10
on an extraction rule that does not match a desired field of the
user. For example, assume an extraction rule 1s created to
define a field for a server name. However, assume the extrac-
tion rule extracts other data from at least one of the event
records. The user may indicate this other data as a counter- 15
example, and the system may automatically re-generate the
extraction rule taking this counter-example into account. In at
least one of various embodiments, a user may indicate a
counter-example by clicking on a counter-example button,
such as button 822. By clicking button 822, the system may 20
automatically re-generate the extraction rule based on the
counter example and the other extracted values.

Extracted values 810 may include one or more unique
values extracted from records 808 based on the extraction
rule. In at least one embodiment, statistics that correspond to 25
each unique extracted value may be displayed. For example,
data 816 shows a percentage of the number of times each
particular unique value 1s extracted from records 808. As
illustrated, each of these percentages may also be illustrated
as a percentage bar (e.g., percentage bar 818) for each unique 30
extracted value.

FI1G. 8C 1llustrates a non-exhaustive example of a use case
of an embodiment of graphical user interface that may be
employed to display event records with an emphasis of fields
defined by previously provided extraction rules. GUI 800C 35

may be an embodiment of GUI 800A of FIG. 8A.

GUI 800C may include mput 826. Input 826 may be a
check box or other mechanism that may be selected by a user.

In at least one embodiment, a selection of input 826 may
display records 808 with emphasized fields defined by previ- 40
ous extraction rules. As illustrated, each event record in
records 808 may include one or more emphasized sections of
text, such as sections 828 and 830. In some embodiments, an
emphasized section, such as section 830, may include a plu-
rality of at least partially overlapping fields. As shown, these 45
overlapping fields may not be distinguished from one another.
However, 1n other embodiments (not shown), these overlap-
ping lields may be distinguished from one another using
different types of emphasis.

FIGS. 9A-9B illustrate non-exhaustive examples of a use 50
case of embodiments of a graphical user interface, such as
depicted i FIGS. 8A-8C, to display extraction rules and/or
fields associated with a selected portion of an event record.

GUI 900A may be an embodiment of GUI 800C. As 1llus-
trated, a user may move a cursor or other pointer over section 55
904 to select section 904. By selecting section 904, GUI900A
may display extraction rules associated with that portion of
event record 920. In at least one embodiment, section 904
may be an embodiment of section 828 of FIG. 8C. By
employing embodiments described above, a box 906 may 60
pop-up and/or open to display an extraction rule that 1s asso-
ciated with section 904 of event record 920. In this example,
box 906 may include a fieldname of a field defined by the
associated extraction rule (“Server ID”’) and a value extracted
from event record 920 using the associated extraction rule 65
(“236297). In this illustration section 904 may be associated
with a single extraction rule.
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GUI 900B may be an embodiment of GUI 900A. As 1llus-
trated, a user may move a cursor or other pointer over section
910 to select section 910. By selecting section 910, GUI 9008
may display extraction rules associated with that portion of
event record 920. In at least one embodiment, section 910
may be an embodiment of section 830 of FIG. 8C. By
employing embodiments described above, box 912 may pop-
up and/or open to display extraction rules that are associated
with section 910 of event record 920. In some embodiments,
box 912 may be an embodiment o1box 906 of F1G. 9A. In this
example, box 912 may include a fieldname of a field defined
by each associated extraction rule and corresponding value
extracted from event record 920 using the associated extrac-
tion rules. In this example illustration, section 910 may have
three different extraction rules associated with 1t, and an
identifier of each extraction rule may be displayed in box 912
(e.g., “Error”, “Error type”, and “User 1D”). Additionally,
cach associated extraction rule may be used to extract a cor-
responding value from event record 920, which may also be
displayed 1n box 912.

Moreover, some ficlds may be sub-fields of other fields. In
this example, ficldnames “Error type” and “User ID” may be
sub-fields of fieldname “Error” because fieldname “Error”
overlaps both fieldname “Error type” and “User ID”.

FIGS. 10A-10C 1llustrate a non-exhaustive example of a
code fragment for determining a part of an event record to
emphasize based on a plurality of fields.

The above specification, examples, and data provide a
complete description of the composition, manufacture, and
use of the mvention. Since many embodiments of the inven-
tion can be made without departing from the spirit and scope
of the invention, the invention resides 1n the claims hereinat-

ter appended.

What 1s claimed 1s:

1. A computer-implemented method, comprising:

recerving raw data on a computing device;

dividing the raw data 1nto a set of time stamped searchable

cvents;

storing the set of events 1n an indexed data store;

applying an extraction rule to the set of events, wherein an

extraction rule defines a field within an event from which
to extract a value;
extracting a value from a field within an event, wherein the
value 1s extracted using the extraction rule; and

displaying the event in a graphical interface, wherein the
value extracted from the field within the event 1s empha-
s1zed.

2. The method of claim 1, wherein the set of events includes
unstructured machine data.

3. The method of claim 1, wherein the extraction rule
includes a regular expression.

4. The method of claim 1, wherein the extraction rule
includes a regular expression automatically generated to
extract a value selected from an event.

5. The method of claim 1, further comprising;

recerving iput corresponding to a selection of the empha-

s1ized value from the displayed event; and

displaying one or more extraction rules that extract the

selected emphasized value from the event when applied
to the event.

6. The method of claim 1, further comprising;

recerving mput corresponding to a selection of the empha-

sized value from the displayed event, wherein the
selected emphasized value 1s included within a plurality
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of fields defined by a plurality of extraction rules, and
wherein the plurality of fields at least partially overlap
each other; and

displaying one or more of the plurality of extraction rules.

7. The method of claim 1, further comprising:

receiving input corresponding to a selection of the empha-

s1ized value from the displayed event; and

displaying two or more extraction rules that are associated

with the selected emphasized value.

8. The method of claim 1, further comprising;

extracting an additional value from the displayed event

using an additional extraction rule; and

emphasizing the additional value differently than the dis-

played emphasized value.

9. The method of claim 1, further comprising;

extracting an additional value 1n an additional filed defined

by an additional extraction rule; and

determining that the field and the additional field overlap.

10. The method of claim 1, further comprising:

extracting an additional value 1n an additional filed defined

by an additional extraction rule;

determining that the field and the additional field overlap;

receiving mnput corresponding to a hovering or a selection

over an overlapping portion of the value and the addi-
tional value; and

concurrently displaying the value and the additional value.

11. A system, comprising:

a processor; and

a non-transitory computer-readable storage medium con-

taining nstructions configured to cause the processor to

perform operations including:

receiving raw data on a computing device;

dividing the raw data 1nto a set of time stamped search-
able events;

storing the set of events 1n an indexed data store;

applying an extraction rule to the set of events, wherein
an extraction rule defines a field within an event from
which to extract a value;

extracting a value from a field within an event, wherein
the value 1s extracted using the extraction rule; and

displaying the event 1n a graphical interface, wherein the
value extracted from the field within the event is
emphasized.

12. The system of claim 11, wherein the set of events
includes unstructured machine data.

13. The system of claim 11, wherein the extraction rule
includes a regular expression.

14. The system of claim 11, wherein the extraction rule
includes a regular expression automatically generated to
extract a value selected from an event.

15. The system of claim 11, further comprising instructions
configured to cause the processor to perform operations
including:

receiving input corresponding to a selection of the empha-

s1ized value from the displayed event; and

displaying one or more extraction rules that extract the

selected emphasized value from the event when applied
to the event.

16. The system of claim 11, further comprising instructions
configured to cause the processor to perform operations
including;

receiving input corresponding to a selection of the empha-

sized value from the displayed event, wherein the
selected emphasized value 1s included within a plurality
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of fields defined by a plurality of extraction rules, and
wherein the plurality of fields at least partially overlap
each other; and

displaying one or more of the plurality of extraction rules.

17. The system of claim 11, further comprising instructions
configured to cause the processor to perform operations
including;

recerving input corresponding to a selection of the empha-

s1ized value from the displayed event; and

displaying two or more extraction rules that are associated

with the selected emphasized value.

18. The system of claim 11, further comprising instructions
configured to cause the processor to perform operations
including:

extracting an additional value from the displayed event

using an additional extraction rule; and

emphasizing the additional value differently than the dis-

played emphasized value.

19. The system of claim 11, further comprising instructions
configured to cause the processor to perform operations
including:

extracting an additional value 1n an additional filed defined

by an additional extraction rule; and

determining that the field and the additional field overlap.

20. The system of claim 11, further comprising instructions
configured to cause the processor to perform operations
including;:

extracting an additional value 1n an additional filed defined

by an additional extraction rule;

determining that the field and the additional field overlap;

recerving mput corresponding to a hovering or a selection

over an overlapping portion of the value and the addi-
tional value; and

concurrently displaying the value and the additional value.

21. A computer-program product, tangibly embodied 1n a
non-transitory machine-readable medium, including nstruc-
tions configured to cause a data processing apparatus to:

recerve raw data on a computing device;

divide the raw data 1nto a set of time stamped searchable

cvents;

store the set of events 1n an indexed data store;

apply an extraction rule to the set of events, wherein an

extraction rule defines a field within an event from which
to extract a value;

extract a value from a field within an event, wherein the

value 1s extracted using the extraction rule; and
display the event in a graphical interface, wherein the value
extracted from the field within the event 1s emphasized.

22. The computer-program product of claim 21, wherein
the set of events includes unstructured machine data.

23. The computer-program product of claim 21, wherein
the extraction rule includes a regular expression.

24. The computer-program product of claim 21, wherein
the extraction rule includes a regular expression automati-
cally generated to extract a value selected from an event.

25. The computer-program product of claim 21, further
including instructions configured to cause the data processing
apparatus to:

recerve mput corresponding to a selection of the empha-

s1ized value from the displayed event; and

display one or more extraction rules that extract the

selected emphasized value from the event when applied
to the event.

26. The computer-program product of claim 21, further
including instructions configured to cause the data processing
apparatus to:
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receive mput corresponding to a selection of the empha- emphasize the additional value differently than the dis-
sized value from the displayed event, wherein the played emphasized value.
selected emphasized value is included within a plurality 29. The computer-program product of claim 21, further
of fields defined by a plurality of extraction rules, and including instructions configured to cause the data processing
wherein the plurality of fields at least partially overlap 5 apparatus to:
each other: and extract an additional value in an additional filed defined by

an additional extraction rule; and
determine that the field and the additional field overlap.
30. The computer-program product of claim 21, further
10 1ncluding instructions configured to cause the data processing,
apparatus to:
extract an additional value in an additional filed defined by
an additional extraction rule;
determine that the field and the additional field overlap;
15 recewve mput corresponding to a hovering or a selection
over an overlapping portion of the value and the addi-
tional value; and
concurrently display the value and the additional value.

display one or more of the plurality of extraction rules.
27. The computer-program product of claim 21, further

including instructions configured to cause the data processing
apparatus to:

receive mput corresponding to a selection of the empha-

s1ized value from the displayed event; and

display two or more extraction rules that are associated

with the selected emphasized value.

28. The computer-program product of claim 21, further
including instructions configured to cause the data processing
apparatus to:

extract an additional value from the displayed event using

an additional extraction rule; and I S T
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