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(57) ABSTRACT

An 1ncident predictor system 1s described herein for predict-
ing impactiul incidents i which server computer system
operations fail or perform poorly. According to one embodi-
ment of the invention, the incident prediction system trains a
generalized linear model (GLM) to predict when a system
health indicator will reach a level that represents an incident
for the server system.
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1
PREDICTIVE INCIDENT MANAGEMENT

PRIORITY CLAIM; RELATED APPLICATION

This application claims the benefit of Provisional Appln.
61/384,204, filed Sep. 17, 2010, the entire contents of which
1s hereby incorporated by reference as 11 fully set forth herein,
under 35 U.S.C. §119(e).

The present application 1s related to U.S. patent application
Ser. No. 12/886,891, entitled “A Continuous System Health

Indicator for Managing Computer System Alerts™, filed Sep.
21, 2010.

BACKGROUND

The approaches described 1n this section are approaches
that could be pursued, but not necessarily approaches that
have been previously concetved or pursued. Therefore, unless
otherwise indicated, 1t should not be assumed that any of the
approaches described in this section qualily as prior art
merely by virtue of their inclusion 1n this section.

Computer system technicians prefer to detect and begin
resolving incidents 1n which system operations are failing or
performing poorly before end-users of the system contact
them with complaints. To that end, organizations often invest
in monitoring soitware that 1s capable of collecting hundreds
of distinct measurements. An organization may devote
human resources to periodically reviewing the measurements
and conducting further investigation into measurements that
indicate a current or potential future incident.

One problem that arises when using such monitoring soft-
ware on a large complex system that may experience a large
number of mndependent problems 1s that alerts are generated
for 1ssues that do not require attention. Such false positive
alerts waste precious time as technicians diagnose non-prob-
lems, and false positive alerts obscure the alerts that do rep-
resent critical problems.

Single Measurement Thresholds

One approach to automated incident detection 1s to define
alerting thresholds for certain individual measurements while
leaving other measurements without thresholds, even though
those other measurements may provide insight into the nature
of the incident. One challenge of single-measurement thresh-
olds 1s that a single incident can, over time, atlect the values
of multiple measurements, often leading to each such atiected
measurement independently causing an alert. It may not be
obvious how many distinct problems need to be addressed,
with the consequent risks of redundant investigation (when a
single problem 1s treated as several) or delayed response
(when several problems are present, but one 1s incorrectly
assumed to be the root cause of the others).

Another challenge 1s that the reliability of the alert depends
on choosing the correct threshold for each individual mea-
surement. An incorrectly chosen threshold value can resultin
either generating false positive alerts or missing important
alerts. Even if thresholds for identifying critical problems
(referred to herein as a critical threshold) could be accurately
chosen, an alert 1s not generated until the system 1s already
experiencing a critical problem.

One goal 1s to be able to predict that a critical problem 1s
imminent based on a measurement value that 1s still at a
sub-critical level. A sub-critical alert would indicate that the
system 1s not yet experiencing a critical problem, but soon
will be 1f steps are not taken to thwart the impending problem.
For example, 1f a process that 1s run to generate database table
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statistics repeatedly fails, the statistics used in generating
query execution plans may become outdated over time. Even-
tually, the performance of some queries may degrade due to
relying on outdated statistics information. It may be difficult
to set a threshold that accurately predicts a problem betfore the
problem becomes critical and which does not generate too
many false positive alerts.

Another limitation of single-measurement thresholds 1s
that it 1s often necessary to examine multiple measurements in
order to identily how many users’ operations and which types
of operations are failing or executing ineificiently. If a failure
or inetficiency impacts only a single user, technicians would
usually prefer not to be alerted by the monitoring system. The
information conveyed by the occurrence of a single-measure-
ment alert 1s typically not by 1tself sullicient to accurately
prioritize the alert. A technician must be assigned to mvesti-
gate each such alert, by examiming the totality of thresholded
and un-thresholded measurements, to determine whether 1t 1s
worthwhile to take action on 1t. The effort of responding to the
alert1s wasted in those cases when the alert 1s not worth taking
action on, so technology that reduces the number of false
positive alerts would reduce labor costs.

Classification Model for Detection

In response to the shortcomings of using single-measure-
ment threshold, an alternative approach 1s to train a machine
learning algorithm to determine a relationship between avail-
able measurement values and end-users’ subjective evalua-
tions of incidents. Training such a model for incident detec-
tion requires a human to label each of a set of monitored
measurements for a certain time interval with an indication of
the human’s subjective perception ol system performance.
The labels are chosen from a short list (for example, “bad
performance”, “normal performance”). The resulting model
can be applied to the current monitored measurements to
derive an evaluation as to which label should be used to
describe the current state.

A challenge 1n implementing such a machine learning
solution 1s that historical subjective evaluations with precise
beginning and ending times of incidents are unlikely to be
available. Furthermore, the process of regularly recording
such subjective evaluations 1s an expense end-users are likely
to be reluctant to undertake 1n the absence of evidence that the
machine learning algorithm will be successftul.

Therefore, even 11 one seeks to gather subjective evalua-
tions and base alerting on what can be learned from them, 1t
would be helpiul to seed those evaluations by soliciting user
input for only those time periods during which there 1s a high
probability of user dissatisfaction. The alerts would provide
value by increasing end-user goodwill and would identify the
time 1intervals for which subjective feedback 1s most needed.
In addition to reducing the amount of data the end users are
asked to look at, directing end users to evaluate particular
time 1ntervals also facilitates tracking their progress.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention 1s illustrated by way of example, and
not by way of limitation, in the figures of the accompanying
drawings and in which like reference numerals refer to similar
clements and 1n which:

FIG. 1 1s a flow diagram showing steps for calculating a
system health indicator, according to an embodiment of the
invention;
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FIG. 2 shows an exemplary system server with user ses-
s1ons 1n different processing states, according to an embodi-
ment of the invention;

FIG. 3 1s atable showing example values for the percentage
of time spent waiting for events 1n each wait class, according
to an embodiment of the invention;

FI1G. 4 1s a flow diagram of tlow states of a prediction flow
algorithm, according to an embodiment of the invention;

FI1G. 5 1s a block diagram that 1llustrates a computer system
upon which an embodiment 1n accordance with the present
invention may be implemented;

FIG. 6 shows an example of a recall-precision curve con-
structed to select the yellow, orange, red prediction thresh-
olds, according to an embodiment of the invention.

DETAILED DESCRIPTION

In the following description, for the purposes of explana-
tion, numerous specific details are set forth in order to provide
a thorough understanding of the present invention. It will be
apparent, however, that the present invention may be prac-
ticed without these specific details. In other instances, well-
known structures and devices are shown 1n block diagram
form 1n order to avoid unnecessarily obscuring the present
invention.

General Overview

For a server computing system, an indicator that correlates
with poor performance 1s how much time active user sessions
spend waiting on events. A system health indicator based
upon the amount of time user sessions spend waiting may be
relied upon to determine whether the server system 1s expe-
riencing a problem that requires human attention. However,
even 1f the server system 1s performing inefficiently, 11 the
poor performance 1s not impacting any user or large group of
users, that it may not be necessary for the source of the poor
performance to be diagnosed and fixed. Further, when the
overall workload 1s low and/or the server system 1s responsive
overall, there may not be a need to generate an alert because
no harm or inconvenience 1s caused by the inefficiency.

Workloads that are known to be ineflicient are often run
outside of business hours, and the business conditions of the
monitoring service may preclude manually informing the
monitoring system ol when those business hours are. For
example, such workloads may include multiple concurrent
batch jobs. IT a long-running job that normally takes 2 hours
to run 1s scheduled to run unattended during the night, there 1s
probably no user waiting for the job to finish. Therefore, 1T
that same job takes four hours to complete on a poorly per-
forming server system instead of the expected 2 hours, the
longer running time would not inconvenience any user. Even
when a job experiences a more critical problem, unless that
particular job absolutely must run to completion that night,
the business might prefer to abort the job 1n the morming (it
necessary) and mvestigate its poor performance when labor
costs are lower instead of having a technician urgently alerted
in the middle of the nmight.

Thus, the health indicator should not only measure server
system performance 1n terms of user wait time, but also take
into account the extent to which users are impacted by a
performance problem so that the system health indicator only
crosses an alert threshold when the server system needs to be
fixed.

Techniques for calculating such a system health indicator
are described 1n U.S. patent application Ser. No. 12/886,891.
According to those techniques, a number of different
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4

weighted system health measurement values are combined
according to a formula to produce a single numerical value
that indicates whether a server system 1s currently experienc-
ing a problem that requires human attention.

An incident predictor system 1s described hereafter for
predicting impactiul incidents 1n which server computer sys-
tem operations fail or perform poorly. According to one
embodiment of the invention, the imncident prediction system
trains a generalized linear model (GLM) to predict when a
“system health indicator” will reach a level that represents an
incident for the server system.

Calculation of a System Health Indicator Value

As explained 1n U.S. Pat. No. 12/886,891, at a given time,
a server system such as, for example, a database server sys-
tem, a web server system, an application server system, etc,
may have a number of threads of execution actively perform-
ing work (“‘active user sessions”) requested by application
clients on behalf of users. During server system execution,
measurement values indicating time active user sessions
spend waiting on “wait events™ are collected by a measure-
ment system. These measurement values are aggregated by
the measurement system into “wait classes”. The measure-
ment system then computes the system health indicator as a
scaled sum of scaled waiting times for each wait class where
the sum 1s scaled by an amount of overall activity in the server
system and the waiting times are scaled by the user impact of
cach wait class. Better server system performance may be
indicated by a low system health indicator value and perfor-
mance degradation may be indicated by a high system health
indicator value. In an embodiment, the system health 1ndica-
tor 1s computed as:

Healthindicaront) = activityweighi(r) = Z workweight (1) = timewaiting (1)

The general steps of computing a system health 1indicator
value for a server computing system during server system
operation are illustrated 1n FIG. 1. For the purpose of expla-
nation, consider the exemplary system of FIG. 2 1n which
server system 200 1s performing work on behalf of user ses-
s1ons 230. In this example, there are 102 user sessions. There
are seven processing states 210-216 depicted inside server
system 200. The number to the left of each processing state 1s
the number of the user sessions 1n that processing state. There
are 2 user sessions that are 1n i1dle state 210, which means that
in this example, there are 100 active user sessions (idle ses-
s1ons are not active). There are 2 sessions currently running,
on CPU 211. There are 13 sessions on run queue 212 sched-
uled to run. There 1s only 1 session waiting for a transaction to
commit in processing state 213 that corresponds to wait class
“commuit.” There are 29 sessions waiting for disk I/O events to
complete 1n processing state user I/O 114 corresponding to
wait class “user I/O”. There are 15 sessions waiting for net-
work I/O 1n processing state 113 corresponding to wait class
“network”™, and 40 sessions waiting for a lock on a shared
object to be released in processing state 116 that corresponds
to wait class “user locking.” A wait class may represent wait-
ing for more than one kind of related event. For example,
there are many different events related to disc I/O (e.g. read
vs. write events). Sessions waiting for any of these events
would be considered waiting in watit class user 1/0O.

Several measurement values are retrieved from the reposi-
tory and used to determine the system health metric:
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The percentage of active user sessions’ server-side time
spent waiting for each type of wait event 1s a measure of
performance that 1s based on user session wait times. For each
wait class, the wait time for each wait class 1s aggregated
across all sessions. The percentage of time for each wait class
1s the wait time for that wait class relative to the total time user
sessions spend 1n any processing state.

For each watit class, the average number of user sessions
waiting for an event 1n that wait class 1s determined by aver-
aging the number of sessions counted 1 each wait class
across snapshots of data that 1s captured more frequently
(e.g., every five minutes) than the aggregation time interval
(e.g., once an hour). Because the measurement used in the
calculation 1s an aggregation ol multiple individually col-
lected data points, the average number might not have the
same value as the latest collected data point. Nevertheless, for
simplicity of expression, the present tense 1s used herein to
describe the average number of user sessions that are waiting
rather than the more accurate but cumbersome expression of
“have been waiting during the interval.” This use of present
tense 1s similarly used for all aggregated measurements over
the time 1nterval.

The total number of active user sessions 1s a count of all of
the user sessions waiting for any wait event in addition to the
running and scheduled to run user sessions.

the average number of active user sessions typically found
on the system: This baseline number 1s acquired during a
machine learning phase.

Returming to FIG. 1, 1n step 100, the measurement system
enters a learning cycle to determine an activity measurement
based on the average number of active user sessions normally
handled by the server system.

In Step 110, an activity weighting function 1s constructed.

In one embodiment, the activity weighting function has the
tollowing form:

EGEJI‘E vitv(t)—0.8xbaselineactivity

HCHWI]JWEIghI(I) . 1 + poctivity(t)—0.8xbaselineactivity

The activity weighting function 1s a scaling function (in
this embodiment, a logistic function) that takes as input the
sever computer system’s number of active user sessions at
time t on whose behall the server system performs work
(activity(t)). The activity weighting function 1s designed to
return an activity weighting factor that 1s a value between 0
and 1. The function returns a value of 0.5 when the current
active session count 1s 80% of the baseline average for the
system (baselineactivity) as determined during the learning
phase as described above.

The system health indicator value for a time interval 1s
determined based on the number of active sessions during that
interval along with fined grained time measurement values
for each wait class. In Step 120, the time performance mea-
surement values are retrieved from a repository. Each mea-
surement value activity(t), timewaiting (t), work (t)) 1s a roll-
ing average of the corresponding measurement over the hour
preceding time t. In an embodiment intended to provide real-
time monitoring, time t 1s the most recent time for which
measurements are available.

Inthe system health indicator computation, wait classes are
partitioned by proximate cause into 1 number of wait classes.
In an embodiment, the waiting time measurement (timewait-
ing) 1s the percentage of time that user sessions collectively
spend waiting on a particular wait class.
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For example, table 300 of FIG. 3 shows example percent-
age of wait times across all 100 active sessions for each of the
wait classes. For example, according to the table values, the
100 active sessions have spent 40% of their time waiting for
user I/O. The number of user sessions waiting in various wait
classes 1s taken from FIG. 2. As mentioned earlier, FIG. 2
shows an average (e.g. over the previous hour) of 1 session
waiting for a transaction commit to complete, 29 waiting for
user 1/0, 15 waiting for a network response, and 40 blocked
waiting for a lock to be released.

In Step 130, the total time that work 1s spent waiting on
cach of the1 wait classes 1s determined. Thus, the timewaiting,
measurement 1s an aggregation ol time that all user sessions
spent 1n wait class 1 1n relation to time spent in other states.

Each wait class time aggregation 1s also weighted based on
the amount of work waiting due to that wait class, where the
amount of work indicates the user impact of waiting for a
particular wait class and 1s a measure whose value distin-
guishes cases where a single operation or sequence of opera-
tions 1s waiting from cases where multiple, independent
operations are waiting. In an embodiment, the user impact
weighting factor, workweight , 1s a function of the average
number of user sessions that are waiting on wait class 1
(work).

In Step 140, a work impact weighting factor for the wait
time measurement for each particular wait class 1s deter-
mined. In an embodiment, workweight. i1s a logistic function
of work.. A logistic function 1s a sigmoidal function that
returns a value between 0 and 1. In an embodiment, the
logistic Tunction 1s deritved so that the function returns 0.5
when the average number of sessions waiting 1n a wait class 1s
1.5. Thus, when the average number of sessions waiting on a
wait class 1s more than 2, the impacted work weighting factor
for the time spent in that wait class will be close to 1, so that
the time spent 1n that wait class 1s fully reflected 1n the system
health idicator value. If the average number of sessions
waiting on a wait class 1s 1 or less, then the logistics function
will return a number close to 0, and the contribution to the
system health indicator of the time spent 1n that wait class 1s
greatly dimimished. In an embodiment, the following 1nstan-
tiation of the logistic function 1s used to give a slope that 1s not

too steep, enhancing the continuity of the system health 1ndi-
cator:

Eélworkj ()6

W{}FkWEfghf;- () = 1 4+ pgtwork;(t)-6

In the example of FIG. 2, the impact to work waiting for all
wait classes except for a transaction commit will recerve full
weilght, and any inetliciency created by waiting for transac-
tion commits will conftribute a diminished amount to the
system health indicator. For example, the weighting factor

applied to time spend waiting for a transaction to commit 1s
determined as:

Efil*l—ﬁ

I

I
—
 —
\D

workweight .. = e

In Step 1350, the contribution towards the system health
indicator from a particular wait class 1 1s determined by mul-
tiplying the percentage of time spent in each wait class across
active sessions by the work immpact of each wait class:
workweight *timewaiting,.
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In Step 160, the contribution towards the system health
indicator from each of the wait classes 1s added together:

Z workweight.  timewaiting..

i

For example, the contribution of each of the wait classes of
FIG. 2 1s shown 1n the table below:

Sess10ns Weighted
Walit class walting workwelght % time % time
commit 1.00 0.119 10.0 1.19
user I/O 29.0 1.00 40.0 40.0
network 15.0 1.00 30.0 30.0
user locking 40.0 1.00 20.0 20.0

In Step 170, the activity weight factor 1s determined based
on the weighting function constructed 1n Step 110. The activ-
ity weight factor, activityweight, 1s a function of the overall
active session count. Thus, the activity weight factor 1s a
welghting factor that dramatically lowers the overall system
health indicator when the server 1s processing a less than
average work load.

For example, referring again to FI1G. 2, the number of active
user sessions on Server 200 1s 100. Assuming the historical
average (baseline) number of active sessions on Server 200 1s
also 100, then the activityweight(t) 1s computed as:

IEEl 00—0.8%100 EZD

activityweighi(t) = 1 + £100—0.8+100 = 1 + 22¢

=0.999 ...

In Step 180, the system health indicator 1s determined by
applying the activity weight factor to the not-yet-weighted
system health indicator of the system determined 1n Step 160.

For example, calculating to 3 significant digits, the sum of
the contribution to the system health indicator for all the
individual wait classes of FIG. 2 1s (1.19+40.0+30.0+20.0) or
91.2. Thus, the system health indicator value for this example
1s 0.999%91.2=91.1.

In an embodiment, the flow described 1n FIG. 1 1s repeated
every ten minutes, beginning with Step 120. The fact that the
interval of measurement collection and evaluation (ten min-
utes) 1s a fraction of the interval over which each rolling
average 1s calculated (one hour) has the effect of smoothing
out the system health indicator value.

In an embodiment, the flow repeats from Step 100 every
seven days to keep the baseline activity variable consistent
with observed workloads.

Incident Predictor System

According to one embodiment of the invention, the inci-
dent predictor system of the present invention has at least
three modules: a real-time monitoring data collection mod-
ule, a base lining module, and an incident detection and
prediction module. The real-time monitoring data collection
module collects selected real-time monitoring metric values
of the target server computer system and stores the informa-
tion 1n a monitoring database for further processing. The
target server computing system can be a database server sys-
tem, a web server system, an application server system, or
virtually any other type of server computing system for which
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appropriate metrics are available. Further, the target server
computing system may be a single service computer or a

cluster of server computers. The base lining module analyzes
collected history monitoring data with the intention of deter-
mining a normal functionality baseline of the target server
computer system. In addition, based on the determined nor-
mal functionality baseline, the base lining module computes
critical thresholds for relevant metrics that define when the
target computer system 1s under stress. An abnormal situation
for the target computer system may be marked by when the
critical thresholds are exceeded. The incident detection and
prediction module detects incidents using the computed criti-
cal thresholds and incident prediction 1s accomplished using
prediction models trained on the collected history monitoring
data.

Data Collection

According to one embodiment, the real-time monitoring
data collection module of the incident predictor system col-
lects real-time metric values for the monitored server system.
Real-time 1n this circumstance means as close to real-time as
1s feasible, for example, every five minutes or more frequently
(collection interval). In one embodiment, the collection mod-
ule collects at the collection 1nterval granular metric values
for the target server system for calculating the system health
indicator described above with respect to FIG. 1. From this
real-time granular data, rolling averages are calculated on a
periodic basis, for example, every ten minutes (rollup inter-
val). Each rolling average may average real-time data col-
lected for a past period of time, for example, one hour (rollup
window length).

For example, the data collection module may repeat steps
120 through 180 of FIG. 1 at the rollup 1nterval (e.g., every ten
minutes) to produce a time-related series of system health
indicator values. In one embodiment, each produced system
health indicator value 1s stored in the monitoring database.
Each stored system health indicator value may be seasonally
labeled to indicate the time of day, week, month, etc. at which
the corresponding system health indicator value was calcu-
lated. Seasonality information may be used by the base lining
module when computing computes critical thresholds for
relevant metrics that define when the target computer system
1s under stress. For example, using the seasonality informa-
tion, the base limng module can determine that a high system
health indicator value for the target server computing system
during the middle of the night does not constitute a period of
stress while the same system health indicator value during the
middle of the day does.

In one embodiment, 1n addition to or instead of calculating,
a system health indicator value for the target server comput-
ing system at the rollup interval, the collection module cal-
culates a central processing unit (CPU) utility metric value at
the rollup interval. To calculate the CPU utility metric value,
the collection module may average CPU utility sample values
collected at the collection interval over the past rollup win-
dow length. A CPU utility sample value indicates the load on
the server computing system in terms of percentage of CPU
utilized at a particular point time or average percentage CPU
utilized over a small interval of time (e.g., less than five
minutes). A CPU utility metric value indicates the average
load on the server over arollup window 1n terms of percentage
of CPU utilized.

Whether one or both of a system health indicator value and
a CPU utility value 1s calculated at the rollup interval, both
metrics represent an average of target system performance
over a rollup window of time based on averaging granular
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samples collected during the rollup window. The base lining
module and the detection and prediction modules use rolling,
average metrics to avoid spikes 1n metric values collected at
the collection interval unduly affecting the incident detection
and predictions (e.g., generating false positive alerts or pre-
dictions) and to more reliably detect sustained periods of
stress for the target server computing system. For simplicity
ol expression, the term “rollup metric value™ will be used to
refer to a metric value that represents an average of metric
value collected or computed during a rollup window. For
example, a rollup metric value may be an average of multiple
system health indicator values computed every ten minutes
during a rollup window according to the process of FIG. 1
described above.

Base Lining Normal Functionality

In one aspect, the base lining module attempts to under-
stand normal functionality of the target server computing
system. To do so, the base limng module analyzes rollup
metric values collected over a training period (e.g., one
month) during which the rollup metric values are calculated
and collected to determine a target server computing system
activity baseline. This collected set up rollup metric values
may be referred to as “training data”. Based on the traiming,
data, the base lining module calculates critical thresholds that
bound the normal activity baseline. These critical thresholds
represent a maximum limait for the rollup metric values under
which the target server computing system can be considered
to be functioning normally Exceeding this maximum limit
defines the start of a period of stress for the target server
computing system.

Critical Thresholds

In one embodiment, a critical threshold 1s calculated 1n one
of two ways by the base lining module, either as a constant
value or as a percentile of the training data. The manner in
which a critical threshold 1s calculated may depend on the
type of the rollup metric values. For example, for system
heath indicator rollup metric values, a percentile critical
threshold may be used while for CPU utility rollup metric
values, a constant value critical threshold may be used. More
generally, a constant value critical threshold 1s approprate
when a rollup metric value that exceeds the constant value
represents stress for the target server computing system. For
example, anytime a CPU utility rollup metric value exceeds
95%, the target computing system 1s likely under stress.

A percentile critical threshold may be appropriate when a
rollup metric value that exceeds a constant value does not
necessarily represent stress for the target server computing,
system. For example, for a busy server computing system, a
high system health indicator rollup metric value can be nor-
mal, while the same high value for an 1dle system may not be
normal.

In one embodiment, the critical threshold for the system
health indicator rollup metric value 1s computed by the base
lining module as the 95th percentile or some other user-
specified percentile of the training data. A mimmum limait
may be applied to the computed critical threshold to avoid the
system health indicator critical threshold from dropping too
low for a target server system that was idle for a substantial
portion of the training period. In this case, where the critical
threshold computed based on a percentile 1s below the mini-
mum limit, the minimum limit may be used as the critical

5

10

15

20

25

30

35

40

45

50

55

60

65

10

threshold instead of the computed threshold. In one embodi-
ment, the minimum limit 1s user-specified.

Relax Thresholds

In one embodiment, the base lining module also calculates
a relax threshold for each of the computed critical thresholds

to 1ndicate the point below which the target server computing
system 1s no longer under stress. For example, the relax
threshold for a computed critical threshold may be some fixed
percentage less (e.g., 20%) than the computed critical thresh-
old. In one embodiment, to avoid repeatedly closing and
re-opening an incident as collected rollup metric values
waver above and below the relax threshold, an incident 1s
closed only after collected rollup metric values have been
continuously under the critical threshold for a pre-determined
period of time, for example, one hour and the current rollup
metric value 1s under the relax threshold.

In one embodiment, since normal activity baseline for a
target server computing system can change over time, the
base lining module regularly re-computes critical and relax
thresholds on an ongoing basis. For example, the base liming
module may re-compute critical and relax thresholds every n
number of days, for example, every seven days, using a new
more recently collected set of training data.

Prediction

The critical and relax thresholds computed by the base
lining module 1dentily current periods of target server com-
puting system stress as they occur. The incident predictor
system of the present invention may be used not only to
identify current periods of stress, but also to predict periods of
stress before they occur. In one embodiment, a data mining
prediction model using a generalized linear model (GLM)
regression algorithm is used for anticipating periods of stress.
The prediction 1s multivariate. For example, 1n one embodi-
ment 1n which the target server computing system 1s a data-
base server computing system, the following multivaniate
predictors are used to predict with good accuracy a system
health indicator value indicating stress up to thirty minutes in
advance of the predicted stress actually occurring;:

database server host rollup metric values (used memory,
machine load, cpu utility, and paging activity);

database rollup metric values (cluster, application, con-
figuration, commit, user I/0O, application database classes
metrics, and number of sessions);

system heath indicator rollup metric values; and

seasonality predictors referring to hour and day of week.

Incident Defimition and Incident Bridging

An mcident predicted by the incident predictor system can
be true positive prediction, a true negative prediction, a false
positive prediction, or a false negative prediction. A true
positive prediction 1s one where the incident predictor system
predicts an incident before the stress period actually starts. A
false positive prediction 1s one where the predicted stress
period does not actually occur. A false negative prediction 1s
one where the stress period 1s detected but was not predicted.
A true negative prediction 1s one where no stress period 1s
predicted and no stress period 1s detected.

In one embodiment, the incident predictor system employs
a technique referred to herein as incident bridging. A goal of
the incident bridging technique i1s to “bridge™ consecutive
periods of stress 1into a single incident so that less alerts are
generated by the incident predictor system. In particular,
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instead of generating an alert for each consecutive period of
stress, a single alert may be generated for all bridged periods
thereby reducing possible technician confusion resulting
from repetitive alerts.

In one embodiment, the incident predictor system bridges
incidents as follows. In case of a false positive prediction, the
predicted incident does not end until at least a pre-determined
amount of time, for example, one hour, has passed since the
last true positive prediction. In case of a true positive predic-
tion or a false negative prediction, the incident does not end
until at least the pre-determined amount of time has passed
since the last rollup metric value over the critical threshold
was collected and the latest rollup metric value collected 1s
less than the relax threshold. The pre-determined amount of
time 1s referred to herein as the bridging interval and, in one
embodiment, 1s configurable by a user of the incident predic-
tor system. The incident predictor system can generate an
alert when an incident starts and not generate another alert
until the current incident ends and a new incident starts. The
bridging interval may be used by the incident predictor sys-
tem to effectively bridge consecutive stress periods from 1nto
one single incident, thereby causing less alerts to be pro-
duced.

In one embodiment of the bridging technique, when a
prediction 1s not followed by the predicted incident (1.e., false
positive prediction), the determination that the prediction was
a false alarm 1s only made after the incident predictor system
has continuously observed an absence of impending danger
for at least the past bridging interval amount of time since the
prediction was made. During this bridging interval and so
long as the prediction model during this time does not indicate
actual or a danger of stress, a user interface of the incident
predictor system may display a message to a user that the
incident predictor system 1s “waiting for evidence” of stress.

Masking,

In one embodiment, the incident predictor system employs
a technique referred to herein as masking. A goal of the
masking technique 1s to “mask’ out time periods when the
system 1s already under stress and only present periods of
onset of system stress for the traiming of the predictor system.
Another goal of the masking techmque 1s to avoid encourag-
ing sensitivity to the early signs of spurious and short duration
“spikes” of system stress during the traiming of the predictor
system.

In one embodiment of the masking technique, the traiming
methodology refrains from evaluating or considering the
accuracy of predictions 1ssued at times when the rollup metric
value already exceeds the critical threshold for the rollup
metric.

In another embodiment of the masking technique, the pre-
dictor system refrains from evaluating or considering the
accuracy ol predictions that are followed by periods of time
within which the rollup metric value i1s above the critical
threshold for fewer than a specified number of consecutive
samples, for example 3 consecutive samples corresponding to
3 samples at an 1nterval of 10 minutes each.

Prediction Thresholds

The 1ncident predictor system computes and uses another
set of thresholds to determine whether a predicted metric
value starts an incident or not. In one embodiment, three
prediction thresholds are computed referred to herein as
“red”, “orange”, and “yellow”. The three levels determine
how reliable the prediction must be in order to merit alerting,
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the user. The red level prediction threshold 1s more conserva-
tive, 1n the sense that there 1s more emphasis on avoiding false
positives than on avoiding false negatives. The yellow level
threshold 1s more sensitive, 1n the sense that there 1s more
emphasis on avoiding false negatives than on avoiding false
positives. The orange level 1s in between the red level and the
yellow level thresholds 1n terms of sensitivity. An alert that
exceeds the red threshold 1s more likely to prove out to be a
true positive than an alert that only exceeds the yellow thresh-
old.

In one embodiment, a user of the incident predictor system
selects one of the three threshold levels for incident predictor
system to use when determining whether an incident should
be created depending on the perceived criticality of the accu-
racy of the predictions made by the incident predictor system
against the perceived need to 1dentily as many incidents as
possible as early as possible.

In the case there 1s no 1ncident currently opened for the
target server computing system, these prediction thresholds
determine when a new incident 1s created. In one embodi-
ment, where an 1incident 1s opened, when a predicted metric
value 1s greater than at least the yellow level threshold, the
opened prediction 1s updated, reinforcing the prediction. The
prediction 1s updated via an additional computer generated
report added to a series of reports generated once the incident
has been created. The series of reports together form a col-
lection herein referred to as the “incident trace”. The incident
trace, which may be presented on a graphical user interface of
the incident predictor system provides the operator the ability
to observe the progression of prediction levels from the first
alert through the actual onset of the incident where the rollup
metric value first exceeds the critical threshold level. These
progression cues allow the user to make choices on when to
react to an alert. A user may choose to defer action until the
prediction level 1s at least at yellow for example. Other sup-
porting data may be provided 1n each report conjunction with
the prediction level to further assist the user’s decision to
react.

The prediction thresholds are computed by the incident
predictor system as acceptable data points on a recall-preci-
sion curve. For a given period of time during which the
incident predictor system generates predictions for a target
server computing system (training period), recall 1s the frac-
tion of all actual incidents during the time period that were
successtully predicted (1.e., true positive predictions) and
precision 1s the fraction of all predictions made during the
time period that were true positive predictions (as opposed to
false positive predictions). An actual incident during the time
pertiod may be identified by a rollup metric value that
exceeded the critical threshold for the rollup metric value. In
one embodiment, the recall-precisions curve is calculated as
follows. First, predictions made by the incident predictor
system during a prior period of time, for example, the one
month traiming period, are sorted 1n descending order of the
forecasted value.

For each time point in the training period, the GLM model
1s used to forecast the value of the metric at the chosen future
time, for example, 30 minutes ahead, as 1f each sample 1n the
training set were being evaluated as a potential signal of
trouble.

In one embodiment, when evaluating whether to raise an
alert, the forecasted value 1s not directly compared to the
critical threshold; instead, a threshold will be applied to the
forecasted value that 1s the result of an optimization pro-
cess—this type of threshold 1s herein referred to as a “predic-
tion threshold”. For a given prediction threshold under con-
sideration, a prediction 1s considered a positive prediction 11
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the forecast exceeds the prediction threshold, or a negative
prediction 11 the forecast 1s below the prediction threshold. A
positive prediction 1s considered a true positive prediction 1
the actual future value exceeded the critical threshold or a
talse positive the actual future value was below the critical
threshold. A negative prediction 1s considered a true negative
prediction 11 the actual future value was below the critical
threshold or a false negative 1f the actual future value
exceeded the critical threshold. The optimization process
searches for the prediction threshold that will give the most
desirable trade-ofl between false positives and false nega-
tives.

In an embodiment, each distinct forecasted value (from
un-masked samples, 1f masking 1s in use) 1s conceptually
considered as a candidate for the prediction threshold.

In an embodiment, since a forecast that 1s evaluated as a
positive prediction when evaluated with prediction threshold
X will still be a positive prediction when evaluated with
prediction threshold Y, where Y<X, the search for the optimal
prediction threshold can be performed more quickly it the
forecasts to be evaluated are sorted 1n descending order.

Then, 1n an embodiment, the recall and precision for each
prospective threshold are incrementally computing according
to the following formulas:

recall=(number of true positive predictions)/(total
number of incidents during the training period of
time). The total number of incidents 1s equal to
the sum of true positive and false negative pre-
dictions.

precision=(number of true positive predictions)/(total
number of predictions made during the period of
time). The total number of predictions 1s equal to

the sum of true positive and false positive predic-
tions.

Each prospective prediction threshold partitions the
samples in the training set 1nto a subset of positive predictions
and a disjoint subset ol negative predictions. Under the
assumption that future samples will resemble the training set,
the proportion of training set samples in the positive predic-
tion partition constitutes the probability that each new sample
will be a positive prediction. For this reason, that proportion
1s referred to as the “prediction probability”.

In one embodiment, the incident predictor systems chooses
three points on the recall-precision curve that maximizes
recall at three different acceptable precision levels corre-
sponding to the “red”, “orange”, and “vellow” level predic-
tion thresholds. The recall-precision curve 1s constructed by
plotting the recall value on the y axis and the precision on the
x ax1s with each (x-y) pair corresponding to a point on the list
of predictions sorted 1n descending order of prediction prob-
ability for the traiming data set. See FIG. 6 for a sample
recall-precision curve. The red, orange, and yellow thresh-
olds are i1dentified using the F-metric given by:

precision# recall

Fo=(14+p"
p=1+F J3% = precision + recall

The red level puts the emphasis on precision (=0.5). The
orange level weighs precision and recall equally (=1). The
yellow level puts the emphasis on recall (=2). For each alert
level (red, orange, and yellow), the prediction probabaility that

maximizes the corresponding F-metric 1s selected as the
threshold.

Tuning Prediction Thresholds by False Positive
Limait

In one embodiment, when the historical prediction data
used to calculate the prediction thresholds does not include a
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suificient number of actual incidents, the prediction thresh-
olds can drop to a level such that the incident predictor system
generates too many false positive predictions. In one embodi-
ment, this problem 1s solved by adding a maximum limit of
acceptable false positive predictions per period of time, for
example, per day, when choosing points on the recall-preci-
s1on curve. In one embodiment, this maximum false positive
prediction rate limit 1s configurable by a user of the incident
predictor system through a graphical user interface driven by
the 1incident predictor system. The false positive prediction
rate limit as configurable by the user, for example 1 false
positive prediction per day, 1s translated by the icident pre-
dictor system to a false positive prediction rate limit corre-
sponding to the actual prediction interval, every 10 minutes
for example. For example, a user specified false prediction
rate limit of one per day will be translated 1into a correspond-
ing incident predictor false positive prediction rate of one
false prediction 1n 144 predictions when the predicition inter-
val 1s every 10 minutes for example. The adjustment of the
false prediction rate limit on the user interface has the equiva-
lent impact of selecting a different set of red, orange, yellow
points on the recall-precision curve

Prediction Flow Algorithm

According to one embodiment of the mvention, the 1nci-
dent predictor system performs a prediction tlow algorithm.
Inputs to the algorithm are real-time granular monitoring data
collected for the target server computing system. Outputs are
alerts that represent current incidents and predicted incidents.
For the incident predictor system to predict incidents from
input monitoring data, the input monitoring data passes and 1s
transformed through several stages of the algorithm called
“flow states™.

In one embodiment of the invention, the incident predictor
system persists data at each flow state to the momitoring
database. The monitoring database may be organized accord-
ing to a database schema for storing the data at each flow state.
If the incident predictor system goes oflline, upon starting up
again, the system will read the last flow state 1t was 1n from the
monitoring database and restart the prediction flow algorithm
from that tlow state.

Turning again to the drawings, FIG. 4 1s a flow diagram of
the flow states of the prediction flow algorithm according to
an embodiment of the invention. The flow starts in the GATH-
ER BUILD DATA state 401. The flow remains 1n this state
401 until a sufficient amount of rollup metric values for the
target server computing system have been collected (traiming
period). What 1s a suificient amount (1.e., the length of the
training period) 1s defined by a configuration parameter of the
incident predictor system. In one embodiment, the default
value of this configuration parameter 1s five days.

When the sufficient amount of rollup metric values have
been collected, the flow proceeds to the OTHER_METRIC-
S_COMP state 402. In this state 402, the flow computes
system health indictor values using the rollup metric values
collected during the training period. To do so, the algorithm of
FIG. 1 may be performed. As aresult, a series of system health
indicator values are produced from the collected training data
of rollup metric values. For example, 11 the training period
was live days, a system health indicator value may be com-
puted for regular intervals during the training period such as,
for example, every ten minutes. In addition to system health
indicator values, other metric values based on the training
data may be computed during state 402 such as, for example,
CPU utility metric values. The metric values computed at
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state 402 may be stored in the momnitoring database and
become part of the training data.

After computing additional metric values for the training
period at state 402 based on the training data collected during,
state 401, the flow proceeds to the THRESHOLD COMP
state 403. In this state 403, critical thresholds for metrics to be
predicted are computed based on the training data collected
and computed at states 401 and 402 of the flow. In one
embodiment, either or both of a CPU utility metric and a
system health indicator metric are to be predicted. However,
other metrics may be predicted by the incident predictor
system and embodiments are not limited to only the CPU
utility metric or the system health indicator metric. Compu-
tation of a critical threshold for a metric to be predicted 1s
based on the training data collected and computed at states
401 and 402 of the flow.

In one embodiment, the critical threshold computed for a
metric to be predicted 1s either a percentile or a constant value.
As mentioned previously, whether a percentile or a constant
value 1s computed may depend on the type of the metric to be
predicted. In one embodiment, 11 a metric to be predicted 1s
CPU utility or similar, then a constant value critical threshold
1s computed from the training data. If a metric to be predicted
1s the system health indicator or similar, then a percentile
critical threshold 1s computed from the training data. In addi-
tion to computing a critical threshold for each metric to be
predicted, a relax threshold for the metric to be predicted 1s
also computed. Once the critical and relax thresholds have

been computed, the tlow proceeds to the PREPARE_DATA
state 404.

In state 404, the flow prepares data for initial prediction
model building. In one embodiment, this state 404 includes
dynamically creating tables 1n the monitoring database that
represent the prediction model. In one embodiment, the
dynamically created tables are dropped and recreated every
s1X hours, when the prediction model 1s retrained.

After the prediction model has been prepared for build at
state 404, the model 1s trained during the BUILD _MODEL
state 405. In one embodiment, this includes computation of
the “red”, “orange”, and “yellow” prediction thresholds.

After the prediction model has been built at state 405, the
flow proceeds to the SCORE_DATA state 406. The flow
remains 1n this state and scores incoming rollup metric val-
ues, predicting metrics, creating incidents, and generating,
alerts, for example, by e-mail, 1n the case incidents are cre-
ated. In one embodiment, the tlow rebuilds the prediction
module every six hours, adding to the training set the latest
data and re-computing the critical and relax thresholds every
seven days, using the last month of training data relative to a
current score date.

Hardware Overview

According to an embodiment, the techniques described
herein are implemented by one or more special-purpose com-
puting devices. The special-purpose computing devices may
be hard-wired to perform the techniques, or may include
digital electronic devices such as one or more application-
specific integrated circuits (ASICs) or field programmable
gate arrays (FPGAs) that are persistently programmed to
perform the techniques, or may include one or more general
purpose hardware processors programmed to perform the
techniques pursuant to program instructions in firmware,
memory, other storage, or a combination. Such special-pur-
pose computing devices may also combine custom hard-
wired logic, ASICs, or FPGAs with custom programming to
accomplish the techniques. The special-purpose computing
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devices may be desktop computer systems, portable com-
puter systems, handheld devices, networking devices or any
other device that incorporates hard-wired and/or program
logic to implement the techniques.

For example, FI1G. 5 1s a block diagram that illustrates a
computer system 500 upon which an embodiment of the
invention may be mmplemented. Computer system 500
includes a bus 502 or other communication mechanism for
communicating information, and a hardware processor 504
coupled with bus 502 for processing information. Hardware
processor 504 may be, for example, a general purpose micro-
Processor.

Computer system 500 also includes a main memory 506,
such as a random access memory (RAM) or other dynamic
storage device, coupled to bus 502 for storing information and
instructions to be executed by processor 504. Main memory
506 also may be used for storing temporary variables or other
intermediate information during execution of mstructions to
be executed by processor 504. Such instructions, when stored
in storage media accessible to processor 504, render com-
puter system 500 into a special-purpose machine that 1s cus-
tomized to perform the operations specified in the mnstruc-
tions.

Computer system 500 further includes a read only memory
(ROM) 508 or other static storage device coupled to bus 502
for storing static information and instructions for processor
504. A storage device 510, such as a magnetic disk or optical
disk, 1s provided and coupled to bus 502 for storing informa-
tion and instructions.

Computer system 500 may be coupled via bus 502 to a
display 512, such as a cathode ray tube (CRT), for displaying
information to a computer user. An mput device 514, includ-
ing alphanumeric and other keys, 1s coupled to bus 502 for
communicating information and command selections to pro-
cessor 304. Another type of user input device 1s cursor control
516, such as a mouse, a trackball, or cursor direction keys for
communicating direction information and command selec-
tions to processor 504 and for controlling cursor movement
on display 512. This input device typically has two degrees of
freedom 1n two axes, a first axis (e.g., X) and a second axis
(e.g., v), that allows the device to specily positions 1n a plane.

Computer system 500 may implement the techniques
described herein using customized hard-wired logic, one or
more ASICs or FPGAs, firmware and/or program logic which
in combination with the computer system causes or programs
computer system 500 to be a special-purpose machine.
According to one embodiment, the techniques herein are
performed by computer system 300 in response to processor
504 executing one or more sequences ol one or more 1nstruc-
tions contained in main memory 306. Such instructions may
be read into main memory 506 from another storage medium,
such as storage device 510. Execution of the sequences of
instructions contained 1n main memory 306 causes processor
504 to perform the process steps described herein. In alterna-
tive embodiments, hard-wired circuitry may be used 1n place
of or 1n combination with software 1nstructions.

The term “storage media” as used herein refers to any
media that store data and/or instructions that cause a machine
to operate 1n a specific fashion. Such storage media may
comprise non-volatile media and/or volatile media. Non-
volatile media includes, for example, optical or magnetic
disks, such as storage device 510. Volatile media includes
dynamic memory, such as main memory 506. Common forms
of storage media include, for example, a tloppy disk, a flexible
disk, hard disk, solid state drive, magnetic tape, or any other
magnetic data storage medium, a CD-ROM, any other optical
data storage medium, any physical medium with patterns of
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holes, a RAM, a PROM, and EPROM, a FLASH-EPROM,
NVRAM, any other memory chip or cartridge.

Storage media 1s distinct from but may be used 1n conjunc-
tion with transmission media. Transmission media partici-
pates 1n transferring information between storage media. For
example, transmission media includes coaxial cables, copper
wire and fiber optics, including the wires that comprise bus
502. Transmission media can also take the form of acoustic or
light waves, such as those generated during radio-wave and
inira-red data communications.

Various forms of media may be involved 1n carrying one or
more sequences ol one or more mstructions to processor 504
for execution. For example, the instructions may 1nitially be
carried on a magnetic disk or solid state drive of a remote
computer. The remote computer can load the instructions into
its dynamic memory and send the instructions over a tele-
phone line using a modem. A modem local to computer
system 500 can recerve the data on the telephone line and use
an inira-red transmitter to convert the data to an inira-red
signal. Aninfra-red detector canreceive the data carried in the
inira-red signal and appropriate circuitry can place the data
on bus 502. Bus 502 carries the data to main memory 506,
from which processor 504 retrieves and executes the mstruc-
tions. The instructions recerved by main memory 506 may
optionally be stored on storage device 510 either before or
alter execution by processor 504.

Computer system 500 also includes a communication
interface 518 coupled to bus 502. Communication interface
518 provides a two-way data communication coupling to a
network link 520 that 1s connected to a local network 522. For
example, communication interface 518 may be an integrated
services digital network (ISDN) card, cable modem, satellite
modem, or a modem to provide a data communication con-
nection to a corresponding type of telephone line. As another
example, communication interface 518 may be a local area
network (LAN) card to provide a data communication con-
nection to a compatible LAN. Wireless links may also be
implemented. In any such implementation, communication
interface 518 sends and receives electrical, electromagnetic
or optical signals that carry digital data streams representing
various types ol information.

Network link 520 typically provides data communication
through one or more networks to other data devices. For
example, network link 520 may provide a connection through
local network 522 to a host computer 524 or to data equip-
ment operated by an Internet Service Provider (ISP) 526. ISP
526 1n turn provides data communication services through the
world wide packet data communication network now com-
monly referred to as the “Internet” 528. Local network 522
and Internet 528 both use electrical, electromagnetic or opti-
cal signals that carry digital data streams. The signals through
the various networks and the signals on network link 520 and
through communication interface 518, which carry the digital
data to and from computer system 500, are example forms of
transmission media.

Computer system 500 can send messages and recerve data,
including program code, through the network(s), network
link 520 and communication interface 518. In the Internet
example, a server 530 might transmit a requested code for an
application program through Internet 528, ISP 526, local
network 522 and communication interface 518.

The received code may be executed by processor 504 as 1t
1s recetved, and/or stored in storage device 510, or other
non-volatile storage for later execution.

In the foregoing specification, embodiments of the mven-
tion have been described with reference to numerous specific
details that may vary from implementation to implementa-
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tion. The specification and drawings are, accordingly, to be
regarded 1n an 1llustrative rather than a restrictive sense. The
sole and exclusive indicator of the scope of the invention, and
what 1s itended by the applicants to be the scope of the
invention, 1s the literal and equivalent scope of the set of
claims that 1ssue from this application, 1n the specific form 1n
which such claims issue, including any subsequent correc-
tion.

What 1s claimed 1s:

1. A computer-implemented method for predicting a future
period of stress for a computer system, the method compris-
ng:

collecting a first set of granular monitoring data reflecting

activity of the computer system over a first period of
time;

computing a first set of rollup metric values from the first

set of granular monitoring data;

determining a prediction threshold for a particular perfor-

mance metric of the computer system based at least in
partupon at least a portion of the first set of rollup metric
values:

collecting a second set of granular monitoring data retlect-

ing activity of the computer system over a second period
of time;

wherein the second period of time ends after the first period

of time ends;

computing a second set of rollup metric values from the

second set of granular monitoring data;

based at least 1n part upon the second set of rollup metric

values, generating a prediction that predicts a particular
value for the particular performance metric at a particu-
lar time 1n the future relative to a time at which the
prediction 1s generated;

comparing the particular value to the prediction threshold

to determine whether an alert should be generated;
generating the alert in response to determining that the
particular value exceeds the prediction threshold;
wherein the method 1s performed by one or more comput-
ing devices.

2. The method of claim 1, wherein the particular perfor-
mance metric 1s central processor unit (CPU) utility of the
computer system.

3. The method of claim 1, wherein the particular perfor-
mance metric 1s a system health indicator of the computer
system.

4. The method of claim 1, wherein the particular time 1s
approximately thirty minutes in the future relative to the time
at which the prediction 1s generated.

5. The method of claim 1, further comprising:

determining a critical threshold for the particular perfor-

mance metric based at least 1n part upon the first set of
rollup metric values.

6. The method of claim 5, further comprising:

determiming the prediction threshold based at least 1n part

upon the critical threshold and a recall-precision curve.

7. The method of claim 1, further comprising;

determiming the prediction threshold based at least 1n part

upon a user-specified parameter that specifies an upper
limit on an allowable number of false positive predic-
tions per period of time.

8. The method of claim 7, wherein the period of time 1s one
day.

9. The method of claim 1, further comprising:

determining a critical threshold for the particular perfor-

mance metric based at least 1n part upon the first set of
rollup metric values;
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determining a relax threshold based at least 1n part on the

critical threshold;

maintaiming the alert as open during a third period of time;

wherein the third period of time starts and ends after the

particular time;

collecting a third set of granular momitoring data reflecting

activity of the computer system over the third period of
time;
computing a third set of time ordered rollup metric values
from the third set of granular monitoring data;

determining the start of the third period of time upon
detecting a first particular rollup metric value of the third
set of time ordered rollup metric values that exceeds the
critical threshold; and

determining the end of the third period of time upon detect-

ing (a) a second particular rollup metric value of the third
set of time ordered rollup metric values that 1s below the
relax threshold and (b) that no rollup metric value of the
third set of time ordered rollup metric values between
the first particular rollup metric value and the second
particular rollup metric values exceeds the critical
threshold.

10. The method of claim 1, wherein generating the predic-
tion includes using a generalized linear model regression
algorithm to generate the prediction.

11. The method of claim 1, wherein:
the prediction 1s a first prediction;
the particular value 1s a first particular value;
the prediction threshold 1s a first prediction threshold;

{
C

he method further comprises:
letermining a second prediction threshold for the particu-
lar performance metric of the computer system based at
least in part upon the first set of rollup metric values;
causing a representation of the generated alert to be dis-
played on a computer display;
collecting a third set of granular momitoring data reflecting,
activity of the computer system over a third period of
time;
wherein the third period of time ends after the second
period of time ends;
computing a third set of rollup metric values from the third
set of granular monitoring data;
based at least in part upon the third set of rollup metric
values, generating a second prediction that predicts a
second particular value for the particular performance
metric at a second particular time 1n the future relative to
a time at which the second prediction 1s generated;
wherein the second particular time 1s after the first particu-
lar time;
comparing the second particular value to the second pre-
diction threshold to determine whether the alert should
be updated;
causing the displayed representation of the generated alert
to be updated 1n response to determining that the second
particular value exceeds the second prediction thresh-
old.
12. The method of claim 11, wherein the second prediction
threshold 1s greater than the first prediction threshold.
13. The method of claim 1, further comprising:
determining a first subset of the first set of rollup metric
values that represent an onset of a first period of stress
for the computer system during the first period of time;
determining a second subset of the first set of rollup metric
values that represent the first period of stress for the
computer system during the first period of time;
wherein determining the prediction threshold comprises
determining the prediction threshold for the particular
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performance metric of the computer system based at
least 1n part upon the first subset but not based on the
second subset.

14. A non-transitory computer-readable medium storing
instructions which, when executed by one or more proces-
sors, cause the one or more processors to perform a method
for predicting a future period of stress for a computer system,
the method comprising:

collecting a first set of granular monitoring data reflecting

activity of the computer system over a first period of
time;

computing a first set of rollup metric values from the first

set of granular monitoring data;

determiming a prediction threshold for a particular perfor-

mance metric of the computer system based at least 1n
partupon at least a portion of the first set of rollup metric
values:

collecting a second set of granular monitoring data retlect-

ing activity of the computer system over a second period
of time;:

wherein the second period of time ends aiter the first period

of time ends:

computing a second set of rollup metric values from the

second set of granular monitoring data;

based at least 1n part upon the second set of rollup metric

values, generating a prediction that predicts a particular
value for the particular performance metric at a particu-
lar time 1n the future relative to a time at which the
prediction 1s generated;

comparing the particular value to the prediction threshold

to determine whether an alert should be generated;
generating the alert in response to determining that the
particular value exceeds the prediction threshold;
wherein the method 1s performed by one or more comput-
ing devices.

15. The non-transitory computer-readable medium of
claim 14, wherein the particular performance metric 1s central
processor unit (CPU) utility of the computer system.

16. The non-transitory computer-readable medium of
claiam 14, wherein the particular performance metric 1s a
system health indicator of the computer system.

17. The non-transitory computer-readable medium of
claim 14, wherein the particular time 1s approximately thirty
minutes 1n the future relative to the time at which the predic-
tion 1s generated.

18. The non-transitory computer-readable medium of
claim 14, the method further comprising:

determining a critical threshold for the particular perfor-

mance metric based at least 1n part upon the first set of
rollup metric values.

19. The non-transitory computer-readable medium of
claim 18, the method further comprising:

determining the prediction threshold based at least in part

upon the critical threshold and a recall-precision curve.

20. The non-transitory computer-readable medium of
claim 14, the method further comprising:

determiming the prediction threshold based at least 1n part

upon a user-specified parameter that specifies an upper
limit on an allowable number of false positive predic-
tions per period of time.

21. The non-transitory computer-readable medium of
claim 20, wherein the period of time 1s one day.

22. The non-transitory computer-readable medium of
claim 14, the method further comprising:

determining a critical threshold for the particular perfor-

mance metric based at least 1n part upon the first set of
rollup metric values;
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determining a relax threshold based at least 1n part on the
critical threshold:

maintaiming the alert as open during a third period of time;

wherein the third period of time starts and ends after the

22

collecting a third set of granular monitoring data reflecting
activity of the computer system over a third period of
time;

wherein the third period of time ends after the second
period of time ends;

particular time; > . : . .
collecting a third set of granular momitoring data reflecting, COgélil;tflz%aa;&?;e;;{;ig;p dl;‘}[zi:‘rlc values from the third
a.ctivity of the computer system over the third period of based at least 1n part upon the tﬁird set of rollup metric
ume; values, generating a second prediction that predicts a
computing a third set of time ordered rollup metric values second particular value for the particular performance
from the third set of granular monitoring data; 0 metric at a second particular time 1n the future relative to
determining the start of the third period of time upon a time at which the second prediction 1s generated;
detecting a first particular rollup metric value of the third wher ei_ll the second particular time 1s after the first particu-
set of time ordered rollup metric values that exceeds the lar time; | |
critical threshold: and y comparing the second partlcu.lar value to the second pre-
determining the end ot the third period of time upon detect- l(jlecfll;illattg? shold to determine whether the alert should

ing (a) a second particular rollup metric value of the third
set of time ordered rollup metric values that 1s below the
relax threshold and (b) that no rollup metric value of the
third set of time ordered rollup metric values between ,,
the first particular rollup metric value and the second
particular rollup metric values exceeds the critical
threshold.

23. The non-transitory computer-readable medium of
claim 14, wherein generating the prediction includes using a 5
generalized linear model regression algorithm to generate the
prediction.

24. The non-transitory computer-readable medium of
claim 14, wherein:
he prediction 1s a first prediction; 10
he particular value 1s a first particular value;
he prediction threshold 1s a first prediction threshold;
he method further comprises:
etermining a second prediction threshold for the particu-

lar performance metric of the computer system based at 45
least 1in part upon the first set of rollup metric values;
causing a representation of the generated alert to be dis-

played on a computer display; I I

causing the displayed representation of the generated alert
to be updated 1n response to determining that the second
particular value exceeds the second prediction thresh-
old.
25. The non-transitory computer-readable medium of
claim 24, wherein the second prediction threshold 1s greater
than the first prediction threshold.
26. The non-transitory computer-readable medium of
claim 14, the method further comprising:
determining a {irst subset of the first set of rollup metric
values that represent an onset of a first period of stress
for the computer system during the first period of time;

determining a second subset of the first set of rollup metric
values that represent the first period of stress for the
computer system during the first period of time;

wherein determining the prediction threshold comprises
determining the prediction threshold for the particular
performance metric of the computer system based at
least 1n part upon the first subset but not based on the
second subset.
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