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201

Reading An Appliance Definition File To ldentify The Topology
For The Plurality Of Nodes Of An Appliance, The Topology

Defining Hardware And Software Components That Are To
Provide Appliance Functionality At Each Node

202 —
Deploying A Validation Agent And One Or More Validation

Utilities To Each Of The Plurality Of Nodes, Each Validation
Agent Configured To Execute The One Or More Validation
Utilities Resident At The Node To Validate One Or More Of
Hardware Components And Software Components That Are To
Provide Appliance Functionality At The Node

203

Collecting Validation Results For The Appliance By Collecting

Validation Results From Each Of The Plurality Of Nodes In Parallel,
04 Including For Each Node In The Plurality Of Nodes:

Instructing The Validation Agent At The Node To Execute One Or
More Of The Validation Utilities Resident At The Node To Validate
One Or More Of Hardware Components And Software
Components At The Node Based On The Hardware And Software
Components Defined For The Node In The Identified Topology

209

Producing One Or More Logs From The Node, The One Or More
Logs Containing Validation Results For The One Or More Of
Hardware Components And Software Components At The Node,
The One Or More Logs Generated During Execution Of The One
Or More Validation Utilities Resident At The Node

206

Aggregating The One Or More Logs From Each Node
In The Plurality Of Nodes With One Another To

Formulate Aggregated Logs For The Appliance

Generating A Report Indicative Of The Validity Of The
Appliance From The Aggregated Logs
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VALIDATING THE CONFIGURATION OF
DISTRIBUTED SYSTEMS
CROSS-REFERENCE TO RELATED
APPLICATIONS
Not Applicable.
BACKGROUND

Background and Relevant Art

Computer systems and related technology affect many
aspects of society. Indeed, the computer system’s ability to
process 1information has transformed the way we live and
work. Computer systems now commonly perform a host of
tasks (e.g., word processing, scheduling, accounting, etc.)
that prior to the advent of the computer system were per-
formed manually. More recently, computer systems have
been coupled to one another and to other electronic devices to
form both wired and wireless computer networks over which
the computer systems and other electronic devices can trans-
fer electronic data. Accordingly, the performance of many
computing tasks are distributed across a number of different
computer systems and/or a number of different computing
environments.

In some computing environments, a number of nodes are
deployed, such as, for example, within an organization or in a
“cloud”, to provide a software service or appliance. Different
portions of appliance functionality can then be implemented
at different nodes. Collectively, the different portions of
appliance functionality represent the overall functionality of
the appliance.

Validation techniques can be used to validate hardware
and/or software configuration for each individual node of an
appliance. Validation information for each node can be
reported to a user. That 1s, a user can be provided with raw
validation information for individual nodes.

However, there 1s typically no automated mechanism for
aggregating and/or reasoning over validation information
from a number of different nodes. Thus, there 1s limited, 1f
any, mechanisms for providing an overall validation of an
appliance or for providing a user with guidance related to
overall appliance configuration. As such, a user 1s burdened
with analyzing validation information from multiple to dif-
ferent nodes 1n an effort to understand the overall configura-
tion of and 1dentily potential problems with the appliance. As
the number of nodes used to immplement an appliance
increases, a user’s ability to understand and make decisions
based on validation information from individual nodes
becomes correspondingly more ditficult.

BRIEF SUMMARY

The present invention extends to methods, systems, and
computer program products for validating the configuration
of distributed systems. An appliance definition file 1s read to
identily the topology for a plurality of nodes an appliance.
The topology defines hardware and soitware components that
are to provide appliance functionality at each node.

A validation agent 1s deployed to each of the plurality of
nodes. Each validation agent 1s configured to execute valida-
tion utilities resident at the node to validate one or more of
hardware components and software components that are to
provide appliance functionality at the node. Validation results
are collected for the appliance by collecting validation results
from each of the plurality of nodes 1n parallel.

10

15

20

25

30

35

40

45

50

55

60

65

2

For each node, a validation agent at the node 1s instructed to
execute one or more of the validation utilities resident at the
node. The one or more validation utilities validate one or
more of hardware components and software components at
the node based on the hardware and software components
defined for the node 1n the 1dentified topology. One or more
logs are produced for the node. The one or more logs contain
validation results for the one or more of hardware compo-
nents and software components at the node. The one or more
logs are generated during execution of the one or more vali-
dation utilities resident at the node.

The one or more logs from each node 1n the plurality of
nodes are aggregated with one another to formulate aggre-
gated logs for the appliance. A report indicative of the validity
of the appliance 1s generated from the aggregated logs.

This summary 1s provided to introduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not intended to
identify key features or essential features of the claimed sub-
ject matter, nor 1s 1t intended to be used as an aid 1n determin-
ing the scope of the claimed subject matter.

Additional features and advantages of the invention will be
set forth 1n the description which follows, and 1n part will be
obvious from the description, or may be learned by the prac-
tice of the mvention. The features and advantages of the
invention may be realized and obtained by means of the
instruments and combinations particularly pointed out 1n the
appended claims. These and other features of the present
invention will become more fully apparent from the following
description and appended claims, or may be learned by the
practice of the invention as set forth heremafter.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner 1n which the above-recited
and other advantages and features of the mvention can be
obtained, a more particular description of the mvention
briefly described above will be rendered by reference to spe-
cific embodiments thereof which are illustrated in the
appended drawings. Understanding that these drawings
depict only typical embodiments of the invention and are not
therefore to be considered to be limiting of 1ts scope, the
invention will be described and explained with additional
specificity and detail through the use of the accompanying
drawings 1n which:

FIG. 1 illustrates an example computer architecture that
facilitates validating an appliance implemented at a distrib-
uted system.

FIG. 2 illustrates a flow chart of an example method for
validating an appliance implemented at a distributed system.

FIG. 3 1illustrates another example computer architecture
that facilitates monitoring an appliance implemented at a
distributed system.

FIGS. 4A-4E 1llustrates the contents of different log files.

FIG. Sillustrates the aggregation ol ping logs and a final l1st
of logs after aggregation 1s completed.

FIG. 6 1llustrates an example of a dashboard snapshot.

DETAILED DESCRIPTION

The present mvention extends to methods, systems, and
computer program products for validating the configuration
of distributed systems. An appliance defimition file 1s read to
identify the topology for a plurality of nodes of an appliance.
The topology defines hardware and software components that
are to provide appliance functionality at each node.
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A validation agent 1s deployed to each of the plurality of
nodes. Each validation agent 1s configured to execute valida-
tion utilities resident at the node to validate one or more of
hardware components and software components that are to
provide appliance functionality at the node. Validation results
are collected for the appliance by collecting validation results
from each of the plurality of nodes 1n parallel.

For eachnode, a validation agent at the node 1s instructed to
execute one or more of the validation utilities resident at the
node. The one or more validation utilities validate one or
more of hardware components and software components at
the node based on the hardware and software components
defined for the node 1n the 1dentified topology. One or more
logs are produced for the node. The one or more logs contain
validation results for the one or more of hardware compo-
nents and soitware components at the node. The one or more
logs are generated during execution of the one or more vali-
dation utilities resident at the node.

The one or more logs from each node 1n the plurality of
nodes are aggregated with one another to formulate aggre-
gated logs for the appliance. A report indicative of the validity
of the appliance 1s generated from the aggregated logs.

Embodiments of the present invention may comprise or
utilize a special purpose or general-purpose computer includ-
ing computer hardware, such as, for example, one or more
processors and system memory, as discussed 1n greater detail
below. Embodiments within the scope of the present inven-
tion also include physical and other computer-readable media
for carrying or storing computer-executable instructions and/
or data structures. Such computer-readable media can be any
available media that can be accessed by a general purpose or
special purpose computer system. Computer-readable media
that store computer-executable instructions are computer
storage media (devices). Computer-readable media that carry
computer-executable instructions are transmission media.
Thus, by way of example, and not limitation, embodiments of
the mvention can comprise at least two distinctly different
kinds of computer-readable media: computer storage media
(devices) and transmission media.

Computer storage media (devices) includes RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any other
medium which can be used to store desired program code
means 1n the form of computer-executable instructions or
data structures and which can be accessed by a general pur-
pose or special purpose computer.

A “network™ 1

1s defined as one or more data links that
enable the transport of electronic data between computer
systems and/or modules and/or other electronic devices.
When information 1s transierred or provided over a network
or another communications connection (either hardwired,
wireless, or a combination of hardwired or wireless) to a
computer, the computer properly views the connection as a
transmission medium. Transmissions media can include a
network and/or data links which can be used to carry or
desired program code means in the form of computer-execut-
able instructions or data structures and which can be accessed
by a general purpose or special purpose computer. Combina-
tions of the above should also be included within the scope of
computer-readable media.

Further, upon reaching various computer system compo-
nents, program code means in the form of computer-execut-
able 1nstructions or data structures can be transierred auto-
matically from transmission media to computer storage
media (devices) (or vice versa). For example, computer-ex-
ecutable 1nstructions or data structures received over a net-
work or data link can be buffered in RAM within a network
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interface module (e.g., a “NIC”"), and then eventually trans-
terred to computer system RAM and/or to less volatile com-
puter storage media (devices) at a computer system. Thus, 1t
should be understood that computer storage media (devices)
can be included 1n computer system components that also (or
even primarily) utilize transmission media.

Computer-executable mstructions comprise, for example,
istructions and data which, when executed at a processor,
cause a general purpose computer, special purpose computer,
or special purpose processing device to perform a certain
function or group of functions. The computer executable
instructions may be, for example, binaries, intermediate for-
mat 1nstructions such as assembly language, or even source
code. Although the subject matter has been described 1n lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims i1s not necessarily limited to the
described features or acts described above. Rather, the
described features and acts are disclosed as example forms of
implementing the claims.

Those skilled 1n the art will appreciate that the invention
may be practiced in network computing environments with
many types of computer system configurations, including,
personal computers, desktop computers, laptop computers,
message processors, hand-held devices, multi-processor sys-
tems, microprocessor-based or programmable consumer
clectronics, network PCs, minicomputers, mainframe com-
puters, mobile telephones, PDAs, pagers, routers, switches,
and the like. The invention may also be practiced in distrib-
uted system environments where local and remote computer
systems, which are linked (either by hardwired data links,
wireless data links, or by a combination of hardwired and
wireless data links) through a network, both perform tasks. In
a distributed system environment, program modules may be
located 1n both local and remote memory storage devices.

Generally, embodiments of the invention are used to vali-
date distributed systems. Validation information for various
different nodes of an appliance can be collected and stored.
The validation information for various different nodes can be
aggregated to indicate the validity of the appliance as a single
view/unit. Collection, storage, and presentation of validation
information 1s customizable and can provide abstraction from
distributed system complexity.

Validating a distributed system can include deploying a
validation agent at each node that implements a portion of
appliance functionality. Validation agent responsibility can
include validating the configuration and operation of distrib-
uted system hardware components, (e.g. CPU, memory, stor-
age, NIC, etc.), validating the configuration and operation of
distributed system software components, and persisting col-
lected validation information nto (e.g., permanent) data
stores. Validation agents can be tully autonomous and distrib-
uted within an appliance. A reporting agent can be configured
to correlate and reason over validation information from dif-
ferent nodes to discover configurations that may lead to less
than appropriate performance, errors, system level failures,
etc., during operation of appliance 191.

FIG. 1 illustrates an example computer architecture 100
that facilitates validating an appliance implemented at a dis-
tributed system. Referring to FIG. 1, computer architecture
100 includes management node 101, node 111, node 112,
other nodes 141, and reporting module 108. Each of the
depicted components 1s connected to one another over (or 1s
part of) a network, such as, for example, a Storage Area
Network (“SAN”), Local Area Network (“LAN”), a Wide
Area Network (“WAN™), and even the Internet. Accordingly,
cach of the depicted components as well as any other con-
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nected computer systems and their components, can create
message related data and exchange message related data (e.g.,
Internet Protocol (*IP”) datagrams and other higher layer
protocols that utilize IP datagrams, such as, Transmission
Control Protocol (*“TCP”), Hypertext Transifer Protocol
(“HTTP”), Simple Mail Transier Protocol (“SMTP”), etc.)
over the network.

Management node 101, node 111, node 112, and other
nodes 141 can each provide a portion of the functionality of
appliance 191 (e.g., a storage appliance). As such, the func-
tionality of appliance 191 1s distributed at least across man-
agement node 101, node 111, node 112, and other nodes 141.
In some embodiments, appliance 191 1s a storage appliance
including hardware components and soiftware components
for storing data.

As depicted, management node 101 includes deployer 102,
validation framework 103, and log aggregator 104. In gen-
eral, deployer 102 1s configured to deploy components for
validating appliance 191 to the nodes of appliance 191.
Deployer 102 1s configured to read an appliance definition file
(e.g., applhiance definition file 107) and utility file (e.g., utility
file 109). From the appliance definition file, deployer 102 can
identity the topology for nodes of an appliance. The topology
defines hardware and software components that are to provide
appliance functionality at each node. In general, an appliance
definition file (e.g., an eXtensible Markup Language
(“XML”) file) includes a plurality of node entries. Each node
entry corresponds to anode type (e.g., control node, manage-
ment node, landing zone node, back up node, compute node,
etc.,) and defines hardware and software used to implement
the node type. A validation agent can be included in the
soltware components at each node.

From the utility file, deployer 102 can determine appropri-
ate validation utilities to deploy to a node based on appliance
topology and node type. Deployer 102 can copy appropriate
validation utilities to each node.

In general, validation framework 103 1s configured to
invoke validation of appliance 191. Validation framework 103
can also read an appliance definition file (e.g., appliance
definition file 107) and utility file (e.g., utility file 109). From
the appliance definition file and utility file, validation frame-
work can formulate instructions to send to nodes of appliance
191. The mstructions can nstruct a validation agent at a node
to execute one or more (previously copied) validation utilities
at the node.

During execution, a validation utility can validate various
aspects of a hardware and/or software components at a node.
The validation utility can generate a log containing the results
of the validation. Logs can be sent to log aggregator 104.

In general, log aggregator 104 1s configured to receive logs
from one or more nodes and aggregate the logs together.
Reporting module 108 can access aggregated logs and gen-
erate various reports related to the validity of the configura-
tion of appliance 191.

FI1G. 2 1llustrates a flow chart of an example method 200 for
validating an appliance implemented at a distributed system.
Method 200 will be described with respect to the components
and data of computer architecture 100.

Method 200 includes an act of reading an appliance defi-
nition file to 1dentify the topology for the plurality of nodes of
an appliance, the topology defining hardware and software
components that are to provide appliance functionality at
cach node (act 201). For example, deployer 102 can read
application definition file 107. From application definition
file 107, deployer 102 can 1dentity the topology for nodes
(e.g.,node 111, node 121, and other nodes 141) of appliance
191. The topology for appliance 191 can define the hardware
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and software components that are to provide appliance func-
tionality at node 111, at node 121, and at other nodes 141.

Within appliance definition file 107, each of node entries
107A-107N corresponds to a node type. For example, node
entry 107A can define a management node type (e.g., imple-
mented at management node 101), a node entry 107B (not
shown) can define a compute node type (e.g., implemented at
node 111), a node entry 107C can define a backup node type
(e.g., implemented at node 112). Other node entries can
define control node types, landing zone node types, etc. A
node type can be implemented at a plurality of different
nodes.

Accordingly, appliance functionality can include operating
as specified type of node (e.g. management, control, backup,
landing zone, compute, etc.) defined 1n application definition
file 107. Deployer 102 can also read utility file 109 to deter-
mine the appropriate validation utilities to deploy at each of
node 111, node 121, and other nodes 141 based on the topol-
ogy of appliance 191 and node types ol node 111, node 112,
and other nodes 141.

Deployer 102 can 1ssue deployment 131 to node 111, node
121, and other nodes 141. Deployment 131 can include
appropriate validation utilities for each node. As such,
deployer 102 can copy the appropriate validation utilities to
each of node 111, node 121, and other nodes 141. For
example, deployer 102 can copy validation utilities 113,
including validation utilities 106 A, 1068, and 106C, to node
111. Deployer 102 can also copy validation utilities 123,
including validation utilities 106 A, 106B, and 106C, to node
121. Deployer 102 can also copy appropriate validation utili-
ties to other nodes 141 (which may or may not match valida-
tion utilities copied to nodes 111 and 121).

Deployed validation utilities can include utilities for vali-
dating hardware and software components of appliance 191.
For example, validation utilities can validate nodes have a
specified number of CPU cores, that nodes have a specified
amount of RAM, that CPU cores are operational. Validation
utilities can validate that a storage subsystem Storage Area
Network (“SAN”) and Direct Attached Storage (“DAS”) per-
form as expected 1n terms of sequential I/O and random 1/0
speed and throughput. Validation utilities can validate that
Infiniband and Ethernet networks interconnecting nodes have
connectivity and bandwidth according to hardware specifica-
tions. Validation utilities can validate software components at
nodes including operating system, fault tolerant software
components, database systems, registry entries, security con-
figurations, and versions.

Method 200 includes an act of deploying a validation agent
to each of the plurality of nodes, each validation agent con-
figured to execute validation utilities resident at the node to
validate one or more of hardware components and software
components that are to provide appliance functionality at the
node (act 202). For example, management node 101 can
deploy validation agents 112 and 122 at nodes 111 and 121
respectively. Management node 101 can also deploy a vali-
dation agent at each of other nodes 141. Validation agent 112
1s configured to execute validation utilities resident at node
111 to validate hardware and/or software components atnode
111 that provide functionality for applhiance 191. Similarly,
validation agent 122 1s configured to execute validation utili-
ties resident at node 121 to validate hardware and/or software
components at node 112 that provide functionality for appli-
ance 191. Validation agents at each of other nodes 141 can
execute validation utilities to validate hardware and/or soft-
ware components at the nodes that provide functionality for
appliance 191.
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Method 200 includes an act of collecting validation results
for the appliance by collecting validation results from each of
the plurality of nodes 1n parallel (act 203). For example,
management node 101 can collect validation results for appli-
ance 191 by collecting validation results from node 111, node
121, and other nodes 141.

Act 203 can include for each node 1n the plurality of nodes,
an act ol instructing the validation agent at the node to execute
one or more of the validation utilities resident at the node to
validate one or more of hardware components and software
components at the node based on the hardware and software
components defined for the node in the identified topology
(act 204). For example, validation framework can send invo-
cation 132 to node 111, node 112, and each of other nodes
141. Invocation 132 instructs validation agents 112, 122, and
validation agents at other nodes 144 to validate hardware and
soltware components at nodes 111, 121, and other nodes 144
respectively. Hardware and software components can be vali-
dated at each node based on the hardware and soitware com-
ponents defined for the node 1n the identified topology of
appliance 191.

Act 203 can include for each node 1n the plurality of nodes,
an act of producing one or more logs from the node, the one
or more logs contaiming validation results for the one or more
of hardware components and software components at the
node, the one or more logs generated during execution of the
one or more validation utilities resident at the node (act 205).
For example, validation agent 112 can produce logs 133 from
node 111. Logs 133 contain validation results for hardware
and software components at node 111 that were generated
during execution of validation utilities 113. Similarly, valida-
tion agent 122 can produce logs 134 from node 121. Logs 134
contain validation results for hardware and soitware compo-
nents at node 121 that were generated during execution of
validation utilities 123. Validation agents at other nodes 141
can also produce logs 139. Logs 139 can contain validation
results for hardware and software at other nodes 141.

Logs from each node can be sent to management node 101.
For example, node 111, node 112, and other nodes 141 can
send logs 133, logs 134, and logs 139 respectively to man-
agement node 101. The logs can be received at log aggregator
104. For example, log aggregator 104 can receive logs 133,
logs 134, and logs 139.

Method 200 includes an act of aggregating the one or more
logs from each node 1n the plurality of nodes with one another
to formulate aggregated logs for the appliance (act 206). For
example, log aggregator 104 can aggregate logs 133, logs
134, and logs 139 to formulate aggregated logs 136 for appli-
ance 191. Logaggregator 104 can send aggregated logs 136 to
reporting module 108. Reporting module 108 can receive
aggregated logs 136 from log aggregator 104.

Method 200 includes an act of generating a report indica-
tive of the validity of the appliance from the aggregated logs
(act 207). For example, reporting module 108 can generate
validity report 137 for application 191 from aggregated logs
136. Reporting module can reason over aggregated logs 136
to formulate validity report 137. Report 137 can abstract the
physical implementation of application. Reasoning over
aggregated logs 136 can include correlating validation results
from logs 133, logs 134, and logs 139 into a condition of
interest with respect to the configuration of appliance 191.

Accordingly, 1n some embodiments, distributed validation
includes a set of validations agents installed/deployed on
every node within an appliance. Each validation agent func-
tions completely independent of each other and have their
own set of appliance components that they validate resulting
in increased parallelism.
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FIG. 3 illustrates an example, computer architecture 300
that facilitates monitoring an appliance implemented at a
distributed system. Referring to FIG. 3, computer architec-
ture 300 includes managementnode 301, node 311, node 312,
other nodes 341, log parser/interpreter 308, and dashboard
controller 352. Each of the depicted components 1s connected
to one another over (or 1s part of) a network, such as, for

example, a Storage Area Network (“SAN™), Local Area Net-
work (“LAN"), a Wide Area Network (“WAN”"), and even the
Internet. Accordingly, each of the depicted components as
well as any other connected computer systems and their com-
ponents, can create message related data and exchange mes-
sage related data (e.g., Internet Protocol (*“IP”) datagrams and
other higher layer protocols that utilize IP datagrams, such as,

Transmission Control Protocol (*“TCP”), Hypertext Transier
Protocol (“HTTP”), Simple Mail

(“SMTP”), etc.) over the network.

Management node 301, node 311, node 312, and other
nodes 341 can each provide a portion of the functionality of
appliance 391 (e.g., a storage appliance). As such, the func-
tionality of appliance 391 1s distributed at least across man-
agement node 301, node 311, node 312, and other nodes 341.
In some embodiments, appliance 391 1s a storage appliance
including hardware components and software components
for storing data.

As depicted, management node 301 includes deployer 302,
validation framework 303, and log aggregator 304. In gen-
eral, deployer 302 is configured to deploy components for
validating appliance 391 to the nodes of appliance 391. Util-
ity deployment script 381 can read an appliance definition file
307 and utility file 309. From appliance definition file 307,
deployer 302 can identify the topology for nodes 311, 321,
and other nodes 338 of appliance 391. The topology defines
hardware and software components that are to provide appli-
ance functionality at each of nodes 311, 321, and other nodes
338. Appliance definition file 307 includes a plurality of node
entries. Each node entry corresponds to a node type (e.g.,
control node, management node, landing zone node, back up
node, compute node, etc.,) and defines hardware and software
used to implement the node type. A validation agent can be
included 1n the software components at each node.

From the utility file 309, utility deployment script 381 can
determine appropriate validation utilities to deploy to each of
nodes 311 and 312 and each of other nodes 338 based on the
topology of appliance 391 and node type. Utility deployment
script 381 can refer to shared path 306 to access appropriate
validation utilities for each of nodes 311 and 321 and each of
other nodes 338. Utility deployment script 381 can 1ssue
deployment 331. Deployment 331 can include approprate
validation utilities for each node. As such, deployer 302 can
copy the appropriate validation utilities to each of node 311
and node 321 and each of other nodes 338. For example,
utility deployment script 381 can copy validation utilities 313
to node 311 and can copy validation utilities 323 to node 321.
Utility deployment script 381 can also copy appropriate vali-
dation utilities to each of other nodes 338.

Validation utilities can include a memory validator (e.g.,
memspeed.exe), which validates all computers to ensure they
contain the correct number of CPU cores, the right amount of
RAM, and that the RAM speed 1s within expected tolerances
in GB/s. Validation utilities can include a disk validator (e.g.,
diskspeed.exe), which checks the DAS and SAN disk storage
components to ensure all LUNSs are reachable and that they
deliver the expected sequential and random 1/0 throughput.
Validation utilities can include connectivity validator (e.g.,
ping.exe), which checks that all nodes in the appliance can
communicate with each other via (e.g., Infimiband and/or
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Ethernet) networks 1nstalled on the appliance. The connec-
tivity validator can also validate that the network interface
cards (NICs) are configured properly.

Validation utilities can include a software validator (e.g.,
setupverifier.exe), which ensures all Parallel Data Warehouse
(“PDW?”) software components, such as, for example, a PDW
engine, a PDW Data Movement Service, SQL Server, Win-
dows, Data Access Drivers, registry settings, Windows con-
figuration and security settings have the correct versions and
are set properly. Validation utilities can include a basic func-
tionality validator (e.g., sanity scripts), which 1s a form of
sanity test on the appliance. A basic functionality validator
can ensure that specified basic operations on the PDW, such
as, for example, creation of a database, creation of distributed
tables, execution of queries, are operational. Validation utili-
ties can include firmware validators which validate firmware
versions ol control cards 1n the system, such as, for example,
storage controllers, CPU, and Infiniband and Ethernet net-
work switches. All of these utilities can generate logs.

Management node 301 can deploy validation agents 112
and 122 atnodes 111 and 121 respectively. Management node
301 can also deploy a validation agent at each of other nodes
338. Validation agent 312 1s configured to execute validation
utilities 313 to validate hardware and/or software components
at node 311 that provide functionality for appliance 391.
Similarly, validation agent 322 1s configured validation utili-
ties 323 to validate hardware and/or software components at
node 321 that provide functionality for appliance 391. Vali-
dation agents at each of other nodes 338 can be configured to
execute validation utilities to validate hardware and/or soft-
ware components at those nodes that provide functionality for
appliance 391.

Management node 301 can collect validation results for
appliance 191 by collecting validation results from node 111,
node 121, and other nodes 141. Validation framework 303 can
execute script invocation script to (remotely) send invocation
332 to node 311, node 312, and each of other nodes 338.
Invocation 332 instructs validation agents 312, 322, and vali-
dation agents at other nodes 338 to executed resident valida-
tion utilities validate hardware and software components at
nodes 311, 321, and other nodes 338 respectively. Hardware
and software components can be validated based on the 1den-
tified topology of appliance 391.

Upon recerving invocation 332, utility invocation script
362 can invoke validation utilities 313. Similarly, upon
receiving invocation 332, utility invocation script 372 can
invoke validation utilities 323. Upon receiving invocation
332, utility mnvocation scripts at each of other nodes 338 can
also mnvoke appropriate validation utilities.

During execution, validation utilities 313 can attempt to
validate hardware and/or software components at node 311.
Validation utilities 313 can generate logs 314 indicating
results of attempting to validate hardware and/or software
components of node 311. Sumilarly, validation utilities 323
can attempt to validate hardware and/or soitware components
at node 321. Validation utilities 323 can generate logs 324
indicating results of attempting to validate hardware and/or
soltware components of node 321. Validation utilities at each
of other nodes 338 can attempt to validate hardware and/or
soltware components at each of other nodes 338. The valida-
tion utilities can generate logs 334 indicating results of
attempting to validate hardware and/or software components
at each of other nodes 338.

Logs 314, 324, and 334 can be sent to log aggregator 104.
Log aggregator 334 can receive logs 314, 324, and 334. Log
aggregation script 383 can aggregate logs 314, 324, and 334
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to formulate aggregated logs 336. Log aggregator 304 can
send aggregated logs 336 to log parser/interpreter 308.

Logs for different utilities can contain different types of
data. FIGS. 4A-4E illustrates the contents of different log
files. More specifically, FIG. 4 A depicts a portion of a logfile
generated by a memsped.exe utility. FI1G. 4B depicts a portion
of a log file generated by a diskspd.exe utility. FI1G. 4C depicts
a portion of a log file generated by a ping.exe utility. FIG. 4D
depicts a portion of a log file generated by a setupverifier.exe

utility. FI1G. 4E depicts a portion of a log file generated by a
firmwareverifier.exe.

Log parser/interpreter 308 can parse aggregated logs 336
in view ol various parameters for different types of hardware
to generate validation results 337. In some embodiments,
thresholds are represents using statistically mechanisms,
such as, for example, standard deviation, Z score method,
modified Z score method, BoxPlot method, adjust BoxPlot
method, MADe method, median rule, etc. Using these statis-
tical mechanisms values between comparable nodes are con-
sidered 1n one set. An appropriate outlier method 1s then
applied and outliers are identified. FIG. 5 illustrates the
aggregation of ping logs and a final list of logs after aggrega-
tion 1s completed. More specifically, window 501 depicts
ping logs from various difference machines being aggre-
gated. Window 503 depicts a list of log files 1n folder 502 after
a set of aggregations are completed.

Log parser/interpreter 308 sends validation results 337 to
dashboard controller 352. Dashboard controller 352 receives
validation results 337 from log parser/interpreter 308. Dash-
board control can generate reports 353 from validation results
337. Report 353 can indicate by node what validation utilities
encountered hardware and/or software configurations indi-
cating potential problems (e.g., were outliers) at the node.
Reports 353 can be divided into categories, such as, for
example, serer, storage, software, etc. Reports 353 can be any
of a varniety of different formats, such as, for example, charts,
tabular, drill-downs, etc. User 356 can submit commands to
dashboard controller 352 to alter how reports 353 are pre-
sented.

Reports 353 can include a dashboard snapshot. FIG. 6
illustrates an example dashboard snapshot 601. Values 602,
603, 604, and 606 indicate potential outlier values identified
through statistical mechanisms.

Accordingly, validation can include a collection of utilities
that are systematically deployed across the nodes of an appli-
ance. The utilities execute specified tasks, that when com-
pleted, validate the proper functioning state of hardware and/
or soitware components of that appliance. The utilities
generate logs, which can be aggregated to present a global
view of the appliance.

The present invention may be embodied 1n other specific
forms without departing from 1ts spirit or essential character-
istics. The described embodiments are to be considered 1n all
respects only as illustrative and not restrictive. The scope of
the ivention 1s, therefore, indicated by the appended claims
rather than by the foregoing description. All changes which
come within the meaning and range of equivalency of the
claims are to be embraced within their scope.

What 1s claimed:

1. At a computer system including one or more processors,
system memory, and persistent storage, the computer system
being one of a plurality of computer systems 1n a distributed
system, a plurality of nodes distributed across the plurality of
computer systems and connected via a network, the plurality
of nodes collectively configured to provide functionality for
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an appliance, a method for validating the correct hardware
and software configuration of the appliance, the method com-
prising:
an act of reading an appliance definition file to 1dentify the
topology for the plurality of nodes of the appliance, the
topology defining hardware and software components
that are to provide appliance functionality at each node;

an act ol determining which of a plurality of validation
utilities should be deployed to each of the plurality of
nodes, based at least in part on the topology of the
plurality of nodes;

an act of deploying a validation agent to each of the plu-

rality of nodes, each validation agent configured to
execute validation utilities resident at the node to vali-
date one or more of hardware components and software
components that are to provide appliance functionality
at the node, wherein said deploying also includes
deploying different validation utilities to at least some of
the different nodes such that at least two nodes have
different or non-matching validation utilities;

an act of collecting validation results for the appliance by

collecting validation results from each of the plurality of

nodes 1n parallel, including for each node 1n the plurality

of nodes:

an act of istructing the validation agent at the node to
execute one or more of the validation utilities resident
at the node to validate one or more of hardware com-
ponents and software components at the node based
on the hardware and software components defined for
the node 1n the i1dentified topology; and

an act of producing one or more logs from the node, the
one or more logs containing validation results for the
one or more of hardware components and software
components at the node, the one or more logs gener-
ated during execution of the one or more validation
utilities resident at the node;

an act of aggregating the one or more logs from each node

in the plurality of nodes with one another to formulate
agoregated logs for the appliance; and

an act of generating a report indicative of the validity of the

appliance from the aggregated logs.

2. The method as recited in claim 1, wherein the act of
reading an appliance definition file comprises an act of read-
ing an eXtensible Markup Language (“XML™) file that
defines a plurality of different nodes types to be included 1n
the appliance.

3. The method as recited 1n claim 1, wherein the act of
instructing the validation agent to execute one or more of the
validation utilities comprises mstructing the validation agent
to execute one or more of: a utility that validates RAM at the
node, a utility that validates disk storage characteristics at the
node, a utility that validates communication among nodes in
the distributed system, a utility that validates software set-
tings at the node, and a utility that validates that specified
operations function as intended.

4. The method as recited in claim 1, wherein the act of
generating a report indicative of the validity of the appliance
from the aggregated logs comprises an act of generating a
report that indicates, for each of the plurality nodes, whether
or not hardware components at the node are operating appro-
priately and whether or not software components at the node
are operating appropriately.

5. The method as recited in claim 4, wherein the act of
generating a report that indicates, for each of the plurality
nodes, whether or not hardware components at the node are
operating appropriately and whether or not software compo-
nents at the node are operating appropriately comprises an act
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of determining whether at least one component 1s operating
appropriately through comparison to operational device-spe-
cific thresholds.
6. The method as recited 1n claim 35, further comprising
prior to generating the report, an act of using statistical meth-
ods to formulate the corresponding operational device-spe-
cific threshold for the at least one component based on aggre-
gated validation results for the at least one component.
7. The method as recited 1n claim 6, further comprising an
act of detecting that the at least one component at a specified
node 1s an outlier by determining that the validation results for
the at least one component at the specified node do not satisty
the corresponding operational threshold for the at least one
component; and
wherein the act of generating a report that indicates 11 one
Or more one or more components at each node satisty a
corresponding threshold comprises an act of generating
a report that indicates that the at least one component at
the specified node 1s not operating appropriately.
8. The method as recited 1n claim 1, wherein the act gen-
erating a report indicative of the Vahdlty of the appliance from
the aggregated logs comprises an act of generating a report
that indicates, for each of the plurality nodes, whether each of
a plurality of different categories of components 1s operating
approprately, the plurality of different categories including
disk storage, network connectivity, and software and registry
settings on the plurality of nodes in the appliance.
9. The method as recited 1n claim 1, wherein the act of
deploying a validation agent to each of the plurality of nodes
comprises an act of deploying a validation agent to each of the
plurality of nodes based on the identified topology.
10. A computer program product for use at a computer
system, the computer system being one of a plurality of
computer systems in a distributed system, a plurality of nodes
distributed across the plurality of computer systems and con-
nected via a network, the plurality of nodes collectively con-
figured to provide functionality for an appliance, the com-
puter program product for mmplementing a method for
validating the correct hardware and soitware configuration of
the appliance, the computer program product comprising one
or more computer storage devices having stored thereon com-
puter-executable instructions that, when executed at a proces-
sor, cause the computer system to perform the method,
including the following;:
read an appliance definition file to identify the topology for
the plurality of nodes of the appliance, the topology
defining hardware and software components that are to
provide appliance functionality at each node;

determine which of a plurality of validation utilities should
be deployed to each of the plurality of nodes, based at
least in part on the topology of the plurality of nodes;

deploy a validation agent to each of the plurality of nodes,
cach validation agent configured to execute validation
utilities resident at the node to validate one or more of
hardware components and software components that are
to provide appliance functionality at the node, wherein
said deploying also includes deploying different valida-
tion utilities to at least some of the different nodes such
that at least two nodes have different or non-matching
validation utilities:

collect validation results for the appliance by collecting

validation results from each of the plurality of nodes 1n

parallel, including for each node in the plurality of

nodes:

instructing the validation agent at the node to execute
one or more of the validation utilities resident at the
node to validate one or more of hardware components
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and software components at the node based on the
hardware and software components defined for the
node 1n the identified topology; and

producing one or more logs from the node, the one or
more logs containing validation results for the one or
more ol hardware components and software compo-
nents at the node, the one or more logs generated
during execution of the one or more validation utili-
ties resident at the node;

aggregate the one or more logs from each node in the

plurality of nodes with one another to formulate aggre-
gated logs for the appliance; and

generate a report indicative of the validity of the appliance

from the aggregated logs.

11. The computer program product as recited in claim 10,
wherein computer-executable 1nstructions that, when
executed, cause the computer system to mstruct the validation
agent to execute one or more of the validation utilities com-
prise computer-executable instructions that, when executed,
cause the computer system to instruct the validation agent to
execute one or more of: a utility that validates RAM at the
node, a utility that validates disk storage characteristics at the
node, a utility that validates communication among nodes in
the distributed system, a utility that validates software set-
tings at the node, and a utility that validates that specified
operations function as intended.

12. The computer program product as recited in claim 10,
wherein computer-executable 1nstructions that, when
executed, cause the computer system to generate a report
indicative of the validity of the appliance from the aggregated
logs comprise computer-executable instructions that, when
executed, cause the computer system to generate a report that
indicates, for each of the plurality nodes, whether or not
hardware components at the node are operating appropriately
and whether or not software components at the node are
operating appropriately.

13. The computer program product as recited i claim 12,
wherein computer-executable 1nstructions that, when
executed, cause the computer system to generate a report that
indicates, for each of the plurality nodes, whether or not
hardware components at the node are operating appropriately
and whether or not soitware components at the node are
operating appropriately comprise computer-executable
instructions that, when executed, cause the computer system
to determine whether at least one component 1s operating
approprately through comparison to operational device-spe-
cific thresholds.

14. The computer program product as recited in claim 13,
turther comprising computer-executable instructions that,
when executed, cause the computer system to prior to gener-
ating the report use statistical methods to formulate the cor-
responding operational device-specific threshold for the at
least one component based on aggregated validation results
for the at least one component.

15. The computer program product as recited in claim 14,
further comprising computer-executable instructions that,
when executed, cause the computer system to detect that the
at least one component at a specified node 1s an outlier by
determining that the validation results for the at least one
component at the specified node do not satisty the corre-
sponding operational threshold for the at least one compo-

nent; and
wherein computer-executable instructions that, when
executed, cause the computer system to generate areport
that indicates 1f one or more one or more components at
cach node satisly a corresponding threshold comprise
computer-executable instructions that, when executed,
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cause the computer system to generate a report that
indicates that the at least one component at the specified
node 1s not operating appropriately.

16. The computer program product as recited i claim 10,
wherein computer-executable 1nstructions that, when
executed, cause the computer system to generate a report
indicative of the validity of the appliance from the aggregated
logs comprise computer-executable instructions that, when
executed, cause the computer system to generate a report that
indicates, for each of the plurality nodes, whether each of a
plurality of different categories of components 1s operating
approprately, the plurality of different categories including
disk storage, network connectivity, and software and registry
settings on the plurality of nodes in the appliance.

17. The computer program product as recited i claim 10,
wherein computer-executable 1nstructions that, when
executed, cause the computer system to deploy a validation
agent to each of the plurality of nodes comprise computer-
executable instructions that, when executed, cause the com-
puter system to deploy a validation agent to each of the
plurality of nodes based on the identified topology.

18. A computer system, the computer system including a
storage appliance, a log parser, and a dashboard controller,
the storage appliance including a management node and a
plurality of nodes, the management node and each of the
plurality of nodes providing a portion of functionality for the
storage appliance i accordance with an appliance definition
file, the appliance definition file defining a plurality of differ-
ent node types, each node type having defined hardware and
soltware components that are used to provide the functional-
ity of the node type, wherein the management node com-
Prises:

OnNe Or MOre Processor;

system memory; and
one or more computer storage media having stored thereon
computer executable 1nstructions representing a
deployer, a validation framework, and a log aggregator,
wherein the deployer 1s configured to:
read the appliance definition file;
identily the node topology of the appliance from the
appliance definition file;
read a utility file, the utility file specitying utilities that
are applicable to each of the plurality of different node
types;
identify validation utilities that are to be copied to the
plurality of nodes based on the contents of the utility
file and the node topology of the appliance, the 1den-
tified validation utilities for validation hardware and
soltware components;
determine which of a plurality of validation utilities
should be deployed to each of the plurality of nodes,
based at least 1n part on the topology of the plurality of
nodes; and
copy the 1dentified validation utilities to the plurality of
nodes wherein said deploying also includes deploying,
different validation utilities to at least some of the
different nodes such that at least two nodes have dif-
ferent or non-matching validation utilities;
where 1n the validation framework 1s configured to:
invoke validation agents at each of the plurality of nodes
to 1nstruct the validation agents to execute 1dentified
validation utilities copied to each of the plurality of
nodes; and
where 1n the log aggregator 1s configured to:
receive logs from validation utilities executed at each of
the plurality of nodes, the logs including validation
results from the executed validation utilities, the vali-
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dation results indicating 1t hardware and software
components at each of the plurality of nodes are
operation as intended;
agoregate the logs mto aggregated logs; and
send the aggregated logs to the log parser; 5
wherein the log parser 1s configured to:
receiving the aggregated logs from the log aggregator;
compare the aggregated logs to statistically generated
thresholds:
generate validation results from the comparisons; and 10
send the validation results to the dashboard controller;
and
wherein the dashboard controller 1s configured to:
receive validation results from the log parser;
generate reports indicating the validity of the storage 15
appliance from the validation results; and
receive user commands altering the format the generated
reports.

16

19. The computer system of claim 18, wherein i1dentified
utilities include one or more of: a utility that validates RAM
at a node, a utility that validates disk storage characteristics at
a node, a utility that validates communication among nodes 1n
the distributed system, a utility that validates software set-
tings at a node, and a utility that validates that specified
operations function as itended.

20. The computer system of claim 18, wherein the dash-
board controller being configured to generate reports from the
validation results comprises the dashboard controller being
configured to generating reports that indicate, for each of the
plurality nodes, whether each of a plurality of different cat-
egories of components 1s operating appropriately, the plural-
ity of different categories including disk storage, network

connectivity, and soltware and registry settings on the plural-
ity ol nodes.
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