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1s located at the roaming network and comprises a filter hav-
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ing packet imnformation or headers to identify data packets
addressed from the roaming telephony device for use via a
home network data packet gateway, and a packet diverter for
diverting at least some of the 1dentified packets to a local data
packet gateway; the filter setting up a diversion tunnel for
additional packets of the same session for directly routing all
packets of the identified session to the local data packet gate-
way. Mobile devices are today programmed to send data to
their home network for browsing via the home network data
packet gateway. The filter allows data to be redirected to the
roaming network so that Internet browsing and like data uses
can be carried out directly by the roaming user at less cost and
greater elficiency and quality of service.
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LOCAL ACCESS TO DATA WHILE ROAMING
WITH A MOBILE TELEPHONY DEVICE

RELATED APPLICATIONS

This application 1s a National Phase of PC'T Patent Appli-
cation No. PCT/IL2010/001096 having International filing

date of Dec. 30, 2010, which claims the benefit of priority of

U.S. Provisional Patent Application No. 61/291,961 filed on
Jan. 4, 2010. The contents of the above applications are all
incorporated herein by reference.

FIELD AND BACKGROUND OF THE
INVENTION

The present mvention relates to local access to data while
roaming with a mobile telephony device and, more particu-
larly, but not exclusively to such access for Internet surfing
and like data uses.

Data roaming in GSM and other 3G networks 1s based on
the concept that all data traflic 1s routed to the home network
first, and then to the final destination. The SGSN (Serving
GPRS Support Node) network core element 1n the roaming
(visited) network receives the data traffic from the base sta-
tion/base station controller, performs DNS resolution, and
routes the traific to the home network GGSN (Gateway GPRS
Support Node). The GGSN allocates an IP address for the
mobile device, and connects the session to the service—the
Internet, the so-called walled garden or home portal network,
or any other service. The GGSN may also performs charging
for the data service, and charging may be either postpaid, via
data records, CDRs or OCS—an Online Charging System, or
may be prepaid, achieved by interfacing with a prepaid sys-
tem. Charging can also be triggered by the SGSN at the
visited network, using CAMEL triggers sent directly to the
home charging system. Such 1s mainly used for prepaid.

In the fourth generation or 4G LTE/EPC (4G) network, the
situation remains basically the same. All roaming data 1s still
to be directed to the home network. In LTE voice 1s consid-
ered data as well, as LTE uses VoIP solutions such as SIP and
IMS. However voice originated calls in roaming, that 1s MO
calls, or Mobile originated calls, are not necessarily routed to
the home network first. Instead, they may be routed to the
destination directly from the roaming network. Such direct
routing actually preserves the situation in 2G/3G networks,
where MO calls 1n roaming are also not routed to the home
network. Direct routing works by building into LTE networks
a configuration known as Local Breakout, where data 1s 1den-
tified as voice data, according to the APN (Access Point
Name) of the voice application, and following identification
1s handled solely by the local network. However data not
identified as voice data continues to be sent to the home
network as before, leading to greater cost, lower efficiency
and lower quality of service.

The present inventors consider that the current situation in
which data traific does go to the home network 1s going to
change, as more data tratfic 1s used by roamers.

Home routing of data traffic indeed creates a severe quality
of service (QoS) problem for the data traffic, due to the
additional distance it passes. In addition, the mobile operator
1s charged by the international carner for a GRX service
(GPRS exchange routing).

As mentioned, LTE/EPC indicates the fourth generation
(4G) of mobile network to evolution. LTE (Long Term Evo-
lution) concentrates on the radio part of the network, while
EPC (Evolved Packet Network) refers to the all-IP next gen-
eration core network. The network architecture may drasti-
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2

cally change while moving to all-IP. The traditional 2G/3G
teatures of MSC/VLR and HLR are expected to disappear,
replaced by new network components: MME, Service GW
and PDN GW.

The 3GPP LTE roaming standardization uses different
architectures respectively for home routing and local break-
out. Home routing requires all data traffic to go to the home
network first, and then to the destination, as in the case of the
legacy GSM and 3G. However since voice calls are data too
(except for the CS fallback case), 3GPP preserves the current
mode forroaming MO calls (Mobile Originated) calls, so that
the MO calls are not routed to the home network first. For this
reason, the local breakout mode was defined, where the vis-
ited network (VPMN) enables a local exit of voice sessions.
The local exit requires the VPMN to distinguish between
voice and data sessions, and apply different routing rules, per
the specific home network.

Voice calls originating 1n the roaming network are thus not
routed to the home network, unless of course this 1s the actual
destination. Nevertheless, as data, such as packets for Internet
browsing, 1s always given a destination at the home network,
such data 1s necessarily routed to the home network.

The 3GPP standard solution for charging the local breakout
scenario 1s relatively complex. The system requires that the
PCEF unit, the Policy and Charging Evaluation Function, at
the visited network, which has the home network charging
rules loaded, communicates with the home OCS (On-line
Charging System) that does the actual charging. For the local
breakout scenario, the home OCS may perform real-time
charging according to the visited network tariif plans and
charges. In LTE networks the tariil plans and policies may
dynamically change, and that requires the home network
OCS to adapt 1n real time as well.

Alcatel-Lucent (ALU) 1dentified this problematic situa-
tion, and published an article proposing an improved solution.
The paper, “Online Charging in the Roaming LTE/EPC Net-
work”, was published 1n Bell Labs Technical Journal 15(1),
pages 115-132, at 2010. ALU proposes adding a v-OCS, an
additional OCS entity at the visited network which serves
inbound roamers, and mediates with the home OCS. The
v-OCS may be the focal point for local charging, according to
the VPMN charging plans, but always in communication with
the h-OCS. The ALU solution imposes a new architecture at
the VPMN and new interfaces to the home OCS, Ro' and Rc',
which are not standardized vyet, and even more problemati-
cally, which requires modification to the home OCS as well.

SUMMARY OF THE INVENTION

According to one aspect of the present invention there 1s
provided apparatus for local access to data while roaming
with a mobile telephony device at a roaming network, the
telephony device being associated with a home network sepa-
rate from the roaming network, the apparatus being located at
the roaming network and comprising:

a filter having a data packet inspection unit for inspecting,
packets to identify data packets addressed from the roaming
telephony device for use via a home network data packet
gateway, and a packet diverter for diverting at least some of
the 1dentified packets to a local data packet gateway;

the filter being further configured to set up a diversion
tunnel for additional packets having packet destination infor-
mation corresponding to the diverted packets, the diversion
tunnel being for locally routing the packets having corre-
sponding packet destination address information to the local
data packet gateway.
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In an embodiment, the filter 1s configured to extract the
packets from a data tunnel to the home data packet gateway
and to create a continuation of the data tunnel to the home data
packet gateway alongside the diversion tunnel.

In an embodiment, the filter 1s configured to mitially divert
packets, and to cancel the diversion when the diverted packets
attract access refusals and to re-send the packets to the home
data packet gateway.

In an embodiment, the home network provides a subscrip-
tion-based data service accessible through a portal, wherein
the packet diverter 1s configured to select between packets
addressed for the subscription based service and packets
addressed for use outside of the subscription based service,
and diverts only packets intended for the outside use without
the need for the home network subscription.

In an embodiment, the packet diverter 1s configured to
carry out the selecting by determining whether the packet
contains a URL that maps to a portal of the home network.

In an embodiment, the packet diverter 1s further configured
to detect when diverted packets return a no access error, to
cease to divert packets corresponding to the no access error,
and to re-send the corresponding packets to their original
address.

In an embodiment, the filter 1s contained 1n a GTP signaling
relay.

Alternatively, the filter 1s contained 1n an MIP or a PMIP
signaling relay.

In an embodiment, data 1s channeled from the roaming
mobile device to therelay via a serving GPRS support node—
SGSN, wherein a data packet gateway comprises a GGSN—
the relay comprising an SGSN/GGSN emulator, emulating an
SGSN to the home network GGSN and a GGSN to the roam-
ing network SGSN.

In an embodiment, the networks are all-IP networks
wherein data 1s channeled from the roaming mobile device to
the relay via a serving gateway, and wherein a data packet
gateway comprises a PDN gateway, the relay comprising an
serving gateway/PDN gateway emulator, emulating a serving
gateway towards the home network PDN gateway and a PDN
gateway towards the roaming network serving gateway.

In an embodiment, the diverted packets are diverted
towards local breakout at a local PDN gateway alongside
voice packets.

In an embodiment, the packet diverter 1s configured to
divert by replacing the address of the home data packet gate-
way or a name 1dentifying the home gateway with the address
of the local data packet gateway within the mspected mes-
sage.

An embodiment may comprise a packet return path for data
packets to the roaming mobile user, the return path configured
to set all returning packets to a given roaming mobile user to
a same 1P address.

In an embodiment, the diverted data packets are notified to
the home network for charging.

In an embodiment, call data records are sent to the home
network for the charging.

An embodiment may comprise an OCS relay to decide
whether to charge the roaming user at the home network or at
the local network.

In an embodiment, the decision to charge 1s based on the
presence or absence of a subscription of the roaming user at
the local network.

In an embodiment, a charging relay 1s provided at the local
network for managing charging for the data, the charging
relay being associated with the filter to send charges for the
diverted data to the local network and to send charges for
other data to the home network.
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According to a second aspect of the present invention there
1s provided a method for providing local access to data while
roaming with a mobile telephony device at a roaming net-
work, the telephony device being associated with a home
network separate from the roaming network, the method
being carried out at the roaming network and comprising:

inspecting packets to identily data packets addressed from
the roaming telephony device for use via a home network data
packet gateway;

diverting at least some of the 1dentified packets to a local
data packet gateway; and

setting up a diversion tunnel for additional packets having
packet information corresponding to the diverted packets, the
diversion tunnel directly routing the packets having the cor-
responding packet information to the local data packet gate-
way.

The method may comprise extracting the packets from a
data tunnel to the home data packet gateway and creating a
continuation of the data tunnel to the home data packet gate-
way alongside the diversion tunnel.

The method may comprise:

imitially diverting packets as a default setting; and

cancelling the diversion when ones of the diverted packets
attract access refusals,

and following the cancelling, sending the ones of the
diverted packets to an original destination.

The home network may provide a subscription data service
accessible through a portal, and the method may comprise:

selecting between packets addressed for the subscription
data service and packets addressed outside of the subscription
data service; and

diverting only those packets addressed outside of the sub-
scription data service.

The method may comprise carrying out the selecting by
examining layer 7 data of the packet to find a URL and
determining whether the URL maps to a portal of the home
network.

In an embodiment, the diverting comprises exchanging the
address of the home data packet gateway or a name 1dentify-
ing the home gateway with the address of the local data packet
gateway within the mspected header.

The method may provide a packet return path for data
packets to the roaming mobile user, the method comprising
setting all packets in the packet return path to a respective
roaming mobile user to a same IP address.

Unless otherwise defined, all technical and scientific terms
used herein have the same meaning as commonly understood
by one of ordinary skill in the art to which this mvention
belongs. The materials, methods, and examples provided
herein are illustrative only and not intended to be limiting.

The word “exemplary” 1s used herein to mean “serving as
an example, instance or 1illustration”. Any embodiment
described as “exemplary” 1s notnecessarily to be construed as
preferred or advantageous over other embodiments and/or to
exclude the incorporation of features from other embodi-
ments.

The word “optionally™ 1s used herein to mean “1s provided
in some embodiments and not provided 1n other embodi-
ments”. Any particular embodiment of the mvention may
include a plurality of “optional” features unless such features
conflict.

Implementation of the method and/or system of embodi-
ments of the invention can involve performing or completing
selected tasks manually, automatically, or a combination
thereof.

Moreover, according to actual instrumentation and equip-
ment of embodiments of the method and/or system of the



US 8,711,757 B2

S

invention, several selected tasks could be implemented by
hardware, by software or by firmware or by a combination
thereol using an operating system.

For example, hardware for performing selected tasks
according to embodiments of the mvention could be 1imple-
mented as a chip or a circuit. As software, selected tasks
according to embodiments of the mvention could be 1imple-
mented as a plurality of software instructions being executed
by a computer using any suitable operating system. In an
exemplary embodiment of the invention, one or more tasks
according to exemplary embodiments of method and/or sys-
tem as described herein are performed by a data processor,
such as a computing platform for executing a plurality of
instructions. Optionally, the data processor includes a volatile
memory for storing instructions and/or data and/or a non-
volatile storage, for example, a magnetic hard-disk and/or
removable media, for storing instructions and/or data.
Optionally, a network connection 1s provided as well. A dis-
play and/or a user input device such as a keyboard or mouse
are optionally provided as well.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention 1s herein described, by way of example only,
with reference to the accompanying drawings. With specific
reference now to the drawings in detail, 1t 1s stressed that the
particulars shown are by way of example and for purposes of
illustrative discussion of the preferred embodiments of the
present invention only, and are presented in order to provide
what 1s believed to be the most useful and readily understood
description of the principles and conceptual aspects of the
invention. In this regard, no attempt 1s made to show struc-
tural details of the invention in more detail than 1s necessary
for a fundamental understanding of the invention, the descrip-
tion taken with the drawings making apparent to those skilled
in the art how the several forms of the mvention may be
embodied 1n practice.

In the drawings:

FIG. 1 1s a simplified diagram illustrating a relay device
located at a roaming network according to the present
embodiments;

FI1G. 2 shows the relationship of the relay of FIG. 1 to both
the home and roaming networks and various gateway com-
ponents therein;

FI1G. 3 1s a simplified flow diagram showing process flows
using the relay of FIGS. 1 and 2;

FIG. 4 1s a simplified flow chart illustrating the outgoing,
flow from the mobile device according to the present embodi-
ments;

FIG. § 1s a simplified diagram showing the incoming flow
corresponding to that of FIG. 4, according to the present
embodiments;

FIG. 6 1s a simplified block diagram of the relay of FIG. 1
set up on a 4G network according to an embodiment of the
present invention; and

FIG. 7 1s a simplified diagram illustrating charging com-
ponents for Diameter based charging on a 4G network.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present embodiments provide local routing or local
breakout for roaming data services as well as voice. The
present embodiments provide a system and method for
enabling local management of data traflic, and 1n the case of
the LTE network, local breakout of roaming data in general.
Embodiments enable the visited network to manage relevant
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6

parts of the roaming data by itself, while other parts can still
be managed by the home network.

Local breakout LBO fundamentally changes the situation
for data roaming. So far in GPRS networks, the data has
always been routed to the home network. However, ii the
local breakout system can apply itself to data as well, then a
cheaper and higher quality system of data roaming may be
provided.

The 1dea of anew product according to the present embodi-
ments, which may be referred to as Local Roaming GPRS or
(LRG) 1s to provide local access to GPRS while 1n roaming.
The same concept 1s applied for EPC/LTE 4G networks, as
explained below, and these networks do not use GPRS. Thus
GPRS 1s mentioned herein as an example only. That 1s the
embodiments may provide an IP connection for the roaming
subscriber via the visited network directly, without the need
to route the data to the home network first. The Internet
connection may be provided with a much higher QoS, and
potentially at a much lower cost. In fact, the service can be
provided at a local GPRS tariit, 1.e. the same tariif used for
local network subscribers. This service may then provide real
competition for WiF1 at hotels for example, for travelers.
However the tanil 1s a matter for the operator, keeping 1n
mind that data roaming 1s still very expensive, despite
attempts at cost reduction 1n Europe, and prevents roamers
from consuming more data.

There are two main options for charging:

(1) keep charging via the home network

(2) use a local prepaid or postpaid account 1n the visited
network.

The first option requires coordination between the visited
and the home networks. Call Data Records (CDRs) may be
sent from the visited to the home network—as for voice calls.
Prepaid users can be charged on-line via CAMEL or using
proprietary solutions. The second option does not require any
coordination with the home network. The visited network can
operate the service on its own, but 1t needs to market the
service to the inbound roamers, and convince them to pur-
chase local prepaid cards, or use a credit card for a postpaid
account, that 1s not to pay in advance, but provide the credit

card details to the roaming network for opening a postpaid
account, or by any other method.

The charging may be differentiated as well, and voice
charging may be handled by the visited network 1n the first
place and then handed over to the home network, or perhaps
handled locally—potentially as a local prepaid account. The
local charging poses new requirements for the VPMN, and
new opportunities as well.

In the following, a prepaid mode 1s discussed by way of
example only, for the various credit solutions that may be
used 1n the roaming network including postpaid via credit
cards, and others. An Online Charging System (OCS) may be

used for charging the inbound roamer, 1n the visited network.
The following discussion refers to GPRS and GRX (GPRS

Exchange Routing) which relate to 2G/3G GPRS networks,
but these are given only by way of example. The discussion
also 1mcludes L'TE networks. In etther case the GTP (GPRS
Tunneling Protocol) may be used as a carrier for IP traffic. In
LTE networks, MIP (Mobile IP) or PMIP can be used as an

alternative to GTP, hence the present embodiments covers
both GTP and MIP/PMIP

In the L'TE case, insteéd of SGSN and GGSN, which relate
to 2G and 3G networks, such components as the “Serving
Gateway” (5-GW) and PDN Gateway (PDG), provide the

corresponding functions respectively.
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The following discusses the invention by way of an
example based on GSM. However the mvention 1s equally
applicable to CDMA.

The principles and operation of an apparatus and method
according to the present invention may be better understood
with reference to the drawings and accompanying descrip-
tion.

Belore explaining at least one embodiment of the invention
in detail, 1t 1s to be understood that the invention 1s not limited
in 1ts application to the details of construction and the
arrangement ol the components set forth 1 the following
description or illustrated in the drawings. The invention 1s
capable of other embodiments or of being practiced or carried
out in various ways. Also, 1t 1s to be understood that the
phraseology and terminology employed herein 1s for the pur-
pose of description and should not be regarded as limiting.

Reference 1s now made to FIG. 1 which illustrates appara-
tus for local access to data while roaming. A mobile telephony
device 10 operates at a roaming network 12, which now
becomes the roaming user’s local network. The telephony
device 1s associated with a home network (FIG. 2) which 1s
separate from the roaming network at which the device 10 1s
registered.

The apparatus comprises a filter 14, which has a data
packet or packet header analysis umit 16. The analysis unit 16
looks generally at the headers of packets passing the filter to
identily data packets addressed from the device 10 for data
use via a home network data packet gateway. Such data 1s
generally found 1n the header but may be located elsewhere,
and the filter may be designed to search for the information as
appropriate 1 any given case. Such data packets are thus
identified as data packets, meaning packets for Internet ser-
vices, such as email or browsing or datastreaming or other
network services, or intranet services or the like. A packet
diverter 18 diverts some or all of the 1dentified packets to a
local Internet data packet gateway which may be a local
breakout gateway 1n the 4G system.

The filter 14 may set up a diversion tunnel 20 for additional
packets having packet headers corresponding to the above
diverted packets. Generally a particular data session or ser-
vice mvolves multiple packets, having 1n common similar
entries 1n particular parts of the header. The tunnel ensures
that once the first packet of a session has been 1dentified then
later packets belonging to the same session can be identified
more simply and directed to the same output. The diversion
tunnel 20 thus routes those packets having packet headers
corresponding to earlier 1dentifications directly to the local
data packet gateway.

It 1s noted that, 1n addition to diversion tunnel 20 to the
local gateway, there 1s a diversion tunnel 21 to the home
gateway as well. The starting point for the GPT tunnel is the
SGSN 1n case of GPRS traflic, or Serving GW 1 case of LTE.
A second tunnel 1s needed at the relay because 1t is not
possible to chain end points for the data tunnel. As soon as the
relay recerves the data 1t makes 1tself a tunnel end point, and
in order to relay 1t to the original destination 1t becomes
necessary to open a new tunnel. This 1s because GPT data 1s
already tunnel data.

That 1s to say, an mnitial GPT tunnel to the home gateway,
which was set up by the V-SGSN, 1s cancelled at the relay
since the relay needs to access the packets. The cancelled
tunnel thus needs to be recreated at the relay, and the relay
emulates the SGSN starting point for tunnel 21, as well as
creating diversion tunnel 20. Hence the relay forms two new
tunnels from the single GPT tunnel.

It 1s noted that the packets do not always contain the IP
address of the final destination. Often they may contain a
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name, an APN, which has not been resolved yet by the local
DNS, and may be resolved later, 1n a higher level DNS, at the
international carrier GRX for example. It 1s also noted that the
local gateway will always be an IP address, since there is
generally no further name resolution 1n the local network.

The home network typically provides 1ts own subscription-
based or internal data service, which 1s accessible only
through i1ts own portal, a set up known as a walled garden. IT
the data packet requires a session within that walled garden
then 1t needs to be sent to the home network without being
diverted, since such services are only accessible from the
home network gateway. Thus the packet diverter may look for
packets having destination addresses within the home net-
work, say by comparing a final destination URL or APN or IP
address 1n the header to the network. Then those packets
addressed for the subscription based data service and packets
addressed for use outside of the subscription based home
network data service can be distinguished. The packet
diverter may then divert only those packets intended for use
outside of the subscription based data service.

Thus the packet diverter may determine whether the packet
header contains a URL that maps to the Internet portal of the
home network and i1 so then the packet 1s not diverted.

I a walled garden destination 1s erroneously not identified
and a packet intended for such a destination 1s diverted to the
local gateway then 1t will not be given access to to the walled
garden and a No Access error will be returned. Thus, as a
tallback position, 1n case a walled garden destination 1s erro-
neously not identified, the packet diverter looks for diverted
packets that return a No Access error or a similar error code.
The diversion of the corresponding session may then be can-
celled, and the data may be re-routed to the home gateway.

In one embodiment, all sessions are by default directed to
the local V-GSSN. Then, 11 a No Access error 1s returned, 1t 1s
assumed that the address 1s part of the walled garden of the
home portal. Thus when a No Access error 1s recetved, the
session 1s then sent directly to the home portal.

In another embodiment header data 1s analyzed and the
session 15 sent to the walled garden or to the local gateway as
appropriate. However, 11 the header 1s not specifically recog-
nized as being directed to the walled garden then the default
setting of the local V-GSSN 1s used. Again, 1f a no-access
error 1s recerved then the session 1s redirected to the walled
garden.

Reference 1s now made to FIG. 2 which 1s a simplified
block diagram showing elements of the roaming or visited
network and the home network. Data from the roaming device
10 15 directed at roaming network 12 to a serving GPRS
support node of the visited network, V-SGSN server 30.

The filter 14 may be contained 1n GTP signaling relay 32,
and selects some of the sessions for diversion to the roaming
network V-GGSN 34 to provide a local data service, and lets
the remainder of the data continue to the home network 36
and the H-GGSN 38. Seclecting may be according to the
principles already discussed.

As an alternative to a GTP relay, the filter may be contained
in an MIP signaling relay—depending on the details of the
roaming network.

Within the system, the SGSN 30 1s the switch at the visited
network that receives data from the mobile device. The SGSN
conventionally sends the data to the GGSN 38 which 1s
always at the home network. All data requiring Internet
access 1s conventionally required to pass through the GGSN
38. Between the SGSN and the GGSN, packets are passed
using the GTP—or GPRS Tunneling Protocol. GTP keeps the
data 1n the form of IP packets but packages them securely.
Once reaching the H-GGSN the data may remain within the
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walled garden of the provider—via an Internet portal, or
access may be allowed to the external Internet.

Thus, as per the convention, the data in the present embodi-
ments 1s channeled from the roaming mobile device 10 to the
SGSM 30. However unlike the conventional setup, the GTP
data sent on by the SGSM 30 1s intercepted by GTP relay 32.
The SGSM does not know about the relay and expects to
communicate with a packet data gateway or GGSN. Hence
the relay includes an SGSN/GGSN emulator, emulating an

SGSN to the GGSN, and also emulating a GGSN to an SGSN
for the reverse direction. Thus both SGSN and GGSN com-
municate with the relay in the normal way that they would
communicate with each other. The SGSN and GGSN do not
need any changes to be made to themselves.

FIG. 2 1llustrates a 3G network. For a VoIP or LTE 4G
network, data 1s channeled from the roaming mobile device
10 to the relay via a serving gateway SG, and the Internet data
packet gateway comprises a PDN gateway. In this case the
relay includes a serving gateway/PDN gateway emulator
which emulates a serving gateway to a PDN gateway and a
PDN gateway to a serving gateway.

The diverted packets may be diverted towards local brea-
kout at a local PDN gateway alongside voice packets. Typi-
cally the voice packets 1n the L'TE network are directed auto-
matically towards local breakout as they would never have
been addressed to the home network 1n the first place. An LTE
network 1s shown 1n FIG. 7 and discussed in greater detail
hereinbelow.

Returning to the filter, and the packet diverter 18 may carry
out the diversion process by exchanging the address of the
home data packet gateway with the address of the local data
packet gateway of the roaming network within the ispected
header. The headers include an APN or access point name to
get them from the cellular device to the SGSN. An example
may be Example “Internet”(@cellcom.gprs.org “<service>@
provider.gprs.com—The APN may be checked at DNS 40 of
the local operator. The packet further includes the address of
the home network GGSN 38, to which the data 1s forwarded.
However relay 32 exchanges the address of the home network
GGSN 38 with that of the local network GGSN 34.

A packet return path allows data packets to return to the
roaming mobile user in response to browsing requests etc.
The packets 1n the return path have different destinations
depending on whether they have been routed via the home or
the roaming network. However the mobile device 1s only set
up to deal with a single address. Thus the return path includes
functionality to set all returning packets to a given roaming
mobile user to the same IP address.

The IP address management 1s a further example of man-
aging two tunnels from the relay, to the local and home
gateways, with a single IP address towards the device. The
initial IP address may be assigned by the local IP gateway, and
the handset may obtain a local IP address. Then, we may
replace the home IP address with the local IP address every
time the home gateway sends a data packet towards the hand-
set. By the same token also 1t 1s possible to replace the local IP
address with the home IP address every time packets contain-
ing local IP address are sent to the home gateway.

In one embodiment, diverted data packets are notified to
the home network for charging, for example using call data
records (CDR)

In an alternative embodiment, an OCS relay may decide
between charging the roaming user at the home network or at
the local network. The decision may be based on whether or
not the user has an account at the roaming network.

In the case of LTE, everything coming from the mobile
telephone 1s sent 1n IP data packets, including voice. However
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the voice and other data such as browsing data are distin-
guished 1n that the voice packets are addressed for local
breakout and the data packets are addressed to the data gate-
ways.

In general MO voice calls go directly to local numbers
without going home. LTE allows the voice data to go to alocal
gateway—the local breakout referred to above, and sends
data to the local PDN gateway. The voice packets generally
have a specific APN so that they can be easily 1dentified and
sent to the local PDN node.

The LTE network has a similar GTP (GPRS Tunneling

Protocol) protocol carrier for data sent to the home network
from the visited network and can apply the same criteria as
discussed above, to choose between local and home network
routing of the session, and thus to send appropriate data
packets to the ePDG at the local or home networks. LTE
networks can also use MIP (Mobile IP)/PMIP (Proxy Mobile
IP) as a protocol carrier, instead of GTP, notably 1n the USA
former CDMA countries.

The standard charging system for roaming in LTE assumes
that the visited network PCEF (charging component) com-
municates with the home network OCS (On-line charging
system), 1n case of local breakout (where the voice 1s fully
controlled by the visited network). This 1s a complex solution,
assuming close coordination between these two systems.

While using local roaming data, it may make sense to use
a local prepaid account. A local prepaid account implies that
the roamer 1s charged by the roaming network directly, the
same network that provides the local data access. Such a
solution may be implemented by an OCS diameter relay. An
OCS diameter relay may intercept all traffic directed to the
home OCS system, and may make a decision about whether
to charge the subscriber via the home network or via a local
prepaid system. The OCS relay 1s aware of whether any
particular roaming user has a local prepaid account or a local
postpaid account (via credit card for example) and thus 1s able
to charge the card or account without mvolving the home
network at all. If using the OCS diameter relay 1n this way
then a Diameter proxy agent 1s required to change the sub-
scriber identity for the local account, since this 1s the role of a
Diameter Proxy.

It may be that the home and local networks apply ditfferent
quality of service (QoS) rules for data use. For example the
two networks may allocate different bandwidths. For
example the home network may supply a 1M bandwidth
whereas the local network gives only 0.5M. A system param-
cter may be available to choose between the two options. If
the user has paid the local network through a local account, 1t
may be given the local network rules, although the user may
be offered a higher level of service at a different tariff. The
usual preference amongst operators 1s to provide the home
network rules, whether they are better or worse, as this 1s what
the user 1s used to.

The V-PCRF component applies the standard QoS policies
as defined for the given network. An application function
(AF) can then be provided as an override to give a different
QQoS. The AF may include a local prepaid App function. The
AF talks to both the V-PCRF and to the OCS diameter relay in
order to provide the updated quality of service.

Embodiments of the present mvention may provide any
one or more of the following features:

The embodiments may improve QoS for data roaming
since they obviate the need for data roaming to pass the home
network data gateway. The embodiments may enable high
speed video & internet at the same level of quality that the
user 1s used to at his home-network.
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Data roaming may be provided at a local tariff rather than
an International tariff, depending on the charging policy of
the local network.

The use of data roaming may encourage roaming users to
make use of the data capabilities of their mobile devices
rather than pay for say hotel Wi-Fi.

Roamers are in any event more willing to pay for high
quality Internet access than for the lower quality enforced by
the need to use the home network gateway.

The embodiments preserve access to the walled garden
home portal for operator content that the subscriber 1s used to
accessing.

For the operator, the present embodiments may reduce
operational cost, save GRX (GPRS Exchange routing)
charges, and may separate Internet access from the home
portal or walled-garden, allowing the home portal to be
accessed 1n the traditional way.

Billing can be left to the home network, unless the local
prepaid system 1s selected by the user, and the service can be
marketed to selected groups of subscribers.

The solution can be particularly of interest to specific pro-
files. For example business/corporate customers are heavy
consumers of email and browsing options. Data card holders
may be offered a special package for roaming, and generally
heavy 3G consumers—such as users of specific mobile hand-
sets users may appreciate a special package for roaming.

Service can be offered to mnbound roamers from specific
partnering home networks, say where the billing 1s coordi-
nated with the home network, or where the home network
agrees 1o service promotion via SMS

The present embodiments provide for a platform to be
installed at the visited or roaming network, as per FIG. 3. The
platform provides a GTP relay, emulating an SGSN towards
the real GGSNs, and emulating an SGSN towards the real
V-GGSN. The visited network SGSN thinks 1t 1s routing
traffic to the H-GGSN but actually the traific goes to the relay
which 1 turn decides whether to route the traflic to the
V-GGSN or to the home H-GGSN. The tratfic that 1s routed to
the relay may be all data traffic, or data traific whose home
network 1s 1n the scheme, or data traffic of users who qualily
for the scheme, depending on how the system 1s set up. The
GTP relay analyzes the packet header for session information
and determines 11 1t should 1ntervene or not. If the subscriber
1s subscribed to the service and the APN does not indicates a
need for the home network walled garden, there the relay may
intervene. In that case the GTP relay acts as an SGSN and
opens a new transaction towards the local V-GGSN. Other-
wise, the GTP relay relays the transaction to the home GGSN.
The platform 1s therefore a GTP Relay (GTP=GPRS Tunnel-
ing Protocol), a signaling relay which can intercept, open and
modity GTP transactions.

After modifying the destination address to the local
V-GGSN, the relay may create a new PDP (Packet Data
Protocol) context, 1.e. initiate a new session towards the
V-GGSN, acting as an SGSN. It 1s not possible to chain
GGSNs; the GGSN 15 a termination point for the PDP trans-
action. Hence, the GTP relay may emulate what 1s termed a
skim SGSN, that 1s an SGSN supporting only the commands
required for the specific mampulations in question.

In the return direction, the GTP relay receives messages
from the GGSN, and transmits them to the original SGSN. In
this case, the GTP relay may emulate a GGSN, and may
modily the returned IP address and transaction ID back to the
originals prior to modification for sending to the V-GGSN.

Reference 1s made once again to FIG. 2, which illustrates
the network architecture of an embodiment of local roaming,

GPRS (LRG).
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The GTP relay platiorm 32 may be installed at the VPMN.
There 1s no need for any platform or other modification 1n the
home network.

The GTP relay may implement the following (high level)
flow:

The V-SGSN may route inbound roaming data tratfic via
the GTP relay as a result of modifying the SGSN IP routing
table. The relay may determine 11 there 1s a need for intrusive
handling. For example, if the home network 1s notrelevant, or
the subscriber 1s not subscribed to the service, or the APN
(Access Point Name) 1dentifier of the service 1s the home
walled garden, the session may be relayed to the home
GGSN, without any modification.

If none of the above applies, then the relay may create a
new PDP context towards the local GGSN, while acting as an
SGSN. In this case, replies from the local GGSN may reach
the relay platform 1n the return direction, and the relay may
then modify the local GGSN IP address and transaction 1D
back to the original, while acting as the home GGSN towards
the local SGSN, the local SGSN having initiated a transaction
to the home GGSN.

In both cases, the transaction ID may be kept, for handling
subsequent messages on the same route. The subsequent mes-
sages need not contain all details since the details are con-
tained 1n the 1mitial PDP context.

For each device, the relay creates two kinds of PDP con-
texts, one to the local V-GGSN and one to the home H-GGSN,
whilst acting as an SGSN for both. Thus, APNs may serve
both walled garden and local access. Any individual session 1s
thus analyzed to determine dynamically, based on the URL,
whether to route locally or via the home network. The relay
manages two IP addresses, but provides only one of them to
the mobile device, which would not be able, at least without
modification, to deal with two IP addresses.

In the LTE case, the separation between VoIP and data may

be based on APN. Clearly all VoIP data can be sent to local
breakout, 11 identified by a dedicated APN, such as “IMS”. In
greater detail, there are two parameters that may be used for
distinguishing between VoIP and data,—APN and URL data.
But a problem arises 1n that there 1s no specific APN associ-
ated with any data application. That 1s to say there 1s no
standard. Rather the APN 1s operator specific—since 1t 1s only
used to get to the home gateway, the operator tends to use its
own language. For the voice, they define a standard APN—
“IMS” to distinguish voice from data, and thus an APN 1s
suificient to distinguish voice from data. However, the APN
does not distinguish between for different data types. There-
fore the present embodiments may identily the walled-garden
data, and route all the rest to the local gateway using URL
analysis. However the URL data 1s at a deeper level within the
packet, typically what 1s known as level seven. The URL data
1s thus used after the APN, to identily within the APN how to
divert the data. A URL-based separation enables the user to
access the home network for specific web sites, those which
are part of the walled garden, for example, but to enjoy local
access to the Internet for most of the web sites. Rerouting 1s
not restricted to identifications made at the beginning of a
session, but can also be carried out later on during the session
and splitting the session between the home and visited net-
works. Thus a first part of the session 1s charged by the home
network, and the second part by the visited network.

In one embodiment, an SS7 probe 42 1s used to monitor
roaming activity and to indicate the arrival of an imbound
roamer. The probe may allow a trigger, from the roaming
registration, to send a message to the newly registering
roamer to offer the service to the roamer. The probe may

likewise allow a trigger for roaming cancellation which can
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be used as an alert to stop the service. An SMS 1nterface may
be used with the inbound roamers to manage opting 1n and out
for the service using the input from the probe.

The platform may be provided with web based provision-
ing, to allow the operator to carry out system configuration.

Reference1s now made to FIG. 3, which 1s a simplified flow
diagram of the system, showing data flow including service
flow.

The figure covers the two directions of flow, that is

(a) The flow from the visited network SGSN 50 to a GGSN
52 (either local or home)—the outward direction from the
mobile device, and

(b) The tlow from the GGSN 52 (either local or home) to
the visited SGSN 50 and from there back to the mobile device.

When a new packet 1s received from the mobile device, a
first task 1s to decide 1f this 1s a new session. A second task 1s
to determine whether the user 1s subscribed to or eligible for
the service. These tasks may be carried out at the GTP header
decoder 54.

If the local data service 1s required then the core engine 56
of the relay platform changes the address. The address to be
changed may be the APN or may be what a local DNS has
swapped for the APN, or may be a URL included in the
header.

A message comes from the SGSN 30 so the relay acts as a
GGSN 52 to correctly handle and acknowledge the message.
To do this the relay includes GGSN emulation or, as shown 1n
the figure, a GGSN full decoder 58.

The packet now exits the core engine 56 with a gateway 1P
address which may be either the local or the home GGSN.

A reply 1s then received.

The reply comes from one or other of the GGSNs 52 so the
relay has to include SGSN emulation, or an SGSN full
decoder 60. No decisions are needed for the return leg as all
data goes to the mobile device. However the data has to be
sent with a single IP address whereas 1t arrives with either of
two addresses due to the two difl

erent sessions—home net-
work and local network. The sessions may be kept transparent
to the mobile device which expects a single address and thus
should not see that two sessions are running.

In the outward direction, packet header inspection looks
tor a URL and thus reads layer 7 data from the packets. A GTP
layer 7 decoder 62 1s used.

Layer 7 checks the URL to see 1f 1t maps to the network
indicated as the user’s home network, and 1t 1t does then not
to divert the packets in the first place, thus avoiding having to
wait for an access error in those cases. Once a session has
been 1dentified, then all packets belonging to that session are
recognized as an existing session and are routed via a relay
manager 64 to either the visited or the home network. without
any further intervention beyond replacing IP addresses back
and forth, as explained hereinabove.

MAP probing to offer the service to new arrivals 1s pro-
vided as per box 68. An SMS 1interface for notifications 1s
provided 1n box 70, where the notifications may be to do with
offering the new service or could relate to the service in
general. Web provisioning for the operator 1s provided 1n box
72.

The flow provides three ways to pay for the service. In box
74 the local prepaid system allows the user to purchase a card
with a number. A local prepaid solution allows all charges to
be settled at the visited network. The necessary interface with
the local prepaid system, via IN or proprietary interfaces 1s
provided through Local Prepaid adaptor 74.

Box 76 allows charging via the home OCS (online charg-
ing system) through a Diameter adaptor. Note that in pre-LTE

networks, Diameter 1s not the cross-network protocol, and 1s
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used only between the GGSN and the billing system. Hence a
Diameter adaptor was needed to connect to the home charg-
ing system. In order to provide on-line charging an interface
may provide direct access to the home OCS (On-line Charg-
ing System). Such an interface may be located between the
relay platform acting as a GGSN and the home network OCS.
To achieve such an iterface, Diameter Adaptor 76 1s con-
nected to the core engine unit.

Box 78 provides for charging through the Camel System.
Both Diameter and Camel can support charges in real time
which appear on the regular bill provided from the home
network. Box 80 shows Call Data Records (CDR) being sent
from the core engine to the home network for the purpose of
non-real-time or near-real-time charging at the home net-
work. For home networks that do not support Diameter and
OCS, CAMEL triggers towards the home prepaid-SCP plat-
form allow for support of prepaid users. The relay platform
then acts as an SGSN, 1ssuing CAMEL triggers. The GPRS-
CAMEL adaptor umt 78 may implement such support.

The SGSN-to-GGSN Direction:

Referring now to FIG. 4, the SGSN to GGSN data flow
direction 1s shown 1n greater detail. When initiating or con-
tinuing a data session, the signaling 1s routed from the
V-SGSN of the visited network to the relay plattorm—100.
For a new session a new PDP-context 1s created by the SGSN.
That 1s to say, the real SGSN creates a new context, for a new
session, for example when the user starts the browsing ses-
sion. The session however 1s terminated by the relay, acting as
a GGSN termination point. Then the relay creates a new
context towards the real GGSN, acting now as an SGSN. This
new context may be kept with other contexts, created by the
relay. For an existing session, an on-going data transaction 1s
set up—102.

The GTP header decoder analyzes the GTP header of the
incoming message and determines 11 the message comes from
the SGSN or a GGSN—104. The flow of FIG. 4 deals with a
message recerved from the SGSN, while that of FIG. 5 deals
with the other direction. As per the above, the GTP header
decoder 54 determines if the current packet 1s part of a new
session (a PDP-Context-Create message) or of an existing,
session. In the case of an existing session the decision about
local/home routing has already been taken, and the message 1s
transmitted to the Relay Manager 64. In the case of a new
session the flow jumps to 110. At 110 the control may be
handed over to the GGSN GTP full decoder 58, for further
analysis.

For a known session or context the Relay Manager utilizes
the previous decision according to the tunnel-ID—106. For
home GGSN routing, the message 1s relayed directly, without
modifications 108, except for minor address modifications
etc. Forlocal GGSN routing, the control 1s given to the GGSN
GTP tull decoder 38, for turther analysis 110, as mentioned
above.

The GGSN GTP tull decoder 38 performs full decoding of
the GTP message, acting as a GGSN.

The control 1s forwarded to the GTP decision maker 82.
The decision as to where to forward the session—112, may be
based on two main parameters: the IMSI (1dentity) of the
subscriber and the APN (the application to be used). In addi-
tion, the URL may be used, 11 the layer-7 data 1s decoded as
well. If the subscriber has an opt-in to the service, and 11 the
APN indicates that the local GGSN can serve the subscriber
(such as 1n the case of APN==internet), the transaction 1s
routed to the local GGSN. Otherwise, 1t 1s routed to the home
GGSN.

Control 1s placed 1n the hands of the Core Engine unit 56.
The core engine becomes the session manager for all sessions
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going into or out of the GTP layer. In the flow described so far,
the core engine unit may emulate an SGSN towards the local
GGSN. In the case of a new transaction, the core engine may
create a new PDP-context, allocating a new tunnel-1D. A new
transaction and corresponding allocation of a tunnel ID 1s
something which may take place once per every session. The
new tunnel ID 1s then provided to update the Relay Manager,
so that next time the same header appears the ID will be
automatically recognized—114. The new transaction defines
either local 116 or home service 118.

In the case of an existing transaction where the tunnel 1D
defines local service, the core engine directs the transaction
towards the local GGSN, modifying the relevant parameters
such as by replacing the original SGSN address with 1ts own
address—108. Finally, the core engine mmvokes the SGSN

G TP encoder, 1n order to create and send an SGSN-like mes-
sage to the local GGSN.

The core engine unit and the decision maker unit may use
the subscriber and service provisioning database 83 for rel-
evant data, say to find out whether the subscriber is eligible

for the service.

The SGSN GTP encoder unit 84 may encode an SGSN-like
message and send the message to the local GGSN, acting as
an SGSN.

The core engine unit may also mvoke the CDR controller
80.

The GGSN-to-SGSN Direction:

Reference 1s now made to FIG. 5 which 1s a simplified
schematic flow chart illustrating the flow when the data pack-
cts are traveling 1n the reverse direction, that 1s back to the
mobile device. In this case the transaction 1s not new, as it
arrives from a GGSN—120, and the GTP header decoder 54
may transmit the transaction to the SGSN GTP full decoder
unit 60, as the relay 1s now acting as an SGSN.

The SGSN GTP full decoder 60 fully decodes the mes-
sage—122, and transmits 1t—124—+to the Core Engine 356,
which performs the main processing in the present tlow as
well.

If the transaction has arrived from the local GGSN, the IP
address of the local GGSN and the tunnel ID may be replaced
with the address of the home GGSN—126. Thus the local
routing 1s rendered transparent to the local SGSN which 1s to
receive the message.

If the transaction has arrived from the home GGSN, it may
then be relayed to the local SGSN unchanged except for
minor modifications to the IP address—128. However encod-
ing for the GGSN emulation—130 may be required.

The GGSN GTP encoder 86 may create the GGSN-like
messages, to emulate a GGSN, towards the local SGSN.

Reference 1s made again to FIG. 3. A further flow deals
with the case where APN analysis 1s not sufficient to deter-
mine whether to select local or home routing. A scenario of a
mixed home-local session 1s provided. The user may start the
data session at the home operator portal, the walled garden,
and then access the internet from the portal. Two separate
sessions may handle the case, where the walled garden ses-
s10n 1s managed by the home GGSN, and the internet by the
local GGSN. There 1s a need therefore for a URL analysis,
rather than just an APN analysis since the APN 1n such a case
would always point to the home network even though the user
1s now browsing outside the walled garden.

The GTP layer-7 decoder may turther decode the layer 7.
Layer 7 contains the URL of the session and additional
parameters at that level, and requires a complex analysis unit.

After decoding at the layer 7 decoder 62, the message may
be forwarded to the layer-7 decision maker 88, which deter-
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mines the local or home routing based on various relevant
parameters, for example by comparing the URL to the home
network of the mobile device.

The message may be transferred to the core engine 56,
which now handles two sessions 1n parallel. There 1s aneed to
assign two tunnel-1Ds, and handle a unified session context
for the two sessions.

Reference 1s now made to FIG. 6, which 1s a simplified
diagram illustrating an L TE network according to an embodi-
ment of the present invention. GTP relay 200 1s located at the
visited network VPLMN and decides whether to route traffic
from serving gateway 202 to ePDG 204 of the visited net-
work, or to PDN gateway 206 at the home network HPLMN.
The operator’s subscription-based services or walled garden
208 may by way of example be accessible from the home
PDN gateway 206, although such 1s a matter for the operator
to decide.

Charging using Diameter and LTE Networks

Reference 1s now made to FIG. 7 which 1s a block diagram
of the charging components of an LTE or fourth generation
4G network. FIG. 7 shows the basic network with additional
components required for data charging according to the
present embodiments. In order to implement a local prepaid
solution for inbound roamers, the local prepaid system used
by the domestic (local) subscribers may be used. However
there 1s a need to couple the roaming identity with a local
identity, associated with a local prepaid account. Such cou-
pling may be implemented by a relay platiform.

In order to implement the above, Diameter Relay Agent
150 15 able to control diameter charging messages going to the
home OCS, and determine which messages can be routed to
the local prepaid system. For the messages going to the local
OCS 152, there 1s a need to replace the subscriber 1dentity
inside the messages, so the local prepaid system can handle a
local 1dentity, according to the local tarifl. The Proxy OCS
154 may used to actually modity the messages, as this 1s the
role of the Diameter proxy, and may also proxy the active
pairs of identities for the active sessions going on with the
OCS(s) 1n order to increase etficiency.

The system has two main components, the OCS Diameter
Relay 150, and the OCS Diameter Proxy 154 and interfaces
with system management for the local roaming prepaid ser-
vice.

The OCS Diameter relay component 150 relays all Gy
messages, or in alternative embodiments Ro and Rc messages
going irom the V-PCEF 156, the visited network policy and
charging gateway and H-OCS 158, determiming which should
be handled by the local prepaid system. These messages may
be relayed to the local OCS 152 after replacing the roaming
identity of the subscriber with a local i1dentity. The actual
replacement may be done by the OCS proxy 154, as discussed
below.

The relay platform may intercept all Diameter messages,
going to a specific home network (or all home networks),
enabling the examining of message content, and routing the
message either to the home network OCS or local OCS.

The relay may fetch and analyze subscriber i1dentity, for
example the IMSI, from the Diameter messages, and compare
against the local prepaid subscriber database/proxy server. If
a local prepaid roaming user 1s identified, the message 1s
handed over to the OCS Proxy component 154 for replacing
the roaming 1dentity and mampulating the message content
accordingly. The same manipulation may also be provided for
messages going back from the local OCS to the core network,
replacing the local identity with the roaming identity. There 1s
also an option to split between the local and home OCS during
a session, which 1s discussed hereinbelow.
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The OCS proxy 154 may make actual replacements 1n the
message content, and may also proxy the active couplings
between roaming and local identities, by keeping all modified
portions of the messages 1n the cache, in order to save pro-
cessing time.

The OCS proxy 154 may then check whether this 1s the first
time such an old/new pair of 1dentities has been introduced. It
the pair already exists in the cache, then the system uses
existing information, and replaces all of the Diameter relevant
part of messages with the alternative. The alternative may be
the local 1dentity for the direction towards the OCS, and the
roaming identity for the reverse direction, or other relevant
parts. If however, 1t 1s the first time that the 1dentity pair has
appeared then the system may obtain the relevant information
from the prepaid subscriber database, compose the new mes-
sage and replace the information.

An 1ssue with retaining the data 1s to 1dentily session ter-
mination, which 1s the last time the specific pair 1s to be used,
so 1t can be deleted from the memory. A solution may beto use
a timer and i1dentily any sessions where there has been no
active transactions, for a predetermined period of time, or
explicitly identily session termination messages

A system for local prepaid service management may com-
prise a user interface, prepaid account activation, and a top up
system. The user may access the system via web provisioning
or SMS or any other communication means. The user may
enter his/her local prepaid card details, following which the
system may activate a new account, or top up an existing
account. The system may associate the user roaming identity
with a local 1dentity, and open the prepaid account using the
local 1dentity. The prepaid system of the roaming network
then handles the roaming subscriber as if he/she 1s a local user
belonging to the local network.

FI1G. 7 thus shows a modification of the standard charging
infrastructure, in which the OCS Relay 150 and the OCS
Proxy 154 enable the local roaming prepaid system using the
local OCS platform 152. It 1s noted that the local OCS plat-
form 152 may present 1n conventional layouts for serving
local subscribers.

In the above description of the OCS-Proxy 154, all charg-
ing of a local prepaid subscriber 1s routed to the local OCS
152. There may however be a scenario 1n which the data that
1s routed either to the home PDG (PDN Gateway) or local
PDG according to the routing decision, 1s diverted between
the home network and the local network. Such a scenario 1s
the walled garden scenario referred to above, which may
occur ii, for example, the data 1s addressed to the home portal
of the operator, and can be accessed only via the home PDG.
The decision regarding home/local routing 1s made by the
GTP-relay 32 as discussed above. The OCS-relay may thus
simply follow the GTP-Relay decisions, and route the Diam-
eter charging messages accordingly, splitting them between
the home and visited OCSs. The internal database of the
GTP-Relay, which stores all current active sessions, may be
made accessible to the OCS-Relay as well, so that inspection
of the GTP relay database 1s all that 1s necessary to determine
which session or part of the session 1s routed to the home
network and which 1s routed to the visited network.

It 1s appreciated that certain features of the invention,
which are, for clarity, described 1n the context of separate
embodiments, may also be provided in combination 1n a
single embodiment. Conversely, various features of the
invention, which are, for brevity, described 1n the context of a
single embodiment, may also be provided separately or in any
suitable subcombination.

Although the invention has been described 1n conjunction
with specific embodiments thereof, it 1s evident that many
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alternatives, modifications and variations will be apparent to
those skilled in the art. Accordingly, 1t 1s intended to embrace
all such alternatives, modifications and variations that fall
within the spirit and broad scope of the appended claims. All
publications, patents, and patent applications mentioned in
this specification are herein incorporated in their entirety by
reference 1nto the specification, to the same extent as 1f each
individual publication, patent or patent application was spe-
cifically and individually indicated to be incorporated herein
by reference. In addition, citation or identification of any
reference 1n this application shall not be construed as an
admission that such reference 1s available as prior art to the
present invention.

What 1s claimed 1s:

1. Apparatus for local access to data while roaming with a
mobile telephony device at a roaming network, the telephony
device being associated with a home network separate from
said roaming network, the apparatus being located at said
roaming network and comprising;

a {ilter having a data packet inspection unit for inspecting
packets to identily data packets addressed from said
roaming telephony device for use via a home network
data packet gateway, and a packet diverter for diverting
at least some of said identified packets to a local data
packet gateway;

said filter being further configured to set up a diversion
tunnel for additional packets having packet destination
information corresponding to said diverted packets, said
diversion tunnel being for locally routing said packets
having corresponding packet destination address infor-
mation to said local data packet gateway, wherein said
filter 1s contained 1n a GTP signaling relay, and data 1s
channeled from said roaming mobile device to said relay
via a serving GPRS support node—SGSN, wherein a
data packet gateway comprises a GGSN—said relay
comprising an SGSN/GGSN emulator, emulating an
SGSN to the home network GGSN and a GGSN to the
roaming network SGSN.

2. Apparatus according to claim 1, wherein said filter 1s
configured to extract said packets from a data tunnel to said
home data packet gateway and to create a continuation of said
data tunnel to said home data packet gateway alongside said
diversion tunnel.

3. Apparatus according to claim 1, wherein said filter 1s
configured to imtially divert packets, and to cancel said diver-
sion when said diverted packets attract access refusals and to
re-send the packets to said home data packet gateway.

4. Apparatus for local access to data while roaming with a
mobile telephony device at a roaming network, the telephony
device being associated with a home network separate from
said roaming network, the apparatus being located at said
roaming network and comprising:

a filter having a data packet inspection unit for inspecting,
packets to identity data packets addressed from said
roaming telephony device for use via a home network
data packet gateway, and a packet diverter for diverting,
at least some of said i1dentified packets to a local data
packet gateways;

said filter being further configured to set up a diversion
tunnel for additional packets having packet destination
information corresponding to said diverted packets, said
diversion tunnel being for locally routing said packets
having corresponding packet destination address infor-
mation to said local data packet gateway, said home
network providing a subscription-based data service
accessible through a portal, wherein said packet diverter
1s configured to select between packets addressed for
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said subscription-based service and packets addressed
for use outside of said subscription-based service, and
diverting only packets intended for said outside use
without the need for the home network subscription,
wherein said packet diverter 1s configured to carry out
said selecting by determining whether said packet con-
tains a URL that maps to a portal of said home network.

5. Apparatus according to claim 1, wherein said packet
diverter 1s configured to divert by replacing an address of the
home data packet gateway or a name identifying the home
gateway with an address of the local data packet gateway
within said inspected message.

6. Apparatus according to claim 1, further comprising a
packet return path for data packets to said roaming mobile
user, said return path configured to set all returning packets to
a given roaming mobile user to a same IP address.

7. Apparatus according to claim 1, wherein said diverted
data packets are notified to said home network for charging.

8. Apparatus according to claim 7, wherein call data
records are sent to said home network for said charging.

9. Apparatus according to claim 1, further comprising an
OCS relay to decide whether to charge said roaming device at
the home network or at the local network.

10. Apparatus according to claim 9, wherein said decision
to charge 1s based on a presence or absence of a subscription
of the roaming device at the local network.

11. Apparatus according to claim 1, wherein a charging
relay 1s provided at said local network for managing charging,
for said data, said charging relay being associated with said
filter to send charges for said diverted data to said local
network and to send charges for other data to said home
network.

12. Apparatus according to claim 4, wherein said filter 1s
contained in an MIP or a PMIP signaling relay.

13. Apparatus according to claim 4, wherein said packet
diverter 1s further configured to detect when diverted packets
return a no access error, to cease to divert packets correspond-
ing to said no access error, and to re-send said corresponding
packets to their original address.

14. Apparatus for local access to data while roaming with a
mobile telephony device at a roaming network, the telephony
device being associated with a home network separate from
said roaming network, the apparatus being located at said
roaming network and comprising;:

a filter having a data packet inspection unit for inspecting,
packets to identity data packets addressed from said
roaming telephony device for use via a home network
data packet gateway, and a packet diverter for diverting
at least some of said identified packets to a local data
packet gateway;

said filter being further configured to set up a diversion
tunnel for additional packets having packet destination
information corresponding to said diverted packets, said
diversion tunnel being for locally routing said packets
having corresponding packet destination address infor-
mation to said local data packet gateway, wherein said
filter 1s contained 1n a GTP singling relay, wherein said
networks are all-IP networks wherein data 1s channeled
from said roaming mobile device to said relay via a
serving gateway, and wherein a data packet gateway
comprises a PDN gateway, said relay comprising an
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serving gateway/PDN gateway emulator, emulating a
serving gateway towards the home network PDN gate-
way and a PDN gateway towards the roaming network
serving gateway.

15. Apparatus according to claim 14, wherein said diverted
packets are diverted towards a local breakout at a local PDN
gateway alongside voice packets.

16. Method for providing local access to data while roam-
ing with a mobile telephony device at a roaming network, the
telephony device being associated with a home network sepa-
rate from said roaming network, the method being carried out
at an electronic processor on said roaming network and com-
prising:

inspecting packets to identily data packets addressed from

said roaming telephony device for use via a home net-
work data packet gateway;

diverting at least some of said 1dentified packets to a local

data packet gateway; and

setting up a diversion tunnel for additional packets having

packet information corresponding to said diverted pack-
ets, said diversion tunnel directly routing said packets
having said corresponding packet information to said
local data packet gateway, wherein said inspecting pack-
ets 1s carried out at a GTP signaling relay, data being
channeled from said roaming mobile device for said
mspecting via a serving GPRS support node—SGSN,
wherein a data packet gateway comprises a GGSN—
said relay comprising an SGSN/GGSN emulator, emu-
lating an SGSN to the home network GGSN and a
GGSN to the roaming network SGSN.

17. The method of claim 16, further comprising extracting
said packets from a data tunnel to said home data packet
gateway and creating a continuation of said data tunnel to said
home data packet gateway alongside said diversion tunnel.

18. The method of claim 16, comprising:

imtially diverting packets as a default setting; and

cancelling said diversion when ones of said diverted pack-

ets attract access refusals,

and following said cancelling, sending said ones of said

diverted packets to an original destination.

19. The method of claim 16, said home network providing
a subscription data service accessible through a portal, the
method comprising:

selecting between packets addressed for said subscription

data service and packets addressed outside of said sub-
scription data service; and

diverting only those packets addressed outside of said sub-

scription data service.

20. The method of claim 19, comprising carrying out said
selecting by examining layer 7 data of said packet to find a
URL and determining whether said URL maps to a portal of
said home network.

21. The method of claim 16, wherein said diverting com-
prises exchanging an address of the home data packet gate-
way or a name 1dentifying the home gateway with an address
of the local data packet gateway within an 1inspected header.

22. The method of claim 16, further comprising a packet
return path for data packets to said roaming mobile device, the
method comprising setting all packets in said packet return
path of a respective roaming mobile user to a same IP address.
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