US008701177B2

a2y United States Patent (10) Patent No.: US 8,701,177 B2
Anderson et al. 45) Date of Patent: Apr. 15, 2014
(54) METHOD AND APPARATUS FOR 5,999,179 A * 12/1999 Kekicetal. ................... 715/734
GRAPHICAL PRESENTATION OF FIREWAIL 6,044,402 A * 3/2000 Jacobsonetal. .............. 7009/225

6,484,261 B1 11/2002 Wiegel
SECURITY POLICY 6,816,897 B2* 11/2004 McGuire ...............o...... 709/223
7,076,393 B2* 7/2006 Ormazabaletal. ........... 702/122

(75) Inventors: Brooke Madsen Anderson, Boulder, CO _
(US); Wiliam C. Bunn, Longmont, CO (Continued)
(US); Mary Karnes, Boulder, CO (US);
Sarah M. Lieberman, Bridgewater, NJ FOREIGN PATENT DOCUMENTS

Egg;, Mira E. Wilczek, Cambridge, MA EP 1119151 A?  7/2001

OTHER PUBLICATIONS
(73) Assignee: International Business Machines

Corporation, Armonk, NY (US) Lacour, Sebastien; Perez, Christian; Priol, Thierry. A Network Topol-
ogy Description Model for Grid Application Deployment. Fifth

*)  Notice: Subject to any disclaimer, the term of this IEEE/ACM Workshop on Grid Computing. Pub. Date: 2004. Rel-
] y
patent 1s extended or adjusted under 35 evant pp. 61-68. Found on the World Wide Web at: http://ieeexplore.

U.S.C. 154(b) by O days. ieee.org/stamp/stamp.jsp?tp=&arnumber=1382816.*
(21) Appl. No.: 13/430,186 (Continued)
(22)  Filed: Mar. 26, 2012 Primary Examiner — Cordelia Zecher
: C Assistant Examiner — Jeremiah Avery
(65) Prior Publication Data (74) Attorney, Agent, or Firm — Schmeiser, Olsen & Watts,
US 2012/0216270 Al Aug. 23,2012 LLP; Arthur Samodovitz
Related U.S. Application Data (57) ABSTRACT
(63) Continuation of application No. 10/922,500, filed on ' '
Aug. 19, 2004, now abandoned. A graphical representation of the firewall and a network
coupled to the firewall 1s generated and displayed. A number
(51) Int. Cl. of an mbound port of the network 1s displayed. An arrow
HOAL 29/06 (2006.01) adjacent to the port number pointing toward the network 1s
(52) U.S.CL displayed to indicate that a communication 1s permitted to the
USPC ............. 726/11; 715/711; 715/734; 715/736;  port. The port number and the arrow are located between an
715/738: 709/224: 370/351; 370/352 icon for the network and an icon for the firewall. A port
(58) Field of Classification Search number of a destination of a communication originating from

the network 1s displayed. Also, another arrow adjacent to the
destination port number pointing toward the firewall 1s dis-
played to indicate that a communication 1s permitted to the
(56) References Cited destination port number. The destination port number and the

other arrow are located between an icon for the network and
U.S. PATENT DOCUMENTS an icon for the firewall.

None
See application file for complete search history.

5,864,666 A 1/1999 Shrader
5991,807 A * 11/1999 Schmidtetal. ............... 709/225 12 Claims, 17 Drawing Sheets

11091~

23. teingl
1035 Rule numbar(s): 52

Vulngrability; Telnet sends
T usermnames & passwords in
he clear. An eavesdroppar

has the potential 1o discovey
Eﬁeﬁfm“”ﬂ"d,ﬁ and use valid authentication
Frfomabon.

Firewall
Settings
Four

Misconfigs
Four

Recommendation; Replace
tedired with an up-to-date
1091 patched version of ssh.

N s
TCP: 23,80,443 / /
TCP: 22,23,25

UoP: 123 Glick on a port number or fhow
24 1027 1 l“ ~y025 "N aow for mors information.

Vulnerabllities
Six

SOl over the color-caded amow 1023
iﬂiﬂ“\r I for 2 zone-to-zone port list, =
oy N 10332
1021 | TCP: 22,26 I TCP: 23
UDP: 123

, TCP; 22.26,80
TGP, 23 UDP- 123 FCP: 23 25.80.443 The inbound/outbound zong flow lisi
+ EEEEEE i the union of all thows antering/

*lﬂ'l;_i l_\ 1017 /1 l-\ leaving a zone.
1028 ™,

1031

T2 Y &
MK XK. XXX KL Graen Seventy
Yollo Fifty AUEE 30K, 200 3000
NAT: 192.188.%X. 5%/XX o

Click on a zone to bring it into "focus®
Addittonal routing and other information
will be graphically dizplayed.

22-.

WK, N M0 R 0L




US 8,701,177 B2

Page 2
(56) References Cited 2004/0010718 Al1* 1/2004 Porrasetal. .................. 713/201
2004/0143658 Al* 7/2004 Newtonetal. ................ 709/224
U.S. PATENT DOCUMENTS 2004/0162992 Al* 82004 Samuetal. ................. 713/200
2004/0221191 Al 11/2004 Porras et al.

7,093,005 B2*  8/2006 Patterson ................... 709/220 2006/0041936 Al 2/2006 Anderson et al.

7,257,630 B2* 8/2007 Coleetal. .............oo.. 709/224

7421734 B2* 9/2008 Ormazabal etal. ............. 726/11 OTHER PUBLICATIONS

7,567,523 B2* 7/2009 Blacketal. ................... 370/255 . . .

7,'7743839 R?2 /2010 N;Z(:Z&f El ““““““““““““““ 726/22 “Business Method OfUSlIlg Host Based Health Chﬁcklﬂg & Vulner-
2002/0032784 Al 3/2002 Durago et al. ability Mitigation™ Research Disclosure , Jan. 2002, pp. 114-115.
2002/0052941 Al 5/2002 Patterson “Cisco PIX Device Manager Version 2.0”, pp. 1-5.

2003/0084098 Al 5/2003 Lavin et al.
2003/0217039 Al 11/2003 Kurtz et al. * cited by examiner




U.S. Patent

Firewall
Management
Server

29

Server

Blue
Network
(Intranet)

Apr. 15, 2014 Sheet 1 of 17

FIG. 1

305

Firewall
Security

Checking
Server

13

Firewall

12 Firewall

32
I Server i/

US 8,701,177 B2

Recommendation
database

450

Improper Actual
Settings database

830

Improper Settings 810
database

Misconfiguration 730
database

Configuration
database

Zone table

Data Fiow
Analysis tabie
Vuinerability 603

database

Found Vuinerability 610
database

514

11

(areen
Network
(Trusted Parties)

14

Red
Network
(Internet)



U.S. Patent

Firewall/
Mgmt.
Server

Apr. 15,2014 Sheet 2 of 17 US 8,701,177 B2
51
100 Analysis Box
Processes Storage

Get Config fn ] ] 205
110 P Zone Info fn Data J
112 Data Flow Table
120 — Analysis
130 T Data Flow Vuln fn | ) f 102

e Data Flow Conf

140 Misconfig fn F?I?eslg il
150 — | Security (_J_E)nﬁg fn 1
160 —T1___ Guifn

CPU)—RAMd
7 100 EJ




U.S. Patent Apr. 15, 2014 Sheet 3 of 17 US 8,701,177 B2

FIG. 3 7110

y 4
| 302
LFETCH FIREWALL CONFIGURATION INFORMATION l
L l ~__~—306

ORGANIZE FIREWALL CONFIGURATION INFORMATION
INTO TABLE

STEP 402



U.S. Patent Apr. 15, 2014 Sheet 4 of 17 US 8,701,177 B2

112

Extract interface info
from file

406

Yes

file contain subnet

NoO
408 470
Request for user - - - Yes
q file contain security level of
Input

NO

412

Request for user Collate zone information
input and write to data table

STEP 502



U.S. Patent Apr. 15, 2014

STEP 414

502

Get interface/zone info
from data table

Pull data flow ruleset
trom config file

1 /" 506

Select mterrace

508

Has
final interface been
examined?

Yes

No

510
Select rule

212

this rule associated with

Yes

Sheet 5 of 17 US 8,701,177 B2

FIG. 5

530

Any
rules not applied to an
interface?

NO

STE‘P 602

Yes
532 J

Write default behavior
to data tabie

selected Interface?

520

NO ‘
this the last rule in the

Yes

524

Yes NO

any rules associated with
elected interface?

516

Wiite to Data Flow
Analysis table

526

Whrite default behavior
to data table



U.S. Patent Apr. 15, 2014 Sheet 6 of 17 US 8,701,177 B2

FIG. 6

130
STEP 530 STEP 532 /
602
Pull data flow ruleset from
Data Flow Analysis table
604

Run data flow rule through
vulnerability DB

606

Does
flow match against a
vulnerability?

Write flow and potential
vuinerability to data table 610

Last
data flow
rule?

No

Yes

STEP 702



U.S. Patent Apr. 15, 2014 Sheet 7 of 17 US 8,701,177 B2

FIG. 7

STEP 630

702 ' 7
1 e /

PULL DATA FLOW FROM
_ DATAFLOW ANALYSISTABLE

704

ANALYZE DATA FLOW FOR CONSISTENCY WITH
INTERFACE AND ZONES OF FIREWALL

706

l CHECK FOR REDUNDANT RULES

_—708

| CHECKFORINCONSISTENTRULES |

| CHECK FOR OTHER MISCONFIGURATIONS

720 732
Vo WRITE FLOW AND
FLOW MISCONFIGURED? — MISCONFIGURATION
TO DATA TABLE

No
740

LAST
DATA FLOW
RULE?

No

Yes

STEP 802



U.S. Patent Apr. 15, 2014 Sheet 8 of 17 US 8,701,177 B2

FIG. 8

STEP 740

150
. _l__—‘/_802 /
PULL FIREWALL CONFIGURATION SETTINGS \

RUN SETTING THROUGH CONFIGURATION |
DATABASE o

Yes

l 832

WRITE MISCONFIGURATED
SETTING TO DATA TABLE 830
836

LAST
FIREWALL
SETTING?

Yes

STEP 902



U.S. Patent

Apr. 15, 2014

Sheet 9 of 17

FIG. 9A

PRESENT DISPLAY OPTIONS | /

905 —
USER SELECTS
NETWORK DIAGRAM

906~
OBTAIN ZONE INFORMATION

970

GENERATE ZONE DIAGRAM
(FIREWALLS, INTERFACES,
SUBNETS)

914
COLOR CODE EACH ZONE
BASED ON SECURITY LEVEL
915

DETERMINE PORTS FOR
EACH INTERFACE

97 6_\
I:E‘ETEHMINE DIRECTION OF‘J
DATA FLOW FOR EACH PORT

920~ |
ADD PORT NUMBERS AND

DATA FLOW DIRECTION TO
DIAGRAM

922—

DETERMINE NUMBER OF
VULNERABILITY AND
MISCONFIGURATION

PROBLEMS PER INTERFACE
924

ADD NUMBER TO DIAGRAM
FOR EACH INTERFACE

DISPLAY NETWORK DIAGRAM

RECEIVE USER SELECTION
OF DISPLAY OPTION

TO USER

USER SELECTS | 940
VULNERABLITY

TABLE

OBTAIN LISTOF | 942

PERMITTED DATA
FLOW THROUGH
EACH INTERFACL

Y

BUILD TABLE |94,. 3

OBTAIN ZONE
INFORMATION

¥
COLOR CODE

ENTRIES IN
TABLE BASED ON
SECURITY LEVEL

OF ZONE

946

ADD PROTOCOL
TO TABLE FOR
EACH DATA FLOW

948

OBTAINLISTOF {950

VULNERABILITIES

N A

COLOR CODE

952
EACH VULNERABLE -~

| DISPLAY TABLE

ENTRY IN TABLE

954

PRINT OUT 956
IF REQUESTED

802

US 8,701,177 B2

160

/

STEP 980

USER SELECTS
MISCONFIGURATION
TABLE

960

962

OBTAIN LIST OF
PERMITTED DATA
FLOW THROUGH
EACH INTERFACE

y 963

[ BUILD TABLE ]

) 964

OBTAIN ZONE
INFORMATION

Y 965
COLOR CODE
ENTRIES IN
TABLE BASED ON
SECURITY LEVEL
OF ZONE

967
OBTAIN LIST OF
MISCONFIGURATIONS
968
COLOR CODE EACH

MISCONFIGURED
ENTRY IN TABLE

8970
DISPLAY TABLE

972
PRINT QUT
IF REQUESTED




U.S. Patent

Apr. 15, 2014 Sheet 10 of 17

FIG. 9B

STEP 904

USER SELECTS IMPROPER |980
SETTINGS TABLE

READ ACTUAL 982
IMPROPER SETTINGS

BUILD TABE OF 984
IMPROPER SETTINGS

DETERMINE SEVERITY OF |986
EACH IMPROPER SETTING

COLOR CODE EACH 988
IMPROPER SETTING IN TABLE

“ 990
DISPLAY TABLE I g,

PRINT OUT 992
IF REQUESTED

US 8,701,177 B2

160



U.S. Patent Apr. 15, 2014 Sheet 11 of 17 US 8,701,177 B2

FIG. 10

23: telnet
1035 Rule number(s): 52

Vulnerability: Telnet sends
13 usermames & passwords in
the clear. An eavesdropper

Firewall
Settings
Four

has the potential to discove
and use valid authenticatio
information.
Recommendation: Replace
teinet with an up-to-date
patched version of ssh.

Biue One Hundred
XK. XOOC. XU XXX/ XX

Misconfigs
Four

Vulnerabilities
Six

7011

1})13
TCP: 23,80,443 / /
TCP: 22,23,25

UDP: 123 < Click on a port number or flow
21 1027 | ~1025 arrow for more information.
Scroll over the color-coded arrow 1/ 1023
f - ist.
1019 I or a zone-to-zone port list 1033
1021 | TCP: 22,25] TCP: 23
TCP: 22,25,80 UbP: 123
TCP: 23 PO, i |
UDP: 123 TCP: 23 25.80 443 The inbound/outbound zone flow list

is the union of all flows entering/

1015 1 1017 /—l leaving a zone.
71029

1031

12

YOO . XX OO XXX/ 11

Yello Fifty
NAT: 192.168.xx.xXX/XX

X

Click on a zone to bring it into "focus”.
Additional routing and other information
wili be graphically displayed.

Green Seventy
O XX L XK XK XX

22

O MO0 O XX/ XX




700 yssuado mmm/7.any

:82IN0S3Y 9|qISSOd "SUOISIBA

SNolAaId JO SaljIjigeIBuinA
aZIWHUILW 0} 8IeM}os

UolepuUaWWOoI8Y
pue uoieue|dxs
AlljiqesauinA
29S 0] JOQUINN
)Ny QuiadAy uo XD

‘uofjewlogul uogeouayine
HSS 1S8je| PUE ‘0’ ‘UOISIBA uIe1qo 03 diyel) Jius o)
1000)01d 1S3 8Sn 0} ains | Ajijige syl seaib yoiym Jesjo ayy | kP04
aq ‘dnNS bunuawsijdus usym | U1 SMo)j poyiaw uoieduayine
‘pajdAious ase spiomssed 10001003 414 - 12 dDL
DUR SPUASQ) ‘19jSuel

US 8,701,177 B2

= 2In9s a.____laﬁl

S — fueg

u | _wwod | €vy | dOL

2  duwiad | €2l [ ddN

= Elgéﬁéél

g wwed [ ewp | dOL | vu/OLvEeY N | ve/ooi'g9tzer | oLeMW |
- Juuad | 08 | dOL v2/0°01'891 26} ¥2/0'L b2 €9 6Oy | Wnipaiy |

< duuad | 1895 dOL ¥2/0'L ¥2 €9 vR0ZYZEY | sy |

»  luwiad [ 8686 dOL 82/2€" | vZ €9 vgloeveed  ~l. gand |

= —wwed | 08 | doL vZ/0" L Y2 €9 A | yomg [ moy

< wwied | ey | 4oL | rouveoveeL | 9101'89igeL | eand |

Cyusad | 19 | dON £'01'891'261 01’891 261 gaing |

- yuied | 22 | d0L 1'01'891°26 ) [Z/82104'89L26L | Lang |
JAQUINN

uoHoY 3Ny .E (S3)SSaIPPY d] uoneunsaqg | (S8)SSaIppy di 921n0S 3|INY

[T OId

U.S. Patent



US 8,701,177 B2

Sheet 13 of 17

Apr. 15, 2014

U.S. Patent

uoneuejdxa
uonjeinbiuoosIy

93$ 0] JoQUINN

ainy YuluadAy uo )

MO

‘| 9Nl 935 ‘3N
SIU) 9A0QE PBAOW 3Q 0} SpP8du {71 aiNY "ydlew e uo iy JeAsu
1M JI 8SNBJ3Qq ‘SISAIS Paijioads ay) 0} Palusp aq J19AauU j|Im

MO} SIY L "8 8JNJ ‘Saydlew }i 8jnJ 1sii) 8y U0 paydadoe ag |jim MOy

SeM MO[} 8y} JaYe L£9G pod 40| UO SIBAIBS 0] $S9008 Salusp
b1 3INY ‘L 3|NJ ‘18S3jnu 3y} Ul I3k} 8)NJ B S}JIpeRu0d 3jni siyl

8y} 1883|n4 Y] UMOP Jayuny Si 8jni Syl adUiS '8 8jnJ Ul pamojie 1S0L

Auwog | Auy | Auy |

 Aueg | 1€9S] dOL | MO
lWwed | €yy | dOL g | MOT
huwad | €21 | daN GZ'01'89} TE __Viveeo  jetand| 00
wwad | ze | dOL | veovveed | £2/00L'89be6L | HLAMH]| 0
wwid | evv | dOL | ve/ouvee9 | v2/00Me9Lz6l | OLOINH | MOT
- dwuued | 08 | dOL | vg/O0LB9LEBL | ve/0ivee9™ ~ | 6Oy | 0
wuwad | 1€96] dOL v2/0 L 72 € ____be/oeyee9 | 8@IMH | MOT
 Vuuad | v6¥6 | dOL AR A __€Gl'yg€9 | ZOINY | MOT
 Wwuwod | 8686 dOL |  eerelveed |  veozve€d | 9d8nd |
- wuwed [ e | dor | 0 Ay |  veoiveed | send |
_huwed | 08 | dOL v2/0'L Y2 €9  Ahw vy |
- yusad | 6p | 401 | 1'01'891°26L 9L0i'89kgeL | €9y | WNIPAN
yused | oL [ don | eorgoiesL | '0L'89L26L | gamd |
wwed | 22 | dOL | lOi'89l'eel | /e/B2l'0v89iesk | beiMd |

uoRdYy any

HOd

1090)0Jd

(s9)ssaippy d| uoijeunss(

¢l DA

pqunN | duiey
(S8)SS8.PPY d| 82.n0S 9|INY

Aunoag




US 8,701,177 B2

Sheet 14 of 17

Apr. 15, 2014

U.S. Patent

uonepUBWWO0I3]
saoioesd 1$8q pue
Buipuly uogesnbyuod

89S 0] buey AjlINJ9g
yuiiadAy uo a1

'suoiebisaaul soisualo) Buiwiopad
Ul pue Alliiqeiunoode 10} [ednld
ale sbo “1an9s BojsAs e 0] boj

0} 18S 8Q 0} spaau Buibboj jjemany

uonepuUSWWOIaY

'SJUBAS PalayNg 0]
19S Ajuo si Buibboy jjremo4

90}

Duipuiq uoyeinbiuon

~ __B,w._lb__:omm mumtoE_ OPISU)
001 19A3] AMdAs 8oBUAU BPISINO

suonednou U.Emt:n DUIDDOM
OUINAS |lemaliy oulley Alundeg

el DA



US 8,701,177 B2

Sheet 15 0f 17

Apr. 15, 2014

U.S. Patent

JGIUX/AOD{UQ PO MWW/ .ULY
'30IN0S3)
9]GISSO4 ‘LoIBIRUBYINE AIBSSadaU
3y} apinoid 0} djux Justuaidw
0JO|SSUIA0" MMM/ 01Y
'80JN0S8} 3|qISSO4 "LUONNIOS
1000}04d J9SMOJQ qam djeudosdde
Ue S 'e¥hdOL “(1SS) SdLLH
‘aSeI S} U] "uoheanuayine Buoys
sapin0.d 1ey 102010:d B Juawa|du|
JWO0D'YSSUIG0" MMM//.01Y
:30IN0SBY 9[QISSOd "SUOISISA
snoinaLd [0 SaNINRIAUINA SZiWUIW
0} BJEM}JOS HSS IS8IE| pue '0°Z
'UOISIAA 1020)01d 1S8R 9SN 0} 3inS 8(
1 ‘498 Buguatusidwi uaypm “peidiious
918 SPIOMSSE4 PUB SPUBs “Jajsuel

3|} JO} 4DS JO d14 8InI3S AN

'31qIss0d Se yanu
Se S8SSAIPPE 4l 92IN0S YWl O} Al

LONBPUBWILIOJAY

pajSnJ} 84 jJou

PINOYS au0z ANJas Jaydiy e 0} auoz

AJiND3S JAMO} B LWOJJ SMOJ4 "PBpUBILIOD! | JIN/EZI dON| G2'04'891°261
JOU S| YJOM]OU [RuIS)UI UR 0) ZINQ

8} WOJ} MOJ} pajeduusyineun ue Buimoyy

'paIsNI) aq jou
PINOUS au0z Ajnoas Jaybiy e 0) auoz
AlINDBS JAMO| B WO} SMO| ‘PBpUBWILIDIS!
JOU S! YJOM}BU [eulBiul UB O} ZING
83U} WOJJ MO|} pajediusyineun ue Buimo)y

dLLH/08 dOL| $2/0'04'891 261

‘UOIjeLIOJUI
LOIJEDNUBLINE UIR)QO 0 Jijjell Jius 0} Auge

AU} SaAD Yoiym 1e9(0 BY} Ul SMOjj poylaW | did/ieddL | ve0t v eg
LoleeduaYINe 1000j01d d14 - 12 4Ol

JuaWwaIeAp [eijualod 0} USdo SI 1BAIBSIaM
("*'Ind ‘19%) "1} P3|qesIp 10U 3B JaAIaS
L0 Spoyiow diy J| "901AJaS JO [eludp S yons
‘duy 18A0 YOBKR UE B1eNIUI O} AR S1a0BU| d1IH/08 dDL|  #2/0'L P29
10 [eijud}0d By} SBSEBIIU! SS3IPPE d
921n0S Aue 0] usdo 3in) liemasi) ay) Buines

($8)$S31ppY

AlliqeIBUINA 103010)d/U0d

7L O

dl Uoieulss(d

SR /A%

LA VAR AR

Auy

(S9)SS8.ppY
d| 82in0S




US 8,701,177 B2

Sheet 16 of 17

Apr. 15,2014

U.S. Patent

B 9| 935 'SUOHEPUBWIWIOIa) Bjf 104 E 199 E MO
¢ SIBAIBS |0 1S B 0} 2119308 310W JO JBUQNS
MO||9A 3JOYM BY) SSRAWOIUD 0] JUBSLL MO)| SU) SBAA
‘UDJRW B UO JiU JOABU iim €1 3NY "0} 9N ‘Saydiew 401 MO

Il 3{nJ 1841} B} U0 PBIdaITE BQ [11M MO|} BY) ‘Jesa)ns
SU1 UMOP Jayunj Si 9jnJ Siy} a0UIS PUB SI3AISS |0
3|dn02 & $8SSeAWOoIua AUO £ ainy "sbues jaugns
3U0Z MO|(oA BIOYM B} SISSedWooua ajni SIYL "€}
a|NJ Ul UBY} J199ds $S8| dJe S2SSaIppe usleulsap
ay) J0) 1da0xa €| 3jn. 0} jednuUaPI S a|NJ SIY L
"1 9[N) 395 9| SIU} SAOQR Porow 8q 0}
SPIJU ] SINY "UOJW B L0 JIY JOABU [{IM )l 3SNBJSQ
'JONS P3II0BAS 3y} 0} PaIUBP B JAABU |[|IM MOJ)
SIY] "@ 9jnJ 'SaudjeL Ji 3N JSJi} 8y Uo pajdande
90 ||!M MOJ} BU} ‘l9Sajni By} UMOP Jayunj S )N
SIU} SJUIS '@ 9| Ui pamoj[e Sem MOj} 3} Jalje 1£96
pod 401 U0 SJBAIBS 0} SS30E SaIUBP ¢l BINY Yl
8|nJ ‘18SajN1 8U) Ui JaJe| jni B SIAIPBIIU0D BjnI SIyL
'DBAOWAI 3Q PINOYS [Ny “jlema.l} Bu)
10 souewiouad ayy sapeibiop smoj) Arssadsauun
Budesy ‘A1essadau Jou S 8Ny “(lemall)
ay) ubnouy) ssed Jansu |im MO} SIY) 1ouqns swes
aU) UO BJ. SISOU UOIIBUNSAP pue 3dIN0S AU} a0uIS
'Ua)umMai 8q 0}

Spaau 3NH *(HSS ‘18u8] "a1) suod juawabeuew
8ie |[lEMB1Y 8Y) 0} uado aq pinoys eyl suod
Ajuo 3y} ‘0S|y "6 LOd U0 JeAIS SIRIR] By} SS800.
0) pASOAdns Si lemali4 Y| "Al091i02ul Uajiim
SI MOJ) SIUL "6 U0 491 UD [jemaly 8y) $53008
0] JONAS $3B981 aul Bumole Si ajnl Juaing 3

ddl | ¥2/01¥CES | ¥2/0°04'891°CH1 __

EE- o o E-

UOIloY ($9)5S2.ppY (se)ssaippy | (ShsqunN | Bunex
LoneINBbIuoISI oIny | uod | 1020104 di uoneunsaq di 82108 3Ny

GI DA

LOLBSLd6L | 9104891261




US 8,701,177 B2

Sheet 17 of 17

Apr. 15,2014

U.S. Patent

'90Bl9lU|
apISUS AY) UBY) 4NJ9S
3J0W 9Q 0} 3oeLI|UI SPISINO
AU} SIBPISUOY |[emall} 8y |

CRTE] |
ajeudo.dde 0} j9As] Aunoas sjeudoidde Ajddesy

S ETEEGE
U} JO peajsul ‘adiAap ay) Duuaisiuiwpe ag pinom oym
950U} 0} PAILI| 8Q JaUQNS 3y} 1By} PUBWWOIB) 0S|y
‘Iemall) 8y} 0) $S8398 1web 0} Janias uoyediusyine
B dn 18S 0] piNOM UONRIUBWRIAWI BINO3S 8J0W UBAS
v "1e3[0 AU} Ul paliLSUeJ} Jou 8Je piomssed pue puasn
3y} asNe3dq '1020j0.d 81n08S BI0W B S HSS "Pasn aq
HSS PUe pajgesip 8q jaujef 1ey) PuswiLodvy ‘llemMall)
3y} SS3008 0} HSS asn 0} A)ljiqe By} Sey |emall 8y

Joute) AQ
9|QISSIO0R Si |[emali

Hioua|
BuilS papuswWodd!
3y} UIBJuO0d Jou S80p pue
SpJom AJRUOIIP O} JOS S!
A9y Buuis AJUNWWod dNN
'SJUBAS PRJBJING 0} J8S
Auo s1 Buibbo) jemasi4

1[eMalL AU} 0} SSB0 JINNS Paydene ue aab
NINOM SILL ‘Daurelao sem Aay Bulls Aunwiuod ay)
suoneBiisaaul sa1susJo) buiwioped
Ut UB ARIGBIUNOI0R SO (R BJe SBOT iBAles
BojsAs & 0) J0| 0} J0S 8q 0} spaau buibboj jemaliy
UONBPUBWILLIOISY SB0NIORI 1591

Buipui4 uonenbiyuon

91 DId

0 (2A3] AUNJas aaepajul apIsul
001 |19A3] A)undas adeua)ul apisSINQ

8/0°01'831°C61 JoujaL

ANJANS, Aunwwod JWNS

uoneaIou pasayng duibbon

BuIlas |emaid

MO

WNIpay

wnipajy

UOIM

Buiey Aunoes



US 8,701,177 B2

1

METHOD AND APPARATUS FOR
GRAPHICAL PRESENTATION OF FIREWALL
SECURITY POLICY

CROSS REFERENCE TO RELATED
APPLICATION

This application 1s a continuation of co-pending U.S. Ser.
No. 10/922,500, filed Aug. 19, 2004 which published Feb. 23,

2006, as U.S. Patent Publication No. 20060041936 A1, now
abandoned.

BACKGROUND OF THE INVENTION

The mvention relates generally to computer networks, and
deals more particularly with a technique to graphically
present data flows, vulnerabilities and misconfigurations in a
firewall.

To provide security, there are separate networks with secu-
rity controls between each network. This enables an enter-
prise network to house confidential data separately from pub-
licly available data, to separate financial networks from
service networks, etc. All of these design considerations pro-
vide confidentiality, integrity and availability. Because exter-
nal entities are not under complete control of the enterprise
and are open to unknown users who may not be trusted, these
networks are not considered trusted. Typically, an enterprise
intranet 1s considered known and trusted because 1t houses
internal communications within the enterprise. While this
intranet communicates with an external network environment
either to transmit or receive data communications, the intra-
net generally will not need to recerve ibound communica-
tions directly from an untrusted networks. An extranet com-
prises known but untrusted network environments, such as
“Demilitarized Zones (“DMZ”),” “Service networks” and
“Business to Business (B2B) interconnections.” These net-
works are semi-secure because the owners and users are gen-
erally known but not trusted. There are also external unknown
and untrusted networks such as the Open Internet. These are
the riskiest types of networks with which to communicate.

The security controls between networks 1s often provided
by a firewall. A firewall 1s a network device that can protect a
variety of networks by inspecting, filtering and blocking data
which flows to and through the network. The firewall can be
installed between known and trusted networks, known and
untrusted networks, and unknown and untrusted networks. A
firewall 1s comprised of a routing engine and filters to screen
out unwanted data communications. The firewall 1s respon-
sible for enforcing a security policy for incoming and outgo-
ing communications. The security policy may define the
types of networks the known network 1s permitted to com-
municate and what protocols are permitted for the communi-
cations. For example, the firewall may only permit commu-
nications between the intranet and the enterprise’s “DMZ”,
which 1s located between a trusted internal and untrusted and
unknown external network. An enterprise’s DMZ 1s com-
prised of servers and other related devices that are supplied
and managed by the enterprise, but generally do not contain
unencrytped sensitive data. Therefore, if the servers in the
enterprise’s DMZ are corrupted by a communication from
another, untrusted network, the damage 1s limited. Because
the management of these DMZ servers 1s performed by the
enterprise 1tsell, a measure of security exists in the enterprise
DMZ which does not exist in the Open Internet. There are
cases when a network does not have a firewall 1n which case
it connects directly to other networks through a router.
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Not only can a firewall deny tratfic to and from networks, 1t
can more granularly limit traffic between networks by limit-
ing which hosts have access to communicate to or from net-
work entities.

These hosts are considered sophisticated
enough to avoid receipt of damaging messages. These hosts
are listed 1n a firewall ruleset. The firewall checks the ruleset
for host identifiers (ex. IP Address or hostname) before per-
mitting the communications. Audits of these rulesets are nec-
essary to understand which hosts have outbound connectivity
and determine 11 any of the rules violate a pre-specified cor-
porate security mandate.

A third way a firewall can limait traffic between networks 1s
by communication protocols and ports. The most common
communication protocols are TCP, UDP and ICMP. Each of
these protocols includes usage criteria such as the range of
ports used by TCP and UDP {for certain types of requests. The
TCP and UDP ports indicate which applications 1n the recipi-
ent device should provide the requested services. It 1s desir-
able 1n some cases to limit the range of ports for certain types
of communications. The limitation on the range of ports
tacilitates the handling of the requested service. For example,
many programs are written to open any available TCP or UDP
port. This makes the identification of the application using
such a port difficult. In some such cases 1t 1s possible to
restrict the range of ports available to these applications to
assist in 1dentifying which application 1s using the port. It may
be pretferable for some networks to not allow communication
using an application requiring an unlimited range of TCP or
UDP ports.

The protocols also may specily the types of ICMP which
are permitted. Example types are Echo Request (which sends
a ping), Echo Reply (which responds to a ping) and Host
Unreachable. Some networks may not wish to accept certain
types of ICMP messages. For example, some destination
networks deny Echo Request messages from untrusted net-
works because they are potential denial of service attacks.

Some protocols are more controllable than others. For
example, TCP provides “handshaking™ for every communi-
cation whereas UDP does not. So, TCP 1s more controllable
and trustworthy than UDP. Therefore, some networks may
not want to accept UDP communications. It was known for an
administrator to check whether the firewall permits incoming
UDP communications, and if so, report a security violation.
These checks were performed by reviewing the firewall
access control lists or by smiling traific.

The security policy of a firewall also may prohibit certain
message flows, such as those mvolving certain versions of
Telnet and the Berkely R commands (rshell, rlogin) because
these protocols have known security holes. It was known for
a systems administrator to check if the firewall permits such
message flows, and 11 so, report a security violation. These
checks were performed by reviewing the firewall access con-
trol lists or by sniffing traffic.

The vast configurability of firewall rules equates to very
complex rulesets with significant potential for mistakes. Fil-
ter rules should be verified regularly to ensure they conform to
the enterprise security policy, are configured properly and
function as intended. Traditionally, this 1s completed manu-
ally by a systems administrator or a person outside of the
day-to-day operations of the firewall such as a security
administrator. The systems adminmistrator or security admin-
istrator reviews each firewall rule to confirm the network type
of each IP address and ensure that the data flows configured 1n
the firewall are acceptable according to the enterprise security
policy. While this technique 1s effective, 1t requires tedious,
human review of the configuration information from each
network with which communication 1s desired, and there can
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be many such networks. Routers and firewalls of networks are
often changed, and this may require the systems administrator

or security administrator to repeat the foregoing investiga-
tion.

A Solsoft computer program (by Solsoft Inc.) was known
to display a diagram of networks connected to each other, and
firewalls within the networks. This program includes an
option to color code each of the networks. This option was
commercially used (more than one year ago) to color code
cach network based on the security level of the network. This
known color coding was blue for a most secure intranet, green
for protected DMZ or Service network, yellow for a DMZ or
Service network and red for an imnsecure network such as the
Open Internet.

EP 1119151 A2 to Alain et al. disclose a computer program
which displays a graphical representation of a network; the
data flows of the network can be determined through a series
of queries.

An object of the present invention 1s to improve the process
of reporting data tlows, data flow vulnerabilities, data flow
misconfigurations and improper firewall settings.

SUMMARY OF THE INVENTION

The invention resides in a system, method and computer
program product for reporting a data tlow i a firewall. A
graphical representation of the firewall and a network coupled
to the firewall 1s generated and displayed. A number of an
inbound port of the network 1s displayed. An arrow adjacent
to the port number pointing toward the network 1s displayed
to indicate that a communication i1s permitted to the port.

According to a feature of the present mvention, the port
number and the arrow are located between an icon for the
network and an 1con for the firewall.

According to another feature of the present invention, a
port number of a destination of a communication originating,
from the network 1s displayed. Also, another arrow adjacent
to the destination port number pointing toward the firewall 1s
displayed to indicate that a commumnication 1s permitted to the
destination port number. The destination port number and the
other arrow are located between an 1con for the network and
an icon for the firewall.

The 1nvention also resides 1n a system, method and pro-
gram product for reporting data flow vulnerabilities 1n a fire-
wall. A table including definitions of a plurality of rules 1s
generated and displayed. Each of the definitions includes an
entry for a source IP address of a permitted but vulnerable
data flow, an entry for a destination IP address of the permit-
ted but vulnerable data flow, and an entry for a protocol or
destination port of the permitted but vulnerable data flow. The
source IP address entry 1n the table 1s color coded to indicate
a security level of a source network containing the source 1P
address. The destination IP address entry in the displayed
table 1s color coded to indicate a security level of a destination
network containing the destination IP address.

According to a feature of the present invention, the defini-
tion for each of the rules includes both the entry for the
protocol and the entry for the destination port. The entry for
the protocol and/or the entry for the destination port 1s color
coded to 1indicate a severity of the vulnerability.

According to another feature of the present invention, the
table also includes other definitions of another plurality of
rules. Each of the other definitions 1including an entry for a
source 1P address of a vulnerable, denied data tlow, an entry
for a destination address of the vulnerable, denied data flow,
and an entry for a protocol or destination port of the vulner-
able, denied data flow. The source IP address entry 1n the table
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1s color coded to indicate a security level of a source network
containing the source IP address of the vulnerable, denied

data flow. The destination IP address entry 1n the table 1s color
coded to indicate a security level of a destination network
containing the destination IP address of the vulnerable,
denied data tlow.

The invention also resides 1n a system, method and com-
puter program product for reporting data flow misconfigura-
tions 1n a firewall. A table including definitions of a plurality
of rules 1s generated and displayed. Each of the definitions
includes an entry for a source IP address of a permitted but
misconfigured data tlow, an entry for a destination IP address
ol the permitted but misconfigured data flow, and an entry for
a protocol or destination port of the permitted but misconiig-
ured data flow. The source IP address entry 1n the table 1s color
coded to 1ndicate a security level of a source network con-
taining the source IP address. The destination IP address entry
in the table 1s color coded to indicate a security level of a
destination network containing the destination IP address.

According to a feature of the present invention, the defini-
tion for each of the rules includes both the entry for the
protocol and the entry for said destination port. The entry for
the protocol or the entry for the port 1s color coded to indicate
a severity of the misconfiguration.

The invention also resides 1n a system, method and com-
puter program product for reporting improper settings in a
firewall. A table including descriptions and security-risk
severity ratings ol a respective plurality of settings of the
firewall 1s generated and displayed. Some or all of the settings
are improper. The security-risk ratings or descriptions of the
improper settings are color coded to indicate respective secu-
rity-risk severities of the improper settings.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 1s a block diagram of multiple, interconnected net-
works 1n which the present invention can be used, and
includes a firewall security checking server to execute a secu-
rity checking program according to the present invention.

FIG. 2 1s a more detailed block diagram of FIG. 1 1llustrat-
ing the specific program functions within the security check-
Ing program.

FIG. 3 1s a flow chart illustrating the steps of a program
function within the security checking program of FIG. 1 to
gather information about the data flow configuration of fire-
wall.

FIG. 4 1s a flow chart 1llustrating the steps of a program
function within the security checking program of FIG. 1 to
determine information about zones interconnected by the
firewall, and the interfaces for each zone.

FIG. 5 1s a flow chart 1llustrating the steps of a program
function within the security checking program of FIG. 1 to
determine data flows through each interface of the firewall.

FIG. 6 1s a flow chart illustrating the steps of a program
function within the security checking program of FIG. 1 to
determine vulnerabilities in the data flows through the fire-
wall.

FIG. 7 1s a flow chart illustrating the steps of a program
function within the security checking program of FIG. 1 to
determine misconfigurations in the data flows through the
firewall.

FIG. 8 1s a flow chart 1llustrating the steps of a program
function within the security checking program of FIG. 1 to
determine improper settings (other than data flows) of fire-
wall.

FIGS. 9(A) and 9(B) form a tlow chart 1llustrating the steps

of a program function within the security checking program
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of FIG. 1 to display a network diagram, vulnerabilities and
misconfigurations in the data flows through the firewall, and

improper settings on the firewall itsell.

FIG. 10 1s an example of a network diagram generated by
the program function of FIGS. 9(A) and 9(B).

FIG. 11 1s an example of a vulnerability table generated
and displayed by the program function of FIGS. 9(A) and
9(B).

FIG. 12 1s an example of a misconfiguration table gener-
ated and displayed by the program function of FIGS. 9(A)and
9(B).

FI1G. 13 1s an example of an improper settings table gener-
ated and displayed by the program function of FIGS. 9(A)and
9(B).

FI1G. 14 1s an example of a printout of vulnerability findings
tor firewall 21, by the program function of FIGS. 9(A) and
9(B).

FIG. 15 1s an example of a printout of misconfiguration
findings for firewall 21, by the program function of FIGS.
9(A) and 9(B).

FI1G. 16 1s an example of a printout of improper settings of
firewall 21, by the program function of FIGS. 9(A) and 9B).

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present invention will now be described 1n detail with
reference to the figures. FIG. 1 illustrates four networks
11-14. Network 13 has a firewall 21 which filters communi-
cations between network 13 and networks 11 and 12. There
may berouters (not shown) within networks 11,12 and 13. By
way of example, network 13 1s a secure, (“Blue”) enterprise
intranet, network 12 1s a semi-secure (“Yellow™) DMZ, and
network 11 1s semi-trusted (“Green”) network (from the point
of view ol network 13). By way of example, network 14 1s an
untrusted network such as the Open Internet, and 1s coupled to
DMZ network 12 via another firewall 22 of DM Z network 12.
However, the present mmvention can be used with a wide
variety of networks. Network 13 comprises a firewall man-
agement computer 50 which manages firewall 21. The man-
agement functions include authonization, logging, and
remote administration. Network 13 also comprises a firewall
security checking server 51 which is responsible for checking
the security policy within firewall 21 and reporting any vul-
nerabilities, misconfigurations and problems in settings. (Al-
ternately, firewall security checking server 51 could existon a
standalone network.) Network 13 also comprises one or more
servers 29 and workstations (not shown). Network 11 com-
prises one or more servers 31 which can communicate with
server 29 via firewall 21. Likewise, network 12 comprises one
or more servers 32 which can communicate with server 29 via
firewall 21. Network 14 comprises one or more servers 34
which can communicate with servers 32 via firewall 22.

FIG. 2 1llustrates a firewall security checking program 100
within memory 70 and/or storage 72 of firewall security
checking server 51 for execution by CPU 74. Security check-
ing program 100 identifies all data flows and highlights vul-
nerable and misconfigured data flows and improper firewall
settings permitted by firewall 21, and then displays them as
described below. Security checking program 100 includes the
tollowing program functions or modules. A program function
110 gathers configuration nformation about firewall 21
needed to determine the data flows, vulnerabilities and mis-
configurations. A program function 112 gathers firewall inter-
face and zone/network information for each firewall, such as
which types of networks connect to firewall 21. The interface
and zone information 1s needed to correlate a set of data flow
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rules to the proper firewall 1nterface and adjacent zone/net-
work. In the illustrated example, the different types of net-
works include a “Blue” zone such as the enterprise intranet, a
“Green” zone such as a network accessible only to semi-
trusted entities such as business partners, a “Yellow” zone
such as a DMZ for an intranet, and a “Red” zone such as the
Internet. A program function 120 checks data flow rules for
cach interface, such as what protocols and ports should be
permitted to/through the interface. A program function 130
determines vulnerabilities 1n data flows such as use of vul-
nerable communication programs, protocols and ports. A pro-
gram function 140 determines misconfigurations i1n data
flows such as when the firewall permits two contradictory
rules. A program function 150 determines errors in settings
within the firewall unrelated to data flow rules, such as set-
tings for an SNMP function ({for notification and management
of events) and administration of the firewall 21. A program
function 160 controls a computer display to graphically
present the data flows, vulnerabilities and misconfigurations
in a manner which effectively shows the data tlows, vulner-
abilities and misconfigurations to the user.

As illustrated 1n F1G. 3, program function 110 requests and
gathers configuration information about the firewall 21
needed to determine data flows, vulnerabilities and miscon-
figurations within firewall 21. The configuration information
comprises a set of firewall data flow rules, firewall settings,
authentication methods and information about the security
level of each zone/network connected to the firewall. For
example, a Cisco Pix firewall specifies a security level of an
adjacent zone by a number 0-100 where “0” 1s the lowest
security, 1.€. the (red) Internet, and “100” 1s the highest secu-
rity, 1.e. the (blue) intranet. Because the green zone has a
higher security representation than the yellow zone, it would
accordingly be represented by a higher number. The firewall
“rules” specily which data tlows are permitted and not per-
mitted (a) into the firewall, (b) out of the firewall and (c)
through the firewall, 1.e. from one firewall interface to another
firewall interface. A “data flow” may be defined by a source IP
address, destination IP address, IP protocol and port number
of a communication. The firewall “interfaces™ indicate a
physical connection to a network and therefore define the
networks which are serviced by the firewall. Program func-
tion 110 obtains the configuration information by request (for
example by secure shell or e-mail from an administrator)
directly from configuration files within firewall 21, or by
request from firewall management console 50 (step 302).
After gathering the information, program function 110 stores
the configuration information as a configuration table or file
304 1n storage 303 (step 306).

As 1llustrated 1n FIG. 4, program function 112 gathers
zone/network information needed to determine data flows,
vulnerabilities and misconfigurations within firewall 21. In
step 402, program function 112 reads from storage 305, the
configuration file 304 generated by program tunction 110.
Then, program function 112 parses the file 304 to identify the
firewall 21 interfaces (steps 402 and 404). Then, program
function 112 determines 11 the configuration file 304 contains
other network information, such as the range of IP addresses
for each network, the IP address of each device in the net-
work, and description of routing to networks not directly
connected to firewall 21 (step 406). If configuration file 304
does not contain all of this network information, then pro-
gram function 112 queries the user to input the missing net-
work information (step 408). If the configuration file 304
contains all of this network information or after the user
enters the missing network information, program function
112 determines i1f the configuration file 304 indicates a
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numerical security level of each zone (decision 410). If not,
then program function 112 queries the user to mnput the
numerical security level of each zone, preferably the numeri-
cal value on a scale of one to one hundred; similar to security
rankings used by the Cisco PIX firewall (step 412). If the
configuration file contains the security level mformation of
cach zone, or after the user enters the zone security level
information, program function 112 “collates” the zone 1nfor-
mation, 1.€. associates with each firewall interface the security
levels of each zone or remote network. Then, program func-
tion 112 writes the collated zone information to a zone table
404 1n storage 303 (step 414).

As noted above, program function 120 analyses data tlow
rules for each interface. Program function 120 operates as
tollows. In step 502, the data flow checking program function
120 reads the firewall interface and zone information from the
zone table 404. Program function 120 also reads data flow
rules from the configuration file 304. Then, program function
120 selects one of the firewall interfaces to begin a data tlow
rule checking to correlate to each interface, the rules that
apply to the interface (step 506). Assuming there 1s still an
interface yet to be analyzed for firewall 21 (decision 508, no
branch), program function 120 reads the first rule (step 510),
and determines 11 1t 1s associated with the interface currently
being evaluated (decision 512). This determination 1s made
by evaluating IP addresses or access list names. If the rule 1s
associated with the interface currently being evaluated (deci-
sion 512, yes branch), program function 120 writes the rule to
a data flow checking table 514 (step 526). However, 11 the rule
1s not so associated or after step 516, program function 120
determines 1f this 1s the last rule 1n the ruleset to consider
(decision 520). I not (decision 520, no branch), then program
tfunction 120 loops back to step 510 to select the next rule 1n
the ruleset and determine whether 1t 1s associated with the
interface currently being evaluated. Steps 510, 512, 516 and
520 are repeated for each rule 1n the ruleset. Then, (decision
520, yes branch), program function 120 determines from data
flow checking table 514 if any rules from the ruleset were
found to be associated with the current interface being evalu-
ated (decision 524). If not, program function 120 writes
default behavior to the data tlow checking table 514 for this
interface (step 526). The default behavior comprises logic of
the specific firewall type, for example, how it handles null
rulesets. After decision 524, yes branch, where there was at
least one rule from the ruleset found to be associated with the
current 1nterface or after step 526, program function 120
loops back to step 506 to repeat the foregoing steps 508, 510,

512, 516, 520, 524 and 526 for the next interface of firewall
21.

Refer again to decision 508, yes branch, where program
tfunction 120 has evaluated the last interface for firewall 21. At
that time, program function 120 determines 1f any rules 1n the
ruleset have not been found to be associated with an interface
of firewall 21 (decision 530). If so, program function 130
writes default behavior to data flow checking table 514 (step
532). The default behavior comprises logic of the specific
firewall type, for example, how 1t handles rules that have not
been associated with an interface. However, if program func-
tion 120 has found all of the rules of the ruleset to be associ-
ated with an interface of firewall 21 (or after step 532), then
program function 120 has completed its checking, and pro-
ceeds to step 602 to invoke program function 130.

FI1G. 6 illustrates program function 130 in detail. As noted
above, program function 130 determines data tlow vulner-
abilities such as use of vulnerable communication programs,
protocols and ports for certain firewall interfaces and their
respective zones. A vulnerability database 603 1n storage 305
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1s maintained with current information. The vulnerability
database 603 lists known data flow vulnerabilities based on
type of service, protocol, port number, respective zones, and
other factors. Some examples of data flow vulnerabilities are
the following:

a communication using F'TP because userID and password
flow 1n the clear, 1.e. unencrypted,

an unauthenticated commumnication permitted from a lower
security zone to a higher security zone,

a permitted communication using inherently risky remote
access commands, such as RSHELL, RLOGIN, RHOST,

a rule allowing more ports than are required by the com-
munication,

a communication commonly implemented by a vulnerable
soltware product,

a communication using Telnet rather than i1ts more secure
equivalent (SSH),

a communication permitted into a UDP printer port,

a communication permitting inherently risky services,
such as netbios, DNS, SMTP,

a communication permitting all ICMP types, and

a communication permitted from a more secure zone to a

less secure zone without control by a ruleset to limit who can
initiate such a communication.
In step 602, program function 130 reads the contents of data
flow checking table 5314 which correlates each rule in the
ruleset for firewall 21 to the respective interface of firewall 21.
Then, program function 130 compares the first rule 1n 514 to
the list of vulnerabilities in the vulnerability database 603
(step 604). I the first one of the rules matches one or more of
the vulnerabilities 1n the vulnerability database 603 (decision
606, yes branch), then program function 130 writes the com-
bination of interface/zone and rule 1nto a “found-vulnerabil-
1ity”” database 610 (step 608). However, 11 the first rule does not
match any of the vulnerabilities 1n vulnerability data base 603
(decision 606, no branch, or after step 608), program function
130 determines if this 1s the last rule in data flow checking
table 514 to be considered (decision 630). If not, then pro-
gram function 130 loops back to step 604 to repeat steps 604,
606, 608 and 630 for the next rule. After all the rules 1n data
flow checking table 514 have been compared to the vulner-
ability database 603 (decision 630, yes branch), then program
function 130 proceeds to step 702 to invoke program function
140.

FIG. 7 illustrates program function 140 in detail. As
explained above, program function 140 determines data flow
misconfigurations such as when two or more firewall rules
contradict each other, two or more firewall rules are redun-
dant of each other or when a firewall rule specifies a source
zone or destination zone that 1s not consistent with the inter-
faces of the firewall. In step 702, program function 140 reads
the contents of data tlow checking table 514 which contains
cach rule 1n the ruleset for firewall 21. Next, program function
140 analyses a first data flow rule 1n 514 for “interface/zone”
consistency, 1.e. consistency with its interface and respective
zones (step 704). For example, if an imbound data flow rule
specifies a source IP address, firewall interface and destina-
tion IP address, program function 140 checks if the source IP
address 1s 1n the source zone for the specified interface. Also,
for outbound rules, program function 140 checks if the des-
tination IP address 1s in the destination zone for the specified
interface. As another example of processing 1n step 704,
program function 140 checks if the source IP address and
destination IP address are in the same network. As another
example of processing 1n step 704, program function 140
checks 11 there are any data flows terminating at the firewall
itself. Next, program function 140 checks the first one of the
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data flow rules for “rule” redundancy, 1.e. redundancy with
another data tlow rule considered 1n a previous iteration of
program Iunction 140 (step 706). A redundancy exists when
two rules permit the same data flow. This check 1s made by
comparing each rule against each other rule. Next, program
tfunction 140 checks the first data flow rule for “rule” contra-
diction, 1.e. contradiction with a previous one of the data flow
rules considered 1n a previous iteration of program function
140 (step 708). A contradiction exists where one rule permaits
a certain data flow and another rule denies this same data flow.
This check 1s made by comparing each rule against each other
rule. Next, program function 140 compares the first data flow
rule 1n table 514 for any other type of misconfiguration such
as “superset” redundancy where one rule encompasses
another rule, making 1t unnecessary to include this other rule
in the rule set (step 710). As another example of processing 1in
step 710, program function 140 checks 1f the source IP
address 1s not reachable from the source zone of any firewall
interface, making 1t impossible for this rule to apply. As
another example of processing 1n step 710, program function
140 checks i the destination IP address 1s not reachable
through a destination zone for any interface of the firewall,

making 1t impossible for this rule to apply. These other types
of potential misconfigurations are listed 1n the misconfigura-
tion database 703.

For each zone inconsistency, rule redundancy, rule contra-
diction, or other type of misconfiguration (decision 720, yes
branch), program tunction 140 writes the rule into a miscon-
figuration table 730 (step 732). If the current rule has no zone
inconsistency, rule redundancy, rule contradiction, or other
type of misconfiguration or after step 732, program function
140 loops back to step 704 to evaluate the next rule in data
flow checking table 514 (decision 740, no branch), 1.e. repeats
the foregoing steps 704, 706, 708, 710, 720, 732 and 740.
After all the rules have been evaluated (decision 740, yes
branch), then program function 140 has completed 1ts evalu-
ation, and proceeds to step 802 to imnvoke program function
150.

FIG. 8 illustrates program function 150 in detail. As
explained above, program function 150 determines errors 1n
other firewall settings unrelated to data flow rules, such as
settings related to an SNMP function (for notification and
management of events) and administration of the firewall 21.
For example, program function 150 determines usage of
improper keys in SNMP, absence of default keys for SNMP,
and 1improper length to SNMP password strings (to access
files within the firewall). Program function 150 also deter-
mines whether there 1s proper specification of what informa-
tion should be logged, whether banners indicating that the
network 1s secure should be displayed, and whether the
administrator must authenticate himself or herself to an
authentication server before obtaining access to the firewall.
Then program function 150 compares this information for the
first setting to a list of 1mproper settings maintained 1n find-
ings database 810 (step 804). These improper settings were
previously entered into database 810. If the actual setting
matches an improper setting (decision 806, yes branch), then
program function 150 writes the improper actual setting into
an improper actual setting database 830 (step 832). If the first
one of the settings was proper (decision 806 yes branch) or
alter step 832, 1f there 1s another actual setting to evaluate
(decision 836, no branch), program function 150 loops back
to step 804 to review the next actual setting, as described
above. After all the actual settings have been evaluated, pro-
gram function 150 has completed its evaluation, so i1t invokes
program function 160 at step 902.

10

15

20

25

30

35

40

45

50

55

60

65

10

FIGS. 9(A) and 9(B) illustrate program function 160 1n
detail. As explained above, program function 160 controls a
computer display to graphically present the data flows, vul-
nerabilities and misconfigurations 1n a manner which effec-
tively shows the vulnerabilities and misconfigurations to the
user. In step 902, program function presents to a user four
different options for display.

The first option (leading to branch 903) 1s to display a
network diagram illustrating the various firewalls, interfaces
and networks/zones with the type of each network/zone 1ndi-
cated by blue, green, yellow or red coloration or other repre-
sentative color coding of a network icon. In the illustrated
example, each network 1con 1s a “cloud”. The network dia-
gram also indicates for each interface, adjacent to the inter-
face, a list of the permitted (or *“active”) port types, port
numbers and by arrow, the direction of the permitted commu-
nication through each port. The network diagram also 1ndi-
cates for each firewall, the total number of problematic rules
of each type, 1.e. data tlow vulnerabilities, data flow miscon-
figurations and improper settings. FIG. 10 illustrates an
example of a network diagram corresponding to a portion of
the computer system of FIG. 1, from the vantage point of
firewall 21, 1.e. firewall 21 and the networks 11, 12 and 13
connected to firewall 21.

In the example of FIG. 10, the three networks or “zones”™
11, 12, and 13 connected to the firewall 21 are color-coded
according to their security levels. (FIG. 10 1s shown 1n black
and white pursuant to USPTO rules, although 1n actuality, the
network icons, flow arrows and certain port numbers are
colored to provide associated information.) Thus, the network
icon for blue network 13 1s colored blue, the network 1con for
yellow network 12 1s colored yellow, and the network 1con for
green network 11 1s colored green. Each network 1con 1s
labeled with 1ts network, network address translation
(“NAT”) mformation (if any), and its numerical security
level. In the 1llustrated example, blue zone network 13 1s a
secure company intranet, green zone network 11 1s a trusted
network, red zone network 21 1s an untrusted network such as
the Internet, and yellow zone network 12 1s a DMZ network
separating the blue zone network from the untrusted, red zone
Internet. As a default, when a user does not supply color
information for each type of network, the color coding will
correspond to a reverse rainbow, with blue being the most
secure network, and red the most insecure (typically the Inter-
net). By way of example, the blue zone network 13 has
security level of one hundred, the green zone network 11 has
security level of seventy, and the yellow zone network 12 has
security level of fifty. The higher the security level, the more
secure the network.

FIG. 10 also 1llustrates a summary pie chart 1035 labeled
with the total number of data flow vulnerabilities, data flow
misconfigurations, and improper firewall settings for firewall
21. Each section of the pie 1s labeled with the total number of
findings of the corresponding type. It the user selects any of
the pie sections, for example, by clicking with a mouse but-
ton, the corresponding table (see FIGS. 11-13) will be dis-
played. For example, 11 the section labeled “Firewall Settings
Four” 1s clicked, then a firewall settings table would be dis-
played such as the one 1llustrated in FIG. 13. In this example,
the displayed firewall settings table has four improper firewall
setting entries 1n all.

FIG. 10 also illustrates two sets of port numbers adjacent to
cach network; one set specifies the inbound ports used by this
network to receive a communication from other networks,
and the other set specifies the destination ports specified 1n
communications from this network to other networks. These
ports are the ports of a network device which recerves the
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communication, for example, a web server, a database server
or a mail server. In operation, firewall 21 reviews the port
specified 1n each communication sent to the firewall en route
to the destination network, and filters that communication 1t
specified 1n the associated firewall rule. In the illustrated
example, network 13 uses port numbers 22, 23, 25 and 123 to
recerve communications from other networks, and sends
communications to port numbers 23, 80 and 443 of other
networks. Network 12 uses port number 23 to receive com-
munications, and sends communications to port numbers 22,
25, 80 and 123 of other networks. Network 11 uses port
numbers 23, 25, 80 and 443 to receive communications, and
sends communications to port numbers 23 and 123 of other
networks. The port numbers on each port list are color-coded
according to the severity of the associated vulnerability find-
ing made by program function 130. A black number has no
associated vulnerability. A green number 1s a low vulnerabil-
ity, a yellow number 1s medium vulnerability, and a red num-
ber 1s high vulnerability. The same port number may have
different vulnerability ratings depending on the direction of
flow, host-to-host limitation, or other factors. For example,
allowing an ntp communication from any host 1n one zone to
any host 1n a higher-security zone 1s typically more dangerous
(and therefore rated as a higher vulnerability) than allowing
the NTP communication from one designated ntp server 1n a
high-security zone to a few specific other hosts 1n a lower-
security zone. The following 1s the color code 1n the 1llus-
trated example. Inbound port 22 of network 13 1s color coded
green to represent a low severity level of vulnerability.
Inbound port 123 and destination port 23 of network 13 are
color coded yellow to represent an intermediate severity level
of vulnerability. Inbound ports 23 and 25 of network 13 are
color coded red to represent a high severity level of vulner-
ability. Destination ports 22 and 123 of network 12 are color
coded green to represent a low severity level of vulnerability.
Inbound port 23 and destination port 25 of network 12 are
color coded red to represent a high severity level of vulner-
ability. Inbound port 23 and destination port 123 of network
11 are color coded yellow to represent an intermediate sever-
ity level of vulnerability. Inbound port 25 and destination port
23 of network 11 are color coded red to represent a high
severity level of vulnerability.

FIG. 10 also 1illustrates by arrows the data flows/commu-
nications between zones. For each zone 11, 12 and 13, col-
ored arrows represent flows into and flows out of the zone, for
the corresponding sets of ports shown at the source of the
arrow. The color of a flow arrow corresponds to the security of
the zone which 1s sending the communication in the case of an
inbound communication (the arrows point towards the
respective network clouds), and corresponds to the security of
the zone which 1s receiving the communication in the case of
an outbound communication (the arrows point towards the
firewall). In the illustrated embodiment, the ports listed next
to each set of color-coded flow arrows of the same direction
include all flows 1n that direction. Thus, 1f a communication 1s
flowing to the blue zone 13 from any other zone, the port
associated with that communication will be listed 1n the
inbound port list for the blue zone 13 at the source of the
incoming flow arrows. For example, 1f SSH (TCP port 22) 1s
allowed from yellow to blue, then the SSH port number will
appear 1n the list of inbound ports next to the flow arrows for
the blue zone 13, even when SSH 1s not permitted to flow from
the green zone to the blue zone. The following are specific
examples of the arrows 1 FIG. 10. A yellow arrow 1011
pointing toward the blue zone network 13 represents all flows
originating 1n the yellow zone network 12 and sent to one or
more of ports 22,23, 25 and 123 of the blue zone network 13.
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A green arrow 1013 pointing towards the blue zone network
13 represents all tflows originating 1n the green zone network
11 and sent to one or more of ports 22, 23, 25 and 123 of the
blue zone network 13. A green arrow 1027 pointing away
from blue zone network 13 represents all flows originating 1n
the blue zone network 13 and sent to one or more of ports 23,
80 and 443 of the green zone network 11. A yellow arrow
1025 pointing away from blue zone network 13 represents all
flows originating 1n the blue zone network 13 and sent to one
or more of ports 23, 80 and 443 of the yellow zone network
12. A green arrow 1015 pointing toward the yellow zone
network 12 represents all flows originating in the green zone
network 11 and sent to port 23 of the vellow zone network 12.
A blue arrow 1017 pointing toward the yellow zone network
12 represents all flows originating in the blue zone network 13
and sent to port 23 of the yellow zone network 13. A green
arrow 1019 pointing away from the yellow zone network 12
represents all flows originating 1n the yellow zone network 12
and sent to one or more of ports 22, 25, 80 and 123 of the green
zone network 11. A blue arrow 1021 pointing away {from the
yellow zone network 12 represents all flows originating 1n the
yellow zone network 12 and sent to one or more of ports 22,
25, 80 and 123 of the blue zone network 13. A yellow arrow
1029 pointing toward the green zone network 11 represents
all tlows originating in the yellow zone network 12 and sent to
one or more of ports 23, 25, 80 and 443 of the green zone
network 21. A blue arrow 1031 pointing toward the green
zone network 11 represents all flows originating 1n the blue
zone network 13 and sent to one or more of ports 23, 25, 80
and 443 of the green zone network 11. A yellow arrow 1033
pointing away from green zone network 11 represents all
flows originating 1n the green zone network 11 and sent to one
or more of ports 23 and 123 of the yellow zone network 12. A
blue arrow 1023 pointing away from green zone network 11
represents all flows originating in the green zone network 11
and sent to one or more of ports 23 and 123 of the blue zone
network 13. (In an alternate embodiment of the present inven-
tion, for each arrow 1nto each zone/network there 1s a separate
list of ports, shown at the source of the arrow, used for the
communication represented by the arrow.)

To see a list of the ports/services used from one specific
zone to another, for example only ports/services flowing from
the yellow zone 12 to the blue zone 13, the user can scroll over
the respective colored arrow(s), 1n this example, arrow 1011.
As the mouse passes over the arrow, a box will pop up with a
list of only the ports/services flowing between the two zones
represented by the arrow.

In order to examine the security findings for flows between
two zones 1n more detail, the user may click on a tflow arrow.
A window, such as pop up window 1101, will pop up with a
list of vulnerable ports/services and the vulnerability infor-
mation corresponding to each flow. The vulnerability infor-
mation for a flow 1ncludes a description of the finding, (such
as shown 1n pop up window 1101), the relevant line number(s)
from the configuration file 304, recommendations for the
administrator, and other information. To access vulnerability
information for one specific port/service, the user may click
on a colored port number 1n any port list. A window will pop
up containing the vulnerability information for that flow only.
The vulnerability information for a specific port/service
includes the same information described above.

Each security zone may have non-datatlow features that
can be determined from the loaded configuration file 304.
These features may include routing information, the location
of logging and other special-purpose servers, etc. The basic
network diagram does not display this information. However,
1t the user wishes to examine these additional features, the




US 8,701,177 B2

13

user may click on the network 1con (cloud) to bring it into
“focus.” When a network 1s 1n “focus™, all such additional
information 1s graphically displayed. In the illustrated
example, there 1s another firewall 22 between the yellow zone
network 12 and the red zone network 14. If the IP addresses in
the red zone 14 are reachable through the yellow zone 12, then
there must be routing information for those red addresses in
the configuration file 304 of the firewall 21 currently under
examination. Therefore, the existence of the firewall 22 can
be deduced from the configuration file 304 of the firewall 21.
Itwill appear as a router on the sample network diagram (FIG.
10) when the yellow zone 12 1s brought into focus. If different
zones are brought into focus, different information will be
revealed. If, for example, the blue zone 13 1s brought into
focus (not shown), the user will see a type of authentication
server and 1ts IP address attached to the blue zone 13.

Referring again to FIG. 9(A), the second option (branch
940) 1s to display a table which lists each of the rules in the
ruleset for a specified firewall, and the rules which represent
data flow vulnerabilities. FIG. 11 1llustrates an example of a
vulnerability table for firewall 21. (FIG. 11 1s shown 1n black
and white pursuant to USPTO rules, although in actuality,
some of the entries as described below are colored to provide
associated information.) The Rule Number column 1dentifies
the order in which the rules are processed by the firewall. For
cach of the rules there 1s an entry for (a) security rating, (b)
rule number, (c) source IP address for the data flow, (d)
destination IP address for the data flow, (e) IP protocol, (1)
port and (g) rule action. For each rule, the entry for the source
IP address 1s color coded indicating the type of source net-
work/zone, for example, blue, green, yellow or red. (If the
type of source network for the source IP address 1s not limited,
then the entry for the source IP address 1s “any” and 1s not
color coded to indicate all networks connected to the fire-
wall.) In the example, the source IP addresses for rules 1, 2, 3,
10,11 and 13 are color coded blue, the source IP addresses for
rules 5, 9 and 12 are color coded yellow, and the source IP
addresses for rules 6 and 14 are color coded green. Likewise,
tor each rule, the entry for the destination IP address 1s color
coded indicating the type of destination network/zone, for
example, blue, green, yellow or red. In the example, the
destination IP addresses for rules 1,2,3, 9 and 12 are color
coded blue, and the destination IP addresses for rules 4, 6, 7,
8,10, 11, 13 and 14 are color coded yellow. For any of the
rules for which program functions 130 has i1dentified a vul-
nerability problem, the rule number 1s highlighted to indicate
a hyperlink, the security rating entry 1s listed as high, medium
or low and color coded red, yellow or green, respectively, to
indicate the severity of the problem. In the example, rule
numbers 4, 5, 9 and 12 are color coded blue, and have color
coded security rating entries. The Protocol column refers to
protocols within the IP suite. The most common IP suite
protocols used are TCP, UDP and ICMP. The Rule Action
column 1dentifies 1f the communication flow 1s being allowed
or denied.

Rules that have a vulnerability have a hyperlink that when
clicked pops up a window that provides an explanation of the
vulnerability. If the user selects any of these rule entries, for
example, by clicking with a mouse button, program tool 160
displays additional information about the rule and a recom-
mendation on how to {ix a vulnerability problem, 11 any,
associated with the rule. In the example of FIG. 11, the user
has clicked on “Rule 5”7, and 1n response, pop up window
1041 1s displayed. The additional information comprises a
description of vulnerability and mitigation recommenda-
tions. Examples of recommendations are as follows: remove
rule, rewrite rule, upgrade patch level, use alternate
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protocol(s). The additional information about each type of
problem and the recommendation of how to fix each type of
problem were previously entered into a recommendations
database 950.

Referring again to FI1G. 9(A), the third option (branch 160)
1s to display a table which lists each of the rules 1n the ruleset
for the firewall, and also 1ndicates the rules which represent
data flow misconfigurations. FIG. 12 1llustrates an example of
a misconfiguration table for firewall 21. (FIG. 11 1s shown 1n
black and white pursuant to USPTO rules, although 1n actu-
ality, some of the entries as described below are colored to
provide associated imnformation.) The Rule Number column
identifies the order in which the rules are processed by the
firewall. For each of the rules there 1s an entry for (a) security
rating, (b) rule number, (¢) source IP address for the data flow,
(d) destination IP address for the data tflow, (e) IP protocol, (1)
port and (g) rule action. The table displays the complete
ruleset and i1dentifies all rules that have been found to have
rule inconsistencies, contradictions and redundancies. The
Security Rating column gives a rating of each configuration
issue 1dentified. These ratings are based on what effect the
rule has on the network. For any of the rules for which pro-
gram function 140 has identified a data flow configuration
problem, there 1s an “low”, “medium™ or “high” entry for the
security rating, and color coding of the security rating entry
indicating the severity of the configuration problem, for
example, green, vellow or red, respectively. The lower the
security rating, the lesser the effect on the network caused by
the misconfiguration. For any of the rules for which program
function 140 has identified a data tflow configuration problem,
there 1s also highlighting of the respective rule number to
indicate a hyperlink. In the example, rules 3, 7, 8, 10, 13 and
14 have been highlighted. Rules that have a misconfiguration
have a hyperlink that when clicked pops up a window that
provides an explanation of the misconfiguration. If the user
selects any of these rule entries, for example, by clicking with
a mouse button, program tool 160 displays additional infor-
mation about the rule and a recommendation on how to fix the
problem. In the example, the user has clicked rule 8, and 1n
response, a pop up window 1051 has been displayed. The
additional information comprises a description of the vulner-
ability and mitigation recommendations. Examples of recom-
mendations are as follows: remove rule, rewrite rule, upgrade
patch level, use alternate protocol(s). The additional informa-
tion about each type of problem and the recommendation of
how to fix each type of problem were previously entered into
the recommendations database 950. The entries 1n the Source
IP address(es) column and Destination IP Address(es) col-
umns are color-coded based upon the type of their zone. The
color red 1dentifies an Internet (unknown and untrusted) net-
work. The color yellow identifies an extranet (known but
untrusted, 1.e. semi-secure) network. The color green 1denti-
fies a protected extranet (known and semi-trusted) network.
The color blue identifies an intranet (known and trusted)
network. In the example, the entries for the source IP
addresses forrules 1, 2, 3, 8, 10, 11 and 13 are color coded
blue, the entries for the source IP addresses 5, 7,9 and 12 are
color coded yellow, and the source IP addresses for the entries
for rules 6 and 14 are color coded green. In the example, the
entries for the destination IP addresses forrules 1, 2, 3, 9 and
12 are color coded blue, and the entries for the destination IP
addresses 4, 6,7, 8,10, 11, 13 and 14 are color coded yellow.
Thus, 1n this example, rules 7, 8, 10, 13, and 14 create 1incon-
sistencies, contradictions and redundancies between rules.
However, because the rules create minimal effect, 11 one rule
denies a host access, but a later rule allows the same host
access, this would be considered a low security rating. Like-
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wise, redundant rules would be considered a low severity
level. In this example, rule 3 1s considered a medium risk
because 1t allows access to the firewall on TCP port 49.
Firewall rules should never allow tlows to the firewall with the
exception ol management communications. The Protocol
column refers to protocols within the IP suite. The most
common IP suite protocols used are TCP, UDP and ICMP.
The Rule Action column 1dentifies 1f the communication flow
1s being allowed or denied.

Referring again to FIG. 9(B), the fourth option (branch
980) 1s to display a table which lists each of the (nondatatlow)
settings for the firewall. FIG. 13 illustrates an example of a
firewall settings table for firewall 21. The firewall settings
table 1dentifies the security rating of each firewall setting and
whether the firewall setting 1s improper. The Security Rating
column gives a rating of each setting which 1s identified.
There are three types of security ratings, Low, Medium, and
High. For any of the settings for which program functions 140
has 1dentified as improper, there 1s a “high”, “medium” or
“low” entry for the security rating, and color coding of the
security rating entry indicating the severity of the problem,
for example, red, yellow or green, respectively. These ratings
are based on 1impact of and difficulty to exploit the setting. A
typical low rating, color-coded in green, would have minimal
impact on the firewall. In FIG. 13, the example firewall set-
ting, “Outside interface security level 100, Inside interface
security level 0.7 1s actually improper but has a low rating,
assuming the rules associated with each interface are correct.
This 1s because the rules govern the access through the inter-
face. A typical medium setting, color-coded 1n yellow, would
have moderate impact on the firewall. In FIG. 13, the example
firewall setting, “SNMP community “SNMPkey,” 1s consid-
ered a medium setting because it would allow an attacker to
casily guess the commumity string and gain SNMP access to
the firewall. A typical high setting, color-coded 1n red, would
have substantial impact on the firewall. In FIG. 13, the
example firewall setting, “Logging builered notifications,” 1s
considered a high setting because the firewall logs are buil-
ered on the firewall. When the butfer fills up, the butfer starts
to write over older logs. Such overflow prevents a good his-
tory of events and an accurate record in case a computer
forensics nvestigation 1s required.

Each rating has a hyperlink that when clicked pops up a
window that provides an explanation of the configuration
setting and recommendations. If the user selects any of the
settings entries, for example, by clicking with a mouse button,
program tool 160 displays additional information about the
setting and a recommendation on how to {ix the problem. In
the example, the user has selected the upper entry, and in
response, a pop up window 1061 has been displayed. The
additional information comprises a description of the vulner-
ability and mitigation recommendations. Examples of recom-
mendations are as follows: reconfigure SNMP to use private
strings, use the authentication to access firewall management,
and turn off unnecessary services. The additional information
about each type of problem and the recommendation of how
to fix each type of problem were previously entered into
database 950. After presenting the options to the user 1n step
902, the user selects one of the options 1n step 904.

Referring again to FIG. 9(A), 1 the user selects the option
to display the network diagram (branch 905), program func-
tion 160 reads the zone table 404 to determine which
firewall(s) and their interfaces interconnect which networks/
zones (step 906). Program function 160 has 1n storage, (a) a
predetermined “cloud” 1con to represent each network/zone,
(b) a predetermined firewall 1con to represent each firewall 1n
the composite network, and (c¢) a predetermined connector
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line to connect each firewall to the networks/zones which 1t
interconnects. From the zone table information and using the
predefined icons and a graphical knowledge base to layout the
cloud icons so they do not overlap one another and are adja-
cent to their respective interfaces, program function 160 gen-
crates the portion of the network diagram illustrating the
interfaces and their respective networks/zones (step 910).
Also from the zone table 404, program function 160 learns the
security level of each zone, and then color codes the zone 1con
accordingly, 1.e. blue, green, yellow or red (step 914). Next,
program function 160 reads the data flow checking table 514
to determine the ports used for communication through each
firewall to and from the respective networks/zones (step 915),
and the direction of each data tlow (step 916). Program func-
tion 160 uses this information to list the port numbers adja-
cent to the displayed firewall 1cons and generate arrows 1ndi-
cating the direction of the permitted communication through
the ports (step 920). Next, program function 160 reads the
data flow misconfiguration database 730 and found vulner-
ability database 610 and improper actual setting database 830
to determine the total number of findings (step 922). Then,
program function 160 displays these numbers adjacent to the
respective firewall (step 924) in the form of pie chart 1035.
Finally, program function 160 displays the resulting network
diagram on display screen 49 to the user (step 930).

Refer again to step 904 where the user selects a display
option. If the user selects the option to display the data flow
vulnerability table (branch 940), program function 160 reads
the data tflow checking table 514 to determine the data flows
permitted through each interface (step 942). For each permut-
ted data flow, the data flow checking table 514 indicates the
source [P address, destination IP address, firewall interface,
protocol, port, rule action and direction of data flow through
the mterface. Then, program function 160 begins to build the
vulnerability table containing, for each data tlow, the rule
number, source IP address, destination IP address, and rule
action (step 943). Then, program function 160 reads the zone
table 404 to determine the security level of each of the net-
works/zones containing the source IP addresses and each of
the networks/zones containing the destination IP addresses
(step 944). Then, program function 160 color codes the
source IP address entries and destination IP address entries
accordingly, 1.e. blue, green, yellow and red (step 946). Then,
program function 160 reads from the configuration table the
type of protocol and port number used for each of the data
flows and adds the protocol and port number to the vulner-
ability table (step 948). Then, program function 160 reads the
found-vulnerability database 610 to determine which of the
rules pose a vulnerability (step 950). Then, program function
160 assigns to each vulnerable rule a severity level based on
a severity table, and color codes the protocol entry according
to the severity level, 1.e. red, yellow or green (step 952).
Finally, program function 160 displays the vulnerability table
on display screen 49 (step 954). If requested, program func-
tion 160 will also printout the information in the vulnerability
table (step 956).

Refer again to step 904 where the user selects a display
option. If the user selects the option to display the miscon-
figuration table (branch 960), program function 160 reads the
data flow checking 514 to determine the data flows permaitted
through each interface (step 962). For each permitted data
flow, the data flow checking table 514 indicates the source 1P
address, destination IP address, firewall interface, protocol,
port, rule action and direction of data flow through the inter-
face. Then, program function 160 begins to build the miscon-
figuration table containing, for each data tlow, the rule num-
ber, source IP address, destination IP address, protocol, port
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and rule action (step 963 ). Then, program function 160 reads
the zone table 404 to determine the security level of each of
the networks/zones containing the source IP addresses and
cach of the networks/zones containing the destination IP
addresses (step 964). Then, program function 160 color codes
the source IP address entries and destination IP address
entries accordingly, 1.e. blue, green, yellow and red (step
965). Then, program function 160 reads the misconfiguration
database 730 to determine which of the rules represent a
misconfiguration (step 967). Then, program function 160
assigns a severity level to each misconfiguration based on a
severity table, and color codes the protocol entry according to
the severity level, 1.e. red, yvellow or green (step 968). Finally,
program function 160 displays the misconfiguration table on
display screen 49 (step 970). If requested, program function
160 will also printout the information 1n the misconfiguration
table (step 972).

Refer again to step 904 where the user selects a display
option. If the user selects the option to display the firewall
settings (branch 980), program function 160 reads the actual
improper settings database 830 to determine the actual
improper settings within the firewall (step 982). For each
improper setting, program function 160 begins to build an
improper settings table indicating a description of the actual
improper setting (step 984). Then, program function 160
reads the improper settings database 810 to determine a sever-
ity level of each improper actual setting (step 986). Then,
program function 160 color codes the entry 1n the improper
settings table according to the severity level, 1.e. red, yellow or
green (step 988). Finally, program function 160 displays the
improper settings table on display screen 49 (step 990). If
requested, program function 160 will also printout the infor-
mation in the improper settings table (step 992).

The form of each of the tables which 1s printed out 1n steps
956, 972 or 992 may differ from that which 1s displayed. If the
printout 1s requested, program function 160 converts the ref-
erence table used for the display into the printout form, prints
it out and displays the printout as well. FIG. 14 illustrates an
example of a printout of vulnerability findings for firewall 21,
and includes for each vulnerable flow, the security rating for
the vulnerability, the number of the rule that causes the vul-
nerability, the source IP address and destination IP address of
the vulnerable flow, the network port and protocol of the
vulnerable flow, and the recommendation to mitigate the vul-
nerability. FIG. 15 illustrates an example of a printout of
misconfiguration findings for firewall 21, and includes for
cach misconfigured rule, the security rating for the miscon-
figuration, the number of the rule that causes the misconfigu-
ration, the source IP address and destination IP address of the
misconfigured flow, the network port and protocol of the
misconfigured tlow, whether the tlow 1s permitted, and a
description of the misconfiguration including where appro-
priate a recommendation to mitigate the misconfiguration.
FIG. 16 illustrates an example of a printout of improper
settings of firewall 21, and 1includes for each improper setting,
the security rating for the improper setting, a description of
the setting, an explanation of the problem caused by the
setting, and a recommendation to correct the setting.

Based on the foregoing, a system, method and program for
identifying and displaying data flows, vulnerabilities, mis-
configurations and improper settings have been disclosed.
However, numerous modifications and substitutions can be
made without deviating from the scope of the present inven-
tion. For example, the foregoing process of FIGS. 3-9(A) and
9(B) can be repeated for firewall 22. Also, the foregoing
process can be repeated for routers or other stateless and/or
stateful inspection devices. Also, the foregoing process can be
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repeated for a set of firewalls to represent holistically, the
enterprise wide firewall data flow and vulnerability status.
Therefore, the present invention has been disclosed by way of
illustration and not limitation, and reference should be made
to the following claims to determine the scope of the present
invention.

The invention claimed 1s:

1. A computer program product for reporting permitted
message tlows through a firewall, the computer program
product comprising:

one or more computer-recadable non-transitory storage

devices and program instructions stored on the one or
more storage devices, the program instructions compris-
ng:

program instructions to generate and display a firewall icon

representing the firewall and a network 1con, the network
icon representing a {irst network;

program instructions to generate and display a first arrow 1n

a first color pointing from the displayed firewall 1con to
the displayed network 1con to indicate that a first com-
munication 1s permitted to the first network, the first
arrow displayed 1n the first color to represent a security
level of a second network from which the first commu-
nication originates and to which the firewall 1s coupled;
program instructions, responsive to a user selection of the
displayed first arrow, to determine and display a list of
ports from the second network that are permitted by the
firewall to originate messages to the first network and a
list of ports of the first network that are permitted by the
firewall to receive the messages from the second net-
work;
program 1nstructions to generate and display a second
arrow 1n a second, different color having a substantially
triangular tip visually pointing from the displayed fire-
wall icon to the displayed network 1con to indicate that a
second communication is permitted to the first network,
the second arrow displayed 1n the second, different color
to represent a security level of a third network from
which the second communication originates and to
which the firewall 1s coupled; and
program instructions, responsive to a user selection of the
displayed second arrow, to determine and display a list
of ports from the third network that are permitted by the
firewall to originate messages to the first network and a
list of ports of the first network that are permitted by the
firewall to recerve the messages from the third network;
and
wherein the second network has a different security level
than the third network as indicated by the first and sec-
ond arrows being respectively displayed in the first and
second, different colors.

2. The computer program product of claim 1, further com-
prising;:

program 1instructions, stored on at least one of the one or

more storage devices, to generate and display between
the firewall 1con and the network 1con 1dentifications of
inbound ports of the first network permitted by the fire-
wall to receive messages from the second and third net-
works.

3. The computer program product of claim 1, further com-
prising:

program 1nstructions, stored on at least one of the one or

more storage devices, to determine and display on or
adjacent to the firewall 1con a count of vulnerability
problems with the firewall, a count of misconfiguration
problems with the firewall, or a combination thereof.
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4. A computer system for reporting permitted message
flows through a firewall, the computer system comprising:
one Or more processors, one or more computer-readable
memories, one or more computer-readable non-transi-
tory storage devices, and program 1nstructions stored on
the one or more storage devices for execution by the one
Or more processors via the one or more memories, the
program 1nstructions comprising;
program instructions to generate and display a firewall 1con
representing the firewall and a network 1con, the network
icon representing a {irst network;
program instructions to generate and display a first arrow 1n
a first color pointing from the displayed firewall 1con to
the displayed network 1con to indicate that a first com-
munication 1s permitted to the first network, the first
arrow displayed 1n the first color to represent a security
level of a second network from which the first commu-
nication originates and to which the firewall 1s coupled;
program 1nstructions, responsive to a user selection of the
displayed first arrow, to determine and display a list of
ports from the second network that are permitted by the
firewall to originate messages to the first network and a
list of ports of the first network that are permitted by the
firewall to receive the messages from the second net-
work:
program 1nstructions to generate and display a second
arrow 1n a second, different color having a substantially
triangular tip visually pointing from the displayed fire-
wall icon to the displayed network 1con to indicate that a
second communication is permitted to the first network,
the second arrow displayed 1n the second, different color
to represent a security level of a third network from
which the second communication originates and to
which the firewall 1s coupled; and
program 1nstructions, responsive to a user selection of the
displayed second arrow, to determine and display a list
of ports from the third network that are permitted by the
firewall to originate messages to the first network and a
l1st of ports of the first network that are permitted by the
firewall to receive the messages from the third network;
and
wherein the second network has a different security level
than the third network as indicated by the first and sec-
ond arrows being respectively displayed in the first and
second, different colors.
5. The computer system of claim 4, further comprising:
program 1nstructions, stored on the one or more storage
devices for execution by the one or more processors via
the one or more memories, to generate and display
between the firewall 1con and the network icon 1dentifi-
cations of inbound ports of the first network permitted by
the firewall to recerve messages from the second and
third networks.
6. The computer system of claim 4, further comprising:
program 1instructions, stored on the one or more storage
devices for execution by the one or more processors via
the one or more memories, to determine and display on
or adjacent to the firewall 1con a count of vulnerability
problems with the firewall, a count of misconfiguration
problems with the firewall, or a combination thereof.
7. The computer program product of claim 1, wherein the
network icon representing the first network 1s a first network
icon, and wherein the computer program product further

COmprises:
program 1nstructions, stored on the one or more storage
devices, to display a second network 1con representing
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the second network and to display the second network
icon coupled to the firewall icon; and

program instructions, stored on the one or more storage

devices, to display a third network icon representing the
third network and to display the third network i1con
coupled to the firewall 1con.
8. The computer program product of claim 7, wherein (1)
the program 1nstructions to display the firewall 1con and the
first network icon coupled to the firewall 1con, (1) the pro-
gram 1nstructions to display the first arrow pointing to the first
network icon, (111) the program instructions to display the
second arrow pointing to the first network 1con, (1v) the pro-
gram instructions to display the second network 1con coupled
to the firewall icon, and (v) the program instructions to dis-
play the third network 1con coupled to the firewall icon are
configured to simultaneously display the firewall 1con, the
first network 1con coupled to the firewall icon, the first arrow
pointing to the first network 1con, the second arrow pointing
to the first network 1con, the second network 1con coupled to
the firewall icon, and the third network 1con coupled to the
firewall 1con.
9. The computer program product of claim 7, further com-
prising:
program instructions, stored on the one or more storage
devices, to deduce, from a configuration file of the fire-
wall represented by the firewall 1con, an existence of
another firewall that permits or blocks data tlow between
the third network and a fourth network: and
program 1nstructions, stored on the one or more storage
devices, to display an icon of the other firewall, respon-
stve to a user selection of the displayed third network
icon while the first network icon, the second network
icon, the third network icon, and the firewall 1con are
being simultaneously displayed and while the 1icon of the
other firewall 1s not being displayed.
10. The computer system of claim 4, wherein the network
icon representing the first network 1s a first network 1con, and
wherein the computer system further comprises:
program instructions, stored on the one or more storage
devices for execution by the one or more processors via
the one or more memories, to display a second network
icon representing the second network and to display the
second network 1con coupled to the firewall 1con; and

program 1nstructions, stored on the one or more storage
devices for execution by the one or more processors via
the one or more memories, to display a third network
icon representing the third network and to display the
third network 1con coupled to the firewall icon.

11. The computer system of claam 10, wherein (1) the
program 1nstructions to display the firewall icon and the first
network 1con coupled to the firewall 1con, (11) the program
instructions to display the first arrow pointing to the first
network icon, (111) the program instructions to display the
second arrow pointing to the first network 1con, (1v) the pro-
gram instructions to display the second network 1con coupled
to the firewall icon, and (v) the program 1nstructions to dis-
play the third network 1con coupled to the firewall icon are
configured to simultaneously display the firewall 1con, the
first network 1con coupled to the firewall icon, the first arrow
pointing to the first network 1con, the second arrow pointing
to the first network 1con, the second network 1con coupled to
the firewall icon, and the third network 1con coupled to the
firewall 1con.

12. The computer system of claim 10, further comprising:

program 1instructions, stored on the one or more storage

devices for execution by the one or more processors via
the one or more memories, to deduce, from a configu-
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ration file of the firewall represented by the firewall 1con,
an existence of another firewall that permits or blocks
data flow between the third network and a fourth net-
work; and

program 1nstructions, stored on the one or more storage 3
devices for execution by the one or more processors via
the one or more memories, to display an icon of the other
firewall, responsive to a user selection of the displayed
third network icon while the first network 1con, the sec-
ond network icon, the third network icon, and the fire- 10
wall 1con are being simultaneously displayed and while
the 1con of the other firewall 1s not being displayed.
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