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COMMUNICATION DEVICE, WIRELESS
COMMUNICATION DEVICE, AND CONTROL
METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a divisional of U.S. application Ser. No.
12/191,612, filed Aug. 14, 2008, now U.S. Pat. No. 8,203,996
which 1s a continuation of Application PCT/JP2006/302650

filed on Feb. 15, 2006, now pending, the contents of which are
herein wholly incorporated by reference.

BACKGROUND OF DISCLOSUR.

T

The present disclosure relates to a communication device
and a wireless communication device.

A wireless local area network (LAN) system includes
wireless LAN access points (hereinafter, also simply referred
to as “access points”) and wireless LAN devices (hereinafter,
also referred to as “clients™) which can be connected by radio
to the wireless LAN access points. In networks such as wire-
less LANs, access points provide a connection service for
clients. Roaming 1s performed as described below with use of
wireless LAN access points and a wireless LAN device (here,
roaming means that the wireless LAN device continues com-
munication while moving by disconnecting from one wire-
less LAN access point and connecting to another wireless
L.AN access point).

First, the wireless LAN device connects to a wireless LAN
access point. Then, the wireless LAN device performs com-
munication via the wireless LAN access point. When the state
(for example, the reception sensitivity or the packet rate) of
the commumcation being performed with the connected
wireless LAN access point satisfies a roaming start condition,
the wireless LAN device detects a roaming-destination wire-
less LAN access point. Then, the wireless LAN device again
connects this time to the roaming-destination wireless LAN
access point. Since clients and access points are designed
without considering roaming, a long period of time 1s
required for roaming. Therefore, packet loss or packet delay
tends to occur during roaming. As a result, such packetloss or
packet delay which may occur during roaming causes an
instantaneous interruption in sound, frame skipping in mov-
ing 1mage, and the like in communications for sounds and
moving images, which should be performed 1n real time.
Possible reasons for this problem are described below. In
roaming, a client has to disconnect from the currently-con-
nected access point and connect to a roaming-destination
access point. Some clients have a strict roaming start condi-
tion (1n order to maintain the connection to the currently-
connected access point for a long period of time), causing
packet loss or packet delay when the reception sensitivity or
the communication speed 1s reduced. Further, 1t takes a period
of time to detect a roaming-destination access point.

In the above case, the roaming start condition can be eased.
However, when the roaming start condition 1s eased, a client
needs to successively repeat disconnection and connection
processing with a plurality of access points, depending on the
positional relationship between the client and the access
points. When such connection processing 1s repeated, a radio
band may be occupied. In order to solve the problem, a
wireless LAN switch allowing high-speed roaming can be
used, but 1t costs as much as tens of thousands of dollars for
installation.
| Patent document 1] Japanese Patent Application Laid-Open
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[Patent document 2] Japanese Patent Application Laid-Open
Publication No. 2003-785335

|Patent document 3] Japanese Patent Application Laid-Open
Publication No. 2004-180123

SUMMARY

Therefore, with conventional technologies, when a client
performs roaming in networks such as wireless LANs, in
which access points provide a connection service for clients,
it 1s difficult for the client to instantly switch access points
because the client performs the disconnection and connection
processing. Further, 1t 1s difficult to switch access points at
high speed with low cost. It 1s therefore an object of the
present disclosure to allow a client to switch access points at
high speed 1n roaming when a predetermined condition 1s
satisfied, without judging whether a usual condition 1s satis-
f1ed.

In order to solve the above-mentioned problems, the
present disclosure provides the following means.

(1) Specifically, the present disclosure provides a commu-
nication device that includes an authentication unit that
authenticates, when a connection request 1s recerved from a
wireless communication device, the wireless communication
device depending on whether a predetermined authentication
condition 1s satisfied, and a relay unit that relays communi-
cation performed by the wireless communication device
when the authentication unit successfiully authenticates the
wireless communication device, including: an nformation
transmission and reception unit receiving connected-terminal
information, which includes identification information iden-
tifying the wireless communication device whose communi-
cationis being relayed, held by other communication devices;
a recording unit recording the received connected-terminal
information; a judging umt judging, when the connection
request 1s received from the wireless communication device,
whether the i1dentification information 1dentifying the wire-
less communication device 1s included in the recorded con-
nected-terminal information; and a permitting unit permitting,
relaying of communication performed by the wireless com-
munication device when the 1dentification information of the
wireless communication device 1s included in the recorded
connected-terminal 1nformation. In the communication
device of the present disclosure, when the connection request
1s received from the wireless communication device and the
identification information of the wireless communication
device 1s included in the connected-terminal information pro-
vided by the other communication devices, a process of judg-
ing whether the predetermined authentication condition 1s
satisfied 1s omitted. Therefore, when the connection requestis
received Irom the wireless communication device, it 1s pos-
sible to rapidly start to relay communication performed by the
wireless communication device.

(2) Further, the communication device of the present dis-
closure may further include: a receiving unit that receives
condition information which 1includes a predetermined
authentication condition from the other communication
devices; wherein the judging unit judges whether the condi-
tion information received from the other communication
devices matches the predetermined authentication condition
of the communication device, and the information transmis-
sion and reception unit includes a recording control unit
recording the connected-terminal information recerved from
the other communication devices when the condition infor-
mation recerved from the other communication devices
matches the predetermined authentication condition of the
communication device. In the communication device of the
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present disclosure, when the condition information recerved
from the other communication devices matches the predeter-
mined authentication condition of the communication device,
the connected-terminal information held by the other com-
munication devices 1s recorded. Therefore, when the connec-
tion request 1s recerved from the wireless communication
device, 1t 1s possible to easily judge whether a judgment about
the predetermined authentication condition can be omitted
for the wireless communication device.

(3) Further, 1n the communication device of the present
disclosure, the condition information may include identifica-
tion information 1dentifying the other communication
devices, and the information transmission and reception unit
may record the identification information identifying the
other communication devices when the condition informa-
tion of the other communication devices matches the prede-
termined authentication condition of the communication
device. In the communication device of the present disclo-
sure, when the condition information received from the other
communication devices matches the condition information of
the communication device, the identification information
identifying the other communication devices 1s recorded.
Therefore, 1t 1s possible to recognize the presence of the other
communication devices which can rapidly start to relay com-
munication performed by the wireless communication
device.

(4) Further, the communication device of the present dis-
closure may further include a provision unit that provides the
recorded 1dentification information identifying the other
communication devices, to the wireless communication
device whose communication 1s permitted relaying by the
permission unit. In the communication device of the present
disclosure, the identification information identilying the
other communication devices 1s provided to the wireless com-
munication device whose communication 1s permitted.
Theretore, the presence of the other communication devices
which can rapidly start to relay communication performed by
the wireless communication device can be recognized by the
wireless communication device.

(5) Further, the communication device of the present dis-
closure may further include: a receiving unit that receives
condition information which 1includes a predetermined
authentication condition from the other communication
devices; wherein the judging unit may judge whether the
received condition information matches the recorded con-
nected-terminal information, and the information transmis-
sion and reception unit may include a transmission control
unit that sends, when the recerved condition information
matches the recorded connected-terminal information, the
connected-terminal information to the other communication
devices, which are the transmission sources of the received
condition imnformation. In the communication device of the
present disclosure, when the condition information received
from the other communication devices matches the recorded
connected-terminal 1nformation, the connected-terminal
information 1s sent to the other communication devices,
which are the transmission sources of the condition informa-
tion. Therefore, the presence of a wireless communication
device for which a judgment about the predetermined authen-
tication condition can be omitted when a connection request
1s recerved can be recognized by the other communication
devices.

(6) Further, the communication device of the present dis-
closure may further include another provision unit that pro-
vides the received condition information to the wireless com-
munication device whose communication 1s permitted
relaying by the permission unit. In the communication device
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4

of the present disclosure, the condition information 1s pro-
vided to the wireless communication device whose commu-
nication 1s permitted. Information used to judge whether the
other communication devices can rapidly start to relay com-
munication performed by the wireless communication device
can be provided to the wireless communication device.

(7) The present disclosure also provides a wireless com-
munication device that performs communication via a com-
munication device, including: a providing unit providing the
communication device with information which includes a
predetermined authentication condition when a connection
request 1s sent to the communication device; a reception unit
receiving identification information identifying other com-
munication devices from the communication device which
has permitted a connection in response to the connection
request; a collecting unit collecting communication qualities
of information provided by the other commumnication devices
identified by the received identification information identify-
ing the other communication devices, and communication
quality of information provided by the communication device
which has permitted the connection; a comparing unit com-
paring the communication qualities of information collected
from the other communication devices with the communica-
tion quality of information provided by the communication
device which has permitted the connection; a determining
unit determining, based on aresult obtained by the comparing
unit, one of the other communication devices which provide
information with the communication quality better than the
communication quality of information provided by the com-
munication device which has permitted the connection; and a
connection request unit sending the connection request to the
determined one of the other communication devices. In the
wireless communication device of the present disclosure, the
connection request 1s sent to one of the other communication
devices which provide mmformation with a communication
quality better than the commumnication quality of information
provided by the communication device which currently
relays communication. Therefore, since the other communi-
cation devices to which the connection request 1s to be sent
are recognized in advance, the connection request can be
rapidly sent to the other communication devices, which are
destinations of the connection request.

(8) Further, in the wireless communication device of the
present disclosure, the other communication devices may
have a predetermined authentication condition that matches
condition information which 1includes a predetermined
authentication condition held by the communication device
for which the connection request has been permitted. In the
wireless communication device of the present disclosure, the
other communication devices have the predetermined authen-
tication condition that matches the condition information
which includes the predetermined authentication condition
held by the communication device for which the connection
request has been permitted. Therefore, since the other com-
munication devices which can permit the connection request
without judging whether the predetermined authentication
condition 1s satisfied are recognized in advance, the connec-
tion request can be rapidly sent to the other communication
devices, which are destinations of the connection request.

(9) Further, the present disclosure provides a communica-
tion device control method including: an authentication step
of authenticating, when a connection request 1s received from
a wireless communication device, the wireless communica-
tion device depending on whether a predetermined authenti-
cation condition 1s satisfied; a relay step of relaying commu-
nication performed by the wireless communication device
when the wireless communication device 1s successtully
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authenticated 1n the authentication step; a recording step of
recording connected-terminal information which includes
identification information 1dentifying the wireless communi-
cation device which 1s successiully authenticated in the
authentication step and whose communication 1s being
relayed; an information transmission and reception step of
receiving connected-terminal information held by other com-
munication devices; a first judgment step of judging, when
the connection request 1s received from the wireless commu-
nication device, whether the 1dentification information i1den-
tifying the wireless communication device 1s included in the
connected-terminal information held by the other communi-
cation devices; and a permission step of permitting relaying
of communication performed by the wireless communication
device when the identification information of the wireless
communication device 1s included 1n the connected-terminal
information held by the other communication devices. In the
communication device control method of the present disclo-
sure, when the connection request 1s recerved from the wire-
less communication device and the identification information
of the wireless communication device 1s included 1n the con-

nected-terminal information provided by the other commu-
nication devices, a judgment about whether the predeter-
mined authentication condition 1s satisfied 1s omitted.
Theretfore, when the connection request 1s received from the
wireless communication device, it 1s possible for the commu-
nication device to rapidly start relaying communication per-
tformed by the wireless communication device.

(10) Further, the communication device control method of
the present disclosure may further include: a reception step of
receiving condition information which includes a predeter-
mined authentication condition from the other communica-
tion devices; and a second judgment step of judging whether
the condition information received from the other communi-
cation devices matches the predetermined authentication
condition of the communication device, and the information
transmission and reception step may include a recording con-
trol step of recording the connected-terminal information
held by the other communication devices when the condition
information of the other communication devices matches the
predetermined authentication condition of the communica-
tion device. In the communication device control method of
the present disclosure, when the condition information
received from the other communication devices matches the
predetermined authentication condition of the communica-
tion device, the connected-terminal information held by the
other communication devices 1s recorded. Therefore, when
the connection request 1s received from the wireless commu-
nication device, it 1s possible to easily judge whether a judg-
ment about the predetermined authentication condition can
be omitted for the wireless communication device.

According to the present disclosure, when a predetermined
condition 1s satisfied, a client can switch access points at high
speed because the client does not need to judge whether a
usual condition 1s satisfied.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing a configuration of an
access point.

FIG. 2 1s a block diagram showing a configuration of a
client.

FI1G. 3 1s a schematic diagram of an operation in which an
access point detects and records other access points which
have setting information identical to setting mnformation of
the access point.
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FIG. 4 1s a flowchart showing processing in which the
access point shown 1n FIG. 3 detects and records other access
points which have setting information identical to setting
information of the access point.

FIG. § 1s a schematic diagram of an operation to connect a
client to an access point.

FIG. 6 1s a flowchart showing processing in which the
client shown i FIG. 5 updates a roaming-allowed wireless
access point table 16.

FIG. 7 1s a flowchart showing processing in which the
access points shown 1n FIG. 5 each update their own roaming-
target wireless client table 9.

FIG. 8 1s a schematic diagram of an operation 1n which the
client roams to another access point.

FIG. 9 1s a flowchart showing processing in which the
access points each update their own association list 10 when
roaming 1s performed between the access points in FIG. 8.

FIG. 1015 a schematic diagram of an operation in which an
access point detects and records another access point which
has setting information 1dentical to setting information of the
access point and another access point which does not have
identical setting information.

FIG. 11 1s a flowchart showing processing in which the
access point shown in FIG. 10 detects and records another
access point which has setting information identical to setting
information of the access point and another access point
which does not have i1dentical setting information.

FIG. 12 15 a schematic diagram of an operation to connect
a client to an access point.

FIG. 13 1s a flowchart showing processing 1n which the
client shown 1n FIG. 12 updates the roaming-allowed wire-
less access point table 16.

FIG. 14 1s a flowchart showing processing 1n which the
access points shown 1n FIG. 12 each update their own roam-
ing-target wireless client table 9.

FIG. 15 1s a schematic diagram of an operation 1n which a
client roams to another access point.

FIG. 16 1s a flowchart showing processing in which the
access points each update their own association lists 10 when
roaming 1s performed between the access points in FIG. 15.

Heremaftter, wireless devices according to the best mode
for carrying out the present disclosure (heremaftter, referred to
as embodiments) will be described with reference to the
accompanying drawings. Configurations of the embodiments
to be described below are shown as examples and the present
disclosure 1s not limited to the configurations of the embodi-
ments.

FIRST EMBODIMENT

Hereinaftter, a system according to the embodiment will be
described with reference to FIGS. 110 9.
<<System Principle>>

The system according to the embodiment includes a plu-
rality of wireless LAN access points (corresponding to com-
munication devices) and a plurality of wireless LAN clients
(corresponding to wireless communication devices). Each of
the wireless LAN access points (hereinafter, also simply
referred to as “access points™) has a service set 1dentifier
(SSID), a unmique media access control address (MAC
address) used 1in a wireless LAN, a unique MAC address used
in a wired LAN, and security settings such as wired equiva-
lent privacy (WEP) and Wi-Fi protected access (WPA). The
WEP and the WPA are encryption system standards for wire-
less LANs. The SSID and the security settings are used to

judge whether the wireless LAN client (hereinatter, also sim-
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ply referred to as “client”) can be connected to the access
point. Further, the MAC address 1s used to 1dentily an indi-
vidual access point.

Each client has a unique MAC address used 1n a wireless
LAN, an SSID, security settings, and an association ID. When
a client connects to an access point, the access point can use
the association ID to 1dentily the client.

The access points are connected to each other by a LAN
cable 6. Communication 1s performed between the access
points via the LAN cable 6. For example, Ethernet (registered
trademark) can be used for a communication network which
connects the access points. To perform communication by

using a wired LAN, an access point sends packets which
record 1ts MAC address used 1in a wired LAN (hereinaftter,

referred to as “wired MAC address™) and 1ts MAC address
used 1n a wireless LAN (heremnafter, referred to as “wireless
MAC address™), to other access points.

To perform communication by using a wireless LAN, a
client sends a probe request which includes 1ts MAC address
used 1 a wireless LAN (heremafter, referred to as “wireless
MAC address”) and 1ts SSID, to an access point. The probe
request 1s also used when the client currently connected to an
access point checks the connection to the access point.

<Access Point Configuration Diagram=>

FIG. 1 1s a block diagram showing a configuration of an
access point. In FIG. 1, the access point includes a random
access memory (RAM) 1, a central processing unit (CPU) 2,
a flash memory 3, a wired LAN controller 4, and a wireless
LAN controller 5. Communication 1s performed between
access points via the LAN cable 6. The wireless LAN con-
troller 5 has a wireless LAN antenna 7.

The random access memory 1 1s a storage medium to be
used as a work area when the central processing unit 2
executes a wireless LAN control program. In the random
access memory 1, a roaming-allowed wireless access point
table 8, a roaming-target wireless client table 9, and an asso-
ciation list 10 are generated as areas to manage data used
when the control program 1s executed. The roaming-allowed
wireless access point table 8 1s recorded with wireless MAC
addresses of other access points and setting information (se-
curity settings (such as WEP and WPA) and SSID) of the
other access points. The wireless MAC addresses of other
access points corresponds to “‘identification information
identifying other communication devices”. Further, the roam-
ing-allowed wireless access point table 8 1s recorded with the
wireless MAC addresses of other access points and the setting
information of the other access points 1n association with
cach other.

The roaming-target wireless client table 9 1s recorded with
connection information (for example, the wireless MAC
address and the association ID) of a client which has setting
information identical to the setting information of the own
access point. The connection information of the client corre-
sponds to “1dentification information identifying the wireless
communication device”. The connection information of the
client which has setting information 1dentical to the setting
information of the own access point corresponds to “‘con-
nected-terminal information”.

The association list 10 1s recorded with setting information
of a client which has been connected to the own access point
and connection information of the client which has been
connected to the own access point. Further, the random access
memory 1 1s recorded with the wireless MAC addresses of
other access points, used for the access point to perform
wired-LAN communication with the other access points.

The central processing unit 2 executes the wireless LAN
control program (for example, firmware and driver) recorded
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in the flash memory 3. The central processing unit 2 uses the
random access memory 1 as a temporary storage medium
during execution of the program. The central processing unit
2 executes the control program to perform the following
processings.

<<Relay Processing>>

The central processing unit 2 recerves a probe request sent
from a client, via the wireless LAN controller 5. The central
processing unit 2 refers to the SSID to judge whether the
probe request 1s a connection request made to the own access
point. When 1t 1s judged that the probe request 1s not a con-
nection request made to the own access point, the central
processing unit 2 does not reply to the client, which has sent
the probe request. On the other hand, when it1s judged that the
probe request 1s a connection request made to the own access
point, the central processing unit 2 sends a probe response to
the client, which has sent the probe request, by using the
wireless MAC address included in the probe request.

The probe response includes the wireless MAC address of
the transmission-source access point. After sending the probe
response, the central processing unit 2 receives an authenti-
cation request from the transmission source ol the probe
request. The authentication request includes the security set-
tings of the client. After receiving the authentication request,
the central processing unit 2 sends an authentication response
to the client, which 1s the transmission source of the authen-
tication request (the central processing unit 2 corresponds to
“an authentication unit™).

After sending the authentication response, the central pro-
cessing unit 2 recetves an association request from the trans-
mission source of the authentication request. The association
request includes the association ID of the client. After recerv-
ing the association request, the central processing unit 2 sends
an association response to the client, which 1s the transmis-
s10n source of the association request. In this way, the central
processing unit 2 permits the client to connect to the own
access point. The central processing unit 2, which has permut-
ted the client to connect to the own access point, relays com-
munication between the client and the network connected via
the LAN cable 6 (the central processing unit 2 corresponds to
“a relay unit™).

To relay communication between the client and the net-
work connected via the LAN cable 6 by using the wired LAN
controller 4, when connection information of the client has

not been recorded in the association list 10, the central pro-
cessing unit 2 records the connection information of the client
in the association list 10.

The central processing unit 2 recerves the connection infor-
mation of the client recorded in packets sent from the client,
via the wireless LAN controller 5. When the client has been
connected to the own access point, the central processing unit
2 records the connection information of the client in the
roaming-target wireless client table 9 (the central processing,
unmit 2 corresponds to “a recording unit™).

Further, after recording the connection information of the
client in the roaming-target wireless client table 9, the central
processing unit 2 sends packets which record the connection
information of the client to another access point which has
setting information 1dentical to the setting information of the
own access point via the wired LAN controller 4. Further, the
central processing unit 2 recerves packets from another access
point which has setting information identical to the setting
information of the own access point via the wired LAN con-
troller 4 (the central processing unit 2 corresponds to “an
information transmission and reception unit”). The recerved
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packets include connection information of a client recorded
in the roaming-target wireless client table 9 of the another
access point.

When a connection request 1s received from a client, the
central processing unit 2 judges whether the connection infor-
mation of the client has been recorded 1n the roaming-target
wireless client table 9 of the own access point (the central
processing unit 2 corresponds to “a judging umt”).

When 1t 1s judged that the connection information of the
client has been recorded 1n the roaming-target wireless client
table 9 of the own access point, the central processing unit 2
relays communication performed by the client to the LAN
cable 6 via the wired LAN controller 4 (the central processing
unit 2 corresponds to “a permitting unit™). The processing 1s
called relay processing.

The central processing unit 2 receives, via the wired LAN
controller 4, packets which record the setting information and
the wireless MAC address of another access point, sent from
the another access point (the central processing unit 2 corre-
sponds to “a recerving unit”). Further, the central processing
unit 2 extracts the setting information and the wireless MAC
address of the another access point from the packets recerved
via the wired LAN controller 4.

Further, the central processing unit 2 judges whether the
setting information of the another access point, recorded 1n
the packets received via the wired LAN controller 4, 1s 1den-
tical to the setting information of the own access point (the
central processing unit 2 corresponds to “a judging unit™).

When 1t 1s judged that the setting information of the another
access point 1s 1dentical to the setting information of the own
access point, the central processing unit 2 records connection
information recorded 1n the packets recerved from the another
access point via the wired LAN controller 4, in the roaming-
target wireless client table 9. The connection information
recorded in the packets 1s connection information of a client
recorded 1n the roaming-target wireless client table 9 of the
another access point.

When 1t 1s judged that the setting information of the another
access point 1s not 1dentical to the setting information of the
own access point, the central processing unit 2 discards the

connection information recorded in the packets recerved via
the wired LAN controller 4. On the other hand, when 1t 1s

judged through the judgment that the setting information of

the another access point 1s 1identical to the setting information
of the own access point, the central processing unit 2 records
the wireless MAC address of another access point recorded in
the packets recerved via the wired LAN controller 4, in the
roaming-allowed wireless access point table 8. Then, the
central processing unit 2 sends acknowledgment (ACK)
packets which record the wireless MAC address of the own
access point to the another access point indicated by the
recorded wireless MAC address, via the wired LAN control-
ler 4.

When the ACK packets sent from the another access point
1s received via the wired LAN controller 4, the central pro-
cessing unit 2 records the wireless MAC address of the
another access point recorded 1n the ACK packets, in the
roaming-allowed wireless access point table 8. When 1t 1s

tudged through the judgment that the setting information of

the another access point 1s not 1dentical to the setting infor-
mation of the own access point, the central processing unit 2
discards the wireless MAC address of the another access
point recorded in the ACK packets received via the wired
L AN controller 4 (the central processing unit 2 corresponds
to “a recording control unit”).

Further, the central processing unit 2 sends packets which
record the wireless MAC address of another access point
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recorded 1n the roaming-allowed wireless access pointtable 8
to a client connected to the own access point, via the wireless
L AN controller 5 (the central processing unit 2 corresponds
to “a provision unit”). The central processing unit 2 records
the setting information and the connection information of a
client which has roamed to the own access point, in the
association list 10.

Further, the central processing unit 2 sends packets which
record the connection information of the client which has
roamed to the own access point, to another access point to
which the client was connected before, via the wired LAN
controller 4. With this operation, an access point can notily
another access point of a client which has roamed from the
another access point to the own access point.

Further, the central processing unit 2 receives packets
which record the connection information of a client from the
another access point via the wired LAN controller 4. When
the connection information of the client, recorded in the
received packets, has been recorded 1n the association list 10
of the own access point, the central processing unit 2 recog-
nizes that the client has been disconnected from the own
access point.

Further, when packets which record the connection infor-
mation of a client 1s recerved from the another access point via
the wired LAN controller 4 and the connection information of
the client has been recorded 1n the association list 10, the
central processing unit 2 deletes the connection information
of the client recorded 1n the association list 10.

The flash memory 3 includes the wireless LAN control
program to be executed by the central processing unit 2. The
wired LAN controller 4 1s connected to other access points via
the LAN cable 6. The wired LAN controller 4 receives pack-
cts from other access points. Further, the wired LAN control-
ler 4 sends packets to other access points via the LAN cable 6.

The wireless LAN antenna 7 recerves radio signals from
clients. Further, the wireless LAN antenna 7 sends radio
signals to clients.

<Client Configuration Diagram=>

FIG. 2 1s a block diagram showing a configuration of a
client. In FIG. 2, the client includes a random access memory
(RAM) 11, a central processing unit (CPU) 12, a tlash
memory 13, and a wireless LAN controller 14. The wireless
L AN controller 14 has a wireless LAN antenna 13.

The random access memory 11 1s a storage medium to be
used as a work area when the central processing unit 12
executes a wireless LAN control program. In the random
access memory 11, a roaming-allowed wireless access point
table 16 1s generated as an area to manage data used when the
control program 1s executed. The roaming-allowed wireless
access point table 16 1s recorded with the wireless MAC
address of an access point which has setting information
identical to the setting information of the own client. Further,
the roaming-allowed wireless access point table 16 1s
recorded with a value indicating a communication quality of
the access point which has setting information identical to the
setting information of the own client.

The central processing unit 12 executes the wireless LAN
control program (for example, firmware and driver) recorded
in the flash memory 13. The central processing unit 12 uses
the random access memory 11 as a temporary storage
medium during execution of the program. In the embodiment,
the client means a mobile terminal that performs communi-
cation while moving.

In the first embodiment, the client can also be realized by a
personal computer, a personal computer which includes a
wireless LAN module, or a personal computer to which a
wireless LLAN card 1s inserted. In the first embodiment, when
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the client 1s realized by a personal computer, the flash
memory 13 shown in FIG. 2 can be replaced with an external
storage device such as a hard disk. Further, 1n the first embodi-
ment, when the client 1s realized by a personal computer
which includes a wireless LAN module or by the personal
computer to which the wireless LAN card 1s inserted, the
wireless LAN module or the wireless LAN card includes the
wireless LAN controller 14 and the wireless LAN antenna 13,
which are shown 1 FIG. 2, and an erasable programmable
read only memory (EEPROM) (not shown).

Further, the personal computer which includes the wireless
L. AN module or the personal computer to which the wireless
L.AN card 1s inserted includes the random access memory 11,
the central processing unit 12, and the flash memory 13,
shown 1n FIG. 2. Further, the flash memory 13 shown 1n FIG.
2 can be replaced with an external storage device such as a
hard disk.

The central processing unit 12 executes the control pro-
gram to perform the following processings.
<<Information Providing Processing>>

The central processing unit 12 broadcasts a probe request
via the wireless LAN controller 14 at predetermined time
intervals measured by a timer included in the own client. The
central processing unit 12 each can receive probe responses
from a plurality of access points which can be connected to
the own client, via the wireless LAN controller 14. Each
probe response includes the wireless MAC address for 1den-
tifying the each access point.

When a probe response 1s recerved, the central processing,
unit 12 recognizes the presence of a connectable access point.
When probe responses are recerved from the plurality of
access points, the central processing unit 12 specifies an
access point which has the best communication quality for the
own client (for example, an access point which sends the
strongest signal), based on the communication quality (for
example, received-signal strength) obtained when each probe
response 1s recerved. The central processing unit 12 sends an
authentication request to the specified access point via the
wireless LAN controller 14 by using the wireless MAC
address of the specified access point. The authentication
request includes security settings.

The central processing unit 12 receives an authentication
response from the access point via the wireless LAN control-
ler 14. Upon reception of the authentication response, the
central processing unit 12 sends an association request to the
access point via the wireless LAN controller 14. The associa-
tion request includes the association ID. The central process-
ing unit 12 recetves an association response from the access
point via the wireless LAN controller 14. In this way, the
central processing unit 12 can connect to the access point (the
central processing unit 12 corresponds to “a providing unit”).
The processing 1s called information providing processing.

Further, the central processing unit 12 receives, from the
access point connected to the own client, packets which
record the wireless MAC address of another access point via
the wireless LAN controller 14 (the central processing unit 12
corresponds to “a reception unit™).

Further, when the packets which record the wireless MAC
address of the another access point is received from the access
point connected to the own client via the wireless LAN con-
troller 14, the central processing unit 12 records the wireless
MAC address of the another access point 1n the roaming-
allowed wireless access point table 16.

Further, while performing communication with the access
point connected to the own client, the central processing unit
12 inquires the commumnication quality of the access point, of
the wireless LAN controller 14. The central processing unit
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12 recerves a value indicating the communication quality of
the access point from the wireless LAN controller 14 and
records the value in the roaming-allowed wireless access
point table 16.

Further, the central processing unit 12 sends broadcast
packets at regular intervals via the wireless LAN controller
14. The central processing unit 12 receives a broad response
sent by an access point which has received the broadcast
packets. Upon reception of the broad response, the central
processing unit 12 inquires the communication quality of the
access point which has sent the broad response, of the wire-
less LAN controller 14. The central processing unit 12
receives a value indicating the communication quality of the
access point from the wireless LAN controller 14 (the central
processing unit 12 corresponds to “a collecting unit”).

When the wireless MAC address of the access point has
been recorded 1n the roaming-allowed wireless access point
table 16, the central processing unit 12 records the received
value indicating the communication quality of the access
point in the roaming-allowed wireless access point table 16.

Further, the central processing unit 12 receives a beacon
sent by the access point, via the wireless LAN controller 14.
Upon reception of the beacon, the central processing unit 12
inquires the communication quality of the access point which
has sent the beacon, of the wireless LAN controller 14. Then,
the central processing unit 12 receives a value indicating the
communication quality of the access point from the wireless
LAN controller 14 (the central processing umt 12 corre-
sponds to “‘a collecting unit”). When the wireless MAC
address of the access point has been recorded in the roaming-
allowed wireless access point table 16, the central processing
unit 12 records the received value indicating the communica-
tion quality of the access point in the roaming-allowed wire-
less access point table 16.

<<Communication Quality Comparing Processing>>

The central processing unit 12 compares the value indicat-
ing the communication quality of the access point recerved
from the wireless LAN controller 14 with the value indicating
the communication quality of the access pom‘[ connected to
the own client. Further, the central processing unit 12 com-
pares the value indicating the communication quality of the
access point indicated by the wireless MAC address recorded
in the roaming-allowed wireless access point table 16 with the
value indicating the communication quality of the access
point connected to the own client (the central processing unit
12 corresponds to “a comparing unit”). The processing 1s
called communication quality comparing processing.

<<Connection Request Processing>>

The central processing unit 12 determines an access point
of which a value indicating the communication quality is
better than the value indicating the commumnication quality of
the access point connected to the own client through the
comparison (the central processing unit 12 corresponds to “a
determining unit™). In this case, the central processing unit 12
determines an access point of which a value indicating the
communication quality 1s the largest among access points
indicated by wireless MAC addresses recorded 1n the roam-
ing-allowed wireless access point table 16.

The central processing unit 12 sends a probe request to the
determined access point via the wireless LAN controller 14
(the central processing unit 12 corresponds to “a connection
request unit”). The processing 1s called connection request
processing.

The central processing unit 12 has the timer to measure a
predetermined time. The flash memory 13 includes the wire-
less LAN control program to be executed by the central
processing unit 12. The wireless LAN antenna 15 receives
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radio signals from the access points. Further, the wireless
L AN antenna 15 sends radio signals to the access points.

<<Operation Example>>
<Operation (Processing) Example of Access Point>

FIG. 3 1s a schematic diagram of an operation 1n which an
access point detects and records other access points which
have setting information identical to setting imnformation of
the access point. FIG. 3 shows an example 1n which an access
point AP (hereinatter, referred to as AP), an access point AP1
(heremaftter, referred to as AP1), and an access point AP2
(heremaftter, referred to as AP2), which have identical setting
information, and an access point AP3 (hereinafter, referred to
as AP3) which does not have 1dentical setting information are
included mm a wired LAN network. FIG. 3 just shows an
example and the number of access points 1s not limited to that
shown 1n the example.

It 1s assumed here that having identical setting information
means having completely 1dentical setting information or

having partially identical setting information. For example,
when an 1dentical SSID 1s specified for the AP and the AP1,

WEP and WPA are specified for the AP, and WPA 1s specified
tor the AP1, the AP and the AP1 have identical WPA for the
security settings. In this case, the AP and the AP1 have 1den-
tical SSID and WPA 1n the setting information, which means
the pieces of setting information are partially identical.
Therefore, 1t 1s assumed that the AP and the AP1 have iden-
tical setting information.

The AP 1s connected to the wired LAN network. The AP
broadcasts packets which record the wired MAC address, the
wireless MAC address, and the setting information of the own
access point to the access points (in this case, AP1, AP2, and
AP3)connected to the wired LAN network. The setting infor-
mation includes security settings (such as WEP and WPA)
and the SSID. The AP1, the AP2, and the AP3 each receive the
packets sent from the AP, and compare the setting information
recorded 1n the packets with the setting information of the
own access point. The AP1 and the AP2, which have setting
information identical to the setting information of the AP,
cach record the wireless MAC address and the setting infor-
mation of the AP 1n their own roaming-allowed wireless
access point table 8.

On the other hand, the AP3, which does not have 1dentical
setting information, ends the processing. The AP1 and the
AP2 cach send ACK packets to the transmission-source AP.
The ACK packets are recorded with the wired MAC address,
the wireless MAC address, and the setting information of the

corresponding access point, the AP1 or the AP2. In this way,
the AP, connected to the wired LAN network, can detect the
AP1 and the AP2, which are connected to the wired LAN
network and have setting information 1dentical to the setting,
information of the AP. Further, the AP records the wireless
MAC addresses and the setting information of the AP1 and
the AP2, which have sent back the ACK packets, 1n the roam-
ing-allowed wireless access point table 8, and ends the pro-
cessing.

FIG. 4 1s a flowchart showing processing 1n which the
access point shown 1n FIG. 3 detects and records other access
points which have setting information 1dentical to the setting
information of the access point. First, the AP 1s connected to
the wired LAN network (S401). Next, the AP broadcasts
packets which record the wired MAC address, the wireless
MAC address, and the setting information of the AP (5402).
Next, the AP1 and the AP2 each compare the setting infor-
mation recorded 1n the packets received from the AP with the
setting information of the own access point (S403). When the
setting information recorded in the packets recerved from the
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AP 1s not 1dentical to the setting information of the own
access point, the AP1 and the AP2 each end the processing.

On the other hand, when the setting information recorded
in the packets received from the AP 1s 1dentical to the setting
information of the own access point, the AP1 and the AP2
cach record the wireless MAC address and the setting infor-
mation of the AP in their own roaming-allowed wireless
access point table 8 (S404). It1s assumed that having identical
setting information means having completely identical set-
ting information or having partially identical setting informa-
tion, as described above with reterence to FIG. 3.

Next, the AP1 and the AP2 each send ACK packets to the
AP, which 1s the transmission source of the packets (S405).
The AP records the wireless MAC addresses and the setting
information ofthe AP1 and the AP2, which have sent back the
ACK packets, in the roaming-allowed wireless access point
table 8 of the AP (8406). In this way, an access point can
detect another access point which has 1dentical setting infor-
mation and record 1t 1n the roaming-allowed wireless access
point table 8 of the own access point.

FIG. 5 1s a schematic diagram of an operation to connect
the client to the access point. FIG. 5 shows an example in
which the access point AP (hereinatter, referred to as AP), the
access point AP1 (hereinaftter, referred to as AP1), the access
point AP2 (hereinafter, referred to as AP2), and a client (here-
inafter, referred to as CL), which have identical setting infor-
mation, are included in a network. FIG. § just shows an
example, and the number of access points or the number of
clients 1s not limited to that shown 1n the example. In FIG. 5,
the AP has completed an operation to detect and record other
access points which have 1dentical setting information (the
operation of FIG. 3 1n which the access point detects and
records other access points which have setting information
identical to the setting information of the access point).

The CL performs a connection operation to connect to the
AP via a wireless LAN. The connection operation 1s started
when the CL broadcasts a probe request. The connection
operation 1s performed between the CL and an access point
which has received the probe request (here, the AP). Specifi-
cally, the AP sends a probe response to the CL, which has sent
the probe request. When the probe response 1s recetved, the
CL recognizes the presence of a connectable access point
(here, the AP).

Upon reception of the probe response, the CL sends an
authentication request to the AP. When the authentication
request 1s received, the AP sends an authentication response
to the CL. When the authentication response 1s received, the
CL sends an association request to the AP. Upon reception of
the association request, the AP sends an association response
to the CL. When the connection operation 1s completed
between the CL and the AP, this means that a connection 1s
established. When a connection has been established, the CL
records the wireless MAC address of the AP in the roaming-
allowed wireless access point table 16. Further, the AP
records the connection information and the setting informa-
tion of the CL 1n the association list 10. Further, the AP
records the connection information of the CL, which has been
connected to the AP, in the roaming-target wireless client
table 9.

The AP sends, to the CL, packets which record a wireless
MAC addresses recorded in the roaming-allowed wireless
access point table 8 of the AP. The CL receives the packets
sent from the AP. In FIG. 5, the wireless MAC addresses
recorded 1n the packets correspond to the wireless MAC
addresses of the AP1 and the AP2.

The CL records information recerved from the AP 1n the
roaming-allowed wireless access point table 16 of the CL. In
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FIG. §, the mformation to be recorded corresponds to the
wireless MAC addresses of the AP1 and the AP2. When the

CL roams to the AP1 or the AP2, the wireless MAC address of
the corresponding access point, the AP1 or the AP2, recorded
in the roaming-allowed wireless access point table 16 of the
CL 1s used.

At this time, 1t 1s assumed that a connection to the AP1 or
the AP2, whose wireless MAC address 1s recorded in the
roaming-allowed wireless access pointtable 16 of the CL, has
already been established. Specifically, after the connection to
the AP i1s established, the CL receives the wireless MAC
addresses of the AP1 and the AP2 and records the wireless
MAC addresses 1n the roaming-allowed wireless access point
table 16. Then, the CL can recognize the AP1 and the AP2,
which have setting information 1dentical to the setting infor-
mation of the CL, by referring to the roaming-allowed wire-
less access point table 16.

The AP sends the connection information of the CL to the
AP1 and the AP2, recorded 1n the roaming-allowed wireless
access point table 8 of the AP. When the connection informa-
tion of the CL 1s received, the AP1 and the AP2 each record
the connection information of the CL 1n their own roaming-
target wireless client table 9.

When the CL roams to the AP1 or the AP2, which 1s an
access point different from the AP, the CL sends a probe
request to the corresponding access point, the AP1 or the AP2,
and receives a probe response from the corresponding access
point, the AP1 or the AP2. Since the CL has already recog-
nized the AP1 and the AP2 having setting information 1den-
tical to the setting information of the CL, the CL can establish
a connection to the AP1 or the AP2 when receiving the probe
response from the AP1 or the AP2, without sending an
authentication request, recetving an authentication response,
sending an association request, and receiving an association
response.

FIG. 6 1s a flowchart showing processing in which the
client shown 1n FIG. 5 updates the roaming-allowed wireless
access point table 16.

The CL performs a connection operation to connect to the
AP (5601). When a connection has not been established, the
processing ends. On the other hand, when a connection has
been established, a process 1n Step S603 15 performed (S602).
The CL recewves, from the AP, information on the wireless
MAC addresses of the AP1 and the AP2 recorded in the
roaming-allowed wireless access point table 8 of the AP
(S603).

Next, the CL records the wireless MAC addresses of the
AP1 and the AP2 in the roaming-allowed wireless access
point table 16 of the CL (S604). The CL ends the processing,
of updating the roaming-allowed wireless access point table
16. With this processing, 1t 1s assumed that a connection to the
AP1 or the AP2, recorded 1n the roaming-allowed wireless
access point table 16 of the CL, has already been established.
When the CL roams to the AP1 or the AP2, which 1s an access
point different from the AP, a connection can be established at
high speed.

FIG. 7 1s a flowchart showing processing 1n which the
access point shown 1in FIG. 5 updates the roaming-target
wireless client table 9.

The CL performs a connection operation to connect to the
AP (8701). When a connection has not been established, the
processing ends. On the other hand, when a connection has
been established, a process in Step 8703 1s performed (S702).
The AP records the connection information of the CL, which
has been connected to the AP, in the association list 10 of the
AP (8703). Next, the AP records the connection information
of the CL, which has been connected to the AP, in the roam-
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ing-target wireless client table 9 (58704). The connection
information corresponds, for example, to the wireless MAC
address or the association ID of the CL.. However, since the
connection mnformation 1s used to 1dentify a client, the con-
nection information 1s not limited to the wireless MAC
address or the association ID of the CL., or the like.

Next, the AP uses the wireless MAC addresses recorded 1in
the roaming-allowed wireless access point table 8 of the AP to
send the connection information of the CL to the correspond-
ing access points. In FIG. 5, the connection information of the
CL 1s sent to the AP1 and the AP2 (5705). The AP ends the
processing of updating the roaming-target wireless client

table 9. Next, the AP1 and the AP2, which have received the
connection information of the CL, each record the connection

information of the CL 1n their own roaming-target wireless
client table 9 (S706). The AP1 and the AP2 each end the
processing of updating their own roaming-target wireless
client table 9. As described above, an access point can update
the roaming-target wireless client table 9.

FIG. 8 1s a schematic diagram of an operation 1n which the
clientroams to another access point. FIG. 8 shows an example
in which three access points which are the access point AP
(hereimaftter, referred to as AP), the access point AP1 (here-
inafter, referred to as AP1), and the access point AP2 (here-
mafter, referred to as AP2), and the client (heremafter,
referred to as CL), which have identical setting information,
are included 1n a network. The number of access points or the
number of clients 1s not limited to that shown 1n the example.
In FIG. 8, the AP has completed an operation to detect and
record another access point which has setting information
identical to the setting information of the access point (the
operation of FIG. 3 1n which the access point detects and
records another access point which has setting information
identical to the setting information of the access point). In
FIG. 8, the CL has already been connected to the AP.

In FIG. 8, the CL obtains the communication quality of the
AP1 and the AP2 by using the wireless MAC addresses of the
AP1 and the AP2 recorded 1n the roaming-allowed wireless
access point table 16 of the CL. The CL compares the com-
munication quality of the currently-connected AP with the
communication quality of the AP1 and the AP2. The commu-
nication quality 1s evaluated by the reception level (radio field
strength), the packet rate, the signal strength, or the like, and
may be evaluated by a combination thereof. When the AP1
having better communication quality ({or example, AP1 hav-
ing higher signal strength) than the currently-connected AP 1s
detected, the CL roams to the AP1.

The CL sends a probe request to the AP1, which 1s a
roaming destination. The CL receives a probe response from
the AP1. It 1s assumed at this time that a connection has
already been established between the AP1, which is the roam-
ing destination and the CL. Therefore, after receiving the
probe response, the CL can establish a connection to the AP1
without sending an authentication request, receiving an
authentication response, sending an association request, and
receiving an association response. When the connection 1s
established between the CL and the AP, the connection infor-
mation of the CL has been sent from the AP, connected to the
CL, to the another access point (in FIG. 8, the AP1 and the
AP2). After recerving the connection information of the CL,
the AP1 and the AP2 each have recorded the connection
information 1n their own roaming-target wireless client table
9. The AP1 and the AP2 each have recognized that the CL and
the own access point have identical setting information.
Therefore, 1t 1s unnecessary to exchange data for authentica-
tion and connection. Since 1t 1s unnecessary to exchange data
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for authentication and connection, a client switches access
points at high speed. As aresult, a client can roam to an access

point at high speed.

Immediately after roaming, it 1s also possible for the client
not to perform roaming for a predetermined period of time
measured by a timer included therein. When roaming is not
performed for the predetermined period of time, frequent
roaming operations can be avoided. In addition, since access
points to which the client can roam are known 1n advance, 1t
1s possible to rapidly detect a roaming-destination access
point.

When an access point which has better commumnication
quality than the currently-connected access point 1s not
detected, the client makes an inquiry about and a comparison
of communication quality at predetermined time intervals
measured by the timer included therein.

The AP1 sends packets which record the connection infor-
mation of the CL which has roamed to the AP1, to the AP, to
which the CL was connected before, via the wired LAN
controller 4. The AP receives the packets, which records the
connection information of the CL, from the AP1. The AP
detects that the CL has been disconnected, because the con-
nection information of the CL recorded 1n the received pack-
cts 1s the same as the connection mmformation of the CL
recorded 1n the association list 10 of the AP. Then, the AP
deletes the setting mformation and the connection informa-
tion of the CL from the association list 10.

FIG. 9 1s a flowchart showing processing 1n which access
points each update their own association list 10 when roaming,
1s performed between the access points in FIG. 8.

First, the CL roams from the AP to the AP1 (5901). Next,
the AP1 judges whether the connection information of the CL
has been recorded in the roaming-target wireless client table
9 of the AP1 (5902). When the connection information of the
CL has not been recorded in the roaming-target wireless
client table 9 of the AP1, the AP1 starts to establish a connec-
tion through the usual connection operation. On the other
hand, when the connection information of the CL has been
recorded 1n the roaming-target wireless client table 9 of the
AP1, the AP1 performs a process in Step S903.

The AP1 records the connection information of the CL
recorded 1n the roaming-target wireless client table 9 of the
AP1, 1n the association list 10 of the AP1 (5903). Next, the
AP1 sends the connection information of the CL to the AP
(S904). The AP1 ends the processing, in which access points
cach update their own association list 10 when roaming 1s
performed between the access points.

Next, the AP deletes the connection information of the CL
from the association list 10 of the AP (5905). The AP ends the
processing, 1 which access points each update their own
association list 10 when roaming i1s performed between the
access points. As described above, the association lists 10 of
the access points are updated when roaming 1s performed
between the access points.

According to the present disclosure, when 1t 1s assumed
that a connection has already been established between the
client and the access point, the connection can be established
without sending an authentication request, receiving an
authentication response, sending an association request, and
receiving an association response.

SECOND EMBODIMENT

A system according to a second embodiment will be
described with reference to FIGS. 10 to 16. An access point
used 1n the second embodiment has the same configuration as
the access point used 1n the first embodiment, shown in FIG.
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1. A client used 1n the second embodiment has the same
configuration as the client used i the first embodiment,
shown in FIG. 2. Reference symbols identical to those used in
the first embodiment are assigned to i1dentical components,
and descriptions thereof are omitted. FIGS. 1 and 2 are
referred to when needed.

In the second embodiment, the central processing unit 2
executes the control program to perform the following pro-
cessings. The central processing unit 2 performs relay pro-
cessing. The relay processing of the central processing unit 2
in the second embodiment 1s the same as the relay processing
of the central processing unit 2 1n the first embodiment, so a
description thereof 1s omitted.

The central processing unit 2 receives, via the wired LAN
controller 4, packets which record the setting information and
the wireless MAC address of another access point, sent from
the another access point (the central processing unit 2 corre-
sponds to “a recerving unit”).

Further, the central processing unit 2 extracts the setting
information and the wireless MAC address of the another
access point from the packets recerved via the wired LAN
controller 4, and records the setting information and the wire-
less MAC address in the roaming-allowed wireless access
point table 8 (the central processing unit 2 corresponds to “a
recording unit”).

Further, the central processing unit 2 compares setting
information recorded 1n the association list 10 with the setting
information recorded in the roaming-allowed wireless access
point table 8. When the setting information recorded 1n the
association list 10 1s identical to the setting information
recorded 1n the roaming-allowed wireless access point table
8, the central processing unit 2 sends packets which records
the connection information of a client to an access point
which has identical setting information. On the other hand,
when the setting information recorded 1n the association list
10 1s not 1dentical to the setting information recorded 1n the
roaming-allowed wireless access point table 8, the central
processing unit 2 does not send the connection information of
a client to an access point which does not have identical
setting information (the central processing unit 2 corresponds
to “a transmission control unit™).

The central processing unit 2 sends packets which record
the wireless MAC address and the setting information of the
another access point recorded 1n the roaming-allowed wire-
less access point table 8 to the client connected to the own
access point via the wireless LAN controller 5 (the central
processing unit 2 corresponds to “a provision unit”).

In the second embodiment, the central processing unit 12
executes the control program to perform the following pro-
cessings. The central processing unmit 12 performs providing
processing. The providing processing of the central process-
ing unit 12 1n the second embodiment 1s the same as the
providing processing of the central processing unit 12 1n the
first embodiment, so a description thereotf 1s omitted.

Further, the central processing unit 12 receives, from the
access point connected to the own client, packets which
record the setting information and the wireless MAC address
ol another access point via the wireless LAN controller 14.
The central processing unit 12 compares the setting informa-
tion recorded 1n the packets recerved from the access point via
the wireless LAN controller 14 with the setting information
of the own client. When the setting information recorded 1n
the packets 1s 1dentical to the setting information of the own
client, the central processing unit 12 records the wireless
MAC address recorded 1n the recerved packets, 1n the roam-
ing-allowed wireless access pointtable 16. On the other hand,
when the setting information recorded 1n the packets 1s not
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identical to the setting information of the own client, the
central processing unit 12 discards the received packets,
which records the wireless MAC address and the setting
information that 1s not 1identical to the setting information of
the own client.

Further, while performing communication with the access
point connected to the own client, the central processing unit
12 inquires the commumnication quality of the access point, of
the wireless LAN controller 14. The central processing unit
12 recerves a value indicating the communication quality of
the access point from the wireless LAN controller 14 and
records the value 1n the roaming-allowed wireless access
point table 16.

Further, the central processing unit 12 sends broadcast
packets at regular intervals via the wireless LAN controller
14. The central processing unit 12 receives a broad response
sent from an access point which has recerved the broadcast
packets. Upon reception of the broad response, when the
wireless MAC address of the access point which has sent the
broad response has been recorded in the roaming-allowed
wireless access point table 16, the central processing unit 12
inquires the communication quality of the access point, of the
wireless LAN controller 14. The central processing unit 12
receives a value indicating the communication quality of the
access point from the wireless LAN controller 14. The central
processing unit 12 records the recerved value indicating the
communication quality of the access point 1n the roaming-
allowed wireless access point table 16.

The central processing unit 12 receives a beacon sent by an
access point, via the wireless LAN controller 14. Upon recep-
tion of the beacon, when the wireless MAC address of the
access point which has sent the beacon has been recorded 1n
the roaming-allowed wireless access point table 16, the cen-
tral processing unit 12 inquires the communication quality of
the access point, of the wireless LAN controller 14. The
central processing unit 12 receives a value indicating the
communication quality of the access point from the wireless
L AN controller 14. The central processing unit 12 records the
received value indicating the communication quality of the
access point 1n the roaming-allowed wireless access point
table 16.

The central processing unit 12 performs communication
quality comparing processing and connection request pro-
cessing. The communication quality comparing processing
and the connection request processing performed by the cen-
tral processing unit 12 in the second embodiment are the same
as the communication quality comparing processing and the
connection request processing performed by the central pro-
cessing umit 12 in the first embodiment, so descriptions
thereol are omitted.

FI1G. 10 1s a schematic diagram of an operation 1n which an
access point detects and records other access points which
have setting information identical to setting mnformation of
the access point and another access point which does not have
identical setting information. FIG. 10 shows an example 1n
which the access point AP (hereinafter, referred to as AP), the
access point AP1 (hereinafter, referred to as AP1), and the
access point AP2 (hereinafter, referred to as AP2), which have
identical setting information, and the access point AP3 (here-
inafter, referred to as AP3) which does not have identical
setting information are included 1n a network. In FIG. 10, the
respective access points are denoted by AP, AP1, AP2, and
AP3.FIG. 10 just shows an example and the number of access
points 1s not limited to that shown in the example. It 1s
assumed that having identical setting information means hav-
ing completely 1dentical setting information or having par-
tially identical setting information. For example, when an
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identical SSID 1s specified for the AP and the AP1, WEP and
WPA are specified for the AP, and WPA 1s specified for the
AP1, the AP and the AP1 have identical WPA for the security
settings. In this case, the AP and the AP1 have identical SSID
and WPA 1n the setting information, which means the pieces
of setting information are partially identical. Therefore, 1t 1s
assumed that the AP and the AP1 have identical setting infor-
mation.

In FIG. 10, the AP 1s connected to the wired LAN network.
The AP broadcasts packets which record the wired MAC
address, the wireless MAC address, and the setting informa-
tion of the own access point to the access points (in this case,
the AP1, the AP2, and the AP3) connected to the wired LAN
network. The setting information includes security settings
(such as WEP and WPA ) and the SSID. The AP1, the AP2, and
the AP3 each receive the packets sent from the AP, and record
the wireless MAC address and the setting information
recorded 1n the packets 1n their own roaming-allowed wire-
less access point table 8.

The AP1,the AP2, and the AP3 each send acknowledgment
(ACK) packets to the transmission source AP. The ACK pack-
ets records the wired MAC address, the wireless MAC
address, and the setting information of the corresponding
access point, the AP1, the AP2, or the AP3. In this way, the AP,
connected to the wired L AN network, can detect the AP1, the
AP2, and the AP3, connected to the wired LAN network.

Further, the AP records the wireless MAC addresses and
the setting information of the AP1, the AP2, and the AP3,
which have sent back the ACKs, in the roaming-allowed
wireless access point table 8, respectively, and ends the pro-
cessing.

FIG. 11 1s a flowchart showing processing 1n which the
access pomnt shown in FIG. 10 detects and records other
access points which have setting information 1dentical to the
setting information of the access point and another access
point which does not have identical setting information. First,
the access point AP (denoted by AP shown i FIG. 11) 1s
connected to the wired LAN network (5S1101).

Next, the AP broadcasts packets which record the wired
MAC address, the wireless MAC address, and the setting
information of the AP (S1102). Next, an access point 1 (de-
noted by AP1 shown in FIG. 11), an access point 2 (denoted
by AP2 shown 1n FIG. 11), and an access point 3 (denoted by
AP3 shown in FIG. 11) eachrecord the wireless MAC address
and the setting information recorded 1n the packets recerved
from the AP, 1n their own roaming-allowed wireless access
point table 8 (S1103). Next, the AP1, the AP2, and the AP3
cach send ACK packets to the AP, which 1s the transmission
source of the packets (51104). The ACK packets are recorded
with the wired MAC address, the wireless MAC address, and
the setting information of the corresponding access point, the
AP1, the AP2, or the AP3.

The AP recerves the ACK packets and records the wireless
MAC addresses and the setting information of the AP1, the
AP2, and the AP3 1n the roaming-allowed wireless access
point table 8 (S1105). As described above, an access point can
detect another access point and record the wireless MAC
address and the setting information of the another access
point 1n the roaming-allowed wireless access point table 8 of
the own access point.

FIG. 12 15 a schematic diagram of an operation to connect
a client to an access point. FIG. 12 shows an example 1n which
the access point AP (hereinatter, referred to as AP), the access
point AP1 (heremnatter, referred to as AP1), the access point
AP2 (heremafter, referred to as AP2), and a client (hereinai-
ter, referred to as CL), which have i1dentical setting informa-
tion, and the access point AP3 (heremafter, referred to as
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AP3) which does not have identical setting information are
included 1n a network. FIG. 12 just shows an example, and the
number of access points or the number of clients 1s not limited
to that shown m the example. In FIG. 12, the AP has com-
pleted an operation to detect and record other access points
(the operation of FI1G. 11 in which the access point detects and
records other access points which have setting information
identical to the setting mnformation of the access point and
another access point which does not have i1dentical setting
information).

The CL performs a connection operation to connect to the
AP via a wireless LAN. The connection operation and timing,
at which a connection 1s established are the same as those
described with reference to FIG. 5 1n the first embodiment, so
descriptions thereof are omitted. When the CL has been con-
nected to the AP, the CL records the wireless MAC address of
the AP 1n the roaming-allowed wireless access point table 16.
The AP records the connection information of the CL 1n the
association list 10. Further, the AP records the connection
information of the CL., which has been connected to the AP, in
the roaming-target wireless client table 9.

The AP records information recorded in the roaming-al-
lowed wireless access point table 8 of the AP in packets and
sends the packets to the CL. The information recorded 1n the
packets includes the setting information and the wireless
MAC addresses of the AP1, the AP2, and the AP3. The CL
receives the packets sent from the AP. The CL compares the
setting information recorded 1n each of the packets received
from the AP with the setting information of the CL itself.
When the setting information recorded 1n the packets 1s 1den-
tical to the setting information of the CL 1tself, the CL records
the wireless MAC addresses recorded 1n the received packets
in the roaming-allowed wireless access point table 16 of the
CL.

In FIG. 12, since the setting information of the CL 1s
identical to the setting information of the AP1 and the AP2,
the CL records the wireless MAC addresses of the AP1 and
the AP2 in the roaming-allowed wireless access pointtable 16
of the CL. When the CL roams to the AP1 or the AP2, the
wireless MAC address of the corresponding access point, the
AP1 or the AP2, recorded 1n the roaming-allowed wireless
access point table 16 of the CL 1s used. It 1s assumed that a
connection to the AP1 or the AP2, whose wireless MAC
address 1s recorded 1n the roaming-allowed wireless access
point table 16 of the CL, has already been established. Spe-
cifically, after the connection to the AP 1s established, the CL
receives packets which record the wireless MAC addresses of
the AP1 and the AP2, and records the wireless MAC
addresses of the AP1 and the AP2 1n the roaming-allowed
wireless access point table 16. The CL canrecogmze the AP1
and the AP2, which have setting information 1dentical to the
setting information of the CL, by referring to the roaming-
allowed wireless access point table 16.

On the other hand, when the setting information recorded
in the packets received from the AP i1s not identical to the
setting information of the CL 1itself, the CL discards the
packets, which records the wireless MAC address and the
setting information that 1s not 1dentical to the setting infor-
mation of the CL 1tself.

The AP compares the setting information recorded 1n the
association list 10 with the setting information recorded in the
roaming-allowed wireless access point table 8. When the
setting information recorded 1n the association list 10 1s 1den-
tical to the setting information recorded 1n the roaming-al-
lowed wireless access point table 8, the AP records the con-
nection information of the CL 1n packets and sends the
packets to an access point which has i1dentical setting infor-
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mation. On the other hand, when the setting information
recorded 1n the association list 10 1s not 1dentical to the setting
information recorded in the roaming-allowed wireless access
point table 8, the AP does not send packets which record the
connection mmformation of the CL to an access point which
does not have i1dentical setting information.

In FIG. 12, since the setting information of the CL 1s
identical to the setting information of the AP1 and the AP2,
the AP sends packets which record the connection informa-
tion of the CL to the AP1 and the AP2. On the other hand,
since the setting information of the CL 1s not 1dentical to the
setting information of the AP3, the AP does not send packets
which record the connection mformatlon of the CL to the
AP3.

When receiving the packets which record the connection
information of the CL, the access point records the connec-
tion information recorded in the packets, in the roaming-
target wireless client table 9. In FIG. 12, the AP1 and the AP2
cach receive the packets which record the connection infor-
mation of the CL, and record the connection information of
the CL 1n their own roaming-target wireless client table 9.

When the CL roams to the AP1 or the AP2, the CL. sends a
probe request to the corresponding access point, the AP1 or
the AP2, and receives a probe response from the correspond-
ing access point, the AP1 or the AP2. Since the CL has already
recognized the AP1 and the AP2 having setting information
identical to the setting information of the CL, the CL can
establish a connection to the AP1 or the AP2 when receiving
the probe response from the AP1 or the AP2, without sending
an authentication request, receiving an authentication
response, sending an association request, and receiving an
association response.

FIG. 13 1s a flowchart showing processing 1n which the
client shown 1n FIG. 12 updates the roaming-allowed wire-
less access point table 16.

The CL performs a connection operation to connect to the
AP (51301). When a connection has not been established, the
processing of updating the roaming-allowed wireless access
point table 16 ends. On the other hand, when a connection has
been established, a process 1 Step S1303 1s performed

(S1302). The AP records the setting information and the

wireless MAC addresses of the AP1, the AP2, and the AP3 1n
packets, respectively, and sends the packets to the CL. The CL
receives the packets sent from the AP, which record the setting
information and the wireless MAC addresses of the AP1, the
AP2, and the AP3, respectively (81303).

Next, the CL compares the setting information recorded 1n
cach of the packets received from the AP with the setting
information of the CL 1tself (51304). When the setting infor-
mation recorded 1n the packets received from the AP 1s 1den-
tical to the setting information of the CL 1tself, the CL per-
forms a process 1n Step S1305. On the other hand, when the
setting information recorded in the packets recerved from the
AP 1s not 1dentical to the setting information of the CL 1tself,
the CL performs a process in Step S1306. When the setting
information recorded 1n the packets recerved trom the AP 1s
identical to the setting information of the CL 1itself, the CL
records the wireless MAC addresses of the AP1 and the AP2,
which have the setting information i1dentical to the setting
information of the CL 1tself, in the roaming-allowed wireless
access point table 16 (S13035). After recording the wireless
MAC addresses of the AP1 and the AP2 in the roaming-
allowed wireless access point table 16, the CL ends the pro-
cessing of updating the roaming-allowed wireless access
point table 16.

On the other hand, when the setting information recorded
in the packets recerved from the AP 1s not i1dentical to the
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setting information of the CL 1itself, the CL discards the
packets which record the setting information of the AP3 that
1s not identical to the setting information of the CL itself
(S1306). The CL ends the processing of updating the roam-
ing-allowed wireless access point table 16.

With the processing, 1t 1s assumed that a connection to the
AP1 or the AP2, recorded 1n the roaming-allowed wireless
access point table 16 of the CL, has already been established.
When the CL roams to the AP1 or the AP2, a connection can
be established at high speed.

FIG. 14 1s a flowchart showing processing 1in which the
access points shown 1n FIG. 12 each update their own roam-
ing-target wireless client table 9.

The CL performs a connection operation to connect to the
AP (S1401). When a connection has not been established, the
processing of updating the roaming-allowed wireless access
point table 16 ends. On the other hand, when a connection has
been established, a process 1 Step S1403 15 performed
(S1402). The AP records the connection information of the
CL, which has been connected to the AP, in the association list
10 of the AP (51403). Next, the AP records the connection
information ofthe CL., which has been connected to the AP, in
the roaming-target wireless client table 9 (51404).

Next, the AP compares the setting information recorded 1n
the association list 10 with the setting information recorded in
the roaming-allowed wireless access point table 8 (S1405).

When the setting information recorded 1n the association
l1st 10 1s 1dentical to the setting information recorded 1n the
roaming-allowed wireless access point table 8, the AP per-
forms a process 1n Step S1406. On the other hand, when the
setting information recorded in the association list 10 1s not
identical to the setting information recorded 1n the roaming-
allowed wireless access point table 8, the AP ends the pro-
cessing of updating the roaming-target wireless client table 9.

When the setting information recorded in the association
list 10 1s 1dentical to the setting information recorded in the
roaming-allowed wireless access point table 8, the AP sends
packets which record the connection information of the CL to
the AP1 and the AP2, which have the identical setting infor-
mation (51406).

Next, when the packets which record the connection infor-
mation of the CL 1s recerved {from the AP, the AP1 and the AP2
cach record the connection information of the CL 1n their own
roaming-target wireless client table 9 (S1407). After record-
ing the connection information of the CL in their own roam-
ing-target wireless client table 9, the AP1 and the AP2 end the
processing of updating the roaming-allowed wireless access
point table 9. As described above, an access point can update
the roaming-target wireless client table 9.

FI1G. 15 1s a schematic diagram of an operation in which the
client roams to another access point. FIG. 15 shows an
example 1n which the access point AP (hereinafter, referred to
as AP), the access point AP1 (hereinaftter, referred to as AP1),
the access point AP2 (heremafter, referred to as AP2), and a
client (hereinafter, referred to as CL), which have identical
setting information, and the access point AP3 (hereinafter,
referred to as AP3) (not shown) which does not have 1dentical
setting information are included in a network. FIG. 15 just
shows an example, and the number of access points or the
number of clients 1s not limited to that shown 1n the example.

In FIG. 15, the AP has completed an operation to detect and
record other access points which have setting information
identical to the setting mnformation of the access point and
another access point which does not have i1dentical setting
information (the operation of FIG. 11 1n which the access
point detects and records other access points which have
setting information 1dentical to the setting information of the
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access point and another access point which does not have
identical setting information). In FIG. 15, the CL has already
been connected to the AP.

In FIG. 15, the CL obtains the communication quality of
the AP1 and the AP2 by using the wireless MAC addresses of

the AP1 and the AP2 recorded 1n the roaming-allowed wire-
less access point table 16 of the CL. The CL compares the
communication quality of the currently-connected AP with
the communication quality of the AP1 and the AP2. Since the
AP3 does not have setting information 1dentical to setting
information of the CL, the CL does not compare the commu-
nication quality of the currently-connected AP with the com-
munication quality of the AP3.

The communication quality 1s evaluated by the reception
level (radio field strength), the packet rate, the signal strength,
or the like, and may be evaluated by a combination thereof.
When the AP1 having better communication quality (for
example, AP1 having higher signal strength) than the cur-
rently-connected AP 1s detected, the CL roams to the AP1.

The CL sends a probe request to the AP1, which 1s now a
roaming destination. The CL receives a probe response from
the AP1. At this time, 1t 1s assumed that a connection has
already been established between the roaming-destination
AP1 and the CL. After receiving the probe response, the CL
can establish a connection to the AP1 without sending an
authentication request, receving an authentication response,
sending an association request, and receiving an association
response. The connection information of the CL has been sent
to the AP1 and the AP2, which have the setting information
identical to the setting information of the CL.

When recerving the connection information of the CL, the
AP1 and the AP2 each record the connection information in
their own roaming-target wireless client table 9. The AP1 and
the AP2 each have recognized that the CL and the own access
points have identical setting information. Therefore, 1t 1s
unnecessary to exchange data for authentication and connec-
tion. Since 1t 1s unnecessary to exchange data for authentica-
tion and connection, a client switches access points at high
speed. As a result, a client can roam to an access point at high
speed.

Immediately atter roaming, 1t 1s also possible for the client
not to perform roaming for a predetermined period of time
measured by a timer included therein. When roaming 1s not
performed for the predetermined period of time, frequent
roaming operations can be avoided.

Since access points to which the client can roam are rec-
ognized 1n advance, 1t 1s possible to rapidly detect a roaming-
destination access point. When an access point which has
better communication quality than the currently-connected
access point 1s not detected, the client makes an 1nquiry about
and a comparison of communication quality at predetermined
time 1ntervals measured by the timer included therein.

The AP1 sends packets which record the connection infor-
mation of the CL. which has roamed to the AP1, to the AP, to
which the CL was connected before, via the wired LAN
controller 4. The AP receives the packets, which record the
connection information of the CL, from the AP1. The AP
detects that the CL has been disconnected, because the con-
nection information of the CL recorded 1n the recerved pack-
ets 1s the same as the connection mformation of the CL
recorded 1n the association list 10 of the AP. Then, the AP
deletes the setting information and the connection informa-
tion of the CL from the association list 10.

FIG. 16 1s a flowchart showing processing in which access
points each update their own the association list 10 when
roaming 1s performed between the access points in FIG. 15.
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First, the CL roams from the AP to the AP1 (S1601). Next,
the AP1 judges whether the connection information of the CL
has been recorded in the roaming-target wireless client table
9 of the AP1 (51602). When the connection information of the
CL has not been recorded in the roaming-target wireless
client table 9 of the AP1, the AP1 starts to establish a connec-
tion through the usual connection operation. On the other
hand, when the connection information of the CL has been
recorded 1n the roaming-target wireless client table 9 of the
AP1, the AP1 performs a process in Step S1603.

The AP1 records the connection information of the CL
recorded 1n the roaming-target wireless client table 9 of the
AP1, 1n the association list 10 of the AP1 (51603). Next, the
AP1 sends the connection information of the CL to the AP
(S1604). The AP1 ends the processing, 1n which access points
cach update their own association list 10 when roaming 1s
performed between the access points.

Next, the AP deletes the connection information of the CLL
from the association list 10 of the AP (51605). The AP ends
the processing, 1n which access points each update their own
association list 10 when roaming i1s performed between the
access points. As described above, the association lists 10 of
the access points are updated when roaming 1s performed
between the access points.

According to the present disclosure, when 1t 1s assumed
that a connection has already been established between the
client and the access point, the connection can be established
without sending an authentication request, receiving an
authentication response, sending an association request, and
receiving an association response.

<<Operation and Effect of Embodiments>=>

As described above, according to the embodiments, since a
client does not perform disconnection and reconnection pro-
cessings at the time of roaming, the client can instantly switch
access points to be connected. Further, since only drivers and
soltware of existing devices are required to be changed, dedi-
cated hardware, a special server or the like 1s not necessary.
This 1s greatly advantageous because no cost 1s required
therefor. Further, since roaming can be realized at high speed,
it 1s possible to prevent packet loss or packet delay which may
occur during roaming from causing an instantaneous inter-
ruption in sound, frame skipping in moving image, and the
like 1n communications for sounds and moving images,
which should be performed 1n real time.

<Computer Readable Recording Medium>

It 1s possible to record a program which causes a computer
to implement any of the functions described above on a com-
puter readable recording medium. By causing the computer to
read 1n the program from the recording medium and execute
it, the Tunction thereotf can be provided. The computer read-
able recording medium mentioned herein indicates a record-
ing medium which stores information such as data and a
program by an electric, magnetic, optical, mechanical, or
chemical operation and allows the stored information to be
read from the computer. Of such recording media, those
detachable from the computer include, e.g., a flexible disk, a
magneto-optical disk, a CD-ROM, aCD-R/W,aDVD, aDAT,
an 8-mm tape, and a memory card. Of such recording media,
those fixed to the computer include a hard disk and a ROM
(Read Only Memory).

What 1s claimed 1s:

1. A communication device that includes an authentication
unit that authenticates a wireless communication device
depending on whether a predetermined authentication condi-
tion 1s satisfied when a connection request 1s received from
the wireless communication device, and a relay unit that
relays communication performed by the wireless communi-
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cation device when the authentication unit successiully
authenticates the wireless communication device, compris-
ng:

a {irst information reception unit that receives connected-
terminal information held by other communication
devices, the connected-terminal information including
identification mformation identifying a wireless com-
munication device which communication 1s relayable
and receives 1dentification information identifying the
other communication devices;

a recording unit that records the recerved connected-termi-
nal information and the 1dentification information i1den-
tifying the other communication devices;

a first judging unit that judges, when the connection request
1s receirved from the wireless communication device,
whether the 1dentification information identifying the
wireless communication device 1s included in the
recorded connected-terminal information;

a permitting unit that permits relaying of communication
performed by the wireless communication device when
the identification information of the wireless communi-
cation device 1s included in the recorded connected-
terminal information:

a providing unit that provides, for the wireless communi-
cation device which communication i1s permitted by the
permitting unit, the recorded 1dentification information
identifying the other communication devices;

a second information reception unit that receives condition
information which includes a predetermined authentica-
tion condition from the other communication devices;

a second judging unit that judges whether a received con-
dition information matches a predetermined authentica-
tion condition of own communication device; and

a recording control unit that controls the recording unit to
record, when the second judging umt judges that the
received condition information matches the predeter-
mined authentication condition of the own communica-
tion device, a relayable connected-terminal information
held by other communication device which sends the
condition information.

2. A wireless communication system which comprises a
plurality of communication devices and a wireless commu-
nication device that performs communication via the com-
munication devices, wherein:

cach of the communication devices includes:

a management unit that manages other communication
devices having an authentication condition which
matches an authentication condition of own commu-
nication device;

a transmission unit that sends 1dentification information
of the other communication devices, which are man-
aged, to a wireless communication device for which a
connection 1s permitted depending on whether a pre-
determined authentication condition 1s satisfied, the
wireless communication device includes an execution
unit that executes roaming processing based on the
1dentification information recerved from the commu-
nication devices;

cach communication device further includes:
an information reception unit that recerves condition

information which include predetermined authentica-
tion conditions from the other communication
devices; and

a recording unit that records, when judged that a
received condition information matches the predeter-
mined authentication condition of the own communi-
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cation device, the 1dentification information recetved
from other communication device which sends the
condition information.

3. A communication device that that authenticates, when a
connection request 1s received from a wireless communica-
tion device, the wireless communication device depending on
whether a predetermined authentication condition 1s satisiied,
and that relays communication performed by the wireless
communication device when the wireless communication
device 1s successiully authenticated, comprising:

a transcelver,

a computer processor coupled to the transceiver to trans-

ceiver information and to execute:

receiving connected-terminal information held by other
communication devices, connected-terminal infor-
mation mcluding 1dentification information 1dentify-
ing a wireless communication device which commu-
nication 1s relayable and receives identification

information 1dentifying the other communication
devices:

recording the received connected-terminal information
and the identification information identifying the
other communication devices;
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judging, when the connection request 1s received from
the wireless communication device, whether the 1den-
tification imnformation i1dentifying the wireless com-
munication device 1s included 1n the recorded con-
nected-terminal information;

permitting relaying of communication performed by the
wireless communication device when the 1dentifica-
tion information of the wireless communication

device 1s included 1n the recorded connected-terminal
information;

providing, for the wireless communication device for
which communication 1s permitted, the recorded
1dentification information i1dentifying the other com-
munication devices;

receiving condition mformation which includes a pre-
determined authentication condition from the other
communication devices; and

sending, when judged that a received condition informa-
tion matches an authentication condition for a
recorded connected-terminal 1nformation, the
recorded connected-terminal information to the com-
munication device which sends the condition infor-
mation.
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