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ESTABLISHING CONNECTION BETWEEN
MOBILE DEVICES USING LIGHT

CROSS-REFERENCE TO RELATED
APPLICATIONS D

This application claims priority to U.S. Prov. App. No.
61/563,114, filed Nov. 23, 2011, and entitled “METHOD

AND APPARATUS FOR BUILDING AND USING
ENCOUNTER-DRIVEN PERSONAL DIGITAL
MEMORY™, which 1s incorporated herein by reference, and
claims priority to U.S. Prov. App. No. 61/621,196, filed on
Apr. 6, 2012 and entitled “METHOD AND PROCESS FOR
DATA TRANSMISSION BETWEEN MOBILE DEVICES
WITH FRONT-FACING CAMERAS USING VISIBLE

LIGHT”, which 1s incorporated herein by reference, and
claims priority to U.S. Prov. App. No. 61/638,109, filed on

Jun. 11, 2012 and entitled “METHOD AND SYSTEM FOR
USING DECORATED AUDIO SEQUENCES AS DATA 1o
REFERENCES”, which 1s incorporated herein by reference.

10

15

TECHNICAL FIELD

This application 1s directed to the field of analyzing, pro- 25
cessing, presenting and communicating information.

BACKGROUND OF THE INVENTION

Today’s solutions for contact management include contact 30
lists 1n Personal Information Management (PIM) software,
buddy lists, connections, contacts, friends, circles, aspects
and other individual and group contact concepts present on
desktops, mobile devices, as well as general purpose and
proiessional networks. These solutions emphasize the exist- 35
ence and sometimes the category of connections between
participants (such as former colleagues, doing business
together, referred by third person, etc.). Available systems
offer little tools and imformation helping understand the
dynamics and history of relations between contacts, accom- 40
panying correspondence, recorded memories of participants
in conjunction with their meetings, and mutual experiences of
multiple connected participants. As a result, ties 1n social
graphs and individual contact lists lack depth and quality.
Additionally, an increasing number of people, who are meet- 45
ing each other for the first time 1n a social environment, lack
casy-to-use, secure, compelling and socially acceptable tools
for exchanging personal mformation between their mobile
devices. There 1s an increased demand to add social and
personal context and dynamics to contact management and 50
make them organic parts of overall personal content manage-
ment. It should also be noted that members of social networks
who are meeting each other in-person rarely need exchanging,
extensive amounts of personal contact information between
them: once a key piece of such information, such as an email 55
address, 1s known, the rest can normally be extracted from
social networks such as LinkedIn, Facebook, etc.; adding
such flexibility to personal contact management increases its
eificiency.

Accordingly, 1t would be desirable to develop systems and 60
tools for enriching personal contact management systems,
combining them with broader personal content management
systems, such as Evernote provided by Evernote Corporation
of Redwood City, Calif., and for easy transmission and
expansion of personal contact information between trusted 65
individuals or groups of people. It 1s also desirable to find a
mechanism to facilitate communication with personal

2

devices that may be used with contact management systems
and/or may be used generally to send and/or recerve informa-
tion.

SUMMARY OF THE INVENTION

According to the system described herein, managing con-
tact information includes a first user identifying at least one
other user 1n response to the first user encountering the at least
one other user, the first user obtaiming contact information
from the at least one other user, where the contact information
1s transmitted to a mobile device of the first user, automati-
cally supplementing the contact information from the at least
one other user with additional information about at least one
of: additional information about the at least one other user
provided from outside the mobile device, a record of encoun-
ters between the first user and the at least one other user, and
a record of other people present at encounters between the
first user and the at least one other user, and storing, 1n a
personal contact space of the first user, the contact informa-
tion from the at least one other user and the additional 1nfor-
mation, wherein the personal contact space 1s provided by
storage of the mobile device. The additional information may
be extracted from a social network site. The social network
site may be selected from the group consisting of: LinkedIn,
Facebook, Tumblr, and Twitter. Managing contact informa-
tion may also include the at least one other user obtaining
contact information from the first user and automatically
supplementing the contact information from the first user
with additional information about at least one of: additional
information about the at least one other user provided from
outside the mobile device, a record of encounters between the
first user and the at least one other user, and a record of other
people present at encounters between the first user and the at
least one other user. Managing contact information may also
include synchronizing data between the personal contact
space and cloud storage. The cloud storage may be selected
from the group consisting of: Evernote, 1Cloud, Skydrive,
Dropbox, Box.com, Google Drive, and Amazon S3. Obtain-
ing contact information may include at least one of: direct
entry into the mobile device, entering 1mitial information nto
the mobile device that provides access to a social network
site, performing optical character recognition on a business
card to obtain initial information that provides access to a
social network site, using email correspondence to obtain
initial information that provides access to a social network
site, and semi-automatic wireless exchange of contact infor-
mation. The wireless exchange may be provided by one of:
directly transmitting data between mobile devices, tempo-
rarily posting data to a server and then downloading the data
from the server, and posting data to a server and then provid-
ing access to one or more online locations on the server that
contain the data. The encounter may be one of: an 1mn-person
encounter or a virtual encounter. Managing contact informa-
tion may also include optimizing a camera angle ol the mobile
device to take facial photographs using the mobile device.
Optimizing a camera angle may include providing messages
inviting a user to adjust an angle of the mobile device and then
take a photograph once the angle 1s 1n an acceptable range.

According further to the system described herein, present-
ing a primary electronic contact entry for a particular person
includes presenting visual information about the particular
person and presenting visual information about other people
described in other electronic contact entries, where the other
clectronic contact entries correspond to people having a rela-
tionship with the particular person. The visual information
about the particular person and the visual information about
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other people may be provided at the same time. The visual
information may include photographs of the particular person
and the other people. Fach of the photographs of the other
people may vary in size according to at least one of: a number
of encounters with the particular person and importance of
prior encounters with the particular person.

According further to the system described herein, present-
ing a primary electronic contact entry for a particular person
includes presenting visual information about the particular
person and presenting visual information about previous
encounters with the particular person. The visual information
about previous encounters may 1include photographs of
people and places corresponding to the previous encounters.
The visual information about previous encounters may also
include notes, documents, emails, calendar entries and other
information associated with the previous encounters. The
visual information about previous encounters may be filtered
using keyword. The wvisual information about previous
encounters may be ordered chronologically.

According further to the system described herein, com-
puter soitware, provided 1n a non-transitory computer-read-
able medium, manages contact information. The software
includes executable code that transmits contact information
to a first user from at least one other user, wherein the contact
information 1s transmitted to a mobile device of the first user,
executable code that automatically supplements the contact
information from the at least one other user with additional
information about at least one of: additional information
about the at least one other user provided from outside the
mobile device, a record of encounters between the first user
and the at least one other user, and a record of other people
present at encounters between the first user and the at least
one other user, and executable code that stores, 1n a personal
contact space of the first user, the contact information from
the at least one other user and the additional information,
wherein the personal contact space 1s provided by storage of
the mobile device. The additional information may be
extracted from a social network site. The social network site
may be selected from the group consisting of: LinkedIn,
Facebook, Tumblr, and Twitter. The software may also
include executable code that obtains contact information
from the first user and executable code that automatically
supplements the contact information from the first user with
additional information about at least one of: additional infor-
mation about the at least one other user provided from outside
the mobile device, a record of encounters between the first
user and the at least one other user, and a record of other
people present at encounters between the first user and the at
least one other user. The software may also 1nclude execut-
able code that synchronizes data between the personal contact
space and cloud storage. The cloud storage may be selected
from the group consisting of: Evernote, 1Cloud, Skydrive,
Dropbox, Box.com, Google Drive, and Amazon S3. The
executable code that obtains contact information may include
executable code that facilitates at least one of: direct entry
into the mobile device, entering initial information 1nto the
mobile device that provides access to a social network site,
performing optical character recognition on a business card to
obtain 1nitial information that provides access to a social
network site, using email correspondence to obtain initial
information that provides access to a social network site, and
semi-automatic wireless exchange of contact information.
The executable code may provide wireless exchange by one
of: directly transmitting data between mobile devices, tem-
porarily posting data to a server and then downloading the
data from the server, and posting data to a server and then
providing access to one or more online locations on the server

5

10

15

20

25

30

35

40

45

50

55

60

65

4

that contain the data. The encounter may be one of: an 1n-
person encounter or a virtual encounter. The software may
also include executable code that optimizes a camera angle of
the mobile device to take facial photographs using the mobile
device. Executable code that optimizes a camera angle may
provide messages mviting a user to adjust an angle of the
mobile device and then take a photograph once the angle 1s in
an acceptable range.

According further to the system described herein, com-
puter soltware, provided 1n a non-transitory computer-read-
able medium, presents a primary electronic contact entry for
a particular person. The software includes executable code
that presents visual information about the particular person
and executable code that presents visual information about
other people described 1n other electronic contact entries,
wherein the other electronic contact entries correspond to
people having a relationship with the particular person. The
visual information about the particular person and the visual
information about other people may be provided at the same
time. The visual information may include photographs of the
particular person and the other people. Each of the photo-
graphs of the other people may vary 1n size according to at
least one of: a number of encounters with the particular per-
son and importance of prior encounters with the particular
person.

According further to the system described herein, com-
puter software, provided 1n a non-transitory computer read-
able medium, presents a primary electronic contact entry for
a particular person. The software includes executable code
that presents visual information about the particular person
and executable code that presents visual information about
previous encounters with the particular person. The visual
information about previous encounters may include photo-
graphs of people and places corresponding to the previous
encounters. The visual imnformation about previous encoun-
ters may also include notes, documents, emails, calendar
entries and other information associated with the previous
encounters. The visual information about previous encoun-
ters may be filtered using a keyword. The visual information
about previous encounters may be ordered chronologically.

According further to the system described herein, estab-
lishing a connection between mobile devices includes arrang-
ing a first one of the mobile devices to display a sequence of
images that are received by a second one of the mobile
devices, the first one of the mobile devices displaying a first
sequence of 1mages that are received by the second one of the
mobile devices, the second one of the mobile devices display-
ing a second sequence ol images that are recerved by the first
one of the mobile devices, where the first and second
sequences of 1mages establish contact between the mobile
devices, retrying to establish contact between the mobile
devices 1n response to at least one of: the second one of the
mobile devices not decoding the first sequence of images and
the first one of the mobile devices not decoding the second
sequence of images, the mobile devices exchanging 1images to
determine mutually available data transmission techniques
following establishing contact between the mobile devices,
choosing one of the mutually available data transmission
techniques, the mobile devices exchanging images to pair the
mobile devices 1n response to the mobile devices not being
previously authenticated to use the one of the mutually avail-
able transmission techniques that is chosen, and transferring
data between the mobile devices using the one of the mutually
available transmission techniques that 1s chosen. The one of
the mutually available transmission techniques that 1s chosen
may be one of: Bluetooth and Wi-Fi1. The mobile devices
exchanging 1mages to pair the mobile devices may include
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providing 1mages corresponding to numbers used 1n connec-
tion with a Secure Sumple Pairing mechanism. The one of the
mutually available transmission techniques that 1s chosen
may be exchanging and interpreting images encoded with
data for transmission. In response to the mobile devices not
being able to be authenticated to use the one of the mutually
available transmission techniques that 1s chosen, a different
one of the mutually available transmission techniques may be
chosen. Arranging a first one of the mobile devices to display
a sequence of images that are received by a second one of the
mobile devices may include placing the mobile devices face
to face and the mobile devices may have front facing cameras
that recerve 1images displayed on an opposing one of the
devices. The sequences of images may be made aesthetically
attractive. Aesthetic attractiveness of the sequences of images
may be enhanced by decorating the light signals with at least
one of: color and animation. The sequences of 1mages may
include at least one video clip. A user may choose a specific
set of 1image sequences from a library of sets of 1images. The
system may capture and process images of a place where data
transmission 1s performed and may choose a corresponding,
set of 1image sequences from a library of sets of 1mages.

According further to the system described herein, com-
puter soitware, provided 1n a non-transitory computer-read-
able medium, establishes a connection between mobile
devices. The software includes executable code that causes a
first one of the mobile devices to display a first sequence of
images that are received by a second one of the mobile
devices, executable code that causes a second one of the
mobile devices to display a second sequence of 1images that
are received by the first one of the mobile devices, wherein the
first and second sequences of 1mages establish contact
between the mobile devices, executable code that retries to
establish contact between the mobile devices in response to at
least one of: the second one of the mobile devices not decod-
ing the first sequence of images and the first one of the mobile
devices not decoding the second sequence of images, execut-
able code that causes the mobile devices to exchange images
to determine mutually available data transmission techniques
following establishing contact between the mobile devices,
executable code that facilitates choosing one of the mutually
available data transmission techniques, executable code that
causes the mobile devices to exchange 1mages to pair the
mobile devices in response to the mobile devices not being
previously authenticated to use the one of the mutually avail-
able transmission techniques that 1s chosen, and executable
code that transfers data between the mobile devices using the
one of the mutually available transmission techniques that 1s
chosen. The one of the mutually available transmission tech-
niques that 1s chosen may be one of: Bluetooth and Wi-Fi. The
mobile devices exchanging images to pair the mobile devices
may include providing images corresponding to numbers
used 1n connection with a Secure Simple Pairing mechanism.
The one of the mutually available transmission techniques
that 1s chosen may be exchanging and interpreting images
encoded with data for transmission. Inresponse to the mobile
devices not being able to be authenticated to use the one of the
mutually available transmission techmiques that i1s chosen, a
different one of the mutually available transmission tech-
niques may be chosen. The sequences of images may be made
aesthetically attractive. Aesthetic attractiveness of the
sequences ol images may be enhanced by decorating the light
signals with at least one of: color and animation. The
sequences of images may include at least one video clip. The
system may capture and process images of a place where data
transmission 1s performed and may choose a corresponding,
set of 1mage sequences from a library of sets of 1mages.
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According further to the system described herein, commu-
nicating using sound includes choosing a musical genre,
encoding data by selecting musical chords from a chord
alphabet, where different musical chords from the chord
alphabet represent different symbols from the data alphabet
decodable by a recerver and wherein musical chords that are
used for the chord alphabet are provided according to the
musical genre that 1s chosen, constructing a tune using the
musical chords selected 1n connection with encoding data,
and playing the tune to a receiver. A transmitter may play the
tune to the recerver and one of: the recerver and the transmaitter
may be a mobile device. A recetver may require authentica-
tion to decode received data. Constructing the tune may
include adding filler chords that do not encode any data and
cause the tune to be more aesthetically pleasing. The filler
chords may be selected using a Markov model of expected
chord progressions 1n music of the musical genre that 1s
selected. Communicating using sound may also include add-
ing delimiter chords that separate the filler chords from musi-
cal chords that encode data, where the delimiter chords
delimit a sequence of filler chords without encoding any data.
The tune may include an introduction part, a data fragment
part, and a checksum part and the delimiter chords may be
used to separate the parts. Constructing the tune may include
overlaying a melody corresponding to the musical genre that
1s selected. A user may select at least one of: the melody and
the musical genre. The data may correspond to a Web site
URL. The data may be obtained using a URL shortening
service.

According further to the system described herein, com-
puter soltware, provided 1n a non-transitory computer-read-
able medium, communicates using sound. The software
includes executable code that encodes data by selecting musi-
cal chords from a chord alphabet, where different musical
chords from the chord alphabet represent different symbols
from the data alphabet decodable by a recerver and wherein
musical chords that are used for the chord alphabet are pro-
vided according to a musical genre that 1s chosen, executable
code that constructs a tune using the musical chords selected
in connection with encoding data, an executable code that
plays the tune to a recerver. A transmitter may play the tune to
the receiver and one of: the recerver and the transmitter may
be a mobile device. A receiver may require authentication to
decode received data. Executable code that constructs the
tune may include executable code that adds filler chords that
do not encode any data and cause the tune to be more aes-
thetically pleasing. Executable code that constructs the tune
may select the filler chords using a Markov model of expected
chord progressions 1n music of the musical genre that is
selected. The software may also include executable code that
adds delimiter chords that separate the filler chords from
musical chords that encode data, where the delimiter chords
delimit a sequence of filler chords without encoding any data.
The tune may include an introduction part, a data fragment
part, and a checksum part and where the delimiter chords may
be used to separate the parts. Executable code that constructs
the tune may include executable code that overlays a melody
corresponding to the musical genre that 1s selected. A user
may select at least one of: the melody and the musical genre.
The data may correspond to a Web site URL. The data may be
obtained using a URL shortening service.

Managing personal contact information may be based on
several notions: an encounter, a contact profile and a personal
contact space. An encounter 1s a communications session that
includes two or more participants and has a mutual theme
shared by participants. Examples are an in-person meeting,
an audio/video conference, a chat session, an email message
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received within a correspondence thread; etc. Any content
recorded by meeting participants and shared between the
participants may belong to the encounter and so does the
content that has been captured during an encounter or asso-
ciated with such encounter by each participant who 1s looking
to 1nclude the encounter 1nto the personal contact space (an
owner ol personal contact space). Captured content may
include notes, photos, audio and video clips taken during an
encounter; associated content may include Web references or
pages, documents, past notes, etc. that have been selected by
participants as a relevant content for an encounter. The com-
bination of all encounters, contacts and related content con-
stitutes a personal contact space of the owner thereof. Que-
rying the personal contact space for a particular contact
reveals a contact profile—the timeline of encounters where
that contact participates, including places, other associated
contacts who participated in the encounters, and any accom-
panying materials. The set of contact profiles enables owners
to take a deeper look into their own memories and to recall
important socialization events and related people. For
example, an owner of personal contact space may retrieve
forgotten contact information mmplicitly, by recalling an
encounter with another, better memorized person where the
desired contact information was captured.

From the standpoint of a personal contact space of an
owner, each encounter may include both existing and new
contacts as the participants thereof. Accordingly, multiple
techniques for capturing and sharing contact information by
and with participants of an encounter may be provided. In one
embodiment, owners pass on their mobile devices with a
blank personal contact form displayed on device screens to
other participants who can them type 1n their personal 1nfor-
mation into the form, take personal photos on owner’s device
to add 1t to their contact info, as explained elsewhere herein;
ctc. In another embodiment, participants may type 1n only a
key portion of their information, such as an email address,
into an owner’s copy ol contact form; after that, the system
logs 1n to social networks, such as LinkedIn, Facebook, Tum-
blr, or Twitter and retrieves the rest of participants’ contact
information, including photos, from such networks. Prior to
retrieving participants’ contact information from social net-
works, owners or participants may take photos of partici-
pants’ business cards, which are then processed by the system
for automatic optical character recognition (OCR) 1n order to
retrieve the most important information from such cards,
email address and name, and feed the retrieval mechanism as
explained above. In yet another embodiment, the system
extracts email addresses or other significant identifiers of
participants from an email thread and subsequently may
retrieve, by owner’s request, additional contact information
of participants who have not previously been included 1n
owner’s personal contact space or whose info, in owner’s
opinion, may need upgrading, from social networks. In
another embodiment, during an in-person encounter, the sys-
tem may 1dentify the presence of participants 1in one place
using location-aware technology such as GPS; the system
may then offer each participant (as an owner) exchanging
contact information stored online in their own personal con-
tact spaces, which may be part of a broader personal 1nfor-
mation management system such as Evernote. Transierring
contact information from personal online accounts may
require additional authorization, such as peer-to-peer or
group handshaking or permission to decode an encoded
broadcast communication by recipient mobile devices, as
explained elsewhere herein.

For participants of in-person encounters who carry mobile
phones equipped with front-facing cameras, connection
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between phones for the purpose of data transmission (hand-
shaking) can be established using visible light emitted by
phone screens and recerved by front-facing cameras. In case
other data transmission methods are not available, unreliable
or overloaded, visible light may also be used to transmit the
actual data between phones. The participants position their
phones screen-to-screen at a close distance. The system then
displays sequences of visual patterns on each phone screen
representing, 1n encoded form, various parameters necessary
for establishing connection between phones, 1n order to elimi-
nate manual preparations of phones to data transmission often
required by data transmission soitware. Each recipient phone
reads visual signals using 1ts front facing camera; parameters
are deciphered and processes as necessary to establish con-
nection between the phones. In different embodiments and
depending on types of wireless connectivity available on both
phones, protocols, intermediate software applications con-
trolling over data transfer, and procedures of establishing
connections under such conditions, the system may automate
different sequences of user actions using visible light as con-
nectivity data transport. In one embodiment with Bluetooth
connectivity and the Secure Simple Pairing (SSP) mecha-
nism, visible light emitted by devices and recerved by front-

facing cameras transmits, through visual patterns, numeric
code, used 1n authentication method based on numeric com-
parison, and then confirms, on behall of device owners,
authenticity of transmitted codes. In another embodiment
with the SSP mechanism, visible light signals represent pass-
codes and establish SSP pairing during a similar procedure
where the passcode 1s decoded from generated wvisual
sequence by front-facing camera of another phone. In yet
another embodiment, encoded visual patterns are used to
create a link key stored 1n the encrypted form on both phones
and enabling easy pairing and data transfer between them.

Key contact data such as email addresses can be transmit-
ted via brief decorated audio sequences where a background
melody 1s mixed with accompanying chords, which represent
transmitted data and additional filler chords serving decora-
tive purpose. A phone or other mobile device of a sender
encodes transmitted data and plays the chords as part of a
brief tune. A receiving entity may be any connected device
with microphones or other audio reception capabilities,
which runs decoding and interpreting software. The system 1s
capable of deciphering recerved audio signals but may need a
handshaking process between the transmitting device and the
recipient devices to allow deciphering. Accordingly, recipient
devices may also play brief tunes to 1dentily themselves and
obtain the permission and possibly a public encryption key to
decode the original audio sequence; the permission and,
optionally, the key are sent by the system 1n another tune from
the transmitting device (or by executing other handshaking
protocol).

Optimal capturing of personal photos by new contacts
during an 1n-person encounter 1s provided. The optimal cap-
turing 1s applicable to many models of mobile phones
equipped with a gyroscopic or other auto-detection system
measuring device tilt and may be used 1n a situation where
owners pass on their mobile phones to other participants of a
real encounter and request for taking participants” personal
photos as part of their contact information. When such new
contact 1s given the device with a front-facing camera, that
individual looks at the screen holding the smartphone. Phone
t1lt defines the camera angle against the axis orthogonal to
phone surface and centered 1n the middle point of contact’s
tace. The best angle for quality facial photos 1s when the
phone 1s held slightly above the face and tilted down. Accord-
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ingly, a contact capturing feature of the system monitors the
current tilt of the phone and recommends taking the shot

when the angle 1s right.

An owner of a personal contact space may visualize such
space using two key views: a contact view, (people mosaic),
and a profile view built for a particular contact profile, as
explained elsewhere herein. The contact view 1s a chronologi-
cal view of contact photo thumbnails grouped by encounters;
it includes photos of individual contacts or their basic contact
information (when the photos have not been captured), along
with dates of encounters. A size of a thumbnail depends on the
amount of contact mnformation and content available for a
contact. Similarly, dates of encounters are displayed in boxes
of different size; monthly calendar delimiters are used for
encounters with small numbers of participants. When many
people (for example, more than five) have met 1n the real
world within a short timeframe of two-three days and 1n the
same location, such gatherings are marked with a special
status and acquire large date boxes that include month, start
date, and location of an encounter. With such a display pro-
cedure, the contact view provides instant visual clues on key
people and encounters. The profile view includes a summary
and a chronological view of encounters with details on each
encounter built for a particular contact. The summary section
lists available contact information and the list of associated
contacts—all other participants of encounters whom owner
has met there together with the contact. The list of encounters
included 1n the contact profile lists all encounters with their
time and location info, associated contacts, and associated
content captured during encounters, such as photos, video
and audio clips, handwritten and typed notes, emails, files,
etc.

An owner may perform different actions in connection
with the information present in owner’s personal contact
space. Examples of such actions include: exploring personal
profiles of contacts; automatically mitiating communications
with contacts and groups of contacts, such as phone call,
email, online conterence or other communication methods;
relating broader content to contacts, including direct and
semantic search 1n owner’s personal content databases or 1n
public sources; etc.

Personal contact space of an owner may be stored locally
and such local storage may be periodically synchronized with
an online storage, which makes 1t available on different
devices. In particular, encounters, contacts and the whole
personal contact space may be included in the Evernote per-
sonal content database.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the system described herein will now be
explained in more detail 1n accordance with the figures of the
drawings, which are briefly described as follows.

FIG. 1 1s a schematic illustration of different types of
encounters arranged on a timeline, contacts, and associated
materials according an embodiment of to the system
described herein.

FIG. 2 1s a system architecture chart, including two levels
of functional components according to an embodiment of the
system described herein.

FIG. 3 1s a general system flow diagram illustrating pro-
cessing occurring in connection with an encounter between
an owner and one or more participants according to an
embodiment of the system described herein.

FI1G. 4 1s a schematic 1llustration of different techniques for
capturing contact information according to an embodiment of
the system described herein.
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FIGS. 5A-5C are flow diagrams showing capturing contact
information according to an embodiment of the system

described herein.

FIG. 6 1s a schematic 1illustration of optimizing camera
angle for taking by contacts of their own facial photos accord-
ing to an embodiment of the system described herein.

FIGS. 7A-T7B illustrate an istructional user interface dis-
played during optimizing camera angle for taking by contacts
ol their own facial photos according to an embodiment of the
system described herein.

FIGS. 8 A-8C 1llustrate a user interface for the contact view
of apersonal contact space according to an embodiment of the
system described herein.

FIG. 9 1s an 1llustration of a user interface for the profile
view of a personal contact space according to an embodiment
of the system described herein.

FIG. 10 1s a schematic illustration of an audio transmission
ol selectively accessible contact information using encoded
and decorated audio sequences according to an embodiment
of the system described herein.

FIG. 11 1s a schematic illustration of the method of building,
decorated audio sequences to encode shortened URL keys
according to an embodiment of the system described herein.

FIGS. 12A-12B are flow diagrams showing creation and
decoding of decorated audio sequences for transmitting
shortened URL keys according to an embodiment of the
system described herein.

FIG. 13 1s a schematic 1llustration of transmitting encoded
visual pattern to a front-facing phone camera for subsequent
decoding according to an embodiment of the system
described herein.

FIGS. 14A-14C are flow diagrams showing data transmis-
s10n process between phones using visible light according to
an embodiment of the system described herein.

DETAILED DESCRIPTION OF VARIOUS
EMBODIMENTS

The system described herein provides a mechanism for
capturing encounters and contact information and for build-
ing, storing, synchronizing, viewing, utilizing and maintain-
ing personal contact space and contact profiles. The system
provides different techniques for capturing contact informa-
tion, as explained elsewhere herein; in particular, the system
provides techniques for optimizing camera angle while cap-
turing contact photo by an individual; for transmitting contact
information using decorated audio sequences broadcasted
and recerved by mobile devices of participants of an encoun-
ter; and for transmitting contact information between mobile
devices with front facing cameras using visible light emaitted
by phone screens. The system replaces a traditional view of
contacts as a list of 1solated individuals with an encounter-
driven view of a personal contact space where each contact
appears 1n the context of an activity stream, other people are
playing their roles, in-person and virtual meetings are taking,
place, and different types of content are circulating between
participants.

FIG. 1 1s a schematic 1llustration 100 of encounters, per-
sonal contact space, contact lists, and contact profiles. An
owner 110, whose personal contact space1s 1llustrated 1n FIG.
1, participates 1n multiple encounters 120, 121 exemplified
and marked by labels E1, E2, etc., and arranged chronologi-
cally on a timeline 130. Each encounter has 1ts own list of
participants exemplified and marked by letters A, B, .. . L n
squares about participant icons. For each participant their
contact information may either be captured or left abandoned
by the owner. Captured contact information 1s denoted by
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clear boxes 140 and similar and abandoned contacts are
denoted by filled boxes 145 and similar. Additionally, for each
encounter, associated materials 150, 151 may be captured,
including video clips, handwritten notes, documents, emails
and corresponding attachments, photos, etc. The combination
of all encounters where each encounter includes captured
contact information and associated materials constitutes the
personal contact space 160 of 1ts owner. In an example shown
in FI1G. 1, a full list 170 of contacts of an owner includes five
individuals. In particular, a sample contact profile 180 of the
contact “A”, which may be automatically built for the owner,
includes three of the four encounters, represented on FIG. 1,
and has four associated contacts 190 participating 1n some of
the encounters.

FI1G. 2 1s a schematic illustration 200 of architecture of the
system described herein. The system 210 includes four prin-
cipal subsystems 220: a subsystem for capturing encounters
and forming personal contact space; a subsystem for viewing
personal contact space (explained elsewhere herein); a sub-
system for performing actions on encounters and personal
contact space; and a subsystem for maintaining personal con-
tact space. Furthermore, the subsystem for capturing encoun-
ters includes six components 230: a first component for enter-
ing contact information, a second component for obtaining
such information from address books, a third component for
transcribing key contact information from business cards via
Optical Character Recognition (OCR), a fourth component
tor wirelessly exchanging contact information between par-
ticipants of an encounter, a fifth component for obtaining
additional contact information from social networks, and a
sixth component for adding associated maternials for an
encounter. Capturing contact information i1s explained 1n
more details elsewhere herein.

The subsystem for viewing personal contact space includes
two components-views 240, a contact view, or people mosaic,
and a profile view, 1llustrated in FI1G. 1 and further explained
clsewhere herein. The subsystem for performing actions on
encounters includes three components 250, namely, a com-
ponent for exploring contact profiles, a component for com-
municating by personal space owner with contacts via voice
call, email, chat and other means, and a component for build-
ing related content from a broader context, such as personal
content database of owner or public sources, including web
search. The subsystem for maintaining personal contact space
includes two key components 260: a first component that
stores the space locally on owner’s mobile device and a sec-
ond component that periodically synchromizes the space with
the cloud for network storage and for the anytime/anywhere
accessibility of the personal contact space from owner’s other
connected devices.

Referring to FIG. 3, a tlow diagram 300 1llustrates system
tfunctioning and shows the place in the system worktlow of
cach component of the system architecture described else-
where herein. Processing begins at a step 310 where the
owner participates 1n an encounter. Following the step 310 1s
a step 320 where the owner 1dentifies a new contact whose
contact information 1s desirable to capture and for exchange
with information of the owner. Following the step 320 1s a step
330 where the owner and other participants of the encounter
capture each other’s contact information or exchange contact
information using automatic or semi-automatic means, as
explained 1n more detail elsewhere herein. After the step 330,
processing proceeds to a step 340, where the owner and
participants may add associated materials to an encounter.

It should be noted that both the step 330 and the step 340
may be “asymmetrical”: an owner may capture contact infor-
mation of a participant of the encounter who may not recip-
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rocate by capturing information of the owner for a variety of
reasons, including the absence of installed system on partici-
pant’s mobile device. Similarly, associated materials cap-
tured by the owner and other participants may substantially
differ; for example, some of the participants may be taking
photos, recording video and/or audio clips, notes, and docu-
ments that may be selectively available only to a limited
subset of participants or even only to the author of the mate-
rial.

After the step 340, processing proceeds to a step 350,
where the encounter 1s saved in personal contact space of the
owner and possibly 1n similar spaces of some of the partici-
pants who have a system installed on their mobile devices. As
explained above, the owner and each participant may have
substantially different versions of the encounter where the
only common information may be the time stamp and loca-
tion of the encounter. Note that, 1n some cases, even the time
stamps may be different since 1t 1s possible to have a virtual
encounter such as an online conference where participants
may all be 1n different locations and time zones and may
arrive to the conference at different times.

After the step 350, processing proceeds to a step 360,
which 1s performed periodically, possibly according to sys-
tem settings of each owner. At the step 360, the system syn-
chronizes the updated personal contact space with cloud stor-
age and also possibly with a corresponding online service
(such as Evernote, 1Cloud, Skydrive, Dropbox, Box.com,
Google Drive, or Amazon S3 or system’s own version of the
cloud service). The new encounter may be included 1n the
personal contact space of the owner (and of each participant
who has recorded any information about the encounter) and 1s
available for viewing and acting upon. After the step 360,
processing proceeds to a step 370, where the owner views
personal contact space either 1n the contact view or in the
profile view, as explained 1n more detail elsewhere herein.
After the step 370, processing proceeds to a step 380, where
the owner performs different actions on the personal contact
space, which may include exploring contact profiles, commu-
nicating with contacts, relating additional content to encoun-
ters, etc. It should be noted that steps 370, 380 are inter-
changeable and each of the steps 370, 380 1s optional. After
the step 380, processing proceeds to a step 390, where option-
ally the system automatically expands personal contact space
(1n addition to expansion provided as a result of demand by
the user at the step 380) by adding related materials to
encounters as a result of updated personal contact space or
other personal content databases of the owner. Following the
step 390, processing 1s complete.

Different techniques for capturing contact information
may be available and utilized depending upon the type of an
encounter (1.e., m-person or virtual), available mobile and
other devices, owner and participants’ relations and attitude,
and other factors. The goal of easy and instant hands-iree
exchange of contact information should be balanced with
considerations of security, mutual trust and available techni-
cal means.

Reterring to FI1G. 4, a schematic 1llustration 400 shows five
different mechanisms for capturing contact information in
real and virtual encounters. A first mechanism 410 1llustrates
conventional direct typing ol contact information into a
mobile or other device by the owner or by the contact, supple-
mented with taking a photo of the contact. This mechanism of
manually obtaining full contact information may be the most
time consuming and error-prone but still cannot be excluded
for certain types of encounters. A second mechanism starts
with typing 1n only an i1mtial piece of contact information,
such as an email 420, into a contact form of the owner. After
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that, the system running on a connected mobile device of the
owner automatically logs into a social network site (SNS),
such as, for example, a professional network 428 like the
LinkedIn professional network, and obtains full information
424 of a contact, if available, from such SNS using a site’s
integration capabilities and permissions.

A third mechamism 1s a modification of the second mecha-
nism where 1nitial contact information 1s not entered manu-
ally but rather 1s retrieved from a business card 432 of a
contact, which 1s photographed by the owner on the mobile
device 430 and transcribed into a contact field 434 using an
image processing system with an OCR component. Concur-
rently, the transcribed 1nitial contact information (verified by
the contact) 1s submitted to an SNS, and the rest of the full
contact information retrieval 1s obtained at two different
operations 436, 438 1n a manner that 1s similar to operations
described above 1n connection with the information 424 and
the professional network 428. A fourth mechanism 1s another
modification of the second mechamsm utilizing SNS integra-
tion. The fourth mechanism corresponds to a virtual encoun-
ter where the 1ni1tial contact information 440 1s obtained from
an email correspondence or other messaging or online con-
ference session. Subsequently, logging into SNS retrieves full
contact information 442 at a step 448, which 1s subsequently
recorded 1n a copy of the encounter of the owner. A fifth
mechanism 1nvolves semi-automatic wireless exchange of
contact information between mobile devices of the owner and
participant(s). According to this mechanism, mobile devices
450, 454, located 1n suilicient proximity, detect mutual pres-
ence and the system initiates a communications session
informing each device of available new contacts nearby. After
notifying about an intent to exchange contact information, the
devices may authenticate each other using any available
mechanisms, some of which are explained elsewhere herein.
Mutually authenticated devices may exchange or transmuit
one-way contact information using either peer-to-peer con-
nections 450 such as NFC, Bluetooth or Wi-F1 (when all
devices are on the same network) or, alternatively, by utilizing
server-based information 458 such as emailing contact infor-
mation to authorized devices 454 or pulling information from
the cloud where their contact information may be stored in
personal contact space and/or other online services such as
Evernote.

Referring to FIG. 5A, a flow diagram 500 1llustrates an
owner capturing contact data of one or more participant(s).
The contact data 1s about the participant(s) and 1s being trans-
ferred to and stored by the owner. Note that, although the
discussion herein mentions transierring contact data from the
participant(s) to the owner, 1n some cases, the owner may
become a participant in transferring contact data to a different
owner. In some cases, the exchanges may be simultaneous so
that a first user may be an owner receving content from a
second user that 1s a participant while, at the same time, the
first user 1s a participant transierring content to the second
user acting as an owner.

Processing for the flow diagram 500 starts at a test step 505
where the type of the current encounter (1n-person or virtual)
1s detected. Note, by the way, that it 1s possible to have a
hybrid meeting where some of the encounters are virtual
while others of the encounters are mn-person. If it 1s deter-
mined at the step 505 that the encounter 1s an 1n-person
meeting between the owner and the participant(s), then pro-
cessing proceeds to a test step 5310 where 1t 1s determined 1f
the chosen technique for entering contact information 1s typ-
ing 1n full contact information (i.e., manually typing 1n all of
the contact information). If so, then processing proceeds to a
step 520 where the full contact information 1s manually
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entered, either by the owner or by the participant. Following
the step 520, processing 1s complete.

If 1t 1s determined at the test step 510 that the chosen
technique for entering contact information 1s not typing in full
contact information, then control transfers from the test step
510 to a test step 522 where 1t 1s determined 1f the chosen
technique 1s fully automatic where all or at least most of the
contact mnformation 1s electronically exchanged between
devices of the owner and the participant(s). It so, then control
transiers from the test step 522 to a step 3524 where the
automatic transier of contact information 1s performed. Pro-
cessing provided at the step 524 1s described in more detail
clsewhere herein. Following the step 524, processing 1s com-
plete.

If 1t 1s determined at the test step 522 that the chosen
technique for transferring contact information 1s not fully
automatic, then control transfers from the test step 522 to a
step 5330 where a subset of contact information 1s entered,
either by manual entry (typing) or by an automatic exchange
using electronic signals, sound, or light, as described in more
detail elsewhere herein. The subset of contact information
entered at the step 330 may include a name, a name and email
address, or some other 1dentifying information that may be
used to obtain further information from social networking
sites or similar, as described 1n more detail elsewhere herein.
It 1s also possible at the step 530 to obtain the information by
first taking a photograph of a business card of a participant
using a mobile device equipped with a camera (e.g., a smart-
phone) and then parsing the captured image and performing
targeted OCR aimed at retrieving the subset of contact infor-
mation from the image of the business card, which may then
be visually verified.

After the step 530, processing proceeds to a step 532 where
the system submits the subset of contact information to a
social networking site (or a series of sites) to retrieve addi-
tional contact information. After the step 332, processing
proceeds to a step 534 where the contact information of the
participant(s) 1s augmented with the additional information
obtained from the social networking site. Following the step
534, processing 1s complete.

If 1t 1s determined at the test step 505 that the encounter 1s
virtual (not in-person), such as an online conference or an
email correspondence, then processing proceeds to a step 540
where the virtual encounter 1s handled. Handling the virtual
encounter at the step 540 1s described 1n more detail else-
where herein. Following the step 540, processing 1s complete.

Referring to FIG. 3B, a flow diagram 3550 illustrates 1n
more detail processing performed at the step 524, discussed
above, where an owner automatically obtains contact infor-
mation from one or more participant(s). At a step 351, the
mobile device of the owner detects the location of the mobile
device(s) of the participant(s) (1n case the mobile devices are
location-aware) and determines 1f the mobile devices are 1n
suificient mutual proximity. In some 1instances, the mobile
devices may be too far apart, in which case 1t may not be
possible to obtain or exchange contact information. For
devices that are 1n suificient proximity, processing proceeds
to a step 552 where the system analyzes personal contact
spaces of the owner and qualifying participant(s) (i.e., par-
ticipant(s) having devices 1n close enough proximity to com-
municate with the owner). Atthe step 551, the device that may
be recerving contact information may also determine which
of the available contacts are missing from the owner’s per-
sonal contact space and may display lists of potential contact
additions to the owner and also possibly to each qualitying
participant. Subsequently, the owner and the qualifying par-
ticipant(s) may each choose one or more contacts to obtain
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information from on the list displayed by the system. That 1s,
the owner and/or the participants may select from the list of
potential contacts (i.e., from those 1n proximity) a subset of
contacts from which information will be recerved. After the
step 552, processing proceeds to a step 554 where the owner
and the selected participant(s) mutually authenticate each
other or otherwise approve the automatic transier of contact
information between their devices. Such authentication may
include typing i common authentication key for numeric
comparison or using other secure pairing methods between
cach pair of devices. It 1s also possible to establish connec-
tions between mobile devices with front facing cameras using,
visible light as explained elsewhere herein. Atter the step 554,
processing proceeds to a step 556 where the system automati-
cally transmits contact information between pairs or all
authenticated devices using peer-to-peer or server-based
techniques. The transfer may include sending contact info via
authenticated NFC or Bluetooth connections, establishing
and utilizing Wi-Fi connections when devices are on common
wireless network, sending information via email simulta-
neously from each contact to all selected and authenticated
participants, authorizing access to temporary or permanent
web page where contact information of a participant 1s stored,
etc. It 1s also possible to transmit a location of the page with
contact information as a shortened URL or contact informa-
tion 1tsell using decorated audio sequences 1s explained in
more details elsewhere herein. Following the step 356, pro-
cessing 1s complete.

Referring to FIG. 5C, a flow chart 560 illustrates process-
ing performed at the step 540 of the tlow chart 500 of FIG. 5A,
described above, where virtual encounters are handled. Pro-
cessing begins at a test step 565 where 1t 1s determined 11 the
virtual encounter 1s via email (e.g., the owner receirves an
email message from one of the participants). It 1t 1s deter-
mined at the test step 570 that the virtual encounter 1s not via
email, then processing proceeds to a step 570 where the owner
requests full contact information from some or all partici-
pants. After the step 570, processing proceeds to a step 572
where the participant(s) send to the owner (and possibly also
receive from the owner) full contact information 1n the for-
mats of v-cards, text, etc. transmitted via email, file transier
methods, by exchanging links to page location of contact
information or any other appropriate mechanism. After the
step 572, processing proceeds to a step 374 where full contact
information 1s entered into appropriate contact forms and
added to the encounter and subsequently to updated personal
contact space. Following the step 374, processing 1s com-
plete.

If 1t 1s determined at the test step 565 that the virtual
encounter 1s via email, then control transiers from the step
565 to a step 380 where the system extracts contact informa-
tion from the email correspondence of the participant(s).
After the step 580, processing proceeds to a step 382 where
the system submits the extracted information to one or more
social networking sites to retrieve additional contact informa-
tion 1n a manner similar to the mechanism described herein.
After the step 382, processing proceeds to a step 584 where
the additional contact information 1s added to the personal
contact space of the owner. Following the step 584, process-
ing 1s complete. It should be noted that the contact informa-
tion arrving via email may also be complete and therefore the
step 584 may follow directly after the test step 565.

Capturing facial photos of contacts facilitates building the
personal contact space and can also facilitate capturing con-
tact information. The system described herein allows captur-
ing different photos of each contact for multiple encounters.
The quality of a facial photo depends, among other factors, on
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a camera position and angle. For most people, the best result
1s achieved when the camera 1s held slightly above the face
and tilted downwards. It should be noted that many models of
modern smartphones have a gyroscopic or other auto-detec-
tion system which allows measuring device tilt. Accordingly,
the system described herein may use tilt detectors to optimize
camera angle.

In an embodiment of the system described herein, the
owner passes a mobile device with a front-facing camera to a
new contact and asks the new contact to take a facial photo of
himsell or herself. The new contact holds the mobile device
and looks at the screen thereof. Phone tilt 1s detected and
defines the camera angle for an axis that 1s orthogonal to a
phone surface (camera surface) and centered 1n the middle of
a face of a contact. A photo capturing feature of the system
monitors the tilt and recommends raising the camera if the
camera 1s held too low and the axis orthogonal to the phone
screen 1s pointing mcorrectly (not at the subject). After the
subject has lifted the phone sufficiently and the angle 1s right,
the system recommends taking the photo.

Referring to FIG. 6, 1s a schematic illustration 600 shows
different camera phone positions (1.e., camera-equipped
smartphone positions). A first camera position 610 1llustrates
an upward direction of the axis detected by the phone 1ndi-
cating a wrong tilt. In such a case, an appropriate warning 1s
displayed to instruct the participant to tilt the camera down-
ward. A second camera position 615 illustrates a horizontal
direction of the axis detected by the phone indicate wrong
position. In this case, an appropriate warning 1s displayed to
instruct the participant to move the camera further to coun-
teract the incorrect horizontal position. Once the camera 1s
raised and turned to a proper position 620 where the angle and
position of the camera are optimal, a message 1s provided to
the participant to take a photo.

FIGS. 7A and 7B 1llustrate a user iterface (Ul) and mes-
saging when a participant takes a photograph of himself or
herself using a camera of an owner. The camera (smart phone)
may monitor camera angle and calculate a difference 1n angu-
lar coordinates between the current camera angle and position
and an optimal camera angle and position. An instructional
portion 710 of the Ul displays a partially filled arrow 720,
which illustrates a deviation of a current angle from an opti-
mum angle on a relative scale that ranges from the worst
possible angle and position for a facial photo (the camera 1s
held horizontally and an axis of the camera points vertically
upwards) to the optimal angle and position. The participant
may take a photograph 1rrespective of the angle and position
of the camera, but 1s nonetheless prompted to t1lt and raise the
camera to an optimal angle and position. Once the camera 1s
at or near the desired optimal angle and position, the message
1s changed to the invitation 730 that provides: “Great, now
smile”.

In an embodiment herein, an owner can view the personal
contact space 1n two different modes: the contact (“mosaic”
view and the profile view. The contact view mode displays
thumbnails of contact photos in different sizes depending on
an amount of information available for a particular contact.
The more information that 1s available, the larger 1s the size of
thumbnail. Thumbnails may be displayed 1n reverse chrono-
logical order of encounters, reminding the owner about all
contacts met within a particular month. Accordingly, one and
the same contact may appear 1n the contact view several
times. Moreover, since contact photos are related to encoun-
ters, re-capturing photos of the same contact may occur and
hence different photos of the same contact may be presented
in the contact view. Regular date marks 1n the contact view are
small date boxes indicating month and year. Additional date
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and location marks may be automatically generated by the
system 1n connection with discovering a grouping of encoun-
ters 1n which a significant number of contacts participate in
several encounters within a relatively short timeframe and at
the same location. This may occur 1n connection with a con-
ference or a trade show, in which case the system may display
a starting month and location of such a group of encounters 1n
a larger box to create another visual clue.

FIGS. 8A-8C 1illustrate a contact view Ul for a personal
contact space of an owner exemplified by the Evernote Hello
system. The contact information of the owner and corre-
sponding system settings are presented on a snapshot view
810. A first contact view snapshot 820 includes both small
thumbnails 822 and large thumbnails 824. Date stamps on the
snapshot 820 may be configured as monthly boxes 828. In
contrast, a second contact view snapshot 830 includes both
small date panes 832 and large event-related panes 834 and
836. A size of a thumbnail may depend on an amount of
contact information and content available for a contact. Simi-
larly, dates of encounters may be displayed in boxes of dii-
ferent sizes.

A profile view shows contact profiles, each represented by
a summary and a timeline of encounters built for a particular
contact. The profile view 1s not necessarily limited to facial
contact photos and may display different types of matenals
associated with encounters. Referring to FIG. 9, an 1llustra-
tion 900 of a profile view for a particular contact includes a
summary portion 910 having a contact information pane 920
with a contact photo, name and additional information avail-
able upon pressing on the email-phone-other buttons 1n the
information pane. The summary portion 910 also includes a
list of associated contacts 930 (see also, for example, the
contacts 190 1n FIG. 1). Below the summary portion 910 1s a
reverse chronological list of encounters 940, 1llustrated by a
most recent encounter 950 1n the contact profile. An encoun-
ter displays date 960 and encounter location 970, along with
associated contacts 980 who have participated in the corre-
sponding encounter. Additionally, a profile view of the most
recent encounter 950 may include several units of associated
materials 990, for example, a group photo, a handwritten
note, and a link to related Evernote notes, all taken during the
encounter. Earlier encounters may be available by scrolling
down the encounter list. Transmitting contact information
between mobile devices of an owner of a personal contact
space and other participants of an in-person encounter may
involve publishing of contact information of each individual
from an online copy of personal contact space or other online
service (for example, Evernote or Dropbox) and sharing con-
tact information via a secure Web page. In an embodiment of
the system described herein, locations (URLs) of such contact
Web pages may be communicated via a URL shortening
mechanism that may be used with a decorated audio
sequences, 1.e. encoded musical tunes.

The system described herein transmits small amounts of
textual data such as shortened URLs and/or possibly directly
transmits contact info via a brief decorated audio sequences
where a background melody 1s mixed with accompanying
chords which represent transmaitted data. It 1s also possible to
include additional filler chords serving decorative purpose,
and auxiliary data. In the context of encounters, transmitting
and recerving entities are mobile devices of participants of an
encounter. In other systems, such as promotional broadcasts,
transmitting entities may be public or corporate broadcast
stations, delivering promotions via Web pages of customers.
It 1s also possible to have the sending entities be mobile
devices while one or more receiving entities can include a

10

15

20

25

30

35

40

45

50

55

60

65

18

desktop or laptop computers, a specialized reader, a special
purpose electronic device, such as an mp3 player or a cell
phone, eftc.

In an embodiment of the system described herein, a sender
encodes transmitted data into chords and plays the chords as
part of a brief tune. A receiving entity may be any in-range
device with microphones or other audio reception capabili-
ties, including mobile phone and tablet, which runs decoding
and 1nterpreting software. The recewving entity identifies,
records, and decodes audio sequences and may store deci-
phered data and use the data accordingly. Decorated audio
sequences created by the system may transmit to recipient(s)
areference to published data in the form of Web address ofthe
target page represented as a shortened URL. Subsequently,
devices used by one or more of the receiving entities decode
the audio sequence and obtain access to the page.

In an embodiment, the system may be paired with an online
URL shortening service, which performs traditional func-
tions of such services by storing full page location(s) i a
database and encoding an associated number or code gener-
ated by the database management software, such as auto-
increment key in MySQL. The encoding results in a shortened
URL key and may use conventional techniques, for instance,
base 62 (“A-77,“a-z", “0-9”) or base 36 (*a-z", “0-9") encod-
ing. The system may associate the shortened URL key with
the tull URL and provides a Web page redirection service to
transform the shortened URL to a full URL with appropriate
error processing.

A sender obtains the shortened URL {for the target Web
page and submits the shortened URL to the system. The
system may then encode the shortened URL acoustically, as
explained in more detail elsewhere herein. Such encoding
may result i a brief tune that uniquely corresponds to the
shortened URL. The tune may be used to communicate the
target page reference to the decoding software running on a
mobile device of a recipient. Subsequently, a broadcaster
(sender, transmitter) replays the tune to an audience at appro-
priate times. In a scenario of transmitting contact information
during a live encounter, tunes may be played at a start of a
transmission session and may be paired with mutual authen-
tication of participant devices. Any listener (recipient) of the
tune who has a qualitying device with decoding software 1s
technically capable of identilying, recording, decoding and
storing the shortened URL on the device, which may be
actuated and used to access the materials on a target web page.
In some cases, decoding may be allowed only for authent-
cated recipient devices.

The above usage scenario has several characteristic fea-
tures:

(1) Online URL shortening service 1s a supplement to the

system.

(2) Encoded tunes may be very concise, 1n spite of encod-
ing redundancy, introduced for decorating purpose, as
explained 1n more details elsewhere herein. Such brevity
may occur because even with base 36 coding, a 15-char-
acter shortened URL key 1s capable of encoding over
200 sextillion different Web page addresses, which 1s
more than suificient for any practical purpose, even tak-
ing into account encoding specifics that reduce the num-
ber of available combinations.

Encoding shortened URLs keys and other data creates
decorated audio sequences (tunes) using harmonic encoding
where encoded data bytes are represented by chords, which
are mixed with filler chords serving decorative purpose and
with delimiter chords separating data-carrying chords from
decorative filler chords and different parts of a tune from each
other. The sequence of chords, 1n 1ts turn, may be played as an
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accompaniment to a foreground melodic sequence (core
melody). Overall, each tune i1s designed to sound like an
aesthetically pleasing piece of music 1 certain genre. As
such, the tune may follow known rules of algorithmic com-
position. In one embodiment, Markov models of different
orders may be employed to represent available chord progres-
s101s 1n a tune.

According to the proposed system, the structure, features
and process of creating a tune are as follows:

1.

Each tune 1s built within a certain music genre, such as
blues, classical, anime, etc. A genre may be randomly
chosen by the encoding application from a pre-defined
set. The list of possible genres may be customized (nar-
rowed) by a participant of an encounter who 1s looking to
create the tune for transierring contact information.
Alternatively, the tune may be directly chosen by the
participant for entertainment or other purpose from an
initial set of possible tunes.

. Every genre may have a corresponding set of core melo-

dies and a corresponding set of genre-specific accompa-
nying chords. For example, tunes composed 1n the Jazz
genre may use progressions of blue note chords while
chords for the Baroque music may be limited to tradi-
tional triads.

. Similarly to genres, a core melody for a particular tune

may be randomly chosen by the encoding application
from a pre-defined set of melodies available for that
genre or the melody may be directly chosen by the
participant looking to transmit contact information.

4. Available chord sequences may be extracted from actual

pieces ol music 1n each genre.

5. A chord alphabet for data encoding 1n a particular genre

may be built as follows:

a. A data encoding base (36, 62, etc.) 1s compared with a
number of available chords extracted per #4. There
may be dozens to hundreds of chords in the raw pitch
class format. Additionally, 5-10 chords may be
reserved as delimiter chords, as explained 1n more
detail elsewhere herein. For example, 1f base 62 cod-
ing 1s used for the shortened URL keys then a mini-
mum of 67-72 different chords (or possibly more)
may be extracted from tunes 1n a given genre for
encoding data symbols by single chords.

b. If the number of chords 1s sullicient for encoding data
bytes and delimiters, then, for each chord, a first order
transition matrix 1s built, corresponding to the
Markov model of chord progressions in music cor-
puses for that genre. The Markov model includes
probabilities of transition from one chord to another,
estimated statistically from actual tunes.

c. If the number of chords that may succeed each indi-
vidual chord in the transition matrix 1s still greater
than the length of coding base (plus the number of
delimiter chords) then individual chords and the first
order transition matrixes thereotf are used for encod-
ing.

d. Otherwise, a second order transition matrix may be
built, so that the alphabet for encoding includes
couples of adjacent chords that occur in the music
corpus representing the selected genre. I necessary,
third and higher order transition matrices are also
possible.

. Every tune may include three or four parts, as follows:

Part 1. Introduction.

Part 2. Data fragment.
Part 3. Checksum.

Part 4. [optional] Conclusion.
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7. Each tune may include three types of chords—two of the

types may be mandatory and one type may be optional:

a. Data encoding chords.

b. Filler chords added for decorative (harmonic) pur-
pose—optional.

c. Delimiter chords marking beginnings and ends of
cach decorative sequence of chords and the end of
cach part of the tune (except the final part) as
explained below.

. Each of Parts 1-3 defined 1in item 6 may be either a

continuous sequence ol data encoding chords or may be
a mix of data encoding chords and filler chords. In some
cases, 1f filler chords are included, then each sub-se-
quence of filler chords may start and end with a delimiter

chord.

Specifically, parts 1-3 may have the following designa-
tion:

Part 1, Introduction, encodes a selected music genre,
which also defines the set of available chords and
chord progressions stored in both encoding and
decoding applications, usage scenario, such as
broadcast or peer-to-peer, and presence of absence
of data encryption 1n the main fragment. In some
cases, the musical genre may be encoded using the
first chord to indicate the particular genre. Of
course, other techniques may be used to indicate
the particular genre. Optionally, 1t 1s possible to
also encode other general data for the tune, such as
coding page, number of data encoding chords 1n
cach of the three data-carrying sections for addi-
tional verification purpose, transmitter 1D, etc.

Part 2, Main Data fragment, includes actual encoded
data, such as subsequent symbols 1n a shortened
URL key or bytes of personal contact data (name,
email, etc.).

Part 3, Checksum, contains encoded data for the
checksum of the Introduction and the Main Data
fragment (or just the Main Data fragment) for veri-
fication purpose.

Part 4, Conclusion, may be added for a harmonic
purpose, such as cadence resolution of a tune, and
does not contain encoded data.

The Introduction may be separated from the Main Data
fragment by Introduction Delimiter Chords. Simi-
larly, the Main Data fragment may be separated from
the Checksum and the Checksum from the Conclu-
sion (1f the latter exists) by other delimiter chords.
Groups of delimiter chords for each part, as well as for
separating decorative sequences, may all be non-over-
lapping to secure unique i1dentification of each part.
For the same reason, delimiter chords may not inter-
sect with data coding and decorative chords. How-
ever, data coding and decorative chords may be the
same, since the function of each depends on location
in the tune, as indicated by delimiter chords.

9. The process of building a tune includes the following:

a. All data 1n the Introduction, Main fragment, and
Checksum are encoded, symbol by symbol, using an
appropriate chord alphabet for the selected music
genre, as explained above. Parts of the tune may be
separated by delimiter chords.

b. Consistency of a tune 1s tested by calculating prob-
ability of the progression as a Markov process and
comparing the calculated value with an average prob-
ability of chord progressions of the same length 1n the
corpus of tunes chosen for the given genre. Higher
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probability speaks 1n favor of consistency while prob-
ability significantly below the average indicates an
inconsistent tune.

c. If the tune has low consistency, filler chords may be
added to harmonize the tune. Fach harmonizing sub-
sequence may be separated from preceding and suc-
ceeding data encoding chords by best fitting delimit-
ers. The sequence of filling chords may be selected to
maximize the probability of the corresponding trajec-
tory of the Markov process with state probabilities
progressing 1n accordance with the transition matrix,
as explained above.

d. Optionally, a final cadence may be added to the tune
for harmonic resolution.

¢. The resulting chord progression may be synchronized
with the core melody chosen for the tune (see above)
11 the latter 1s present.

Data may be extracted from tunes by decoding applica-
tions, capable of recognizing chords and analyzing informa-
tion presented as set forth above.

Referring to FIG. 10, a schematic 1llustration 1000 of audio
transmission of selectively accessible contact information 1s
shown. An encounter participant with a mobile device 1010,
having contact information stored online, allows authorized
access to the contact information via a Web page 1015. A full
URL 1s submitted to a URL shortening service 1020, which
creates a redirection record containing the original page URL
and a shortened instance 1024 of the full URL. The system
then uses acoustic encoding 1028 of the shortened URL key
to create a decorated audio sequence 1030, which 1s subse-
quently broadcasted by the mobile device 1010 of the partici-
pant to nearby mobile devices that receive and record the tune
as illustrated by an item 1040. However, decoding the tune
may require device authentication and sender permission
which may succeed, as illustrated by 1070, or fail for an
authentication reason 1050 or because the sender does not
authorize transmitting contact information even to an authen-
ticated user 1060. Recipient mobile devices of authenticated
and authorized users 1080 may decode the tune and access the
shortened URL (1090) at the URL shortening service, which
subsequently redirects a recerving mobile device (1092) to a
target page to retrieve contact information of a sender.

It should be noted that an individual may maintain contact
information available online and may possibly change the
URL corresponding to the online contact information which
may also change the corresponding shortened URL key. In a
case where contact information 1s maintained online and the
URL and shortened URL do not change, the individual does
not need to produce encoding tunes on the fly and may pre-
pare and store such tunes only when the full URL and the
corresponding shortened URL change. Note that an indi-
vidual may encode the same information (e.g., shortened
URL) using tunes in different genres, taking additional care
about aesthetical quality of encoding tunes and broadcasting
a tune that better fits an audience of each encounter.

FIG. 11 15 a schematic illustration 1100 of tune construc-
tion for encoding a shortened URL for the contact page dis-
cussed above. A list 1110 of available genres, partially dis-
played on FIG. 11, may be augmented with a list 1115 of
melodies for each genre, 1llustrated for a particular example
of Classic Blues. A transition matrix 1120 of the correspond-
ing first order Markov process for the Classic Blues genre
includes a chord alphabet 1125 where each chord corre-
sponds, 1n this embodiment, to a certain symbol in base 62
encoding. Of course, other possible encodings are possible.
Numeric values of transitional probabilities 1127 1n the body
of the matrix and two particular blues chords shown 1n FIG.
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11 are presented in' J.-F. Paiement, D. Eck and S. Bengio, “A
Probabilistic Model for Chord Progressions™, Proceedings of
International Conference on Music Information Retrieval,
2005.

An encoded shortened URL 1130 includes a location 1134
of the URL shortening service, which may be part of personal
contact space of a user and which may not need encoding, and
a unique short URL key 1138, which addresses, through the
URL shortening service, the original contact page. Acoustic
encoding 1s provided for the shortened URL. The correspond-
ing decorated audio sequence of chords 1140 1n the Classic
Blues genre includes four parts, as explained elsewhere

herein, namely, an Introduction 1141, a Main Data Fragment
1143, a Checksum fragment 1145, and a Conclusion 1147,

separated by part delimiter chords 1142, 1144, 1146. The
Introduction 1141 includes three chords 1152, 1153, 1155
which encode, respectively, the genre (Classic Blues), a usage
code (e.g., the tune 1s used to encode shortened URL key), and
an encryptionflag (e.g., no additional encryption in this case).
The Main Data fragment 1143 includes chords that encode
data bytes of the shortened URL key: “N”—1161 to “47—
1166, as indicated by symbols below the chords, mixed with
a decorative sequence of filler chords 1184, separated from
data encoding chords by two delimiters 1174, 1178. The
Checksum fragment 1145 may be another sequence of data
encoding chords 1168, while the Conclusion 1147 may be a
purely decorative sequence of filler chords 1188 added for
harmonic purpose and not containing any data encoding
chords.

FIG. 12A 1s a flow diagram 1200 1llustrating creating and
exchanging contact information wvia decorated audio
sequences. Processing starts at a step 1205 where a partici-
pant provides online contact information via a (possibly)
secure Web page. After the step 1205, processing proceeds to
a step 1210 where the original URL of the page 1s submitted
to the dedicated URL shortening service, which creates a
database record and sends to the participant a shortened URL
key (e.g., 6-15 characters 1n base 62 encoding). After the step
1210, processing proceeds to a step 12135 where a music genre
for encoding the tune 1s chosen, either automatically or manu-
ally. After the step 1215, processing proceeds to a test step
1220 where 1t 1s determined whether the user wants to supply
the tune with a core melody. If the answer 1s positive, pro-
cessing proceeds to a step 12235 where a core melody for the
tune 1s chosen automatically or manually. In an embodiment
described herein, the presence of a core melody 1s a user
choice. Following the step 1225, processing proceeds to a
step 1227 where the tune 1s constructed and broadcast. Pro-
cessing performed at the step 1227 1s discussed in more detail
clsewhere herein. The step 1227 1s also reached directly from
the test step 1220, described above, 11 1t 1s determined at the
test step 1220 that 1t 1s not necessary to select a core melody.

Referring to FIG. 12B, a flow diagram 1230 1llustrates 1n
more detail processing performed at the step 1227, described
above, where a tune 1s constructed and broadcast. Processing
begins at a first step 1232 where the tune Introduction 1s built
by encoding genre, melody (optionally), encryption option,
etc. 1n the chord alphabet corresponding to the chosen genre,
as described above. After the step 1232, processing proceeds
to a step 1235 where an Introduction Delimiter Chord 1s
chosen among available candidates to separate the tune Intro-
duction from the Main Data segment and best fit the final
chords of the Introduction. After the step 1235, processing
proceeds to a step 1240 where a draft version ol the Main Data
segment 1s built by encoding the shortened URL, symbol by
symbol, 1n the chord alphabet representing the chosen genre.
After the step 1240, processing proceeds to a step 1245 where
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harmonic consistency of the chord sequence 1s calculated as
explained above. After the step 1245, processing proceeds to
a test step 1250 where it 1s determined whether the draft audio
sequence 1s consistent. In case of negative answer, processing
proceeds to a step 1255. Otherwise, processing proceeds to a
step 1260. At the step 12355, optimal sub-sequences of filler
chords are added to the Main Data fragment, along with
preceding and succeeding chord delimiters, in order to
increase consistency of the overall sequence, as described
above. Following the step 12335, processing proceeds to the
step 1260 where the Checksum fragment of chords 1s added to
the sequence for the tune.

After the step 1260, processing proceeds to a text step 1265
where 1t 1s determined once again if the chord sequence,
which now includes the Main Data fragment and the Check-
sum, 1s consistent. If the answer 1s positive, processing pro-
ceeds to atest step 1275. Otherwise, processing proceeds to a
step 1270, when an optimal Conclusion 1s added to harmonize
the overall sequence of chords, as described above. Following,
the step 1270, processing proceeds to the test step 1275 where
it 1s determined whether a core melody for the tune 1s present.
IT positive, processing proceeds to a step 1280. Otherwise,
creation of the tune 1s complete and processing proceeds to a
step 1285 where the tune 1s broadcast. At the step 1280, the
previously created sequence of chords 1s synchronized with
the core melody, which completes building of the tune. Fol-
lowing the step 1280, processing proceeds to the step 1285. At
the step 1285, the participant broadcasts the tune. Authenti-
cated and authorized recipients may decipher the resulting
shortened URL using decoding soitware, visit the respective
page 1n the URL shortening service which instantly redirects
visitors to the target secure page to obtain contact information
of the participant. Following the step 1285, processing 1s
complete.

Several techmiques for capturing contact information
described elsewhere herein may require or use mutual authen-
tication of mobile devices during an 1n-person encounter prior
to wireless transmission of contact information between the
devices. There may be one or more of several communica-
tions technologies enabling such transmaissions, such as Wi-
F1, Bluetooth, NFC, cellular and satellite wide area networks
supporting server-based transmaissions, etc. However, initiat-
ing data transmissions by establishing peer-to-peer connec-
tions between two mobile devices (handshaking) 1s usetul
(and sometimes required) for establishing secure communi-
cation. Conventionally, pairing between smartphones
involves manual work with device settings or with user inter-
faces of third party software applications, which may be
relatively difficult to use. In addition, 1n some cases a phone
handshaking process lacks attractive features of social inter-
action; instead of bringing users together via visually appeal-
ing communications, phone handshaking leaves each of the
users working on establishing a connection manually and
looking at phone screen rather than at another person.
Accordingly, 1t may be useful for the mobile social world to
build a new generation of user interfaces (Uls), improving the
handshake procedure for data transier between smartphones.
In some cases, when other communication mechanisms are
not available or are overloaded, there may also be a need for
additional data transmission capabilities between phones.

In one embodiment, connection between phones may be
established using visible light emitted by phone screens and
received by front-facing phone cameras. When other data
transmission methods are not available, unreliable or over-
loaded, or otherwise not desired, the system described herein
may also be used to transmit the actual data between phones.
It should be noted that, due to proliferation of direct visual
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communications, such as videoconterencing, smartphones
with front facing cameras are available. In an embodiment
herein, actual data transier may be conducted via wireless
networks available on both phones. In another embodiment,
the mobile phones use a Wi-F1 network and the hardware and
soltware capabilities of the phones allow direct peer-to-peer
data transier supported by network features. In yet another
embodiment, the phones may be equipped with Bluetooth or
NFC connectivity hardware and software and may similarly
discover peer devices and transfer data directly from one
device to another. In another embodiment, the phones may
reside on one or different wide area networks (WANs) and are
connected to the Internet, which allows employing diverse
Internet techniques to transier data via peer-to-peer or server-
client, such as, for example, different FTP programs. Irre-
spective of a particular data transfer technology, the system
described herein uses encoded sequence of displayed images
on phone screens to establish connection between phones and
perform necessary operations before the actual data transier
starts. Note, however, that data may also be encoded and
transmitted, with user approval, using visible light and cam-
eras.

In an embodiment of the system described herein, both data
sender and receiver launch data transfer software on their
phones. The software on a first phone displays sequence of
visual patterns on each phone screen representing, in an
encoded form, various parameters necessary for establishing
connection between phones. Sending the encoded visual pat-
terns eliminates manual preparations of the phones for hand-
shaking prior to data transmission. A second phone recerves
visual signals using a front facing camera thereof and the
same solftware deciphers transmitted parameters and pro-
cesses the parameters as necessary to establish communica-
tions. Soltware running on the second phone may in turn
generate visual patterns to encode a response of the second
phone back to the first phone, such as a confirmation or a
request for additional information from the first phone. In
different embodiments and depending on the types of wire-
less connectivity available on both phones, protocols, inter-
mediate software applications controlling over data transier,
and procedures of establishing connections under such con-
ditions, different sequences of user actions may be automated
using visible light as a connectivity data transport. In an
embodiment with Bluetooth connectivity using the Secure
Simple Pairing (SSP) mechamsm, visual patterns displayed
by the devices and recerved by cameras thereol may corre-
spond to a numeric code used 1n the authentication method
based on a numeric comparison. The system may thus con-
firm, on behalf of device owners, authenticity of transmitted
codes. In another embodiment with SSP mechanism, dis-
played patterns may transmit passcodes and establish SSP
pairing during a similar procedure where a passcode 1s
decoded from generated visual sequences by a front-facing
camera of a phone. In yet another embodiment, encoded
visual patterns may be used to create a link key stored in
encrypted form on both phones that enables easy pairing and
data transfer between the phones.

A useful aspect of a visual handshake between mobile
phones 1s the potential aesthetical attractiveness to the par-
ticipants. Even though a pair of sending and receiving phones
may remain in close proximity and oriented face-to-face and
therefore partially obstruct views of the screens thereot, dis-
played visual patterns and modulations thereof may still be
visible, at least partially, not only to both phone owners but
possibly to other nearby participants of an encounter. Accord-
ingly, the ceremony of visual handshaking between mobile
phones may be perceived as a social feature. In one embodi-
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ment, sequences of visual patterns used specifically for trans-
mitting specific data for establishing connection between
phones, such as numeric codes, passcodes, confirmations,
information about available connection methods, etc. may be
decorated with color, animation and other effects and/or
blended 1nto a short video clip. Designated visual patterns-
markers may be employed to separate entertaining and infor-
mational context of such a clip 1n a manner similar to creation
of decorated audio sequences as explained elsewhere herein.
In another embodiment, a library of alternative visual patterns
and sequencing methods may become available on each com-
municating phone and a user of a transmitting phone may
choose a particular favorite 1item to use in communications. In
yet another embodiment, a back-facing camera of a transmit-
ting phone may capture and process images of a surrounding,
location where the data transmission 1s performed and choose
complementary 1tems from library (e.g., items having
complementary color, theme, etc.).

Referring to FI1G. 13, a schematic 1llustration 1300 shows
transmitting encoded visual pattern from a sending phone to
a recipient phone where both phones are supplied with front-
facing cameras. Prior to transmission, the phone owners may
arrange the screens of the phones to be face-to-face. Software
running on a sending phone 1310 displays an image 1320
showing a visual pattern on a screen of the phone 1310,
encoding certain symbol 1n a communication alphabet. Sofit-
ware running on a receiving phone 1330 captures the image
1320 using a front-facing camera 1340 of the phone 1330 and
processes the image 1320 as necessary, decoding transmitted
information.

Referring to FIG. 14A, a flow diagram 1400 illustrates
processing performed 1n connection with data transmission
between phones using visible light. Processing starts at a step
1410 where participants of an encounter each launch software
on their mobile phones to facilitate visual handshaking and
position the phones face-to-face. After the step 1410, process-
ing proceeds to a step 1415 where soitware running on each of
the phones generates and exchanges an introductory
sequence of visual patterns to establish and verity visual
contact between the phones. After the step 1415, processing
proceeds to a test step 1420, where 1t 1s determined whether
the attempt succeeded. If contact between the phones has
been established and confirmed, processing proceeds to a step
1422, where the phones handshake and launch communica-
tion between the phones. Processing at the step 1422 1s
described in more detail elsewhere herein. Following the step
1422, processing 1s complete.

If 1t 1s determined at the test step 1420 that visual contact
has not been established between the phones, then control
transiers from the step 1420 to a test step 1425 where partici-
pants are offered to retry an attempt. If the participants agree
to retry establishing communication at the step 1425, process-
ing proceeds to the step 1415, described above, for another
attempt. Otherwise, processing 1s complete.

Referring to FIG. 14B, a flow diagram 1430 1llustrates in
more detail processing performed at the step 1422 where the
phones handshake and launch communication therebetween.
Processing begins at a first step 1432 where the phones gen-
erate and exchange encoded visual patterns to check mutually
available data transmission protocols for the contact informa-
tion, such as a common Wi-F1 network, Bluetooth, WAN
connections to the Internet where contact information 1s pub-
lished, as explained elsewhere herein, etc. After the step 1432,
processing proceeds to a test step 1435 where it 1s determined
whether a mutually available communications protocol has
been found. If the answer 1s positive, control 1s transferred to
a step 1440. Otherwise, control 1s transierred to a test step
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1437 where participants are oflered to retry an attempt. Note
that, 1n response to an indication at the step 1437 that there are
no mutually available protocols, users may enable additional
connection capabilities, such as turning on Wi-F1 and/or
Bluetooth connectivity which may have otherwise been dis-
abled on the phones (e.g., for battery power conserving pur-
poses) during the previous iteration. If the answer at the step
14377 1s positive, processing proceeds to the previous step
1432, discussed above, for another 1teration. Otherwise, pro-
cessing 1s complete. At the step 1440, the phones choose an
optimal or desired data transmission protocol. Following the
step 1440, control transiers to a step 1445 where the protocol
1s confirmed and data transmission 1s 1mtiated. Processing
performed at the step 1445 1s discussed in more detail else-
where herein. Following the step 1445, processing 1s com-
plete.

Referring to FIG. 14C, a flow diagram 1430 1llustrates 1n
more detail processing provided at the step 14435 where the
transmission protocol 1s confirmed and then transmission 1s
initiated. Processing begins at a first test step 1452 where the
phones use visible light to exchange information between the
phones to allow verifying 11 the two phones have been mutu-
ally authenticated 1n the past against the chosen transmission
protocol, including a pre-defined handshake. In some cases,
phones that have been authenticated in the past may retain
authentication/handshake data for future use. If the verifica-
tion at the step 1452 returns a positive result, the two phones
are deemed mutually authenticated and the handshaking pro-
cess 1s completed, in which case processing proceeds to a step
1453 to begin the actual data transfer between the phones.
Note that the transfer protocol could be any appropriate tech-
nique, mcluding Bluetooth, WiF1, or even sound or light
communication, as described elsewhere herein. Following
the step 1453, processing 1s complete.

I1 the verification at the step 1452 returns a negative result,
then processing proceeds to a step 1455 where handshake/
pairing procedure for the chosen data transmission method 1s
performed using visible light. After the step 1435, processing
proceeds to a test step 1460, which determines whether the
two phones have been successiully paired at the step 1455. 1T
the answer 1s positive, then, as previously, the phones are
deemed paired and control 1s transferred to the step 1453 for
the start of the actual data transfer, as described above. Oth-
erwise, 11 1t 1s determined at the test step 1460 that the phones
are not yet authenticated, then processing proceeds to a test
step 1465 where participants are offered to retry handshaking
procedure. I the participants wish to retry the handshaking
procedure, processing proceeds to the previous step 1455,
discussed above, and another attempt of pairing the phones 1s
performed. If participants do not want to retry, then pairing
for the currently chosen transmission protocol 1s considered
unsuccesstul and processing proceeds to a test step 1470
where it 1s determined whether there exists more available
transmission protocols that can be used between phones. IT
not, then processing 1s complete. Otherwise, control transters
from the test step 1470 to a step 1475 where both phones are
switched to the next preferred data transmission protocol.
Following the step 1475, processing proceeds back to the test
step 1452 for another iteration.

Various embodiments discussed herein may be combined
with each other in appropriate combinations in connection
with the system described herein. Additionally, in some
instances, the order of steps in the flowcharts, flow diagrams
and/or described flow processing may be modified, where
appropriate. Subsequently, elements and areas of screen
described 1n screen layouts may vary from the 1llustrations
presented herein. Further, various aspects of the system
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described herein may be implemented using software, hard-
ware, a combination of software and hardware and/or other
computer-implemented modules or devices having the
described features and performing the described functions.
The mobile device may be a cell phone, although other
devices are also possible.

Soltware implementations of the system described herein
may 1nclude executable code that 1s stored 1n a computer
readable medium and executed by one or more processors.
The computer readable medium may be non-transitory and
include a computer hard drive, ROM, RAM, flash memory,
portable computer storage media such as a CD-ROM, a DVD-
ROM, a flash drive, an SD card and/or other drive with, for
example, a universal serial bus (USB) interface, and/or any
other appropriate tangible or non-transitory computer read-
able medium or computer memory on which executable code
may be stored and executed by a processor. The system
described herein may be used 1n connection with any appro-
priate operating system.

Other embodiments of the mvention will be apparent to
those skilled 1n the art from a consideration of the specifica-
tion or practice of the invention disclosed herein. It 1s
intended that the specification and examples be considered as
exemplary only, with the true scope and spirit of the invention
being indicated by the following claims.

What 1s claimed 1s:

1. A method of establishing a connection between mobile
devices, comprising;

arranging a first one of the mobile devices to display a

sequence of images that are received by a second one of
the mobile devices:

the first one of the mobile devices displaying a first

sequence ol 1mages that are received by the second one
of the mobile devices;
the second one of the mobile devices displaying a second
sequence of images that are received by the first one of
the mobile devices, wherein the first and second
sequences of 1mages establish contact between the
mobile devices;
retrying to establish contact between the mobile devices 1n
response to at least one of: the second one of the mobile
devices not decoding the first sequence of 1images and
the first one of the mobile devices not decoding the
second sequence of 1mages;
the mobile devices exchanging 1images to determine mutu-
ally available data transmission techniques following
establishing contact between the mobile devices;

choosing one of the mutually available data transmission
techniques;
the mobile devices exchanging images to pair the mobile
devices 1n response to the mobile devices not being
previously authenticated to use the one of the mutually
available transmission techmques that 1s chosen; and

transferring data between the mobile devices using the one
of the mutually available transmission techniques that 1s
chosen.

2. A method, according to claim 1, wherein the one of the
mutually available transmission techniques that 1s chosen 1s
one of: Bluetooth and Wi-Fi.

3. A method, according to claim 2, wherein the mobile
devices exchanging images to pair the mobile devices
includes providing images corresponding to numbers used 1n
connection with a Secure Sumple Pairing mechanism.

4. A method, according to claim 1, wherein the one of the
mutually available transmission techniques that 1s chosen 1s
exchanging and interpreting images encoded with data for
transmission.
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5. A method, according to claim 1, wherein, in response to
the mobile devices not being able to be authenticated to use
the one of the mutually available transmission techniques that
1s chosen, choosing a different one of the mutually available
transmission techniques.
6. A method, according to claim 1, wherein arranging a first
one of the mobile devices to display a sequence of images that
are recerved by a second one of the mobile devices 1includes
placing the mobile devices face to face and wherein the
mobile devices have front facing cameras that recerve images
displayed on an opposing one of the devices.
7. A method, according to claim 1, wherein the sequences
of 1images are made aesthetically attractive.
8. A method, according to claim 7, wherein aesthetic attrac-
tiveness of the sequences of images 1s enhanced by decorating
the light signals with at least one of: color and animation.
9. A method, according to claim 8, wherein the sequences
of images include at least one video clip.
10. A method, according to claim 1, wherein a user chooses
a specific set of 1mage sequences from a library of sets of
1mages.
11. A method, according to claim 1, wherein the system
captures and processes 1mages of a place where data trans-
mission 1s performed and chooses a corresponding set of
image sequences from a library of sets of 1mages.
12. Computer software, provided 1n a non-transitory com-
puter-readable medium, that establishes a connection
between mobile devices, the software comprising;:
executable code that causes a first one of the mobile devices
to display a first sequence of images that are received by
a second one of the mobile devices;

executable code that causes a second one of the mobile
devices to display a second sequence of images that are
received by the first one of the mobile devices, wherein
the first and second sequences of 1mages establish con-
tact between the mobile devices:
executable code that retries to establish contact between
the mobile devices 1n response to at least one of: the
second one of the mobile devices not decoding the first
sequence of images and the first one of the mobile
devices not decoding the second sequence of 1mages;

executable code that causes the mobile devices to exchange
images to determine mutually available data transmis-
ston techniques following establishing contact between
the mobile devices:

executable code that facilitates choosing one of the mutu-

ally available data transmaission techniques;

executable code that causes the mobile devices to exchange

images to pair the mobile devices 1n response to the
mobile devices not being previously authenticated to use
the one of the mutually available transmission tech-
niques that 1s chosen; and

executable code that transfers data between the mobile

devices using the one of the mutually available transmis-
s1on techniques that 1s chosen.

13. Computer software, according to claim 12, wherein the
one of the mutually available transmission techniques that 1s
chosen 1s one of: Bluetooth and Wi-Fi.

14. Computer software, according to claim 13, wherein the
mobile devices exchanging images to pair the mobile devices
includes providing images corresponding to numbers used 1n
connection with a Secure Sumple Pairing mechanism.

15. Computer software, according to claim 12, wherein the
one of the mutually available transmission techniques that 1s
chosen 1s exchanging and interpreting images encoded with
data for transmission.




US 8,676,123 Bl

29

16. Computer software, according to claim 12, wherein, 1n
response to the mobile devices not being able to be authenti-
cated to use the one of the mutually available transmission
techniques that 1s chosen, a different one of the mutually
available transmission techniques 1s chosen.

17. Computer soitware, according to claim 12, wherein the
sequences ol 1mages are made aesthetically attractive.

18. Computer soitware, according to claim 17, wherein
aesthetic attractiveness of the sequences of i1mages 1is
enhanced by decorating the light signals with at least one of:
color and animation.

19. Computer software, according to claim 18, wherein the
sequences of 1mages include at least one video clip.

20. Computer software, according to claim 12, wherein the
system captures and processes 1mages of a place where data
transmission 1s performed and chooses a corresponding set of
image sequences from a library of sets of 1mages.
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