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1

SYSTEM AND METHOD FOR MANAGING
DATA AND POLICIES

TECHNICAL FIELD OF THE INVENTION

The present ivention relates to computer networks and,
more particularly, to a system and a method for managing,
data and policies.

BACKGROUND OF THE INVENTION

Computer networks have become indispensable tools for
modern business. Enterprises can use networks for commu-
nications and, further, can store data 1n various forms and at
various locations. Critical information frequently propagates
over a network of a business enterprise. Modern enterprises
employ numerous tools to control the dissemination of such
information and many of these tools attempt to keep outsid-
ers, 1mtruders, and unauthorized personnel from accessing
valuable or sensitive information. Commonly, these tools can
include firewalls, intrusion detection systems, and packet
sniffer devices.

The ability to offer a system or a protocol that offers an
elfective data management system, capable of securing and
controlling the movement of important information, provides

a significant challenge to security professionals, component
manufacturers, service providers, and system administrators

alike.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention 1s illustrated by way of example, and
not by way of limitation, in the figures of the accompanying,
drawings in which like reference numerals refer to similar
clements and 1n which:

FIG. 1 1s a block diagram illustrating a computer network
connected to the Internet:;

FI1G. 2 1s a block diagram illustrating one configuration of
a capture system according to one embodiment of the present
imnvention;

FIG. 3 1s a block diagram 1llustrating the capture system
according to one embodiment of the present invention;

FIG. 4 1s a block diagram illustrating an object assembly
module according to one embodiment of the present mven-
tion;

FIG. 5 1s a block diagram 1llustrating an object store mod-
ule according to one embodiment of the present invention;

FIG. 6 1s a block diagram 1llustrating an example hardware
architecture for a capture system according to one embodi-
ment of the present invention;

FI1G. 7A 1llustrates one embodiment of presenting a moni-
toring view;

FIG. 7B illustrates one embodiment of presenting a content
breakdown of the file types that have been captured for inci-
dents that have been grouped;

FIG. 7C 1illustrates one embodiment of a filtering section
with multiple filtering entry fields;

FIG. 8 A 1llustrates one embodiment of a basic search view;

FI1G. 8B 1llustrates one embodiment of the presentation of
an advanced searching view;

FI1G. 8C 1llustrates one embodiment of the presentation of
a search list view:

FI1G. 9 A illustrates one embodiment of a case management
View:

FIG. 9B illustrates one embodiment of a new case view
displayed after initiating a trigger to create a new case;
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FIG. 9C illustrates one embodiment of an exported cases
VIew:

FIG. 10A illustrates one embodiment of the presentation of
a policies view;

FIG. 10B illustrates one embodiment of a display that 1s
presented after mitiating a trigger for adding a new policy;

FIG. 10C 1illustrates one embodiment of a display that 1s
presented after initiating a trigger for editing a policy;

FIG. 10D 1llustrates one embodiment of a display that 1s
presented alter initiating a trigger for viewing and editing a
rule;

FIG. 10E illustrates one embodiment of the templates view.

FIG. 10F 1illustrates one embodiment of a display that 1s
presented after initiating a trigger for creating a new template;

FIG. 10G 1llustrates one embodiment of a display that 1s
presented after mitiating a trigger for editing a template;

FIG. 10H 1illustrates one embodiment of an actions rule
view:

FIG. 101 illustrates one embodiment of a display that 1s
presented after initiating a trigger for creating a new action
rule;

FIG. 1017 illustrates one embodiment of a concepts view;

FIG. 10K 1llustrates one embodiment of a display that 1s
presented after initiating a trigger for creating a new concept;

FIG. 11A illustrates one embodiment of a system monitor
View:

FIG. 11B 1llustrates one embodiment of a display for dis-
playing alerts;

FIG. 11C illustrates one embodiment of a system admin-
1stration view;

FIG. 11D illustrates one embodiment displaying a capture
filters views;

FIG. 11E illustrates one embodiment of a user administra-
tion view:

FIGS. 12A-C 1illustrate an embodiment of a discover view;
and

FIG. 13 1llustrates one embodiment of a system configu-
ration.

DETAILED DESCRIPTION OF EXAMPL.
EMBODIMENTS

L1l

Although the present system will be discussed with refer-
ence to various illustrated examples, these examples should
not be read to limit the broader spirit and scope of the present
invention. Some portions of the detailed description that fol-
lows are presented 1n terms of algorithms and symbolic rep-
resentations of operations on data within a computer memory.
These algorithmic descriptions and representations are the
means used by those skilled 1n the computer science arts to
most eflectively convey the substance of their work to others
skilled 1n the art. An algorithm 1s here, and generally, con-
ceived to be a self-consistent sequence of steps leading to a
desired result. The steps are those requiring physical manipu-
lations of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical or magnetic signals
capable of being stored, transierred, combined, compared
and otherwise manipulated.

It has proven convenient at times, principally for reasons of
common usage, to refer to these signals as bits, values, ele-
ments, symbols, characters, terms, numbers, or the like. It
should be borne 1n mind, however, that all of these and similar
terms are to be associated with the appropriate physical quan-
tities and are merely convenient labels applied to these quan-
tities. Unless specifically stated otherwise, 1t will be appreci-
ated that throughout the description of the present invention,

use of terms such as “processing’”’, calculat-
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computing’”’,
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ing”, “determining”’, “displaying™ or the like, refer to the
action and processes of a computer system, or similar elec-
tronic computing device, that manipulates and transforms
data represented as physical (electronic) quantities within the
computer system’s registers and memories into other data
similarly represented as physical quantities within the com-
puter system memories or registers or other such information
storage, transmission or display devices.

As indicated above, one embodiment of the present inven-
tion 1s 1nstantiated 1n computer software, that 1s, computer
readable 1nstructions, which, when executed by one or more
computer processors/systems, instruct the processors/sys-
tems to perform the designated actions. Such computer soft-
ware may be resident in one or more computer readable
media, such as hard drives, CD-ROMs, DVD-ROMs, read-
only memory, read-write memory and so on. Such software
may be distributed on one or more of these media, or may be
made available for download across one or more computer
networks (e.g., the Internet). Regardless of the format, the
computer programming, rendering and processing tech-
niques discussed herein are simply examples of the types of
programming, rendering and processing techniques that may
be used to implement aspects of the present invention. These
examples should in no way limit the present invention, which
1s best understood with reference to the claims that follow this
description.

FIG. 1 illustrates a sitmple prior art configuration of a local
area network (LAN) 10 connected to an Internet 12. Con-
nected to the LAN 10 are various components, such as servers
14, clients 16, and a switch 18. Numerous other known net-
working components and computing devices can be con-
nected to LAN 10. LAN 10 can be implemented using various
wircline or wireless technologies, such as Fthernet and
802.11B. LAN 10 1s connected to Internet 12 via a router 20.
Router 20 can be used to implement a firewall, which can be
used to give users of LAN 10 secure access to Internet 12, as
well as to separate a company’s public Web server (can be one
of servers 14) from 1ts internal network, 1.e., LAN 10. In one
embodiment, any data leaving the LAN 10 towards the Inter-
net 12 passes through router 20. However, router 20 merely
forwards packets to Internet 12. Router 20 cannot capture,
analyse, and searchably store the content contained in the
torwarded packets.

One embodiment of the present invention 1s now 1llustrated
with reference to FIG. 2. FIG. 2 shows a simplified configu-
ration of connecting LAN 10 to Internet 12 via router 20.
However, in FIG. 2, router 20 1s also connected to a capture
system 22. In one embodiment, router 20 splits the outgoing
data stream and forwards one copy to Internet 12 and the other
copy to capture system 22.

There are wvarious other possible configurations. For
example, router 20 can also forward a copy of all incoming
data to capture system 22 as well. Furthermore, capture sys-
tem 22 can be configured sequentially 1n front of, or behind
router 20, however this makes capture system 22 a critical
component 1n connecting to Internet 12. In systems where
router 20 1s not used, the capture system can be interposed
directly between LAN 10 and Internet 12. In one embodi-
ment, capture system 22 has a user interface accessible from
a LAN-attached device, such as one of clients 16.

In one embodiment, capture system 22 intercepts all data
leaving the network. In other embodiments, the capture sys-
tem can also itercept all data being communicated 1nside the
network. In one embodiment, capture system 22 reconstructs
the documents leaving the network and stores them in a
searchable fashion. Capture system 22 can then be used to
search and sort through all documents that have left the net-
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work. There are many reasons such documents may be of
interest, including network security reasons, intellectual
property concerns, corporate governance regulations, and
other corporate policy concerns.

One embodiment of the present invention 1s now described
with reference to FIG. 3. FIG. 3 shows one embodiment of
capture system 22 in more detail. Capture system 22 includes
a network interface module 24 to receive data from the net-
work or router 20. In one embodiment, network intertace
module 24 1s implemented using one or more network inter-
tace cards (NIC), e.g., Ethernet cards. In one embodiment,
router 20 delivers data (leaving the network) to network inter-
face module 24. The captured raw data 1s then passed to a
packet capture module 26. In one embodiment, packet cap-
ture module 26 extracts data packets from the data stream
received from network interface module 24. In one embodi-
ment, packet capture module 26 reconstructs Ethernet pack-
cts from multiple sources to multiple destinations for the raw
data stream. In one embodiment, the packets are then pro-
vided to an object assembly module 28. Object assembly
module 28 reconstructs the objects being transmitted by the
packets. For example, when a document 1s transmitted, e.g. as
an email attachment, 1t 1s broken down 1nto packets according
to various data transfer protocols such as Transmission Con-
trol Protocol/Internet Protocol (TCP/IP) and Ethernet. Object
assembly module 28 can reconstruct the document from the
captured packets. FIG. 3 also depicts an object store module
32, which can be coupled to a user interface 34.

One embodiment of object assembly module 28 1s now
described 1n more detail with reference to FIG. 4. When
packets first enter the object assembly module, they are first
provided to a reassembler 36. In one embodiment, reassem-
bler 36 groups (e.g., assembles) the packets into unique flows.
For example, a tlow can be defined as packets with 1dentical
Source IP and Destination IP addresses as well as identical
TCP Source and Destination Ports. That 1s, reassembler 36
can organize a packet stream by sender and recipient.

In one embodiment, reassembler 36 begins a new tlow
upon the observation of a starting packet defined by the data
transier protocol. For a TCP/IP embodiment, the starting
packet 1s generally referred to as the “SYN” packet. The flow
can terminate upon observation of a finishing packet, e.g., a
“Reset” or “FIN” packet in TCP/IP. If 1t 1s observed that
reassembler 36 1s finishing within some time constraint, 1t can
terminate the flow via a timeout mechanism. In an embodi-
ment using the TPC protocol, a TCP tlow contains an ordered
sequence ol packets that can be assembled 1nto a contiguous
data stream by reassembler 36. Thus, 1n one embodiment, a
flow 1s an ordered data stream of a single communication
between a source and a destination.

The flow assembled by reassembler 36 can then be pro-
vided to a protocol demultiplexer (demux) 38. In one embodi-
ment, protocol demux 38 sorts assembled flows using the
TCP Ports. This can include performing a speculative classi-
fication of the flow contents based on the association of well-
known port numbers with specified protocols. For example,
Web Hyper Text Transfer Protocol (HTTP) packets—i.e.,
Web tratlic—are typically associated with port 80, File Trans-
ter Protocol (F'TP) packets with port 20, Kerberos authenti-
cation packets with port 88, and so on. Thus, 1n one embodi-
ment, protocol demux 38 separates all the different protocols
in one flow.

In one embodiment, a protocol classifier 40 also sorts the
flows 1n addition to protocol demux 38. In one embodiment,
protocol classifier 40 (operating in either parallel or n
sequence with protocol demux 38) can apply signature filters
to the flows to attempt to 1dentily the protocol based solely on
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the transported data. Furthermore, protocol demux 38 can
make a classification decision based on port number, which 1s
subsequently overridden by protocol classifier 40. For
example, 1if an mdividual or program attempted to masquer-
ade an 1llicit communication (such as file sharing) using an
apparently benign port such as port 80 (commonly used for
HTTP Web browsing), protocol classifier 40 would use pro-
tocol signatures, e.g., the characteristic data sequences of
defined protocols, to verity the speculative classification per-
formed by protocol demux 38.

In one embodiment, object assembly module 28 outputs
cach flow organized by protocol, which represent the under-
lying objects. Referring again to FIG. 3, these objects can
then be handed over to object classification module 30 (some-
times also referred to as the “content classifier”) for classifi-
cation based on content. A classified tlow may still contain
multiple content objects depending on the protocol used. For
example, protocols such as HT'TP (Internet Web Surfing) may
contain over 100 objects of any number of content types 1n a
single tlow. To deconstruct the flow, each object contained 1n
the flow 1s individually extracted, and decoded, 11 necessary,
by object classification module 30.

Object classification module 30 uses the inherent proper-
ties and signatures of various documents to determine the
content type of each object. For example, a Word document
has a signature that 1s distinct from a PowerPoint document,
or an Email document. Object classification module 30 can
extract out each individual object and sort them out by such
content types. Such classification renders the present imnven-
tion immune from cases where a malicious user has altered a
file extension or other property 1n an attempt to avoid detec-
tion of 1llicit activity.

In one embodiment, object classification module 30 deter-
mines whether each object should be stored or discarded. In
one embodiment, this determination 1s based on a various
capture rules. For example, a capture rule can indicate that
Web Trailic should be discarded. Another capture rule can
indicate that all PowerPoint documents should be stored,
except for ones originating from the CEQO’s IP address. Such
capture rules can be implemented as regular expressions, or
by other similar means.

In one embodiment, the capture rules are authored by users
of capture system 22. Capture system 22 1s made accessible to
any network-connected machine through network interface
module 24 and user interface 34. In one embodiment, user
interface 34 1s a graphical user interface providing the user
with friendly access to the various features of capture system
22. For example, user interface 34 can provide a capture rule
authoring tool that allows users to write and implement any
capture rule desired, which are then applied by object classi-
fication module 30 when determining whether each object
should be stored. User interface 34 can also provide pre-
configured capture rules that the user can select from along
with an explanation of the operation of such standard
included capture rules. In one embodiment, the default cap-
ture rule implemented by object classification module 30
captures all objects leaving the network 10. If the capture of
an object 1s mandated by the capture rules, object classifica-
tion module 30 can also determine where 1n object store
module 32 the captured object should be stored.

In alternative embodiments, instead of being implemented
in conjunction with (or included withun) a router, capture
system 22 may be included as part of other network appli-
ances such as switches, gateways, bridges, loadbalancers,
servers, or any other suitable device, component, element, or
object operable to exchange information 1n a network envi-
ronment. Moreover, these network appliances and/or capture
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systems may include any suitable hardware, software, com-
ponents, modules, interfaces, or objects that facilitate the
operations thereof. This may be inclusive of appropriate algo-
rithms and communication protocols that facilitate the data
mining and policy management operations detailed herein.

One or more tables may be included in these network
appliances (or within capture system 22). In other embodi-
ments, these tables may be provided externally to these ele-
ments, or consolidated 1n any suitable fashion. The tables are
memory elements for storing information to be referenced by
their corresponding network appliances. As used herein in
this document, the term ‘table’ 1s inclusive of any suitable
database or storage medium (provided in any appropriate
format) that 1s capable of maintaining information pertinent
to the operations detailed herein in this Specification. For
example, the tables may store information i1n an electronic
register, diagram, record, index, list, or queue. Alternatively,
the tables may keep such information 1n any suitable random
access memory (RAM), read only memory (ROM), erasable
programmable ROM (EPROM), ceclectronically erasable
PROM (EEPROM), application specific integrated circuit
(ASIC), software, hardware, or in any other suitable compo-
nent, device, element, or object where appropriate and based
on particular needs.

With reference to FIG. 3, in one embodiment, the objects
are stored 1n a content store 44 memory block. Within content
store 44 are files 46 divided by content type. Thus, for
example, 11 the object classification module determines that
an object 1s a Word document that should be stored, it can
store 1t 1in the file reserved for Word documents. In one
embodiment, object store module 32 1s integrally included 1n
capture system 22. In other embodiments, the object store
module can be external (entirely or in part) using, for
example, some network storage technique such as network-
attached storage (NAS) and storage area network (SAN).

In one embodiment, the content store 1s a canonical storage
location, simply a place to deposit the captured objects. The
indexing of the objects stored in content store 44 1s accom-
plished using a tag database 42. In one embodiment, tag
database 42 1s a database data structure in which each record
1s a “tag” that indexes an object in content store 44 and
contains relevant information about the stored object. An
example of a tag record 1n tag database 42 that indexes an
object stored 1n content store 44 1s set forth in Table 1:

TABLE 1
Field Name Definition (Relevant Information)
MAC Address NIC MAC address
Source IP Source IP address of object

Destination IP address of object
Source port number of object
Destination port number of the object

Destination IP
Source Port
Destination Port

Protocol Protocol that carried the object
Instance Canonical count identifying object
within a protocol capable of carrying multiple
data within a single TCP/IP connection
Content Content type of the object
Encoding Encoding used by the protocol carrying object
Size Size of object
Timestamp Time that the object was captured
Owner User requesting the capture of object (possibly rule
author)
Configuration Capture rule directing the capture of object
Signature Hash signature of object
Tag Signature Hash signature of all preceding tag fields
Attribute One or more attributes related to the object

There are various other possible tag fields, and some
embodiments can omit numerous tag fields listed in Table 1.
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In other embodiments, the tag database 42 need not be imple-
mented as a database, and a tag need not be a record. Any data
structure capable of indexing an object by storing relational
data over the object can be used as a tag data structure.
Furthermore, the word “tag” 1s merely descriptive, other
names such as “index” or “relational data store,” would be
equally descriptive, as would any other designation performs-
ing similar functionality.

The mapping of tags to objects can, 1n one embodiment, be
obtained by using unique combinations of tag fields to con-
struct an object’s name. For example, one such possible com-
bination 1s an ordered list of the Source IP, Destination IP,
Source Port, Destination Port, Instance, and Timestamp.
Many other such combinations including both shorter and
longer names are possible. In another embodiment, the tag
can contain a pointer to the storage location where the
indexed object 1s stored.

The tag fields shown 1n Table 1 can be expressed more
generally, to emphasize the underlying information indicated
by the tag fields 1n various embodiments. Some of these
possible generic tag fields are set forth 1n Table 2:

TABLE 2
Field Name Definition
Device Identity Identifier of capture device
Source Address Origination Address of object
Destination Address Destination Address of object

Source Port
Destination Port

Origination Port of object
Destination Port of the object

Protocol Protocol that carried the object
Instance Canonical count identifying object

within a protocol capable of carrying

multiple data within a single connection
Content Content type of the object
Encoding Encoding used by the protocol carrying object
Size S1ze of object
Timestamp Time that the object was captured
Owner User requesting the capture of object (rule author)
Configuration Capture rule directing the capture of object
Signature Signature of object
Tag Signature Signature of all preceding tag fields
Attribute One or more attributes related to the object

For many of the above tag fields i Tables 1 and 2, the
definition adequately describes the relational data contained
by each field. For the content field, the types of content that
the object can be labeled as are numerous. Some example
choices for content types (as determined, in one embodiment,
by the object classification module 30) are JPEG, GIF, BMP,
TIFF, PNG (for objects containing images in these various
formats); Skintone (for objects contaiming 1images exposing
human skin); PDF, MSWord, Excel, PowerPoint, MSOffice
(for objects 1n these popular application formats); HTML,
WebMail, SMTP, FTP (for objects captured in these trans-
mission formats); Telnet, Rlogin, Chat (for communication
conducted using these methods); GZIP, ZIP, TAR (for
archives or collections of other objects); C++ Source, C
Source, FORTRAN Source, Verilog Source (for source or
design code authored in these high-level programming lan-
guages); C Shell, K Shell, Bash Shell (for shell program
scripts); Plaintext (for otherwise unclassified textual objects);
Crypto (for objects that have been encrypted or that contain
cryptographic  elements); Binary Unknown, ASCII
Unknown, and Unknown (as catchall categories).

The signature contained 1n the Signature and Tag Signature
fields can be any digest or hash over the object, or some
portion thereof. In one embodiment, a well-known hash, such
as MD35 or SHA1 can be used. In one embodiment, the sig-
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nature 1s a digital cryptographic signature. In one embodi-
ment, a digital cryptographic signature 1s a hash signature that
1s signed with the private key of capture system 22. Capture
system 22 knows 1ts own private key, thus, the integrity of the
stored object can be verified by comparing a hash of the stored
object to the signature decrypted with the public key of cap-
ture system 22, the private and public keys being a public key
cryptosystem key pair. Thus, 11 a stored object 1s modified
from when 1t was originally captured, the modification will
cause the comparison to fail.

Similarly, the signature over the tag stored 1n the Tag Sig-
nature field can also be a digital cryptographic signature. In
such an embodiment, the integrity of the tag can also be
verified. In one embodiment, verification of the object using
the signature, and the tag using the tag signature 1s performed
whenever an object 1s presented, e.g., displayed to a user. In
one embodiment, 11 the object or the tag 1s found to have been
compromised, an alarm 1s generated to alert the user that the
object displayed may not be 1dentical to the object originally
captured.

In one embodiment, the attributes are completely user-
configurable. A user interface provides an attribute editor that
allows a user to define attributes by creating an attribute and
associating a group of one or more regular expressions with
the created attribute. The capture device may come precon-
figured with a list of common or popular attributes that may
be tailored specifically to the industry into which the capture
device 1s sold.

In one embodiment, a capture device may create new
attributes automatically. For example, a capture device may
observe that a certain regular expression 1s being searched
with some threshold frequency (generally set to be above
normal). The capture device creates an attribute to be associ-
ated with this regular expression and begins tagging the newly
defined attribute when capturing new objects. In another
embodiment, a capture device may suggest that a new
attribute be created when a regular expression 1s searched
frequently. In yet another embodiment, a capture device may
suggest that an attribute be deleted 11 infrequently used to
make room for another more useful attribute. In terms of the
query generation, example embodiments of the present inven-
tion allow objects and/or their associated metadata to be
searchable upon request. For example, emails, documents,
images, etc. may be processed by a capture system and
searched.

In several embodiments, capture system 22 has been
described above as a stand-alone device. However, the cap-
ture system of the present invention can be implemented on
any appliance capable of capturing and analyzing data from a
network. For example, capture system 22 described above
could be implemented on one or more of servers 14 or clients
16 shown 1n FIG. 1. Capture system 22 can interface with the
network 1n any number of ways, including wirelessly. In one
embodiment, capture system 22 1s an appliance constructed
using commonly available computing equipment and storage
systems capable of supporting the software requirements.

In one embodiment, 1llustrated by FIG. 6, the hardware
consists of a capture entity 46, a processing complex 48 made
up of one or more processors, a memory complex 50 made up
of one or more memory elements such as RAM and ROM,
and a storage complex 52, such as a set of one or more hard
drives or other digital or analog storage means. In another
embodiment, storage complex 52 1s external to capture sys-
tem 22, as explained above. In one embodiment, the memory
complex stored soiftware consisting of an operating system
for capture system device 22, a capture program, and classi-
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fication program, a database, a filestore, an analysis engine
and a graphical user intertace.

FIGS. 7A-12C illustrate several embodiments of a system
configuration comprised of a host device and multiple client
devices. The graphical user interface discussed allows a host
user to centrally manage all client devices. At the same time,
it allows for a betfore, during, and after approach to informa-
tion protection. The graphical user interface can be part of any
suitable network appliance. The appliances are capable of
intelligently capturing, classitying and processing all infor-
mation, regardless of protocol or object type, on a network.
They are high speed, non-intrusive, passive security appli-
ances that can collect, classily, analyze, and store network
data.

In example embodiments, the GUI presented provides for
management capabilities for the following features: monitor
(providing real-time scanming and analysis of all network
traflic, regardless of content type, protocol or port), capture
(storing events related to critical content 1 an indexed,
searchable database, enabling after the fact investigation and
improved security), control (defining policies that filter net-
work data, assigning roles to orgamzation stakeholders, pro-
viding case management and unified reporting tools to estab-
lish workiflow processes for remediation of security
violations), discover (scanning data repositories to identify
and fingerprint sensitive information to ensure protection of
data at rest), and prevent (alerting, as well as blocking and
filtering techniques 1n coordination with rules and policies to
control information that 1s traversing or begin stored on the
network).

In one embodiment, the host takes over tasks like custom-
1zing policies and assigning privileges to users while the
client devices focus on core tasks, such as capturing and
analyzing network data. It also expands the client devices’
reporting capabilities to create an enterprise-wide case man-
agement structure. Management may 1nclude, for example,
finding incidents and violations, mvestigating anomalies, pre-
paring reports, building cases, and setting up mechanisms to
help protect business operations. FIGS. 7TA-12C and their
corresponding descriptions below further demonstrate these
management capabilities. As used herein 1n this Specifica-
tion, the term ‘incident” encompasses any item that could
potentially be detected, discovered, flagged, or otherwise
identified by the capture system. Such i1dentification could be
part of a rule and/or attribute configuration, or it could be part
of a policy defined (or provided as a default) by the architec-
ture. This could mvolve sensitive information (e.g., social
security numbers, important business data), or 1t could
involve more pedestrian communications and documents
(e.g., random work product, e-mails, pictures, video data,
etc.). All such information (i.e., data segments) propagating
over the network 1s capable of being associated with an 1nci-
dent.

The GUI discussed hereinafter presents the necessary
interfaces/views to accomplish the functions described
above. (Views and interfaces are used interchangeably to
describe a graphical interface that 1s presented and displayed
to the user). In the embodiments shown 1n multiple FIGURES
hereinafter, a tabbed section 1s illustrated to break up these
functionalities into different views, and discussed accord-
ingly in their descriptions. It should be noted that one tab may
be associated with multiple views, which are presented 1ni-
tially, “popped-up,” linked to, etc. These views may be com-
bined and/or further separated while achieving the same pur-
pose and functionality, and thus not compromising the
underlying principles of the mnvention. It should also be noted
that the tabs themselves may be combined and/or separated
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while still achieving the same purpose and fTunctionality.
Moreover, the functionality of the tabs may be implemented
in other ways such as by links, buttons, menu options, scroll-
ing pages, etc. It should be appreciated that while these
aspects are 1llustrated a specific way for example purposes 1n
the figures, deviations from these do not compromise the
underlying principles of the invention.

FIG. 7A 1llustrates one example embodiment of the pre-
sentation of a graphical user interface including various views
indicated by tabbed section with six tabs: monitor tab 700,
capture tab 800, case tab 900, policies tab 1000, system tab
1100, and discover tab 1200. The embodiment shown 1n FIG.
7A presents a monitoring view 720 associated with monitor
tab 700. This interface 1s used to provide real-time scanning
and analysis of all network tratfic. Monitoring view 720 dis-
plays incidents and allows the incidents to be grouped, {il-
tered by group and time, and/or viewed 1n different ways.
These grouping selections are termed ‘group options’ as used
herein 1n this Specification and, further, include anything that
could offer a commonality or characteristic associated with a
piece of data. Various management actions may be performed
from this interface. The example embodiment shown 1n FIG.
7A 1ncludes a viewing section 701 that displays incidents
702, a filtering section 703, a grouping section 704, and
various triggers 705 for performing various related actions.

For example, the user may wish to filter incidents to a
specified group or time, and then only those resulting inci-
dents can be displayed in the viewing section. Various
attributes 706 are illustrated 1n columns for each incident 1n
the viewing section. Attributes 706 may include, for example,
any of the tags associated with the captured object (e.g.,
content, source, destination, protocol, timestamp, etc.), a sta-
tus of an incident, a priority of an incident, or any other
identifying information associated with the incident. The user
may customize which attributes he wishes to display. This
customization 1s applicable to attributes displayed 1n other
views discussed hereinafter.

In this non-limiting example of FIG. 7A, an example 1nci-
dent has been identified. The incident includes a section for
details (relating to the size of the file [2 MB] and 1dentifying
the message as encrypted], source [which 1n this example
includes an IP address o1 210.170.2.45], destination [which
includes the IP address 206.247.3.87], protocol [XML],
timestamp [Jul. 25, 2008], and status [quarantined].

The embodiment shown 1n FIG. 7A 1ncludes the display of
a details trigger, which presents a view with more detailed
information about a specific incident. It should be understood
that many types of trigger may be implemented (e.g., button,
tab, hyperlink, icon, filename, pull down menu, etc.) without
compromising the underlying principles of the invention.
Moreover, it should be understood that the trigger locations
may vary and/or be located in multiple locations without
compromising the underlying principles of the invention.
Likewise, 1t should be understood that a view that displays a
trigger to 1mitiate a specific iterface could be implemented
with the interface itself displayed in the view (instead of the
trigger), without compromising the underlying principles of
the mvention.

Additional triggers not shown in FI1G. 7A but which may be
displayed are: 1) a “match’ trigger, which presents a view for
informing the user what text was flagged by the capture
engine; 2) an “incident” trigger, which presents a view for
informing the user why the incident was reported; 3) a “con-
cepts” trigger, which presents a view for informing a user if a
concept was used to flag an incident; 4) a “case” trigger,
which presents a view informing the user whether or not a
case was liled on the icident, and if so, gives all of the
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relevant information about the case; 6) a “history” trigger,
which presents a view for informing the user of historical
information regarding the incident, such as who looked at the
incident and what actions they took when viewing it; and 7) an
“object” trigger, which opens the object 1 1ts appropriate
application.

In the example embodiment shown in FIG. 7A, actions
menu 709 presents a menu of triggers for performing different
actions. Example triggers include, but are not limited to,
modilying a status, modifying a reviewer, modilying a reso-
lution, moditying a severity, modifying comments, selecting
all results, deleting selections, assigning an incident to a case.
New cases can be created for investigating selected incidents.
Cases are discussed 1n further detail 1n the discussion for case

tab 900.

In the embodiment shown 1n FIG. 7A, “group details™
trigger 712 1s displayed and triggers further grouping possi-
bilities with the resulting incidents displayed 1n the viewing,
section 701 from the groupings already selected. Grouping
section 704 displayed 1n FIG. 7A provides an interface for the
user to group 1incidents. Groupings may include, for example,
content, destination IP, destination location, destination port,
filename, host IP, host name, policy, protocol, reviewer, rule,
sender, severity, source 1P, source location, source port, sta-
tus, user 1D, user city, user company, user country, user
department, user groups, user email, user manager, user
name, user title, and user zipcode.

When a specific grouping i1s selected, the icidents are
presented according to that specific grouping. For example, as
illustrated in FIG. 7B, when entry field 710 1s selected to be
content, a content breakdown 711 1s displayed and presents a
breakdown of the file types that have been captured in the
current results. A file type can then be selected and the cor-
responding resulting incidents displayed 1n viewing section
701.

Filtering section 703 displayed in FIG. 7A allows entry of
parameters for filtering incidents by group and/or time. Entry
fields, as discussed herein, may be an entry field for the user
to type 1n, a pull down menu for the user to select from, a pop
up menu with boxes to check off, or any other type of field that
allows a user to define parameters. Groupings and filtering
groups lfor incidents may include, but are not limited to:
action, comments, content, destination IP, destination loca-
tion, destination port, filename, host IP, host name, incident
ID, match count, number of cases, number of children, policy
(e.g., indicating specific policies that have been violated,
which could be used with sender to mvestigate policy viola-
tions of a specific user), protocol (e.g., posts to message
boards may be monitored using a protocol filter=http_Post;
along with content equals <bad word>), recipients, reviewer,
rule, sender, severity (e.g., critical violation, minor violation,
etc.), signature, size, source IP, source location, source port,
subject, status, user ID, user city, user company, user country,
user department, user groups, user email, user manager, user
name, user title, and user zipcode.

Time periods may 1nclude, but are not limited to: anytime,
previous 24 hours, previous 30 minutes, this week, previous
week, this month, previous month, whole year, and custom
dates. Upon filtering, the resulting incidents will be displayed
in viewing section 701. Multiple filters may be performed
simultaneous or sequentially, with the subsequent filter being
performed on the resulting incidents from a previous filtering.
Furthermore, filtering by group or time may occur alone or 1n
conjunction with groupings in grouping section 704. In one
embodiment, viewing section 701 displays highlights that
provide a snapshot of the actual violation that was flagged for
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the incident. For example, a highlight may indicate that a
social security number was the reason for the violation or
flagging.

Trigger 714 triggers the display of additional filtering entry
fields to further filter the resulting incidents by group or time.
FIG. 7C illustrates one embodiment of filtering section 703
with multiple filtering entry fields present. As 1llustrated, only
incidents meeting the filtering parameters will be displayed 1n
viewing section 701 (1.e., only incidents that occurred within
the last 24 hours; have a destination IP of yahoo.com; and that
are associated with captured objects of the Excel file type).
Operator fields may be included to assist in entering param-
cters for filtering, as illustrated 1n FIG. 7C by an operator
field.

Returning to viewing section 701, information relating to
the incidents may be displayed 1in different views. The inci-
dent information may be presented 1n a view that displays the
incidents and their attributes (as shown in viewing section 701
in FI1G. 7A); or 1n a view that provides quick statistical over-
views based on grouping and filtering choices; or a in a view
that presents 1ncidents 1 quick summary formats such as
charts and tables (e.g., charts representing incidents by sever-
ity versus status, incidents by policy over time; tables repre-
senting 1ncident-view, policy-sender, rule-sender, policy-
rule, image-rule, etc.). In the embodiment shown 1n FIG. 7A,
these views are initiated by the three triggers 716, 712, 717,
respectively.

Trigger 718 presents different types of views. Examples
default views may 1include, for example, incident-view,
policy-sender, rule-sender, policy-rule, image-rule, etc. In
addition, custom views may be created and saved as reports.
These custom reports may be saved and used to regularly
monitor events that a user considers significant. Another trig-
ger (not shown) may be displayed to schedule or send selected
reports to other users. Trigger 719 shown 1n FI1G. 7A displays
all reports scheduled for the user or that the user has saved. A
default setting 718 1s also provided.

FIG. 8 A 1llustrates one embodiment of a basic search view
813 associated with capture tab 800. Basic search view 813
enables the user to search incidents, the tag database based on
search parameters corresponding to the tag fields, and/or the
content store. Furthermore, the search parameters can also
include other indexed search criteria, such as single dictio-
nary keywords, and non-indexed search critenia, such as word
patterns (1.e., concepts).

Basic search view 813 includes entry fields 802 to enter
parameters ol a search. In the example embodiment shown in
FIG. 8A, searching view 813 includes an entry field for an
mput type (e.g., keywords, protocol, location, IP address,
email from address, email to address, user subject, user 1D,
custom, etc.), an entry field for a user input applicable to the
input type 1 entry field 802, and an entry field for date/time
entry, and an entry field for how many results to display. It
should be understood that operators/Boolean expression may
be applicable for entry into some entry fields as well. The
resulting incidents from the search are displayed 1n a viewing
section 803. Searches may also be saved and/or scheduled. In
one embodiment, viewing section 803 displays highlights
that provide a snapshot of the actual violation that was flagged
for the incident. For example, a highlight may indicate that a
social security number was the reason for the violation or
flagging.

FIG. 8B 1llustrates one embodiment of the presentation of
an advanced searching view 804 associated with capture tab
800. Searching view 804 provides a display for the user to
enter more detailed search parameters (e.g., multiple
searches, various categories, and/or parameter expressions
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based on user-entered values and elements). For example, the
embodiment shown 1 FIG. 8B displays entry fields for
parameters 1 categories 807-811 (content, sender/recipient,
file information, protocol, and date/time, respectively). In the
embodiment shown 1n FIG. 8B, each category implements an
entry field for a desired element, a condition, and user 1nput
value for that element and condition. The elemental choices
depend on the category. For example, content category 807
may include, but 1s not limited to, elements such as keyword,
concept, concept type, and template. Sender/recipient cat-
cegory 808 may include, but 1s not limited to, elements such as
email address, IP location, email subject, location, URL, user
ID, and template. File information category 809 may include,
but 1s not limited to, elements such as file size, MD35, and
template. Protocol category 810 may include, but 1s not lim-
ited to, elements such as protocol, port, and template. Date
time category 811 may include, but 1s not limited to, elements
such as exacttime. A user could select one of the elements and
a corresponding condition (e.g., contains, does not contain,
exact phrase, expression, range, greater than, less than,
betore, etc.) and then enter a specific value to be applied to the
clement and condition. Templates contain a collection of
clements to assist 1n searching. Default templates as well as
user-created templates may be displayed for selection when
the template element 1s selected.

FIG. 8C 1llustrates one embodiment of the presentation of
a search list view 812 associated with capture tab 800. Search
list view 812 displays searches that are and/or that have been
performed along with various attributes of the searches. The
attributes may include, but are not limited to start time,
progress of the search (status), whether the search has been
aborted, the results of a search, and a details trigger similar to
the one described above. Again, a “details” trigger presents a
display of more detailed information about a specific 1nci-
dent, and which may include any of the additional triggers
discussed above. In the example embodiment shown 1n FIG.
8C, viewing section 813 lists searches along with their cor-
responding attributes 1n a column format.

FI1G. 9 A illustrates one embodiment of a case management
view 901 associated with case tab 900. Case management
view 901 displays cases that have been created to investigate
incidents. Case management view 901 enables a user to create
a new case, to export selected cases, and/or to download
cases. Through case management view 901, a user can create
a Iramework of individual responsibility that encourages
other users to cooperate 1n the resolution of a case. For
example, a chuel secunity officer (CSO) [suspecting crucial
information has been leaked by a particular user] can notity
the user’s supervisor, the head of the department, the director
of the business unit, etc. Those managers can add their com-
ments to the case, attach files, change status, ownership, and
priority of the case, export or download it, escalate or reassign
it, all the while sending notification of these actions to others,
such as Human Resources or Legal.

In the example embodiment shown 1n FIG. 9A, case man-
agement view 901 displays existing cases 1n viewing section
902 1n l1st format with attributes 903 for the cases 1n column
headings. Example attributes may include, but are not limited
to Case ID, Status, Priority, Owner, Headline, Submitter,
Timestamp, and Resolution, Notify Submitter, Date last
modified, Keywords, Export, and Details (1.¢., details trig-
ger). Actions menu 903 displays triggers to perform various
actions (e.g., create a new case, export selected cases, down-
load cases, etc.).

FIG. 9B illustrates one embodiment of a new case view 904
displayed after initiating a trigger to create a new case. New
case view 904 displays entry fields 905 to allow case details to
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be entered by the user. Examples of such information include,
but are not limited to, naming and describing the problem,
defining a headline, assigning an owner, selecting a resolution
state, defining the status, indicating an urgency/priority of the
case, adding keywords, adding notes, and notifying the sub-
mitter 11 desired. Creation of cases can be triggered directly
from viewing section 701.

FIG. 9C illustrates one embodiment of an exported cases
view 906 displaying files and their attributes 1n a viewing
section 907. The exported cases view 906 displays cases that
have been exported.

Rules specily data to be found on the network. They scan
network data (including indexed database, content store, and/
or transmitting data) that matches the conditions defined 1n
that rule. There are also rules, referred hereinafter as action
rules, which define some action that will be take 1f a rule
produces a “hit.” Action rules can be applied to different rules,
and examples include, but are not limited to, sending email
notifications using dynamic variables to multiple recipients,
creating log entries 1n a syslog server, delegating responsibil-
ity for the result to a reviewer, assigning a status to the inci-
dent, preventing data loss. Concepts are pattern-matching
tools that use text patterns or regular expressions to identify
collection of related objects. For example, credit cards use a
wide range of different numbering patterns, which may be
collected 1nto a single concept and applied against captured
data. Templates are used, for example, to save keystrokes
when searching or creating rules or capture filters. They con-
tain a collection of elements that would otherwise have to be
typed in repetitively. Standard, pre-created templates may
ex1st and new templates may be created by users. Policies are
sets of rules that search the data stream for specific incidents
and/or violations. Default policies may exist and new policies
may be created by users. Using rules and policies, a user can,
for example, tune the system to perform certain actions when
an incident 1s found, find specific concepts that have been
programmed, or create and use templates to expedite search
Processes.

FIG. 10A illustrates one embodiment of the presentation of
a policies view 1001 associated with the policies tab 1000.
Policies view 1001 displays existing policies along with trig-
gers for displaying views related to managing the policies
(e.g., adding policies, activating/deactivating policies, modi-
tying the owner, deleting policies, moditying devices, etc.).
In the example embodiment shown 1n FIG. 10A, policies view
1001 displays policies and attributes 1 a viewing section
1002. Viewing section 1002 displays any default policies
and/or user-created policies. Attributes 1004 for the policies
are displayed as well. Examples of attributes include, but are
not limited to, the policy name, a description, the policies
state, 1ts owner, its last modified date, and on which device the
policy 1s deployed.

FIG. 10B illustrates one embodiment of a display that 1s
presented after initiating a trigger for adding a new policy.
Entry fields 1030 are displayed for entering details of the
policy. Example details include, but are not limited to, the
policy name, description, owner, state, and devices deployed
on. Any rules applied to the policy may be displayed along
with their attributes. Examples of these attributes include, but
are not limited to, rule name, severity, state, and any action
defined.

FIG. 10C illustrates one embodiment of a display that 1s
presented alter in1tiating a trigger for editing a policy (e.g., the
“Human Resources™ policy 1003 displayed in viewing sec-
tion 1002 of FIG. 10A). The trigger may be 1nitiated from a
variety of ways including, for example, selecting a box 1007
and then choosing the corresponding trigger in an actions




US 8,067,121 B2

15

menu, or by simply clicking on the policy listed 1n viewing
section 1002, or by clicking on the policy and choosing the
appropriate trigger from a displayed menu, etc. In the
embodiment shown 1n FIG. 10C, the corresponding details of
the policy are presented 1n entry fields 1006, which may be
edited by the user. Example details include, but are not limited
to, the policy name, description, owner, state, and devices
deployed on. Any rules applied to the policy may be displayed
along with attributes. Examples of these attributes include,
but are not limited to, rule name, severity, state, and any action
defined. These rules may be viewed and edited by 1nitiating
the appropriate trigger, which may include simply clicking on
the rule.

FIG. 10D 1llustrates one embodiment of a display that 1s
presented alter initiating a trigger for viewing and editing a
rule. Entry fields 1009 display the details of the rule and allow
a user to edit the details. Also shown displayed 1n the embodi-
ment of FIG. 10D are entry fields 1010 for entry of parameters
to define the rule. In the embodiment shown, entry fields 1010
are broken up into different categories 1011. The same dis-
cussion ol categories, elements, conditions, and values
applies here with the entry fields 1010 of FIG. 10D. Upon
initiation, the trigger displays any action rules that have been
defined.

FIG. 10E illustrates one embodiment of a templates view
1013 associated with policies tab 1000. Templates view 1013
displays existing templates along with triggers for performs-
ing actions related to the templates. Templates view 1013
displays a viewing section 1014. Displays may be triggered
that include, but are not limited to, creating new templates,
editing templates, activating templates, deleting templates.
An actions menu 1019 1s also provided, along with a set of
boxes 1018 for user selection.

FIG. 10F 1llustrates one embodiment of a display that 1s
presented after imitiating a trigger for creating a new template.
Entry fields 1016 are displayed for entering details of the
template. Example details include, but are not limited to, the
template name, description, and component type (e.g.,
sender/recipient, protocol mnformation, content, network fil-
ter, file information, etc.). Entry fields 1017 are displayed
within a construction category. Elements vary depending on
component type. For example, elements for the sender/recipi-
ent component type include, but are not limited to, URL,
email subject, IP address, location, email address, and user
ID. Alternatively, elements for the content component type
may include, but 1s not limited to, content type, concept,
keywords, etc.

FIG. 10G illustrates one embodiment of a display that 1s
presented after initiating a trigger for editing a template (e.g.,
the “All images” template displayed in viewing section
1014). The trngger may be iitiated from a variety of ways
including, for example, selecting box 1018 and then choosing
the corresponding trigger 1n actions menu 1019, or by simply
clicking on the template listed 1n viewing section 1014, or by
clicking on the template and choosing the appropniate trigger
from a displayed menu, etc. In the embodiment shown 1n FIG.
10G, the corresponding details of the template are presented
in entry fields 1020, which may be edited by the user. The
current elements, condition, and values for the template are
displayed in entry fields 1021.

FIG. 10H illustrates one embodiment of an actions rule
view 1021 associated with policies tab 1000. Actions rule
view 1021 displays existing action rules along with triggers
for performing actions related to the action rules. Action rules
view 1021 displays a viewing section 1022 and triggers 1023.
Example triggers include, but are not limited to, adding new
action rules, editing action rules, activating action rules,
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deleting action rules etc. Viewing section 1022 displays any
default action rules and/or user-created action rules.
Attributes 1023 for the action rules are displayed as well. In
the embodiment shown, the attributes make up column head-
ings for action rules that are listed 1n viewing section 1022.
Various combinations of attributes may be displayed and the
user may customize which attributes are displayed. Examples
of attributes include, but are not limited to, the action rules
name, a description of the action, and 1ts last modified date.

FIG. 101 illustrates one embodiment of a display that 1s
presented after inmitiating a trigger for creating a new action
rule. Entry fields 1023 are displayed for entering details of the
actionrule. Example details include, but are not limited to, the
action rule name and description. In the embodiment shown
in FIG. 101, entry fields are broken up into expandable cat-
egories 1031-1035. Example include, but are not limited to,
email notification 1031 (e.g., for defining email content,
addresses, etc.), syslog notification 1032 (e.g., enable, dis-
able), reviewer 1033, status 1034, and prevent policy 1035
(e.g., allow, encrypt, notily, quarantine, block, redirect,
bounce, etc.).

FIG. 107 illustrates one embodiment of a concepts view
1024 associated with policies tab 1000. Concepts view 1024
displays existing concepts along with triggers for performing
actions related to the concepts. Concepts view 1024 displays
a viewing section 10235 and triggers 1026, where tabs 1027
olffer a choice between user configurable parameters and fac-
tory default settings. Example triggers include, but are not
limited to, triggers to present displays for adding new con-
cepts, editing concepts, and deleting concepts etc. Viewing
section 1025 displays any default concepts and/or user-cre-
ated concepts. Attributes 1023 for the concepts are displayed
as well. Examples of attributes include, but are not limited to,
the concepts name, a description of the concept, and its last
modified date.

FIG. 10K 1llustrates one embodiment of a display that 1s
presented after iitiating a trigger for creating a new concept.
Entry fields 1028 are displayed for entering details of the
concepts. Example details include, but are not limited to, the
concept’s name, description, and any expressions to be
applied. In the embodiment shown 1n FIG. 10K, entry fields
1029 are broken up into expandable categories. Example
include, but are not limited to, count, percentage match, num-
ber of lines from beginning, number of bytes from beginning,
proximity, and advanced.

Count, percentage match, number of lines from beginning,
and number of bytes from beginning may include, but are not
limited to, entry fields for a condition (e.g., equal to, less than,
greater than), a value, and an expression. Proximity may
include, but 1s not limited to, entry fields for a concept, a
condition (e.g., equal to, less than, greater than), a byte, and an
expression. Advanced may include, but 1s not limited to, entry
fields for distinguishing between content type concepts and
network type concepts.

FIG. 11 A illustrates one embodiment of a system monitor
view 1101 associated with system tab 1100. System tab 1100
displays user interfaces that assist in system management as
described in the following paragraphs. System monitor view
1101 presents an interface, which allows a user to monitor the
health of the system. A quick visual summary 1s presented. In
the embodiment shown in FIG. 11A, viewing section 1102
displays the devices that have been added to the system.
Attributes 1103 for the devices are displayed, and for the
embodiment shown 1 FIG. 11A, the attributes are displayed
as column headings with the corresponding device informa-
tion listed below. Details 1104 and an advanced tab 11035 are
also provided as options for the end user 11 he wishes to have
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a more granular view of the activities associated with the
1Guard element 1n this example. Various combinations of
attributes may be displayed and the user may customize
which attributes are displayed. Examples of attributes
include, but are not limited to, the device name, CPU usage,
free memory, network speed, system allotment, used disk
allotment, last connection date, its status, details trigger, and
advanced tools.

In one embodiment, system monitor view 1101 permits the
user to view further details about devices. Example details
include, but are not limited to: general information such as
last connection date, hostname, IP address, process info (e.g.,
status of slaves, crawler, indexer, profiler, search driver,
search results, tcp tlow, signature, etc. ), uptime, and any patch
history information (e.g., build number, release number, etc.);
system 1nformation such as SYSTEM memory allotment,
operating system uptime, operating system version, system
CPU and memory usage, and system drives; and network
information such as bandwidth speed, average object size,
and total objects. In the embodiment shown in FIG. 11A, a
details trigger as an attribute that the user can select to display
this information.

System monitor view 1101 also presents an interface,
which allows a user to view the existing alerts within a sys-
tem. Alerts are regularly reported to a database and polled
periodically. FIG. 11B illustrates one embodiment of a dis-
play for displaying alerts. In the embodiment shown 1n FIG.
11B, viewing section 1106 displays the alerts. Attributes 1107
for the devices are displayed. Various combinations of
attributes may be displayed and the user may customize
which attributes are displayed. Examples of attributes
include, but are not limited to, the alert, 1ts level, type, appli-
cable device, and date/time.

System momitor view 1101 also presents an interface that
allows a user to setup and modity alerts. An alert may be setup
by entering recipients, their contact information (e.g., email
address), and alert types. Many types of alerts may exist and
define, for example, when an alert 1s sent, how often, a priority
level, etc. In the embodiment shown 1n FIG. 11B, actions
menu 1109 includes a trigger, which performs this function.
In one embodiment, system monitor view 1101 allows a user
to filter the alerts by group (e.g., alert level, type, and device)
and/or time. In the embodiment shown 1 FIG. 11B, a filtering
section 1108 1s displayed and performs this function.

FIG. 11C illustrates one embodiment of a system admin-
istration view 1113 associated with system tab 1100. system
administration view 1113 presents an interface which, for
example, allows a user to: configure devices (e.g., provide
network info, DNS 1nfo, time info, syslog mode, blocking
mode, wiping policy, company info, discover IP, etc.); admin-
ister system utilities (e.g., view statistical information for
stored objects and tlows, view application information, view
SYSTEM allotment, view logs, and restart/shutdown trig-
gers); create/edit/manage capture filters (both content and
network filters); and manage active directory services (e.g.,
register and manage LDAP servers). In the example embodi-
ment shown i FIG. 11C, devices are displayed 1n a viewing
section 1109 such that trigger 1110 1mitiates the display for
device configuration and trigger 1111 initiates the display for
administering system utilities, and triggers 1112 imitiate the
display for the other previously mentioned functions.

Capture filters are generally used to define significant por-
tions of network traific that do not need to be analyzed by the
capture engine. Eliminating processing of this extraneous
traffic improves system performance. While capture filters
screen out classes of information, they can also be used to
scan for and store critical data. Content capture filters act on
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flow of information that 1s transmitted through the Applica-
tion layer. These filters can instruct the capture engine to
ignore large stores of content, which may not produce any
meaningiul results. Network capture filters act on Layer-3
transport data that uses up resources but may not need to be
recognized by the capture engine. Because this flow carries
distinct protocol information, the order 1n which packets are
climinated may be significant.

Referring back to FIG. 11C, in one embodiment, directory
services views include, but are not limited to, a listing of
directory services and corresponding attributes, along with
triggers to perform various related actions (e.g., creating and/
or editing directory servers). Again, various combinations of
attributes may be displayed and the user may customize
which attributes are displayed. Examples of attributes
include, but are not limited to, name, details trigger, server,
login DN, and base DN. Upon mitiation, these triggers dis-
play entry fields for details regarding the LDAP server (e.g.,
name, description), as well as for parameters defining the
action (e.g., element, condition, and value, which may broken
up 1nto various categories such as sender/recipient, protocol,
date/time, etc.).

FIG. 11D illustrates one embodiment displaying capture
filters, which presents a listing of capture filters 1114 and any
attributes 1115 related to the filters, as well as any triggers
related to the capture filters (e.g., creating new filters and/or
editing existing filters). Upon initiation, these triggers display
entry fields for details regarding the capture filter (e.g., name,
description), as well as for parameters defining the action
(e.g., element, condition, and value, which may broken up
into various categories such as sender/recipient, protocol,
date/time, etc.).

FIG. 11E 1llustrates one embodiment of a user administra-
tion view 1116 associated with system tab 1100. User admin-
istration view 1116 presents an interface that, for example,
allows a user (e.g., an administrator) to design a user system,
create user accounts and groups, and set permissions. For
example, a CSO may login as a user and create administrative
groups to manage the system (e.g., system administrators,
network administrators, installation and setup administrators,
policy administrators, etc.). He may also decide that user
groups should reflect user roles 1n existing departments (e.g.,
engineering users, HR users, marketing users, sales users,
etc.). Privileges for each of these groups can then be defined
to match departmental functions.

In the example embodiment shown 1n FIG. 11E, users are
displayed 1n viewing section 1117 along with their attributes.
Similarly, groups may be displayed. Again, various combina-
tions of attributes may be displayed and the user may custom-
ize which attributes are displayed. Examples of attributes
include, but are not limited to, user login ID, user/group
name, user/group status, and details trigger. The details trig-
ger may 1nitiate a display for viewing more detailed informa-
tion about the group/user; for creating new group/users; for
viewing/creating/modifying task permissions and/or policy
permissions. The embodiment in FIG. 11E also displays a
trigger to view audit logs pertaining to the system.

FIG. 12A 1llustrates one embodiment of a discover view
1201 associated with discover tab 1200. Discover tab 1200
presents user interfaces related to scanning data repositories
to 1dentily and fingerprint sensitive imformation to ensure
protection of data at rest. In other words, the discovery tab 1s
used to look for objects “at rest” that violate a rule or policy.

The discover view 1201 presents an interface comprising a
viewing section 1202 for viewing information associated
with incidents. The information presented 1n viewing section
1202 may be presented in different views, selectable by the
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user. For instance, a pull down menu 1205 1s 1llustrated in the
embodiment shown in FIG. 12A and allows a user to select a
default view. The “rule-content” view 1s 1illustrated in the
example embodiment of FIG. 12A. The incident information
1s presented 1n a view that provides the user with a statistical
summary of the number of incidents (“hits””) for each content
type for each rule. For instance, 1n FIG. 12A, there are a total
of 2054 incidents that violate a rule 1206, “Sensitive Docu-
ments Violations,” of which 519 are of the content type of a
MS Word™ document, 512 are of the content type of a PDF,
etc. Also shown 1s the breakdown of the hits 1n chart form
(e.g., displayed as graphical bars). In one embodiment, the
incident information may be grouped or filtered by a grouping
section 1203 and filtering section 1204, respectively. Group-
ing section 1203 and filtering section 1204 operate 1n a similar
manner as described for other tabs. In addition to the rule-
content view described and shown in FIG. 12A, other views
may be presented to display the number of hits for views such
as policy-rule, policy-host, rule-host, efc.

FIG. 12B illustrates one embodiment of a configuration
view 1207 that may be triggered from the discover view.
Configuration view 1207 presents an interface that allows the
user to view existing scans, create, and/or edit scans by defin-
ing parameters for scanning the network data, create and/or
edit the schedule of when scans are performed. Viewing sec-
tion 1208 displays a list of existing scans and associated
attributes (e.g., the name of the scan, a description of the scan,
credential information, protocol, schedule, status, type, a trig-
ger for starting and stopping the scan, and a statistics trigger,
which presents statistics pertaining to the scan).

FIG. 12C illustrates one embodiment of a display 1209
(under discover tab 1200), which 1s presented after imtiating
a trigger for creating and/or editing a scan. Entry fields 1210
are displayed for entering details of the scan. Example details
include, but are not limited to, the scan name, description,
protocol, credential, schedule, mode, bandwidth, and relevant
devices. In addition, details for defining policies, filters, and
nodes for the scan operation may be displayed (e.g., tabs
1211). Triggers 1212, upon 1nitiation, present a display for
creating/editing schedules of scans. Here, a user can enter the
parameters related to when the scan should be run. Moreover,
trigger 1213, upon 1nitiation, presents a display for creating/
editing the credentials of scans.

The preceding operational flows have been offered for
purposes of example and discussion. Substantial flexibility 1s
provided by the discussed system in that any suitable arrange-
ments, chronologies, configurations, and timing mechanisms
may be provided without departing from the teachings of the
present mvention. Some of these outlined steps may be
deleted or removed where appropriate, or these steps may be
modified or changed considerably without departing from the
scope of the present invention. In addition, a number of these
operations have been described as being executed concur-
rently with, or in parallel to, one or more additional opera-
tions. However, the timing of these operations may be altered
considerably.

In one non-limiting example implementation of one
embodiment of the present invention, an article of manufac-
ture may be used to store program code. An article of manu-
facture that stores program code may be embodied as, but 1s
not limited to, one or more memories (e.g., one or more flash
memories, random access memories (static, dynamic or
other)), optical disks, CD-ROMs, DVD ROMs, EPROMs,
EEPROMSs, magnetic or optical cards or other type of
machine-readable medium suitable for storing electronic
instructions. In one embodiment, a capture system 1s an appli-
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ance constructed using commonly available computing
equipment and storage systems capable of supporting the
soltware requirements.

An article of manufacture (such as a machine-readable
medium) may be used to store program code. An article of
manufacture that stores program code may be embodied as,
but is not limited to, a machine-readable storage medium such
as one or more memories (€.g., one or more flash memories,
random access memories (static, dynamic or other)), optical
disks, CD-ROMs, DVD ROMs, EPROMs, EEPROMs, mag-
netic or optical cards or other type of machine-readable media
suitable for storing electronic instructions. Program code
may also be downloaded from a remote computer (e.g., a
server) to a requesting computer (e.g., a client) by way of data
signals embodied 1n a propagation medium (e.g., via a com-
munication link (e.g., anetwork connection)). In one embodi-
ment, a capture system 1s an appliance constructed using
commonly available computing equipment and storage sys-
tems capable of supporting the software requirements.

FIG. 13 shows an embodiment of a computing system (e.g.,

a computer). The example computing system of FIG. 13
includes: 1) one or more processors 1301; 2) a memory con-

trol hub (MCH) 1302; 3) a system memory 1303 (of which
different types exist such as DDR RAM, EDO RAM, etc,); 4)
a cache 1304; 5) an I/O control hub (ICH) 1305; 6) a graphics
processor 1306, 7) a display/screen 1307 (of which different
types exist such as Cathode Ray Tube (CRT), Thin Film
Transistor (TFT), Liqumad Crystal Display (LCD), Digital
Light Processing (DLP), Organic LED (OLED), etc.; and 8)
one or more 1/0 and storage devices 2108.

One or more processors 1301 execute instructions 1n order
to perform whatever software routines the computing system
implements. The instructions frequently involve some sort of
operation performed upon data. Both data and instructions are
stored 1n system memory 1303 and cache 1304. Cache 1304
1s typically designed to have shorter latency times than sys-
tem memory 1303. For example, cache 1304 might be inte-
grated onto the same silicon chip(s) as the processor(s) and/or
constructed with faster SRAM cells, while system memory
1303 might be constructed with slower DRAM cells. By
tending to store more frequently used instructions and data in
the cache 1304 as opposed to system memory 1303, the
overall performance efficiency of the computing system
1mproves.

System memory 1303 1s made available to other compo-
nents within the computing system. For example, the data
received from various interfaces to the computing system
(e.g., keyboard and mouse, printer port, LAN port, modem
port, etc.) or retrieved from an internal storage element of the
computing system (e.g., hard disk drive) are often tempo-
rarily queued mto system memory 1303 prior to their being
operated upon by one or more processor(s) 1301 1n the imple-
mentation of a software program. Similarly, data that a soft-
ware program determines should be sent from the computing
system to an outside entity through one of the computing
system 1nterfaces, or stored into an internal storage element,
1s often temporarily queued 1n system memory 1303 prior to
its being transmitted or stored.

ICH 1305 1s responsible for ensuring that such data 1s
properly passed between system memory 1303 and its appro-
priate corresponding computing system interface (and inter-
nal storage device i1 the computing system 1s so designed).
MCH 1302 1s responsible for managing the various contend-
ing requests for system memory 1303 access amongst pro-
cessor(s) 1301, interfaces, and internal storage elements that
may proximately arise in time with respect to one another.
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One or more I/O devices 1308 are also implemented 1n a
typical computing system. I/O devices generally are respon-
sible for transferring data to and/or from the computing sys-
tem (e.g., a networking adapter), or for large-scale non-vola-
tile storage within the computing system (e.g., hard disk
drive). ICH 1305 has bidirectional point-to-point links
between 1itsell and observed 1/O devices 1308. A capture
program, classification program, a database, a filestore, an
analysis engine, and/or a graphical user interface may be
stored 1n a storage device or devices 1308 or in memory 1303.

In the foregoing specification, the mvention has been
described with reference to specific example embodiments
thereof. It will, however, be evident that various modifica-
tions and changes may be made thereto without departing
from the broader spirit and scope of the invention as set forth
in the appended Claims. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than a
restrictive sense.

Thus, a capture system and a document/content registra-
tion system have been described. In the forgoing description,
various specific values were given names, such as “objects”™
and “documents,” and various specific modules, such as the
“registration module” and “signature database” have been
described. However, these names are merely to describe and
illustrate various aspects of the present invention, and 1n no
way limit the scope of the present invention. Furthermore,
various modules may be implemented as soiftware or hard-
ware modules, combined, or without dividing their function-
alities into modules at all. The present invention 1s not limited
to any modular architecture either 1n software or in hardware,
whether described above or not.

What 1s claimed 1s:

1. A method, comprising;:

capturing a plurality of packet streams at a host device that
1s to centrally manage network security for a plurality of
client devices to which 1t 1s coupled over a network;

recreating a plurality of flows from the packet streams;

analyzing the flows to identily one or more incidents,
wherein the mcidents identily one or more pieces of
data, and wherein the packet streams are captured based
on capture filters that remove certain network tratfic that
1s not to be analyzed for the incidents; and

filtering the incidents based on a search request that 1niti-
ated scanming for the incidents, and wherein at least one
search parameter associated with the search request
includes word patterns that form a concept for which
triggers are provided for performing actions related to
the concepts,

wherein the host device includes a display, which includes
a system monitor view that displays details about the
client devices including patch history information and
an operating system version for each of the client
devices, and wherein the system monitor view allows an
end user ol the host device to view existing alerts that are
reported to a database and that are polled periodically,

wherein the host device includes a case management view
that displays particular cases, which are for particular
incidents previously discovered during scanning activi-
ties, and wherein the case management view allows the
end user to assign a priority for the particular cases, to
assign an owner to each of the particular cases, and to
assign 1individual responsibility to other users for help-
ing resolve the particular cases.

2. The method of claim 1, wherein the display allows the

end user to view a selected one of a group of attributes for the
incidents.
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3. The method of claim 2, wherein the selected attribute 1s
part of a group of attributes, the group consisting of: content,
a source associated with an incident, a destination associated
with an incident, a protocol associated with an incident,
timestamp associated with an incident, a status of an incident,
and a priority of an 1incident.

4. The method of claim 1, further comprising:

developing a policy based on the incidents, wherein the

policy 1dentifies how one or more data segments are
permitted to traverse a network.

5. The method of claim 4, wherein enforcement of the
policy includes prohibiting at least one of the data segments
from being transmitted over the network.

6. The method of claim 1, wherein the display allows the
end user to open a captured object associated with a specific
incident.

7. The method of claim 1, wherein the display allows a user
to filter the 1incidents using a selected one of a group of group
options, the group of group options consisting of: content,
destination IP, destination location, destination port, file-
name, host IP, host name, policy, protocol, reviewer, rule,
sender, severity, source IP, source location, source port, sta-
tus, user ID, user city, user company, user country, user
department, user groups, user email, user manager, user
name, user title, and user zip code.

8. The method of claim 1, wherein the display allows the
end user to export a report associated with the incidents.

9. The method of claim 1, wherein the display allows the
end user to: enter group options for the incidents; and

view a breakdown of file types of captured objects resulting

from grouping the incidents according to the entered
group options.
10. The method of claim 1, wherein the incidents are used
as a basis for a case that 1dentifies additional details about the
incidents, and wherein the display allows the end user to view
existing cases and to export the new case and the existing
cases to a next destination.
11. The method of claim 1, wherein the display allows the
end user to initiate a scan for new incidents, and to view
ex1isting scans.
12. The method of claim 11, wherein the display allows the
end user to schedule scans.
13. Logic encoded 1n one or more non-transitory tangible
media for execution and when executed by a processor oper-
able to:
capture a plurality of packet streams at a host device that 1s
to centrally manage network security for a plurality of
client devices to which 1t 1s coupled over a network;

recreate a plurality of flows from the packet streams;

analyze the flows to identily one or more incidents,
wherein the incidents i1dentily one or more pieces of
data, and wherein the packet streams are captured based
on capture filters that remove certain network tratfic that
1s not to be analyzed for the incidents; and

filter the 1ncidents based on a search request that mitiated

scanning for the incidents, and wherein at least one
search parameter associated with the search request
includes word patterns that form a concept for which
triggers are provided for performing actions related to
the concepts,

wherein the host device includes a display, which includes

a system monitor view that displays details about the
client devices including patch history information and
an operating system version for each of the client
devices, and wherein the system monitor view allows an
end user of the host device to view existing alerts that are
reported to a database and that are polled periodically,
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wherein the host device includes a case management view
that displays particular cases, which are for particular
incidents previously discovered during scanning activi-
ties, and wherein the case management view allows the
end user to assign a priority for the particular cases, to
assign an owner to each of the particular cases, and to
assign 1individual responsibility to other users for help-
ing resolve the particular cases.

14. The media of claim 13, wherein the display allows the
end user to view a selected one of a group of attributes for the
incidents.

15. The media of claim 14, wherein the selected attribute 1s
part of a group of attributes, the group consisting of: content,
a source associated with an incident, a destination associated
with an incident, a protocol associated with an incident,
timestamp associated with an incident, a status of an incident,
and a priority of an 1incident.

16. The media of claim 13, wherein the code 1s further
operable to: develop a policy based on the incidents, wherein
the policy 1dentifies how one or more data segments are
permitted to traverse a network.

17. The media of claim 16, wherein enforcement of the
policy includes prohibiting at least one of the data segments
from being transmaitted over the network.

18. The media of claim 13, wherein the display allows the
end user to open a captured object associated with a specific
incident.

19. The media of claim 13, wherein the display allows a
user to filter the imncidents using a selected one of a group of
group options, the group of group options consisting of: con-
tent, destination IP, destination location, destination port, file-
name, host IP, host name, policy, protocol, reviewer, rule,
sender, severity, source 1P, source location, source port, sta-
tus, user 1D, user city, user company, user country, user
department, user groups, user email, user manager, user
name, user title, and user zip code.

20. The media of claim 13, wherein the display allows the
end user to export a report associated with the incidents.

21. The media of claim 13, wherein the display allows the
end user to: enter group options for the incidents; and

view a breakdown of file types of captured objects resulting

from grouping the incidents according to the entered
group options.

22. The media of claim 13, wherein the incidents are used
as a basis for a case that 1dentifies additional details about the
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incidents, and wherein the display allows the end user to view
existing cases and to export the new case and the existing
cases to a next destination.

23. The media of claim 13, wherein the display allows the
end user to initiate a scan for new incidents, and to view
ex1isting scans.

24. A host device, comprising:

a processor; and

a memory, wherein the host device 1s to centrally manage

network security for a plurality of client devices to

which i1t 1s coupled over a network, and wherein the host

device 1s configured for:

capturing a plurality of packet streams;

recreating a plurality of flows from the packet streams;

analyzing the flows to 1dentify one or more incidents,
wherein the incidents 1dentily one or more pieces of
data, and wherein the packet streams are captured
based on capture filters that remove certain network
traific that 1s not to be analyzed for the incidents; and

filtering the i1ncidents based on a search request that
imitiated scanning for the incidents, and wherein at
least one search parameter associated with the search
request includes word patterns that form a concept for
which triggers are provided for performing actions
related to the concepts,

wherein the host device includes a display, which
includes a system monitor view that displays details
about the client devices including patch history infor-
mation and an operating system version for each of
the client devices, and wherein the system monitor
view allows an end user of the host device to view
existing alerts that are reported to a database and that

are polled periodically,

wherein the host device includes a case management
view that displays particular cases, which are for par-
ticular incidents previously discovered during scan-
ning activities, and wherein the case management
view allows the end user to assign a priority for the
particular cases, to assign an owner to each of the
particular cases, and to assign individual responsibil-
ity to other users for helping resolve the particular
cases.
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