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WARNING!!
THIS DVD HAS BEEN COPIED BY SOME

OTHER USER.

THEREFORE, THE PROCESS OF COPYING
THE DVD IS SUSPENDED.

FIG. 7A

WARNING!

THE COPIED CONTENTS HAVE BEEN COPIED BY A
RECORDING APPARATUS OTHER THAN THIS
HARD-DISK-CONTAINING DVD PLAYER.

THEREFORE, THE PROCESS OF REPRODUCING THE
COPIED CONTENTS IS SUSPENDED.

FIG. 7B

WARNING!!
THE COPIED CONTENTS HAVE BEEN ILLEGALLY

COPIED.

THEREFORE, THE PROCESS OF REPRODUCING THE
COPIED CONTENTS IS SUSPENDED.

FIG. 7C
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CONTENTS COPYING MANAGEMENT
SYSTEM, COPYING MANAGEMENT
DEVICE, COPYING MANAGEMENT

METHOD, CONTENTS COPYING
APPARATUS AND CONTENTS COPYING
METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invention

This ivention relates to a contents copying management
system that can suitably be applied, for instance, to recording/
reproducing apparatus having a functional feature of repro-
ducing the contents recorded on a DVD (digital versatile disc)
or a CD (compact disc) (to be referred to as recorded contents
hereinafter) and that of copving the recorded contents onto a
hard disk.

2. Description of the Related Art

Recording/reproducing apparatus such as DVD-R (digital
versatile disc—recordable) recorders and CD-R (compact
disc—recordable) recorders adapted to copying various con-
tents including 1image data and sound data onto a recording,
medium such as DVD-R or CD-R have been widely sold in
recent years. Such recording/reproducing apparatus are
intended to be used personally and provided with various
measures for preventing illegal copying.

Popular techniques for preventing 1llegal copying include
the color strip method, the AGC (automatic gain control)
pulse method and the digital water mark method.

For instance, a replay-only DVD player using the color
stripe method or the AGC pulse method 1s adapted to send out
an output signal prepared by adding a pulse of a color burst
signal and that of a vertical synchronous signal to the replay
signal obtained by reproducing the recorded contents of a
DVD to a DVD-R recorder for recording.

With this arrangement, 1t 1s impossible to correctly record
the output signal by the DVD-R recorder because the added
pulses degrade the quality of the reproduced image.

A DVD-R recorder that uses the digital watermark method
1s adapted to read a watermark of recorded contents carrying
a pattern called the watermark and prohibit copying if the
watermark says to do so.

Beside the above listed popular methods, a method as
described below has also been proposed. A recording/repro-
ducing apparatus using the proposed method stores a value
that 1s specific to the apparatus in a nonvolatile memory and
records the specific value on a recording medium with con-
tents when copying the contents. When the recording/repro-
ducing apparatus 1s operated to reproduce the contents that
have been copied on the recording medium (to be referred to
as copied contents hereinaiter), the apparatus collates the
specific value recorded on the recording medium and the
specific value stored in the nonvolatile memory 1n the record-
ing/reproducing apparatus itself and determines 11 the copied
contents are allowed to be replayed only by the recording/
reproducing apparatus or not on the basis of the outcome of
the collation. If the apparatus determines that the copied
contents have been illegally copied, 1t restricts any reproduc-
tion (see, mter alia, Japanese Patent Application Laid-Open
Publication No. 2001-195826 (Column 3, FIG. 1).

If recorded contents of a DVD are copied on a writable
DVD-RW for the purpose of personal use by means of a
recording/reproducing apparatus using such a method, the
copied contents can be replayed only by the recording/repro-
ducing apparatus that has been used for recording the con-
tents on the DVD-RW but cannot be replayed by any other
recording/reproducing apparatus.
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2

However, when the DVD 1s loaded on some other record-
ing/reproducing apparatus, 1t 1s no longer possible for the
recording/reproducing apparatus using the method to prevent
the contents recorded on the DVD from being copied by the
some other recording/reproducing apparatus.

For example, when a person borrows a DVD from an
authorized user who purchased the DVD (to be referred to as
authorized user hereinafter), the person who borrowed the
DVD can copy the contents recorded on the DVD {for the
purpose of personal use by means of a recording/reproducing
apparatus that the person owns. Then, 1f the person who
borrowed the DVD copies the recorded contents only for the
purpose of personal use, a third person who borrows the DVD
carrying the copied contents from the owner of the DVD
carrying the copied contents can recopy plural copied con-
tents. Thus, it 1s consequently possible to make many 1llegal
copies.

SUMMARY OF THE INVENTION

In view of the above-identified problem, it 1s therefore an
object of the present invention to provide a contents copying
management system that can reliably manage copying of
contents recorded on DVDs and other popular recording
mediums by preventing them from being illegally copied but
allowing them to be copied only for the purpose of personal
use.

According to the invention, the above object 1s achieved by
providing a contents copying management system configured
by connecting a contents copying apparatus and a copying
management device by way of a network, the contents copy-
ing apparatus comprising: a medium identifying information
acquiring means for acquiring medium 1dentifying informa-
tion specific to and characterizing a recorded-contents-carry-
ing original recording medium; an apparatus identifying
information acquiring means for acquiring apparatus 1identi-
tying information specific to and indicating the contents
copying apparatus 1tself; a copying-related combination
information transmitting means for transmitting the medium
identifving information and the apparatus identifying infor-
mation to the copying management device as copying-related
combination information at the time of copying the contents;
a recerving means for receiving copying authorizing informa-
tion generated by the copying management device on the
basis of the copying-related combination information at the
time ol accessing the copying management device; and a
control means for controlling the operation of copying the
contents 1n response to the copying authorizing information;

the copying management device comprising: a memory
means for registering and storing the copying-related combi-
nation mformation recerved from the contents copying appa-
ratus 1n advance; a copying authorizing information generat-
ing means for comparing the copying-related combination
information received at the time of access by the contents
copying apparatus with the copying-related combination
information registered in the memory means in advance,
judging agreement or disagreement of the combinations of
medium 1dentifying information and apparatus identifying
information, generating copying authorizing information for
authorizing an operation of copying the contents in response
to agreement ol the combinations but generating copying
non-authorizing information for not authorizing any opera-
tion ol copying the contents 1n response to disagreement of
the combinations; and a copying authorizing information
transmitting means for transmitting the copying authorizing,
information to the contents copying apparatus.
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Thus, the copying management device registers in advance
the medium 1dentifying information specific to and charac-
terizing the recorded-contents-carrying original recording
medium and the apparatus identifying information specific to
and indicating the contents copying apparatus itself recerved
from the contents copying apparatus as copying-related com-
bination information that 1s to be used at the time of the
operation of copying the contents of the contents copying
apparatus and compares the copying-related combination
information recerved from the contents copying apparatus
when 1t 1s accessed by the contents copying apparatus and the
copying-related combination information registered in 1t 1n
advance so that 1t transmits copying authorizing information
to the contents copying apparatus only when they agree with
cach other. In this way, the copying management device can
manage any operation of copying the contents of a recorded-
contents-carrying original recording medium by the contents
copying apparatus with respect to each recorded-contents-
carrying original recording medium.

According to the invention, the copying management
device may receives by way of a network the medium 1den-
tifying information specific to and characterizing the
recorded-contents-carrying original recording medium and
the apparatus 1dentifying mformation specific to and indicat-
ing the contents copying apparatus itself from the contents
copying apparatus as copying-related combination informa-
tion that 1s to be used at the time of the operation of copying
the contents of the contents copying apparatus, registers and
stores 1n advance the copying-related combination 1nforma-
tion recerved from the contents copying apparatus, compares
the copying-related combination information received from
the contents copying apparatus when it 1s accessed by the
contents copying apparatus and the copying-related combi-
nation information registered 1n 1t in advance and determines
if the combinations of medium 1dentifying information and
apparatus identifying information agree with each other or
not so that 1t generates copying authorizing information only
when they agree with each other but generates copying non-
authorizing information when they do not agree with each
other and transmits the copying authorizing information or
copying non-authorizing information to the contents copying
apparatus. In this way, the copying management device man-
ages any operation of copying the contents of a recorded-
contents-carrying original recording medium by the contents
copying apparatus according to the copying authorizing
information with respect to each recorded-contents-carrying
original recording medium.

Thus, the copying management device registers in advance
the medium 1dentifying information specific to and charac-
terizing the recorded-contents-carrying original recording
medium and the apparatus 1dentifying information specific to
and indicating the contents copying apparatus itself recerved
from the contents copying apparatus as copying-related com-
bination immformation that 1s to be used at the time of the
operation of copving the contents by the contents copying
apparatus and compares the copying-related combination
information received from the contents copying apparatus
when 1t 1s accessed by the contents copying apparatus and the
copying-related combination information registered in 1t 1n
advance so that 1t transmits copying authorizing information
to the contents copying apparatus only when they agree with
cach other. In this way, the copying management device can
manage any operation of copying the contents of a recorded-
contents-carrying original recording medium by the contents
copying apparatus with respect to each recorded-contents-
carrying original recording medium.
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Further, 1n the present mvention, copying i1s controlled
according to the copying authorizing information by acquir-
ing medium 1dentifying information specific to and charac-
terizing the recorded-contents-carrying original recording
medium and apparatus identifying information specific to and
indicating the contents copying apparatus itself, transmitting
the medium 1dentifying information and the apparatus i1den-
tifying information to the copying management device by
way ol a network as copying-related combination informa-
tion that 1s to be used at the time of the operation of copying
the contents, registering 1n advance the copying-related com-
bination information by the copying management device, and
comparing the copying-related combination information
transmitted at the time of accessing to the copying manage-
ment device with the copying-related combination informa-
tion registered in advance by the copying management
device, then authorizing an operation of copying the contents
in response to agreement of the combinations of medium
identifying information and apparatus identifying informa-
tion but not authorizing any operation of copying the contents
in response to disagreement of the combinations of medium
identifying information and apparatus identifying informa-
tion from the copying management device.

Thus, any operation of copying the contents of a recorded-
contents-carrying original recording medium can be man-
aged by the copying management device with respect to each
recorded-contents-carrying original recording medium by
acquiring the medium identifying information specific to and
characterizing the recorded-contents-carrying original
recording medium and the apparatus 1identifying information
specific to and indicating the contents copying apparatus
itself, transmitting the medium identifying information and
the apparatus identifying information to the copying manage-
ment device by way of a network as copying-related combi-
nation mnformation that 1s to be used at the time of the opera-
tion of copying the contents, registering in advance the
copying-related combination information by the copying
management device, and comparing the copying-related
combination information transmaitted at the time of accessing
to the copying management device with the copying-related
combination mformation registered in advance by the copy-
ing management device, then receiving copying authorizing
information generated in such a way that an operation of
copying the contents 1s authorized only when the combina-
tions of medium identifying information and apparatus iden-
tifying information agree with each other from the copying
management device, and controlling the operation of copying
according to the copying authorizing information.

As described above, according to the invention, the copy-
ing management device registers 1n advance the medium
identifying information specific to and characterizing the
original recording medium carrying recorded contents and
the apparatus 1dentifying information specific to and indicat-
ing the contents copying apparatus itself recerved from the
contents copying apparatus as copying-related combination
information that 1s to be used at the time of the operation of
copying the contents of the contents copying apparatus and
compares the copying-related combination information
received from the contents copying apparatus when 1t 1s
accessed by the contents copying apparatus and the copying-
related combination information registered in it in advance so
that 1t transmits copying authorizing information to the con-
tents copying apparatus only when they agree with each other.
In this way, the copying management device can control any
operation of copying the contents of an original recording
medium by the contents copying apparatus. Thus, 1t 1s now
possible to establish a contents copying management system
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that can rehiably control any operation of copying the
recorded contents of an original recording medium such as
DVD that 1s currently very popular so as to prevent any 1llegal
copying and authorize an operation of copying the contents
only for the purpose of personal use.

Furthermore, according to the invention, the contents
copying apparatus acquires the medium i1dentifying informa-
tion specific to and characterizing the original recording
medium carrying recorded contents and the apparatus i1den-
tifying information specific to and indicating the contents
copying apparatus 1tself and transmits the medium 1dentify-
ing information and the apparatus identifying information to
the copying management system by way of a communication
network as copying-related combination information that 1s
to be used at the time of the operation of copying the contents.
After the copying-related combination information 1s regis-
tered by the copying management system, the copying-re-
lated combination information that is transmitted to the copy-
ing management system when the contents copying apparatus
accesses the copying management system and the copying-
related combination information registered in advance are
compared by the copying management system and the con-
tents copying apparatus receives copying authorizing infor-
mation generated by the copying management system 1n such
a way that an operation of copying the contents 1s authorized
when the combinations of memory identifying information
and apparatus 1dentifying information agree with each other
whereas any operation of copying the contents i1s not autho-
rized when the combinations of memory identifying informa-
tion and apparatus 1dentilying information do not agree with
cach other. In thus way, the contents copying apparatus 1s
controlled according to the copying authorizing information
and any operation of copying the contents of an original
recording medium 1s controlled by the copying management
system. Thus, again, 1t 1s now possible to establish a copying
management system and a copying control method that can
reliably control any operation of copying the recorded con-
tents of an original recording medium such as DVD that 1s
currently very popular so as to prevent any 1llegal copying and
authorize an operation of copying the contents only for the
purpose of personal use.

The nature, principle and utility of the mvention will
become more apparent from the following detailed descrip-
tion when read 1n conjunction with the accompanying draw-

ings 1 which like parts are designated by like reference
numerals or characters.

BRIEF DESCRIPTION OF THE DRAWINGS

In the accompanying drawings:

FIG. 1 1s a schematic illustration of an embodiment of
contents copying management system according to the mven-
tion, showing the entire configuration thereof;

FIG. 2 1s a schematic block diagram of a DVD player
containing a hard disk, 1llustrating its circuit configuration;

FIG. 3 1s a schematic block diagram of the management
server, 1llustrating its circuit configuration;

FI1G. 4 15 a flow chart 1llustrating the sequence of a process
for copying the recorded contents of a DVD;

FIG. 5 15 a flow chart 1llustrating the sequence of a process
for copying the recorded contents of a DVD that comes after
the sequence of FIG. 4;

FIGS. 6 A and 6B are schematic illustrations of the contents
of an 1dentitying information database;

FIGS. 7A to 7C are schematic illustrations of the contents
of warning 1mages;
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FIG. 8 1s a flow chart 1llustrating the sequence of a process
for replaying the copied contents; and

FIG. 9 1s a schematic illustration of the contents of an
identifving information database that can be used to conduct
a group management 1n another embodiment.

DETAILED DESCRIPTION OF THE INVENTION

Now, an embodiment of the present invention will be
described 1n greater detail by referring to the accompanying
drawings.

(1) Overall Configuration of the Contents Copying Manage-
ment System

Referring to FI1G. 1, reference numeral 1 denotes a contents
copying management system according to the invention
which comprises DVD players 2A and 2B that are arranged in
respective homes and contain respective hard disks and a
management server 3 connected to the DVD players 2A and
2B containing the respective hard disks by way of a commu-
nication network 4, which may typically be the Internet.

The hard-disk-containing DVD players 2A, 2B are adapted
to replay DVDs 10A, 10B that are loaded on the respective
DVD players 2A, 2B and copy the recorded contents to the
respective hard disks. Additionally, the contents that are cop-
ied to the hard disks can be reproduced.

On the other hand, the management server 3 manages
operations of copying the DVDs 10A, 10B by means of the
hard-disk-containing DVD players 2A, 2B.

Now, the circuit configuration of the hard-disk-containing
DVD player 2A will be described 1n terms of contents repro-
duction mode for reproducing the recorded contents of the
DVD 10A, contents copying mode for copying the recorded
contents onto the hard disk and copied contents reproduction
mode for reproducing the contents copied onto the hard disk.

Since the hard-disk-containing DVD player 2B has a cir-
cuit configuration exactly same as that of the hard-disk-con-
taining DVD player 2A, only the hard-disk-containing DVD
player 2A will be described here.

(2) Contents Reproduction Mode

As shown 1n FIG. 2, the hard-disk-containing DVD player

2A of the contents copying management system 1 1s so
designed that control section 27 that comprises a CPU (cen-
tral processing unit) comprehensively controls the entire
player. The hard-disk-containing DVD player 2A operates to
reproduce the contents recorded on the DVD 10A 1n a con-
tents reproduction mode under the control of the control
section 27 1n a manner as described below.

OP (optical pickup) 28 obtains read signal S1 by reading
the recording surface of the DVD 10A and transmits the
obtained signal to RF section 29. The RF section 29 by turn
obtains corrected signal S2 by correcting the frequency char-
acteristics of the read signal S1 and transmits 1t to demodu-
lation section 30.

The demodulation section 30 obtains demodulated data D1
by demodulating the corrected signal S2 according to the
DVD format and transmits the data to an error correcting
section 31. The error correcting section 31 obtains reproduc-
tion data D2 by carrying out an error correcting process on the
demodulated data D1 and transmits the obtained data to CSS
code decompressing section 38.

The recorded contents of ordinary DVDs are mostly
encoded by means of a CSS (contents scramble system) 1n
order to prohibit copying. When the reproduction data D2 1s
encoded by means of a CSS, the CSS code decompressing
section 38 obtains CSS decompressed data D3 by decom-
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pressing the CSS code of the reproduction data D2 and trans-
mits the obtained data to MPEG (Moving Picture Expert
Group) decoding section 39.

The MPEG decoding section 39 obtains video data D4 by
decoding the CSS decompressed data D3 and transmits the
obtained data to output section 40. The output section 40 1s
adapted to output the video data D4 to a display means, which
1s typically a television monitor (not shown).

The recorded contents of the DVD 10A are reproduced in
a contents reproduction mode by the hard-disk-containing
DVD player 2A of the contents copying management system
1 in the above described manner.

(3) Contents Copying Mode

Now, an operation of the hard-disk-containing DV D player
2 A of the contents copying management system 1 for copying
the recorded contents of the DVD 10A onto the hard disk in a
contents copying mode will be described by referring to the
circuit diagrams of FIGS. 2 and 3 and the flow charts of FIGS.
4 and 5.

Note that 1t 1s assumed here that the copying processing
method as described below 1s adopted for the recorded con-
tents of the DVD 10A and the recorded contents of the DVD
10A are allowed to be copied by the hard-disk-containing
DVD player 2A and designed to prevent pirating and revising
only for the purpose of personal use. It 1s also assumed here
that the recorded contents of the DVD 10A are not allowed to
be copied by the hard-disk-containing DVD player 2B even
for the purpose of personal use.

In a contents copying mode, there are two processes
including a process to be carried out by the hard-disk-con-
taining DV D player and a copying management process to be
carried out by the management server. Firstly, the process to
be carried out by the hard-disk-containing DVD player for
copying the recorded contents will be discussed below.

Referring to FIG. 4, for the process of the hard-disk-con-
taining DVD player for copying the recorded contents, the
control section 2.7 of the hard-disk-containing DVD player
2 A starts Routine RT1 and moves to Step SP1.

In Step SP1, the control section 27 of the hard-disk-con-
taining DVD player 2A confirms that the DVD 10A has been
loaded and drives the DVD 10A to rotate at a constant rate,
then the control section 27 moves to Step SP2.

In Step SP2, the control section 27 of the hard-disk-con-
taining DVD player 2A picks up an image of the pattern
printed on the printing surface of the DVD 10A by means of
a CMOS (complementary metal oxide semiconductor) cam-
era 20 whose angle relative to OP 28 1s predefined and rigidly
secured 1n synchronism with the clock read out from the
recording surface of the DVD 10A by means of the OP 28. At
this time, the operation of the control section 27 of the hard-
disk-containing DV D player 2 A for picking up an image from
the printing surface 1s triggered by the synchronizing signal of
the data block existing in the specific physical address
recorded on the recording surface and terminates when a
predetermined time period has elapsed. The luminance signal
S3 for the predetermined time period obtained as a result of
the 1mage picking up operation is then transmitted to filter
section 21.

The control section 27 of the hard-disk-containing DVD
player 2A obtains medium 1dentifying signal S4 by removing,
the noise of the luminance signal S3 by means of the filter
section 21 and transmits the obtained signal to clock adding
section 22. The control section 27 of the hard-disk-containing
DVD player 2 A obtains medium 1dentifying signal waveform
Iw for a full turn of the DVD 10A out of the medium i1denti-
tying signal S4 for the predetermined time period by defining
the correspondence of the medium 1dentifying signal S4 to
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the clock for a full turn of the DVD 10A by means of the clock
adding section 22 and moves to the next step, or Step SP3.

Since the printing surface and the recording surface of a
DVD are molded separately 1n the ordinary manufacturing
process, their positional relationship differs from a DVD to
another. Therefore, the medium 1dentifying signal wavetform
Iw that 1s obtained by starting an operation of picking up an
image of the printing surface, using the synchronizing signal
of the data block existing in the specific physical address
recorded on the recording surface as trigger, represents the
positional relationship between the printing surface and the
recording surface of the DVD and their positional relation-
ship can be used as medium 1dentifying information that 1s
specific to the DVD.

In this way, the control section 27 of the hard-disk-contain-
ing DVD player 2A can 1dentily each and every DVD and
therefore 1t 1dentifies the DVD 10A by taking out the medium
identifying information Iw that 1s specific to the medium
identifying information Iw.

In Step SP3, the control section 27 of the hard-disk-con-
taining DVD player 2A obtains read signal S1 by reading the
recording surface of the DVD 10A by means of the OP 28 as
in the case of contents reproduction mode and transmits it to
the RF section 29.

The control section 27 of the hard-disk-containing DVD
player 2A obtains reproduction data D2 by carrying out the
above described process for the read signal S1 respectively 1in
the RF section 29, the demodulation section 30 and an error
correcting section 31 and transmits 1t to It taking out section
25 and also to the CSS code decompressing section 38, which
CSS code decompressing section 38 by turn carries out a
predetermined process on the reproduction data D2 to obtain
CSS decompressed data D3 and transmits it to convolution
section 32.

The control section 27 of the hard-disk-containing DVD
player 2A drives the It taking out section 25 to take out title
identifying information It recorded 1n the lead-1n area and the
TOC (table of contents) of the DVD 10A from the reproduc-
tion data D2 and then moves to Step SP4.

In Step SP4, the control section 27 of the hard-disk-con-
taining DVD 2A reads out apparatus 1dentifying information
Iddrv defined for and specific to the hard-disk-containing
DVD player 2A from data accumulating section 26 compris-
ing a nonvolatile memory and the like and transmits the
obtained apparatus identifying information Iddrv to multi-
plexing section 23 along with the medium 1dentifying infor-
mation Iw obtained 1n Step SP2 and the title identifying
information It obtained 1n Step SP3.

The control section 27 of the hard-disk-containing DVD
player 2A obtains multiplexed signal S5 by driving the mul-
tiplexing section 23 to multiplex the title 1dentifying infor-
mation It, the medium 1dentifying mmformation Iw and the
apparatus identifying imnformation Iddrv and transmuits 1t to
transmission/reception section 24 and also to the convolution
section 32.

The control section 27 of the hard-disk-containing DVD
player 2A drives the transmission/reception section 24 to
carry out a predetermined process for the multiplexed signal
S5 necessary for transmitting 1t and subsequently transmaits it
to the management server 3 before 1t moves to the next Step
SP5 (FIG. 5). The communication path between the hard-
disk-containing DVD player 2A and the management server
3 is preferably a safe commumnication path such as VPN (vir-
tual private network).

Thus, 1t 1s so arranged that the control section 27 of the
hard-disk-containing DVD player 2A notifies the manage-
ment server 3 that the contents of the DVD 10A are going to
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be copied by the hard-disk-containing DVD player 2A by
transmitting the medium i1dentitying information Iw and the
title identitying information It of the DVD 10A and the appa-
ratus 1dentifying information Iddrv of the hard-disk-contain-
ing DVD player 2A to the management server 3.

Now, the processing operation moves to a copying man-
agement process that 1s conducted at the management server.
As shown 1n FIG. 3, the control section 51 of the management
server 3 that comprises a CPU comprehensively controls
entire processing operation. It stores the data on the 1dentity-
ing information that are necessary for identitying the DVDs
10A, 10B and the hard-disk-containing DVD players 2A, 2B
as will be described hereinafter 1n i1dentifying information
database 55 so that 1t can manage them.

FIGS. 6 A and 6B illustrate the contents of the 1dentifying,
information database 335. Referring to 6 A and 6B, the 1denti-
tying information database 55 stores each combination num-
ber KNo, the corresponding title identifying information It of
the DVD, the apparatus identifying information Iddrv of the
hard-disk-containing DVD player that 1s used to copy the
contents of the DVD, the medium 1dentifying information Iw
of the DVD and the phase difference mnformation P (which
will be described hereinatter) as a single identifying informa-
tion data.

The combination number KNo 1s a number specifically
assigned to the corresponding identifying information data so
as to be used to manage the related combination of the title
identifying information It of the DVD, the apparatus 1denti-
tying information Iddrv of the hard-disk-containing DVD
player, the medium 1dentifying information Iw and the phase
difference information P. In the following description, the
identifying information data whose combination number
KNo 1s “M000001” 1s also referred to as 1dentifying informa-
tion data “MO0O00001”.

The wavelorm signal of the medium identifying informa-
tion Iw 1s stored in Iw accumulating section 54, which com-
prises a hard disk or the like, and the file name of the file
storing the wavetorm signal of the medium 1dentitying infor-
mation Iw 1s stored in the identifying information database
55.

Referring to FIG. 6A, to operate the contents copying
management system 1, 1t 1s necessary to previously register in
the identiiying information database 55 the identifying infor-
mation data “M000001”’, “MO000002” and so on, each con-
taining the title identifying information It of the DVD whose
contents need to be prevented by a manager of the manage-
ment server 3 from being 1llegally copied, before the corre-
sponding DVDs are released for sale and/or rental. Addition-
ally, 1f they are registered after being released for sale, their
contents are prevented from being illegally copied after the
registration.

Note that the i1dentifying information data “MO000001”
includes a combination of the title identitfying information It
“DVD000010” of the DVD whose contents need to be pre-
vented and the medium identifying information Iw “C:
YwavdatYDVDO000010. 000 of the corresponding DVD and
1s referred to as reference 1dentilying information data
“MO0001” heremnafter, whereas the medium i1dentifying
information Iw of the reference identifying information data
“MO000001” 1s referred to as reference waveform Iw herein-
after.

This means that the management server 3 recognizes that
the DVDs for which the reference i1dentifying information
data “MO000001” and the reference i1dentifying information
data “MO000002” respectively having the title 1dentifying
information It “DVD00000” and the title identifying infor-
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mation database 55 are those whose contents need to be
prevented from being copied, whereas the management
server 3 recognizes that the DVDs for which the reference
identifving information data having the title identifying infor-
mation It are not registered 1n the i1dentifying information
database 55 are those whose contents may be freely copied.

Referring to FIG. 6B, when the hard-disk-containing DVD
players 2A, 2B of the contents copying management system
1 are used to copy the contents of the DVDs 10A, 10B for the
purpose of personal use, 1dentifying information data
“U0000017, “U000002, “U000003” and “U000004” are reg-
istered 1n the 1dentifying information database 35.

The 1dentifying information data “U000001”” includes the
title identifying information It “DVDO0000010” of the DVD
10A whose contents are copied, the apparatus identifying
information “HDDO000150” of the hard-disk-containing
DVD player 2A that 1s used to copy the contents of the DVD
11A, the medium i1dentifying information Iw *“C:
YwavdatYDVDO000010. 002” of the DVD 10A, and the phase
difference information P*2” (which will be described here-
inafter) on the phase difference between the reference wave-
form Iw “C: ¥wavdatYDVD000010. 000” of the reference
identifying information data “MO000001”, and the medium
identifying information Iw “C: ¥wavdat¥DVD000010.020”.
This 1dentitying information data 1s referred to as user 1den-
tifying information data “U000001” heremafter.

Thus, the identifying information database 55 accumulates
the reference 1dentifying information data “M000001”,
“MO000002”, . . . and the user i1dentitying information data
“U000001”, UJ000002”, . . . . With thus arrangement, 1t 1s
possible for the management server 3 to control the DVDs
whose contents need to be prevented from being copied and
any operation ol copying the contents of any of the DVDs by
means ol one of the hard-disk-contaiming DVD players.

For the copying management process at the management
server, the control section 51 of the management server 3
starts Routine RT2 (FIG. 4) and moves to Step SP20. In Step
SP20, the control section 51 of the management server 3
receives the multiplexed signal S5 transmitted from the hard-
disk-containing DVD player 2A 1n Step SP4 by means of
transmission/reception section 52 and carries out a predeter-
mined reception process for the received signal. Then, 1t
drives the decoding section 53 to decode the signal 1n order to
obtain the title 1dentifying information It and the medium
identifying information Iw of the DVD 10 A and the apparatus
identifying information Iddrv of the hard-disk-containing
DVD player 2A and then moves to the next Step SP21.

Assume here that the title identifying information It of the
DVD 10A 1s “DVDO000010” and the apparatus i1dentifying
information Iddrv of the hard-disk-containing DVD player
2A 1s “HDDO000130”, for the following description. Note,
however, that no code 1s used for the medium identifying
information Iw because 1t 1s the wavetorm signal 1tself trans-
mitted from the hard-disk-containing DV D player 2A.

In Step SP21, the control section 51 of the management
server 3 drives collating section 50 to collate the title 1denti-
tying information It “DVD000010” of the DVD 10A and the
title 1dentifying information It 1n the reference i1dentifying
information data “M0O00001”°, “MO0O00002”, . . . accumulated
in the 1dentifying information database 35 and subsequently
moves to the next Step SP22.

In Step SP22, the control section 51 of the management
server 3 judges 1f the title identifying information It
“DVD000010” of the DVD 10A 1s found in one of
the reference identifying information data “MO00001”,
“MO0000027, . .. of the identifying information database 35 or
not according to the result of the collation 1n Step SP21.
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If the result of the above judgment 1s negative, the control
section 51 of the management server 3 determines that the
title identifying information It “DVDO000010” of the DVD
10A does not exist in any of the reference 1dentifying infor-
mation data “M000001”, “M000002™, . . . of the identifying
information database 55 and hence the recorded contents of
the DVD 10A may be copied freely and then moves to Step
SP30.

In Step SP30, the control section 51 of the management
server 3 selects “0” for copying prohibition flag Ncp and then
moves to Step SP32 (FIG. 5). Note that “0” 1s selected for the
copying prohibition tlag Ncp when it 1s allowed to copy the
recorded contents of the DVD 10A, whereas “1” 1s selected
for the copying prohibition flag Ncp when i1t 1s prohibited to
copy the recorded contents of the DVD 10A.

In Step SP32, the control section 51 of the management
server 3 drives the transmaission/reception section 52 to carry
out a predetermined transmission process for the copying
prohibition flag Ncp and subsequently transmits it to the
hard-disk-containing DVD player 2A and then moves to the
next Step SP33.

Thus, 11 no reference 1dentifying information data having
title identitfying information It “DVDO000010” of the DVD
10A 1s registered 1n the identifying information database 55,
the control section 51 of the management server 3 skips the
collation process for the medium 1dentifying information Iw
of the DVD 10A and the apparatus identifying information
Iddrv “HDDO000150” of the hard-disk-containing DVD
player 2A (from Step SP23 to Step SP29) and transmits the
copying prohibition flag Ncp indicating that 1t 1s allowed to
copy the recorded contents of the DVD 10A to the hard-disk-
contaiming DVD player 2A so as to simplily the copying
management process at the management server 3.

If, on the other hand, the result of the judgment 1 Step
SP22 (FIG. 4) 1s positive, the control section 51 of the man-
agement server 3 determines that the title identifying infor-
mation It “DVD0000010” of the DVD 10A exists in one of the
reference 1dentifying information data “MO000001”,
“MO000002”, . . . of the identitying information database 535
and hence 1t 1s prohibited to 1llegally copy the recorded con-
tents of the DVD 10A. In this case, the control section 51 of
the management server 3 moves to the next Step SP23.

In Step SP23, the control section 51 of the management
server 3 drives the collating section 50 to collate the apparatus
identifying information Iddrv “HDDO000130” of the hard-
disk-containing DV D player 2 A and the apparatus identifying
information Iddrv accumulated in the identifying information
database 535 and then moves to the next Step SP24.

In Step SP24, the control section 51 of the management
server 3 judges if the apparatus 1dentitying information Iddrv
of the hard-disk-containing DVD player 2A 1s found 1n the
identifying information database 55 or not according to the
result of the collation 1 Step SP23.

If the result of the above judgment 1s negative, 1t means that
the apparatus 1dentifying information Iddrv “HDD000150”
of the hard-disk-containing DVD player 2A has not been
registered 1n the 1dentifying information database 53 by the
control section 51 of the management server 3 and hence the
hard- dlsk-contammg DVD player 2A will carry out a copying
process of copying the recorded contents of the DVD 10A
onto the hard disk 34 from now for the first time. In this case,
the control section 51 of the management server 3 moves to
the next Step SP2S.

In Step SP25, the control section 51 of the management
server 3 registers the apparatus 1dentitying information Iddrv
of the hard-disk-containing DVD player 2 A 1n the identifying
information database 53 and then moves to Step SP24.
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If, on the other hand, the result of the above judgment 1n
Step SP24 1s positive, 1t means that the apparatus identifying
information Iddrv “HDDO000150” of the hard-disk-contain-
ing DVD player 2A has been registered 1n the identifying
information database 55 by the control section 51 of the
management server 3. In this case, the control section 51 of
the management server 3 moves to Step SP26.

In Step SP26, the control section 51 of the management
server 3 drives the collating section 50 to collate the medium
identifying information Iw of the DVD 10A and the medium
identifying information Iw accumulated in the Iw accumulat-
ing section 34 and subsequently moves to Step SP27.

Since the medium 1dentifying information Iw 1s a wave-
form signal per se and it 1s time consuming to collate the
medium 1identitying information Iw of the DVD 10A with all
the medium 1dentifying information Iw accumulated 1n the Iw
accumulating section 54, the control section 51 of the man-
agement server 3 instead detects the phase difference by
comparing, for instance, the reference wavelorm Iw “C:
YwavdatYDVDO000010. 000” of the reference identifying
information data “MO00001” that has title identifying infor-
mation It “DVD000010” same as the title identifying infor-
mation It “DVDO000010” of the DVD 10A and the medium
identifying information Iw of the DVD 10A and collates the
phase diflerence obtained as a result of the detecting opera-
tion with the phase difference information P of the user 1den-
tifying information data “U000001” and “U000002”, having
title identifying information It “DVDO000010” same as the
title identitying information It “DVD000010” of the DVD
10A.

Firstly, the control section 51 of the management server 3
drives the collating section 30 to retrieve, for instance, the
reference 1dentifying information data “MO000001” having
title identifying information It “DVD000010” same as the
title 1dentitying information It “DVDO000010” out of the ref-
crence 1dentifying information data  “MO000001”,
“MO000002™, . . . stored in the 1dentifying information data-
base 35 and defines the correlation between the reference
wavetorm Iw “C: ¥wavdatYDVD000010. 000 of the refer-
ence 1dentifying information data “MO000001” and the
medium 1dentifying information Iw of the DVD 10A. The
control section 51 of the management server 3 may typically
use SPOMF (symmetric phase-only matched filtering) as
technique for defining the correlation.

Then, the control section 51 of the management server 3
detects the phase difference between the reference waveform
Iw “C: ¥wavdatYDVD000010. 000 of the reference 1dent-
tying information data “M00001” and the medium 1dentify-
ing information Iw of the DVD 10A at the time of defining the
correlation and uses the phase difference as phase difference
information P of the DVD 10A.

Assume here, as an example, that a phase difference o1 “2”
1s obtained as a result of the detecting operation and hence the
phase difference information P of the DVD 10A 1s “2”.

Then, the control section 51 of the management server 3
retrieves, for instance, the user identitying mformation data

“U0000017, “U000002” having title identifying information
It “DVD000010” same as the title identifying information It
“DVD000010” of the DVD 10A out of the user 1identifying
information data “U000001”, “U000002™, . . . and collates the
phase difference mformation P “2” in the user identifying
information data “UJ000001”, “U000002” with the phase dii-
ference information P of the user identifying information
data.

Note that the phase difference information P indicates the
discrepancy of the medium 1dentifying information Iw of the
DVD 10A 1from the reference wavelform Iw “C:
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YwavdatYDVDO000010. 000” of the reference identifying
information data “M000001” having title identitying infor-
mation It “DVD000010” that 1s same as the title identifying,
information It “DVD000010” of the DVD 10A.

In other words, since the user identifying information
“U000001” that has title i1dentifying information It
“DVD000010” same as the title identifying imformation It
“DVD000010” of the DVD 10A and phase difference infor-
mation P “2” same as the phase difference information P *“2”
of the DVD 10A also has medium identifying information Iw
same as that of the DVD 10A, it 1s safe to say that the user
identifyving information “U000001” 1s the one that 1s regis-
tered in the i1dentifying information database 35 when the
contents of the DVD 10A were copied.

This will be described turther by referring to FIGS. 6 A and

6B. The control section 51 of the management server 3
retrieves, for instance, the reference 1dentifying information
data “MO000001” having title identilying information It
“DVD000010” same as the title identifying information It
“DVD000010” of the DVD 10A from the identifying infor-
mation database 335 and detects the phase difference between
the reference wavetorm Iw “C: ¥wavdatYDVD000010. 000
ol the reference identiiying information data “M000001” and
the medium 1dentitying information Iw of the DVD 10A.

If the phase difference 1s found to be equal to *“2” from the
outcome of the detecting, the control section 51 of the man-
agement server 3 can judge that the DVD 10A has phase
difference information P “2”.

Then, the control section 51 of the management server 3
detects the user 1dentifying information data “U000001” hav-
ing the title identitying information It “DVD000010” and the
phase difference information P “2” from the identifying infor-
mation database 55.

In this way, the control section 51 of the management
server 3 can obtain a result same as the one obtained by
collating the medium 1dentitying information Iw of the DVD
10 A with all the medium identifying information Iw accumu-
lated 1n the 1dentitying information database 55 1n a remark-
ably curtailed period of time by comparing the value of the
phase difference information P obtained as a result of collat-

ing, for i1nstance, the reference wavelform Iw “C:
YwavdatYDVDO000010. 000” of the reference identifying
information data “M000001” having title identifying infor-
mation It “DVD000010” same as the title identifying infor-
mation It “DVD000010” of the DVD 10A with the medium
identifyving information Iw of the DVD 10A with the value of
the phase difference information P, for instance, of the user
identifying information data “U000001”, “U000002” having
title 1dentifying information It “DVD000010” same as the
title identitfying information It “DVDO000010” of the DVD
10A.

In Step SP27, the control section 51 of the management
server 3 judges 1 the medium 1dentifying information Iw of
the DVD 10A 1s found 1n the identifying information database
53 or not on the basis of the outcome of the collation 1n Step
SP26. More specifically, the control section 51 of the man-
agement server 3 judges 11 a user 1dentifying information data
having title identifying mmformation It “DVD000010” and
phase difference information P “2”” same as the title 1¢ entify-
ing mformation It “DVD000010” and the phase difference
information P “2” of the DVD 10A 1s found in the identifying
information database 55 or not.

If the result of the above judgment 1s negative, 1t means that
the medium 1dentitying information Iw of the DVD 10A has

not been registered 1n the 1dentifying information database 35
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by the control section 51 of the management server 3. In this
case, the control section 51 of the management server 3
moves to Step SP28.

In Step SP28, the control section 51 of the management
server 3 registers the combination number KNo “U0000001™,
the title i1dentifying information It “DVDO000010” and the
medium identilying information Iw “C:
YwavdatYDVDO000010. 002 of the DVD 10A, the apparatus
identifying information Iddrv “HDDO0001350” of the hard-
disk-containing DVD player 2A and the phase difference
information P “2” obtained 1in Step SP26 as a single user
identifying information data “U000001” 1n the i1dentifying
information database 55 and moves to Step SP27.

In this way, 11 the recorded contents of the DVD 10A have
never been copied before, the control section 51 of the man-
agement server 3 registers, for istance, the user identitying
information data “U000001” 1n the 1dentifying information
database 55 to indicate that the recorded contents of the DVD
10A are now copied by the hard-disk-containing DVD player
2A. Thus, thereaiter, the control section 51 of the manage-
ment server 3 can recognize that the recorded contents of the
DVD 10A are allowed to be copied only by the hard-disk-
containing DVD player 2A since.

I1, on the other hand, the result of the above judgment 1n
Step SP27 1s positive, it means that the medium 1dentifying
information Iw of the DVD 10A has been registered in the
identifving information database 55 by the control section 51
of the management server 3. In this case, the control section
51 of the management server 3 moves to Step SP29.

In Step SP29, the control section 51 of the management
server 3 judges 1f a user identiiying information data having a

combination same as that of the title identifying information
It “DVD000010”, and the medium 1dentifying infi

'ormation
Iw of the DVD 10A and the apparatus identifying infi

'ormation
Iddrv “HDDO000130” of the hard-disk-contaimng DVD
player 2A 1s found 1n the 1identifying information database 335
or not.

If the result of the above judgment 1s positive, 1t means that,
for 1nstance, the user i1dentifying information data
“U000001” having a combination same as that of the title
identifving mformation It “DVD000010” and the medium

'yving information Iw of the DVD 10A and the apparatus

1denti:
identifving mnformation Iddrv “HDDO000150” of the hard-
disk-containing DVD player 2A has been registered 1n the
identifying information database 55 by the control section 51
of the management server 3 and hence the recorded contents
of the DVD 10A are allowed to be copied by an authorized
user by means of the hard-disk-containing DVD player 2A
only for the purpose of personal use. In this case, the control
section 51 of the management server 3 moves to Step SP30.

In Step SP30, the control section 51 of the management
server 3 selects “0” for copying prohibition flag Ncp and then
moves to Step SP32 (FIG. 5).

If, on the other hand, the result of the above judgment 1n
Step SP29 (FIG. 4) 1s negative, 1t means that the user identi-
tying information data having a combination same as that of
the title 1dentifying information It “DVDO000010” and the
medium 1dentitying information Iw of the DVD 10A and the
apparatus 1dentifying information Iddrv “HDDO000150” of
the hard-disk-containing DVD player 2A has not been regis-
tered 1n the identitying information database 55 and hence the
recorded contents of the DVD 10A are prohibited from being
copied by the hard-disk-containing DVD player 2A. In this
case, the control section 51 of the management server 3
moves to Step SP31.

This will be described further by referring to FIGS. 6 A and

6B. The control section 51 of the management server 3
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retrieves a user 1dentifying information data having a combi-
nation same as that of the title identifying information It
“DVD000010” and the phase difference information P “2” of
the DVD 10A and the apparatus identifying information
Iddrv “HDDO000130” of the hard-disk-contaimng DVD
player 2A from the 1dentifying information database 55.

If the control section 51 of the management server 3 judges
as a result of the retrieving operation that a user 1dentifying
information data having a combination same as that of the
title identifying information It “DVD000010” and the phase
difference information P “2” and the apparatus identifying
information Iddrv “HDDO000150” 1s not found in the 1identi-
tying information database 55, it means that the control sec-
tion 51 of the management server 3 recognizes that the
recorded contents of the DVD 10A have already been copied
by a hard-disk-contaiming DVD player other than the hard-
disk-containing DV D player 2A, which may be the hard-disk-
contaiming DVD player 2B.

In Step SP31, the control section 51 of the management
server 3 selects “1” for the copying prohibition flag Ncp and
then moves to the next Step SP32 (FIG. 5).

In Step SP32, the control section 51 of the management
server 3 drives the transmaission/reception section 52 to carry
out a predetermined process for the copying prohibition flag
Ncp and subsequently transmiut it to the hard-disk-containing,
DVD player 2A. Thereatter, 1t moves to the next Step SP33 to
terminate the copying management process ol the manage-
ment server.

In this way, the control section 51 of the management
server 3 collates the ftitle identifying information It
“DVD000010” and the medium 1dentifying information Iw
of the DVD 10A and the apparatus identifying information
Iddrv “HDDO000130” of the hard-disk-contaimng DVD
player 2A transmitted from the hard-disk-contaiming DVD
player 2A and the combination thereotf with the data in the
identifying information database 535 and judges 1f the
recorded contents of the DVD 10A are authorized to be cop-
ied by means of the hard-disk-containing DVD player 2A or
not on the basis of the result of the collation.

If, as a result, 1t 1s judged that the recorded contents of the
DVD 10A are authorized to be copied, 1t transmits a copying
prohibition flag Ncp “0” to the hard-disk-containing DVD
player 2A. If, on the other hand, it 1s judged that the recorded
contents of the DVD 10A are prohibited from being copied, 1t
transmits a copying prohibition flag Ncp “1” to the hard-disk-
contaiming DVD player 2A.

Now, the processing operation returns to the copying man-
agement process that 1s conducted at the hard-disk-containing
DVD player. In Step SP5 (FIG. §5), the control section 27 of
the hard-disk-containing DVD player 2A receives at the
transmission/reception section 24 the copying prohibition
flag Ncp transmitted from the management server 3 in Step
SP32 and then moves to the next Step SP6.

In Step SP6, the control section 27 of the hard-disk-con-
taining DVD player 2A judges 11 the copying prohibition flag
Ncp 15 “0” or not.

If the result of the above judgment 1s negative, 1t means that
the copying prohibition flag Ncp 1s “1” and hence the
recorded contents of the DVD 10A are prohibited from being
copied by the hard-disk-containing DVD player 2A. In this
case, the control section 27 of the hard-disk-containing DVD
player 2A moves to the next Step SP10.

In Step SP10, the control section 27 of the hard-disk-
contaiming DVD player 2A reads out the text data for warning
prohibition of copying accumulated 1n advance in the data
accumulating section 26 and displays a warning image 100 as
shown 1n FIG. 7A on a television monitor screen (not shown)
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or the like by means of display control section 37. Thereatter,
the control section 27 of the hard-disk-containing DVD
player 2A moves to the next Step SP11.

If, on the other hand, the result of the above judgment 1n
Step SP6 1s positive, 1t means that the copying prohibition tlag
Ncp 1s “0” and hence the recorded contents of the DVD 10A
are allowed to be copied by an authorized user by means of the
hard-disk-containing DVD player 2A for the purpose of per-
sonal use. In this case, the control section 27 of the hard-disk-
containing DVD player 2A moves to the next Step SP7.

In Step SP7, the control section 27 of the hard-disk-con-
taining DV D player 2A drives the convolution section 32 to
convolute the multiplexed signal SS, which has been obtained
by drniving the multiplexing section 23 to multiplex the title
identifving mformation It “DVD000010” and the medium
identifving information Iw of the DVD 10 A and the apparatus
identifying information Iddrv “HDDO001 50” of the hard-disk-
containing DVD player 2A 1nto a CSS decompressed data D3
in order to obtain a convoluted data DS and then transmits the
convoluted data D3 to Iddrv coding section 33. Thereafter, the
control section 27 of the hard-disk-containing DVD player
2A moves to the next Step SP8.

In Step SP8, the control section 27 of the hard-disk-con-
tamning DVD player 2A encodes the convoluted data DS to
obtain data to be copied D6 by using the DES (Data Encryp-
tion Standard) method and the apparatus identifying informa-
tion Iddrv “HDDO00150”, which operates as key, and then
transmits the obtained data to be copied D6 to the hard disk
34. Thereafter, the control section 27 of the hard-disk-con-
taining DVD player 2A moves to next Step SP9.

In Step SP9, the control section 27 of the hard-disk-con-
taining DVD player 2A records the data to be copied D6 on
the hard disk 34 and moves to the next Step SP11, where 1t
terminates the copying process at the hard-disk-contaiming
DVD player.

The recorded contents of the DVD 10A are copied to the
hard disk 34 by the hard-disk-containing DVD player 2A of
the contents copying management system 1 in a manner as
described above.

Thus, since the hard-disk-containing DVD player 2A can
take out the medium identitying information Iw specific to the
DVD 10A loaded on 1t from a printing surface of the DVD
10A, 1t can identily the DVD 10A 1f 1t does not carry any other
identification such as the manufacturing number on the
recording surface thereof.

Additionally, the hard-disk-containing DVD player 2A 1s
adapted to transmit the ftitle i1dentifying information It
“DVD000010” and the medium 1dentifying information Iw
of the DVD 10A and the apparatus identifying information
Iddrv “HDDO000130” of the hard-disk-contaimng DVD
player 2A to the management server 3 and enquire about the
copying prohibition flag Ncp to find out 1f the contents of the
DVD 10A are allowed to be copied or prohibited from bein
copied.

The management server 3 1s adapted to generates a copying,
prohibition flag Ncp on the basis of the combination of the
title 1dentifying information It “DVDO000010”, and the
medium 1dentitying information Iw of the DVD 10A and the
apparatus 1dentifying information Iddrv “HDDO000150” of
the hard-disk-containing DVD player 2A 1t received and
transmit the copying prohibition flag Ncp to the hard-disk-
containing DVD player 2A.

Then, the hard-disk-containing DVD player 2A controls
the operation of copying the recorded contents of the DVD
10A according to the copying prohibition flag Ncp 1t received.

With this arrangement, the hard-disk-containing DVD
player 2A can control the operation of copying the recorded
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contents of the DVD 10A under the control of the manage-
ment server 3. Thus, the authorized user can copy the

recorded contents ol the DVD 10A to the hard disk 34 only for

the purpose of personal use when the recorded contents of the
DVD 10A have not been copied by any hard-disk-containing
DVD players other than the hard-disk-containing DVD
player 2A.

On the other hand, the hard-disk-containing DVD player
2A can display a copying prohibition warning and prohibit
copying of the recorded contents of the DVD 10A by means
of the hard-disk-containing DVD player 2A when the
recorded contents of the DVD 10A have been copied by some
other hard-disk-containing DVD player, or when 1t 1s tried to
copy the recorded contents of the DVD 10A that have been
copied by some other hard-disk-containing DVD player.

Additionally, the hard-disk-contaiming DVD player 2A 1s
adapted to take out the title i1dentifying information It

“DVD000010” from the loaded DVD 10A along with the

medium 1dentifying information Iw and transmit the two
pieces ol information to the management server 3.

Then, the management server 3 can limit the object of
collation to the user identifying information data “U000001”,
“U000002”, for instance, that has title identifying informa-
tion It “DVD0000010” on the basis of the recerved title 1den-
tifying information It “DVDO0000010” of the DVD 10A.

Theretore, the collation process can be simplified 1f compared

with a case where 1t 1s performed without using the title
identifying information It “DVD000010” of the DVD 10A.

(4) Copied Contents Reproduction Mode

Now, an operation of reproducing the copied contents
obtained by copying the contents onto the hard disk 34 by
means of the hard-disk-containing DVD player 2A of the

contents copying management system 1 1n a copied contents
reproduction mode will be described by referring to the cir-

cuit diagrams of FIGS. 2 and 3 and the flow chart of FIG. 8.

In a copied contents reproduction mode, there are two
processes including a reproduction process to be carried out
by the hard-disk-containing DVD player and a reproduction
management process to be carried out by the management
server. The reproduction process to be carried out by the

hard-disk-containing DVD player will be described first.

In the reproduction process at the side of the hard-disk-
contaiming DVD player, the control section 27 of the hard-
disk-containing DVD player 2A starts Routine RT3 and
moves to Step SP40.

In Step SP40, the control section 27 of the hard-disk-
contaiming DVD player 2A reads out the copied data D6 from
the hard disk 34, which 1s the copied contents, and transmits
the data D6 to Iddrv decompressing section 35. Then, 1t
moves to Step SP41.

In Step SP41, the control section 27 of the hard-disk-
containing DVD player 2A drives the Iddrv decompressing
section 35 to actually decompress the copied data D6, using
the apparatus identitying information Iddrv “HDDO00150” of
the hard-disk-containing DVD player 2A as key to find out 1T
the convoluted data D5 prior to coding can be obtained or not
and judges 11 the decompressing keys agree with each other or
not on the basis of the outcome of the decompressing opera-
tion.

If the result of the above operation 1s negative, 1t means that
the apparatus 1dentifying information Iddrv “HDDO00130” of
the hard-disk-containing DVD player 2A 1s not the defrieez-
ing key for detfeezing the copied data D6 and hence the copied
data D6 cannot be properly decompressed because 1t has been
copied by a hard-disk-containing DVD player other than the
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hard-disk-containing DVD player 2A. In this case, the control
section 27 of the hard-disk-containing DVD player 2A moves
to the next Step SP49.

In Step SP49, the control section 27 of the hard-disk-
containing DVD player 2A reads out the text data that has
been accumulated 1n advance in the data accumulating sec-
tion 26 for warning the prohibition of reproduction and drives
display control section 37 to display a warning image 101 as
shown 1 FIG. 7B on a display means, which 1s typically a
television monitor (not shown). Thereaiter, the control sec-
tion 27 of the hard-disk-containing DVD player 2A moves to
the next Step SP50.

I1, on the other hand, the result of the above operation 1n
Step SP41 1s positive, 1t means that the apparatus identifying

information Iddrv “HDDO00130”, of the hard-disk-containing

DVD player 2A 1s the key for decompressing the copied data
D6 and hence the copied data D6 can be properly decom-
pressed because the copied data D6 has been copied by the
hard-disk-containing DVD player 2A. In this case, the control
section 27 of the hard-disk-containing DVD player 2A moves
to the next Step SP42.

In Step SP42, the control section 27 of the hard-disk-
containing DVD player 2A obtains the convoluted data D5
prior to coding by driving the Iddrv decompressing section 35
to decompress the copied data D6 by means of the above
coding method, using the apparatus 1dentifying information
Iddrv “HDDO00150” of the hard-disk-containing DVD player
2 A as key, and then transmits the convoluted data D3 to It, Iw,
Iddrv taking out section 36 and MPEG decoding section 39
betfore 1t moves to Step SP43.

In Step SP43, the control section 27 of the hard-disk-
containing DVD player 2A drives the It, Iw, Iddrv taking out
section 36 to take out the multiplexed signal S5 from the
convoluted data D5 and transmits the data DS to the transmis-

sion/reception section 24 and then moves to the next Step

SP44.

In Step SP44, the control section 27 of the hard-disk-
containing DVD player 2A drives the transmission/reception
section 24 to carry out a predetermined transmission process
on the multiplexed signal S5 and transmuits the signal S5 to the
management server 3 before 1t moves to the next Step SP45.

In this way, the control section 27 of the hard-disk-contain-
ing DVD player 2A 1s adapted to inform the management
server 3 of the fact that the copied contents are the recorded
contents of the DVD 10A that have been copied by the hard-
disk-containing DV D player 2A by transmitting the title 1den-
tifying mnformation It “DVDO000010”, the medium 1dentify-
ing mformation Iw and the apparatus 1dentiiying information
Iddrv “HDDO00150” 1n the copied contents that have been
read out from the hard disk 34 to the management server 3.

Then, the processing operation moves to the reproduction
management process of the management server. The control
section 51 of the management server 3 starts Routine RT4 and
moves to Step SP60.

In Step SP60, the control section 51 of the management
server 3 obtains the fitle 1dentifying information It
“DVD000010”, the medium 1dentifying information Iw and
the apparatus identifying information Iddrv “HDD00150” 1n
the copied contents that have been read out from the hard disk
34 of the hard-disk-contaiming DVD player 2A by receiving
the multiplexed signal S5 transmitted from the hard-disk-
containing DVD player 2A 1n Step SP44 at the transmission/
reception section 52 and decoding 1t at the decoding section
53 and then moves to the next Step SP61.

In Step SP61, the control section 51 of the management
server 3 carries out the process same the one from Step SP22
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to Step SP30 contained 1n the copying process of the man-
agement server side as shown in FIG. 4.

More specifically, the control section 51 of the manage-
ment server 3 collates the title 1dentifying information It
“DVD000010”, the medium 1dentifying information Iw and
the apparatus identifying information Iddrv “HDD00150” in
the copied contents with the user identilying information data
“U000001”, “U000002” 1n the identifying information data-
base 55 at the collating section 50 and judges if user 1denti-
fying information data having a combination same as the
combination of the title identiftying information It
“DVD000010”, the medium 1dentifying information Iw and
the apparatus identitying information Iddrv “HDDO00150” in
the copied contents 1s found 1n the identifying information
database 55 or not on the basis of the outcome of the collation.

If the result of the above judgment 1s positive, 1t means that,
for example, the wuser identifying information data
“U000001” having a combination same as the combination of
the ftitle i1dentifying information It “DVDO000010”, the
medium 1dentifying information Iw and the apparatus iden-
tifying information Iddrv “HDDO00150” 1n the copied con-
tents was registered in the 1dentifying imnformation database
535 when the copied contents were actually copied by means
of the hard-disk-containing DVD player 2A and hence the
copied contents are authorized to be reproduced by means of
the hard-disk-containing DVD player 2A because they were
copied by the authorized user by using the hard-disk-contain-
ing DVD player 2A for the purpose of personal use. In this
case, the control section 51 of the management server 3
moves to the next Step SP62.

In Step SP62, the control section 51 of the management
server 3 selects “0” for the copying prohibition flag Ncp and
moves to Step SP64. Note that “0” 1s selected for the copying,
prohibition flag Ncp when the copied contents are authorized
to be copied, whereas “1” 1s selected for the copying prohi-
bition flag Ncp when the copied contents are prohibited from
being copied.

If, on the other hand, the result of the above judgment in
Step SP61 1s negative, 1t means that the user i1dentifying
information data having a combination same as the combina-
tion of the title identitying information It “DVD000010, the
medium 1dentifying information Iw and the apparatus 1den-
tifying information Iddrv “HDD000150” 1n the copied con-
tents was not registered in the identitying information data-
base 55 when the copied contents were actually copied by
means of the hard-disk-containing DVD player 2A and hence
the copied contents were actually 1llegally copied by an unau-
thorized user so that the copied contents are prohibited from
being reproduced by the hard-disk-containing DVD player
2A. In this case, the control section 31 of the management
server 3 moves to the next Step SP63.

In Step SP63, the control section 51 of the management
server 3 selects “17, for the copying prohibition flag Ncp and
then moves to the next Step SP64.

In Step SP64, the control section 51 of the management
server 3 carries out a predetermined transmission process for
the copying prohibition flag Ncp at the transmission/recep-
tion section 52 and subsequently transmits the flag Ncp to the
hard-disk-containing DVD player 2A before 1t moves to the
next Step SP65, where it terminates the reproduction man-
agement process of the management server.

Then, the processing operation returns to the side of the
hard-disk-containing DV D player. In Step SP43, the control
section 27 of the hard-disk-containing DVD player 2A
receives at the transmission/reception section 24 the copying,
prohibition flag Ncp transmitted from the management server
3 1n Step SP64 and moves to the next Step SP46.
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In Step SP46, the control section 27 of the hard-disk-
containing DVD player 2A judges 11 the copying prohibition
flag Ncp shows “0” or not.

I1 the result of the above judgment 1s negative, 1t means that
the copying prohibition flag Ncp shows “1”” and reproduction
of the copied contents by means of the hard-disk-containing
DVD player 2A 1s prohibited because the copied contents that
a user 1mtends to reproduce are illegally copied contents. In
this case, the control section 27 of the hard-disk-containing,
DVD player 2A moves to the next Step SP47.

In Step SP47, the control section 27 of the hard-disk-
containing DVD player 2A reads out the text data for warning
prohibition of reproduction that 1s accumulated 1n advance 1n
the data accumulating section 26 and drives the display con-
trol section 37 to display a warning image 102 as shown in
FIG. 7C on the television monitor or the like (not shown)
before 1t moves to the next Step SP30.

While the control section 27 of the hard-disk-containing
DVD player 2A displays a warning message and prohibits any
reproduction of the copied contents when the copying prohi-
bition flag Ncp shows “1” 1n the above arrangement, it may
alternatively be so arranged that the control section 27 of the
hard-disk-containing DVD player 2A only displays a warning
message.

If, on the other hand, the result of the judgment 1n Step
SP46 1s positive, 1t means that reproduction of the copied
contents by means of the hard-disk-containing DVD player
2A 1s authorized because the copied contents to be repro-
duced are copied by an authorized user for the purpose of
personal use. In this case, the control section 27 of the hard-
disk-containing DVD player 2A moves to the next Step SP48.

In Step SP48, the control section 27 of the hard-disk-
containing DVD player 2A obtains the video data D4 by
driving the MPEG decoding section 39 to decode the convo-
luted data D5 and outputs the obtained video data to the
television monitor or the like (not shown) by way of output
section 40 before 1t moves to the next Step SP50, where it
terminates the reproduction process at the hard-disk-contain-
ing DVD player.

The copied contents in the hard disk 34 are reproduced in a
copied contents reproduction mode by the hard-disk-contain-
ing DVD player 2A of the contents copying management
system 1 1n the above described manner.

Thus, since the hard-disk-containing DVD player 2A can
reproduce the copied contents 1n the hard disk 34 only when
they can be decompressed properly by using the apparatus
identifying information Iddrv “HDDO00150” of the hard-disk-
containing DVD player 2A as decompressing key, the system
1 can effectively prevent any hard-disk-containing DVD
players other than the hard-disk-containing DVD player 2A
from reproducing the copied contents that have been copied
by the hard-disk-containing DVD player 2A.

Additionally, the hard-disk-containing DVD player 2A 1s
so adapted that it takes out the title identifying information It
“DVD000010”, the medium 1dentifying information Iw and
the apparatus 1dentifying information Iddrv “HDD0001 50"
from the copied contents that have been read out from the hard
disk 34 and transmits those pieces of information to the man-
agement server 3 in order to enquire about the copying pro-
hibition flag Ncp.

On the other hand, the management server 3 1s so adapted
that it generates a copying prohibition flag Ncp on the basis of
the combination of the ftitle i1dentifying information It
“DVD000010”, the medium 1dentifying information Iw and
the apparatus 1dentifying information Iddrv “HDDO0001 3507 1t
has recetved and transmits the generated copying prohibition
flag Ncp to the hard-disk-containing DVD player 2A.
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Then, the hard-disk-containing DVD player 2A controls
reproduction of the copied contents according to the recerved
copying prohibition flag Ncp.

With the above described arrangement, the hard-disk-con-
taining DVD player 2A can control reproduction of the cop-
ied contents under the control of the management server 3 so
that 1t can reproduce the copied contents only when they are
authorized to be reproduced by means of the hard-disk-con-
taining DVD player 2A but prohibits reproduction of the
copied contents by displaying a warning image 101 or 102 for
prohibition of reproduction when 1t 1s prohibited to reproduce
the copied contents by means of the hard-disk-containming,
DVD player 2A.

(5) Operations and Advantages

With the above described arrangement, 1n a contents copy-
ing mode for copying the recorded contents of the DVD 10A,
the hard-disk-containing DVD player 2A takes out the title
identifying information It “DVDO000010” and the medium
identifying information Iw for identifying the DVD 10A and
transmits the title identifying information It “DVD000010”
and the medium 1dentitying information Iw to the manage-
ment server 3 along with the apparatus identifying informa-
tion Iddrv “HDDO00050” of the hard-disk-containing DVD
player 2.

Then, the management server 3 collates the combination of
the title i1dentifying information It “DVD000010”, the
medium 1dentitying information Iw of the DVD 10A and the
apparatus 1dentifying information Iddrv “HDDO000150”
transmitted from the hard-disk-contaiming DVD player 2A
with the data in the 1dentifying information database 535 and
judges 1f user 1dentifying information data having a combi-
nation same as the combination of the title identifying infor-
mation It “DVD000010”, the medium 1dentiiying informa-
tion Iw of the DVD 10A and the apparatus identifying
information Iddrv “HDDO000150” 1s found 1n the 1dentifying

information database 35 or not on the basis of the result of the
collation.

I, as a result, user identifying information data “U000001”
having a combination same as the combination of the title
identifyving information It “DVD000010”, the medium 1den-
tifying information Iw of the DVD 10A and the apparatus
identifying information Iddrv “HDDO000150” 1s found in the
identifying information database 55, the management server
3 judges that the recorded contents of the DVD 10A are those
that are authorized to be copied only by means of the hard-
disk-containing DVD player 2A. Then the management
server 3 generates a copying prohibition tlag Ncp “0” 1ndi-
cating that copying 1s authorized and transmits the copying
prohibition tlag Ncp “0” to the hard-disk-contaiming DVD
player 2A.

If, on the other hand, user identitying information data
having a combination same as the combination of the title
identifying information It “DVD000010”, the medium 1den-
tifying information Iw of the DVD 10A and the apparatus
identifying information Iddrv “HDDO000150” 1s not found 1n
the identifying information database 55, the management
server 3 judges that the recorded contents of the DVD 10A are
those that are prohibited from being copied by means of the
hard-disk-containing DVD player 2A. Then the management
server 3 generates a copying prohibition tlag Ncp “1” 1indi-
cating that copying 1s prohibited and transmits the copying
prohibition flag Ncp “1” to the hard-disk-contaiming DVD
player 2A.

Then, the hard-disk-containing DVD player 2A controls
copying of the recorded contents of the DVD 10A according
to the copying prohibition flag Ncp transmitted from the
management server 3. When the hard-disk-contaiming DVD
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player 2A copies the recorded contents, 1t firstly convolutes
the ftitle i1dentitying information It “DVDO000010”, the
medium 1dentifying information Iw and the apparatus iden-
tifying information Iddrv “HDDO0001350 mto the recorded
contents and then encodes the data, using the apparatus 1den-
tifying information Iddrv “HDDO000130” as key before the

hard-disk-containing DBVD player 2A actually copies the
recorded contents onto the hard disk 34.

Thus, the hard-disk-containing DVD player 2A 1dentifies

the loaded DVD 10A and controls the copying operation
under the control of the management server 3 1n such a way
that the operation of copying the recorded contents of the
DVD 10A 1s authorized only when the authorized user does 1t
for the purpose of personal use.

In a copied contents reproduction mode 1n which the cop-
ied contents copied onto the hard disk 34 are reproduced, the
hard-disk-containing DVD player 2A decompresses the

encoded copied contents by using the apparatus 1dentifying
information Iddrv “HDDO000150” as key and takes out the
title 1dentifying mnformation It “DVD0000010”, the medium
identifying information Iw and the apparatus identifying
information Iddrv “HDDO0000130” convoluted into the
decompressed copied contents from the copied contents.
Then, the hard-disk-containing DV D player 2A transmits the
title 1dentitying mformation It “DVD000010”, the medium
identifving information Iw and the apparatus identifying
information Iddrv “HDDO0001350” to the management server
3.

The management server 3 collates the combination of the
title 1dentifying information It “DVD00001”, the medium
identifying information Iw and the apparatus identifying
information Iddrv “HDDO000150” 1n the copied contents as
transmitted from the hard-disk-containing DVD player 2A
with the data 1n the identifying information database 535 and
judges 11 a user 1dentitying information data having a combi-
nation same as the combination of the title identifying infor-
mation It “DVD000010”, the medium 1dentifying informa-
tion Iw and the apparatus identifying information Iddrv
“HDDO000130” 1n the copied contents 1s found in the 1denti-
tying information database 35 or not on the basis of the
outcome of the collation.

I, as aresult, user identifying information data “U000001”
having a combination same as the combination of the title
identifying information It “DVD000010”, the medium 1den-
tifying information Iw and the apparatus identifying informa-
tion Iddrv “HDDO000130”, 1s found in the identifying infor-
mation database 35, the management server 3 judges that the
copied contents are those that have been copied by an autho-
rized user by means of the hard-disk-containing DVD player
2 A for the purpose of personal use and are authorized to be
reproduced by means of the hard-disk-containing DVD
player 2A. Then the management server 3 generates a copy-
ing prohibition flag Ncp “0” indicating that reproduction 1s
authorized and transmits the copying prohibition tlag Ncp “0”
to the hard-disk-containing DVD player 2A.

If, on the other hand, user i1dentifying information data
having a combination same as the combination of the title
identifying information It “DVD0000010”, the medium 1den-
tifying information Iw and the apparatus identifying informa-
tion Iddrv “HDDO000150” 1s not found in the identifying
information database 55, the management server 3 judges that
the copied contents are those that have been 1llegally copied
by an unauthorized user and are prohibited from being repro-
duced by means of the hard-disk-containing DVD player 2A.
Then the management server 3 generates a copying prohibi-
tion flag Ncp “1” indicating that reproduction 1s prohibited
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and transmits the copying prohibition flag Ncp “1” to the
hard-disk-containing DVD player 2A.

Thus, the hard-disk-containing DVD player 2A 1dentifies
the copied contents and controls the reproducing operation
under the control of the management server 3 1n such a way
that the operation of reproducing the copied contents 1s autho-
rized only when the authorized user does 1t for the purpose of
personal use.

With the above described arrangement; when the hard-
disk-containing DV D player 2 A of the contents copying man-
agement system 1 copies the recorded contents of the loaded
DVD 10A, 1t encodes the recorded contents, using the appa-
ratus identifying information Iddvr “HDDO000130” of the
hard-disk-containing DVD player 2A as key, and subse-
quently actually copies the recorded contents onto the hard
disk 34 so that the system 1 can etlectively prevent any
hard-disk-containing DV D players other than the hard-disk-
contaiming DVD player 2A from reproducing the copied con-
tents.

Additionally, when the hard-disk-containing DVD player
2 A copies the recorded contents of the loaded DVD 10A or
when 1t reproduces the copied contents that have been copied
onto the hard disk 34, it takes out the title identifying infor-
mation It “DVD000010” and the medium 1dentifying infor-
mation Iw to be used for identifying the copied contents and
the DVD 10A and transmuits those pieces of information to the
management server 3 along with the apparatus 1dentifying,
information “HDDO000150” of the hard-disk-containing
DVD player 2 A to enquire about the copying prohibition flag
Ncp so that 1t can obtain the copying prohibition flag Ncp and
control copying and reproduction according to the copying
prohibition flag Ncp.

Thus, with this arrangement, the hard-disk-contaiming
DVD player 2A allows only the authorized user to copy the
recorded contents of the loaded DVD 10A under the control
of the management server 3. The DVD player 2A also allows
only the authorized user to reproduce the copied contents
copied onto the hard disk 34 only when the copied contents
have been copied by the authorized user under the control of
the management server 3.

(6) Other Embodiments

While the luminance signal obtained by picking up an
image of the printing surface of the DVD 10A by means of the
CMOS camera 20 1s used as medium 1dentifying information
in the above described embodiment, the present invention 1s
by no means limited thereto and an optical signal obtained by
picking up a piece of information that can be used to identify
the DVD 10A may alternatively be used. Such a piece of
information may be one or more than one ik bleedings from
the edges of printed areas, defective printed areas, the thick-
ness of the applied ink, the unevenness of the printing surface,
eccentricity of the printed areas, the extent of permeation of
ink through the printing surface, the extent of polarization of
the printing surface, the scars of the printing surface or some
other phenomenon.

Additionally, while the title identitying information It
“DVD000010” and the medium 1dentifying information Iw
of the DVD 10A and the apparatus identifying information
“HDDO000130” of the hard-disk-containing DVD player 2A
are used as copying-related combination information 1n the
above described embodiment, the present invention 1s by no
means limited thereto and only the medium 1dentitying infor-
mation Iw and the apparatus i1dentifying information

“HDDO000130” may be used to omit the use of the title 1den-
tifying information It “DVD000010”.
Furthermore, a CMOS camera 20 1s used as medium 1den-

tifying information acquiring means in the above described
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embodiment, the present invention 1s by no means limited
thereto and a CCD (charge coupled device) camera or some
other 1mage pickup device may alternatively be used to pick
up an 1mage of the printing surface of the DVD 10A.

Furthermore, a CMOS camera 20 1s used as medium i1den-
tifying information acquiring means in the above described
embodiment, the present invention 1s by no means limited
thereto and the OP 28 may alternatively be used to acquire the
medium 1dentifying information. If such 1s the case, medium
identifying information that the OP 28 can acquire may be a
signal specific to the medium such as a BCA (burst cutting
area) that 1s recorded 1n advance 1n each medium, a signal
error pattern recorded on the medium, a signal jitter, a signal
amplitude fluctuation pattern attributable to the material of
the medium or some other piece of information. Then, the OP
28 can operate for both reading the signal recorded on the
recording surface of the DVD 10A and acquiring the medium
identifying information of the DVD 10A so that 1t 1s no longer
necessary that the hard-disk-containing DVD player 2A con-
tains a CMOS camera 20 and hence the circuit configuration
of the hard-disk-containing DVD player 2A can be simpli-
f1ed.

Furthermore, while the above embodiment 1s described 1n
terms of an mstance where the recorded contents of the DVD
10A are copied onto the hard disk 34, the present invention 1s
by no means limited thereto and the recorded contents of the
DVD 10A may alternatively be copied onto some other
recording medium such as DVD-R.

Furthermore, while only the hard-disk-containing DVD
2 A that has copied the recorded contents ol the DVD 10A first
1s authorized to copy the recorded contents of the DVD 10A
and reproduce the copied contents 1n the above description of
the embodiment, the present invention 1s by no means limited
thereto and, 1f the user’s family owns a plurality of hard-disk-
containing DVD players in the same house, pieces of appa-
ratus 1dentifying information of the plurality of hard-disk-
containing DVD players of the family such as “HDD000150”
and “HDDO001030” may be controlled as a single group 1D
“UG00001” by the management server 3. Then, any of the
DVD players of the family having the group 1D “UG00001”
may be allowed to copy the contents recorded on the DVD
10A and reproducing the copied contents.

Furthermore, the operation of reproducing the recorded
contents of the DVD 10A 1s conducted like that of an ordinary
DVD player 1in the above description of the embodiment, the
present invention i1s by no means limited thereto and 1t may
alternatively be so arranged that the hard-disk-containing
DVD player 2A enquires of the management server 3 the
copying prohibition flag Ncp as copying authorizing infor-
mation 1n order to control the contents reproducing operation
whenever the recorded contents of the DVD 10A are repro-
duced.

Then, 11 a rental DVD shop, for instance, 1s responsible for
the operation of the management server 3, it may be so
arranged that the recorded contents are prohibited from being
reproduced after the expiration of the lease of the rented DVD
10A and the recorded contents of the rented DVD 10A are
prohibited from being copied from the beginning of the lease.

Furthermore, while a multiplexed signal S5 1s obtained at
the time of copying the recorded contents by multiplexing the
title 1dentifying information It “DVDO000010”, the medium

identifying information Iw and the apparatus identifying
information Iddrv “HDDO000150” and convoluted into the

CSS decompressed data D3 at the convolution section 32 1n
the above description of the embodiment, the present inven-
tion 1s by no means limited thereto and it may alternatively be
so arranged that the multiplexed signal S5 1s convoluted 1nto
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the CSS decompressed data D3 at the convolution section 32
and accumulated 1n the data accumulating section 26.

Then, the control section 27 of the hard-disk-contaiming
DVD player 2A transmits the multiplexed signal S5 accumu-
lated 1n the data accumulating section 26 to the management
server 3 at a time other than the time of reproducing the copied
contents that have been copied onto the hard disk 34 and
obtains the copying prohibition flag Ncp. It such is the case,
there may be provided a copied contents confirmation mode
in which a warning 1mage 1s displayed when the obtained
copying prohibition flag Ncp indicates prohibition of copying
and hence the copied contents 1n the hard disk 34 are those
that have been 1llegally copied.

Furthermore, while the copied contents are allowed to be
decompressed only when the key used for encoding the cop-
ied contents and the key of the hard-disk-containing DVD
player 2A that 1s trying to reproduce the contents agree with
cach other at the time of reproducing the copied contents 1n
the above description of the embodiment, the present inven-
tion 1s by no means limited thereto and it may alternatively be
so arranged that the hard-disk-containing DVD player 2A
receives the key of the copied contents from the management
server 3 and decompresses the copied contents by paying the
charged compensation to the management server 3.

Furthermore, while the user of a DVD 10A 1s described as
original recording medium 1n the above description of the
embodiment, the present mvention 1s by no means limited
thereto and some other disk-shaped recording medium such
as CD, LD or Divx (digital video express) may alternatively
be used.

Furthermore, while the above described embodiment
involves the use of a hard-disk-containing DVD player 2A
that comprises a CMOS camera 20 that operates as medium
identifying information acquiring means, a filter section 21, a
clock adding section 22, a transmission/reception section 24
that operates as copying-related combination information
transmission/reception means and a control section 27 that
operates as apparatus identifying information acquiring
means and control means, the present invention 1s by no
means limited thereto and the hard-disk-containing DVD
player 2A alternatively may have a different circuit configu-
ration.

Furthermore, while the above described embodiment
involves the use of a management server 3 that comprises an
identifying information database 55 that operates as memory
means, an Iw accumulating section 54, a control section 51
that operates as copying authorizing information generating,
means and a transmission/reception section 32 that operates
as copying authorizing information transmission means, the
present 1mvention 1s by no means limited thereto and the
management server 3 alternatively may have a different cir-
cuit configuration.

While there has been described in connection with the
preferred embodiments of the invention, 1t will be obvious to
those skilled in the art that various changes and modifications
may be aimed, therefore, to cover in the appended claims all
such changes and modifications as fall within the true spirit
and scope of the imvention.

What 1s claimed 1s:

1. A contents copying management system configured by
connecting a contents copying apparatus and a copying man-
agement device by a network,

said contents copying apparatus comprising:

a controller configured to acquire medium 1dentifying
information specific to and uniquely characterizing
one recorded-contents-carrying original recording
medium 1ncluding contents to be copied by imaging
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by a camera a printed surface of the one recorded-
contents-carrying original recording medium to gen-
erate a luminance signal, and generating the medium
identifying information by starting an operation of
generating the luminance signal based on a physical
address recorded on a recording surface of the
recorded-contents-carrying  original  recording
medium;

the controller further configured to acquire apparatus
1dentifying information specific to and indicating said
contents copying apparatus itself;

a first transmission/reception section that transmits said
medium i1dentifying imnformation and said apparatus
1dentifying information to said copying management
device as copying-related combination information;

the first transmission/reception section further receives
copying authorizing information generated by said
copying management device on the basis of said
copying-related combination information at the time
ol accessing said copying management device, after
transmitting said medium i1dentifying information;
and

the controller further configured to control an operation
of copying said contents from said original recording,
medium 1n response to said copying authorizing
information;

said copying management device comprising:

a database that registers and stores said copying-related
combination information received from said contents
copying apparatus in advance;

a control section configured to compare said copying-
related combination information received at the time
ol access by said contents copying apparatus with said
copying-related combination information registered
in said database in advance, that judges agreement or
disagreement of said combinations of medium 1den-
tifying information and apparatus identiiying infor-
mation, and that generates copying authorizing infor-
mation for authorizing an operation of copying the
contents 1n response to agreement of said combina-
tions but that generates copying non-authorizing
information for not authorizing any operation of
copying the contents 1n response to disagreement of
said combinations; and

a second transmission/reception section that transmits
said copying authorizing information to said contents
copying apparatus.

2. A system according to claim 1, wherein

said controller 1s further configured to control reproduction
of said copied contents according to said copying autho-
rizing information.

3. A system according to claim 1, wherein

said controller 1s further configured to control copying of
said contents according to said copying authorizing
information and displays a predetermined warning
image on a display when copying i1s not authorized
according to said copying authorizing information.

4. A system according to claim 1, wherein

said database registers said medium 1dentifying informa-
tion according to a title of said contents on a title by title
basis when registering and storing 1n advance said copy-
ing-related combination information received from said
contents copying apparatus, and

said control section 1s further configured to select said
medium 1dentifying information to be compared accord-
ing to said title when 1t compares said copying-related
combination information received at the time of said
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access ol said contents copying apparatus with said
copying-related combination information registered 1n
advance 1n said database.

5. A system according to claim 1, wherein

said controller 1s further configured to generate the con-
tents to be copied, convoluting said medium identifying
information and said apparatus identifying information
into said contents, when copying said contents, and to
control reproduction of said copied contents by taking
out the medium 1dentifying information and the appara-
tus 1dentifying information from said copied contents, to
transmit the combined information to said copying man-
agement device by said first transmission/reaction sec-
tion and to receive said copying authorizing information
generated by said copying management device on the
basis of the combination of the medium identifying
information and apparatus 1dentifying information
when reproducing said copied contents.

6. A system according to claim 1, wherein

said controller 1s further configured to generate the con-
tents to be copied, convoluting said medium identifying
information and said apparatus identifying information
into said contents, and to additionally store the medium
identifying information and the apparatus identifying
information in said recording/reproducing apparatus
when carrying out an operation of copying said contents
and to confirm 11 said copied contents are authorized to
be copied according to the copying authorizing informa-
tion obtained by taking out the medium identifying
information and the apparatus identifying information,
to transmit the combined information to said copying
management device by said first transmission/reception
section to recerve said copying authorizing information
generated by said copying management device on the
basis of the combination of the medium identifying
information and apparatus 1dentifying information
when the copied contents are not reproduced.

7. A system according to claim 1, wherein

said controller 1s further configured to encode the contents,
using said apparatus identifying information as key,
when carrying out an operation of copying said contents.

8. A copying management device comprising:

a transmission/reception section that recerves: medium
identifying information specific to and uniquely charac-
ter1zing one recorded-contents-carrying original record-
ing medium including contents to be copied by imaging
by a camera a printed surface of the one recorded-con-
tents-carrying original recording medium to generate a
luminance signal, and generating the medium 1dentity-
ing information by starting an operation ol generating
the luminance signal based on a physical address
recorded on a recording surface of the recorded-con-
tents-carrying original recording medium; and appara-
tus 1dentifying information specific to and indicating a
contents copying apparatus itself from said contents
copying apparatus as copying-related combination
information at the time of copying said contents from
said original recording medium by a network;

a database that registers and stores said copying-related
combination information receirved from said contents
copying apparatus in advance;

a control section configured to compare said copying-re-
lated combination mformation recerved at the time of
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access by said contents copying apparatus with said
copying-related combination information registered in
said database in advance, to determine agreement or
disagreement of said combinations of medium 1dentify-
ing information and apparatus identifying information,
to generate copying authorizing information for autho-
rizing an operation ol copying the contents from said
original recording medium 1n response to agreement of
said combinations but to generate copying non-autho-
rizing information for not authorizing any operation of
copying the contents 1n response to disagreement of said
combinations; and

the transmission/reception section further transmits said
copying authorizing information to said contents copy-
ing apparatus, wherein

said copying management device controlling copying of
said contents by said contents copying apparatus from
said recorded-contents-carrying original recording
medium according to said copying authorizing informa-
tion with respect to each recorded-contents-carrying
original recording medium.

9. A contents copying apparatus comprising:

a controller configured to acquire medium identifying
information specific to and uniquely characterizing one
recorded-contents-carrying original recording medium
including contents to be copied by imaging by a camera
a printed surface of the one recorded-contents-carrying
original recording medium to generate a luminance sig-
nal, and generating the medium 1dentifying information
by starting an operation of generating the luminance
signal based on a physical address recorded on a record-
ing surface of the recorded-contents-carrying original
recording medium;

the controller further configured to acquire apparatus 1den-
tifying information specific to and indicating said con-
tents copying apparatus itself;

a transmission/reception section configured to transmit
said medium 1dentilying information and said apparatus
identifying information to a copying management
device connected to 1t by a network as copying-related
combination information;

the transmission/reception section further configured to
receive copying authorizing information generated after
registration of said copying-related combination infor-
mation by said copying management device by compar-
ing said copying-related combination information trans-
mitted at the time of a new access to said copying
management device, after the transmitting said medium
identifying information, with said copying-related com-
bination information registered i advance, and to
authorize an operation of copying the contents from said
original recording medium 1n response to agreement of
said combinations of medium identifying information
and apparatus 1dentifying information but not authoriz-
ing any operation of copying the contents 1n response to
disagreement of said combinations from said copying
management device; and

the controller further configured to control the operation of
copying according to said copying authorizing informa-
tion.
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