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APPARATUS AND METHODS FOR
RECORDATION OF DEVICE HISTORY
ACROSS MULTIPLE SOFTWARE
EMULATIONS

PRIORITY AND RELATED APPLICATIONS

This application claims priority to U.S. Provisional Patent
Application Ser. No. 61/413,317 filed on Nov. 12, 2010 and
entitled “APPARATUS AND METHODS FOR RECORDA-
TION OF DEVICE HISTORY ACROSS MULTIPLE SOFT-
WARE EMULATIONS”, the foregoing being incorporated
herein by reference 1n 1ts entirety.

This application 1s related to co-owned, co-pending U.S.
patent application Ser. No. 13/109,851 filed on May 17, 2011

and entitled “METHODS AND APPARATUS FOR ACCESS
CONTROL CLIENT ASSISTED ROAMING”, Ser. No.

13/079,614 filed on Apr. 4, 2011 and entitled “MANAGE-
MENT SYSTEMS FOR MULTIPLE ACCESS CONTROL
ENTITIES™, Ser. No. 13/111,801 filed on May 19, 2011 and
entitled “METHODS AND APPARATUS FOR DELIVER-
ING ELECTRONIC IDENTIFICATION COMPONENTS
OVER A WIRELESS NETWORK?”, Ser. No. 13/080,521
filed on Apr. 5, 2011 and entitled “METHODS AND APPA -
RATUS FOR STORAG_* AND EXECUTION OF ACCESS
CONTROL CLIENTS”, and Ser. No. 13/078,811 filed on
Apr. 1, 2011 and entitled “ACCESS DATA PROVISIONING
APPARATUS AND METHODS”, Ser. No. 13/287,874 filed
on Nov. 2, 2011 and entitled “METHODS AND APPARA.-

TUS FOR ACCESS DATA RECOVERY FROM A MAL-
FUNCTIONINGDEVICE”, and Ser. No. 13/080,533 filed on
Apr. 5, 2011 and entitled “SIMULACRUM OF PHYSICAL
SECURITY DEVICE AND METHODS”, each of the fore-
going being incorporated herein by reference 1n 1ts entirety.

COPYRIGHT

A portion of the disclosure of this patent document con-
tains material that 1s subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as 1t appears 1n the Patent and Trademark Office patent
files or records, but otherwise reserves all copyright rights
whatsoever.

BACKGROUND OF THE INVENTION

1. Field of Invention

The present invention relates generally to the field of com-
munications systems, and more particularly in one exemplary
aspect, to wireless systems that allow user devices to authen-
ticate to wireless networks (e.g., cellular networks, WLANS,
WMANS, etc.) using access control clients.

2. Description of Related Technology

Access control 1s required for secure communication in
most prior art wireless radio communication systems. As an
example, one simple access control scheme might comprise:
(1) verifying the identity of a communicating party, and (11)
granting a level of access commensurate with the verified
identity. Within the context of an exemplary cellular system
(e.g., Umniversal Mobile Telecommunications System
(UMTS)), access control 1s governed by an access control
client, referred to as a Universal Subscriber Identity Module

(USIM) executing on a physical Umversal Integrated Circuit
Card (UICC). The USIM authenticates the subscriber to the
UMTS cellular network. After successful authentication, the

subscriber 1s allowed access to the cellular network.
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Typical implementations of SIM cards contain EEPROM
(Electrically Erasable Programmable Read-Only Memory)
or flash memory media for storing data (e.g., user data, etc.)
Unfortunately, EEPROMSs can only be erased a limited num-
ber of times before becoming unreliable. For this reason,
internal memory controllers also track wear and movement of
data. The memory controller uses so-called “wear-leveling”
techniques to manage data accesses so that erasures and re-
writes are evenly distributed. Wear-leveling ensures that no
single area of the EEPROM media fails due to excessive
write/erase cycling.

Existing USIM solutions are hard-coded to the physical
UICC card media; the subscriber needs a new UICC to
change USIM operation. This can be detrimental to both
MNOs and subscribers; for example, 1f the authentication
procedures are “broken” (e.g., via malicious “hacking™ or
other such activities), the subscriber must be 1ssued a new
UICC, and this process 1s both time consuming and expen-
stve. Moreover, for reasons described in greater detail subse-
quently herein, the physical UICC only contains a single
USIM entity; existing solutions are not suitable for handling
multiple USIM profiles within the same UICC.

However, there are several benefits stemming from the
physicality of the UICC card 1tself. Specifically, unlike soft-
ware which can be replicated easily, the card 1s a physical
clement which 1s more difficult to reproduce. The physical
barrier to reproduction provides tangible benefits for distri-
bution, sale, piracy, etc. For example, a would-be software
pirate cannot sell multiple copies of the same SIM card.
Moreover, since “cloning’” or copying a SIM card 1s generally
illegal, the one valid physical card can be distinguished from

illicit clones. Similarly, vendors can use typical inventory
management procedures for SIM cards e.g., purchase, store,
liquidate, etc. Moreover, some users perceive (whether cor-
rectly or not) the physical SIM card as somehow being more
secure and less likely to be the subject of surreptitious copy-
ing or distribution since, inter alia, the card i1s ostensibly
always 1n their possession.

Wear leveling 1s a technique for prolonging the longevity or
service life of certain types of erasable computer storage
media, such as flash memory used 1n USB flash drives or
solid-state drives. EEPROM and flash memory media have
individually erasable segments, each of which can only tol-
crate a limited number of use cycles before becoming unre-
liable. Some tlash devices include one or more blocks with
extended life that can be used by the memory controller to
track the movement of data across various memory segments
in order to facilitate tracking “wear”.

Wear leveling 1s a mechanism which arranges data so that
erasures and re-writes are distributed more evenly across the
entire medium. In this way, no single memory block prema-
turely fails due to an inordinately high number of write cycles.
Conventional file systems such as FAT, UFS, etc. were origi-
nally designed for use on magnetic media such as disk drives,
and as such rewrite many data structures such as directories
repeatedly to the same medium area.

However, wear leveling has heretofore been limited to
certain types of devices and operating system constraints, and
there has historically only been one USIM profile per card.
Prior art wear leveling techniques are not suitable or optimi-
zable for use with “virtual” access clients such as the mven-
tive eSIMs developed by the Assignee hereof and described in
greater detail subsequently herein for a variety of reasons
discussed 1n greater detail below.

SUMMARY OF THE INVENTION

The present invention addresses the foregoing needs by
providing, inter alia, apparatus and methods for wear leveling
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for data associated with user or subscriber identification
within wireless networks (e.g., cellular networks, WLANS,
WMANS. etc.) using access control clients.

In a first aspect of the invention, a method for tracking
hardware specific features 1s disclosed. In one embodiment, 4
the method includes: loading an emulator with a first emula-
tion program, wherein the emulation program momnitors at
least one hardware specific attribute within a primary device
history; storing the at least one hardware specific attribute in
a secondary device history; responsive to a request to load a
subsequent emulation program: and loading the emulator
with the subsequent emulation program; and preloading a
corresponding hardware specific attribute with the stored at
least one hardware specific attribute from the secondary
device history.

In a second aspect of the invention, a method for wear 1°
leveling for use 1n conjunction with a virtual access client
(e.g., eSIM) 1s disclosed.

In a third aspect of the invention, a computer-readable
apparatus 1s disclosed. In one embodiment, the apparatus
comprises a computer readable medium of a storage device 20
that 1s configured to implement wear leveling for, inter alia,
multiple virtual access clients.

In a fourth aspect of the invention, a mobile device having
a wear-leveled access client storage apparatus 1s disclosed.

In a fifth aspect of the invention, a secure element 1s dis- ,54
closed. In one embodiment, the secure element includes: first
apparatus configured to load the secure element with a emu-
lation program, wherein the emulation program monitors a
wear-leveling history within the secure element; second
apparatus in communication with the first apparatus and con-
figured to store the wear-leveling history to an external
memory; and third apparatus 1 communication with the
external memory and configured to preload wear-leveling
history within the secure element from the external memory.

Other features and advantages of the present invention will
immediately be recognized by persons of ordinary skill in the 33
art with reference to the attached drawings and detailed
description of exemplary embodiments as given below.
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30

BRIEF DESCRIPTION OF THE DRAWINGS

40
FIG. 1 illustrates an exemplary Authentication and Key

Agreement (AKA) procedure using a prior art Universal Sub-
scriber Identity Module (USIM).

FI1G. 2 1s a graphical representation of one embodiment of
a wear-leveling approach according to the invention.

FIG. 3 1s a graphical representation of one exemplary soft-
ware architecture usetul 1n conjunction with various embodi-
ments of the present invention.

FIG. 4 15 a logical flow diagram 1llustrating one embodi-
ment of a generalized method for sharing device history infor-
mation across virtualized hardware, according to the inven-
tion.

FIG. 4A1s alogical block diagram illustrating one embodi-
ment of an architecture wherein primary device histories
address a virtualized hardware address space of a secondary
device history. 55

FIG. 5 1s a block diagram of one embodiment of a gener-
alized method for arbitrarily changing the size of one or more
virtualized hardware elements, according to the mvention.

FIG. 6 1s a block diagram illustrating an exemplary

embodiment of a user device according to the invention. 60
All Figures © Copyright 2010 Apple Inc. All nights
reserved.
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DETAILED DESCRIPTION OF THE INVENTION

63
Reference 1s now made to the drawings wherein like num-
bers refer to like parts throughout.

4

Overview

The present mvention provides, inter alia, methods and
apparatus for maintaining device history for multiple virtual-
1zed access control clients. As described in greater detail
hereinafter, an Electronic Subscriber Identity Module (eSIM)
1s one embodiment of such an access client, being a “virtual-
ized” Umversal Subscriber Identity Module (USIM). A
secure element of a user device (e.g., mobile device) can
selectively run any one of multiple eSIMs stored locally;
during operation the eSIM emulates the behavior of a USIM.
Moreover, 1n one exemplary embodiment, each eSIM 1s 1s0-
lated from other eSIMs during operation; 1.e., cach eSIM 1s a
fully autonomous and individual software entity, 1n and of
itself.

Within the context of eSIM-based operation, one exem-
plary implementation of the present invention supports wear-
leveling across different eSIMs. In this implementation,
wear-leveling information 1s tied to the secure element (e.g.,
secure storage device or secure micro), and not the eSIM.
Moreover, wear-leveling strategies can be optimized to
handle large-sized updates (such as new code or even sub-
stantial chunks of the operating system (OS)), as well as
smaller sized data updates, and also removal and addition
(“shuitling™) of eSIMs on the secure element. In one exem-
plary embodiment, the wear-leveling information 1s securely
stored within the secure element 1tself.

Moreover, as described 1n greater detail hereinafter, vari-
ous aspects of the present invention can be broadly general-
1zed to encompass device history information across virtual-
ized hardware. For example, embodiments of the present
invention may record and adapt memory operation for either
or both of wear-leveling data and bad block memory manage-
ment. Yet other various incarnations will be readily obvious to
those of ordinary skill, given the contents of the present
disclosure.

Detailed Description of Exemplary Embodiments

Exemplary embodiments of the present invention are now
described 1n detail. While these embodiments are primarily
discussed in the context of Subscriber Identity Modules
(SIMs) of a GSM, GPRS/EDGE, UMTS cellular network, it
will be recognized by those of ordinary skill that the present
invention 1s not so limited. In fact, the various aspects of the
invention are usetul in any wireless network (whether cellular
or otherwise) that can benefit from the use of virtualized
hardware modules.

Moreover, while the following embodiments are primarily
discussed 1n the context of wear-leveling techniques, 1t will be
recognized by those of ordinary skill that the present inven-
tion 1s not so limited. In fact, the various aspects of the
invention are useful 1n any hardware specific management
operation, including for example bad block management, etc.
Prior Art Subscriber Identity Module (SIM) Operation—

Within the context of the exemplary prior art UMTS cel-
lular network, user equipment (UE) includes a mobile device
and a Universal Subscriber Identity Module (USIM). The
USIM 1s a logical software entity that 1s stored and executed
from a physical Universal Integrated Circuit Card (UICC).

Generally, UICCs are programmed with a USIM prior to
subscriber distribution; the pre-programming or “personal-
1zation™ 1s specilic to each network operator. For example,
betore deployment, the USIM 1s associated with an Interna-
tional Mobile Subscriber Identify (IMSI), a umique Integrated
Circuit Card Identifier (ICC-ID) and a specific authentication
key (K). The network operator stores the association 1n a
registry contained within the network’s Authentication Cen-
ter (AuC). Alter personalization, the UICC can be distributed
to subscribers.
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Referring now to FIG. 1, one exemplary Authentication
and Key Agreement (AKA) procedure 100 using the afore-
mentioned prior art USIM 1s 1llustrated in detail. During
normal authentication procedures, the UE 102 acquires the
International Mobile Subscriber Identifier (IMSI) from the
USIM 104. The UE passes it to the Serving Network (SN) 106
of the network operator or the visited core network. The SN
torwards the authentication request to the AuC of the Home
Network (HN). The HN compares the received IMSI with the
AuC’s registry and obtains the appropriate K. The HN gen-
erates a random number (RAND) and signs 1t with K using an
algorithm to create the expected response (XRES). The HN
turther generates a Cipher Key (CK) and an Integrity Key
(IK) for use i cipher and integrity protection as well as an
Authentication Token (AUTN) using various algorithms. The
HN sends an authentication vector, consisting of the RAND,
XRES, CK, and AUTN to the SN. The SN stores the authen-
tication vector only for use in a one-time authentication pro-
cess. The SN passes the RAND and AUTN to the UE.

Once the UE 102 recetves the RAND and AUTN, the
USIM 104 verifies 1f the received AUTN 1s valid. It so, the UE
uses the recertved RAND to compute 1ts own response (RES)
using the stored K and the same algorithm that generated the
XRES. The UE passes the RES back to the SN. The SN 106
compares the XRES to the received RES and i1 they match,
the SN authorizes the UE to use the operator’s wireless net-
work services.

In addition to the USIM logical software entity, a variety of
other information 1s stored in the USIM such as subscriber
information, as well as the keys and algorithms used for
authentication with the network operator 1n order to obtain
wireless network services. Common implementations of SIM
card physical media comprise an EEPROM or flash based

memory media for data storage.
EEPROM Memory Management—

As abrief aside, EEPROM (Electrically Erasable Program-

mable Read-Only Memory) based memories generally use a
floating-gate transistor to represent data. Single-level cell
(SLC) devices can store one bit of information 1n a gate (1.e.,
clectrons are present, or not present). Recent advancements
have enabled multi-level cell (MLC) devices that can store
more than one bit of information by using multiple levels of
clectrical charge.

The mechanism for charging and discharging the floating-
gate transistor will eventually destroy the memory compo-
nent, so each cell has a finite life. Accordingly, EEPROMSs
only write to the bits that change, to minimize the amount of
charging and discharging. Flash memories operate on the
same principle as EEPROM; however, flash memories erase
large blocks of memory cells and write contents anew each
time. While flash memories have a shorter lifespan than
EEPROM memories, flash memories can be written much
taster than their EEPROM counterparts.

As previously described, the destructive nature of writing
EEPROM and flash components can be tempered with wear-
leveling techniques. As shown 1n FIG. 2, wear-leveling aims
to 1increase memory lifetime by distributing write accesses
across the memory array, based on the previous tracked usage
of the device. In some vanants, the wear-leveling algorithm
tracks the usage for a group of cells (e.g., by sector, by block,
etc.) Specifically, the wear-leveling algorithm links Logical
Block Addresses (LBAs) 202 to physical memory addresses
204. Each time a storage driver 206 writes to an LBA, the map
1s updated so that the current physical address 1s marked as
invalid data, and a new physical address 1s linked to that LBA.
Consequently, high frequency accesses to any individual
LBA will be spread across the memory array 208. Wear-
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6

leveling technmiques are generally classified as: (1) dynamic,
and (11) static. In dynamic wear-leveling each time data 1s
written to a LBA 1t 1s written to a new location selected from
the currently invalid data locations. However, only the
“dynamic” data 1s being recycled. Cells that have static data
(1.e., which has not been accessed) will have very low usage.
In contrast, static wear-leveling occasionally rotates static
data, so that low usage cells are rotated into the pool of invalid
data. This rotational efiect enables the memory to operate
until most of the cells are near their end of life. Dynamic
leveling generally provides faster performance, yet at the
expense of shorter memory longewty

Another method for improving EEPROM and flash com-
ponent lifetimes 1s bad block memory management (BBM).
When a logical block 1s accessed by high-level software, 1t 1s
mapped to a physical block by the device driver or controller.
A number of blocks on the flash chip may be set aside for
storing mapping tables to deal with bad blocks, or the system
may simply check each block at power-up to create a bad
block map 1n RAM. The overall memory capacity gradually
shrinks as more blocks are marked as bad.

Virtualized SIM Card—

Various aspects of the present invention are now discussed
with respect to one exemplary implementation of a virtual-
1zed Subscriber Identification Module (SIM) card, referred to
hereinafter as an electronic SIM or eSIM. In the context of the
exemplary embodiment of the present invention, mstead of
using a prior art SIM card, the UICC 1s emulated as a virtual
or electronic entity such as e.g., a software application, here-
alter referred to as an Electronic Universal Integrated Circuit
Card (eUICC), that 1s contained within a secure element (e.g.,
secure microprocessor or storage device) 1n a mobile device.
The eUICC 1s capable of storing and managing multiple SIM

clements, referred herealiter as Electronic Subscriber Identity
Modules (eSIM). Each eSIM contains the same data of a

typical SIM. The eUICC selects an eSIM based upon the
eSIM’s ICC-ID. Once the eUICC selects the desired eSIM(s),
the UE can initiate an authentication procedure to obtain
wireless network services from the eSIM’s corresponding,
network operator (as previously described m FIG. 1, and
accompanying discussion).

FIG. 3 illustrates one exemplary software architecture 300
comprising: (1) a bootstrap operating system (OS) 302, (11)
multiple common OSs 304, and (111) multiple eSIMs 306.
Most notably, as depicted in FIG. 3, different eSIMs 306
operate within their own common OSs 304. By separating the
run time environments for the different eSIM profiles nto
distinct sandboxes, the illustrated embodiment advanta-
geously remains compatible with legacy SIM architectures,
but leverages the benefits of virtualized operation (see for
example, the exemplary methods and apparatus for secure
modification, storage and execution of access control entities

or clients as described in co-owned U.S. Provisional Patent
Application Ser. No. 61/407,866 filed on Oct. 28, 2010 and

entitled “METHODS AND APPARATUS FOR STORAGE
AND EXECUTION OF ACCESS CONTROL CLIENTS”,
previously mncorporated herein). Generally, by ensuring that
cach eSIM 1s executed 1n 1ts own environment, existing SIM
soltware can be directly virtualized. Moreover, sandboxes
ensure that the existence of other eSIMs will not cause
adverse interaction, which 1s a requirement necessary to sup-
port a wide population of third-party eSIM vendors (e.g.,
which may have proprietary protocols, and capabilities, etc.)

During operation, the bootstrap operating system (OS) 302
loads a “common” or “resident” operating system 304, there-
after the common OS loads an appropriate eSIM 306. The
bootstrap OS 1s responsible for cryptographic verification,
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decryption, and loading of the common OS, and all patches
associated with an activated eSIM. As 1llustrated 1n FI1G. 3 the
bootstrap OS 302 1s the only software which 1s always
executed. However, the bootstrap OS 1s designed to only
initialize software execution; after loading the OS and asso-
ciated patches, the bootstrap OS exits.

Each of the common OSs 304 1s implemented within the
Java Card™ language. In prior art solutions, the Java Card
language allows a Java Card applet to run on different SIM
card technologies by using a Java Card virtual machine and a
runtime library. Java Card applets are compiled to a generic
bytecode (also referred to as an intermediate code); the virtual
machine executes the bytecode using the card specific runt-
ime library. In this way, the same bytecode can be used across
multiple different platforms, provided the platiorm has an
appropriate virtual machine. Thus, the Java Card language
enables multiple different card manufacturers to use the same
application software.

Within the software architecture of FIG. 3, the eSIMs 306
and associated common OSs 304 are “sandboxed”; they can
only access appropriate patches made available through the
cUICC. For example, the eUICC only enables execution of
software which originated from the same entity (e.g., aneSIM
vendor, etc.), or that share the same signatory as the eSIM
(e.g., a trusted network carrier, etc.)

However, prior art solutions for wear-leveling techniques
are mnadequate when used for emulating multiple hardware
clements. Specifically, existing wear-leveling techniques
map logical block addresses (LBA) to physical address
spaces ol a secure media; however, implementation of wear-
leveling 1s localized to each common OS 304. This 15 espe-
cially problematic when used 1n conjunction with hardware
emulations which are no longer constrained by fixed physical
parameters. For example, consider a secure element compris-
ing 256 megabytes (MB) memory that supports multiple vir-
tualized SIM cards of 128 kilobytes (KB) memory. Existing,
solutions for wear-leveling will restrict logical block
addresses to the virtualized physical address space, rather
than the physical address space of the actual device. Simi-
larly, existing solutions for wear-leveling are restricted to the
virtualized device size; and are poorly adapted for changes to
size allocation (e.g., subsequent updates to increase or
decrease the emulated device size, etc.) Furthermore, differ-
ent types ol hardware may perform wear-leveling differently
(e.g., dynamic versus static, etc.).

Accordingly, what 1s needed 1s a method for sharing the
wear-leveling data between common OSs. Ideally, solutions
should enable wear-leveling to suit the capabilities and
requirements of the actual physical storage device, rather than
the virtualized hardware element.

Methods—

Referring now to FI1G. 4, one embodiment of a generalized
method for sharing device history information across virtu-
alized hardware. In one exemplary embodiment, wear-level-
ing data 1s shared between virtualized eSIMs. In alternate
embodiments the data may be related to usage history, bad
block allocation, etc. In yet other embodiments, the virtual-
1zed hardware 1s a virtualized memory component, smart
card, etc.

In another aspect of the present mnvention, wear-leveling
information and commands are modified to sut the actual
device, rather than the virtualized hardware. Specifically, 1n
one exemplary embodiment, sizing of (or other associated
parameters ol) wear-leveling information 1s adjusted appro-
priate to the size of the physical element.

At step 402, one or more primary device histories, and
secondary history 1s initialized. For example, a secure ele-
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8

ment allocates one or more virtualized hardware address
spaces, and associated primary device histories from an
actual hardware address space and a secondary device his-
tory. For instance, an eUICC assigns virtualized hardware
address space commensurate to an eSIM size from the
cUICC’s actual address space. The wear-leveling data asso-
ciated with the assigned space 1s provided to “seed” the vir-
tualized wear-leveling data.

In one exemplary embodiment, the one or more primary
device histories are accessible by a corresponding virtualized
hardware element. The secondary device history may also be
coupled to securely update the one or more primary device
histories (so as to enable the actual physical hardware capa-
bilities to change the primary device history; e.g., to enable
static wear-leveling of the actual physical device).

In one implementation, the one or more primary device
histories correspond to an emulated memory component for
use with an electronic Subscriber Identity Module (eSIM). In
one variant, the emulated memory component has properties
and 1nterfaces corresponding to an EEPROM (Electrically
Erasable Programmable Read-Only Memory); alternately, 1in
one variant, the emulated memory component has properties
and interfaces corresponding to a flash memory device. For
example, common virtualized hardware devices are
EEPROMs of 32 KB, 64 KB, 128 KB, 256 KB, efc.

The one or more primary device histories may be imple-
mented as e.g., a table or other data structure comprising a
first series of logical block addresses sized according to a
corresponding virtualized hardware device, and a second set
of virtualized hardware addresses matching thereto. In one
variant, the table additionally comprises a third series of
usage counts, each usage count associated with a correspond-
ing ones of the second set of physical data.

The secondary device history may be implemented as e.g.,
a table or other data structure of a first series of virtualized
hardware addresses and a second set of physical addresses,
the foregoing sized appropriate to the physical device. In one
variant, the table additionally comprises a third series of
usage counts, each usage count associated with a correspond-
ing ones of the second set of physical data.

In yvet another exemplary embodiment, the one or more
primary device histories comprise a table or other data struc-
ture comprising a first series of logical block addresses sized
according to a corresponding virtualized hardware device,
and a second set of cached data matching to a virtualized
hardware address. The virtualized hardware addresses are
used within the secondary device history to map to a second
set of physical addresses. The data located at the second set of
physical addresses 1s loaded to the primary device histories
for caching.

In one embodiment, the one or more primary device histo-
ries 454 are linked to corresponding areas of the secondary
device histories 456. For example, as 1llustrated 1in FIG. 4A,
cach of the primary device histories addresses a virtualized
hardware address space of the secondary device histories,
although other schemes may be used with equal success con-
sistent with the invention.

In one embodiment, the secondary device history 1s
securely stored within, and corresponds to, the actual physi-
cal device 458. For example, the physical device may be
many times larger than the virtualized hardware elements 1t 1s
intended to support. A physical device may comprise e.g., a
256 megabytes (MB), whereas a common virtualized SIM
card comprises 128 kilobytes (KB). In this case, a primary
device history only needs to track the 128 KB of address
space, whereas the secondary device history would track
usage of the entire 256 MB space. It 1s appreciated that the
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actual physical device may persistently store multiple virtu-
alized hardware elements. Similarly, the actual physical
device may have capacity for additional redundancy, addi-
tional functionality, backup operations, etc.

At step 404, responsive to a primary device history being
written to, the secondary device history i1s updated. For
example, during a write, the primary wear-leveling look-up
table or other structure 1s updated to reflect a new mapping of
the logical block address to a new physical address. The
secondary wear-leveling look-up table/structure 1s also
updated to match the primary wear-leveling look-up table/
structure.

In one embodiment, the primary device history 1s coupled
to a wear-leveling algorithm specific to a virtualized hard-
ware application. The wear-leveling algorithm responsively
maps a logical block address to an address within the virtu-
alized hardware application when performing write accesses,
and marks the previous address within the virtualized hard-
ware application data as mvalid. In one variant, the wear-
leveling algorithm performs dynamic wear-leveling by only
mapping logical block addresses to invalid addresses within
the virtualized hardware application. In another variant, the
wear-leveling algorithm performs static wear-leveling by
occasionally remapping lightly-used logical block addresses
to different addresses within the virtualized hardware appli-
cation.

In one embodiment, the primary device history 1s coupled
to a bad block management algorithm specific to a virtualized
hardware application, wherein the bad block management
algorithm maps a logical block address to an address within
the virtualized hardware application only when the virtual-
1zed hardware address has been corrupted. In one such vari-
ant, corruption of a virtualized hardware address 1s verified
alter each write to the virtualized hardware address, by ensur-
ing that the currently written data i1s not corrupted. If the
written virtualized hardware address data does not match the
written value, then the virtualized hardware address data 1s a
bad block, and mapped to a new physical block.

In yet other embodiments, the primary device history map-
ping algorithms are replaced with pass-through operations
(1.e., the virtualized hardware address 1s a trivial transforma-
tion, or untransformed variant of the logical block address).
While this 1s much more efficient, this may or may not be

desirable, depending on the degree of tlexibility with legacy
software.

The secondary device history may also be coupled to a
wear-leveling algorithm specific to the actual physical device,
such as where the wear-leveling algorithm responsively maps
a virtualized hardware address (received from the virtualized
hardware device) to an actual physical address when perform-
ing write accesses, and marks the previous physical address
data as mvalid. In one variant, the wear-leveling algorithm
performs dynamic wear-leveling by only mapping virtualized
hardware address to invalid physical addresses. In another
variant, the wear-leveling algorithm performs static wear-
leveling by occasionally remapping lightly used virtualized
hardware addresses to different physical addresses.

The secondary device history may also be coupled to a bad
block management algorithm to the actual physical device,
such as where the bad block management algorithm maps a
virtualized hardware address to a new physical address only
when the physical address has been corrupted. In one such
variant, corruption of a physical address 1s verified after each
write to the physical address, by ensuring that the currently
written data 1s not corrupted. If the written physical address
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data does not match the written value, then the physical
address data 1s a bad block, and mapped to a new physical

block.

In one embodiment, accesses are performed to the primary
device history, and then the secondary device history 1is
accessed. This may be useful for faster or sitmpler implemen-
tations, where the primary device history 1s allowed to operate
within a set of virtualized hardware address space, within a
cached address space, with a dynamic wear-leveling scheme,
ctc. In alternate embodiments, the secondary device history
informs the updating of the primary device history. The sec-
ondary device history 1s a complete representation of the
actual device history, and will provide mnure optimal wear-
leveling optimizations.

In some embodiments, the secondary device history 1s
updated 1n bulk (1.e., several primary device history transac-
tions are processed before updating the secondary device
history). In other embodiments, the updates to the primary
and secondary device histories are performed in lock step
(1.e., one for one). In yet other embodiments, the method of
updating the primary and secondary device histories 1s
selected based on the currently selected virtualized hardware
emulation. For example, certain types of virtualized hard-
wares may have different requirements and performances.

The updates may include e.g., one or more of logical block
address, physical address, usage counts, cached data, etc. The
device history updates may be symmetric, or alternately may
be asymmetric. For example, a primary device history may
update a logical block address with a new virtualized hard-
ware address, whereas the secondary device may update the
virtualized hardware address, the actual physical address, and
increment a count for the physical address.

In some embodiments, the different types of wear-leveling
algorithms may be used dependent upon the various types of
virtualized hardware. For example, for a first eSIM profile,
the wear-leveling algorithm may be based on dynamic wear-
leveling, whereas for a second eSIM profile the wear-leveling
algorithm may be based on static wear-leveling. In another
such example, a first eSIM profile may use wear-leveling,
whereas a second eSIM profile may use bad block manage-
ment techniques. Hybridized or composite approaches are
also envisaged as part of the invention.

In this manner, the secondary device history i1s kept
appraised of the actions of the primary device history. The
primary device history remains persistent for each device
profile, and the secondary device history represents a history
of the actual device usage.

At step 406, responsive to loading a new virtualized hard-
ware element, loading the associated virtualized hardware
address space and primary device history from the actual
physical addresses and secondary device history. In one
exemplary embodiment of the present invention, when a user
changes eSIMs, the eSIM and associated wear-leveling his-
tory 1s loaded from the secure element. In some alternate
embodiments, when a user changes eSIMs, only the eSIM 1s
loaded, the associated wear-leveling history for that eSIM 1s
started anew. Such embodiments can be used for example
with “pass through” type embodiments, and rely more
heavily on the secondary device history wear-leveling.

In one embodiment, the loading of the virtualized device
and the primary device history 1s performed as a standard step
of the bootstrap operating system. Specifically, when the
bootstrap operating system loads the common OS, eSIM and
patches associated therewith, the bootstrap OS transfers con-
tents of the secondary device history to the primary device
history.
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The bootstrap OS may also be configured to load the entire
address space and primary device histories associated with an
eSIM. For example, where a bootstrap OS selects an eSIM
emulating a 128 KB SIM device, the bootstrap OS transfers
an appropriate 128 KB of space and associated wear-leveling
history.

In alternate embodiments, the bootstrap OS transfers a
relevant subset of the secondary device history. For example,
where a bootstrap OS selects an eSIM emulating a 128 KB
SIM device, the bootstrap OS only transfers the persistent
subset of the secondary device history, the remaining portion
of the emulated space 1s not transferred, and 1s considered
uninitialized data.

After loading the appropnate virtualized hardware and
associated primary device history, the operation returns to
step 404.

Within the context of the one or more virtualized hardware
and the actual device, subsequent changes to the size of any of
the primary device histories associated with a corresponding,
virtualized hardware can be readily implemented without
impacting the secondary device history of the actual device.
As described in greater detail hereinafter, subsequent changes
to the virtualized hardware size (e.g., increasing or decreasing,
the virtualized hardware size) can be performed by allocating,
or deallocating corresponding entries for the primary device
history from the secondary device history. For example,
changing the size allocation of a 128 KB eSIM can be per-
tormed without loss or padding of wear-leveling history. The
wear-leveling history is tied to the actual physical secure
element, not the emulated 128K eSIM.

FI1G. 5 1llustrates one embodiment of a generalized method
for arbitrarily changing the size of one or more virtualized
hardware elements according to the mvention.

At step 502, responsive to recerving a change a virtualized
hardware profile, the required primary device history size 1s
determined. In one exemplary embodiment, a change 1n a
virtualized hardware profile 1s delivered via an update. For
example, during an over-the-air update, the update package
may be very large (e.g., an operating system update, or soft-
ware patch), or can be very small (e.g., a change to a network
parameter). Alternatively, the change 1n the hardware profile
may be delivered via a wired connection (e.g., during dock-
ing, etc.)

In one variant, the update 1s a change to an existing data
entry. In other variants, the update entails the addition of new
data entry. In yet other variants, the update entails the removal
of an existing data entry. For example, recerving an update to
an operating system component may require more virtualized
hardware address space than 1s currently available for the
virtualized hardware. In some implementations, the virtual-
1zed hardware size 1s assigned and returned in increments
(e.g., byte size imncrements, block size increments, etc.) In
other such embodiments, the required virtualized hardware
s1ze has fixed sizes (e.g.,32 KB, 64 KB, 128 KB, and 256 KB,
etc.) In erther case, the necessary amount of additional or
excess virtualized hardware 1s determined.

The virtualized hardware may be an eSIM, and the device
history data comprises wear-leveling data of the types
described supra. In alternate variants, the device history data
comprises bad block management data.

At step 504, responsive to a change 1n virtualized hardware
s1ze, the corresponding primary device history size 1s updated
as well. For example, if the virtualized hardware size must be
increased, then the primary device history size 1s also
increased, and a corresponding number of previously unused
physical addresses are allocated new logical block addresses.
In one embodiment, the primary device history data 1s popu-
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lated with the stored secondary device history data corre-
sponding to the newly mapped physical addresses.

Alternately, 1f the wvirtualized hardware size must be
decreased, then the primary device history size 1s also
decreased and a corresponding number of logical block
addresses are destroyed, the corresponding physical
addresses are invalidated and returned enables wear-leveling
protection when used 1n conjunction with multiple virtualized
hardware emulations.

Moreover, those of ordinary skill in the related arts waill
recognize that various aspects of the present invention greatly
improve over limitations indirectly imposed by prior art wear-
leveling strategies (i.¢., that were optimized for a single SIM
with many small data updates). For example, since wear-
leveling 1s advantageously not tied to the virtualized hard-
ware size 1n the exemplary embodiment, both large-sized
updates (e.g., such as new code or even substantial chunks of
OS), and small-sized data updates are equally feasible.

Furthermore, those having ordinary skill in the related arts
will recognize that various business rules may be 1mple-
mented 1n accordance with various aspects of the present
invention. It 1s appreciated that more advanced eSIM capa-
bilities may be offered at a higher premium than other eSIM.
It 1s further appreciated that certain features discussed herein,
such as the improved wear-leveling feature, may be struc-
tured to require advanced or upgraded subscriptions. More-
over, such features are substantially improved over and
replace the existing SIM card technologies, and significant
premiums can be attributed to the reliability and flexibility
offered thereby.

Additionally, rules may be implemented to allow for updat-
ing eSIM data associated with a particular wear-leveling
scheme. Support for larger update capabilities can 1improve
both network efficiency and client downtime, both qualities
having measurable monetary value.

Yet other features and uses for the present invention will be
readily appreciated by one of ordinary skill in the related arts,
given the contents of the present disclosure.

Exemplary User Apparatus—

Referring now to FIG. 6, one exemplary embodiment of
apparatus useful for implementing the methods of the present
invention 1s illustrated.

The exemplary user device (e.g., UMTS equipment or
“UE”) 600 of FIG. 6 1s a wireless device with a processor
subsystem 602 such as a digital signal processor, micropro-
cessor, field-programmable gate array, or plurality of process-
ing components mounted on one or more substrates 604. The
processing subsystem may also comprise an internal cache
memory. The processing subsystem 1s connected to amemory
subsystem 606 comprising memory which may for example,
comprise SRAM, flash and SDRAM components. The
memory subsystem may implement one or a more of DMA
type hardware, so as to facilitate data accesses as 1s well
known 1n the art. The memory subsystem contains computer-
executable instructions which are executable by the processor
subsystem.

In one exemplary embodiment of the present invention, the
device can include one or more wireless interfaces 608
adapted to connect to one or more wireless networks. The

multiple wireless interfaces may support different radio tech-
nologies such as GSM, CDMA, UMTS, LITE/LTE-A,

WiIMAX, WLAN, Bluetooth, etc. by mmplementing the
appropriate antenna and modem subsystems.

The user interface subsystem 610 includes any number of
well-known I/O including, without limitation: a keypad,
touch screen (e.g., multi-touch interface), LCD display, back-
light, speaker, and/or microphone. However, 1t 1s recognized
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that 1n certain applications, one or more of these components
may be obviated. For example, PCMCIA card-type client
embodiments may lack a user interface (as they could piggy-
back onto the user interface of the host device to which they
are physically and/or electrically coupled).

In the illustrated embodiment, the device includes a secure
clement 612 which contains and operates the eUICC appli-
cation 614. The eUICC 1s capable of storing and accessing a
number of primary device histories, and one master second-
ary device history. In one embodiment, the eUICC comprises
a number of eSIMs, and associated wear-leveling data. In
other embodiments, the eUICC comprises a number of
eSIMs, and associated bad block management data.

It will be recognized that while certain aspects of the inven-
tion are described 1n terms of a specific sequence of steps of
a method, these descriptions are only illustrative of the
broader methods of the mvention, and may be modified as
required by the particular application. Certain steps may be
rendered unnecessary or optional under certain circum-
stances. Additionally, certain steps or functionality may be
added to the disclosed embodiments, or the order of perfor-
mance ol two or more steps permuted. All such vanations are
considered to be encompassed within the invention disclosed
and claimed herein.

While the above detailed description has shown, described,
and pointed out novel features of the invention as applied to
various embodiments, it will be understood that various omis-
s10ms, substitutions, and changes 1n the form and details of the
device or process 1llustrated may be made by those skilled 1n
the art without departing from the invention. The foregoing
description 1s of the best mode presently contemplated of
carrying out the imvention. This description 1s 1n no way
meant to be limiting, but rather should be taken as illustrative
of the general principles of the mvention. The scope of the
invention should be determined with reference to the claims.

What is claimed 1s:

1. A secure element, comprising:

a first component configured to load an emulation program
into the secure element, wherein the emulation program
monitors a wear-leveling history of memory transac-
tions that take place within the secure element;

a second component 1n communication with the first com-
ponent, wherein the second component 1s configured to
store the wear-leveling history 1n an external memory;
and

a third component 1n communication with the external
memory, wherein the third component 1s configured to
preload the wear-leveling history within the secure ele-
ment from the external memory when a subsequent
emulation program 1s loaded into the secure element.

2. The secure element of claim 1, further comprising a
component configured to perform an Authentication and Key
Agreement (AKA) procedure.

3. The secure element of claim 2, wherein the secure ele-
ment comprises an Electronic Universal Integrated Circuit
Card (eUICC).

4. The secure element of claim 3, wherein the emulation
program comprises an Electronic Subscriber Identity Module
(eSIM).

5. A method for tracking usage of hardware specific fea-
tures, the method comprising:

loading an emulator with a first emulation program,
wherein the emulation program monitors usage of at
least one hardware specific attribute within a primary
device history;

storing the at least one hardware specific attribute in a
secondary device history; and
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responsive to a request to load a subsequent emulation
program:
loading the emulator with the subsequent emulation pro-

gram, and

preloading, from the second device history, a hardware
specific attribute that corresponds to the stored at least
one hardware specific attribute.

6. The method of claim S, wherein the emulator comprises
an Electronic Universal Integrated Circuit Card (eUICC) that
1s contained within a secure element and the at least one
hardware specific attribute comprises wear-leveling informa-
tion.

7. The method of claim 5, wherein the first emulation
program and the subsequent emulation program comprises
one or more Electronic Subscriber Identity Modules (eSIMs)
stored within a mobile device.

8. The method of claim 5, wherein each of the one or more
eSIMs 1s further configured to obtain wireless network ser-
vices from the eSIM’s corresponding network operator
according to an Authentication and Key Agreement (AKA)
procedure.

9. The method of claim 5, wherein the at least one hardware
specific attribute comprises wear-leveling information for a
floating-gate transistor based memory.

10. The method of claim 9, wherein the tloating-gate tran-
sistor based memory comprises an EEPROM (FElectrically
Erasable Programmable Read-Only Memory).

11. The method of claim 9, wherein the tloating-gate tran-
sistor based memory comprises a flash memory.

12. The method of claim 9, wherein the wear-leveling
information is stored within the primary device history during
operation.

13. The method of claim 12, further comprising, responsive
to writing to the primary device history, updating the second-
ary device history.

14. The method of claim 13, wherein the primary device
history 1s securely coupled to the secondary device history.

15. A wireless apparatus, comprising:

one or more wireless interfaces:

a secure element, comprising an emulator configured to
execute one or more emulation programs, wherein each
of the one or more emulation programs 1s configured to
monitor at least one hardware specific attribute in a
device history that corresponds to the emulation pro-
gram,

a processor; and

a non-transitory computer readable storage medium stor-
ing instructions that, when executed by the processor,
cause the processor to:
responsive to a request to load the emulator with a first

emulation program, preload:

a first hardware specific attribute from the device his-
tory that corresponds to the first emulation pro-
gram, and

a second hardware specific attribute from a device
history that corresponds to one of the one or more
emulation programs that 1s different from the first

emulation program, wherein the first hardware spe-
cific attribute correlates to the second hardware
specific attribute; and
update the first hardware specific attribute based on
the second hardware specific attribute.
16. The apparatus of claim 15, wherein the emulator com-
prises an Electronic Universal Integrated Circuit Card

(eUICC).
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17. The apparatus of claim 15, wherein each of the one or
more emulation programs comprises an Electronic Sub-
scriber Identity Module (eSIM).

18. The apparatus of claim 15, wherein the secure element
comprises a tloating-gate transistor based memory.

19. The apparatus of claim 18, wherein the floating-gate
transistor based memory comprises an EEPROM (Electri-
cally Erasable Programmable Read-Only Memory).

20. The apparatus of claim 18, wherein the floating-gate
transistor based memory comprises a tlash memory.

21. The apparatus of claim 15, wherein the secure element
1s further configured to execute a secure bootstrap operating
system.

22. The apparatus of claim 21, wherein the secure element
executes from a virtualized address space.
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