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DATA RECORDING/REPRODUCING DEVICE,
DATA RECORDING/REPRODUCING
PROGRAM AND DATA REPRODUCING
DEVICE THAT PROTECT PRIVATE DATA
FROM REPRODUCTION BY
UNAUTHORIZED PERSONS

This 1s a Continuation of application Ser. No. 12/309,2635
filed Jan. 13, 2009, which 1s a National Phase of PCT/JP2007/
064352 filed Jul. 20, 20077, which claims priority to Japanese
Patent Application No. 2006-198325 filed Jul. 20, 2006. The
disclosure of the prior applications are hereby incorporated
by reference herein 1n their entirety.

TECHNICAL FIELD

The present invention relates to a data recording/reproduc-
ing device that records and reproduces data, a data recording/
reproducing program and a data reproducing device that
reproduces data.

BACKGROUND ART

There are electronic cameras known in the related art
engaged in photographing operation 1 a private mode
selected by the user through a private button operation. In
such an electronic camera, the reproduction of an image
photographed 1n the private mode can be prohibited so as to
disallow viewing of the private photograph by unauthorized
persons (see, for instance, patent reference literature 1).

Patent reference literature 1: Japanese Laid Open Patent

Publication No. 2004-215103

DISCLOSURE OF THE INVENTION

Problems to be Solved by the Invention

However, the private image has a possibility to be exposed
to the eyes of unauthorized persons 1f the private mode 1s
forgotten to be selected 1n advance 1n the electronic camera 1n
the related art.

A data recording/reproducing device according to the
present 1nvention comprises: a position detection unit that
detects information (hereafter referred to as position infor-
mation) imdicating a position at which data are acquired and
reproduced; a determining unit that determines which spe-
cific set of geographical information, among a plurality of
sets o geographical information defined 1n advance, the posi-
tion information detected by the position detection unit at the
time of data acquisition and data reproduction corresponds to;
a recording control umit that records the acquired data into a
recording medium based upon determining results provided
by the determining unit; a selection unit that selects repro-
duction-permitted data from the recording medium based
upon the geographical information determined by the deter-
mimng unit at the time of data reproduction; and a reproduc-
ing unit that outputs and reproduces at least one set of data
among the reproduction-permitted data having been selected.

The recording control unit may record the geographical
information, determined at the time of data acquisition, into
the recording medium together with the data acquired by a
data acquisition unit; and the selection unit may search the
recording medium for data assigned with geographical infor-
mation matching the geographical information determined
by the determining unit at the time of data reproduction and
selects the data as the reproduction-permitted data. The data
recording/reproducing device described above may further
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comprise: a table creation unit that creates 1n advance a table
containing the geographical information and the position
information correlated with each other. The determining unit
in the data recording/reproducing device unit determines the
geographical information by referencing the table based upon
the detected position information at the time of data acquisi-
tion or data reproduction.

The data recording control unit may configured to classity
data acquired by the acquisition unit and records the data into
folders created in advance in the recording medium, each
folder being 1n correspondence to a specific set of geographi-
cal mformation. The selection unit 1n the data recording/
reproducing device selects data 1 a folder corresponding to
the geographical information determined at the time of data
reproduction as the reproduction-permitted data. The data
recording/reproducing device described above further com-
prises: a folder creation unit that creates 1n advance folders
cach in correspondence to a speciiic set of geographical infor-

mation correlated to the position information.

The geographical information 1s constituted with informa-
tion related to spatial areas (hereaiter referred to as spatial
area information) each indicating a specific range containing
a position at which data are acquired and reproduced. The
spatial area information includes a plurality of sets of infor-
mation corresponding to at least a first spatial area and a
second spatial area, access by unspecified third parties being,
prohibited 1n the first spatial area and access by unspecified
third parties being not prohibited in the second spatial area. It
1s preferred that the first spatial area 1s a private area and the
second spatial area 1s a public area.

It 1s preferred that in the data recording/reproducing device
that defines the first and the second spatial area, when the
spatial area information detected at the time of data acquisi-
tion corresponds to both the first spatial area and the second
spatial area, the determining unit designates the spatial area
information as mformation corresponding to the first spatial
area.

The determining unit 1n the data recording/reproducing
device further comprising a recognition unit that recognizes
characteristics of the data, may determine spatial area infor-
mation corresponding to the acquired data by taking into
consideration recognition results provided by the recognition
unit.

In the data recording/reproducing device that defines the
first and the second special area, 11 the spatial area informa-
tion detected at the time of data reproduction corresponds to
the first spatial area, the selection unit selects data designated
with the spatial area information corresponding to both the
first spatial area and the second spatial area at the time of data
acquisition as the reproduction-permitted data, but 11 the spa-
tial area information determined at the time of data reproduc-
tion corresponds to the second spatial area, the selection unit
selects only data designated with the spatial area information
corresponding to the second spatial area at the time of data
acquisition as the reproduction-permitted data.

In the data recording/reproducing device that defines the
first and the second special area as special area information, 1f
the spatial area information determined at the time of data
reproduction corresponds to both the first spatial area and the
second spatial area, the spatial area information correspond-
ing to the first spatial area 1s designated as the spatial area
information for the data reproduction.

It 1s preferred that the position detection unit pinpoints a
position assumed by the data recording/reproducing device
on a map by converting position information output from a
GPS to coordinate values on the map.
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The spatial areas described above are each made up with an
area taking up a specific range on the map, as defined by a
central position indicating a specific point on the map and a
specific radius centered on the central position.

The data in the data recording/reproducing device include
at least one of; still image data, video data and audio data.

According to another aspect ol the present invention, a data
recording/reproducing program enabling a computer to
execute: a position detection procedure through which infor-
mation (hereafter referred to as position mformation), mndi-
cating a position at which data are acquired and reproduced,
1s detected; a determining procedure through which the posi-
tion information detected through the position detection pro-
cedure at the time of data acquisition or reproduction 1s deter-
mined to correspond to one of a plurality of sets of
geographical information defined in advance; a recording
control procedure through which, the acquired data are
recorded into a recording medium based upon determinming,
results provided through the determining procedure; a selec-
tion procedure through which reproduction-permitted data
are selected from the recording medium based upon the geo-
graphical information determined through the determining
procedure at the time of data reproduction; and a reproduction
procedure through which at least one set of reproduction-
permitted data among the selected reproduction-permitted
data 1s output and reproduced.

According to another aspect of the present invention, a data
reproducing device that reads data files each assigned with a
specific set of geographical information among a plurality of
sets ol geographical mmformation defined 1 advance and
reproduces data contained 1n the files, comprises: a position
detection unit that detects information (hereafter referred to
as position information) indicating a position at which the
data files having been read are reproduced; a determining unit
that determines which specific set of geographical informa-
tion, among the plurality of sets of geographical information
defined in advance, the position information detected by the
position detection unit at a time of data reproduction corre-
sponds to; a selection unit that selects reproduction-permitted
data from the recording medium based upon the geographical
information determined by the determining unit at the time of
data reproduction; and a reproduction unit that outputs and
reproduces at least one set of reproduction-permitted data
among the selected reproduction-permitted data.

In the data reproducing device, the data files each contain
data constituted with the geographical information together
with the data to be reproduced; and the selection unit searches
through the data files having been read based upon the geo-
graphical information determined at the time of data repro-
duction and selects data assigned with geographical informa-
tion matching the geographical information at a time of data
acquisition as the reproduction-permitted data. On the other
hand, the data files each contain data classified and recorded
into a specific folder among folders each corresponding to a
set of geographical information; and the selection unit selects
data contained 1n a folder corresponding to the geographical
information determined at the time of data reproduction as the
reproduction-permitted data.

According to the another aspect of the present invention, a
data reproducing method adopted when reading data files
cach assigned with a set of geographical information among
a plurality of sets of geographical information defined 1n
advance and reproducing data in the files, comprises: detect-
ing information (hereafter referred to as position information)
indicating a position at which the data files are to be read and
reproduced; determining a specific set of geographical infor-
mation among the plurality of sets of geographical informa-
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tion defined 1n advance, to which the position information
detected by the position detection unit at a time of data repro-
duction, corresponds; and selecting reproduction-permaitted
data from the recording medium based upon the geographical
information determined by the determining unit at the time of
data reproduction and reproducing the selected reproduction-
permitted data.

Eftect of the Invention

According to the present invention, specific reproduction-
permitted data can be automatically selected 1n correspon-
dence to the geographic information indicating the data
acquisition and reproduction locations and, as a result, private
data are protected from reproduction by unauthorized persons
even when the user fails to perform certain operations.

BRIEF DESCRIPTION OF THE DRAWINGS

(FIG. 1) A block diagram of an embodiment achieved by
adopting the data recording/reproducing device according to
the present invention

(FIG. 2) A specific example of data that may be registered
in the space category dictionary

(FIG. 3) A specific example of data that may be registered
in the space category table

(FIG. 4) A flowchart of the processing executed in the
digital camera 100

(FIG. 5) An overall configuration of the system through

which the program product is provided

BEST MODE FOR CARRYING OUT TH
INVENTION

L1l

FIG. 1 1s a block diagram of an embodiment achieved by
adopting the data recording/reproducing device according to
the present invention in a digital camera. A digital camera 100
includes an input switch 101, alens 102, an image sensor 103,
a GPS sensor 104, a control device 105, a memory 106, a
memory card slot 107 and a monitor 108.

The mput switch 101 includes various switches operated
by the user and outputs an operation signal corresponding to
a specific operation to the control device 105. The lens 102 1s
constituted with a plurality of optical lens groups. It 1s to be
noted that the lens 102 1n the 1llustration 1 FIG. 1 1s repre-
sented by a single lens. The image sensor 103, which may be
a CCD sensor, captures a subject image imnput through the lens
102 and outputs 1mage signals obtained by capturing the
image to the control device 105. The control device 105
generates 1mage data by executing various types ol signal
processing and 1mage processing on the image signals input
thereto.

Upon recerving a GPS (global positioming system) signal
from a GPS satellite, the GPS sensor 104 detects information
related to the current position of the digital camera 100, e.g.,
latitude/longitude information. It then outputs the informa-
tion on the current position of the digital camera 100 thus
detected to the control device 105.

The control device 105, constituted with a CPU and periph-
eral circuits, includes functional units such as a current posi-
tion determining unit 1054, a space category dictionary reg-
istration unit 1035, an 1mage classitying unit 105¢, an image
acquisition unit 1054, a reproduction target image decision-
making unit 105¢ and an 1mage reproducing unit 105/

The current position determining unmit 105q determines the
current position of the digital camera 100 based upon position
information output from the GPS sensor 104. The current
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position determining unit 1n the embodiment determines the
current position of the digital camera 100 1indicated 1n map
data recorded in the memory 106. It 1s assumed that a given
geographic point on the map can be specified by coordinate
values taken along the X coordinate axis and the Y coordinate
ax1s 1n the map datarecorded in the memory 106. Namely, the
current position determining unit 105 converts the position
information output from the GPS sensor 104 to an X coordi-
nate value and a Y coordinate value on the map, so as to
pinpoint the current position of the digital camera 100 on the
map.

The space category dictionary registration unit 10355 reg-
1sters data into a space category dictionary such as that shown
in FI1G. 2 in response to an instruction issued by the user. The
space category dictionary contains sets of spatial area infor-
mation 2a each stored in correspondence to a specific set of
space category information 26 and 1s generated as data
recorded 1n the memory 106. A set of spatial area information
2a 1s made up with geographical information (spatial area
information) used to pinpoint a spatial area on the map and the
corresponding set of space category information 256 indicates
the spatial area category 1nto which the space indicated by the
spatial area information 2a 1s classified.

The coordinate values (X, Y) of the central point of the
geographical position on the map and a radius R around the
central point are recorded as the spatial area information 2a
and thus, an area present over a specific range on the map can
be determined based upon the central point and radius. It1s to
be noted that instead of the central point coordinate values (X,
Y ) of the geographical position on the map, coordinate values
(X'1,Y'1, X'2,Y"' 2) defining the space as a rectangular space
may be recorded as the spatial area information 2a.

In addition, as the space category information 2b, the
results obtained by classifying the space indicated by the
spatial area information 2a 1n correspondence to the accessi-
bility of the space by third parties are recorded. The space
may be classified either as a closed space or as an open space
based upon the accessibility of the space by third parties. The
closed space, which may be a space used by a specific indi-
vidual and 1s less likely to be accessed by third parties, 1s, in
other words, an area to which access by unauthorized third
parties 1s prohibited. The open space, which may be a public
space highly likely to be accessed by third parties, 1s, 1n other
words, an area to which access by unauthorized third parties
1s not prohibited.

In the embodiment, the space indicated by the spatial area
information 2a, classified either as a closed space or an open
space, 1s further classified into one of the following five
categories of spaces corresponding to the five types of space
category information (A)~(E) below, based upon the acces-
sibility of the space by third parties. Namely, one of the
tollowing classifications of space category mformation (A)~
(E) below 1s recorded as the space category information cor-
responding to the particular set of spatial area information 2a
in the space category dictionary. It 1s to be noted that spaces
may be classified into various other categories 1n correspon-
dence to the user’s needs, instead of the five categories
described below.

(A) Private Space
Space category information “private space”, which 1s a

sub-category of closed space, 1s used to indicate a space
where the user of the digital camera 100 1s likely to take
private photographs (images), such as his own room, a study
or the like.
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(B) Home Space

Space category information “home space”, which 1s a sub-
category of closed space, 1s used to indicate a space where the
user of the digital camera 100 1s likely to take family photo-
graphs, €.g., a living room.

(C) Friend Space

Space category information “Iriend space”, which 1s a sub-
category of closed space, 1s used to indicate a space where the
user of the digital camera 100 1s likely to take photographs
with friends, e.g., a friends home.

(D) Business Space

Space category information “business space’”, which 1s a
sub-category of closed space, 1s used to indicate a space
where the user of the digital camera 100 1s likely to take
photographs related to his work, such as his office or a busi-
ness partner’s oifice.

(E) Public Space

Space category information “public space”, which 1s a type
of open space, 1s used to indicate a space where the user of the
digital camera 100 1s likely to take photographs 1n a public
area such as a museum or any space not categorized as (A)
through (D).

As the user operates the input switch 101 and an instruction
for data registration into the space category dictionary 1is
1ssued, the space category dictionary registration unit 1055
registers the spatial area information and the corresponding
space category information into the space category dictionary
through the following procedure. The space category dictio-
nary registration unit 1055 first obtains from the current posi-
tion determining unit 105¢a the position information ndicat-
ing the geographical location for which the instruction for
data registration into the space category dictionary has been
1ssued by the user and designates the position indicated by the
position information as the central point (X, Y) in correspon-
dence to the spatial area information. In addition, the space
category dictionary registration unit 1055 prompts the user to
enter the radius of the registration target space. As the user
operates the input switch 101 and the radius 1s entered on the
monitor 108, the space category dictionary registration unit
10556 designates the input radius as the radius R to be regis-
tered 1n the spatial area information.

Once the central point (X, Y) and the radius R to be regis-
tered as the spatial area information are specified, the space
category dictionary registration unit 1055 prompts the user to
enter the space category imformation corresponding to the
particular spatial area information. For instance, the space
category dictionary registration unit 10556 may bring up the
five types of space category information (A)~(E) described
carlier on the momitor 108 so as to allow the user to select a
space category mformation indicating a specific category on
the monitor 108. As the user operates the input switch 101 and
specifies the space category information, the space category
dictionary registration unit 1055 registers the specified space
category information into the space category dictionary as the
space category information corresponding to the spatial area
information.

For instance, the user, wishing to register his own room 1n
the space category dictionary operates the imnput switch 101 to
1ssue an 1nstruction for data registration into the space cat-
egory dictionary near the center of his room. In response, the
central point (x1, y1) 1s determined by the space category
dictionary registration unit 1055 and the user 1s prompted to
enter the radius for the target space. As the user, prompted by
the display on the monitor 108, enters a radius R1 for his
room, the space category dictionary registration unit 10356
determines the radius R1 as the radius of the target space (the
user’s room). Then, the user 1s prompted by an istruction
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displayed on the momtor 108 to select one of the different
categories indicated by the space category mnformation (A)~
(E) 1n correspondence to the accessibility of his room by third
parties. For instance, the user may select “private space”,
enabling the space category dictionary registration unit 10556
to register information 2¢ related to the user’s room into the
space category dictionary.

The processing procedure described above 1s executed 1n
cach target space the user wishes to register in the space
category dictionary, a space category dictionary containing a
plurality of sets of spatial area information 2a each paired up
with a set of space category information 25, as shown in FIG.
2, 1s created. It 1s to be noted that the user 1s able to modity
information registered in the space category dictionary as
needed. In response to an instruction for modifying informa-
tion 1n the space category dictionary 1ssued by the user, the
space category dictionary registration unit 10356 prompts the
user to enter a password and only if the correct password 1s
entered, the space category dictionary registration unit allows
the information to be modified. Thus, modification of infor-
mation contained in the space category dictionary by an unau-
thorized third party 1s prevented.

Once given permission for imformation modification, the
user 1s able to fine-adjust the locate of the space indicated on
the map by moditying the central position (X1, Y1) or the
radius R 1n the spatial area information corresponding to the
information 2c¢ related to the user’s room or alter the space
category information. For instance, the user may modily
space category information indicating “private space” to that
indicating “home space”.

Upon detecting that a shutter button included 1n the input
switch 101 has been pressed haltway down at the digital
camera 100 set 1n the photographing mode by the user, the
image classifying unit 105¢ references the space category
dictionary to obtain the space category information corre-
sponding to the current location. Namely, based upon the
output from the current position determining umt 105a, the
image classitying unit 105¢ determines the coordinate values
of the current position assumed on the map. The image clas-
sitying unit 103¢ then makes a decision as to whether or not
the mformation registered in the space category dictionary
includes spatial area information indicating the determined
coordinate values 11 1t 1s decided that the space category
dictionary contains spatial area information indicating the
determined coordinate values, the image classifying unit
105¢ extracts the space category information correlated to the
particular spatial area information and stores the extracted
information into the memory 106 on a temporary basis.

If the space category dictionary contains data having been
registered by the user 1n spaces adjacent to each other, the
adjacent spaces may partially overlap, depending upon the
radius R having been specified by the user. If the current
position indicated by the coordinate values 1s contained
within the range where such spaces overlap, as described
above, a plurality of sets of space category information will be
extracted in correspondence to the plurality of sets of spatial
area information indicating the spaces containing the deter-
mined coordinate point. Under such circumstances, the image
classitying unit 105¢ temporarily stores into the memory 106
the space category information indicating the least accessi-
bility by third parties among the plurality of sets of space
category mformation having been extracted so as to append
the 1mage photographed at a point belonging to the plurality
of spaces with the space category information assuring the
highest level of privacy. As a result, 1t 1s ensured that the
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image appended with the space category information having
the highest level of privacy 1s not readily reproduced, as
detailed later.

If, on the other hand, it 1s decided that there 1s no spatial
area information indicating a space containing the point indi-
cated by the determined coordinate values, the image classi-
tying umt 105¢ prompts the user to register a space containing
the current position 1nto the space category dictionary. Since
the coordinate values indicating the current position on the
map have already been determined through the processing
described above, the image classifying unit 105¢ simply
needs to prompt the user to enter the radius R of the space and
specific space category information and take in the informa-
tion entered by the user. Once the user enters the space radius
R and the space category information, the image classitying
umt 105¢ registers the entered information into the space
category dictionary and also temporarily stores the space
category information having been entered by the user into the
memory 106.

I1 the user does not enter a space radius R or space category
information, the image classifying unit 103¢ temporarily
stores space category information preselected as a default
value mto the memory 106. The space category information
“private space” indicating the lowest level of accessibility by
third parties material be selected as the default value so as to
ensure that the image appended with the space category infor-
mation “private space”, 1s not reproduced readily. It 1s to be
noted that the space category information default value may
be a fixed value or 1t may be an adjustable value that can be
adjusted by the user as necessary.

Subsequently, upon detecting that the user has pressed the
shutter button all the way down, the 1mage acquisition unit
1054 controls the image sensor 103 to obtain image data
constituting the subject image captured via the image sensor
and temporarily stores the image data thus obtained into the
memory 106. The image acquisition unit 1054 then executes
image processing ol the known art such as interpolation pro-
cessing, color conversion processing and edge emphasis pro-
cessing on the acquired image data and further executes com-
pression processing so as to compress the image data mto a
predetermined 1mage format such as the JPEG format.

The 1mage acquisition unit 1055 next generates an 1mage
file by adding various types of additional information to the
image data having undergone the image processing. For
instance, the 1mage acquisition unit 1054 may generate an
image {ile 1n the Exif format containing the JPEG image data
stored 1n an 1mage data portion thereof and the additional
information stored in an additional information portion
thereol. The additional information stored into the additional
information portion will usually include information indicat-
ing the image photographing date/time and information 1ndi-
cating the photographing conditions under which the image
was photographed. It 1s to be noted that information indicat-
ing the shutter speed, the ISO sensitivity and the aperture
value, for instance, may be stored as the information related to
the 1mage photographing conditions.

The image classitying unit 105¢ records into the additional
information portion of the image file generated by the 1mage
acquisition unit 1054 the space category information corre-
sponding to the current location, having been stored in the
memory 106, as the space category information for the image
photographing location. Subsequently, the 1image classifying
unit 105¢ records the image file contaiming the space category
information stored in the additional information portion
thereol imto the memory card loaded in the memory card slot
107. As the image file with the space category information
recorded 1n the additional mmformation portion is recorded
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into the memory card as described above, the particular image
file 1s assigned with the photographic space defined by the
radius R centered on the photographing location. In other
words, each set of 1mage data obtained by taking a photo-
graph can be classified by the third party accessibility factor
based upon geographical information indicating the photo-
graphing location.

The user 1s able to 1ssue an instruction for reproduction of
the 1mage data contained 1n an 1mage file recorded in the
memory card, as described above, by operating the input
switch 101. For instance, as the user sets the digital camera
100 1n a reproduction mode and an 1mage reproduction
istruction 1s 1ssued, the reproduction target image decision-
making unit 105e searches through image files recorded in the
memory card based upon the geographical information
related to the reproduction location and selects areproduction
target 1mage file.

In the embodiment, the reproduction target 1mage deci-
sion-making unit 105 allows reproduction of the image file 11
either condition (1) or condition (11) described below 1s satis-
fied and selects the reproduction-permitted 1image file as the
reproduction target image file. Namely:

(1) the accessibility of the photographing space by third par-
ties matches the third-party accessibility of the space

where the 1image reproduction nstruction 1s 1ssued;

(1) the accessibility of the photographing space by third par-
ties 1s higher than the third-party accessibility of the space
where the 1image reproduction 1nstruction 1s 1ssued.

The 1mage reproducing unit 105/ subsequently reads the
selected reproduction target image file from the memory card
and outputs the image file thus read out to the monitor 108. As
a result, only images that were photographed 1n spaces with
higher levels of third-party accessibility than the third-party
accessibility of the space where the image reproduction
instruction 1s 1ssued can be reproduced at the particular image
reproduction location.

For instance, 1 the image reproduction instruction has been
1ssued 1n a space categorized as a public space, only images
having been photographed in spaces appended with the space
category information “public space’ are allowed to be repro-
duced and the reproduction-permitted 1mages are designated
as reproduction target images accordingly. In other words, an
image having been photographed 1n a space with a lower level
of third-party accessibility than the third-party accessibility
of “public space” cannot be reproduced. Through these mea-
sures, reproduction of private images such as images of fam-
1ly members and job-related 1images 1n a public space 1s pre-
vented. In a space categorized as “private space”, on the other
hand, images having been photographed 1n all types of spaces
from private spaces to public spaces can be reproduced. Thus,
the user 1s able to view 1images having been photographed in
all types of spaces without having to worry about strangers
seeing private photographs.

In other words, when an 1image reproduction instruction 1s
1ssued 1n a more public space, more rigorous conditions are
imposed with regard to images that can be reproduced so as to
ensure that private images are not reproduced readily 1n a
public space. When an 1image reproduction instruction 1s
1ssued 1n a more private space, less rigorous conditions are
imposed with regard to the selection of reproduction-target
images so as to allow reproduction of more 1images. For this
purpose, the reproduction target image decision-making unit
105¢ and the image reproducing unit 105/ are engaged 1n the
tollowing processing.

First, based upon the output from the current position
determining unit 1054, the reproduction target image deci-
sion-making unit 105¢ determines the coordinate values of
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the coordinate point on the map assumed by the position
(1mage reproduction location) at which the user has 1ssued an
image reproduction instruction. The reproduction target
image decision-making unit 105e then makes a decision as to
whether or not the space category dictionary contains spatial
area information indicating the coordinate point having been
determined. If 1t 1s decided that the space category dictionary
includes spatial area information indicating the determined
coordinate values, the reproduction target 1image decision-
making unit 105e extracts the space category information
correlated to the particular spatial area information and thus
determines the space classification corresponding to the
image reproduction location.

If the space category dictionary being referenced indicates
that there are a plurality of spaces that may be specified as the
image reproduction location, 1.¢., there are a plurality of sets
of spatial area information 1ndicating spaces containing the
coordinate point of the image reproduction location, a plural-
ity of sets of space category information will be extracted 1n
correspondence. Under such circumstances, the reproduction
target 1mage decision-making umt 105e selects the space
category information with the highest level of thurd-party
accessibility among the plurality of sets of space category
information having been extracted as the space category
information for the image reproduction location. In other
words when the image reproduction location 1s contained 1n a
range where a plurality of spaces overlap, the 1mage repro-
duction location 1s categorized as a more public space so as to
ensure that image files recorded as highly private images are
reproduced at the particular location less readily for better
privacy protection.

If, on the other hand, 1t 1s decided that there 1s no spatial
area information indicating the determined coordinate val-
ues, the reproduction target image decision-making unit 105¢
prompts the user to register a space indicating the position at
which the image reproduction instruction has been 1ssued into
the space category dictionary. Since the coordinate values
indicating the 1mage reproduction portion on the map have
already been determined through the processing described
above, the reproduction target 1image decision-making unit
105¢ simply needs to prompt the user to enter the radius R of
the space and specific space category information and take in
the information entered by the user. Once the user enters the
requested information, the reproduction target image deci-
sion-making unit 105e registers the entered information nto
the space category dictionary and also designates the space
category information having been entered by the user into the
memory 106, as space category information 25 for the image
reproduction location.

I1 the user does not enter a space radius R or space category
information, the reproduction target image decision-making
unit 105¢ selects a preset space category information default
value as the space category information for the 1image repro-
duction location. It 1s to be noted that the space category
information default value may be a fixed value or 1t may be an
adjustable value that can be adjusted by the user as needed. If
the space category information default value 1s set as a fixed
value, “public space” should be selected as the default value
in order to 1mpose the most rigorous restrictions with regard
to the selection of reproduction target images for better pri-
vacy protection.

The reproduction target image decision-making umt 1035e
determines reproduction target space category information in
correspondence to which reproduction-permitted reproduc-
tion target images are to be selected, based upon the space
category imformation for the image reproduction location
having been specified, as described above. For this purpose,
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the reproduction target image decision-making unit 1035e ret-
erences a space category table shown in FIG. 3 to select
reproduction target space category information in correspon-
dence to the space category information for the image repro-
duction location.

The space category table shown 1n FIG. 3 1s prepared and
recorded into the memory 106 in advance. The space category
table indicates whether or not each of the five categories of
spaces, 1.€., private space 35 through public space 3/, 1s to be
designated as reproduction target space category information
by either O or X, 1n correspondence to a given set of space
category information 3q for the image reproduction location.
Namely, the reproduction target image decision-making unit
105¢ selects only the space category information marked with
O on the space category table as reproduction target space
category information for each set of space category informa-
tion 3a for the 1mage reproduction location and does not
designate any space category information marked with an X
as reproduction target space category information.

The reproduction target image decision-making unit 105¢
selects each 1mage file having recorded in the additional
information portion thereof reproduction target space cat-
egory miformation thus determined as a reproduction target
image file. In other words, it selects 1mage files, each contain-
ing the reproduction target space category information
recorded in the additional information portion thereol as
reproduction target image files, among the 1mage files
recorded 1n the memory card. As a result, the reproduction
target 1mage decision-making unit 105e¢ 1s able to permit
selective reproduction of image files with the additional
image portions thereof containing the space category infor-
mation indicated by O 1n the space category table 1n corre-
spondence to each set of 1mage reproduction location space
category mformation 3a. In addition, the reproduction target
image decision-making unit 105¢ 1s able to prohibit repro-
duction of any 1image file having recorded 1n the additional
information portion thereof space category information
marked with X 1n the space category table 1n correspondence
to a given set of 1mage reproduction location space category
information 3a.

For instance, assuming that the space category information
3a for the location at which the user has i1ssued an 1mage
reproduction instruction indicates “public space”, Public
Space 3/ alone 1s marked with O 1n the space category table
and, accordingly, the reproduction target image decision-
making unit 105¢ selects only image files having recorded in
the additional information portions thereof “public space” as
the space category information as reproduction target image
files. If, on the other hand, the location at which the user has
issued the 1mage reproduction instruction i1s categorized as
“home space” 1n the space category mformation 3a, Home
Space 3¢, Friend Space 3d, Business Space 3e and Public
Space 3f are marked with O in correspondence to “home
space” 1n the space category table and, accordingly, the repro-
duction target image decision-making unit 105e selects
image files having such space category information recorded
in the additional information portions thereof as reproduction
target 1image files.

The 1mage reproducing unit 105/ reproduces each repro-
duction target image file by outputting the reproduction target
image files selected by the reproduction target image deci-
sion-making unit 105¢ to the monitor 108. As described
above, the digital camera 100 achieved 1n the embodiment
allows only 1mage files corresponding to the space category
information for the location at which the user has 1ssued the
image reproduction instruction, to be selected as reproduc-
tion target image files.
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FIG. 4 presents a flowchart of the processing executed 1n
the digital camera 100 in the embodiment. The processing
shown 1n FIG. 4 15 executed by the control device 105 as a
program started up when the power to the digital camera 100
1s turned on.

In step S10, the current position determining unit 1054
determines the current position of the digital camera 100
based upon the position mformation output from the GPS
sensor 104. Namely, the position information output from the
GPS sensor 104 i1s converted to information indicating an
X-coordinate value and a Y-coordinate value on the map,
thereby pinpointing the current position of the digital camera
100 on the map. The operation then proceeds to step S20 1n
which the image classitying unit 105¢ makes a decision as to
whether or not the digital camera 100 1s currently set in the
photographmg mode. If 1t 1s decided that the digital camera
100 1s set 1n the photographing mode, the operation proceeds
to step S30.

In step S30, the image classitying unit 105¢ makes a deci-
sion as to whether or not the shutter button included in the
input switch 101 has been pressed haltway down by the user.
IT 1t 1s decided that the shutter button has not been pressed
haltway down, the operation returns to step S10 to repeatedly
execute the processing. If, on the other hand, 1t 1s decided that
the shutter button has been pressed haltway down, the opera-
tion proceeds to step S40. In step S40, the 1image classifying
unmt 105¢ obtains the space category information for the cur-
rent position by referencing the space category dictionary
shown 1 FIG. 2 and stores the space category mformation
into the memory 106. It 1s to be noted that i1f the space
category information for the current position cannot be
obtained from the space category dictionary 1n this step, the
user 1s prompted to register the current position as explained
carlier and the registered space category imnformation or the
default value 1s stored into the memory 106. In addition, i1 a
plurality of sets of space category information is obtained, the
space category information with the lowest level of third-
party accessibility 1s stored into memory 106. The operation
then proceeds to step S30.

In step S350, the 1image acquisition unit 1054 makes a deci-
s10n as to whether or not the shutter button has been pressed
all the way down by the user. If 1t 1s decided that the shutter
button has not been pressed all the way down, the operation
returns to step S10 to repeatedly execute processing. If, onthe
other hand, 1t 1s decided that the shutter button has been
pressed all the way down, the operation proceeds to step S60.
In step S60, the image acquisition unit 1054 controls the
image sensor 103 so as to obtain image data generated by
capturing the subject image and then executes various types
of 1mage processing of the known art on the acquired image
data. An 1mage {ile in the Exif format 1s then generated by
storing the 1mage data having undergone the image process-
ing into the image data portion of the file and storing the
additional information into the additional mmformation por-
tion of the file. Subsequently, the operation proceeds to step
S70.

In step S70, the image classitying unit 105¢ records the
space category information for the current position, having
been stored 1n the memory 106, into the additional informa-
tion portion of the image file as the space category informa-
tion corresponding to the image photographing location. The
operation then proceeds to step S80 1n which the image clas-
sitying unmt 1035¢ records the image file containing the space
category information stored 1n 1ts additional information por-
tion 1nto the memory card loaded 1nto memory card slot 107.
The operation then proceeds to step S170 to be described 1n
detail later.
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The processing executed after deciding 1n step S20 that the
digital camera 100 1s not currently set in the photographing
mode 1s now explained. In this situation, the operation pro-
ceeds to step S90, 1n which the reproduction target image
decision-making unit 105¢ makes a decision as to whether or
not the digital camera 100 1s set 1n the reproduction mode. IT
it 1s decided that the reproduction mode 1s currently selected,
the operation proceeds to step S100, 1n which the reproduc-
tion target image decision-making unit 1035¢ obtains the space
category mformation corresponding to the space containing
the current position having been determined 1n step S10, from
the space category dictionary as the space category mforma-
tion for the image reproduction location.

It 1s to be noted that 1t the space category information for
the 1image reproduction location cannot be obtained from the
space category dictionary in this step, the user 1s prompted to
register the 1image reproduction location as explained earlier
and the registered space category information or the default
value 1s designated as the space category information for the
image reproduction location. In addition, 1f a plurality of sets
ol space category information 1s obtained, the space category
information with the highest level of third-party accessibility
1s selected as the space category information for the image
reproduction location.

The operation then proceeds to step S110, 1n which the
reproduction target image decision-making unit 1035e deter-
mines reproduction target space category information corre-
sponding to the space category information for the image
reproduction location by referencing the space category table
described 1n reference to FIG. 3. It then selects image files
with the reproduction target space category information
recorded in the additional information portions thereof as
reproduction target image files, before the operation proceeds

to step S120. In step S120, the image reproducing unit 105/

reproduces the reproduction target 1image files having been
selected by the reproduction target image decision-making
unit 105¢ by outputting them to the monitor 108. The opera-
tion then proceeds to step S170 to be detailed later.

If, on the other hand, 1t1s decided 1n step S90 that the digital
camera 100 1s not currently set in the reproduction mode, the
operation proceeds to step S130. In step S130, the space
category dictionary registration unit 1055 makes a decision as
to whether or not an instruction for data registration in the
space category dlctlonary has been 1ssued by the user via the
iput switch 101. I1 1t 1s decided that an instruction for data
registration 1n the space category dictionary has been 1ssued,
the operation proceeds to step S140, in which the space cat-
egory dictionary registration unit 1055 registers spatial area
information and space category information with regard to a
space corresponding to the current position having been
determined in step S10 into the space category dictionary. The
operation then proceeds to step S170.

If 1t 1s decided that no istruction for data registration 1n the
space category dictionary has been 1ssued, the operation pro-
ceeds to step S150. In step S1350, the space category dictio-
nary registration unit 1055 makes a decision as to whether or
not an struction for modifving data registered in the space
category dictionary has been 1ssued by the user via the input
switch 101. If i1t 1s decided that an instruction for data modi-
fication has been 1ssued, the operation proceeds to step S160,
in which the space category dictionary registration umt 10556
modifies data registered 1n the space category dictionary
based upon data entered by the user. At this time, the space
category dictionary registration unit 1055 prompts the user to
enter the password and allows the user to modily information
only 11 the correct password 1s entered. The operation then
proceeds to step S170.
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In step S170, a decision 1s made as to whether or not the
user has depressed a power button at the input switch 101 and
thus power to the digital camera 100 has been turned off. If 1t
1s decided that the power has not been turned off, the opera-
tion returns to step S10 to repeatedly execute the processing.
If, on the other hand, 1t 1s decided that the power has been
turned oif, the processing ends.

The {following advantages are achieved through the
embodiment described above.

(1) Image files are each classified into a specific category
based upon the geographical information indicating the
image file photographing location before they are
recorded. When an image reproduction instruction 1s
1ssued, 1mage files, selected as reproduction target image
files based upon the image file classification results and the
geographical information indicating the image reproduc-
tion location, are reproduced. Thus, reproduction target
image files can be automatically selected based upon the
geographical information indicating data acquisition loca-
tions and the geographical information indicating the
reproduction location, ensuring that only 1image files suit-
able for reproduction at a particular reproduction location
are reproduced.

(2) The geographical information indicating a specific image
photographing location and the geographical information
indicating a specific image reproduction location are each
constituted with space category information assigned to
the corresponding spatial area information to indicate the
specific category of space the photographing or reproduc-
tion location. A given set of space category information
indicates one of the five different categories of space (A)~

(E) corresponding to varying levels of third-party accessi-
bility. As a result, reproduction target image files can be
selected 1n correspondence to the levels of third-party
accessibility to various categories of spaces into which the
image photographing locations and the image reproduc-
tion location are classified as described above.

(3) Image files photographed 1n spaces with the third-party
accessibility matching the third-party accessibility of the
reproduction space and image files photographed 1n spaces
with higher levels of third-party accessibility than the level
of the third-party accessibility of the reproduction space
are selected as the reproduction target image files. In other
words, reproduction target image files are selected by
imposing rigorous selection conditions for 1mage repro-
duction 1n a space where strangers are likely to be able to
view reproduced images, 1.€., a space with a high level of
third-party accessibility, so as to ensure only images pho-
tographed 1n relatively public spaces with strangers present
are selected as the reproduction target images. However,
less rigorous selection conditions are imposed 1n selecting,
reproduction target image files for reproduction 1n a space
where strangers are less likely to be able to view repro-
duced 1images, 1.¢., a space with a lower level of third-party
accessibility, so as to allow more 1images to be reproduced.

(4) 11 there are a plurality of types of space category informa-
tion indicating different space categories for a given pho-
tographing location, the photographic image file 1s classi-
fied based upon the space category information with the
lowest level of third-party accessibility among the plurality
ol sets of space category information. Through these mea-
sures, an 1mage lile obtained at a photographing location
contained 1n a range where a plurality of spaces overlap 1s
automatically appended with space category imnformation
that will not allow the 1image file to be readily selected as a
reproduction target image, ensuring better privacy protec-
tion.
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(5) In addition, 1t a plurality of sets of space category infor-
mation 1s extracted in correspondence to the location at
which an 1mage reproduction instruction is issued, the
space category information with the highest level of third-
party accessibility among the plurality of sets of space
category information 1s selected as the space category
information for the image reproduction location. As a
result, more rigorous conditions are imposed when select-
ing reproduction target 1mages for image reproduction to
take place at a location present in a range where a plurality
of spaces overlap, so as to assure better privacy protection.

(6) When the user 1ssues an 1nstruction for modifying data 1n
the space category dictionary, the user 1s prompted to enter
his password and 1s allowed to modity information only 1f
he enters the correct password. Thus, information modifi-
cation by an unauthorized third party 1s prevented.
-Variations-

It 1s to be noted that the digital camera achieved in the
embodiment allows for the following variations.

(1) In the embodiment described above, the space category
information for a given photographing location 1s obtained
by referencing the space category dictionary based upon
the position of the photographing location on the map and
an 1mage file containing the space category information
thus obtained recorded 1n the additional information por-
tion thereotf 1s recorded into the memory card. However,
the present invention 1s not limited to this example and
instead, folders may be created 1n advance 1n the memory
card, each i correspondence to a specific set of space
category information, the space category iformation for

the photographing location may be obtained by referencing

the space category dictionary based upon the position of

the photographing location assumed on the map and the
image file may be recorded into the folder corresponding to
the space category information thus obtained. In this case,
even an 1mage file without an additional information por-
tion, raw data and the like, can be classified based upon the
space category information indicating the photographing
locations.

In the embodiment, the space category information for a
given photographing location, obtained based upon the posi-
tion of the photographing location on the map, 1s recorded
into the additional information portion of the image file and
the image file 1s automatically recorded 1nto the memory card.
As an alternative, the space category information assigned to
a photographic 1image may be indicated at the monitor 108
cach time a photograph 1s taken. In addition, a speaker may be
mounted at the digital camera 100 and the space category
information assigned to the photographic 1mage may be
reported to the user with a specific sound output through the
speaker. These measures allow the user to immediately obtain
the 1mage classification iformation assigned to the photo-
graphic 1mage.

(3) An explanation 1s given above 1n reference to the embodi-
ment on an example 1 which image files are classified
based upon the space category information assigned in
correspondence to the photographing locations. However,
image files may be classified by also taking into consider-
ation the characteristics of the subject. For instance, a
photographic 1image may undergo face recognition pro-
cessing of the known art so as to recognize the face of the
subject 1n the photographic image. Then, 11 the recognized
face belongs to a preregistered person, the space category
information to be stored 1n the additional information por-
tion of the image file may be adjusted 1n correspondence to
the particular person. In more specific terms, 11 the space
category information for the photographing location 1ndi-
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cates “public space” and the face of the subject in the
photographic 1mage belongs to a friend of the user, the
space category mformation for the photographing location
may be adjusted to “friend space™ before 1t 1s registered 1n
the additional information portion. If, on the other hand,
the face o the subject in the photographic image belongs to
a child of the user, the space category information for the
photographing location may be adjusted to “home space”
betore 1t 1s registered 1n the additional information portion.
In addition, the user may be allowed to modity the space
category mnformation determined by the image classitying
unit 105¢ and recorded 1n the additional information portion
by the 1mage acquisition unit 1054. In such a case, if an
instruction for modifying the space category information
recorded 1n the additional information portion 1s 1ssued, the
user may be prompted to enter his password and the modifi-
cation of the space category information may be permitted
only 11 the correct password 1s entered, so as to prevent unau-
thorized data modification by a third party.

(4) An explanation 1s given above 1n reference to the embodi-
ment on an example 1 which reproduction target image
files are selected by referencing the space category table
prepared 1n advance. The user may be allowed to modity
the space category table as he sees {it. In such a case, when
an 1nstruction for moditying data in the space category
table 1s 1ssued, the user may be prompted to enter his
password and the data modification may be permitted only
11 the correct password 1s entered, so as to prevent unau-
thorized data modification by a third party.

(35) In the embodiment described above, the space category
information obtained by referencing the space category
dictionary 1s recorded into the additional information por-
tion of each image file. Instead, spatial area information
obtained by referencing the space category dictionary may
be recorded into the additional information portion of the
image file. In this case, in response to an 1mage reproduc-
tion 1nstruction, the reproduction target 1mage decision-
making unit 105e should obtain the space category infor-
mation corresponding to the image reproduction location
by referencing the space category dictionary. Then, spatial
arca information assigned with the space category infor-
mation matching the space category information for the
image reproduction location should be extracted from the
space category dictionary. Subsequently, 1image files with
spatial area information matching the extracted spatial area
information recorded in their additional information por-
tions, among the image files recorded in the memory card,
should be selected as reproduction target image files.

(6) An explanation 1s given above 1n reference to the embodi-
ment on an example in which each time the user presses the
shutter button halfway down, the space category informa-
tion for the photographing location 1s obtained based upon
the current position indicating the photographing location
on the map determined by the current position determining,
unit 1054. As an alternative, after the digital camera 100 1s
started up, the space category information for the photo-
graphing location obtained in response to an 1nitial halfway
press operation of the shutter button may be held until the
power 1s turned oil

. In such a case, the space category
information held 1n the digital camera may be appended to
all the images photographed betore the power 1s turned off.
Since the user 1s more likely to turn off the power to the
dlgltal camera 100 before mowng into a different space and
1s therefore more likely to stay 1n the same space while the
power to the digital camera 100 remains 1n an ON state, the
same space category information 1s appended to 1mages
photographed 1n a single space so as to eliminate the need
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to obtain the space category information for the individual
images and thus reduce the processing load.

(7) An explanation 1s given above 1n reference to the embodi-

ment on an example in which each set of spatial area
information 1s obtained by pinpointing the current position
as a point on the map 1ndicated by an X-coordinate value
and a Y-coordinate value 1n a two-dimensional XY coordi-
nate system and determining the space containing the cur-
rent position based upon the current position coordinate
values and the radius R. However, 1f three-dimensional
map data are stored as the map data, spatial area informa-
tion may be generated by pinpointing the current position
as a point on the map indicated by coordinate values taken
along the X-axis, the Y-axis and the Z-axis representing the
height of the space 1n a three-dimensional XY Z coordinate
system and determining the space containing the current
position based upon the current position coordinate values
and the radius R.

(8) While an explanation 1s given above 1n reference to the

embodiment 1n which the digital camera 100 equipped
with a GPS sensor 104 pinpoints the current position based
upon the output from the GPS sensor 104, the current
position may instead be pinpointed through a PHS system
or a UWB system of the known art. As a further alternative,
the light 1lluminating a given space may contain informa-
tion equivalent to the spatial area information indicating
the particular space, 1.e., the information indicating the
current position coordinate values assumed on the map and
the space radius, and the digital camera 100 may recognize
the space based upon the information contained 1n the
illuminating light.

(9) In the embodiment described above, the current position

determining unit 105a pinpoints the current position of the
digital camera 100 on the map based upon the position
information output from the GPS sensor 104. Then, as the
user presses the shutter button haltway down, the image
classitying unit 105¢ obtains the information indicating the
current position of the digital camera 100 on the map
determined by the current position determining unit 103a.
Instead, the current position determining unit 105a may
pinpoint the current position of the digital camera 100 on
the map based upon the position information output from
the GPS sensor 104 only 1n response to a halfway press
operation of the shutter button by the user and the image
classitying umit 105¢ may obtain the information indicat-
ing the current position thus determined.

(10) An explanation 1s given above in reference to the

embodiment on an example in which the digital camera
100 15 utilized as a data recording/reproducing device and
a photographic 1image file (still image data) 1s classified
based upon the space category information. Instead, an
audio data or video data recording/reproducing device may
be used as the data recording/reproducing device and data
recorded 1n such a device may be classified based upon the
space category information. For instance, the present
invention may be adopted 1n a data recording/reproducing,
device constituted with a digital video camera. In such a
case, video data obtained through a shooting operation may
be classified based upon the space category mnformation
assigned in correspondence to the shooting location and
reproduction target video data may be selected based upon
the space category information corresponding to the repro-
duction location. Alternatively, the present invention may
be adopted 1n a data recording/reproducing device consti-
tuted with an IC recorder and, in such a case, audio data
obtained through a recording operation may be classified
based upon the space category information assigned to the
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recording location and reproduction target audio data may

be selected based upon the space category information

corresponding to the reproduction location.

(11) The digital camera 100 may be equipped with a commu-
nication function enabling it to communicate with an exter-
nal server and, 1n such a case, the space category dictionary
in FIG. 2 and the space category table in FIG. 3 may be
recorded in the external server. In this situation, it there are
a plurality of digital cameras 100 capable of connecting
with the external server, the external server should hold the
space category dictionary and the space category table in
correspondence to each of the users of the digital cameras
100. In addition, an 1mage file may be transmitted 1n an
¢-mail from a given digital camera 100 to another digital
camera 100 via the external server. The external server
should then identify the user of the sender camera and the
user of the recipient camera based upon the e-mail
addresses of the sender and the recipient. Under these
circumstances, 1t 1s desirable that the external server trans-
mit the image file after replacing the space category infor-
mation appended 1n the additional information portion at
the sender digital camera 100 with the space category
information for the recipient user by referencing the space
category dictionary stored 1n correspondence to the recipi-
ent user. It 1s to be noted that the users of the sender camera
and the recipient camera may be identified based upon the
production serial numbers assigned to the digital cameras
100 or the user IDs of the users instead of the e-mail
addresses. Furthermore, the recipient may be a device other
than a digital camera 100, such as a personal computer or a
portable information terminal.

(12) An explanation 1s given above in reference to the
embodiment on an example in which the present invention
1s adopted 1n a data recording/reproducing device, such as
a digital camera, capable of recording data and reproducing,
recorded data. However, the present invention may also be
adopted 1n a data reproducing device without a data record-
ing function. Namely, data having been recorded in another
device capable of classifying data based upon space cat-
cgory information and recording the classified data may be
read into the data reproducing device with the classification
results retained therein. Then, reproduction target data may
be selected at the data reproducing device based upon the
classification results and the space category information
corresponding to the reproduction location. Such a data
reproducing device may be a portable notebook-type per-
sonal computer with image files having been classified in a
digital camera based upon space category information
recorded 1in a hard disk thereof and, 1n response to an image
reproduction instruction 1ssued by the user, reproduction
target 1mage files may be selected based upon the space
category information corresponding to the reproduction
location.

In addition, the present invention may be adopted in a
personal computer or the like and, 1n such a case, a program
based upon which the control described above 1s executed
may be provided 1n a recording medium such as a CD-ROM
or at a data signal on the Internet or the like. FIG. 5 1llustrates
how the program may be provided. A personal computer 400
receives the program via a CD-ROM 404. The personal com-
puter 400 also has a connection capability that allows it to
connect with a communication line 401. A computer 402 is a
server computer that provides the program stored in a record-
ing medium such as a hard disk 403. The communication line
401 may be a communication network such as the Internet or
a communication network for personal computer communi-
cation, or 1t may be a dedicated commumnication line. The
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computer 402 reads out the program from the hard disk 403
and transmits the program to the personal computer 400 via
the communication line 401. In other words, the program
embodied as a data signal on a carrier wave 1s transmitted via
the communication line 401. Thus, the program carne distrib-
uted as a computer-readable computer program product
assuming any ol various modes including a recording
medium and a carrier wave.

While the invention has been particularly shown and
described with respect to preferred embodiments andvaria-
tions thereol by referring to the attached drawings, the present
invention 1s not limited to these examples and 1t will be
understood by those skilled 1n the art that various changes in
form and detail may be made therein without departing from
the spirit, scope and teaching of the invention.

The disclosure of the following priority application 1s
herein incorporated by reference:

Japanese Patent Application No. 2006-198325 filed Jul. 20,

2006

The mvention claimed 1s:

1. A data recording/reproducing device, comprising:

a position detection unit that detects position information
indicating a first position at which data are acquired, and
detects position information indicating a second posi-
tion at which data are reproduced;

a determining unit that determines which specific set of
geographical information, among a plurality of sets of
geographical information defined 1n advance, the posi-
tion information indicating the first position detected by
the position detection unit corresponds to, and that deter-
mines which specific set of geographical information
defined in advance, the position information indicating
the second position detected by the position detection
unit corresponds to;

a recording control unit that records the acquired data 1into
a recording medium based upon the specific set of geo-
graphical information regarding to the position informa-
tion indicating the first position determined by the deter-
mining unit;

a selection unit that selects reproduction-permitted data
from the recording medium based upon the specific set
ol geographical information regarding to the position
information indicating the second position determined
by the determining unit; and

a reproducing unit that outputs and reproduces at least one
set of data among the reproduction-permitted data hav-
ing been selected, wherein:

the geographical information 1s constituted with informa-
tion related to spatial areas (hereafter referred to as spa-
tial area information) each indicating a specific range
containing at least one of the first position and the second
position; and

the spatial area information includes a plurality of sets of
information corresponding to at least a first spatial area
and a second spatial area, access by unspecified third
parties being prohibited in the first spatial area and
access by unspecified third parties being not prohibited
in the second spatial area.

2. A data recording/reproducing device according to claim

], wherein:

the recording control unit records the geographical infor-
mation regarding to the position imnformation indicating
the first position into the recording medium together
with the acquired data; and

the selection unit searches the recording medium for data
assigned with geographical information matching the
geographical information regarding to the position
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information indicating the second position determined
by the determining unit at the time of data reproduction
and selects the searched data as the reproduction-per-
mitted data.

3. A data recording/reproducing device according to claim

2, further comprising:

a table creation unit that creates 1n advance a table contain-
ing the geographical information and the position infor-
mation correlated with each other, wherein:

the determining unit determines the geographical informa-
tion by referencing the table based upon the detected
position information indicating the first position, and
determines the geographical information by the table
based upon the detected position information indicating
the second position.

4. A data recording/reproducing device according to claim

1, wherein:

the recording control unit classifies the acquired data and
records the acquired data mto folders created 1n advance
in the recording medium, each folder being 1n corre-
spondence to a specific set of geographical information;
and

the selection unit selects data in a folder corresponding to
the geographical information regarding to the position
information indicating the second position as the repro-
duction-permitted data.

5. A data recording/reproducing device according to claim

4, further comprising;:

a folder creation unit that creates 1n advance folders each in
correspondence to a specific set of geographical infor-
mation correlated to the position information.

6. A data recording/reproducing device according to claim

1, wherein:

the first spatial area 1s a private area and the second spatial
area 1s a public area.

7. A data recording/reproducing device according to claim

1, wherein:

when the spatial area mmformation regarding to the first
position corresponds to both the first spatial area and the
second spatial area, the determining unit designates the
spatial area information as information corresponding to
the first spatial area.

8. A data recording/reproducing device according to claim

1, turther comprising;:

a recogmtion unit that recognizes characteristics of the
data, wherein:

the determining umt determines spatial area information
corresponding to the acquired data by taking into con-
sideration recognition results provided by the recogni-
tion unit.

9. A data recording/reproducing device according to claim

1, wherein:

if the spatial area information regarding to the second
position corresponds to the first spatial area, the selec-
tion unit selects data designated with the spatial area
information corresponding to both the first spatial area
and the second spatial area regarding to the first position
as the reproduction-permitted data, and 1f the spatial area
information regarding to the second position corre-
sponds to the second spatial area, the selection unit
selects only data designated with the spatial area infor-
mation corresponding to the second spatial area regard-
ing to the first position as the reproduction-permitted
data.

10. A data recording/reproducing device according to

claim 9, wherein:
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if the spatial area information regarding to the second
position corresponds to both the first spatial area and the
second spatial area, the spatial area information corre-
sponding to the first spatial area 1s designated as the
spatial area information for data reproduction.

11. A data recording/reproducing device according to

claim 1, wherein:

the position detection unit pinpoints a position assumed by
the data recording/reproducing device on a map by con-
verting position information output from a GPS to coor-
dinate values on the map.

12. A data recording/reproducing device according to

claim 1, wherein:

the data include at least one of; still image data, video data
and audio data.

13. A data recording/reproducing device comprising:

a position detection unit that detects position information
indicating a first position at which data are acquired, and
detects position information indicating a second posi-
tion at which data are reproduced;

a determining unit that determines which specific set of
geographical information, among a plurality of sets of
geographical information defined 1n advance, the posi-
tion information indicating the first position detected by
the position detection unit corresponds to, and that deter-
mines which specific set of geographical information
defined 1n advance, the position information indicating
the second position detected by the position detection
unit corresponds to;

a recording control unit that records the acquired data into
a recording medium based upon the specific set of geo-
graphical information regarding to the position informa-
tion indicating the first position determined by the deter-
mining unit;

a selection unit that selects reproduction-permitted data
from the recording medium based upon the specific set
of geographical information regarding to the position
information indicating the second position determined
by the determining unit; and

a reproducing unit that outputs and reproduces at least one
set of data among the reproduction-permitted data hav-
ing been selected, wherein:

the geographical information 1s constituted with informa-
tion related to spatial areas (hereafter referred to as spa-
tial area information) each indicating a specific range
containing at least one of the first position and the second
position; and

the spatial areas are each made up with an area taking up a
specific range on the map, as defined by a central posi-
tion 1mndicating a specific point on the map and a specific
radius centered on the central position.

14. A data recording/reproducing program recorded 1n a
non-transitory computer readable medium enabling a com-
puter to execute:

a position detection procedure through which position
information indicating a first position at which data are
acquired, 1s detected, and through which position infor-
mation indicating a second position at which data are
reproduced 1s detected;

a determining procedure through which the position infor-
mation indicating the first position detected through the
position detection procedure 1s determined to corre-
spond to one of a plurality of sets of geographical infor-
mation defined 1n advance, and through which the posi-
tion information 1indicating the second position detected
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through the position detection procedure 1s determined
to correspond to one of the plurality of sets of geographi-
cal information;

a recording control procedure through which the acquired
data are recorded 1nto a recording medium based upon
the geographical information regarding to the position
information indicating the first position;

a selection procedure through which reproduction-permit-
ted data are selected from the recording medium based
uponthe geographical information regarding to the posi-
tion information mdicating the second position; and

a reproduction procedure through which at least one set of
reproduction-permitted data among the selected repro-
duction-permitted data 1s output and reproduced,
wherein:

the geographical information 1s constituted with informa-
tion related to spatial areas (hereafter referred to as spa-
tial area information) each indicating a specific range
containing at least one of the first position and the second
position; and

the spatial area information includes a plurality of sets of
information corresponding to at least a first spatial area
and a second spatial area, access by unspecified third
parties being prohibited in the first spatial area and
access by unspecified third parties being not prohibited
in the second spatial area.

15. A data reproducing device that reads data files each
assigned with a specific set of geographical information
among a plurality of sets of geographical information defined
in advance and reproduces data contained in the files, com-
prising:

a position detection unit that detects position information
indicating a position at which the data files having been
read are reproduced;

a determining unit that determines which specific set of
geographical information, among the plurality of sets of
geographical information defined 1n advance, the posi-
tion information detected by the position detection unit
at a time of data reproduction corresponds to;

a selection unit that selects reproduction-permitted data
from the recording medium based upon the geographical
information determined by the determining unit at the
time of data reproduction; and

a reproduction unit that outputs and reproduces at least one
set of reproduction-permitted data among the selected
reproduction-permitted data, wherein:

the geographical information 1s constituted with informa-
tion related to spatial areas (hereafter referred to as spa-
tial area information) each indicating a specific range
containing at least one of the first position and the second
position; and

the spatial area information includes a plurality of sets of
information corresponding to at least a first spatial area
and a second spatial area, access by unspecified third
parties being prohibited in the first spatial area and
access by unspecified third parties being not prohibited
in the second spatial area.

16. A data reproducing device according to claim 185,

wherein:

the data files each contain data constituted with the geo-
graphical information together with the data to be repro-
duced; and

the selection unit searches through the data files having
been read based upon the geographical information
determined at the time of data reproduction and selects
data assigned with geographical information matching
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the geographical information at a time of data acquisi-
tion as the reproduction-permitted data.

17. A data reproducing device according to claim 15,
wherein:

the data files each contain data classified and recorded 1nto

a specific folder among folders each corresponding to a
set of geographical information; and

the selection unit selects data contained 1n a folder corre-

sponding to the geographical information determined at
the time of data reproduction as the reproduction-per-
mitted data.
18. A data reproducing method adopted when reading data
files each assigned with a specific set of geographical infor-
mation among a plurality of sets of geographical information
defined in advance and reproducing data in the files, compris-
ng:
detecting position information indicating a position at
which the data files are to be read and reproduced;

determining a specific set of geographical imformation
among the plurality of sets of geographical information
defined in advance, to which the detected position infor-
mation at a time of data reproduction, corresponds; and

selecting reproduction-permitted data from the recording
medium based upon the determined geographical infor-
mation at the time of data reproduction and reproducing
the selected reproduction-permitted data, wherein:

the geographical information 1s constituted with informa-

tion related to spatial areas (hereafter referred to as spa-
tial area information) each indicating a specific range
containing at least one of the first position and the second
position; and

the spatial area information includes a plurality of sets of

information corresponding to at least a first spatial area
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and a second spatial area, access by unspecified third
parties being prohibited in the first spatial area and
access by unspecified third parties being not prohibited
in the second spatial area.

19. A data recording/reproducing device that records data
into a recording medium and reproduces the data from the
recording medium, comprising:

a position detection unit that detects position information
indicating a first position at which data are acquired, and
detects position mformation indicating a second posi-
tion at which data are reproduced;

a determining unit that determines a first privacy protection
level based upon which specific set of geographical
information, among a plurality of sets of geographical
information defined in advance, the position iforma-
tion indicating the first position detected by the position
detection unit corresponds to, and that determines a
second privacy protection level based upon which spe-
cific set of geographical information defined 1n advance,
the position information indicating the second position
detected by the position detection unit corresponds to;

a comparison unit that compares the first privacy protection
level and the second privacy protection level;

a selection unit that selects data from the recording
medium which have the first privacy protection level
equal to or lower than the second privacy protection
level, as reproduction-permitted data, based upon a
result of the comparison umt; and

a reproducing unit that outputs and reproduces at least one
set of data among the reproduction-permitted data hav-
ing been selected by the selection unat.
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