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FIGURE 1A

Black box testing
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FIGURE 3
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Black Box Testing Example
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METHOD AND APPARATUS FOR SECURITY
ASSESSMENT OF A COMPUTING
PLATFORM

FIELD OF INVENTION

This mvention relates generally to software security, and
more specifically to assessing security vulnerabilities of a
computing platiform.

BACKGROUND

Software testing 1s the process used to help 1dentify the
correctness, completeness, security, and/or quality of devel-
oped computer software and computer systems. Software
testing 1s typically used 1n association with verification and
validation. Verification 1s the checking of or testing of 1tems,
including soitware, for conformance and consistency with an
associated specification and validation 1s the process of
checking what has been specified 1s what the user actually
wanted.

Black box testing 1s a method of software testing used
when the tester has substantially no knowledge of the internal
structure of the software application. The tester can select
certain valid and 1invalid 1input to enter into the application and
subsequently can determine whether the output 1s the correct
result. The tester will typically not know why the output 1s the
correct result or not, but will know whether the application
will function as 1t was intended.

Another testing method 1s white box testing, wherein a
tester uses an internal perspective of the system to design test
cases based on internal structure. This testing method can
require programming skills to 1dentify substantially all paths
through the software. The tester can choose test case mputs to
exercise diflerent paths through the code and determine the
appropriate outputs. The following are examples of different
types of software testing applications.

Canadian Patent Application No. 2,297,994 allows a tester
to enter a “test request” through a graphical user interface
(GUI). By entering a specific test request the user 1s selecting
what test data 1s to be used from a collection of test data 1n that
specific testing scenario.

U.S. patent application Ser. No. 11/438,961 provides an
approach to testing applications for vulnerabilities at the net-
working level that may be as a result of loosely defined
criteria and restrictions associated with the interfacing
between applications, for example, the Hypertext Transier
Protocol (HT'TP) interface.

U.S. patent application Ser. No. 11/226,959 provides a
system for automated testing of application programs using a
GUI. A user can automatically create test cases in comma-
separated values (CSV) format, and execute the test data
using a suitable GUI, such as Rational Functional Tester
(RFT) or IBM/Tivoli Identity Manager (ITIM), which can
perform functional, easily executable tests on the software
applications.

U.S. patent application Ser. No. 10/050,675 describes a
system and method for testing the vulnerabilities of a target
computer network through a target computer by sending
intrusive commands through specified ports using Transmis-
sion Control Protocol/Internet Protocol (TCP/IP) packets.
The system can 1dentily open ports that are left vulnerable to
attack by routers, switches, firewalls, and other network
devices or applications.

Automated web application security scanming 1s currently
provided through the HTTP interface web server and web
application. The testing that 1s accomplished through this
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method 1s considered to be black box testing. Black box
testing 1s generally limited to defined interfaces, such as

HTTP iterfaces, whereby testing results provided by this
method are generally limited to information accessible
through such iterfaces 1 combination with previously
known information about the tested application. This testing
format can therefore limit a security assessment of the appli-
cation by restricting the amount and type of vulnerability
information that 1s exposed through the HT'TP interface.
Under certain circumstances, some security vulnerabilities
may exist which are not realized or identifiable through the
HTTP interface. Scanners available on the market today have
limited understanding of the architecture of a software appli-
cation and the back end components. Having an understand-
ing of the process flow and the activities that occur during an
HTTP interface based interaction within all the applications,
would provide the tester with more information which can be
used when selecting which tests to send on which parts of the
application mstead of merely trying all options on all parts of
the application.

There 1s therefore a need for a new system and method for
the security assessment of a computing platform which can
provide a desired level of assessment thereof.

This background information 1s provided to reveal infor-
mation believed by the applicant to be of possible relevance to
the present invention. No admission 1s necessarily intended,
nor should be construed, that any of the preceding informa-
tion constitutes prior art against the present invention.

SUMMARY OF THE INVENTION

An object of the mvention 1s to provide a method and
apparatus for security assessment ol a computing platform. In
accordance with an aspect of the invention, there 1s provided
a system for detecting security vulnerabilities in a computing
platform, said computing platform comprising one or more
front end components which provide services to other appli-
cations or users, and one or more back end components which
supply required imnformation to said one or more front end
components to fulfill said services, said system comprising:
one or more first monitoring modules communicatively
linked to said one or more front end components, and opera-
tively configured to monitor said one or more front end com-
ponents while communicating data with said one or more
front end components; one or more second monitoring mod-
ules communicatively linked to said one or more back end
components, and operatively configured to momitor said one
or more back end components while said one or more back
end components supply required information to said one or
more front end components; wherein said one or more first
monitoring modules communicate data with said one or more
front end components and monitors the activities of said one
or more front end components, while said one or more second
monitoring modules monitor the activities of said one or more
back end components; and wherein the resulting activity
information extracted may be combined to contribute to 1den-
tification of one or more security vulnerabilities within said
computing platform.

In accordance with another aspect of the invention, there 1s
provided a method of detecting security vulnerabilities 1n a
computing platform, said computing platform comprising
one or more front end components which provide services to
other applications or users, and one or more back end com-
ponents which supply required information to said one or
more front end components to fulfill said services, said
method comprising: connecting to said one or more front end
components using one or more iront end communication



US 8,650,651 B2

3

protocol connections; connecting to said one or more back
end components using one or more application-specific pro-
tocol connections for communicating with an application;
communicating data with said one or more front end compo-
nents; monitoring activities of said one or more front end
components while communicating said data; monitoring
activities of said one or more back end components; extract-
ing activity information from said one or more front end
components and from said one or more back end components;
and storing said activity information.

In accordance with another aspect of the invention, there 1s
provided a computer readable medium having recorded
thereon statements and instructions for execution by a com-
puter for detecting security vulnerabilities 1n a computing,
platform, the computing platform comprising one or more
front end components which provide services to other appli-
cations or users, and one or more back end components which
supply required information to the one or more front end
components to fulfill the services, by carrying out the steps of:
connecting to said one or more front end components; con-
necting to said one or more back end components; commu-
nicating data with said one or more front end components;
monitoring activities of said one or more front end compo-
nents while communicating data therewith; monitoring
activities of said one or more back end components; extract-
ing activity information from said one or more front end
components and from said one or more back end components;
and storing said activity information.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1A 1s a high level diagrammatic representation of a
system for detecting security vulnerabilities 1n a computing
platform, wherein the system 1s performing a black box test.

FIG. 1B 1s a high level diagrammatic representation of a
system for detecting security vulnerabilities 1n a computing
platform, 1n accordance with one embodiment of the inven-
tion.

FIG. 2 1s a high level diagrammatic representation of a
monitoring module, 1n accordance with one embodiment of
the 1nvention.

FIG. 3 1s a high level diagrammatic representation of a
front end component, 1n accordance with one embodiment of
the 1nvention.

FI1G. 41s ahigh level diagrammatic representation of a back
end component, 1n accordance with one embodiment of the
ivention.

FIG. 5A 15 a high level diagram depicting an embodiment
of the system of FIG. 1A.

FIG. 5B 1s a high level diagram depicting an embodiment
of the system of FIG. 1B.

FIG. 6 1s a flow diagram depicting a testing process, 1n
accordance with one embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

Definitions

The term “computer readable medium” 1s used to define a
type of computer data storage or computer memory, such as,
but not limited to CD, RAM, EPROM, EEPROM, ROM,
DVD, optical or magnetic drives, etc., or other computer
readable media as would be readily understood by a worker
skilled in the art.

The term “computing device” 1s used to define an elec-
tronic device with storage and computing capability and a
communication means with which to communicate with one
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or more other computing devices or peripheral devices. Com-
puting devices may include but are not limited to computers,
laptops, cell phones, gaming consoles, handheld gaming
devices, wireless devices, and personal digital assistants or
the like. The communication means would be understood by
a worker skilled 1n the art to include necessary elements of
hardware, including but not limited to communications ports,
wireless transmitter/receivers, wires or fibre optics; and soft-
ware, including but not limited to telephony, email, facsimile,
Bluetooth®, TCP/IP, FTP, XML, and IRC, etc. that allow a
computing device to exchange data packets with another
computing device or peripheral device.

As used herein, the term “about” refers to a +/-10% varia-
tion from the nominal value. It 1s to be understood that such a
variation 1s always included in any given value provided
herein, whether or not 1t 1s specifically referred to.

Unless defined otherwise, all technical and scientific terms
used herein have the same meaning as commonly understood
by one of ordinary skill in the art to which this mvention
belongs.

Security testing 1s a type of black box testing, as described
above, of an information system. As 1s known, during black
box testing, the results of a security assessment are limited by
the information provided through the HI'TP interface by the
server, possibly combined with previously known informa-
tion about the tested application (e.g. logical or technical
knowledge of the application associated with previously
tested functions, etc.). For example, the only information
available through these HTTP interfaces can be the input, the
output, and the time it took to provide the output. From this
information a tester must determine whether a vulnerability
ex1sts somewhere 1n the system. The present invention allows
for automated discovery of security vulnerabilities that are
not exposed through the defined interfaces used for black box
testing, such as a Hypertext Transfer Protocol (HT'TP) inter-
face.

The present invention provides a method and apparatus for
looking behind the defined interfaces, such as an HI'TP inter-
face, while a black box test 1s running. The apparatus for
security assessment according to one embodiment of the
invention comprises a monitoring module which connects to
the front end component through a common communications
protocol, for example the Hypertext Transfer Protocol, and
also connects to the front end component through a separate
protocol (e.g. other than a Hypertext Transier Protocol), for
example through a file system access, while also directly
connecting to the back end component through a server spe-
cific communications protocol. The monitoring module can
send requests to and/or recerve responses or data from the
front end component through the communication protocol,
while monitoring the activities of both the front end and the
back end components during the communication. The 1nfor-
mation received regarding the activities of the components
during these communications can be stored by the monitoring
module and used 1 determining whether there are security
vulnerabilities within the system. The resulting information
can also be used by the tester 1n combination to determine
what parts of the system are involved 1n the vulnerabilities.

FIG. 1A 1llustrates an example of black box testing of a
computing system. During black box test of a computing
system 100, a black-box scanner 102 connects to a front end
component 104 through a defined connection interface 108,
such as, but not limited to, an HTTP interface. The HTTP
interface 1s a method used to transfer or convey information
between clients and servers as would be known to a person of
ordinary skill in the art, (e.g. the black-box scanner being the
client and the front end component being the server). The
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front end component 104 connects to the back end component
106 through an application specific communication protocol
110, such as, but not limited to the Open Database Connec-
tivity (ODBC) protocol, .NET protocol, Java Database Con-
nectivity (JDBC) Application Programming Interface (API)
or other as would be readily understood by a worker skilled 1n
the art. During the testing, the black-box scanner 102 sends a
request, for example, an HTTP request, to the front end com-
ponent 104. The front end component 104 executes the
request. While executing the request, the front end compo-
nent 104 may need to contact the back end component 106 to
retrieve necessary information to fulfill the request. The front
end component 104 then sends a response to the black-box
scanner 102. The resulting information, which 1s limited to
the information sent through the HTTP interface, for
example, the request, the response, and the time it took the
system to send the response, 1s used by the tester to determine
whether there are security vulnerabilities within the system.

For the above, a person of ordinary skill 1n the art would
recognize that the protocol used for the connection between
the separate components of the system would vary depending,
on what servers and applications are running on each com-
ponent. For example, 11 the back end component comprised
an application server that runs certain software applications,
the protocol that can be used to connect the front end com-
ponent to the back end component for communication pur-
poses may be a .NET protocol. Whereas, if the back end
component comprises a database server, the ODBC protocol
or the Java Database Connectivity (JDBC) Application Pro-
gramming Interface (API) may be used for communication
between the components.

One embodiment of the invention 1s 1llustrated in FIG. 1B,
wherein the monitoring module 122 can perform black box
testing by connecting to the front end component 124 through
a communications protocol 128 such as HI'TP, and also con-
nects to the front end component 124 separately through a file
system access 132, while also directly connecting to the back
end component 126 through a server specific communica-
tions protocol 134. The monitoring module 122 communi-
cates data with the front end component 124 (e.g. sends
requests to and/or recetves responses or data from the front
end component) through the communications protocol 128,
while monitoring the activities of both the front end 124 and
the back end 126 components during the communication. The
information recerved regarding the activities of the compo-
nents during these communications 1s stored by the monitor-
ing module 122 and used 1n determining or contribute to
identifying whether there are security vulnerabilities within
the system. As the information 1s recerved and stored, the type
of testing, for example, but not limited to, malicious 1injection
or valid/invalid mmput data, could be changed to suit the type of
activities occurring on the front end 124 and back end 126
components. The resulting information can also be used by
the tester 1n combination to determine what parts of the sys-
tem are involved 1n the vulnerabilities. The results may also or
alternatively be used to further define or influence the testing
process.

The Monitoring Module

A monitoring module can comprise a single computing
device, multiple interconnected computing devices, and/or
one or more software/hardware modules provided on a single
or multiple computing device(s), configured to check com-
puter and/or network systems for problems, such as for
example, but not limited to, failing systems, overloads,
crashed systems, or failed connections.

It will be appreciated that while some embodiments of the
inventions are described to comprise one or more first and
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second monitoring modules, such first and second monitoring,
modules may be integrated within a same module configured
to provide complementary functions, or be provided by dis-
tinct modules. It will also be appreciated that additional moni-
toring modules distinct from, but possibly integrally operated
with, first and second monitoring modules, may also be con-
sidered herein to provide additional, duplicative or supportive
functions, without departing from the general scope and
nature of the present disclosure.

For example, in one embodiment, the monitoring module
can comprise a scanner configured to actively interact with
applications on one or more front end or back end compo-
nents. In another embodiment, the monitoring module can be
remote or distinct from and communicatively linked to a
scanner configured to actively interact with applications on
one or more front end or back end components.

In one embodiment, the monitoring module 1s provided by
one or more computing devices remote or distinct from the
monitored system, for example wherein the momitoring mod-
ule sends testing nputs to one or more remote or distinct
computing devices running the application or applications
being tested.

In another embodiment, the monitoring module 1s provided
by one or more computing devices of the monitored system
(1.e. system runmng the tested application), for example
wherein the monitoring module sends testing outputs to one
or more computing devices providing various testing inputs
to the system.

In a further embodiment, the monitoring module 1s pro-
vided by one or more computing devices remote or distinct
from and commumnicatively linked to the one or more com-
puting devices running the application being tested and the
one or more computing devices providing the testing inputs
thereto.

Another type of problem that monitoring 1s used to check
for 1s known as intrusion detection which 1s used to check for
threats from outside sources, for example, but not limited to,
users who are able to mput invalid data 1nto the system and
mampulate the system, otherwise known as hackers. One
example of how monitoring 1s used 1s website monitoring.
Businesses can monitor their websites to ensure users are able
to access their online applications and perform actions such
as searching, online shopping, checking an account balance,
or researching. Businesses also use monitoring to detect
whether a user 1s attempting to access the website services in
an abusive manner, €.g. intrusion detection.

With reference to FIG. 2, and 1n accordance with one
embodiment of the invention, there 1s depicted a monitoring
module 122. In this embodiment, the monitoring module
generally comprises one or more user interfaces (UIl) 202
such as a graphical user mtertace (GUI), keyboard, keypad,
mouse, scroll ball or the like for receiving input from the user
directed to the operation of the monitoring module 122, one
or more computer readable media 204 and 206 for storing
statements and instructions for the operation of the module,
and optionally for storing various forms of data useful in the
implementation of module functions and/or accessible to the
user of the monitoring module 122 as needed, one or more
processors 210 for processing sent and received information
and for implementing statements and instructions stored on
the one or more computer readable media 204 and 206, one or
more communications interfaces 208 for interfacing with
other components of the system, and optionally, for direct
communication with other similarly configured monitoring
modules. Other elements and/or components, as would be
readily apparent to the person skilled in the art, may also be
considered herein without departing from the general scope
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and nature of the present disclosure. For instance, various
hardware, firmware and/or software may be integrated or
operationally associated with a given monitoring module 122
to achieve various functions and interface with the user and/or
various applications accessed thereby over a network. Also,
various peripheral devices, such as supplemental user inter-
faces, data mput and/or output means (e.g. printers, scanners,
removable storage media, etc.), and the like may also be
considered herein.

The monitoring module comprises one or more user inter-
faces (UI). A Ul 1s a means by which users iteract with a
computing device and soiftware applications existing on a
computing device. The Ul provides a means of allowing the
user to mamipulate a system through input, and allowing the
system to produce the effects of the manipulation through
output. Examples of a Ul include, but are not limited to, a
graphical user interface (GUI) which accepts input via
devices such as computer keyboard or mouse, or by touch
screen, and provide articulated graphical output on the com-
puter monitor; or a web-based UI which accepts mput and
provides output by generating web pages which are trans-
ported via the Internet and viewed by the user using a web
browser program.

The monitoring module comprises and/or 1s operatively
coupled to one or more computer readable mediums. A com-
puter readable medium 1s a computer component used to store
data for some period of time. There are many different types
of data storage that may be associated with a computing
device, for example a computer readable medium may
include a database used to store test data. A database 1s a
structured collection of records or data that 1s stored in a
computer so that a program can consult the records or data to

answer queries. A database can be used, 1n the present mnven-
tion, to store the data used to test the system, for example, but

not limited to, different HT'TP requests, e.g. GET, PUT,
POST, DELETE, TRACE, etc. The user may access the data-
base to add, change, or delete test cases. When the user begins
a testing session, the processor can, either automatically or
through a user request, access the database to send test cases
over the network through the communications interface.
Another example of a computer readable medium may
include means for storing statements and instructions for the
operation of the monitoring module, and optionally for stor-
ing various forms of data useful 1in the implementation of
module functions which may be accessible to the user.

The monitoring module further comprises one or more
processors for processing instructions and statements stored
in a computer readable medium accessible by the processor.
In one embodiment of the present mvention, the processor
may be configured to automatically run a testing session
without user mput. The processor may be configured to auto-
matically extract the test data from the computer readable
medium and 1input the data through the communications inter-
face to the front end component. In another embodiment, the
processor may require information from the user to select
more specific testing data from the computer readable
medium to be input to the front end component. For example,
the user may need to select whether the type of test cases to be
used 1s malicious 1njection or valid/invalid 1input test cases.

The monitoring module additionally comprises one or
more communication interfaces. A communication interface
1s a point of interconnection between a computing device and
a network or between two networks. The monitoring module
can communicate through a communications interface, to the
front end component and back end component during a test-
Ing SESS101.
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During a testing session 1n accordance with one embodi-
ment of the invention, and with reference to FIG. 1B, the
monitoring module 122 communicates with the front end
component 124 through a communications protocol 128 such
as HI'TP as well as through a file system access connection
132, such as a Network File System (NFS) protocol. The front
end component 124 communicates with the back end com-
ponent 126 through a communications protocol 130, such as
ODBC, while the monitoring module 122 communicates
directly with the back end component 126 through a separate
communications protocol 134, such as ODBC. As a person of
ordinary skill in the art would recognize, the communications
protocol 134 used to connect the monitoring module 122 to
the back end component 126 typically depends on what type
ol server 1s running on the back end component 126, for
example, but not limited to, a database server, an application
server, a game server, etc., as described 1n more detail below.
A file system access connection 132, such as NFS, 1s accom-
plished using a type of protocol that allows not only a com-
munication connection between a client and server, e.g. the
monitoring module 122 and the front end component 124,
respectively, but allows the client (e.g. monitoring module
122) to access files on the server (e.g. front end component
124). A protocol like NFS 1s a type of protocol that allows a
user on a client computer to access files over a network as
casily as 1f the network devices were attached to 1ts local
disks.

The Front End Component

A front end component 1s a computing device where 1n the
most general sense 1t 1s the 1nitial stage of a process flow. The
front end component 1s responsible for collecting input from
the user, which can be 1n a variety of forms, and processing
this input i such a way that 1t conforms to a specification or
format that a back end component can use. A front end com-
ponent 1s generally software that provides an interface to
another program (e.g. the back end component) which may
not be as user fnendly and/or network accessible as the front
end component. For example, but not limiting the scope of the
invention, a graphical file manager, such as Windows
Explorer, can be a front end component to a computer’s file
system, the back end component. Other configurations of the
front end component would be readily understood by a
worker skilled in the art.

With reference to FIG. 3, and in accordance with one
embodiment of the mvention, there 1s depicted a front end
component 124. In this embodiment, the front end component
124 generally comprises one or more servers 302 such as, but
not limited to a web server which provides services to pro-
grams and users either on the same computer or over a net-
work, one or more computer readable media 310 for storing
statements and instructions for the operation of the front end
component 124 and optionally for storing various forms of
data usetul i1n the implementation of front end component
functions. The front end component further comprises one or
more processors 308 for processing sent and received infor-
mation and for implementing statements and instructions
stored on the one or more computer readable mediums 310
and one or more communications interfaces 304 for interfac-
ing with other components of the system. The front end com-
ponent additionally comprises one or more local applications
306 such as, but not limited to, word processors, spreadsheets,
media players, etc. Other elements and/or components, as
would be readily apparent to the person skilled 1n the art, may
also be considered to be part of the front end component and
are considered herein without departing from the general
scope and nature of the present disclosure. For instance, vari-
ous hardware, firmware and/or software may be integrated or
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operationally associated with a given front end component
124 to achieve various functions and interface with various
applications accessed thereby over a network. Also, the front
end component may comprise various peripheral devices,
such as supplemental user interfaces, data input and/or output
means (e.g. printers, scanners, removable storage media,
etc.), and the like.

The front end component comprises one or more servers
302. A server 1s generally a computer or a computer program
that provides services to other computers (e.g. clients) over a
network. Servers are oiten physically similar to other general-
purpose computers, although their hardware configurations
may be particularly optimized to fit their server roles. There
are many different types of servers which provide a variety of
services to client computers. For example, a not limiting list
ol servers can include web servers which provide an interface
between a client computer and a web application; file servers
which store and provide access to various types of {files to
other clients on a network; and there are backup servers which
have network backup software installed and have large
amounts ol hard drive storage or other forms of storage (e.g.
tape, optical, magnetic drives, etc.) available to 1t to be used
tor the purpose of ensuring that data loss does not occur 1n the
network, among others server configurations as would be
readily understood.

The front end component comprises one or more local
applications wherein a local application 1s a software appli-
cation 1installed on a computing device, such as Microsoit
Word, Excel, Access, or Adobe Acrobat, or the like that have
access to local resources such as operating system functions,
file mnformation, database access, and file transier capabili-
ties, for example. A local application performs specific
actions utilizing local system resources. For example, data-
base queries or file transiers are common actions performed
by a local application.

The front end component additionally comprises one or
more computer readable mediums, wherein a computer read-
able medium 1s a type of computer data storage or computer
memory, such as, but not limited to CD, RAM, EPROM,
EEPROM, ROM, DVD, optical or magnetic drives, etc., or
other computer readable media as would be readily under-
stood by a worker skilled 1n the art.

The front end component comprises one or more proces-
sors. As described above, a processor 1s used for processing
istructions and statements stored 1 a computer readable
medium to which 1t 1s operatively coupled. A processor can be
configured as a single central processing unit, a dual proces-
sor central processing unit or other processor format as would
be readily understood by a worker skilled 1n the art.

One or more communication interfaces are operatively
coupled with the front end component and can provide a point
ol interconnection between a computing device and a net-
work or between two networks and can enable the transier of
data therebetween. Configurations of a communication inter-
face would be readily understood by a worker skilled 1n the
art, for example.

An embodiment of a front end component 124, 1n accor-
dance with the invention is 1llustrated 1n FI1G. 3 and comprises
a server 302, such as a Web server which stores Hypertext
Markup Language (HITML) documents, images, text files,
scripts, and other Web related data or content, and distributes
the content to other clients on the network on request; com-
puter readable medium 310, such as memory to store data
and/or mstructions, such as test input and test output, recerved
by the front end component 124 from the monitoring module
122 and/or the back end component 126; a processor 308, for
processing the data and/or instructions from the monitoring,
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module 122 into instructions readable and executable by the
back end component 126; a communications interface 304,
such as HT'TP to communicate with the monitoring module
122, and/or an ODBC protocol to communicate with the back
end component 126; a local application 306, such as
Microsoit Word which may be used to convert the resulting
output from the back end component 126 into user friendly
output to be sent to the momitoring module 122 and analyzed
by the user.

In one embodiment of the invention, the front end compo-
nent 1s configured as a single computing device to provide the
functionality of the front end component, which can perform
functions 1ncluding communication with the monitoring
module and back end component among other functions.

In another embodiment of the invention, the front end
component comprises two or more computing devices, which
interconnected and configured to provide the functionality of
the front end component, which can perform functions
including communication with the monitoring module and
back end component among other functions. In a multi-com-
puting device configuration of the front end component, spe-
cific functions of the front end component can be performed
by a specific computing device or the functionality of the
front end component can be enabled 1n a dynamic manner
based on computing capacity and task load of each of the
multiple computing devices. For example, when a specific
task 1s required an allocation system can send this specific
task to the computing device which has the least number of
tasks to perform. In this manner the desired task can typically
be performed 1n a more eflicient manner, when compared to
dedicated computing device functionality. In one embodi-
ment of the invention, the dynamic allocation of task for the
front end component can be enabled using Dynamic Server
Allocation (DSA) or other dynamic allocation configuration
as would be known to a worker skilled 1n the art.

The Back End Component

A back end component i1s a computing device where 1n the
most general sense 1t 1s the end stage of a process tlow. The
back end component 1s responsible for executing statements
and/or 1nstructions received by the back end component from
one or more front end components or from other back end
components (e.g. 1n a multi-tier application), and returning an
output to the front end or other back end components. In most
cases, the back end component 1s hidden from the user, often
because the back end component 1s not configured to be user
friendly. The back end component thus communicates 1ts
results to the front end (1.e. either directly or via one or more
intermediary back end components) which subsequently con-
verts this information into a more user iriendly format. For
example, but not limiting the scope of the present invention,
an SQL server 1s often part of a back end component because
it contains a large amount of data which requires a consider-
able amount of memory to store the data, an SQL server does
not comprise a user iriendly U, and 1t 1s often important to
keep the data stored 1n the SQL database private. By keeping
the data stored on a back end component, there 1s a level of
separation between a user and the stored data, e.g. the front
end component.

With reference to FIG. 4, and 1n accordance with one
embodiment of the invention, there 1s depicted a back end
component 126. In this embodiment, the back end component
generally comprises one or more servers 402 such as, but not
limited to a database server which 1s a computer program that
provides database services to other computer programs and/
or computers, one or more computer readable mediums 410
for storing statements and instructions for the operation of the
back end component 126 and optionally for storing various
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forms of data usetul 1n the implementation of back end com-
ponent functions. The back end component further comprises
one or more processors 406 for processing recerved and sent
information and for implementing statements and instruc-
tions stored on the one or more computer readable medium
410 and one or more communication interfaces 408 for inter-
facing with other components of the system, and one or more
local applications 404 such as, but not limited to, word pro-
cessors, spreadsheets, media players, etc. Other elements
and/or components, as would be readily apparent to the per-
son skilled 1n the art, may also be considered herein without
departing from the general scope and nature of the present
disclosure. For instance, various hardware, firmware and/or
soltware may be integrated or operationally associated with a
given back end component 126 to achieve various functions
and interface with various applications accessed thereby over
a network. Also, various peripheral devices, such as supple-
mental user mterfaces, data input and/or output means (e.g.
printers, scanners, removable storage media, etc.), and the
like may also be considered herein.

The back end component comprises one or more servers,
wherein a server 1s generally a computer or computer pro-
gram configured to provide services to other computers over
a network. The back end component may comprise of one or
more servers, such servers may include, but are not limited to,
print servers which control and manage one or more printers
and accept print jobs from other network clients, spooling the
print jobs, and performing most or all of the other functions
that a workstation would perform to accomplish a printing
task 11 the printer were connected directly to the workstation’s
printer port; mail servers which store, send, receive, route,
and perform other email related operations for other clients
on the network; fax servers which store, send, receive, route,
and perform other functions necessary for the proper trans-
mission, reception, and distribution of faxes; telephony serv-
ers which perform telephony related functions such as
answering calls automatically, performing the functions of an
interactive voice response system, storing and serving voice
mail, routing calls between the Public Switched Telephone
Network (PSTN) and the network or the Internet (e.g. Voice
over IP (VoIP) gateway), etc.; proxy servers which perform
some type of function on behalf of other clients on the net-
work to increase the performance of certain operations (e.g.
pre-fetching and caching documents or other data that are
requested very frequently) or as a security precaution to 150-
late network clients from external threats; application servers
which perform the data processing or business logic portion
of a client application, accepting instructions for operations to
perform from a workstation and serving the results back to the
workstation, while the workstation performs the UI or GUI
portion of the processing (e.g. the presentation logic) that 1s
required for the application to work properly; or game servers
which are dedicated computer systems running game hosting,
software.

The back end component further comprises one or more
local applications wherein a local application can be a sofit-
ware application installed on a computing device, such as
Microsoft Word, Excel, Access, or Adobe Acrobat, or the like
that have access to local resources such as operating system
functions, file information, database access, and file transfer
capabilities.

The back end component additionally comprises one or
more computer readable mediums, wherein a computer read-

able medium 1s a type of computer data storage or computer
memory, such as, but not limited to CD, RAM, EPROM,

EEPROM, ROM, DVD, optical or magnetic drives, etc., or
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other computer readable media as would be readily under-
stood by a worker skilled 1n the art.

The back end component comprises one or more proces-
sors which can be used for processing instructions and state-
ments stored 1n a computer readable medium to which 1t 1s
operatively coupled. A processor can be configured as a single
central processing unit, a dual processor central processing
unit or other processor format as would be readily understood
by a worker skilled in the art.

One or more communication interfaces are operatively
coupled with the back end component and provide a point of
interconnection between a computing device and a network
or between two networks and can enable the transfer of data
therebetween. Configurations of a communication interface
would be readily understood by a worker skilled 1n the art, for
example

FIG. 4 1llustrates a back end component 126, in accordance
with an embodiment of the invention. The back end compo-
nent comprises a server 402, such as an SQL database server
which stores data 1n a database, and can answer inquiries on
request from other clients on the network regarding the stored
data; computer readable medium 410, such as memory to
store data and/or instructions, such as the data stored in the
database, or for storing instructions recerved from the front
end component 124; a processor 406, for processing and
executing the instructions from the front end component 124;
a communications intertace 408, such as an ODBC protocol
to communicate with the front end component 124; a local
application 404, such as Microsoit Excel which may be used
to convert the resulting output from the SQL database
retrieved data into output to be sent to the front end compo-
nent 124, to be finally sent to the monitoring module 122.

In one embodiment of the invention, the back end compo-
nent 1s configured as a single computing device to provide the
functionality of the back end component, which can perform
functions including commumication with front end compo-
nent among other functions.

In another embodiment of the invention, the back end
component comprises two or more computing devices, which
interconnected and configured to provide the functionality of
the back end component, which can perform functions
including communication with the front end component
among other functions. In a multi-computing device configu-
ration of the back end component, specific functions of the
back end component can be performed by a specific comput-
ing device or the functionality of the back end component can
be enabled 1n a dynamic manner based on computing capacity
and task load of each of the multiple computing devices. For
example, when a specific task 1s required an allocation system
can send this specific task to the computing device which has
the least number of tasks to perform. In this manner the
desired task can typically be performed 1n a more efficient
manner, when compared to dedicated computing device func-
tionality. In one embodiment of the invention, the dynamic
allocation of task for the front end component can be enabled
using Dynamic Server Allocation (DSA) or other dynamic
allocation configuration as would be known to a worker
skilled 1n the art.

Exemplary Testing Sessions

In one embodiment, the monitoring module 1s configured
to perform one or more test sampling sessions 1 order to
collect information which 1s indicative of the operation of the
computing platform and can further provide for the evalua-
tion of a vulnerability assessment of the computing platform.

In another embodiment, a test sampling session can be
configured as a predetermined series of queries presented to
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the computing platiorm, the results and actions of which can
be collected and correlated to perform the vulnerability

assessment.

In another embodiment, a test sampling session 1s a
dynamic sampling session, wherein the responses and actions
of the computing platform to one or more specific queries can
be used to determine subsequent queries for the computing,
platform. In this manner the test sampling session can be
dynamically modified in order to evaluate the computing
platform 1n an efficient manner.

In a further embodiment, a testing session 1s provided
through responding to events in the system. For example,
rather than data being input into the system and waiting to see
if the correct response 1s provided as output (e.g. test sam-
pling session), the momtoring module recerves output from
the monitored system while 1t 1s running one or more appli-
cations. According to this embodiment, data i1s pushed to the
monitoring module rather than being pulled thereby through
sampling.

It will be appreciated by the person skilled in the art that
other such testing sessions may be considered herein without
departing from the general scope and nature of the present
disclosure.

Example 1

Testing Web Application Vulnerabilities While
Accessing a Database

In accordance with one embodiment of the invention and
with reference to FI1G. 5B, there 1s depicted an implementa-
tion of the mnvention. In this embodiment, a monitoring mod-
ule, 1n this embodiment implemented by scanner 510, 1s con-
figured to run a test session on a front end web application, 1.¢.
run by web server 512, that may communicate with a back end
SQL database, 1.e. run and maintained by database server 5314.
While the monitoring module 510 establishes a communica-
tion link 516 with the front end web server 512 via HTTP, the
monitoring module 510 establishes a separate connection 520
with the front end web server 312 via file system access
connection, such as NFS protocol, to extract information
from the web server 512 regarding the activities of the web
server 512 while the testing session 1s 1n progress. The front
end web server 512 establishes a communication link 518
with the back end SQL server 514 via ODBC to allow the web
application 512 access to the SQL database 514 to execute the
HTTP requests received by the web application 512 from the
monitoring module 510. While the monitoring module 510
inputs test data to the front end web application 512, the
monitoring module 510 establishes a communication link
522 to the back end SQL server 514 via ODBC to monitor the
activities of the SQL server 514 during the testing session.

In one embodiment, the monitoring of the back end SQL
server 514 may be accomplished through a SQL Server tool,
for example, the SQL Profiler. In another embodiment, the
monitoring of the back end SQL server may be accomplished
through embedding software on the SQL server, that 1s
designed to monitor the activity of the SQL server, for
example, logging the activity of the server, and send the
information to the monitoring module 510

During the testing session, the momtoring module 510
sends HT'TP requests through the front end web application
512 requesting information from or requesting data to be
added to the data 1n the back end SQL database 514. The
monitoring module 510 comprises test data that 1t uses as
input to the front end web application 512; this test data may
include such HTTP requests as malicious SQL statements,
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valid/invalid inputs, etc. When a HTTP request 1s sent to the
SQL server 514, all the SQL activity that occurs in the data-

base during that request 1s collected and sent to the monitor-
ing module 510 and 1s stored 1n memory, as a “log™. If the test
data, e.g. malicious SQL statements, 1s seen 1n the stored
database activity log, this means the web application 512 1s
vulnerable to SQL 1njection. When the tester sees the invalid
SQL statements 1n the database activity log, the tester 1s able
to recognize the problem and where the problem may be
occurring. Whereas, 1f the tester did not have the database
activity log, the tester may only see a generic error message as
output from the testing session.

It will be appreciated by the person skilled 1n the art that the
monitoring module may be distinct from one or both the
scanner 510 and a system implementing the application (e.g.
web server 512), or again implemented locally by a same
computing platform as that used to run the application. For
example, 1n one embodiment, monitoring of the file system
520 on the front-end server 512 may be done remotely,
accomplished, for example, via the NFS protocol (e.g. as
described above).

In another embodiment, momitoring 1s done using a locally
implemented monitoring module (e.g. implemented locally
by the Web server 512), which communicates with the scan-
ner 310 remotely. In this embodiment, the locally installed
monitoring module can, for example, be used to gather infor-
mation not available through the NFS protocol. For instance,
while the NFS protocol can be limited to locking, adding,
removing or editing files, a locally installed monitoring mod-
ule may be able to monitor various attempts performed by the
web server 512 to read files from the system, whether suc-
cessiul or not. For example, an attempt to read a file whose
name includes one of the inputs intentionally injected through
the HTTP interface can indicate the server 1s susceptible to a
vulnerability allowing file tampering or access to unautho-
rized information by reading the contents of files on the
server. While the HI'TP interface may return a generic error
message 1 such situations, the technique described herein
may be used to uncover this vulnerability.

Example 2

Web Application Testing Process for Testing
Vulnerabilities While Accessing a Database

In accordance with one embodiment of the invention and
with reference to FIG. 6, a monitoring module 606 receives
user 1nput 604 from a user interface 602, and time stamps
when the information 1s received. The user mput 604 1s then
used to send a HT'TP request (e.g. scanner request) 608 to a
front-end application server 612 to request the application to
take 1n the user mput 604 and produce some result. The
monitoring module 606 also sends a communications request
through the communications intertace 610 to a back-end
server 616 operatively coupled to the front-end server 612.

The front-end application server 612 interprets the HTTP
request 608 to provide an application request 614 1n a format
the back-end server 616 can understand, and requests the
information from the back-end server 616. The back-end
server 616 searches for the requested information and pro-
vides the information to the front-end application server 612
(via database response 618) 1n a format understood by the
front-end server 612. The front-end server 618 then commu-
nicates the information recerved from the back-end server
616 to the monitoring module 606 using the H1TP interface
(e.g.via application response 622). While the back-end server
616 1s processing the information from the front-end server
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618, responsive to the communications request 610, the
monitoring module 606 also recetves data through the com-
munications interface 620 indicative ol back-end server
activity during the sampling process. The monitoring module
displays (or otherwise manages) the received system infor-
mation output 624 to the user through the user interface.

It 1s clear that the described embodiments of the invention
are exemplary and can be varied in many ways. Such varia-
tions are not to be regarded as a departure from the spirit and
scope of the invention, and all such variations, as would be
obvious in the art, are intended to be included within the scope
of the following claims.

We claim:
1. A system for detecting security vulnerabilities 1n a com-
puting platform, the computing platfiorm comprising one or
more front end components which provide services to other
applications or users, and one or more back end components
which supply required information to the one or more front
end components to fulfill the services, the system comprising:
one or more first monitoring modules communicatively
linked to the one or more front end components, and
operatively configured to monitor the one or more front
end components while communicating data with the one
or more front end components;
one or more second monitoring modules communicatively
linked to the one or more back end components, and
operatively configured to monitor the one or more back
end components while the one or more back end com-
ponents supply required information to the one or more
front end components;
wherein the one or more first monitoring modules 1s further
operatively configured to communicate data of a testing
type with the one or more front end components via a
communication protocol and monitors activities of the
one or more front end components via a protocol other
than the communication protocol while commumnicating,
the data with the one or more front end components,
while the one or more second monitoring modules moni-
tor activities of the one or more back end components
responsive to communicating the data;
wherein information extracted that 1s associated with the
activities of the one or more front end components 1s
combinable with information extracted that 1s associated
with the activities of the one or more back end compo-
nents to contribute to identification of one or more secu-
rity vulnerabilities within the computing platform;

wherein at least one of the one or more first monitoring
modules and the one or more second monitoring mod-
ules further operatively configured to combine and store
all of the imnformation extracted that 1s associated with
the activities of the one or more front end components
and all of the information extracted that 1s associated
with the activities of the one or more back end compo-
nents 1n an activity log; and

at least one of the one or more first monitoring modules and

the one or more second monitoring modules further
operatively configured to change the testing type to suit
the activities of at least one of the one or more front end
components and the activities of the one or more back
end components based on the combined information
stored 1n the activity log.

2. The system as claimed in claim 1, wherein the testing
type1s selected from a group consisting ol malicious injection
and valid/invalid input data.

3. The system as claimed 1n claim 1, wherein the one or
more back end components 1s operatively configured to sup-
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ply additional services to one or more additional back end
components 1n a multi-tier application.

4. The system as claimed in claim 1, wherein the one or
more first monitoring modules comprise a scanner for com-
municating data with the one or more front end components.

5. The system of claim 1, wherein the one or more first
monitoring modules operatively configured to recerve pushed
output data from the one or more front end components while
monitoring the one or more front end components.

6. The system of claim 1, wherein the one or more first
monitoring modules 1s operatively configured to send data
requests to and 1s operatively configured to receive responses
from the one or more front end components while monitoring
the one or more front end components.

7. The system as claimed in claim 1, wherein the one or
more first monitoring modules and the one or more second
monitoring modules are implemented via distinct computing
platforms.

8. The system as claimed in claim 1, wherein the one or
more first monitoring modules and the one or more second
monitoring modules are implemented via a common comput-
ing platform.

9. The system as claimed in claim 1, wherein the one or
more second monitoring modules 1s operatively configured to
interface with the one or more back end components via one
or more application-specific protocols.

10. The system as claimed in claim 9, wherein the one or
more application-specific protocols comprises at least one of
an Open Database Connectivity (ODBC) protocol, a .NET
protocol, and a Java Database Connectivity (JDBC) Applica-
tion Programming Interface (API) protocol.

11. The system as claimed 1n claim 1, wherein the commu-
nication protocol comprises a Hypertext Transier Protocol
(HT'TP) for communicating the data with the one or more
front end components, and wherein the protocol other than
the communication protocol comprises at least one of a File
System Access protocol and a Network File System (NFS)
protocol to monitor the one or more front end components.

12. A method of detecting security vulnerabilities in a
computing platform, the computing platform comprising one
or more front end components which provide services to other
applications or users, and one or more back end components
which supply required information to the one or more front
end components to fulfill the services, the method compris-
ng:

connecting to the one or more front end components via

one or more front end commumnication protocol connec-
tions;
connecting to the one or more back end components using,
one or more application-specific protocol connections
for communicating with an application;

communicating data of a testing type with the one or more
front end components via the one or more communica-
tion protocol connections;

monitoring activities of the one or more front end compo-

nents via one or more protocol connections other than
the one or more communication protocol connections
while communicating the data with the one or more front
end components;

monitoring activities of the one or more back end compo-

nents responsive to communicating the data;

extracting activity information from the one or more front

end components and from the one or more back end
components, wherein information extracted that 1s asso-
ciated with the activities of the one or more front end
components 1s combinable with information extracted
that 1s associated with the activities of the one or more
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back end components to contribute to identification of
one or more security vulnerabilities within the comput-
ing platform;

combining and storing all of the information extracted that

1s associated with the activities of the one or more front
end components and all of the information extracted that
1s associated with the activities of the one or more back
end components 1n an activity log; and

changing the testing type to suit the activities of atleast one

of the one or more front end components and the activi-
ties of the one or more back end components based on
the combined information stored 1n the activity log.

13. The method of claim 12, wherein communicating the
data with the one or more front end components comprises
receiving pushed output data from the one or more front end
components.

14. The method of claim 12, wherein communicating the
data with the one or more front end components comprises
sending one or more data requests to and receiving one or
more responses from the one or more front end components.

15. The method of claim 12, wherein communicating the
data with the one or more front end components 1s 1mple-
mented by one or more scanners communicatively linked to
the one or more front end components.

16. The method of claim 12, wherein the one or more
communication protocol connections 1s implemented via at
least one Hypertext Transfer Protocol (HTTP) connection
and wherein the protocol other than the one or more commu-
nication protocol connections 1s implemented via one or more
separate protocol connections.

17. The method of claim 16, wherein the one or more
separate protocol connections comprises at least one of a File
System Access connection and a Network File System (NFS)
connection.

18. The method of claim 12, wherein the one or more
protocol connections other than the one or more communica-
tion protocol connections comprises at least one of an Open
Database Connectivity (ODBC) connection, a .NET connec-
tion, and a Java Database Connectivity (JDBC) Application
Programming Interface (API) connection.

19. A non-transitory computer readable medium having
recorded thereon statements and instructions for execution by
a computer for detecting security vulnerabilities 1n a comput-
ing platform, the computing platform comprising one or more
front end components which provide services to other appli-
cations or users, and one or more back end components which
supply required information to the one or more front end
components to fulfill the services, by carrying out operations
comprising;

connecting to the one or more front end components;

connecting to the one or more back end components;

communicating data of a testing type with the one or more
front end components via a communication protocol;

monitoring activities of the one or more front end compo-
nents via a protocol other than the communication pro-
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tocol while communicating the data with the one or
more front end components;

monitoring activities of the one or more back end compo-

nents responsive to communicating the data;

extracting activity information from the one or more front

end components and from the one or more back end
components, wherein information extracted that 1s asso-
ciated with the activities of the one or more front end
components 1s combinable with information extracted
that 1s associated with the activities of the one or more
back end components to contribute to 1dentification of
one or more security vulnerabilities within the comput-
ing platform;

combining and storing all of the information extracted that

1s associated with the activities of the one or more front
end components and all of the information extracted that
1s associated with the activities of the one or more back
end components 1n an activity log; and

changing the testing type to suit the activities of at least one

of the one or more front end components and the activi-
ties of the one or more back end components based on
the combined information stored 1n the activity log.

20. The non-transitory computer-readable medium of
claim 19, wherein communicating the data with the one or
more front end components 1s implemented by one or more
scanners communicatively linked to the one or more front end
components.

21. The non-transitory computer-readable medium of
claam 19, wherein the communication protocol 1s 1mple-
mented via a Hypertext Transier Protocol (HTTP) connection
and wherein the protocol other than the communication pro-
tocol 1s implemented via a separate protocol connection.

22. The non-transitory computer-readable medium of
claim 19, wherein the protocol other than the communication

protocol 1s implemented via at least one of a File System
Access protocol connection and a Network File System
(NF'S) protocol connection.

23. The non-transitory computer-readable medium of
claim 19, wherein the protocol other than the communication
protocol 1s implemented via at least one of an Open Database
Connectivity (ODBC) connection, a .NET connection, and a
Java Database Connectivity (JDBC) Application Program-
ming Interface (API) connection.

24. The non-transitory computer-readable medium of
claim 19, wherein communicating the data with the one or
more front end components comprises recerving pushed out-
put data from the one or more front end components.

25. The non-transitory computer-readable medium of
claim 19, wherein communicating the data with the one or
more front end components comprises sending one or more
data requests to and receiving one or more responses from the
one or more front end components.
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