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DATA PROCESSOR, RELAY TRANSMITTER,
AND DATA TRANSMISSION SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority under 35 U.S.C. §119 from
Japanese Patent Application No. 2009-085993 filed on Mar.
31, 2009. The entire subject matter of the application 1s incor-
porated herein by reference.

BACKGROUND

1. Technical Field

The following description relates to one or more 1mage
transmitting techmques.

2. Related Art

So far, a techmique has been proposed 1n which data com-
munication can be performed between wireless communica-
tion devices after authentication 1s achieved therebetween via
wireless communication. In such a technique, for example,
when a user attaches a lens unit to a camera main body, wired
connection 1s established between the camera main body and
the lens unit. Thereby, the camera main body and the lens unit
can communicate with each other.

Atthat time, each of the camera main body and the lens unit
acquires an authenticator, an ID, a MAC address, an IP
address from the other, and stores these pieces of information
onto a non-volatile memory thereof. After a series of pro-
cesses as described above, the camera main body and the lens
unit can perform wireless communication with each other.

Specifically, to establish wireless connection between the
camera main body and the lens unit, the camera main body
first displays, on an LCD thereof, a list of all lens unit IDs.
After the list1s displayed, when the user operates an operation
key to select one of lens units corresponding to the lens unit
IDs displayed, the camera main body reads out an authenti-
cator of the selected lens unit from the non-volatile memory.

Then, the camera main body 1ssues, to the selected lens
unit, a connection request that includes the read authenticator,
the MAC address of the camera main body, and the lens unit
ID. On the other hand, the lens unit recerves the connection
request Irom the camera main body and determines whether
the lens unit ID thereot 1s identical to the lens unit ID included
in the received connection request.

As a result, when determiming that the lens unit ID thereof
1s 1dentical to the lens unit ID included in the received con-
nection request, the lens unmit reads, out of the non-volatile
memory thereof, a main body ID and an authenticator that
correspond to the recetved MAC address of the camera main
body. Then, the lens unit determines whether the read main
body ID and authenticator are i1dentical to those included in
the received connection request.

When determining that the read main body ID and authen-
ticator are 1dentical to those included 1n the received connec-
tion request, the lens unit transmaits a response “OK”™ to the
camera main body. After that, the lens unit can be operated
from the side of the camera main body via wireless commu-
nication using the IP addresses previously exchanged ther-
cbetween.

SUMMARY

In the meantime, 1n a conventional multi-function periph-
eral (MFP) or a conventional facsimile machine, a unit that
performs communication with other facsimile machines and
a unit that inputs or outputs images (e.g., reads, prints, or
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displays images) are incorporated 1n a single housing. In such
an mtegrated device, when accepting 1nitial default settings, a
user can generally perform facsimile communication merely
by turning on the device.

Meanwhile, according to an image transmission system 1n
which a unit that communicates with other facsimile
machines and a unit that inputs or outputs images are 1mncor-
porated in respective different housings and perform data
transmission therebetween via wireless communication,
unlike the aforementioned integrated device, a user cannot
perform facsimile communication until the two units are
wirelessly connected with each other even after the two units
are turned on.

However, for instance, 1n the case of the aforementioned
technique for wireless connection between the camera main
body and the lens unit, the wireless connection 1s not estab-
lished therebetween until the user attaches the lens unit to the
camera main body.

In other words, the technique does not make 1t possible to
establish the wireless connection between the camera main
body and the lens unit merely by turning on the camera main
body and the lens unit just after purchasing the camera main
body and the lens unit. Therefore, unfortunately, even though
the technique 1s applied to the atorementioned 1mage trans-
mission system configured with the separate units, it 1s ditfi-
cult to attain the same operability and user-friendliness as the
alforementioned integrated device.

Aspects of the present invention are advantageous to pro-
vide one or more improved techniques that make it possible to
establish wireless connection between devices merely by
turning on the devices.

According to aspects of the present invention, a data pro-
cessor 1s provided that 1s configured to perform data commu-
nication with an external device via wireless communication
with a relay transmitter. The data processor imncludes a com-
munication umt configured to perform wireless communica-
tion with the relay transmitter, a storage unit configured to
store a first physical address for the relay transmitter, an
authentication starter configured to, in response to the data
processor being turned on, transmit, to the relay transmitter,
an mstruction to start authentication between the data proces-
sor and the relay transmitter along with a physical address for
the data processor, an address receiver configured to receive a
second physical address for the relay transmitter from the
relay transmitter as a response to the instruction, a determin-
ing unmit configured to make a determination as to whether the
second physical address for the relay transmuitter 1s 1dentical
to the first physical address for the relay transmitter, and a
connecting unit configured to, when one or more authentica-
tion requirements are satisfied, establish wireless connection
between the communication unit and the relay transmitter so
as to achieve the data communication between the data pro-
cessor and the external device via the relay transmitter, the
authentication requirements including the determination by
the determining unit that the second physical address for the
relay transmitter 1s 1dentical to the first physical address for
the relay transmitter.

According to aspects of the present invention, further pro-
vided 1s a relay transmuitter, which includes a first communi-
cation unit configured to perform wireless communication
with an data processor, a second communication unit config-
ured to perform data communication with an external device,
a storage unit configured to store a first physical address for
the data processor, an address receiver configured to, in
response to the relay transmitter being turned on, receive,
from the data processor, a second physical address for the data
processor along with an instruction to start authentication
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between the data processor and the relay transmitter, a deter-
miming unit configured to, in response to the istruction from
the data processor, make a determination as to whether the
second physical address for the data processor 1s 1dentical to
the first physical address for the data processor, and a con-
necting unit configured to, when one or more authentication
requirements are satisiied, transmit a physical address for the
relay transmitter to the data processor and establish wireless
connection between the first communication unit and the data
processor so as to achieve data communication between the
data processor and the external device via the relay transmiut-
ter, the authentication requirements including the determina-
tion by the determining unit that the second physical address
tor the data processor 1s 1dentical to the first physical address
tor the data processor.

According to aspects of the present invention, further pro-
vided 1s a data transmission system, which includes a relay
transmitter configured to perform data communication with
an external device, and an data processor configured to per-
form data communication with the external device via wire-
less communication with the relay transmitter. The data pro-
cessor mcludes a communication unit configured to perform
wireless communication with the relay transmaitter, a storage
unit configured to store a first physical address for the relay
transmitter, an authentication starter configured to, in
response to the data processor being turned on, transmit, to
the relay transmitter, an instruction to start authentication
between the data processor and the relay transmitter along
with a physical address for the data processor, an address
receiver configured to recerve a second physical address for
the relay transmitter from the relay transmitter as a response
to the instruction, a determining umt configured to make a
determination as to whether the second physical address for
the relay transmuitter 1s 1dentical to the first physical address
tfor the relay transmitter, and a connecting unit configured to,
when one or more authentication requirements are satisiied,
establish wireless connection between the communication
unit and the relay transmitter so as to achieve the data com-
munication between the data processor and the external
device via the relay transmitter, the authentication require-
ments including the determination by the determining unit
that the second physical address for the relay transmitter 1s
identical to the first physical address for the relay transmatter.
The relay transmitter includes a first relay-transmitter-side
communication unit configured to perform wireless commu-
nication with the data processor, a second relay-transmitter-
side communication unit configured to perform data commu-
nication with the external device, a relay-transmitter-side
storage unit configured to store a first physical address for the
data processor, a relay-transmitter-side address receiver con-
figured to, in response to the relay transmuitter being turned on,
receive, from the data processor, a second physical address
for the data processor along with the instruction to start
authentication between the data processor and the relay trans-
mitter, a relay-transmitter-side determining unit configured
to, 1n response to the instruction from the data processor,
make a determination as to whether the second physical
address for the data processor 1s 1dentical to the first physical
address for the data processor, and a relay-transmitter-side
connecting unit configured to, when the authentication
requirements are satisiied, transmit a physical address for the
relay transmitter to the data processor and establish wireless
connection between the first communication unit and the data
processor so as to achieve the data communication between
the data processor and the external device via the relay trans-
mitter, the authentication requirements imcluding the deter-
mination by the relay-transmitter-side determining unit that
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4

the second physical address for the data processor 1s 1dentical
to the first physical address for the data processor.

In some aspects of the present mvention, the physical
address for the data processor may be employed for uniquely
identifving a wireless communication interface (hardware for
wireless communication) of the data processor on a wireless
network containing thereon the data processor and the relay
transmitter. In the same manner, the physical address for the
relay transmitter may be employed for uniquely identifying a
wireless communication interface (hardware for wireless
communication) of the relay transmitter on the wireless net-
work.

As a typical example of such a physical address, a media
access control (MAC) address 1s cited. Nevertheless, a differ-
ent physical address from the MAC address may be used
depending on an applied communication standard (e.g., Blue-
tooth (trademark registered)).

In general, such a physical address 1s previously assigned
as a unique address to an individual wireless communication
interface, and stored on a non-volatile memory of the wireless
communication interface. In some aspects of the present
ivention, however, each of the data processor and the relay
transmitter may have a non-volatile storage unit separate
from the non-volatile memory of the wireless communication
interface thereof. On the non-volatile storage unit, stored 1s
the physical address assigned to the wireless communication

interface of the other device (1.e., a communication target
device).

BRIEF DESCRIPTION OF THE
ACCOMPANYING DRAWINGS

FIGS. 1A and 1B exemplily respective overall network
configurations each of which includes an 1image transmission
system and an external device 1n an embodiment according to
one or more aspects of the present invention.

FIG. 2A 1s a block diagram schematically showing a con-
figuration of an 1mage processor in the embodiment accord-
ing to one or more aspects of the present invention.

FIG. 2B 1s a block diagram schematically showing a con-
figuration of a relay transmitter 1n the embodiment according
to one or more aspects of the present mvention.

FIG. 3 1s a flowchart showing a procedure of a process to be
executed by the image processor 1n the embodiment accord-
ing to one or more aspects of the present invention.

FIG. 4 1s a flowchart showing a procedure of a process to be
executed by the relay transmitter 1n the embodiment accord-
ing to one or more aspects of the present invention.

FIG. § 1s a sequence diagram showing 1n sequence respec-
tive states of the 1image processor and the relay transmitter
until wireless connection 1s established therebetween in the
embodiment according to one or more aspects of the present
invention.

DETAILED DESCRIPTION

It 1s noted that various connections are set forth between
clements 1n the following description. It 1s noted that these
connections 1n general and, unless specified otherwise, may
be direct or indirect and that this specification 1s not intended
to be limiting 1n this respect. Aspects of the invention may be
implemented 1n computer soitware as programs storable on
computer-readable media including but not limited to RAM:s,
ROMs, flash memories, EEPROMs, CD-media, DVD-media,
temporary storage, hard disk drives, floppy drives, permanent
storage, and the like.
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Hereinaliter, an embodiments according to aspects of the
present invention will be described with reference to the
accompany drawings.

|Overall Configuration of Image Transmission System]
As 1llustrated 1n FIGS. 1A and 1B, an image transmission
system 1n the embodiment, which 1s configured to transmit
and receive 1mages via facsimile communication, includes an
image processor 1 and a relay transmitter 2. As shown in FIG.
1A, the image processor 1 and the relay transmitter 2 can
perform direct wireless communication with each other. Fur-
ther, as shown in FIG. 1B, when the image transmission
system has an access point 3, the image processor 1 and the
relay transmitter 2 can perform indirect wireless communi-
cation via the access point 3. In addition, via the relay trans-
mitter 2 which 1s connected with a public switched telephone
networks (PSTN) 4, the image processor 1 can communicate
with an external facsimile machine 5 outside the 1mage trans-
mission system. Furthermore, when performing communica-
tion via the access point 3, as shown 1n FIG. 1B, the image
processor 1 can communicate with a wireless communication
device 6 other than the relay transmitter 2.

As 1llustrated in FIG. 2A, the image processor 1 includes a
CPU 10, a display unit 11, a button input unit 12, a panel 13,
a ROM 14A,a RAM 14B, an EEPROM 14C, a USB 1nterface
15, a recording unit 16, a reading unit 17, and a wireless
communication unit 18. Among the above elements, the dis-
play unit 11, the button input unit 12, the panel 13, the ROM
14A,the RAM 14B, the EEPROM 14C, the USB interface 15,
the recording unit 16, the reading unit 17 are substantially the
same as those of a general MFEP.

The CPU 10 1s configured to control each element of the
image processor 1 in accordance with a control program
stored on the ROM 14A. The display unit 11 1s provided with
a liquid crystal display (LCD) and configured to display vari-
ous kinds of information. For example, the display unit 11 1s
utilized to display arecerved facsimile image without printing,
the 1image. The button mput umt 12 and the panel 13 are
utilized when a user performs an input operation therethrough
to use various functions of the image processor 1.

The ROM 14A stores information that 1s not required to be
rewritten, such as a program for controlling the 1image pro-
cessor 1. The RAM 14B stores data that causes no problem
even though disappearing in response to the 1 1mage processor
1 being turned off. The EEPROM 14C stores various setting
data that is requlred to remain even when the image processor
1 1s turned off. The USB interface 15 1s an input/output (1/0)
interface to be utilized when a device complying with the
USB standard 1s connected with the image processor 1.

The recording unit 16 1s provided with a printing mecha-
nism using an inkjet method or an electrophotographic
method and configured to form an 1image on a sheet 1n a
printer function, a copy function, or a facsimile receiving,
function. The reading unit 17 1s provided with an 1mage
sensor and an automatic document feeder (ADF) and config-
ured to optically read an image from a document sheet 1n a
scanner function, the copy function, or a facsimile transmit-
ting function.

The 1mage processor 1 has the wireless communication
unit 18, for performing wireless communication with the
relay transmitter 2, which 1s not included 1n a general MFEP.

Specifically, a general MFEP has been known that includes a
wireless communication unit connectable with a wireless
network. However, the wireless communication unit 18 of the
image processor 1 1s not only connectable with a wireless
network but adapted to perform wireless communication with
the relay transmitter 2. In this respect, the image processor 1
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1s different from the general MFP which does not support a
device corresponding to the relay transmitter 2.

More specifically, the wireless communication umt 18
includes a normal communication section 18A, an encryp-
tion/decryption communication section 18B, a particular-
data determining section 18C, a wireless LAN communica-
tion section 18D, and a wireless LAN antenna section 18FE.

The normal communication section 18A generates trans-
mission data to be transmitted 1n a normal procedure or ana-
lyzes recerved data that has been transmitted 1n a normal
procedure, before the image processor 1 1s ready to perform
encrypted communication with the relay transmitter 2, or
when the 1mage processor 1 attempts to communicate with a
device (e.g., the wireless communication device 6) other than
the relay transmitter 2.

The encryption/decryption communication section 18B
encrypts data 1 an encryption method specific to the image
processor 1 and the relay transmitter 2, or decrypts or ana-
lyzes received data that has been transmitted 1n a state
encrypted 1 an encryption method specific to the image
processor 1 and the relay transmitter 2, when the 1image pro-
cessor 1 attempts to communicate with the relay transmitter 2
alter being ready to perform encrypted communication with
the relay transmitter 2.

The particular-data determining section 18C transmits data
to the wireless LAN communication section 18D with a flag
set 1n the data, which flag represents through which section,
between the normal communication section 18A and the
encryption/decryption communication section 18B, data is
transmitted. Further, when receiving data, the partlcular-data
determining section 18C sorts the received data into one of
the normal communication section 18A and the encryption/
decryption communication section 18B, based on a flag 1n the
received data.

In the embodiment, the wireless LAN communication sec-
tion 18D complies with a wireless LAN standard (e.g.,
IEEER02.11 standards such as IEEE802.11a, IEEE802.11b,
and IEEE802.11g), and 1s configured to switch a communi-
cation mode of the image processor 1 between an infrastruc-
ture mode and an ad hoc mode.

When switching the communication mode to the ad hoc
mode, as illustrated in FIG. 1A, the image processor 1 can
communicate directly with the relay transmitter 2 by estab-
lishing wireless connection with the relay transmitter 2. Fur-
ther, when switching the communication mode to the inira-
structure mode, as illustrated 1n FIG. 1B, the image processor
1 can communicate with the relay transmitter 2 or devices
other than the relay transmitter 2 (e.g., the wireless commu-
nication device 6) via the access point 3 by establishing
wireless connection with the access point 3.

In addition, the wireless LAN communication section 18D
has a physical address (IMAC address) assigned thereto that 1s
used for wireless communication. The physical address 1s
stored on a non-volatile memory (not shown) incorporated 1n
the wireless LAN communication section 18D. The physical
address corresponds to the image processor 1.

On the other hand, as illustrated 1n FIG. 2B, the relay
transmitter 2 includes a CPU 20, a display unit 21, a button
mput unit 22, a panel 23, a ROM 24A, a RAM 24B, an
EEPROM 24C, a USB interface 25, a wireless communica-
tion unit 28, and an external-line communication unit 29.

The CPU 20 controls each element included 1n the relay
transmitter 2 1n accordance with a control program stored on
the ROM 24A. The display umt 21 1s provided with a liquiad
crystal display and configured to display various kinds of
information. For example, the display unit 21 1s utilized for
displaying incoming and outgoing call registers. Further, the
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button input unit 22 and the panel are utilized for the user to
perforin input operations therethrough to use functions of the
relay transmitter 2.

The ROM 24A stores information that 1s not required to be
rewritten, such as a program for controlling the relay trans-
mitter 2. The RAM 24B stores data that would cause no
problem even though disappearing when the relay transmaitter
2 1s turned off. The EEPROM 24C stores various kinds of
setting data that 1s desired to remain even though the relay
transmitter 2 1s turned off. In the embodiment, the atoremen-
tioned physical address for the image processor 1 1s stored on
the EEPROM 24C as well. It 1s noted that, for example, the
physical address for the image processor 1 may be stored on
the EEPROM 24C as a factory default setting. Alternatively,
the physical address for the image processor 1 may be stored
betore supplied to the user after set in some way (e.g., by a
service person). The USB interface 25 1s an mnput/output (1/0)
interface to be utilized when a device complying with the
USB standard 1s connected with the relay transmitter 2.

The wireless communication unit 28 1s provided for wire-
less communication with the image processor 1. In the same
manner as the image processor 1, the wireless communication
unit 28 includes a normal communication section 28A, an
encryption/decryption communication section 28B, an par-
ticular-data determining section 28C, a wireless LAN com-
munication section 28D, and a wireless L. AN antenna section
28E.

The normal communication section 28A generates trans-
mission data to be transmitted 1n a normal procedure or ana-
lyzes received data that has been transmitted 1n a normal
procedure, when the relay transmitter 2 attempts to commu-
nicate with the image processor 1 before being ready to per-
form encrypted communication with the image processor 1.

The encryption/decryption communication section 28B
encrypts data i an encryption method specific to the image
processor 1 and the relay transmitter 2, or decrypts or ana-
lyzes received data that has been transmitted 1n a state
encrypted in an encryption method specific to the image
processor 1 and the relay transmitter 2, when the relay trans-
mitter 2 attempts to communicate with the image processor 1
alter being ready to perform encrypted communication with
the 1mage processor 1.

The particular-data determining section 28C transmits data
to the wireless LAN communication section 28D with a flag
set 1n the data, which flag represents through which, of the
normal communication section 28A and the encryption/de-
cryption communication section 28B, data 1s transmitted.
Further, when recerving data, the particular-data determining
section 28C sorts the received data ito one of the normal
communication section 28A and the encryption/decryption
communication section 28B, based on a flag in the recerved
data.

The wireless LAN communication section 28D complies
with the same wireless LAN standard as the standard with
which the wireless LAN communication section 18D of the
image processor 1 complies. The wireless LAN communica-
tion section 28D 1s configured to switch a communication
mode of the relay transmitter 2 between the infrastructure
mode and an ad hoc mode.

When switching the communication mode to the ad hoc
mode, as 1llustrated 1n FIG. 1A, the relay transmitter 2 can
communicate directly with the image processor 1 by estab-
lishing wireless connection with the image processor 1. Fur-
ther, when switching the communication mode to the inira-
structure mode, as illustrated in FIG. 1B, the relay transmitter
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2 can communicate with the image processor 1 via the access
point 3 by establishing wireless connection with the access
point 3.

In addition, the wireless LAN communication section 28D
has a physical address (MAC address) assigned thereto that 1s
to be used for wireless communication. The physical address
1s stored on a non-volatile memory (not shown) incorporated
in the wireless LAN communication section 28D. The physi-
cal address corresponds to the relay transmitter 2. In the
embodiment, for example, the physical address for the relay
transmitter 2 may be stored, as a factory default setting, on the

EEPROM 14C as well.

The external-line communication unit 29 1s an element
which 1s not provided to a general MFP. The external-line
communication unit 29 includes a modem 29A and a tele-
phone line connection section 29B. The modem 29A 1s con-
figured to convert one of digital data and a sound signal into
the other. The telephone line connection section 29B config-
ured to perform a communication operation (e.g., operations
of making an outgoing call and recerving an incoming call) 1in
utilizing a voice communication function or a facsimile func-
tion.

Owing to collaboration between the image processor 1 and
the relay transmitter 2 configured as above, the 1mage trans-
mission system as a whole attains the same functions as a
known MFP and a known facsimile machine. In other words,
in the 1mage transmission system, the image processor 1
serves as a portion that mainly inputs and outputs 1mages
(e.g., reads, prints, and displays images) while the relay trans-
mitter 2 serves as a portion that mainly communicates with a
destination device (e.g., the facsimile machine 5).

More specifically, when an 1mage 1s transmitted using the
image processor 1 and the relay transmaitter 2, the image 1s
transmitted by the wireless communication unit 18 of the
image processor 1 to the wireless communication unit 28 of
the relay transmitter 2 via wireless communication using a
wireless LAN method. Then, the transmitted image 1s sent by
the external-line communication umt 29 of the relay trans-
mitter 2 to a destination device (e.g., the facsimile machine 5)
via the PSTN 4.

Meanwhile, when an 1mage 1s received using the image
processor 1 and the relay transmaitter 2, the image, transmitted
by a transmitting source device (e.g., the facsimile device 5)
via the PSTN 4, 1s recerved by the external-line communica-
tion unit 29 of the relay transmitter 2. Then, the received
image 1s transmitted by the wireless communication unit 28
of the relay transmitter 2 to the wireless communication unit
18 of the image processor 1 via wireless communication
using the wireless LAN method. Thereafter, the 1mage 1s
displayed on the display unit 11 of the 1image processor 1 or
printed by the recording unit 16 of the image processor 1.

| Processes Executed by Image Processor and Relay Trans-

mitter]
Subsequently, explanations will be provided about processes
to be executed by the image processor 1 and the relay trans-
mitter 2 1n order to attain the aforementioned 1image transmis-
s1on system, with reference to FIGS. 3 and 4. It 1s noted that
a flowchart 1llustrated 1n FIG. 3 shows major ones of steps to
be executed by the image processor 1. It 1s noted that a
flowchart illustrated in FIG. 4 shows major ones of steps to be
executed by the relay transmitter 2.

When the image processor 1 1s powered on, the CPU 10 of
the 1image processor 1 begins to execute a process shown in
FIG. 3. When starting the process, the CPU 10 creates a

service set 1dentifier (SSID) and a wired equivalent privacy
(WEP) from the physical addresses (MAC addresses), and
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saves settings therefor (S105). Then, the CPU 10 sets the
communication mode of the wireless communication unit 18
to the ad hoc mode (5110).

The SSID created 1n D105 1s an identifier corresponding to
a network name of a wireless network established between
the image processor 1 and the relay transmitter 2. Further, the
WEP created 1n S105 1s one of encryption standards for a
wireless LAN that employs a common key encryption
method.

In the embodiment, both the SSID and the WEP are created
based on the physical address for the image processor 1 and
the physical address for the relay transmitter 2. The physical
address for the image processor 1 1s read out of the non-
volatile memory inside the wireless LAN communication
section 18D. Additionally, the physical address for the relay
transmitter 2 1s read out of the EEPROM 14C, which has the
physical address for the relay transmitter 2 stored thereon,
¢.g., as a factory default setting. It 1s noted that the physical
address for the relay transmitter 2 may be stored on the
EEPROM 14C before supplied to the user after set 1n some
way (e.g., by a service person).

In the embodiment, each of the two physical addresses has
12 digits 1n a hexadecimal form. It 1s assumed that the physi-
cal address for the image processor 1 1s expressed with
“ZYXWVUTSRQPO” (1t 1s noted that each of the twelve
symbols “Z” to “O” for the twelve digits 1s any of values “0”
to “I” for representing each digit of a hexadecimal number)
and the physical address for the relay transmitter 2 1s
expressed with “ABCDEFGHIJKL” (it 1s noted that the
twelve symbols “A” to “L” for the twelve digits are any of the
values “0” to “1”” for representing each digit of a hexadecimal
number). Under such an assumption, in S105, the CPU 10
extracts the last six digits from each of the two physical
addresses and determines, as the SSID, a hexadecimal num-
ber of twelve digits created by rearranging the respective
twelve values for the extracted twelve digits 1n an order
“GTHSIRIQKPLO.” Further, the CPU 10 determines, as the
WEP, a hexadecimal number of thirteen digits Created by

rearranging the respective twelve values for the extracted
twelve digits 1n an order “LOKPIQIRHSGTG.”

It 1s noted that the above “GTHSIRIJQKPLO” and “LOK-

PIQIRHSGTG” are just examples ol the rearrangement
orders of the respective values for the extracted twelve digits
in creating the SSID and the WEP. The arrangement orders or
the digits to be extracted may be changed. In this respect,
however, the image processor 1 and the relay transmaitter 2 are
required to apply an identical rearrangement order for the
SSID and an 1dentical rearrangement order for the WEP under
a common rule between the image processor 1 and the relay
transmitter 2.
Next, the CPU 10 creates an advanced encryption standard
(AES) encryption key from the physical addresses, and saves
the AES encryption key (S115). The AES 1s one of common
key encryption methods. In S115, the CPU 10 extracts twelve
digits from each of the two physical addresses, and deter-
mines, as the AES encryption key, a hexadecimal number of
24 digits created by rearranging the respective 24 values for
the extracted 24 digits i an order “AZBYCXDW-
EVFUGTHSIRIQKPLO.”

After creating the AES encryption key determined as above
(S115), the CPU 10 configures an imitial setting concerning

the wireless network (8120). Then, to start wireless commu-
nication, the CPU 10 begins to transmit the SSID (S125).

After that, the CPU 10 establishes an ad hoc network with the
relay transmitter 2 (5130). Thereatter, the CPU 10 automati-
cally assigns thereto (to the image processor 1) alogic address
(IP address) using automatic private IP addressing (APIPA)
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(S135). The APIPA 1s a function that causes a device, having,
the function, to retrieve an unused IP address on a network of
the device and to assign the unused IP address to the device
when there 1s not on the network an external device (e.g., a
DHCP server) having a function to assign an IP address to the
device.

After the logic address 1s completely assigned in S135, the
CPU 10 retrieves management information within the net-
work based on a simple network management protocol
(SNMP) (S140). When a response to the retrieving operation
in S140 1s transmitted by the relay transmitter 2, the CPU 10
receives the response and acquires a “physical address for the
relay transmitter 27 included 1n the response. Then, the CPU
10 determines whether the acquired “physical address for the

relay transmitter 2” 1s identical to the “physical address for
the relay transmitter 2 stored on the EEPROM 14C, by

comparing both the physical addresses with each other
(S145).

When determining that both the physical addresses are not
identical to each other (S145: No), the CPU 10 displays onthe
display unit 11 imnformation on the unsuccessiul connection
with the relay transmitter 2 (5150). After that, the CPU 10
terminates the present process shown 1n FIG. 3. Meanwhile,
when determining that both the physical addresses are 1den-
tical to each other (S145: Yes), the CPU 10 cannot definitely
determine yet at this stage whether the response has been
transmitted by the relay transmitter 2 or another wireless
communication device that masquerades as the relay trans-
mitter 2.

Therefore, the CPU 10 starts authentication to establish
wireless connection with the relay transmitter 2 (S155). The
CPU 10 controls the encryption/decryption communication
section 18B to encrypt an instruction to start the authentica-
tion and the physical address for the image processor 1 with
the AES encryption key (8160). Then, the CPU 10 controls
the particular-data determining section 18C to add the flag to
the encrypted data and transmit the encrypted data with the
flag set therein to the relay transmitter 2 as particular data
(S165).

When a response to the particular data (the instruction to
start the authentication) transmitted 1n S163 1s returned by the
relay transmitter 2 (Sl70 Yes), the CPU 10 determines
whether the response 1s particular data (S1735). It 1s noted that
when the response 1s proper, the response should be particular
data encrypted with the AES encryption key

When determining that the response i1s particular data
(S175: Yes), the CPU 10 controls the encryption/decryption
communication section 18B to decrypt the encrypted data
(1.e., the response from the relay transmitter 2) with AES
encryption key (S180). Then, the CPU 10 determines whether
the decrypted data 1s a response to (the imstruction to start) the
authentication from the relay transmitter 2 (S185).

When determining that the decrypted data 1s a response to
the authentication from the relay transmitter 2 (S183: Yes),
the CPU 10 determines whether a “physical address for the
relay transmitter 2 included 1n the response 1s 1dentical to the

“physical address for the relay transmitter 2 stored on the
EEPROM 14C, by comparing both the physical addresses

(5190).

When determining that both the physical addresses are
identical to each other (S190: Yes), the CPU 10 stores the
logic address of the relay transmitter 2 onto the EEPROM
14C (5195), and displays on the display unit 11 information
on the successiul connection with the relay transmitter 2
(5200). After that, the CPU 10 terminates the present process
shown 1n FIG. 3.
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When no response to the particular data transmitted in
S165 1s returned by the relay transmitter 2 (S170: No), or a
response transmitted by the relay transmitter 2 1s not particu-
lar data (S175: No), or both the physical addresses are not
identical to each other (S190: No), the CPU 10 goes to S150,
in which the CPU 10 displays on the display unit 11 informa-
tion that the image processor 1 1s not successiully connected
with the relay transmitter 2 (S150). Thereatter, the CPU 10
terminates the present process shown in FIG. 3.

In parallel with the aforementioned process being executed
by the 1mage processor 1, the relay transmitter 2 performs a
process shown in FIG. 4. In other words, when the relay
transmitter 2 1s powered on, the CPU 20 of the relay trans-
mitter 2 starts the process shown 1n FIG. 4. Among the steps
shown 1n FIG. 4, S305 to S335 are substantially the same as
S105 to S135 executed by the image processor 1, respectively.

Specifically, the CPU 20 first creates an SSID and an WEP
from the physical addresses (MAC addresses), and saves
settings therefor (S3035). Then, the CPU 20 sets the commu-
nication mode of the wireless communication unit 28 to the ad
hoc mode (5310). It 1s noted that the SSID and the WEP are
the same as those created 1n S105.

Subsequently, the CPU 20 creates an AES encryption key
from the physical addresses, and saves the AES encryption
key (S3135). The AES encryption key created in S315 1s the
same as that created in S115.

After creating the AES encryption key (S315), the CPU 20
configures an 1nitial setting concerning the wireless network
(S320). Then, to start wireless communication, the CPU 20
begins to transmit the SSID (S325). After that, the CPU 20
establishes an ad hoc network with the image processor 1
(S330). Thereaftter, the CPU 20 automatically assigns thereto
a logic address (IP address) using the APIPA (5335).

After the logic address 1s completely assigned 1n S335, the
CPU 20 determines whether the CPU 20 has received a
request for management information (S340). Here, when the
image processor 1 performs the atorementioned step S140,
the CPU 20 determines 1n S340 that the CPU 20 has received
a request for management information (S340: Yes). In that
case, the CPU 20 transmits, to the image processor 1, a
response that includes information regarding the logic
address and the physical address for the relay transmitter 2
(S345). The response transmitted 1n S345 1s the aforemen-
tioned response that includes the information (1.e., the physi-
cal address for the relay transmitter 2) to be compared with
the physical address for the relay transmitter 2 stored on the
EEPROM 14C 1n S145. After execution of S345, the CPU 20
goes to S350. Meanwhile, when determining 1n S340 that the
CPU 20 has not received a request for management informa-
tion (S340: No), the CPU 20 goes to S350 without executing
S345.

In S350, the CPU 20 determines whether the CPU 20 has
received particular data from the image processor 1 (S350). It
1s noted that the particular data, which the CPU 20 determines
1n S350 whether the CPU 20 has received, 1s transmitted 1n the
aforementioned step S165.

When determining that the CPU 20 has received particular
data from the image processor 1 (S350: Yes), the CPU 20
controls the encryption/decryption communication section
28B to decrypt the particular data with the AES encryption
key (S355). Thereaiter, the CPU 20 determines whether the
particular data includes the 1nstruction to start the authenti-
cation (S360).

When determining that the particular data includes the
instruction to start the authentication (S360: Yes), the CPU 20
turther decrypts the recerved particular data to acquire a

physical address (58365). Then, the CPU 20 compares the
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acquired “physical address for the image processor 17 with
the “physical address for the image processor 17 stored on the

EEPROM 24C, and determines whether both the physical
addresses are 1dentical to each other (S370).
When determining that both the physical addresses are

identical to each other (S370: Yes), the CPU 20 controls the

encryption/decryption communication section 28B fto
encrypt a response to (the istruction to start) the authentica-
tion and the physical address of the relay transmitter 2 with
the AES encryption key (S373). Then, the CPU 20 controls
the particular-data determining section 28C to add the flag to
the encrypted data and transmit the encrypted data with the

flag set therein to the 1image processor 1 as particular data
(S380).

Subsequently, the CPU 20 stores the logic address of the

image processor 1 onto the EEPROM 24C (5385). Thereatter,
the CPU 20 terminates the process shown in FIG. 4. Mean-

while, when the CPU 20 has not recerved particular data from

the 1mage processor 1 (S350: No), or the recetved particular
data does not include the instruction to start the authentication
(S360: No), or both the physical addresses are not identical to
cach other (5370: No), the CPU 20 terminates the process
shown 1n FIG. 4.

As described above, when the image processor 1 performs
the process shown in FIG. 3 and the relay transmitter 2 per-
forms the process shown i FIG. 4, communication 1s estab-
lished and performed between the 1mage processor 1 and the
relay transmitter 2, e.g., 1 accordance with a procedure as
illustrated 1n a sequence diagram of FIG. 5.

Namely, the image processor 1 performs the steps S105 to
S135 1n response to the image processor 1 being powered on,
so as to create the SSID, the WEP, and the AES encryption key
from the physical addresses for both the image processor 1
and the relay transmitter 2 and establish communication envi-
ronments for wireless communication 1n the ad hoc mode. In
the same manner, the relay transmitter 2 performs the steps
S305 to S335 1n response to the relay transmitter 2 being
powered on, so as to create the SSID, the WEP, and the AES
encryption key from the physical addresses for both the image
processor 1 and the relay transmitter 2 and establish commu-
nication environments for wireless communication in the ad
hoc mode.

Then, when the ad hoc communication 1s established, the
image processor 1 retrieves management information within
the network based on the SNMP 1n S140. In response to the
retrieving operation, the relay transmitter 2 transmits to the
image processor 1 the physical address and the logic address
for the relay transmitter 2 1n S345. It 1s noted that by this time,
an encrypting operation with the AES encryption key has not
yet been performed.

After the aforementioned communication, the 1mage pro-
cessor 1 recognizes a device which may be the relay trans-
mitter 2. Therelore, subsequently in S1535 to S165, the image
processor 1 transmits, to the relay transmitter 2, the instruc-
tion to start the authentication along with the physical address
of the image processor 1 1n an encrypted manner. In response
to receipt of the instruction, the relay transmitter 2 transmits
the response to the authentication along with the physical
address of the relay transmitter 2 1n an encrypted manner 1n
S375 to S380. Thereby, both the image processor 1 and the
relay transmitter 2 recognize e¢ach other as a device with
which communication can be performed using a common
encryption key, and thus determine each other to be a proper
device with which communication 1s to be established. Then,
both the image processor 1 and the relay transmitter 2 register

theirr logic addresses onto the EEPROM 14C and the
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EEPROM 24C, respectively. After that, encrypted communi-
cation can be achieved between the image processor 1 and the
relay transmitter 2.

|Eifects]

As described above, according to the image transmission
system 1ncluding the image processor 1 and the relay trans-
mitter 2, 1t 1s possible to certainly establish wireless connec-
tion between the image processor 1 and the relay transmaitter
2 by turning on the 1image processor 1 and the relay transmiut-
ter 2. Thereby, the image transmission system 1s set to be able
to perform facsimile communication. Further, even though
one or more other wireless communication devices are
present near the image processor 1 and the relay transmaitter 2
when the 1mage processor 1 and the relay transmitter 2 are
powered on, the image processor 1 and the relay transmaitter 2
authenticate each other with the physical address of each
other. Hence, each of the image processor 1 and the relay
transmitter 2 does not establish wireless connection with a
device other than the image processor 1 and the relay trans-
mitter 2. Thus, 1t 1s possible to prevent any of the image
processor 1 and the relay transmitter 2 from establishing
wireless connection with an undesired device.

Further, according to the atorementioned 1image transmis-
sion system, each of the image processor 1 and the relay
transmitter 2 stores the physical addresses of both the image
processor 1 and the relay transmitter 2, and creates the same
network name based on the two physical addresses. Then, by
using the same network name created, each of the image
processor 1 and the relay transmitter 2 serves as a node of the
same wireless network and performs wireless communica-
tion. Accordingly, even though another wireless network 1s
present near the image processor 1 and the relay transmutter 2,
another wireless communication device can hardly use the
same network name. In addition, even though a different
device (an 1mage processor or a relay transmitter) of the same
type as the 1mage processor 1 or the relay transmitter 2 1s
present near the image processor 1 and the relay transmatter 2
when the 1mage processor 1 and the relay transmitter 2 estab-
lish wireless connection therebetween, 1t 1s possible to estab-
lish a wireless network of a network name that 1s different
from a network name of a network of the different device.
Thus, 1t 1s possible to enhance the effect to prevent any of the
image processor 1 and the relay transmitter 2 from establish-
ing wireless connection with an undesired device.

Further, according to the aforementioned 1image transmis-
sion system, each of the image processor 1 and the relay
transmitter 2 stores the physical addresses of both the image
processor 1 and the relay transmitter 2, and creates the same
encryption key based on the two physical addresses. Then, by
using the same encryption key created, each of the image
processor 1 and the relay transmitter 2 performs the same
encrypted communication in the same encryption method.
Accordingly, when the image processor 1 and the relay trans-
mitter 2 perform wireless communication therebetween, a
third party, who does not know the physical addresses of the
image processor 1 and the relay transmitter 2, can hardly
decrypt encrypted data. Thus, 1t 1s possible to transmit and
receive confidential data between the 1image processor 1 and
the relay transmitter 2.

In addition, according to the aforementioned 1image trans-
mission system, when authentication is established between
the image processor 1 and the relay transmitter 2, an encryp-
tion key usable only therebetween 1s used for encrypted com-
munication therebetween. In the meantime, the 1mage pro-
cessor 1 1s configured to communicate with the wireless
communication device 6 other than the relay transmitter 2.
However; 1n this situation, the image processor 1 performs
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wireless communication with the wireless communication
device 6 without using the encryption key created for the
communication with the relay transmitter 2. Accordingly,
even though communication 1s performed between the image
processor 1 and the relay transmitter 2, the wireless commu-
nication device 6 cannot decrypt data exchanged between the
image processor 1 and the relay transmitter 2. Thus, it 1s
possible to exchange highly confidential data between the
image processor 1 and the relay transmitter 2. Additionally,
the image processor 1 can establish wireless connection with
the wireless communication device 6 which cannot recognize
the encryption key created 1n the image processor 1 and the
relay transmitter 2. Therefore, another device such as the
wireless communication device 6 can easily utilize the image
processor 1.

Hereinabove, the embodiment according to aspects of the
present invention has been described. The present mnvention
can be practiced by employing conventional materials, meth-
odology and equipment. Accordingly, the details of such
materials, equipment and methodology are not set forth
herein 1n detail. In the previous descriptions, numerous spe-
cific details are set forth, such as specific materials, structures,
chemicals, processes, etc., i order to provide a thorough
understanding of the present invention. However, 1t should be
recognized that the present invention can be practiced without
reapportioning to the details specifically set forth. In other
instances, well known processing structures have not been
described in detail, in order not to unnecessarily obscure the
present invention.

Only an exemplary embodiment of the present invention
and but a few examples of their versatility are shown and
described 1n the present disclosure. It 1s to be understood that
the present invention 1s capable of use in various other com-
binations and environments and i1s capable of changes or
modifications within the scope of the mventive concept as
expressed herein. For example, the following modifications
are possible.

In the aforementioned embodiment, the image transmis-
s1on system 1s exemplified which 1s configured to perform
facsimile communication (i.e., to transmit and receive fac-
simile data). However, aspects of the present invention may
be applied to an 1mage transmission system configured just
for transmitting facsimile data or an 1mage transmission sys-
tem configured just for recerving facsimile data.

In the aforementioned embodiment, the image processor 1
and the relay transmitter 2 authenticate each other as a target
device with which wireless connection 1s to be established,
using the physical address of each other. Further, the image
processor 1 and the relay transmitter 2 create the same net-
work name and the same encryption key. Nevertheless, the
network name and the encryption key may not necessarily be
associated with the physical addresses for the image proces-
sor 1 and the relay transmitter 2. In this respect, however,
when the network name and the encryption key are created in
association with the physical addresses for the image proces-
sor 1 and the relay transmitter 2 as exemplified 1n the atore-
mentioned embodiment, the image transmission system can
handle more highly confidential information that would
hardly be decrypted by any other wireless communication
device.

What 1s claimed 1s:
1. A data processor configured to perform data communi-
cation with an external device via wireless communication

with a relay transmitter, the data processor comprising;:
a communication unit configured to perform wireless com-

munication with the relay transmitter;
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a storage unit configured to store a first physical address for
the relay transmutter;

an authentication starter configured to, 1n response to the
data processor being turned on, wirelessly transmit, to
the relay transmitter, an instruction to start authentica-
tion between the data processor and the relay transmaitter
along with a physical address for the data processor;

an address receiver configured to receive a second physical
address for the relay transmitter wirelessly transmaitted
from the relay transmitter as a response to the mstruc-
tion;

a determining unit configured to make a determination as to
whether the second physical address for the relay trans-
mitter which 1s received from the relay transmitter wire-
lessly 1s 1dentical to the first physical address for the
relay transmitter which had been stored 1n the storage
umt before the data processor 1s turned on; and

a connecting unit configured to, when one or more authen-
tication requirements are satisfied, establish wireless
connection between the communication unit and the
relay transmitter so as to achieve the data communica-
tion between the data processor and the external device
via the relay transmitter, the authentication requirements
including the determination by the determining unit that
the second physical address for the relay transmitter 1s
identical to the first physical address for the relay trans-
mitter.

2. The data processor according to claim 1,

wherein the address recerver 1s configured to recetve, from
the relay transmuitter, the second physical address for the
relay transmitter after the data processor 1s turned on 1n
a state where the first physical address for the relay
transmuitter 1s stored on the storage unit.

3. The data processor according to claim 1, turther com-
prising an image acquiring unit configured to acquire an
1mage,

wherein the communication unit comprises an image trans-
mitter configured to transmit the 1image acquired by the
image acquiring unit.

4. The data processor according to claim 1,

wherein the communication unit comprises an image
receiver configured to receive an 1image from the exter-
nal device via wireless communication with the relay
transmitter, and

wherein the data processor further comprises an 1mage
outputting umt configured to output the image recerved
by the 1image recerver.

5. The data processor according to claim 1, further com-
prising a network name creating unit configured to create a
network name for a wireless network containing thereon the
data processor and the relay transmitter, based on the physical
address for the data processor and the first physical address
tfor the relay transmitter, such that the created network name
1s 1dentical to a network name created by the relay transmitter
for the wireless network,
wherein the communication unit 1s configured to perform

wireless communication with the relay transmitter based

on the network name created by the network name cre-
ating unit.

6. The data processor according to claim 1, further com-
prising an encryption key creating unit configured to create an
encryption key based on the physical address for the data
processor and the first physical address for the relay transmit-
ter, such that the created encryption key is identical to an
encryption key created by the relay transmitter,
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wherein the communication unit 1s configured to perform
encrypted wireless communication with the relay trans-
mitter using the encryption key created by the encryp-
tion key creating unit.

7. The data processor according to claim 6,

wherein the communication umit 1s configured to perform
wireless communication with a wireless communication
device other than the relay transmitter 1n any of a direct
manner and an indirect manner via an access point,

wherein the communication unit determines whether to
communicate with the relay transmitter or the other
wireless communication device,

wherein when determining that the communication unit 1s
to communicate with the relay transmitter, the commus-
nication unit performs encrypted communication with
the relay transmitter,

wherein when determiming that the communication unit 1s
to communicate with the relay transmitter, the commu-
nication umt performs the encrypted wireless commu-
nication with the relay transmitter using the encryption
key created by the encryption key creating unit, and

wherein when determiming that the communication unit 1s
to communicate with the other wireless communication
device, the communication unit performs wireless com-
munication with the other wireless communication
device without using the encryption key.

8. A relay transmitter comprising:

first communication unit configured to perform wireless
communication with a data processor;

a second communication unit configured to perform data
communication with an external device;

a storage unit configured to store a first physical address for
the data processor;

an address recetver configured to, in response to the relay
transmitter being turned on, wirelessly recerve, from the
data processor, a second physical address for the data
processor along with an instruction to start authentica-
tion between the data processor and the relay transmit-
ter;

a determining unit configured to, 1n response to the instruc-
tion which 1s received wirelessly from the data proces-
sor, make a determination as to whether the second
physical address for the data processor 1s 1dentical to the
first physical address for the data processor which had
been stored 1n the storage unit before the relay transmuit-
ter 1s turned on; and

a connecting unit configured to, when one or more authen-
tication requirements are satisiied, wirelessly transmit a
physical address for the relay transmitter to the data
processor and establish wireless connection between the
first commumnication unit and the data processor so as to
achieve data communication between the data processor
and the external device via the relay transmitter, the
authentication requirements including the determina-
tion by the determining unit that the second physical
address for the data processor 1s 1dentical to the first
physical address for the data processor.

9. The relay transmitter according to claim 8,

wherein the address recerver 1s configured to receive, from
the data processor, the second physical address for the
data processor after the relay transmaitter 1s turned on 1n
a state where the first physical address for the data pro-
cessor 15 stored on the storage unit.

10. The relay transmitter according to claim 8,

wherein the first communication unit comprises a {lirst
receiving unit configured to receive an 1image from the
data processor via wireless communication, and
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wherein the second communication unit comprises a first
transmitting unit configured to transmit the image
received by the first recerving unit, to the external device
via facsimile communication.

11. The relay transmitter according to claim 8,

wherein the second communication unit comprises a sec-
ond recerving unit configured to receive an 1mage from
the external device via facsimile communication, and

wherein the first communication unit comprises a second
transmitting unit configured to transmit the image
received by the second receiving unit, to the data pro-
cessor via wireless communication.

12. The relay transmitter according to claim 8, further
comprising a network name creating unit configured to create
a network name for a wireless network containing thereon the
data processor and the relay transmitter, based on the physical
address for the relay transmitter and the first physical address
for the data processor, such that the created network name 1s
identical to a network name created by the data processor for
the wireless network,

wherein the first communication unit is configured to per-
form wireless communication with the data processor
based on the network name created by the network name
creating unit.

13. The relay transmitter according to claim 8, further
comprising an encryption key creating unit configured to
create an encryption key based on the physical address for the
relay transmitter and the first physical address for the data
processor, such that the created encryption key 1s identical to
an encryption key created by the data processor,

wherein the first communication unit 1s configured to per-
form encrypted wireless communication with the data
processor using the encryption key created by the
encryption key creating unit.

14. A data transmission system comprising:

a relay transmitter configured to perform data communi-
cation with an external device; and

a data processor configured to perform data communica-
tion with the external device via wireless communica-
tion with the relay transmitter,

wherein the data processor comprises:

a communication unit configured to perform wireless com-
munication with the relay transmitter;

a storage unit configured to store a first physical address for
the relay transmutter;

an authentication starter configured to, 1in response to the
data processor being turned on, wirelessly transmit, to
the relay transmitter, an 1nstruction to start authentica-
tion between the data processor and the relay transmaitter
along with a physical address for the data processor;

an address recetver configured to recerve a second physical
address for the relay transmitter wirelessly transmaitted
from the relay transmitter as a response to the mstruc-
tion;

a determining unit configured to make a determination as to
whether the second physical address for the relay trans-
mitter which 1s recerved from the relay transmitter wire-
lessly 1s 1dentical to the first physical address for the
relay transmitter which had been stored 1n the storage
unmt before the data processor 1s turned on; and

a connecting unit configured to, when one or more authen-
tication requirements are satisiied, establish wireless
connection between the communication unit and the
relay transmitter so as to achieve the data communica-
tion between the data processor and the external device
via the relay transmitter, the authentication requirements
including the determination by the determining unit that
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the second physical address for the relay transmitter 1s
identical to the first physical address for the relay trans-
mitter, and

wherein the relay transmitter comprises:

a first relay-transmitter-side communication unit config-
ured to perform wireless communication with the data
Processor;

a second relay-transmitter-side communication unit con-
figured to perform data communication with the external
device;

a relay-transmitter-side storage unit configured to store a
first physical address for the data processor;

a relay-transmitter-side address receiver configured to, 1n
response to the relay transmitter being turned on, wire-
lessly receive, from the data processor, a second physical
address for the data processor along with the instruction
to start authentication between the data processor and
the relay transmutter;

a relay-transmitter-side determining unit configured to, 1n
response to the instruction which is recerved wirelessly
from the data processor, make a determination as to
whether the second physical address for the data proces-
sor 1s 1dentical to the first physical address for the data
processor which had been stored in the storage umit
betfore the relay transmitter 1s turned on; and

a relay-transmitter-side connecting unit configured to,
when the authentication requirements are satisfied,
wirelessly transmit a physical address for the relay trans-
mitter to the data processor and establish wireless con-
nection between the first communication unit and the
data processor so as to achieve the data communication
between the data processor and the external device via
the relay transmitter, the authentication requirements
including the determination by the relay-transmitter-
side determining unit that the second physical address
for the data processor 1s i1dentical to the first physical
address for the data processor.

15. The data transmission system according to claim 14,

wherein the address recerver 1s configured to receive, from
the relay transmitter, the second physical address for the
relay transmitter after the data processor 1s turned on 1n
a state where the first physical address for the relay
transmuitter 1s stored on the storage unit, and

wherein the relay-transmitter-side address receiver 1s con-
figured to receive, from the data processor, the second
physical address for the data processor after the relay
transmitter 1s turned on 1n a state where the first physical
address for the data processor 1s stored on the storage
unit.

16. The data transmission system according to claim 14,

wherein the data processor further comprises an image
acquiring unit configured to acquire an 1mage,

wherein the communication unit comprises an image trans-
mitter configured to transmait the image acquired by the
image acquiring unit,

wherein the first relay-transmitter-side communication
unit comprises a first recerving unit configured to receive
the image from the data processor via wireless commu-

nication, and

wherein the second relay-transmitter-side communication
unit comprises a first transmitting unit configured to
transmit the image recerved by the first recerving unit, to
the external device via facsimile communication.
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17. The data transmission system according to claim 14,

wherein the second relay-transmitter-side communication
umt comprises a second recerving unit configured to
receive an 1image from the external device via facsimile
communication,

wherein the first relay-transmitter-side communication
unmit comprises a second transmitting unit configured to
transmit the image recerved by the second receiving unit,
to the data processor via wireless communication,

wherein the communication unit comprises an i1mage
receiver configured to recerve the image from the exter-
nal device via wireless communication with the relay
transmitter, and

wherein the data processor further comprises an 1image
outputting unit configured to output the image received
by the 1mage receiver.

18. The data transmission system according to claim 14,

wherein the data processor further comprises a network
name creating unit configured to create a network name
for a wireless network containing thereon the data pro-
cessor and the relay transmitter, based on a physical
address for the data processor and the first physical
address for the relay transmitter, such that the created
network name 1s 1dentical to a network name created by
the relay transmitter for the wireless network,

wherein the communication unit 1s configured to perform
wireless communication with the relay transmitter based
on the network name created by the network name cre-
ating unit,

wherein the relay transmitter further comprises a relay-
transmitter-side network name creating unit configured
to create a network name for the wireless network con-
taining thereon the data processor and the relay trans-
mitter, based on the physical address for the relay trans-
mitter and the first physical address for the data
processor, such that the created network name 1s 1denti-
cal to the network name created by the data processor for
the wireless network, and

wherein the first relay-transmitter-side communication
umt 1s configured to perform wireless communication
with the data processor based on the network name
created by the network name creating unit.

19. The data transmission system according to claim 14,

wherein the data processor further comprises an encryption
key creating unit configured to create an encryption key
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based on the physical address for the data processor and
the first physical address for the relay transmitter, such
that the created encryption key 1s 1dentical to an encryp-
tion key created by the relay transmitter,

wherein the communication unit 1s configured to perform
encrypted wireless communication with the relay trans-
mitter using the encryption key created by the encryp-
tion key creating unit,

wherein the relay transmitter further comprises a relay-
transmitter-side encryption key creating unit configured
to create an encryption key based on the physical address
for the relay transmitter and the first physical address for
the data processor, such that the created encryption key
1s 1dentical to the encryption key created by the data
processor, and

wherein the first relay-transmitter-side communication
unit 1s configured to perform encrypted wireless com-
munication with the data processor using the encryption
key created by the relay-transmitter-side encryption key
creating unit.

20. The data transmission system according to claim 19,

wherein the communication umit 1s configured to perform
wireless communication with a wireless communication
device other than the relay transmitter 1n any of a direct
manner and an indirect manner via an access point,

wherein the communication unit determines whether to
communicate with the relay transmitter or the other
wireless communication device,

wherein when determiming that the communication unit 1s
to communicate with the relay transmitter, the commu-
nication unit performs encrypted communication with
the relay transmutter,

wherein when determiming that the communication unit 1s
to communicate with the relay transmitter, the commu-
nication umt performs the encrypted wireless commu-
nication with the relay transmitter using the encryption
key created by the encryption key creating unit, and

wherein when determiming that the communication unit 1s
to communicate with the other wireless communication
device, the communication unit performs wireless com-
munication with the other wireless communication
device without using the encryption key.
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