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ABSTRACT

A method includes a first encoding operation associated with
a first algebraic error correcting code generating a first set of
first parity bits corresponding to a first set of information bits
and a second set of first parity bits corresponding to a second
set of information bits. A second encoding operation associ-
ated with a second algebraic error correcting code generates a
first set of second parity bits corresponding to the first set of
information bits and a second set of second parity bits corre-
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sponding to the second set of information bits. At
Ing operation generates a set of joint parity bits. .

hird encod-

'he first set

of information bits, the second set of information bits, the first
set of first parity bits, the second set of first parity bits, and the
joint parity bits may be stored 1n a data storage device as a
single codeword.
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and {0 generate a second set of first parity bits corresponding o & second set of
information s, where the Tirst error correcting code 1S an algebraic ¢code
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iniiate a second encoding operation associated with a second arror correching code
fa generate a first set of second parnily bits corresponding to the first set of
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aigebraic code having a nigher error correction capability than the first error
correcting code

initiate a third enceding operation 10 generate a set of joint party bifs corresponding
to a set of joint information bits, the set of joint information bits assaciated with the
first set of intormation bits and the second set of Information bits
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of the dala storage device as a single codeword
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MULTI-PHASE ECC ENCODING USING
ALGEBRAIC CODES

FIELD OF THE DISCLOSUR.

L1l

The present disclosure 1s generally related to decoding
error correction coding (ECC) data.

BACKGROUND

Non-volatile data storage devices, such as universal serial
bus (USB) flash memory devices or removable storage cards,
have allowed for increased portability of data and software
applications. Flash memory devices can enhance data storage
density by storing multiple bits in each flash memory cell. For
example, Multi-Level Cell (MLC) flash memory devices pro-
vide increased storage density by storing 3 bits per cell, 4 bits
per cell, or more. Although increasing the number of bits per
cell and reducing device feature dimensions may increase a
storage density ol a memory device, a bit error rate of data
stored at the memory device may also increase.

Error correction coding (ECC) 1s often used to correct
errors that occur 1n data read from a memory device. Prior to
storage, data may be encoded by an ECC encoder to generate
redundant information (e.g. “parity bits””) that may be stored
with the data. For example, an ECC may be based on alge-
braic codes, such as a Hamming coding scheme, a Reed-
Solomon (RS) encoding scheme, or a Bose Chaudhuri Hoc-
quenghem (BCH) coding scheme, or based on iterative
coding schemes, such as a Turbo Code coding scheme or a
Low-Density Parity Check (LDPC) coding scheme.

An efliciency of an ECC scheme may be measured based
on various aspects. For example, efficiency may be measured
based on error correction capability as compared to redun-
dancy, such as an amount of errors that can be corrected with
a given amount of redundancy, or an amount of redundancy
for correction of data subject to errors due to a particular error
rate. Alternatively or additionally, efliciency may be mea-
sured at least partially based on complexity of an ECC engine
(e.g. as1ze or cost of an ECC core), power consumption o the
ECC engine, or decoding throughput and latency. For
example, random read performance 1s improved with
increases 1n throughput and decreases in latency, such as 1n
solid-state drive (SSD) and memory card for mobile device
applications.

SUMMARY

Algebraic codes are used in a multi-phase ECC scheme.
Data may be encoded as multiple sets of information bits. For
cach set of information bits, a first code may be used to
generate a first set of parity bits and a second code may be
used to generate a second set of parity bits. The second set of
parity bits for each of the multiple sets of information bits
may be processed and encoded using a third code to generate
a third set of parity bits to function as joint parity bits of the
data. The joint parity bits may be encoded using a fourth code
to generate a fourth set of parity bits to function as joint parity
protection bits. The sets of information bits, the first parity
bits, the joint parity bits, and the joint parity protection bits
may be stored 1n a memory.

When a set of information bits 1s read from the memory,
during a first decoding phase the corresponding {first parity
bits are used in a decoding attempt based on the first code. IT
decoding fails for a set of information bits during the first
decoding phase, all of the information sets of the data may be
decoded based on the first code and processed during a second
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2

decoding phase 1n conjunction with the joint parity bits to
generate the second set ol parity bits for the set of information
that failed decoding 1n the first phase. Decoding using the
second set of parity bits may be performed using the second
code with improved error correction capability as compared
to the first code.

Using algebraic codes enables construction of an error
correction code as a concatenation of several shorter sub-
codes (e.g. BCH sub-codes) joined together through a set of
joint parity bits. The error correction code has high error
correction capability while using a relatively low-complexity
decoding engine as compared to implementations based on
relatively high-complexity iterative decoders, such as imple-
mentations that use low-density parity check (LDPC) sub-
codes concatenated to construct a long LDPC code.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram of a particular embodiment of a system
that includes a data storage device configured to use multi-
phase ECC decoding based on algebraic codes;

FIG. 2 1s a diagram that 1llustrates a first embodiment of
generation of joint parity bits to use with multi-phase ECC
decoding based on algebraic codes;

FIG. 3 1s a diagram that illustrates a second embodiment of
generation of joint parity bits to use with multi-phase ECC
decoding based on algebraic codes;

FIG. 4 1s a diagram that illustrates a third embodiment of
generation of joint parity bits to use with multi-phase ECC
decoding based on algebraic codes;

FIG. 5 1s a flow diagram of a particular embodiment of a
method of multi-phase ECC encoding based on algebraic
codes; and

FIG. 6 1s a flow diagram of a particular embodiment of a
method of multi-phase ECC decoding based on algebraic
codes.

DETAILED DESCRIPTION

Referring to FI1G. 1, a particular illustrative embodiment of
a system 100 1s depicted that includes a data storage device
102 configured to use multi-phase ECC decoding based on
algebraic codes. The system 100 includes the data storage
device 102 coupled to a host device 130. The data storage
device 102 includes a memory 104 coupled to a controller
106. The controller 106 1s configured to encode data for
storage at the memory 104 to enable multi-phase ECC decod-
ing based on algebraic codes. The controller 106 1s also con-
figured to decode the data read from the memory 104 using
the multi-phase ECC decoding based on the algebraic codes.

The host device 130 may be configured to provide data to
be stored at the memory 104 or to request data to be read from
the memory 104. For example, the host device 130 may
include a mobile telephone, a music or video player, a gaming
console, an electronic book reader, a personal digital assistant
(PDA), a computer, such as a laptop computer, a notebook
computer, or a tablet, any other electronic device, or any
combination thereof.

The data storage device 102 may be amemory card, such as
a Secure Digital SD® card, a microSD® card, a mimSD™
card (trademarks of SD-3C LLC, Wilmington, Del.), a Mul-
tiMediaCard™ (MMC™) card (trademark of JEDEC Solid
State Technology Association, Arlington, Va.), or a Compact-
Flash® (CF) card (trademark of SanDisk Corporation, Mil-
pitas, Calif.). As another example, the data storage device 102
may be a solid state drive (S5D) or embedded memory in the

host device 130, such as e MMC® (trademark of JEDEC Solid
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State Technology Association, Arlington, Va.) memory and
e¢SD memory, as illustrative examples.

The memory 104 may include a flash memory. For
example, the memory 104 may be a nonvolatile memory of a
flash device, such as a NAND flash device, a NOR {flash
device, or any other type of flash device. The memory 104
includes multiple storage elements, such as memory cells of
a multi-level cell (MLC) memory.

The controller 106 may be configured to receive memory
access requests from the host device 130 while the data stor-
age device 102 1s operatively coupled to the host device 130.
For example, the controller 106 may be configured to receive
data 140 from the host device 130, encode the data 140 to
generate a codeword 149, and store the codeword 149 at the
memory 104. The controller 106 may also be configured to
receive a request from the host device 130 to retrieve the data
140. In response, the controller 104 may be configured to read
a codeword 159 from the memory 104, decode one or more
requested portions of the codeword 159 to correct bit errors
that may have occurred 1n the requested portions of the code-
word 159, and provide decoded data 170 to the host device
130. The codeword 159 may be a representation of the code-
word 149, 1.e. the codeword 159 may differ from the code-
word 149 due to one or more bit errors that may have occurred
during storage at the memory 104.

The controller 106 1includes a multi-phase ECC encoding,
engine 110 that 1s configured to encode data to enable multi-
phase ECC decoding based on algebraic codes. The multi-

phase ECC encoding engine 110 may include a first ECC
encoder 112, asecond ECC encoder 114, a third ECC encoder

116, and a fourth ECC encoder 118. The controller 106
includes a multi-phase ECC decoding engine 120 that is
configured to decode data according to multi-phase ECC
decoding based on the algebraic codes. The ECC decoding
engine 120 may include a first ECC decoder 122, a second

ECC decoder 124, athird ECC decoder 126, and a fourth ECC
decoder 128.

The first ECC encoder 112 1s configured to encode data
according to a first algebraic code to generate a first set of
parity bits. For example, the first algebraic code may be a
Hamming code, a Reed-Solomon (RS) code, or a Bose
Chaudhur1 Hocquenghem (BCH) code. As used herein, an
“algebraic code” may include any cyclic (or non-cyclic) code
defined by a generator polynomial and excludes iterative
coding schemes such as Turbo Codes and low-density parity
check (LDPC). As a specific example, the first ECC encoder
112 may apply a polynomial generator function g,(x) of
degree m, to mput data to generate a set of m, first parity bits.
The first set of parity bits may be used during a first decoding
phase of data retrieved from the memory 104.

The second ECC encoder 114 1s configured to encode data
according to a second algebraic code to generate a second set
of parity bits. The second algebraic code may be stronger (1.¢.
provide more error correction capability) than the first alge-
braic code. For example, the second ECC encoder 114 may
apply a polynomaial generator function g(x) of degree m,+m,,
to generate m,;+m, second parity bits. The second ECC
encoder 114 may apply a polynomial generator function
g(x)=gl(x)-g2(x) of degree m,+m,, where g1(x) 1s the poly-
nomial generator function of the first algebraic code (having
degree m,) and where g2(x) 1s a polynomial generator func-
tion of degree m, to generate an additional m,, parity bits. The
second set of parity bits may be used during a second decod-
ing phase of data retrieved from the memory 104.

The third ECC encoder 116 1s configured to encode data
according to a third algebraic code to generate a third set of
parity bits. As described in further detail with respectto FIGS.
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2-4, the third algebraic code may be applied to portions of
multiple sets of joint information bits (based on an output of
the second ECC encoder 114) to generate joint parity bits.
The fourth ECC encoder 118 1s configured to encode data
according to a fourth algebraic code to generate a fourth set of
parity bits. The fourth algebraic code may be applied to the

joint parity bits to form joint parity protecting bits.

The multi-phase ECC encoding engine 110 1s configured to
generate the codeword 149 by providing data, such as the data
140, to the first ECC encoder 112 as multiple sets of infor-
mation bits (1, 141, . . . 1, 142) to generate a first set of parity
bits (p) for each set of information bits (1.¢. first sets of parity
bits p, 143, . .. p, 144, wherein each of the sets p, comprises
m1 parity bits, respectively). The multi-phase ECC encoding
engine 110 1s configured to provide each set of information
bits and a corresponding set of first parity bits to the second
ECC encoder 114 to generate a second set of parity bits (p**)
for each set of information bits (1.¢. second sets of parity bits
p,? 145, . ..p,* 146, respectively, wherein each of the p,**’
comprises m1l+m2 parity bits). The multi-phase ECC encod-
ing engine 110 may be configured to generate a third set of
codewords where the information bits of the third codeword
are based on the second codewords (e.g. based on the parity
bits of the second codewords, such as from portions of the
parity bits of the second codewords, p'*’) and to generate joint
parity bits (p ;) 147 for the data 140 at the third ECC encoder
116. The multi-phase ECC encoding engine 110 may be
configured to provide the joint parity bits 147 to the fourth
ECC encoder 118 to generate joint parity protection bits (p ;»)
148 for the data 140.

The multi-phase ECC encoding engine 110 may be con-
figured to generate the codeword 149 including the multiple
sets of information bits 141-142, the multiple sets of first
parity bits 143-144, the joint parity bits 147, and the joint
parity protection bits 148. The sets of p'®’ parity bits 145-146
may be discarded without being stored to the memory 104.

The first ECC decoder 122 1s configured to decode data
according to the first algebraic code used by the first ECC
encoder 112. The first ECC decoder 122 1s configured to
receive a set of information bits and a corresponding first set
of parity bits and to perform an ECC decode operation. If a
number of bit errors 1n the mformation bits and 1n the first
parity bits does not exceed an error correction capability of
the first algebraic code, the first ECC decoder 112 generates a
decoded set of information bits (1.e. an error-corrected ver-
s1on of the set of information bits). Otherwise, 1n response to
anumber of errors 1n the information bits and in the first parity
bits exceeding an error correction capability of the first alge-
braic code, the first ECC decoder 112 generates a decoding
tailure indicator.

The second ECC decoder 124 1s configured to decode data
according to the second algebraic code used by the second
ECC encoder 114. The second ECC decoder 124 1s config-
ured to receive a set of information bits and a corresponding
second set of parity bits and to perform an ECC decode
operation to generate an error-corrected version of the set of
information baits.

The third ECC decoder 126 1s configured to decode data
according to the third algebraic code used by the third ECC
encoder 126. As described 1n further detail with respect to
FIGS. 2-4, the third algebraic code may be applied to portions
ol the set of third codewords to correct errors or erasures in the
set of third codewords to generate an error-corrected version
of the set of third codewords.

The fourth ECC decoder 128 1s configured to decode data
according to the fourth algebraic code used by the fourth ECC
encoder 128. The fourth ECC decoder 128 1s configured to
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receive joint parity bits and joint parity protection bits and to
perform an ECC decode operation to correct errors 1n the joint
parity bits to generate an error-corrected version of the joint
parity bits.

The multi-phase ECC decoding engine 120 1s configured to
perform a first phase of ECC decoding by providing one or
more requested sets of information bits and corresponding,
first parity bits (e.g. 1, 151 and p, 153) from the retrieved
codeword 159 to the first ECC decoder 122. If all requested
sets of the information bits 151-1352 from the retrieved code-
word 159 are successiully decoded by the first ECC decoder
122, decode processing of the retrieved codeword 159 may
end and the requested decoded data may be provided to the
host device 130 as the decoded data 170.

Otherwise, when at least one requested set of information
bits from the retrieved codeword 159 1s not successiully
decoded by the first ECC decoder 122, the multi-phase decod-
ing engine 120 1s configured to initiate decode processing of
all sets of information bits 151-152 of the retrieved codeword
159. All sets of information bits 151-152 of the retrieved
codeword 1359 are therefore provided to the first ECC decoder
122 to attempt decoding using the corresponding first parity
bits 153-154.

The multi-phase decoding engine 120 may be configured
to mitiate a second phase of decode processing by providing,
sets of information bits and first parity bits that are success-
tully decoded by the first ECC decoder 122 (e.g. 1, 141) to the
second ECC encoder 114 to generate p'® parity bits for each
successfully decoded set of information bits (e.g. p,*’ 145).

The multi-phase decoding engine 120 may be configured
to provide the joint parity bits 157 and the joint parity protec-
tion bits 158 to the fourth ECC decoder 128 to generate
decoded joint parity bits 147. The decoded joint parity bits
147 and the generated sets of p® parity bits 171 for each set
of information bits that has been successtully decoded may be
provided to the third ECC decoder 116 to decode a codeword
from the set of third codewords. The multi-phase decoding
engine 120 may be configured to process the decoded third
codeword 172 to generate p'® parity bits for each undecoded
set of information bits. The decoded third codeword baits
associated with an undecoded set of information bits (e.g.
W, (x)) may correspond to the set of second parity bits for the
undecoded set of information bits (e.g. p,*’) as being the
second set of second parity bits divided by the first generator
polynomial (e.g. W, (x)=p, ®(x)/g,(x)), as described with
respect to FIG. 2. The generated p*® parity bits may be pro-
vided to the second ECC decoder 124 with undecoded infor-
mation bits 174 for decoding using the second, higher-
strength algebraic code to generate decoded information bits
175.

During operation, the data storage device 102 may receive
the data 140 from the host device 130 while the data storage
device 102 1s operatively coupled to the host device 130. The
controller 106 may provide the data 140 to the multi-phase
ECC encoding engine 110 to generate the sets of first parity
bits 143-144 at the first ECC encoder 112. The multi-phase
ECC encoding engine 110 may provide the sets of informa-
tion bits 141-142 and the sets of first parity bits 143-144 to
generate the sets of second parity bits 145-146 at the second
ECC encoder 114. The multi-phase ECC encoding engine
110 may provide the sets of second parity bits 145-146 to the
third ECC encoder 116 to generate the set of joint parity bits
14°7. The multi-phase ECC encoding engine 110 may provide
the set of joint parity bits 147 to the fourth ECC encoder 118
to generate the joint parity protection bits 148. The controller
106 may send the codeword 149 to the memory 104 for
storage.
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Not all of the bits generated by the encoding process are
saved. To 1llustrate, r-m, parity bits that are generated by the
second encoder (e.g. m, parity bits for each one of r code-
words) may not be stored as part of the codeword 149 and
instead the joint parity bits 147 of the third encoder are stored,
thus saving expensive storage space. The discarded bits may
be reconstructed during decoding, i1 needed.

The data storage device 102 may receive a request for one
or more portions of the data 140 from the host device 130
while the data storage device 102 1s operatively coupled to the
host device 130. The controller 106 may retrieve the code-
word 159 from the memory and 1nitiate first phase decoding
of the requested sets of the information bits 151-152 using
corresponding sets of the first panty bits 153-154. It all
requested sets of the information bits 151-152 are success-
tully decoded in the first phase, the decoded data 1s provided
to the host device 130.

If one or more sets of requested information bits fail to
decode correctly during the first decoding phase, the multi-
phase ECC decode engine 120 may mnitiate a second decoding
phase that includes providing the joint parity protection bits
158 and the set of joint parity bits 157 to the fourth ECC
encoder 128 to generate the error-corrected version of the set
of joint parity bits 147. All sets of information bits of the
codeword 159 that have not already been processed in the first
phase are provided to the first ECC decoder 122, and the
resulting error-corrected versions of the sets of information
bits are encoded by the second ECC encoder 114 to generate
sets of the second parnity bits.

The sets of the second parity bits and the joint parity bits
147 are provided to the third ECC decoder 126 to generate
decoded third codewords. The decoded third codewords may
be processed to generate sets of second parity bits that are
provided to the second ECC decoder 124 to generate decoded
sets ol information bits. The requested sets of information bits
may be provided to the host device 130 as the decoded data
170.

Although the multi-phase ECC encoding engine 110 1s
illustrated as including the fourth ECC encoder 118 and the
multi-phase ECC decoding engine 120 1s 1illustrated as
including the fourth ECC decoder 128, 1n other embodiments
the fourth ECC encoder 118 and the fourth ECC decoder 128
may not be included, For example, the joint parity bits 147
may be stored 1n a portion of the memory 104 associated with
a relatively low occurrence of errors, such as a single-level
cell (SLC) portion of a flash memory. As another example,
where the joint information bits 172 are the same as the
second parity bits for each set of information bits (rather than
a polynomial division remainder of the second parity bits), an
impact of individual errors that may occur 1n the joint parity
bits 1s reduced. As a result, a high probability of error correc-
tion may be achieved without using the joint parity protection
bits 148.

FIG. 1 therefore provides an example of a system where
several short sub-codes, such as BCH sub-codes, may be
joined together through a set of joint parity bits to construct a
long ECC code, having high error correction capability, while
using a low-complexity decoding engine that 1s based on the
short sub-codes. Moreover, usage of a multi-phase decoding
scheme allows for random read support and low decoding
latency. A first attempt may be performed to decode each
sub-code separately. Based on a predicted error rate of data
read from the memory 104, the short sub-codes may be
designed to provide a relatively high probability of decoding
success. As a result, data may be read from the memory 104,
transferred to the controller 106, and a short sub-code

decoded (e.g. 1, 141 and p, 143 decoded at the first ECC
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decoder 122). In the relatively low-probability event that the
first decoding attempt fails, other sub-codes that belong to the
same ECC block (e.g. 1n the codeword 159) are also read from
the memory 104, transferred to the controller 106, and
decoded. If the other sub-codes decode successiully, then
based on the joint parity bits and the decoding result of the
other sub-codes, a second decoding attempt 1s done for the
failing sub-code. The second decoding attempt uses an alge-
braic code having higher error correction capability (and
therefore lower probability of failure) than the first attempt.
The notation C(n, k, t) 1s used herein to denote an error/
erasure correction code, of length n and dimension k, that can

correct t errors/erasures.

The vector notation q=[q, q, 4 - -
representation q(X)=q,+q; X+q, X+ . .
changeably.

The notation

. q;] and 1ts polynomial
. q,°X" are used inter-

g(x) = [%J

1s used to denote the quotient result of a polynomaial division
operation, such that a(x)=q(x)-b(x)+r(x), where r(x) 1s the
reminder polynomial and deg r(x)<deg b(x)

Upper case letters are used to represent temporary vectors/
polynomials (e.g. Q or Q(x)) (1.e. used for intermediate com-
putations during encoding/decoding). Lower case letters are
used to represent input/output vectors of the encoder/decoder
(e.g. q or q(x)).

The notation J (or 1ts polynomial representation 4(x)) 1s
used to denote a (possibly) corrupted version of the vector g
(or 1ts polynomial representation q(x)). B

g (x) denotes the degree m, generator polynomial of the
error correction cyclic code C,(n,=k+m,, k, t,). As an
example, the first ECC encoder 112 and the first ECC decoder
122 of FIG. 1 may operate using C,.

g.(X) denotes a degree m, polynomial, such that the degree
m,+m, polynomial g(x)=g,(X)xg,(X) 1s the generator poly-
nomial of the error correction cyclic code C,(n,=k+m;+m,,
k, t,), where t,>t,. As an example, the second ECC encoder
114 and the second ECC decoder 124 of FIG. 1 may operate
using C,.

r denotes the number of sub-codes that are concatenated.

C,(ny;=r+m,, r, t;) denotes an erasure correction code. For
example, C, can be a single binary parity check code, such
that m,=1 bat, 113—r+1 bits, and t;=1 bit erasure. The erasure
correction code C, 1s not necessarily binary. For example, C,
canbea Reed-Solomon (RS) code over GF(2! 22273y that can
correct up to t;=m, symbol erasures (where GF stands for a
finite Galois Field). n, 1s the number of symbols 1n GF(29),
q=| log, n,|. The third ECC encoder 116 and the third ECC
decoder 126 of FIG. 1 may operate using C,.

C,(n,=m,xm,+m,, k,=m,xm,, t,) denotes an error correc-
tion code. The fourth ECC encoder 118 and the fourth ECC
decoder 128 of FIG. 1 may operate using C,,.

A multi-phase ECC encoder may receive r vectors of k
information bits (one vector per sub-code) 1,,1,, ...,1,and
may generate as output r vectors of m, parity bits (one vector
per sub-code) p,, p», - - - » p,- 1he multi-phase ECC encoder
may also generate a vector w of m,xm, joint parity bits for all
sub-codes and a vector v of m, parity bits for protecting the
joint parity bits. B

Encoding may be performed at the multi-phase ECC
encoder by computing parity bits per sub-code (p,, p-, ..., D,)
and computing joint parity bits (w). The parity bits per sub-
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code (p,, p», - - -, p,) may be generated by, for each j=1,
2,...,r,computing the quotient result Q(x) of the polyrromlal
d1V181o11

fj(x)-xmlJ

20 =| e

The first parity, p,(x) (degree m, -1 polynomial) or vector
p;> may be computed as:

px)=(x)x™ - Qx) g, (x)=;(x)x™ mod g, (x).

Second parity bits pj(‘z)(x) and/or joint mformation bits
W,(x) (a degree m,-1 polynomuial, equivalent to Wj) may be
computed according to a quotient result U(x) of a polynomaial
division

gj(x).xmﬁmz — pj(x)-}f@
Uix) = , as
g1(x)- g2(x)

P(x)- XM — pa(x)- A2 = U(x) - g1(X) - g2(x)
g1(x)
= Qx)-x"2 —U(x)-g2(x)

Wi(x) =

Note that W (X) can also be computed as:

P () = [i(x)- 2™ — p,;(0]-¥"2modgy (x) - g2(x);

p'?(x)
g1 (x)

W;x) =

Alternatively, W (x) may be computed as:
Wi(x)=0(x)x™ mod g,(x)

Computing joint parity bits (w) may be performed using
code C, in order to compute the m,xm, joint parity bits (w)
from tho vectors W,(j=1, 2, . . ., r). The W, vectors may be
arranged as rows#a matrix and m, parity symbols may be
computed for each column of r symbols 1n the matrix using
code C,, such as shown 1n FIG. 2.

FIG. 2 1llustrates a particular embodiment of generation of
joint parity bits to use with multi-phase ECC decoding based
on algebraic codes. A set of joint mnformation bits 202 1s
arranged as a matrix including r rows: W, 203, W, 204, ... W
205. As described above, each row W, may correspond to the
second set of parity bits p, (2) d1V1d_d]by the generator poly-
nomial g,(x) (where the socond set of parity bits p j(z) 1s based
on the generator polynomial g(x)=g,(x)-g,(x)). In an alterna-
tive embodiment, each row W may be the second set ot parity
bits p, ). A representative C, codeword 210 includes one bit
from each row of the set of joint information bits 202 and one
parity bit from each row of the joint parity bits (w) 147. By
applying the C, code to each column of the set of joint infor-
mation bits 202 (e.g. by encoding the joint information bits at
the third ECC encoder 116 of FIG. 1), parity bits are gener-
ated that correspond to each column of the joint parity bits (w)
147.

FIG. 3 1llustrates a particular embodiment of generation of
joint parity bits to use with multi-phase ECC decoding based
on algebraic codes where the code C, 1s a binary code, such as
a single parity check code, that can correct a single erasure
(that 15, C;(r+1.1,1) over GF(2)). The set of joint information
bits 202 1s arranged as the matrix including the r rows: W,

203, W, 204, ... W, 205. Applying the C; code (an exclusive-
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OR (XOR) operation 310) to bits of each column of the set of
joint information bits 202 generates a corresponding parity
bit of the joint parity bits (w) 147. Using the XOR operation
310 enables the joint parity bits (w) 147 to be generated using,
relatively low-complexity hardware and enables correction of
a single erasure per column. As a result, 11 all but one of the r
rows have been generated, the missing row can be recon-
structed using the joint parity bits (w) 147).

FIG. 4 illustrates a particular embodiment of generation of
joint parity bits to use with multi-phase ECC decoding based
on algebraic codes where the code C, 1s a non-binary code. As
illustrated, the code C; 1s a Reed-Solomon (RS) code over
GF(27) that can correct two erasures (that 1s Ci(r+2, 1, 2) over
GF(27)) where p=| log,(r+m,)]|. A representative C, code-
word 410 includes multiple bits (corresponding to a non-
binary symbol) from each row of the set of joint information
bits 202 and multiple parity bits (corresponding to a non-
binary symbol) from each row of the joint parity bits (w) 147.

Although FIG. 4 illustrates each non-binary symbol of the
codeword 410 1s formed from bits of a single row of the set of
joint information bits 202, in other embodiments, symbols of
the codeword 410 may span multiple rows of the set of joint
information bits 202. To illustrate, a single symbol may
include one bit from the row W, 203 at one column and
another bit from the row W, 204 at another column. By using,
multi-bit symbols spanning multiple rows of the set of joint
information bits 202, additional tolerance to {first-phase
decoding failures may be provided, as described 1n further
detail with respect to second-phase decoding.

Computing parity bits for protecting the joint parity bits (v)
(e.g. the joint parity protection bits 148 of FIG. 1) may be
performed using code C,(n,=m,xm,+m,, k,=m,xm., t,) to
compute m, parity bits (v) for protecting the m,xm, joint
parity bits w. For example, the fourth ECC encoder 118 of
FIG. 1 may encode the joint parity bits 147 to generate the
joint parity protection bits 148.

A total number of bits that are stored to the memory may be
rxk+rxm,+m,xm,+m,, corresponding to storage of 1,,
i, .oyl DisDPos -+ P, W, and v (e.g. storage of the codeword
149 of FIG. 1 including1, ...1.141-142,p, ...p, 143-144,p,
147, and p ;» 148). To 1llustrate, storing r sets of k information
bits (1) results 1n rxk bits stored. Storing r sets of first parity
bits (p), where each set of first parity bits includes m, bits,
results in rxm, bits stored. Storing m, rows of the joint parity
bits (w), where each row has m, bits, results 1n m,xm; bits
stored. Storing the joint parity protection bits (v) results inm,
bits stored. B

Decoding may be performed in a first phase and, if any
requested sub-codes are not correctly decoded 1n the first
phase, second phase decoding may be performed. In the first
phase decoding, in order to retrieve the 1°th sub-code 1nfor-
mation bits 1, the (possibly corrupted) bits 1, and p, are read
from the memory and a code C, decoder 1s used to decode 1,
from 1; and p,. Decoding 1s successtul if the memory intro-
ducedjt , or fewer errors to the n, bits of each C, codeword. For
example, the first ECC decoder 122 of FIG. 1 operates on the
possibly corrupted information bits 1, 151 and the possibly
corrupted first parity bits p, to generate the information bits 1,
141.

Although C, may be a cyclic code, 1n some embodiments
C, may be non-cyclic. Note that ¢ (x)=1(x)X™'-p,(X)=
Q(x)-g,(x)1s acodeword of the cyclic code C, as1t1s divisible
by g,(x). A special case of a cyclic code 1s a BCH code (when
g.(x) 1s constructed as the least common multiple of the
minimal polynomials of the element .°, o', &®, . . ., & of
GF (2! °g71ly where o is a primitive element of the Galois field
GF(2!*°£2711)) Tn order to compute the least common multiple
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of a’, o', &”, . .., ¢ minimal polynomials of the elements
o, at,a?, ..., a® !t in GF(2! 82711y may be used. In some
embodiments, C, may be any code that 1s defined as a multi-
plication of a generator polynomaial. Thus, C1 may be a non-
cyclic code, and may be a shortened BCH code or shortened
RS code, as illustrative examples.

21

Second phase sub-code decoding using the sub-code parity
and the joint parity may be performed 1f up to t; sub-codes
falled to decode during the first phase. The second phase
decoding may include reading from memory the (possibly
corrupted) joint parity bits w and the (possibly corrupted)
parity bits ¥ that protect the joint parity bits w. A code C,
decoder (e.g. the fourth ECC decoder 128 of FIG. 1) is used to
recover an error-iree version of the joint parity bits w using w
and V. Decoding of the joint parity bits W is successful if the
memory introduced t, or fewer errors to the n, bits of C,, (i.e.
w and v have fewer than t, errors).

For each sub-code j that was successiully decoded 1n the
first phase decoding, 1, and p, may be used to compute

i i(x) Nl L pi(x) Y2

[/ —
) 21(X)- g2(x)

The contribution of sub-code j to the third codeword C,
may be generated as:

() X" — pi(x) - X" = U(x)- g1 (x) - g2(x)

W . =
i) 2100

Alternatively, W (x) may be generated as:

[i;(x)-x"1 — p;(x)]-x"2modg,(x)- g2(x)
g1(x) |

W(x) =

Note that g,(x) and g,(x) may be known 1n the decoder
since the code definition 1s assumed to be known. Also note
that in a particular implementation case, computing W (x)
may be performed by computing:

fj(x)-;c'"lJ

20 =| o

tfollowed by W (x)=Q(x)x™ mod g,(X).

The code C, erasure decoder may be used to recover W, of
cach failing sub-code 1. The erasure decoder will successtully
recover W, of each of the failing sub-codes 1t at most t,
sub-codes failed to decode during phase 1.

Note that 1n case C; 1s a non-binary code, e.g. including
symbols over GF(27), q=| log, n;| and in each such symbol
more than one sub-code takes part, t; may be less than r and
decoding may still succeed 1f, 1n each of the ‘r’ sub-codes,
there are less than t, errors 1n the k+m, bits corresponding to
code C,. For example, 11 g=4, =8, t;=2 (RS correcting two
erasures or one error), and m,=2 (symbol), all 8 sub-codes
could fail decoding (t,=2<r=8) and the second phase decod-
ing scheme will still recover the information bits if, in each of
the 8 sub-codes, there are less than t, errors in the k+m, bits
corresponding to code C,.
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For each sub-code 7 that failed 1n the first decoding phase,
the corrupted C, codeword may be generated as the polyno-
mial:

Cx) =5 (X)X = () X - W) g 1 ()

The code C, decoder (e.g. the second ECC decoder 124 of
FIG. 1) may be used to decode 1, from C(x). Decoding 1s
successiul 11 the memory 1ntr0duced t, or fewer errors to the
read bits1,and p;, (1.e. second phase decodmg succeeds 111, and

J
have t, or fewer combined errors).

P,

Note that ¢ (X)=[1,(X)x™'=p,(x)] X"*-W (X)-g,(X)=U(X) g,
(x)-g2,(x) 1s a codeword of the cyclic code C, as 1t 1s divisible
by g(x)=g,(x) g, (X). A special case of a cyclic code 1s a BCH
code (when g(x)=g, (X) g, (X) 1s constructed as the least COIIl-
mon multiple of the minimal polynomials of the roots «°, «*,

«”, ..., x*?2where o is a primitive element of the Galois ﬁeld

GF (2[ 1082 2, Note ¢, can correspond to a shortened BCH or RS
code and does not have to be a cyclic code.

Multi-phase decoding using algebraic codes can provide a
significant reduction 1n complexity and decoding latency
while maintaining roughly the same error correction capabil-
ity for a given amount of redundancy as compared to conven-
tional ECC encoding. Several examples are provided in Table
1. In the examples of Table 1, the multi-phase codeword (e.g.
codeword 149 of FIG. 1) fits into 932B and provides a block
error rate <10™"° per 8 KB blocks. As reference, a conven-
tional 122 b/2 KB BCH may be used.

TABLE 1

Number  Sub-code Correction  Normal-  Normal-

of sub- size (k)  capability 1zed 1zed
Scheme codes (r) [KB] (BER) [%] complexity latency
Reference 1 2 0.35 1 1
Example 1 8 ] 0.375 0.63 0.5
Example 2 4 0.35 0.61 0.5
Example 3 2 1 0.325 0.59 0.5
Example 4 8 0.5 0.315 0.38 0.25
Example 5 8 0.5 0.3 0.35 0.25

Reterence: conventional BCH: k,, =2 KB, t, =122
Example 1: r=8, k=1 KB, t,=64, t,.=79, t;=1, t,=8 (C,, C,,
C, are BCH codes, C, 1s a single parity check code)
Example 2: r=4, k=1 KB, t,=62,t,=76, t,=1, t,=7 (C,, C,,
C, are BCH codes, C; 1s a single parity check code)
Example 3: r=2, k=1 KB, t,=56,t,=72, t;=1, t,=8 (C,, C,,
C, are BCH codes, C, 15 a single parity check code)
Example 4: r=8, k=0.5 KB, t,=31, t,=46, t,=2, t,=11 (C,,

C,, C, are BCH codes, C, 1s an RS code over GF(16))

Example 5: r=8, k=0.5 KB, t,=34, t,=45, t,=1, t,=6 (C,,
C,, C, are BCH codes, C; 15 a single parity check code)

The complexity improvement of the multi-phase ECC
using algebraic codes when codes C,,C, and C, are BCH
codes and code C, 1s etther a single parity-check code or an
RS code, as compared to a conventional BCH coding scheme
of length n,_-and correction capability t,_, may be given by:

I -[logymy | + 13 - [logons | +14 - [logy g |
Iref - rlﬂgznref-l

Complexity ratio =

Latency improvement of the multi-phase ECC using alge-
braic codes, compared to a conventional BCH coding scheme
of length n, . may be given by:
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i

”ref

Latency ratio =

The latency ratio may be based on the decoding latency
being mainly determined by the first decoding stage because
the probability of a sub-code to fail during the first decoding
phase may be small (e.g. less than 107>).

Referring to FIG. 5, a flow chart of a particular embodi-
ment of a method 500 of encoding data 1s depicted. The
method 500 may be performed at a data storage device, such
as the data storage device 102 of FIG. 1. A first encoding
operation associated with a first error correcting code may be
initiated to generate a first set of first parity bits corresponding
to a first set of information bits and to generate a second set of
first parity bits corresponding to a second set of information
bits, at 502. The first error correcting code 1s an algebraic
code. For example, the first encoding operation may be 1niti-

ated at the first ECC encoder 112 of FIG. 1 by providing the

first set of information bits to an encoding input of the first
ECC encoder 112 and sending a signal to a control input of the
first ECC encoder 112 to cause the first ECC encoder to read
the first set of information bits at the encoding input and to
perform the first encoding operation on the first set of infor-
mation baits.

A second encoding operation associated with a second
error correcting code 1s initiated to generate a first set of
second parity bits corresponding to the first set of information
bits and to generate a second set of second parity bits corre-
sponding to the second set of information bits, at 504. The
second error correcting code 1s another algebraic code having
a higher error correction capability than the first error correct-
ing code. For example, the second encoding operation may be

initiated at the second ECC encoder 114 of FIG. 1 by provid-
ing the first set of information bits to an encoding imnput of the
second ECC encoder 114 and sending a signal to a control
input of the second ECC encoder 114 to cause the second
ECC encoder 114 to read the first set of information bits at the
encoding mput and to perform the second encoding operation
on the first set of information baits.

A third encoding operation 1s 1nitiated to generate a set of
joint parity bits corresponding to a set of joint information
bits, at 506. The set of joint information bits 1s associated with
the first set of information bits and the second set of informa-
tion bits. For example, the first error correcting code may
correspond to a first generator polynomial g, (x), and the set of
joint information bits may include the first set of second parity
bits divided by the first generator polynomial (e.g. W, (x)=
p, ¥ (x)/g,(x)) and may include the second set of second
parity bits divided by the first generator polynomial
(W, (x)=p, > (x)/g,(x)). The third encoding operation may be
initiated at the third ECC encoder 116 of F1G. 1 by generating
the set of joint information bits, providing the set of joint
information bits to an encoding input of the third ECC
encoder 116, and sending a signal to a control 1put of the
third ECC encoder 116 to cause the third ECC encoder 116 to
read the set of joint information bits at the encoding input and
to perform the third encoding operation on the set of joint
information bits. As an example, the set of joint information
bits may be arranged 1n a matrix, such as 1llustrated in FIGS.
2-4, and provided to the encoding input as a sequence of
columns (or sets of columns) of the matrix. For example, the
third encoding operation may include a single parity check
code that can correct a single erasure, such as described with
respect to FIG. 3. As another example, the third encoding
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operation may include a non-binary algebraic code, such as
described with respect to FIG. 4.

The method 500 also includes storing the first set of infor-
mation bits, the second set of information bits, the first set of
first parity bits, the second set of first parity bits, and the joint
parity bits 1n a memory of the data storage device as a single
codeword, at 508. For example, the single codeword may be
the codeword 149 of FIG. 1.

The method 500 may also include initiating a fourth encod-
ing operation to generate a set of joint parity protection bits
corresponding to the joint parity bits, such as by the fourth
ECC encoder 128 of FIG. 1. The single codeword may further
include the set of joint parity protection bits. The fourth
encoding operation may be initiated by providing the set of
joint parity bits to an encoding input of the fourth ECC
encoder 118 and sending a signal to a control mnput of the
tourth ECC encoder 118 to cause the fourth ECC encoder 118
to read the set of joint parity bits at the encoding input and to
perform the fourth encoding operation on the set of joint
parity bits.

By encoding information to enable multi-phase ECC
decoding based on algebraic codes, a first decoding phase
may be performed that decodes short sub-codes with reduced
latency as compared to BCH codes having comparable error
correction capacity as the multi-phase ECC decoding
scheme. A second decoding phase may provide stronger ECC
protection based on longer codes with reduced memory stor-
age requirements as compared to BCH codes having compa-
rable error correction capability. ECC using algebraic codes
may reduce decoder complexity and decoding latency as
compared to iterative decoding schemes such as Turbo Codes
or LDPC.

Referring to FIG. 6, a flow chart of a particular embodi-
ment of a method 600 of decoding data 1s depicted. The
method 600 may be performed at a data storage device, such
as the data storage device 102 of FIG. 1.

During a first phase of decoding, a first decoding operation
associated with a first error correcting code 1s initiated, at 602.
The first decoding operation uses a first set of information bits
and a first set of first parity bits of a codeword. The first error
correcting code 1s an algebraic code. For example, the first
decoding operation may be 1nitiated at the first ECC decoder
122 of F1G. 1 by providing the first set of information bits and
the first set of parity bits to a decoding 1input of the first ECC
decoder 122 and sending a signal to a control input of the first
ECC decoder 122 to cause the first ECC decoder 122 to read
the first set of information bits and the first set of parity bits at
the decoding mnput and to perform the first decoding opera-
tion. The codeword further includes a second set of informa-
tion bits, a second set of first parity bits, and a set of joint
parity bits, such as the codeword 159 of FIG. 1.

A second phase of decoding 1s 1nitiated 1n response to a
decoding failure of the first decoding operation, at 604. The
second phase includes initiating a second decoding operation
using the second set of information bits and the second set of
parity bits, at 606. The second decoding operation 15 associ-
ated with the first error correcting code. For example, the
second decoding operation may be mitiated at the first ECC
decoder 122 of FIG. 1 by providing the second set of infor-
mation bits and the second set of parity bits to a decoding
input of the first ECC decoder 122 and sending a signal to a
control mput of the first ECC decoder 122 to cause the {first
ECC decoder 122 to read the second set of information bits
and the second set of parity bits at the decoding mput and to
perform the second decoding operation.

The second phase includes initiating an encoding operation
associated with a second error correcting code to generate a
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second set of second parity bits corresponding to the second
set of information bits, at 606. The second error correcting
code 1s another algebraic code having a higher error correc-
tion capability than the first error correcting code. For
example, the encoding operation may be initiated at the sec-
ond ECC encoder 114 of FIG. 1 by providing the second set
of imnformation bits to an encoding mput of the second ECC
encoder 114 and sending a signal to a control mput of the
second ECC encoder 114 to cause the second ECC encoder
114 to read the second set of information bits at the encoding,
input and to perform the encoding operation on the second set
ol information bits.

The second phase includes mitiating a third decoding
operation using the set of joint parity bits and joint informa-
tion bits that correspond to the second set of second parity bits
to generate joint information bits corresponding to a first set
of second parity bits, at 608. The first set of second parity bits
1s associated with the first information bits. For example, the
first error correcting code may correspond to a first generator
polynomial, such as g,(x). The joint information bits (e.g.
W, (x)) corresponding to the second set of second parity bits
may include the second set of second parity bits divided by
the first generator polynomial (e.g. p,*(X)/g,(x)). As an
example, the third decoding operation may be initiated at the
third ECC decoder 126 of F1G. 1 by generating the set of joint
information bits including joint information bits correspond-
ing to the second set of parity bits (but excluding joint infor-
mation bits corresponding to the first set of information bits),
providing the set of joint information bits and the joint parity
bits to a decoding mmput of the third ECC decoder 126, and
sending a signal to a control input of the third ECC decoder
126 to cause the third ECC decoder 126 to read the set of joint
information bits and the set of joint parity bits at the decoding
input and to perform the third decoding operation on the set of
joint mformation bits and the set of joint parity bits.

The second phase also includes mnitiating a fourth decoding,
operation using the first set of information bits and the first set
of second parity bits, at 610. The fourth decoding operation 1s
associated with the second error correction code. For
example, the fourth decoding operation may be imitiated at the
second ECC decoder 124 of FIG. 1 by providing the first set
ol information bits and the first set of second parity bits to a
decoding mput of the second ECC decoder 124 and sending a
signal to a control input of the second ECC decoder 124 to
cause the second ECC decoder 124 to read the first set of
information bits and the first set of second parity bits at the
decoding mput and to perform the fourth decoding operation.

In some embodiments, the codeword further includes a set
ol joint parity protection bits, and the second phase 1includes
initiating a joint parity decoding operation using the set of
joint parity bits and the set of joint parity protection bits to
correct errors 1n the set of joint parity bits prior to 1nitiating
the third decoding operation. For example, the joint parity
decoding operation may be performed at the fourth ECC
decoder 128 of FIG. 1. As an example, the joint parity decod-
ing operation may be based on a single parity check code that
can correct a single erasure, such as described with respect to
FIG. 3. As another example, the joint parity decoding opera-
tion may be based on a non-binary algebraic code, such as
described with respect to FIG. 4.

By decoding using multi-phase ECC decoding based on
algebraic codes, a first decoding phase may be performed that
decodes short sub-codes with reduced latency and complex-
ity as compared to BCH codes having comparable error cor-
rection capacity as the multi-phase ECC decoding scheme. A
second decoding phase may provide stronger ECC protection
based on longer codes with reduced memory storage require-
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ments as compared to BCH codes having comparable error
correction capability. ECC using algebraic codes may reduce
decoder complexity and decoding latency as compared to
iterative decoding schemes such as Turbo Codes or LDPC.

Although various components depicted herein are illus-
trated as block components and described in general terms,
such components may include one or more microprocessors,
state machines, or other circuits configured to enable a data
storage device, such as the data storage device 102 of FIG. 1,
to perform the particular functions attributed to such compo-
nents, or any combination thereof. For example, one or both
of the multi-phase ECC encoding engine 110 and the multi-
phase ECC decoding engine 120 of FIG. 1 may represent
physical components, such as processors, state machines,
logic circuits, or other structures to enable encoding and
decoding of data according to a multi-phase ECC scheme
using algebraic codes.

One or both of the multi-phase ECC encoding engine 110
and the multi-phase ECC decoding engine 120 of FIG. 1 may
be implemented using a microprocessor or microcontroller.
In a particular embodiment, the multi-phase ECC decoding
engine 120 includes a processor executing instructions that
are stored at the memory 104. Alternatively, or 1n addition,
executable instructions may be stored at a separate memory
location that 1s not part of the memory 104, such as at a

read-only memory (ROM).

In a particular embodiment, the data storage device 102
may be a portable device configured to be selectively coupled
to one or more external devices. For example, the data storage
device 102 may be a removable device such as a universal
serial bus (USB) flash drive or removable memory card. How-
ever, 1n other embodiments, the data storage device 102 may
be attached or embedded within one or more host devices,
such as within a housing of a portable communication device.
For example, the data storage device 102 may be within a
packaged apparatus, such as a wireless telephone, a personal
digital assistant (PDA), a gaming device or console, a por-
table navigation device, a computer, or other device that uses
internal non-volatile memory. In a particular embodiment,
the data storage device 102 includes a non-volatile memory,

such as a Flash memory (e.g., NAND, NOR, Multi-Level Cell
(MLC), Divided bit-line NOR (DINOR), AND, high capaci-
tive coupling ratio (HiCR), asymmetrical contactless transis-
tor (ACT), or other Flash memories), an erasable program-
mable read-only memory (EPROM), an electrically-erasable
programmable read-only memory (EEPROM), a read-only
memory (ROM), a one-time programmable memory (OTP),
or any other type of memory.

The 1llustrations of the embodiments described herein are
intended to provide a general understanding of the various
embodiments. Other embodiments may be utilized and
derived from the disclosure, such that structural and logical
substitutions and changes may be made without departing
from the scope of the disclosure. This disclosure 1s intended to
cover any and all subsequent adaptations or variations of
various embodiments.

The above-disclosed subject matter 1s to be considered
illustrative, and not restrictive, and the appended claims are
intended to cover all such modifications, enhancements, and
other embodiments, which fall within the scope of the present
disclosure. Thus, to the maximum extent allowed by law, the
scope of the present invention 1s to be determined by the
broadest permissible interpretation of the following claims
and their equivalents, and shall not be restricted or limited by
the foregoing detailed description.
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What 1s claimed 1s:
1. A method of encoding data, the method comprising:
at a data storage device, performing:
iitiating a first encoding operation associated with a
first error correcting code to generate a first set of first
parity bits corresponding to a first set of information
bits and to generate a second set of first parity bits
corresponding to a second set of information bits,
wherein the first error correcting code 1s an algebraic
code;
initiating a second encoding operation associated with a
second error correcting code to generate a first set of
second parity bits corresponding to the first set of
information bits and to generate a second set of sec-
ond parity bits corresponding to the second set of
information bits, wherein the second error correcting,
code 1s another algebraic code having a higher error
correction capability than the first error correcting
code;
initiating a third encoding operation to generate a set of
joint parity bits corresponding to a set of joint infor-
mation bits, the set of joint information bits associated
with the first set of information bits and the second set
of information bits; and
storing the first set of information bits, the second set of
information bits, the first set of first parity bits, the
second set of first parity bits, and the joint parity bits

in a memory of the data storage device as a single
codeword.

2. The method of claim 1, further comprising 1nitiating a
fourth encoding operation to generate a set of joint parity
protection bits corresponding to the joint parity bits, wherein
the single codeword further includes the set of joint parity
protection bits.

3. The method of claim 1, wherein the third encoding
operation includes a single parity check code that corrects a
single erasure.

4. The method of claim 1, wherein the third encoding
operation includes a non-binary algebraic code.

5. The method of claim 1, wherein the first error correcting
code corresponds to a first generator polynomial and wherein
the set of joint information bits includes the first set of second
parity bits divided by the first generator polynomial and
includes the second set of second parity bits divided by the
first generator polynomaial.

6. A method of decoding data, the method comprising:

at a data storage device, performing:

initiating, during a first phase of decoding, a first decod-
ing operation associated with a first error correcting,
code, the first decoding operation using a first set of
information bits and a first set of first parity bits of a
codeword, wherein the first error correcting code 1s an
algebraic code and wherein the codeword further
includes a second set of information bits, a second set
of first parity bits, and a set of joint parity bits; and
initiating a second phase of decoding in response to a
decoding failure of the first decoding operation, the
second phase including;
imitiating a second decoding operation using the sec-
ond set of information bits and the second set of
first parity bits, the second decoding operation
associated with the first error correcting code;
imitiating an encoding operation associated with a
second error correcting code to generate a second
set of second parity bits corresponding to the sec-
ond set of information bits, wherein the second
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error correcting code 1s another algebraic code hav-
ing a higher error correction capabaility than the first
error correcting code;

imtiating a third decoding operation using the set of
joint parity bits and joint information bits that cor-
respond to the second set of second parity bits to
generate joint imnformation bits corresponding to a
first set of second parity bits, the first set of second
parity bits associated with the first information bits;
and

imitiating a fourth decoding operation using the first
set of information bits and the first set of second

parity bits, the fourth decoding operation associ-
ated with the second error correction code.

7. The method of claim 6, wherein the codeword further
includes a set of joint parity protection bits, and further com-
prising 1initiating a joint parity decoding operation using the
set of joint parity bits and the set of joint parity protection bits
to correct errors in the set of joint parity bits prior to initiating,
the third decoding operation.

8. The method of claim 7, wherein the joint parity decoding,
operation 1s based on a single parity check code that corrects
a single erasure.

9. The method of claim 7, wherein the joint parity decoding,
operation 1s based on a non-binary algebraic code.

10. The method of claim 6, wherein the first error correct-
ing code corresponds to a first generator polynomial and
wherein the joint information bits corresponding to the sec-
ond set of second parity bits include the second set of second
parity bits divided by the first generator polynomial.

11. A data storage device, comprising:

a memory; and

a multi-phase error correction coding (ECC) encoder

including;

a first encoder associated with a first error correcting
code and configured to generate a first set of first
parity bits corresponding to a first set of information
bits and to generate a second set of first parity bits
corresponding to a second set of mformation bits,
wherein the first error correcting code 1s an algebraic
code;

a second encoder associated with a second error correct-
ing code and configured to generate a first set of
second parity bits corresponding to the first set of
information bits and to generate a second set of sec-
ond parity bits corresponding to the second set of
information bits, wherein the second error correcting
code 1s another algebraic code having a higher error
correction capability than the first error correcting
code; and

a third encoder configured to generate a set of joint parity
bits corresponding to a set of joint information bits,
the set of joint information bits associated with the
first set of mnformation bits and the second set of
information bits,

wherein the multi-phase ECC encoder 1s configured to

generate a codeword 1ncluding the first set of informa-

tion bits, the second set of information bits, the first set of
first parity bits, the second set of first parity bits, and the
joint parity bits to be stored in the memory.

12. The data storage device of claim 11, wherein the multi-
phase ECC encoder further includes a fourth ECC encoder
configured to generate a set of joint parity protection bits
corresponding to the joint parity bits and wherein the multi-
phase ECC encoder 1s configured to include the set of joint
parity protection bits 1n the codeword.
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13. The data storage device of claim 11, wherein the third
encoder 1s configured to use a single parity check code that
corrects a single erasure per codeword.

14. The data storage device of claim 11, wherein the third
encoder 1s configured to use a non-binary algebraic code.

15. The data storage device of claim 11, wherein the first
error correcting code corresponds to a first generator polyno-
mial and wherein the set of joint information bits includes the
first set of second parity bits divided by the first generator
polynomial and includes the second set of second parity bits
divided by the first generator polynomual.

16. A data storage device, comprising:

a memory; and

a multi-phase error correction coding (ECC) decoder

including;:

a first decoder associated with a first error correcting
code and configured to recerve a first set of informa-
tion bits and a first set of first parity bits ol a codeword
that 1s stored at the memory, wherein the first error
correcting code 1s a first algebraic code and wherein
the codeword further includes a second set of 1nfor-
mation bits, a second set of first parity bits, and a set of
joint parity bits;

a second decoder associated with a second error correct-
ing code and configured to recerve the first set of
information bits and a first set of second parity bits
and to generate an error-corrected version of the first
set of information bits, wherein the second error cor-
recting code 1s another algebraic code having a higher
error correction capability than the first error correct-
ing code; and

a third decoder configured to receive the set of joint
parity bits and a set of joint information bits and to
generate an error-corrected version of the set of joint
information bits, wherein the set of joint information
bits 15 associated with the first set of information bits
and the second set of information bits,

wherein the multi-phase ECC decoder 1s configured to

perform a first phase decoding of the first set of infor-
mation bits using the first decoder and, in response to a
decode failure during the first phase decoding, to per-
form a second phase decoding that includes decoding
the second set of information bits using the first decoder,
generating a second set of second parity bits correspond-
ing to the second set of information bits, decoding joint
information bits corresponding to the first set of 1nfor-
mation bits using the third decoder, and decoding the
first set of information bits using the second decoder,
wherein the first set of second parity bits provided to the
second decoder corresponds to the decoded joint infor-
mation bits corresponding to the first set of information
bits.

17. The data storage device of claim 16, wherein the code-
word further includes a set of joint parity protection bits, and
turther comprising a fourth decoder configured to perform a
1ot parity decoding operation to use the set of joint parity
bits and the set of joint parity protection bits to generate an
error-corrected version of the set of joint parity bits.

18. The data storage device of claim 17, wherein the joint
parity decoding operation 1s based on a single parity check
code that corrects a single erasure per codeword.

19. The data storage device of claim 17, wherein the joint
parity decoding operation 1s based on a non-binary algebraic
code.

20. The data storage device of claim 16, wherein the first
error correcting code corresponds to a first generator polyno-
mial and wherein the joint information bits corresponding to
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the first set of information bits include the first set of second
parity bits divided by the first generator polynomual.

21. The method of claim 1, wherein a subset of bits of a
codeword of the second error correcting code constitutes a
codeword of the first error correcting code. 5

22. The method of claim 6, wherein a subset of bits of a
codeword of the second error correcting code constitutes a
codeword of the first error correcting code.
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