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SNIFFING HYPERTEXT CONTENT TO
DETERMINE TYPLE

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to 1dentifying con-
tent provided over a network. In particular, the present inven-
tion 1s directed toward determining a type of content embed-

ded within a page of the Word Wide Web.
2. Description of the Related Art

Content viewed over the World Wide Web often 1nvolves
more than simply plain text. Today’s web suriers are able to
listen to music, view movies and perform various animation
tasks, bank online, and play games. In some instances, surters
view this content by following a link directly to the content.
Perhaps more commonly, the content 1s embedded within a
web page provided by a web server to a web client, and
referenced using HTML tags. These embedding tags, such as
the <embed> and <object> tags, inform the web client about
the type of content that 1s embedded. This typically signals
the web client to use a particular plug-in application in order
to display the content. In the case of an <embed> tag, the
content type 1s specified by use of a MIME type, which 1s
typically associated at the client side with a particular appli-
cation that handles that type of content. In the case of an
<object> tag, a class ID 1s typically also provided. The class
ID typically unmiquely 1dentifies a particular version of a par-
ticular application that should be used to play the object.

Because the plug-in application 1s chosen according to the
tag, 1t 1s possible that the plug-in specified will not be the
plug-1n most appropriate for the content to be viewed. This
might happen, for example, due to programmer error, content
revisions that are not correctly propagated to all documents,
etc. Under these circumstances, the content 1s not viewable,

and typically the end user 1s provided with an error message,
or undecipherable characters.

Conventional methods exist for determining the content
type of a web page returned by the server. For example, in
Microsolit’s Internet Explorer, MIME type determination
occurs through a FindMimeFromData method that contains
hard-coded tests for a variety of MIME types. The method
scans through the buffer contents and identifies a MIME type
that 1s either known, unknown or ambiguous. Although the
method can be used for determining the content type of a
whole page, it does not address the problem of identitying the
type of content embedded within a page.

Accordingly, there 1s a need for a system and method for
more reliably 1dentifying types of content received over the

World Wide Web.

SUMMARY OF THE INVENTION

The present invention enables correct detection of embed-
ded content type, which in turn enables an operating system to
launch the correct program to handle the embedded content.
A page retrieval module of the present invention retrieves an
HTML page from a server, the contents of which are parsed
by a parsing module. An embedded content analyzer gathers
information from the parsed page about content embedded
within the web page and proceeds to determine the type of
content that 1s embedded. Content type 1s determined by
analyzing various parameters such as a type specified by the
web page, content type provided by an HTTP response,
known file extensions present in a URL associated with the
content or with the name of the file itself, and by sniffing the
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file. In one embodiment, the results of each analysis are
weighted and a determination 1s made based upon the
weighted total of results.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram 1llustrating a system for embed-
ded content-type detection 1n accordance with an embodi-
ment of the present invention.

FIG. 2 1s a flowchart illustrating a method for determining
embedded content type detection in accordance with an
embodiment of the present invention.

FIG. 3 illustrates an example of HIML code for speciiying,
embedded content parameters.

FIG. 4 1s a flow chart 1llustrating a method for selecting a
correct content type for retrieved embedded content 1n accor-
dance with an embodiment of the present invention.

FIG. 5 1s a flow chart i1llustrating a method for selecting a
correct content type for retrieved embedded content 1n accor-
dance with an embodiment of the present invention.

The figures depict preferred embodiments of the present
invention for purposes of illustration only. One skilled 1n the
art will readily recognize from the following discussion that
alternative embodiments of the structures and methods 1llus-
trated herein may be employed without departing from the
principles of the invention described herein.

DETAILED DESCRIPTION OF THE PR
EMBODIMENTS

(L]
=]

ERRED

FIG. 1 1llustrates a system 100 for performing embedded
content type detection 1n accordance with an embodiment of
the present invention. System 100 includes a page retrieval
module 102 for retrieving web pages from a web server 108.
A parsing module 104 parses pages retrieved by page retrieval
module 102, and passes any embedded content information in
the page to an embedded content analyzer 106. The embed-
ded content analyzer 106 retrieves embedded content from a
content server 110 and determines 1ts proper content type 1n
the mariner described below. Note that the system 1llustrated
in FIG. 1 1s merely one possible embodiment of system 100,
and other embodiments of such a system can provide similar
functionality—{for example, all three modules 102, 104, 106
may be sub-modules of a single web browser, or may be
subdivided further into more granular components.

Referring now to FIG. 2, there 1s shown a method for
determining a content type in accordance with a preferred
embodiment of the present invention. First, at step 202, page
retrieval module 102 retrieves an HTML page from a web
server 108 using a conventional HI'TP GET request. The
contents of the retrieved page are then parsed 204 by parsing
module 104. An example of code 300 to be parsed 1s illus-
trated 1n FIG. 3. A portion 302 of the code contains an
<object> tag and associated fields.

In the example of code 302, the “classID” attribute 1denti-
fies a particular ActiveX control for use when viewing the
content on a computer running the Microsoit Windows oper-
ating system. The “width” and “height” attributes specily a
s1ze of the page that should be allocated to present the embed-
ded content. The “codebase™ attribute specifies a URL where
the appropriate ActiveX control can be downloaded. The tags
and attributes included 1n code 300 are but one example of
HTML describing embedded content. Those of skill in the art
are familiar with a variety of tags and parameters that are
available to those providing embedded content within a web

page.
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Embedded content analyzer 106 of system 100 then gath-
ers 206 mnformation from the parsed page about 1ts embedded
content. The information available 1s preferably HI'ML-com-
pliant and typically includes a class ID (11 the <object> type 1s
used), a specified MIME type (which may or may not be
accurate), a codebase and plug-ins page, and a URL of the
actual embedded content data.

Next, embedded content analyzer 106 determines 208
whether the embedded content should be retrieved by the
specified plug-in or by the browser. If 210 the specified plug-
in 1s responsible for obtaining the content, then the process
terminates. This may be the case, for example, 1f a class 1D 1s
present 1n the code and the particular class ID 1s known with
certainty to the browser to correspond to a particular plug 1n.
If the browser 1s to retrieve the embedded content, then 1t
sends 212 an HTTP GET request to the content server 110
identified by the URL specified in the page by the *“src”
parameter. Parsing module 104 then parses 214 the HT'TP
response recerved from the content server 110 to obtain the
values specified by the content-type and content-disposition
ficlds of the HTTP response. An example of an HTTP
response that 1s returned 1n one embodiment where the con-
tent 1s a QuickTime movie 1s:

HTTP/1.1 200 OK

Content-Length: 32483

Content-Type: video/quicktime

Server: Apache/1.3.29 (Darwin) PHP/4.3.1
Last-Modified: Thu, 31 Mar. 2005 23:08:23 GMT
Elag: “7ee3-424¢c82e7”

Cache-Control: max-age=2406

Expires: Wed, 6 Apr. 2005 19:24:53 GMT

Date: Wed, 6 Apr. 2005 18:44:47 GMT
Connection: keep-alive

The response header 1n this example would then be fol-
lowed by 32483 bytes of movie data in QuickTime format.
Embedded content analyzer 106 examines 216 the HI'TP
response recerved from content server 110, reading past the
header data and examining the content of the file. In a pre-
terred embodiment, embedded content analyzer 106 sniifs
(1.e. reads) a small amount, e.g., 4 kilobytes, of the content to
determine its type. Embedded content analyzer 106 then
draws an inference based on the sniffed data as to the correct
MIME-type. In one embodiment, embedded content analyzer
106 uses a conventionally-known Unix magic number algo-
rithm to 1dentity a file’s type by determining whether the file
includes a certain magic number. A magic file
(typically /usr/share/magic 1n Unix) specifies which magic
numbers should be tested for, and how to do the test. Magic
tables are currently used 1n the art to interpret, for example,
Unix-style command line instructions and determine {ile
types relevant to those instructions. An embodiment of the
present mnvention uses the logic of magic table entries to
determine content type. Magic numbers are further described
in the Unix “man” page for “magic”. In one embodiment, the
magic number algorithm also reports a confidence value indi-
cating how close the tested content 1s to the canonical result
for the determined file type. For example, each magic number
rule has an associated weight number. The algorithm then
returns a cumulative number 1indicating the total weight of all
the rules that match the content.

System 100 next combines the results of the tests described
above 1n order to make 218 a determination as to the correct
content-type for the embedded content. For example, 1n one
embodiment 11 sniffing the content of a file indicates that the
file 1s a text file, embedded content analyzer 106 assigns a
value of +5 to a text weight. If the result of magic number
analysis suggests that the file 1s an mp3 file, embedded con-
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tent analyzer 106 assigns a value of +10 to an mp3 weight. In
this example, the result of snmiffing and of magic number
analysis differ, but the magic number analysis has a greater
weight, so embedded content analyzer 106 determines that
the file 1s an mp3 file. As will be apparent to those of skill in
the art, the weight assigned to a result determined by each
type of analysis can be varied to tweak results.

In one embodiment, the choice 218 of a MIME type by
system 100 depends on a combination of factors including
actual gathered information about the content; inferred infor-
mation about the content (as described above with respect to
sniffing of the data); a mapping {from class ID, file name
extensions and codebases to plug-ins; and a mapping from a
specified plug-1n page to a plug-in.

FIG. 4 1s a flowchart 1llustrating a method for determining
a content type in accordance with an embodiment of the
present invention. First, if a type 1s 402 specified 1mn an
<embed> tag, and the type 1s other than “application/octet-
stream”, embedded content analyzer 106 uses 403 that type as
the content type. The “application/octet-stream” tag 1s typi-
cally 1ignored because it provides essentially no information
about the content type of the file. Next, 11 no type 1s included
in an <embed> tag, or if the type i1s “application/octet-
stream”, embedded content analyzer 106 checks 404 the type
listed 1n the *“‘content type” supplied as part of the HI'TP
response, and uses 405 that type unless the indicated content
type 1s “application/octet-stream”™ or “text/plain”. The “text/
plain” type 1s preterably 1gnored like the “application/octet-
stream’ tag, because 1t 1s frequently used incorrectly and thus
should not be relied upon. It a type has still not been selected,
embedded content analyzer 106 then determines 406 whether
the URL speciiying the location of the embedded content
includes a file extension stored 1n a database of system 100. If
s0, then embedded content analyzer 106 uses 407 the plug-in
associated with the file extension. If not, 1t examines the
content disposition header to determine whether 408 1t
includes a file extension stored 1n a database of system 100. If
s0, then embedded content analyzer 106 uses 409 the plug-in
associated with the file extension. Finally, 11 a content type
has not been determined by the above steps, an error message
1s displayed 410 indicating that the content cannot be dis-
played.

In one embodiment, the method just described 1s altered to
assign a score to each outcome. For example, 1f in step 404 the
content-type 1s “text/plain” a score of +1 might be assigned to
“text/plain” as a potential content type. At step 406, i1 the
URL includes a known file extension for an mp3, a score o +3
might be assigned to “audio/mpeg3™ as a potential content
type. Embedded content analyzer 106 then assigns the con-
tent type having the highest score as the content type to be
used for the file.

FIG. 5 1s a flowchart illustrating a method for determining
a content type 1n accordance with an alternative embodiment
of the present invention. First, if 502 the result of sniffing by
the embedded content analyzer 106 returned a content type
with a level of confidence greater than a threshold amount,
that type 1s used 503 by system 100. In the alternative, embed-
ded content analyzer 106 next checks 504 the type listed in the
“content type” of the HT'TP response, and as described above,
uses 505 that type unless the indicated content type 1s “appli-
cation/octet-stream” or “text/plain”™. If a type has still not

been selected, embedded content analyzer 106 then deter-
mines 306 whether the URL specitying the location of the
embedded content includes a file extension stored 1n a data-
base of system 100. IT so, then embedded content analyzer
106 uses 507 the plug-1n associated with the file extension. If
not, 1t examines the content disposition header to determine
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whether 508 1t includes a file extension stored 1n a database of
system 100. I so, then embedded content analyzer 106 uses
509 the plug-1n associated with the file extension. If not, then
embedded content analyzer 106 uses 511 any determination 1t
1s able 510 to make based on the sniffing of the content type,
regardless of the confidence level. Finally, 11 a content type
has not been determined by the above steps, an error message
1s displayed 512 indicating that the content cannot be dis-
played.

Note that as with the method 1llustrated in FIG. 4, the above
method can be modified 1n one embodiment to assign a score
to each outcome.

The present imvention has been described in particular
detail with respect to a limited number of embodiments.
Those of skill in the art will appreciate that the invention may
additionally be practiced 1n other embodiments.

Within this written description, the particular naming of
the components, capitalization of terms, the attributes, data
structures, or any other programming or structural aspect 1s
not mandatory or sigmificant, and the mechanisms that imple-
ment the invention or 1ts features may have different names,
formats, or protocols. Further, the system may be imple-
mented via a combination of hardware and software, as
described, or entirely 1n hardware elements. Also, the particu-
lar division of functionality between the various system com-
ponents described herein 1s merely exemplary, and not man-
datory; functions performed by a single system component
may instead be performed by multiple components, and func-
tions performed by multiple components may instead per-
formed by a single component. For example, the particular
functions of embedded content analyzer 106, page retrieval
module 102, parsing module 104 and so forth may be pro-
vided 1n many or one module.

Some portions of the above description present the feature
of the present invention in terms of algorithms and symbolic
representations ol operations on information. These algorith-
mic descriptions and representations are the means used by
those skilled 1n the art to most eflectively convey the sub-
stance of their work to others skilled 1n the art. These opera-
tions, while described functionally or logically, are under-
stood to be 1mplemented by computer programs.
Furthermore, 1t has also proven convenient at times, to refer to
these arrangements of operations as modules or code devices,
without loss of generality.

It should be borne in mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as
apparent from the present discussion, it 1s appreciated that
throughout the description, discussions utilizing terms such
as “processing’” or “computing” or “determining” or the like,
refer to the action and processes of a computer system, or
similar electronic computing device, that manipulates and
transforms data represented as physical (electronic) quanti-
ties within the computer system memories or registers or
other such information storage, transmission or display
devices.

Certain aspects of the present invention include process
steps and instructions described herein 1n the form of an
algorithm. The process steps and instructions of the present
invention could be embodied in software, firmware or hard-
ware, and when embodied 1n software, could be downloaded
to reside on and be operated from different platforms used by
real time network operating systems.

The present invention also relates to an apparatus for per-
forming the operations herein. This apparatus may be spe-
cially constructed for the required purposes, or 1t may com-
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prise a general-purpose computer selectively activated or
reconfigured by a computer program stored 1n the computer.
Such a computer program may be stored 1n a computer read-
able storage medium, such as, but is not limited to, any type of
disk including floppy disks, optical disks, CD-ROMs, mag-
netic-optical disks, read-only memories (ROMs), random
access memories (RAMs), EPROMs, EEPROMSs, magnetic
or optical cards, application specific integrated circuits
(ASICs), or any type of media suitable for storing electronic
istructions, and each coupled to a computer system bus.
Furthermore, the computers referred to in the specification
may include a single processor or may be architectures
employing multiple processor designs for increased comput-
ing capability.

The algorithms and displays presented herein are not inher-
ently related to any particular computer or other apparatus.
Various general-purpose systems may also be used with pro-
grams 1n accordance with the teachings herein, or it may
prove convenient to construct more specialized apparatus to
perform the required method steps. The required structure for
a variety of these systems will appear from the description
above. In addition, the present invention 1s not described with
reference to any particular programming language. It 1s
appreciated that a variety of programming languages may be
used to implement the teachings of the present mvention as
described herein, and any references to specific languages are
provided for disclosure of enablement and best mode of the
present invention.

Finally, 1t should be noted that the language used in the
specification has been principally selected for readability and
istructional purposes, and may not have been selected to
delineate or circumscribe the inventive subject matter.
Accordingly, the disclosure of the present invention 1s

intended to be illustrative, but not limiting, of the scope of the
invention.
The invention claimed 1s:
1. A method for determining a type of embedded content in
a web page, the method comprising:
receving web page content;
parsing the received web page content;
determiming from the parsing that the web page content
specifies embedded content to be retrieved;
requesting the embedded content; recerving the embedded
content and a response header;
analyzing the received embedded content to determine a
first type of the embedded content;
analyzing the recerved response header to determine a sec-
ond type of the embedded content; and
responsive to one of the first type of the embedded content
and the second type of the embedded content not being
an excluded content type, determining a third type of the
embedded content based on the first type of the embed-
ded content and based on the second type of the embed-
ded content, wherein the third type of the embedded
content 1s either the first type of the embedded content or
the second type of the embedded content; and
responsive to the first type of the embedded content and the
second type of the embedded content being excluded
content types, determining the third type of the embed-
ded content based on a highest score of a plurality of
generated scores for a plurality ol possible content types,
the plurality of possible content types comprising the
second type of the embedded content, the first type ol the
embedded content, and a content type associated with a
file extension for the embedded content.
2. The method of claim 1 wherein analyzing the received
embedded content includes sniffing the embedded content.




US 8,612,844 Bl

7

3. The method of claim 2 further comprising using a magic-
number algorithm to determine the first content type from the
sniffed embedded content.

4. The method of claim 3 wherein the magic-number algo-
rithm includes a confidence value indicative of the accuracy
of the determined first content type.

5. The method of claim 1, further comprising;

for each of the plurality of possible content types, gener-

ating the score for each possible content type, each score
indicative of a likelihood that the embedded content 1s of
the corresponding possible content type.

6. The method of claim S wherein the scores are generated
according to results of a plurality of content type analyses.

7. The method of claim 6 wherein one of the plurality of
content type analyses includes using a magic-number algo-

rithm.

8. The method of claim 6 wherein one of the plurality of
content type analyses includes smiiling the embedded content.

9. The method of claim 6 wherein one of the plurality of
content type analyses includes determinming a mapping from a
class 1D attribute to a content type.

10. The method of claim 6 wherein one of the plurality of
content type analyses includes determining a mapping from a
file name extension to a content type.

11. The method of claim 6 wherein one of the plurality of
content type analyses includes determinming a mapping from a
codebase attribute within an HI'ML <object> tag to a content
type.

12. The method of claim 6 wherein one of the plurality of
content type analyses includes determining a mapping from a
specified plug-in location to a content type.

13. The method of claim 1, further comprising:

determining from the parsing that the web page content
specifies embedded content to be retrieved from an
embedded content source, the embedded content source
identified by a URL that includes the file extension; and

responsive to determining the third type is the content type
associated with the file extension, determining that the
embedded content should be handled by a plug-1n asso-
ciated with the file extension based on the file extension
being associated with the plug-in 1n a database.

14. The method of claim 1, wherein the receirved response
header includes a content-disposition field, further compris-
ng:

responsive to the content-disposition field including the

file extension and determining that the third type 1s the
content type associated with the predetermined file
extension, determining that the embedded content
should be handled by a plug-in associated with the file
extension based on the file extension being associated
with the plug-1n 1n a database.

15. A computer program product for determining a type of
embedded content 1n a web page, the computer program
product stored on a non-transitory computer readable
medium and including instructions configured to cause a
processor to carry out the steps of:

receiving web page content;

parsing the received web page content;

determining from the parsing that the web page content

specifies embedded content to be retrieved,;

requesting the embedded content;

receiving the embedded content and a response header;

analyzing the recerved embedded content to determine a

first type of the embedded content;

analyzing the received response header to determine a sec-

ond type of the embedded content; and
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responsive to one of the first type of the embedded content
and the second type of the embedded content not being,
an excluded content type, determining a third type of the
embedded content based on the first type of the embed-
ded content and based on the second type of the embed-
ded content, wherein the third type of the embedded
content 1s either the first type of the embedded content or
the second type of the embedded content; and

responsive to the first type of the embedded content and the
second type of the embedded content being excluded
content types, determining the third type of the embed-
ded content based on a highest score of a plurality of
generated scores for a plurality of possible content types,
the plurality of possible content types comprising the
second type of the embedded content, the first type of the
embedded content, and a content type associated with a
file extension for the embedded content.

16. A system for determiming a type of embedded content

in a web page, the system comprising:

receving means, for receving web page content;

parsing means, coupled to the receiving means, for parsing
the recetved web page content;

determining means, coupled to the parsing means, for
determining from the parsing that the web page content
specifies embedded content to be retrieved;

requesting means, coupled to the determining means, for
requesting the embedded content;

recerving means, coupled to the requesting means, for
receiving the embedded content and a response header;
and

analyzing the received embedded content to determine a
first type of the embedded content;

analyzing the received response header to determining a
second type of the embedded content; and

responsive to one of the first type of the embedded content
and the second type of the embedded content not being
an excluded content type, determining a third type of the
embedded content based on the first type of the embed-
ded content and based on the second type of the embed-
ded content, wherein the third type of the embedded
content 1s either the first type of the embedded content or
the second type of the embedded content; and

responsive to the first type of the embedded content and the
second type of the embedded content being excluded
content types, determining the third type of the embed-
ded content based on a highest score of a plurality of
generated scores for a plurality ol possible content types,

the plurality of possible content types comprising the
second type of the embedded content, the first type ol the
embedded content, and a content type associated with a
file extension for the embedded content.

17. A system for determiming a type of embedded content

in a web page, the system comprising:

a Processor;

a page recerving module executed by the processor for
receiving web page content;

a parsing module, coupled to the page receiving module
and executed by the processor, for parsing the received
web page content; and

an embedded content analyzer, coupled to the parsing
module and executed by the processor, for:

determining from the parsing that the web page content
specifies embedded content to be retrieved;

requesting the embedded content;

recerving the embedded content and a response header;

analyzing the received embedded content to determine a
first type of the embedded content;
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analyzing the received response header to determine a sec-

ond type of the embedded content;

responsive to one of the first type of the embedded content

and the second type of the embedded content not being
an excluded content type, determining a third type of the
embedded content based on the first type of the embed-
ded content and based on the second type of the embed-
ded content, wherein the third type of the embedded
content 1s e1ther the first type of the embedded content or
the second type of the embedded content; and

responsive to the first type of the embedded content and the

second type of the embedded content being excluded
content types, determining the third type of the embed-
ded content based on a highest score of a plurality of
generated scores for a plurality of possible content types,
the plurality of possible content types comprising the
second type, the first type, and a content type associated

with a file extension for the embedded content.
18. A method for determining a type of embedded content

in a web page, the method comprising:
receiving web page content;
parsing the received web page content to 1dentily a refer-

ence to embedded content;

requesting the referenced embedded content;
receiving the embedded content and an associated

response header, the response header specifying a first
content type of the embedded content for the received
embedded content;

sniffing the recerved embedded content to determine a
second content type of the embedded content, the deter-
mination having an associated level of confidence;

responsive to the level of confidence associated with the

determined second content type of the embedded con-
tent exceeding a threshold level, displaying tile embed-
ded content on the web page using the second content
type of the embedded content;
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responsive to the level of confidence associated with the

determined second content type of the embedded con-
tent not exceeding the threshold level and responsive to
the first content type of the embedded content not being
an excluded content type, displaying the embedded con-
tent on the web page using the first content type of the
embedded content; and

responsive to the level of confidence associated with the

determined second content type of the embedded con-
tent not exceeding the threshold level and responsive to
the first content type of the embedded content being an
excluded content type, displaying the recerved embed-
ded content using a content type with a highest score of
a plurality of generated scores for a plurality of possible
content types, the plurality of possible content types
comprising the sniffed second content type of the
embedded content, the specified first content type of the
embedded content and a content type associated with a

file extension tor the embedded content.

19. The method of claim 18 wherein the embedded content
1s retrieved from a first location, the method further compris-
ng:

determining whether a URL specifying the first location

includes one of a plurality of file extensions indexed to a
plug-1n 1n a database.

20. The method of claim 19 further comprising:
responsive to the URL including a file extension not

indexed to a plug-in in the database, displaying the
received embedded content using the second content
type of the embedded content.

21. The method of claim 18, wherein the excluded content

type 1s one of application/octet-stream and text/plain.
22. The method of claim 19 further comprising:
responsive to the URL including one of the plurality of file

extensions, displaying the recerved embedded content
using the indexed plug-1n.
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