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When the controller receives a write command,
cenerate a tirst random function, wherein the write
command is utilized for instructing the controller
to write the data into the Flash memory

9172

Adjust a plurality ot bits of the data bit by bit
according to a sequence of the first random function
to generate a pseudo-random bit sequence, and write 914
the pseudo-random bit sequence into the Flash
memory to represent the data, whereby data pattern
distribution of the data is adjusted

When the controller receives a read
command, generate a second random 916
function, wherein the read command is
utilized for instructing the controller to
read the data trom the Flash memory

Adjust bit by bit the pseudo-random bit sequence
read from the Flash memory according to a
sequence of the second random function to 913

reproduce the data, whereby the original data
pattern distribution of the data is recovered
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METHOD FOR PERFORMING DATA
PATTERN MANAGEMENT REGARDING
DATA ACCESSED BY A CONTROLLER OF A
FLASH MEMORY, AND ASSOCIATED
MEMORY DEVICE AND CONTROLLER
THEREOFK

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to access to a Flash memory,
and more particularly, to a method for performing data pattern
management regarding data accessed by a controller of a
Flash memory, and to an associated memory device and a
controller thereof.

2. Description of the Prior Art

As technologies of Flash memories progress in recent
years, many kinds of portable memory devices, such as
memory cards respectively complying with SD/MMC, CF,
MS, and XD standards, are widely implemented in various
applications. Therefore, the control of access to Flash memo-
ries 1n these portable memory devices has become an 1impor-
tant 1ssue.

Taking NAND Flash memories as an example, they can
mainly be divided into two types, 1.e. Single Level Cell (SLC)
Flash memories and Multiple Level Cell (MLC) Flash memo-
ries. Each transistor that 1s considered a memory cell in SLC
Flash memories only has two charge levels that respectively
represent a logical value O and a logical value 1. In addition,
the storage capability of each transistor that 1s considered a
memory cell in MLC Flash memornies can be fully utilized.
More specifically, the voltage for driving memory cells 1n the
MLC Flash memories 1s typically higher than that 1n the SLC
Flash memories, and different voltage levels can be applied to
the memory cells in the MLC Flash memories 1n order to
record information of two bits (e.g. binary values 00, 01, 11,
or 10) 1n a transistor that 1s considered a memory cell. Theo-
retically, the storage density of the MLC Flash memories may
reach twice the storage density of the SL.C Flash memories,
which 1s considered good news for NAND Flash memory
manufacturers who encountered a bottleneck of NAND Flash

technologies.
As MLC Flash memories are cheaper than SLC Flash

memories, and are capable of providing higher capacity than
SLC Flash memories while the space 1s limited, MLC Flash

memories have been a main stream for implementation of

most portable memory devices on the market. However, vari-
ous problems of the MLC Flash memories have arisen due to
their unstable characteristics. In order to ensure that the
access control of a portable memory device over the Flash
memory therein can comply with related standards, the con-
troller of the Flash memory should have some handling
mechanisms 1n order to properly handle its data access opera-
tions.

According to the related art, the portable memory device
having the aforementioned handling mechamisms may still
sulfer from some deficiencies. For example, due to usage
behaviors of the user, data of some specific data patterns
would probably be constantly written into the Flash memory,
where these specific data patterns may easily cause errors
such as write/program errors, read errors, etc. Therefore, a
novel method 1s required for performing data pattern man-
agement regarding data accessed by the controller 1n order to
reduce the probability of error occurrence.

SUMMARY OF THE INVENTION

It 1s therefore an objective of the claimed invention to
provide a method for performing data pattern management
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2

regarding data accessed by a controller of a Flash memory,
and to provide an associated memory device and a controller

thereol, 1n order to solve the above-mentioned problem.

According to a preferred embodiment of the claimed
invention, a method for performing data pattern management
regarding data accessed by a controller of a Flash memory
comprises: when the controller receitves a write command,
generating a first random function, wherein the write com-
mand 1s utilized for instructing the controller to write the data
into the Flash memory; and adjusting a plurality of bits of the
data bit by bit according to a sequence of the first random
function to generate a pseudo-random bit sequence, and writ-
ing the pseudo-random bit sequence into the Flash memory to
represent the data, whereby data pattern distribution of the
data 1s adjusted.

While the method mentioned above 1s disclosed, an asso-
ciated memory device 1s further provided. The memory
device comprises: a Flash memory comprising a plurality of
blocks; and a controller arranged to access the Flash memory
and manage the plurality of blocks, and further perform data
pattern management regarding data accessed by the control-
ler itself In addition, the controller comprises a randomizer
arranged to generate a first random function when the con-
troller receives a write command, wherein the write com-
mand 1s utilized for instructing the controller to write the data
into the Flash memory. Additionally, the controller adjusts a
plurality of bits of the data bit by bit according to a sequence
of the first random function to generate a pseudo-random bit
sequence, and writes the pseudo-random bit sequence into the
Flash memory to represent the data, whereby data pattern
distribution of the data 1s adjusted.

While the method mentioned above 1s disclosed, a control-
ler of a memory device 1s further provided, wherein the con-
troller 1s utilized for accessing a Flash memory comprising a
plurality of blocks. The controller comprises: a read only
memory (ROM) arranged to store a program code; a micro-
processor arranged to execute the program code to control
access to the Flash memory and manage the plurality of
blocks; and a randomizer arranged to generate a first random
function when the controller receives a write command,
wherein the write command 1s utilized for instructing the
controller to write data into the Flash memory. In addition, the
controller adjusts a plurality of bits of the data bit by bat
according to a sequence of the first random function to gen-
erate a pseudo-random bit sequence, and writes the pseudo-
random bit sequence 1nto the Flash memory to represent the
data, whereby data pattern distribution of the data 1s adjusted.

These and other objectives of the present invention will no
doubt become obvious to those of ordinary skill 1n the art after
reading the following detailed description of the preferred
embodiment that 1s illustrated 1n the various figures and draw-
Ings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram of a memory device according to a first
embodiment of the present invention.

FIG. 2 1s a flowchart of a method for performing data
pattern management regarding data accessed by a controller
of a Flash memory according to one embodiment of the
present 1nvention.

FIG. 3 1s a diagram 1llustrating data pattern management
involved with the method shown 1n FIG. 2 according to an

embodiment of the present invention.
FIGS. 4A-4C 1llustrate programmable Linear Feedback
Shift Registers (programmable LFSRs) utilized by the

memory device shown in FIG. 1 according to respective



US 8,612,667 B2

3

embodiments of the present invention, where the program-
mable LFSRs of these embodiments can be applied to the

randomizer or the derandomizer shown in FIG. 1.

FIG. 5 1s a diagram of a memory device according to a
second embodiment of the present invention.

FIG. 6 illustrates a look-up table utilized by the key gen-
erator shown 1n FIG. § according to an embodiment of the
present invention.

DETAILED DESCRIPTION

Please refer to FIG. 1, which illustrates a diagram of a
memory device 100 according to a first embodiment of the
present invention. In particular, the memory device 100 of this
embodiment is a portable memory device, examples of which
may include, but not limited to, memory cards complying

with SD/MMC, CF, MS, or XD standards, and Universal
Serial Bus (USB) Flash drives (which can be referred to as
USB Flash disks). The memory device 100 comprises a Flash
memory 120, and further comprises a controller arranged to
access the Flash memory 120, where the aforementioned
controller of this embodiment 1s a memory controller 110.
According to this embodiment, the memory controller 110
comprises a microprocessor 112, aread only memory (ROM)
112M, a control logic 114, a bufler memory 116, and an
interface logic 118. In addition, the control logic 114 com-
prises an Error Correction Code (ECC) encoder 1142, a ran-
domizer 1144, a derandomizer 1146, and an ECC decoder
1148.

In this embodiment, the ROM 112M 1is arranged to store a
program code 112C, and the microprocessor 112 1s arranged
to execute the program code 112C to control the access to the
Flash memory 120. Typically, the Flash memory 120 com-
prises a plurality of blocks, and the controller (e.g. the
memory controller 110 that executes the program code 112C
by utilizing the microprocessor 112) performs data erasure
operations on the Flash memory 120 by erasing in units of
blocks. In addition, a block can be utilized for recording a
specific amount of pages, where the controller mentioned
above performs data writing operations on the Flash memory
120 by writing/programming 1n units of pages.

In practice, the memory controller 110 that executes the
program code 112C by utilizing the microprocessor 112 1s
capable of performing various control operations by utilizing
the internal components within the memory controller 110.
For example, the memory controller 110 utilizes the control
logic 114 to control access to the Flash memory 120 (e.g.
operations of accessing at least one block or at least one page),
utilizes the buffer memory 116 to perform bulfering opera-
tions for the memory controller 110, and utilizes the interface
logic 118 to communicate with a host device. According to
this embodiment, in addition to accessing the Flash memory
120, the memory controller 110 1s capable of properly man-
aging the plurality of blocks.

In addition, the memory controller 110 can further perform
data pattern management regarding data accessed by the
memory controller 110 itself In this embodiment, the ECC
encoder 1142 performs ECC encoding on user data (e.g. the
“user data bits” input into the ECC encoder 1142) to generate
encoded data as the data (which means the ECC encoder 1142
generates the encoded data as a representative of the afore-
mentioned data), where the encoded data comprises the user
data mentioned above, Parity of the Inner Code, and Parity of
the Outer Code, which are all input into the randomizer 1144
through the encoded data bit sequence 1143. Please refer to
FIG. 2 for further details of the data pattern management

performed by the memory controller 110.
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FIG. 2 1s a flowchart of a method 910 for managing a
plurality of blocks of a Flash memory according to one
embodiment of the present invention. The method can be
applied to the memory device 100 shown 1n FIG. 1, and more
particularly, to the controller mentioned above (e.g. the
memory controller 110 that executes the program code 112C
by utilizing the microprocessor 112). In addition, the method
can be implemented by utilizing the memory device 100
shown 1n FIG. 1, and more particularly, by utilizing the con-
troller mentioned above. The method 910 1s described as
follows.

In Step 912, when the controller receives a write command,
the randomizer 1144 generates a first random function,
wherein the write command 1s utilized for instructing the
controller to write the data into the Flash memory 120.

In Step 914, the controller (and more particularly, the ran-
domizer 1144 therein) adjusts a plurality of bits of the data
(e.g. the encoded data bit sequence 1143) bit by bit according
to a sequence of the first random function to generate a
pseudo-random bit sequence 1145, and writes the pseudo-
random bit sequence 1145 into the Flash memory 120 to
represent the data, whereby data pattern distribution of the
data 1s adjusted, where an adjusted version of the data pattern
distribution 1s more uniform than an original version of the
data pattern distribution. This 1s for 1llustrative purposes only,
and 1s not meant to be a limitation of the present invention.
According to a variation of this embodiment, the randomizer
1144 can be 1nstalled outside the control logic 114, where an
adder for 1injecting the sequence of the first random function
and adjusting the encoded data bit sequence 1143 accordingly
1s 1nstalled between the encoded data bit sequence 1143 and
the pseudo-random bit sequence 1145.

In Step 916, when the controller recerves a read command,
the derandomizer 1146 generates a second random function,
wherein the read command 1s utilized for instructing the
controller to read the data from the Flash memory 120.

In Step 918, the controller (and more particularly, the
derandomizer 1146 therein) adjusts bit by bit the pseudo-
random bit sequence read from the Flash memory 120 (1.¢. the
pseudo-random bit sequence 1145' that the derandomizer
1146 reads from the Flash memory 120) according to a
sequence of the second random function to reproduce the data
(e.g. the recovered data bit sequence 1147), whereby the
original data pattern distribution of the data 1s recovered (1.e.
the original version of the data pattern distribution of the data
1s recovered). This 1s for illustrative purposes only, and 1s not
meant to be a limitation of the present invention. According to
a variation of this embodiment, the derandomizer 1146 can be
installed outside the control logic 114, where an adder for
injecting the sequence of the second random function and
adjusting the pseudo-random bit sequence 1143' accordingly
1s nstalled between the pseudo-random bit sequence 1145
and the recovered data bit sequence 1147.

As the derandomizer 1146 has already recovered the origi-
nal data pattern distribution of the data 1n Step 918, the ECC
decoder 1148 can perform ECC decoding according to the
user data, the Panty of the Inner Code, and the Parity of the
Outer Code, which are represented by the recovered data bit
sequence 1147, to obtain the decoded user data (e.g. the “user
data bits” output from the ECC decoder 1148).

FIG. 3 1s a diagram 1llustrating the data pattern manage-
ment imvolved with the method shown 1n FIG. 2 according to
an embodiment of the present invention. The left half and the
right half of FIG. 3 may respectively represent the original
version and the adjusted version of the data pattern distribu-
tion mentioned 1n Step 914, where the horizontal axis repre-
sents the data pattern types, and the vertical axis represents
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the data pattern probability. After Step 918 1s executed, the
derandomizer 1146 has recovered the original data pattern
distribution of the data, as shown 1n the left halt of FIG. 3.

Please note that the adjusted version of the data pattern
distribution 1s more uniform than the original version of the
data pattern distribution. In a situation where the number of
data pattern types 1s pretty large, the average of the data
pattern probability approaches zero. In addition, before the
adjustment of Step 914, the problematic data patterns shown
in the lett half of FIG. 3 (1.e. the shaded portions 1n the left half
of FIG. 3) onginally have pretty high relative probabaility
densities. After the adjustment of Step 914, the relative prob-
ability densities of these problematic data patterns are
decreased as shown 1n the right half of FIG. 3. Therefore, 1n
contrast to the related art, 1n a situation where some specific
data patterns are likely to cause errors (e.g. write/program
errors, read errors, etc.), when data of these specific data
patterns are constantly written into the Flash memory 120 due
to usage behaviors of the user, the present invention method
and the associated memory device and the controller thereof
can greatly decrease the error rate of data access.

According to an embodiment of the present invention, and
more particularly, a special case of the first embodiment, the
controller comprises at least one Linear Feedback Shift Reg-
ister (LFSR) for generating at least one random function. For
example, the memory controller 110 comprises two LFSRs
respectively installed 1n the randomizer 1144 and the deran-
domizer 1146, where each of the randomizer 1144 and the
derandomizer 1146 comprises a LFSR. According to this
embodiment, each of the two LFSRs comprises at least one
switch to form at least one programmable LFSR such as the
programmable LFSR 410 shown in FIG. 4A. This 1s for
illustrative purposes only, and 1s not meant to be a limitation

of the present ivention. According to a varnation of this
embodiment, the randomizer 1144 and the derandomizer
1146 may share the same LFSR.

In practice, the programmable LFSR 410 comprises a plu-
rality of adders 412-1, 412-2, 412-3, and 412-4, a plurality of
registers 414-0, 414-1, 414-2, 414-3, and 414-4, and a plu-
rality of switches 416-1,416-2, 416-3, and 416-4. The adders
412-1, 412-2, 412-3, and 412-4 can be modulo 2 adders.
Please note that, 1n an 1nitial state, the registers 414-0, 414-1,
414-2,414-3, and 414-4 store a series of values {0, 1,0, 1,0},
which are respectively labeled 1n these registers. This 1s for
illustrative purposes only, and 1s not meant to be a limitation
of the present invention. According to other variations of this
embodiment, 1 an iitial state, the registers 414-0, 414-1,
414-2, 414-3, and 414-4 may store other values.

In addition, each switch of the programmable LEFSR 410 1s
installed on a linear combination path of the programmable
LFSR 410. The memory controller 110 inputs at least one key
into the switches of the programmable LFSR 410, 1n order to
utilize the key to set the linear combination paths of the
programmable LFSR 410. According to this embodiment, the
switches 416-1, 416-2, 416-3, and 416-4 switch according to
switching Slgnals SW-1, SW-2, SW-3, and SW-4 correspond-
ing to the key, respectively. When a switching signal SW-n
received by a switch 416-» (n=1, 2, 3, or 4) corresponds to a
turn-on state (e.g. 1 a situation where the switching signal
SW-n carries a logical value 1, which can be denoted as
“SW-n=1"), the switch 416-» turns on the linear combination
path where 1t 1s positioned, 1.e. the feedback path from the
output terminal of the register 414-» to the adder 412-x;
otherwise, (1.e. the switching signal SW-n corresponds to a
turn-oil state, e.g. 1n a situation where the switching signal
SW-n carries a logical value 0, which can be denoted as
“SW-n=0"), the switch 416-» turns oil the linear combination
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path where it 1s positioned. Therefore, by changing the key
input into the programmable LFSR 410, the memory control-
ler 110 can set the linear combination paths of the program-
mable LFSR 410 once and once again and change the archi-
tecture of the programmable LFSR 410.

More specifically, by changing the key input into the pro-
grammable LFSR 410, the memory controller 110 can setone
or more random function generator equations of the program-
mable LFSR 410 once and once again, where the one or more
random function generator equations can be utilized for gen-
erating random functions. For example, the random function
generator equation of the programmable LFSR 420 shown 1n
FIG. 4B 1s G, and the random function sequence S, gener-
ated by the random function generator equation G, 1s
“0000101011101100011111001101001”. In a situation
where the registers 424-0, 424-1, 424-2, 424-3, and 424-4
store a series of values {0, 1, 0, 0, O} in an initial state, the
programmable LFSR 420 outputs respective bits of the ran-
dom function sequence S, according the order thereot, start-
ing from the first bit *“0” of the random function sequence S, .
When all bits (including the last bit *“1”) of the random func-
tion sequence S, have been output, the programmable LFSR
420 then outputs the first bit “0” of the random function
sequence S; to repeat outputting the random function
sequence S;. The bit from which the programmable LFSR
420 starts to output the random function sequence S, 1s deter-

mined based upon the initial state of the registers 424-0,
424-1, 424-2, 424-3, and 424-4. For example, 1n a situation

where the registers 424-0, 424-1, 424-2, 424-3, and 424-4
store a series of values {1, 1, 0, 1, O} in an initial state, the
programmable LFSR 420 outputs respective bits of the ran-
dom function sequence S, according the order thereoft, start-
ing from the fifth bit “1” of the random function sequence S, .
In another embodiment, the random function generator equa-
tion of the programmable LFSR 430 shown 1n FIG. 4C 1s G,
and the random function sequence S, generated by the ran-
dom function generator equation G, 1S
“0000110101001000101111101100111.

Thus, by mputting different keys into the programmable
LFSR 410, the memory controller 110 can control the pro-
grammable LFSR 410 to generate different random func-
tions, 1 order to increase the entropy of the pseudo-random
bit sequence 1145, causing the adjusted version of the data
pattern distribution mentioned 1n Step 914 to be more uni-
form. Please note that the number of respective components
such as the registers, adders, switches, etc. shown 1n FIGS.
4A, 4B, and 4C 1s for illustrative purposes only, and 1s not
meant to be a limitation of the present invention. According to
different embodiments of the present invention, the number
of registers and/or the number of adders can be adjusted when
needed.

In another embodiment, 1n order to increase the entropy of
the pseudo-random bit sequence 1145, the memory controller
110 can change the key to make the programmable LEFSR 410
process a page of data within the encoded data bit sequence
1143 by utilizing a plurality of different random functions.
For example, 1in a situation where a page of data within the
encoded data bit sequence 1143 includes 512 kilobytes, given
that each kilobyte represents 1024 bytes, the memory con-
troller 110 sets the programmable LFSR 410 with a first key
to make the randomizer 1144 process the 1°° through to the
31% bits of the page of data within the encoded data bit
sequence 1143 by utilizing the random function sequence S, ,

and then the memory controller 110 sets the programmable
LFSR 410 with a second key to make the randomizer 1144
process the 327 through to the 627 bits of the page of data

within the encoded data bit sequence 1143 by utilizing the
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random function sequence S,, and so on. As a result, the
entropy of the pseudo-random bit sequence 1145 can be
increased.

According to this embodiment, the programmable LFSR
410 can be applied to the randomizer 1144 or the derandom-
izer 1146 shown 1n FIG. 1. For example, when the numeral
400 represents the randomizer 1144, the bit sequences 402
and 408 represent the encoded data bit sequence 1143 and the
pseudo-random bit sequence 1145, respectively. In another
example, when the numeral 400 represents the derandomizer
1146, the bit sequences 402 and 408 represent the pseudo-
random bit sequence 1145' and the recovered data bit
sequence 1147, respectively. This 1s for illustrative purposes
only, and 1s not meant to be a limitation of the present mven-
tion. According to a vanation of this embodiment (e.g. the
variation mentioned under the descriptions of Step 914),1n a
situation where the randomizer 1144 1s installed outside the
controllogic 114, the programmable LFSR 410 represents the
randomizer 1144, where the bit sequences 402 and 408
respectively represent the encoded data bit sequence 1143
and the pseudo-random bit sequence 1145, and the adder 405
1s utilized for injecting the sequence of the first random func-
tion and adjusting the encoded data bit sequence 1143 accord-
ingly. More particularly, the adder 405 can be a modulo 2
adder. According to another variation of this embodiment
(e.g. the variation mentioned under the descriptions of Step
918), 1n a situation where the derandomizer 1146 1s installed
outside the control logic 114, the programmable LFSR 410
represents the derandomizer 1146, where the bit sequences
402 and 408 respectively represent the pseudo-random bit
sequence 1143%' and the recovered data bit sequence 1147, and
the adder 405 1s utilized for imjecting the sequence of the
second random function and adjusting the pseudo-random bit
sequence 1145' accordingly.

According to another variation of this embodiment, the
programmable LFSR 410 can be implemented by utilizing a
software module within the program code 112C, and the
memory controller 110 utilize the keys to change the random
function generator equations of the programmable LFSR 410
that 1s implemented by utilizing the soitware module of the
program code 112C, where the adder 405 1s still installed
within the control logic 114, and 1s utilized for 1njecting the
sequence of the first random function or the sequence of the
second random function and adjusting the bit sequence 402
accordingly. According to this variation or other variations of
this embodiment, at least a portion of the randomizer 1144
can be mmplemented by utilizing the microprocessor 112
executing the program code 112C. Similarly, at least a portion
of the derandomizer 1146 can also be implemented by utiliz-
ing the microprocessor 112 executing the program code
112C.

According to this embodiment, the generation method of
the key 1s defined 1n the program code 112C, so the memory
controller 110 that executes the program code 112C by uti-
lizing the microprocessor 112 can determine the key. For
example, the memory controller 110 can determine the key to
be a certain key value, and some bits of the binary form of the
key value respectively represent the turn-on/oft states of the
switching signals SW-n (n=1, 2, 3, or 4), where these bits of
the key value can be the logical value 1 (which represents the
turn-on state) or the logical value 0 (which represents the
turn-oil state). This 1s for illustrative purposes only, and 1s not
meant to be a limitation of the present invention. According to
a variation of this embodiment, the key value 1s a predeter-
mined value having respective bits representing predeter-
mined turn-on/oil states. Please note that the number of bits

can be determined based upon the number of switches.
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According to another variation of this embodiment, the key
varies 1n response to the input of the programmable LFSR
410. For example, the key comprises at least one block
address or at least one page address, and more particularly, the
logical address of the data represented by the bit sequence 402
or the physical address where 1t 1s/should be stored within the
Flash memory 120. When the memory controller 110 deter-
mines a certain block address or a certain page address to be
a key value of the key, some bits of the binary form of the
block address or the page address can be utilized for setting
the linear combination paths of the programmable LFSR 410
in real time 1n order to determine the random function gen-
erator equation thereof.

According to another variation of this embodiment, the key
corresponds to at least one block address or at least one page
address, and more particularly, the address of the data repre-
sented by the bit sequence 402. According to a calculation
rule, the memory controller 110 can determine a key value
corresponding to a certain block address or a certain page
address, where some bits of the key value can be utilized for
setting the linear combination paths of the programmable
LFSR 410 1n real time. For example, the calculation rule may
comprise utilizing the odd bits (or the even bits) of the block
address or the page address as the corresponding key value, or
utilizing a portion of the block address or the page address as
the corresponding key value.

According to another variation of this embodiment, the key
corresponds to at least one block address or at least one page
address, and more particularly, the logical address of the data
represented by the bit sequence 402 or the physical address
where 1t 1s/should be stored within the Flash memory 120.
According to a look-up table, the memory controller 110 can
look up a key value corresponding to a certain block address
or a certain page address, where some bits ol the key value can
be utilized for setting the linear combination paths of the
programmable LFSR 410 in real time.

FIG. 5 1s a diagram of a memory device 200 according to a
second embodiment of the present mvention, where this
embodiment 1s a variation of the first embodiment. As shown
in FIG. 5, the control logic 114 mentioned above 1s replaced
by a control logic 214. In addition to the respective compo-
nents of the control logic 114 shown 1n FIG. 1, the control
logic 214 turther comprises akey generator 2140. In response
to the above change 1n architecture, the controller 1s referred
to as the memory controller 210 in this embodiment.

Please note that the key generator 2140 of this embodiment
can be utilized for replacing the generating mechanisms of
the key 1n the respective embodiments/variations mentioned
above, and more particularly, for replacing the generation
method of the key as defined 1n the program code 112C,
where the generation method of the key can be similar to
those of the respective embodiments/variations mentioned
above. For example, the key generator 2140 can generate a
series of key values of the key by utilizing the atorementioned
look-up table.

FIG. 6 1llustrates the look-up table utilized by the key
generator 2140 shown 1n FIG. 5 according to an embodiment
of the present invention, where the left half of the look-up
table may represent the at least one block address or at least
one page address mentioned above, and the right half of the
look-up table may represent the key values of the key. This 1s
for illustrative purposes only, and 1s not meant to be a limita-
tion of the present invention. According to a variation of this
embodiment, based upon the look-up table or another look-up
table, the key generator 2140 can set a series of key values
temporarily stored in the registers 414-0, 414-1, 414-2, 414-
3, and 414-4 1n an 1nitial state or another state.
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According to another variation of this embodiment, 1n a
situation where each of the randomizer 1144 and the deran-
domizer 1146 comprises a first programmable LFSR (for
example, the implementation details thereof can be the same
as the programmable LFSR 410 shown in FIG. 4A), the
memory controller 110 utilizes a second programmable
LEFSR (for example, the implementation details thereof can be
the same as the programmable LFSR 410 shown 1n FIG. 4A)
as the key generator 2140, wherein the key generated by the
key generator 2140 1s imput into the first programmable
LFSR. Please note that one or more linear combination paths
within the key generator 2140 of this variation can be directly
conducted by using conductive wires according to predeter-
mined path arrangement, so installing the switches 416-%
mentioned above 1s not required. The 1nitial state of some
registers of the second programmable LFSR may correspond
to at least one block address or at least one page address, and
more particularly, the logical address of the data represented
by the bit sequence 402 or the physical address where 1t
1s/should be stored within the Flash memory 120, 1n order to
increase the entropy thereof. Additionally, the second pro-
grammable LFSR can be mmplemented with architecture
which 1s similar to that of the programmable LFSR 410
shown 1 FIG. 4A. Similar descriptions are not repeated 1n
detail for this variation.

According to another variation of this embodiment, 1n a
situation where the randomizer 1144 and the derandomizer
1146 may share the same first programmable LFSR, the
memory controller 110 utilizes the second programmable
LFSR as the key generator 2140, wherein the key generated
by the key generator 2140 1s input into the first programmable
LEFSR. Similar descriptions are not repeated 1n detail for this
variation.

Those skilled 1n the art will readily observe that numerous
modifications and alterations of the device and method may
be made while retaining the teachings of the invention.

What 1s claimed 1s:

1. A method for performing data pattern management
regarding data accessed by a controller of a Flash memory, the
method comprising:

when the controller receives a write command, generating

a first random function, wherein the write command 1s
utilized for instructing the controller to write the data
into the Flash memory;
adjusting a plurality of bits of the data bit by bit according
to a sequence of the first random function to generate a
pseudo-random bit sequence, and writing the pseudo-
random bit sequence into the Flash memory to represent
the data, whereby data pattern distribution of the data 1s
adjusted;
providing at least one Linear Feedback Shift Register
(LFSR) within the controller;

utilizing the at least one LFSR to generate at least one
random function, wherein the at least one random func-
tion comprises the first random function;

providing at least one switch within the at least one LFSR

to form at least one programmable LFSR, wherein each
switch of the programmable LFSR 1s installed on a lin-
car combination path of the programmable LFSR; and
inputting at least one key into the switch of the program-
mable LFSR, 1n order to utilize the at least one key to set
linear combination path(s) of the programmable LFSR.

2. The method of claim 1, wherein the key varies in

response to an input of the programmable LFSR.
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3. The method of claim 2, wherein the key comprises at
least one block address or at least one page address; or the key
corresponds to at least one block address or at least one page
address.

4. The method of claim 1, wherein the at least one program-
mable LFSR comprises a first programmable LFSR and a
second programmable LFSR; and the method further com-
Prises:

utilizing the second programmable LFSR as a key genera-
tor; and

inputting at least one key generated by the key generator
into the first programmable LFSR.

5. A memory device, comprising:

a Flash memory comprising a plurality of blocks; and

a controller arranged to access the Flash memory and man-
age the plurality of blocks, and further perform data
pattern management regarding data accessed by the con-
troller itself, wherein the controller comprises:

a randomizer arranged to generate a first random func-
tion when the controller receives a write command,
wherein the write command is utilized for instructing
the controller to write the data into the Flash memory;
and

at least one Linear Feedback Shiit Register (LFSR)
arranged to generate at least one random function; and
the randomizer comprises one of the at least one
LESR;

wherein the controller adjusts a plurality of bits of the data
bit by bit according to a sequence of the first random
function to generate a pseudo-random bit sequence, and
writes the pseudo-random bit sequence into the Flash
memory to represent the data, whereby data pattern dis-
tribution of the data 1s adjusted; the at least one LFSR
comprises at least one switch to form at least one pro-
grammable LFSR; each switch of the programmable
LFSR 1s installed on a linear combination path of the
programmable LFSR; and the controller inputs at least
one key into the switch of the programmable LFSR, 1n
order to utilize the at least one key to set linear combi-
nation path(s) of the programmable LFSR.

6. The memory device of claim 5, wherein the key varies in

response to an input of the programmable LFSR.

7. The memory device of claim 6, wherein the key com-
prises at least one block address or at least one page address;
or the key corresponds to at least one block address or at least
one page address.

8. The memory device of claim 5, wherein the at least one
programmable LFSR comprises a first programmable LFSR
and a second programmable LFSR; and the controller utilizes
the second programmable LFSR as a key generator, wherein
at least one key generated by the key generator 1s input into
the first programmable LFSR.

9. A controller of a memory device, the controller being
utilized for accessing a Flash memory comprising a plurality
ol blocks, the controller comprising:

a read only memory (ROM) arranged to store a program

code;

a microprocessor arranged to execute the program code to
control access to the Flash memory and manage the
plurality of blocks; and

a randomizer arranged to generate a {irst random function
when the controller receives a write command, wherein
the write command 1s utilized for nstructing the con-
troller to write data into the Flash memory;

wherein the controller adjusts a plurality of bits of the data
bit by bit according to a sequence of the first random
function to generate a pseudo-random bit sequence, and
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writes the pseudo-random bit sequence 1nto the Flash
memory to represent the data, whereby data pattern dis-

tribution of the data 1s adjusted; the controller comprises
at least one Linear Feedback Shiit Register (LFSR)

arranged to generate at least one random function;
the randomizer comprises one of the at least one LF
the at least one LFSR comprises at least one switc.

and 5
SR
N 1o

form at least one programmable LFSR; each switc

1 of

the programmable LFSR 1s 1nstalled on a linear combi-
nation path of the programmable LFSR; and the control- 10
ler inputs at least one key into the switch of the program-
mable LFSR, 1n order to utilize the at least one key to set

linear combination path(s) of the programmable LF

SR.

10. The controller of claim 9, wherein at least a portion of
the randomizer 1s implemented by utilizing the microproces- 15

sor executing the program code.

¥ ¥ H ¥ K

12



	Front Page
	Drawings
	Specification
	Claims

