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RECURSIVE DNS NAMESERVER

BACKGROUND OF THE INVENTION

The present invention relates to computer systems and
more particularly to techniques for resolving requests for
domain name information using a recursive DNS nameserver.

The Domain Name System or Domain Name Service
(DNS) 1s a system that stores information, such as Internet
Protocol (IP) addresses, associated with domain names.
Domain names are names assigned to a computer host or
groups of computer hosts. Typically, a domain name 1s made
up of alphabetic characters and 1s easier to remember than a
numeric IP address assigned to a computer host. The com-
puter host or groups of computer hosts often provides net-
work services such as web servers, email servers, application
servers, and the like, accessible using the domain name.

Whenever an application uses a domain name when
requesting network services, a DNS nameserver receives the
request and translates the domain name 1nto the correspond-
ing IP address. For example, the domain name “www.cnet.
com” might translate to 216.239.115.141. For any group of
computer hosts 1n the DNS system there 1s likely to be a single
master list of domain names and associated IP addresses. The
group ol computer hosts 1s called a zone. A zone could be a
generic top-level domain (gTLD), such as “com,” or a depart-
ment within a company or university. Within the zone, DNS
service for subsidiary zones may be delegated. The DNS
nameserver that maintains the master list for the zone 1s said
to have authority for that zone and 1s called an authoritative
DNS nameserver.

Aside from an authoritative DNS nameserver, DNS
nameserver functions are generally divided up into two ele-
ments: a nameserver and a resolver. The nameserver responds
to DNS requests or queries by supplying domain name to IP
address conversions. When the nameserver does not know the
response to the request for domain name information, the
resolver will ask another DNS nameserver, such as the
authoritative DNS nameserver, for the information. Resolv-
ing usually entails recursing through several DNS nameserv-
ers, possibly until the root of the DNS name space 1s reached.,
to find the needed information. A recursive DNS nameserver
typically 1s a computer system that processes DNS requests
for domain names for which the recursive DNS nameserver 1s
not authoritative.

FI1G. 1 illustrates processing of a DNS request 1n the prior
art. In this example, a user computer 105 makes a DNS
request 110, for example for the IP address of the domain
name “www.cnet.com,” to an Internet Service Provider (ISP)
DNS nameserver 120. The ISP DNS nameserver 120 1s part of
a group of ISP DNS nameservers 115. The ISP DNS
nameserver 120 typically 1s a recursive DNS nameserver and
communicates with several upstream DNS nameservers (e.g.,
root DNS nameservers 130) to resolve DNS requests.

In general, the ISP DNS nameserver 120 attempts to
resolve the DNS request 110 from information stored in a
local cache, which may be local cache shared by the group
115. The ISP DNS nameserver 120 maintains the local cache
with domain name records that have already been resolved to
improve performance in responding to subsequent DNS
requests. A request for a domain name not contained in the
local cache may result 1n overwriting of an existing cache
entry, 1f the capacity of the local cache has been reached. One
problem 1s that the size of the local cache for the group of ISP
DNS nameservers 115 1s generally too small compared to the
s1ze needed to store domain name information for all domains
requested by computer hosts, such as the user computer 103.
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The benefit of having the local cache 1s lost when the user
computer 105 makes requests for domain names from the ISP
DNS nameservers 115, and the newly requested domain
name records replace too quickly the domain name records in
the local cache.

Another problem 1s that the ISP DNS nameservers 115 may
not respect time-to-live information associated with a domain
name record. The ISP DNS nameservers 115 can store a
particular domain name record in the local cache for an
extended time such that they respond to the user computer
105 with a stale or incorrect IP address for the requested
domain. Additionally, the ISP DNS nameservers 115 can
increase network traific and reduce server response time by
deleting or replacing the particular domain name record in the
cache before such action 1s needed. The ISP DNS nameserv-
ers 115 then make unnecessary requests to other DNS
nameservers for information that would otherwise be 1n the
local cache.

Referring again to FIG. 1, 11 the ISP DNS nameserver 120
finds the requested domain name record 1n the local cache, the
nameserver responds with the domain name record including
the IP address of “www.cnet.com” 1n a DNS response 170 to
the user computer 103. If the ISP DNS nameserver 120 1s not
able to locally resolve the DNS request 110, the ISP DNS
nameserver 120 makes a DNS request 125 to root DNS
nameservers 130. The root DNS nameservers 130, such as in
the case of the Internet, are responsible for defining points of
delegation 1n top level domains, such as “com,” “edu,” and
“net.” The root DNS nameservers 130 can include multiple
nameservers 135 and 140 that perform this function by pro-
viding a DNS response 145 with information that points the
ISP DNS nameserver 120 to authoritative DNS nameservers
155 for the domain name “cnet.com.”

The ISP DNS nameserver 120 then responds to the infor-
mation 145 by sending a DNS request 150 to an authoritative
DNS nameserver 160 for the domain name “www.cnet.com.”
The authoritative DNS nameserver 160 resolves the DNS
request 150 for the domain name “www.cnet.com” and
returns a DNS response 165 to the ISP DNS nameserver 120
with the IP address of the computer host(s) at “www.cnet.
com.” The ISP DNS nameserver 120 caches the DNS
response 165 1n the local cache for future use, and forwards
the DNS response 165 received from the authoritative DNS
nameservers 155 to the user computer 105 1n the DNS
response 170.

FIG. 2 1s an 1illustration of the authoritative DNS
nameserver 160 (FIG. 1) storing domain name records in the
prior art. In this example, the authoritative DNS nameserver
160 1s a typical computer system with a processor 210
coupled to a communications interface 220 and a storage 230
via a system bus 240. The communications interface 220
exchanges data with a communications network, such as the
Internet, via line 250. The processor 210 recerves DNS
requests ifrom the Internet and resolves the DNS requests
based on domain name records, such as a DNS record 260
stored 1n the storage 230. The DNS record 260 includes a
domain name 270, which 1s used as a key to lookup a corre-
sponding IP address 280, and includes a time-to-live (TTL)
value 290.

When the IP address 280 of a computer host changes or a
particular network service 1s moved to a new computer host,
a DNS admuinistrator for the authoritative DNS nameserver
160 changes the IP address 280 associated with the domain
name record 260 of the computer host. Thus, a user of the
nameserver 160 can continue to access the computer host or
particular network service by using the same domain name.
Additionally, the DNS administrator for the authoritative
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DNS nameserver 160 can increase the TTL value 290 such
that the domain name information persists longer in the local

caches of a recursive DNS nameserver.

However, as discussed above, a recursive DNS nameserver
may not respect the TTL wvalue 290 due to imadequate
resources, or the like. Another problem is that recursive DNS
nameservers depend on the DNS administrator for the
authoritative DNS nameserver 160 to properly administer and
update the DNS record 260. If the DNS admimistrator does
not update the DNS record 260 or the authoritative DNS
nameserver 160 fails, the recursive DNS nameservers cannot
access the DNS record 260 to provide reliable DNS services.

In light of the above, there 1s a need for techniques for
resolving DNS requests using a recursive DNS nameserver
that address some of the problems 1n the prior art.

BRIEF SUMMARY OF THE INVENTION

The present invention addresses some of the problems in
the prior art by providing techniques for resolving requests
for domain name information associated with a domain name
using a recursive DNS nameserver. According to one tech-
nique, a request for domain name iformation associated with
a domain name 1s recerved from a subscriber and, in response,
a subscriber identifier and subscriber information associated
with the subscriber 1dentifier are determined. The request for
domain name information 1s resolved based on the subscriber
information to generate a response to the request for domain
name information. The response to the request for domain
name information is then returned to the subscriber.

In some embodiments, information associated with a
domain name record for the domain name 1s obtained based
on a determination that the local cache contains the domain
name record. A substitute Uniform Resource Locator that
satisfies a substitution criterion for the domain name i the
request for domain name information may be obtained. The
substitute Uniform Resource Locator may be obtained based
on a determination that a local cache contains a domain name
record for the domain name in the request for domain name
information. The substitution criterion may specily an asso-
ciation between a Uniform Resource Locator 1n the request
for domain name information that appears to be misspelled
and the substitute Uniform Resource Locator. Further, the
substitution criterion may specily an association between a
Uniform Resource Locator in the request for domain name
information and a referrer identifier in the substitute Uniform
Resource Locator.

A system for processing DNS requests may retrieve the
domain name information associated with the domain name
from an authoritative nameserver. The system may store the
response to the request for domain name mformation in a
domain name record 1n a local cache. The system may deter-
mine ageing information associated with the domain name
and store the ageing information in a domain name record 1n
a local cache. The system then manages the expiration of the
domain name record from the local cache 1n accordance with
the ageing information.

In some embodiments, the system associates a flag with a
domain name. The system then resolves the request for
domain name information 1n response to the flag associated
with the domain name and one or more preferences for resolv-
ing domain name requests 1n the subscriber information. The
system may provide an indication in the response based on the
one or more preferences in the subscriber information that the
domain name 1n the request for domain name information 1s
identified as a suspicious site. The system may also receive
geographic location information related to the subscriber
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4

identifier, and resolve the request for domain name informa-
tion based on the geographic location information related to
the subscriber 1dentifier.

A further understanding of the nature and the advantages of
the inventions disclosed herein may be realized by reference
of the remainming portions of the specification and the attached
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1llustrates processing of a DNS request 1n the prior
art.

FIG. 2 1s an illustration of an authoritative nameserver
storing a domain name record 1n the prior art.

FIG. 3 1s an 1llustration of a recursive DNS system 1n an
exemplary implementation of the invention.

FIG. 4 1s an 1illustration of an exemplary recursive DNS
nameserver cluster 1 an exemplary implementation of the
ivention.

FIG. 5 15 an 1illustration of an exemplary recursive DNS
nameserver 1 an exemplary implementation of the mnvention.

FIG. 6 1s an illustration the composition of a local cache
used by a recursive DNS cluster 1n an exemplary implemen-
tation of the invention.

FIG. 7 1s a flowchart for processing of a request for domain
name information 1n an exemplary implementation of the
invention.

FIG. 8A and FIG. 8B are a flowchart for resolving the
request for domain name mformation using subscriber infor-
mation in an exemplary implementation of the invention.

FIG. 9 1s an illustration of a domain name record 1n an
exemplary implementation of the invention.

FIG. 10 1s a lowchart for resolving the request for domain
name 1mformation using subscriber mformation 1n an exem-
plary implementation of the mvention.

FIG. 11 1s a flowchart for resolving a request for domain
name information where a domain name appears to be mis-
spelled using a referrer identifier in a substituted Uniform
Resource Locator 1n an exemplary implementation of the
invention.

FIG. 12 1s a flowchart for setting resolution preferences for
resolving requests for domain name mformation in an exem-
plary implementation of the mvention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention provides techniques for resolving

requests for domain name information using a recursive DNS
nameserver.

The embodiments discussed herein are illustrative of one
or more examples of the present invention. As these embodi-
ments of the present invention are described with reference to
illustrations, various modifications or adaptations of the
methods and/or specific structures described may become
apparent to those skilled in the art. All such modifications,
adaptations, or variations that rely upon the teachings of the
present invention, and through which these teachings have
advanced the art, are considered to be within the scope of the
present invention. Hence, the present descriptions and draw-
ings should not be considered in a limiting sense, as 1t 1s
understood that the present mvention 1s 1n no way limited to
only the embodiments illustrated.

In general, a recursive DNS server recetves a request from
a subscriber or user for domain name 1information associated
with a domain name. In response to the request for domain
name information, the recursive DNS nameserver determines
a subscriber identifier and subscriber information associated
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with the subscriber identifier. The recursive DNS nameserver
resolves the request for domain name 1information based on
the subscriber information to generate a response. The recur-
stve DNS nameserver then returns the response to the sub-
scriber, providing the resolved domain name information.
The domain name information can be any type of informa-
tion associated with a domain name. Some examples of
domain name information are resource records, such as “A”
records used for storing a 32-bit IP address associated with a
domain name, “AAAA” records used for storing an IPv6
128-bit address associated with a domain name, and
“CNAME” or canonical name records for a DNS alias. A
request for domain name nformation i1s any packet, cell,
message, or signal used to ask for domain name information.
A response 1s any packet, cell, message, or signal used for
transmitting domain name information. A Uniform Resource
Locator (URL) 1dentifies resources available through net-
work hosts. Some examples of URLs are http—HTTP
resources, https—HTTP over SSL, ftp—File Transfer Proto-
col, mailto—E-mail address, ldap—Lightweight Directory
Access Protocol lookups, file—resources available on the

local computer or over a local file sharing network, news—
Usenet newsgroups, gopher—the Gopher protocol, telnet—
the TELNET protocol, and data—the Data: URL scheme for
iserting small pieces of content 1n place. Typically, a URL
includes domain names that form a portion of the URL.

FIG. 3 1s an illustration of a recursive DNS system 300 in
an exemplary implementation of the invention. The recursive
DNS system 300 includes recursive DNS nameserver clusters
310, 320, and 330, each of which communicates over a com-
munications network 340, such as the Internet. A recursive
DNS cluster (e.g., the recursive DNS cluster 310) can be any
group, grid, or distributed platform of computer systems con-
figured to respond to requests for domain name information.
One example of the recursive DNS nameserver cluster 310 1s
described below 1n the discussion of FIG. 4.

In general, each of the recursive DNS nameserver clusters
310, 320, and 330 are distributed 1n different physical, geo-
graphic, and/or network locations to resolve requests for
domain name information (DNS requests) from other com-
puter systems (not shown) coupled to the communications
network 340. The recursive DNS clusters 310, 320, and 330
are positioned in the different physical, geographic, and/or
network locations to reduce latency and reduce response
times for requests for domain name information. For
example, a subscriber computer system located in San Fran-
ci1sco may be assigned to request domain name mnformation
from a recursive DNS nameserver cluster located in or near
San Francisco, rather than a cluster located in New York or
clsewhere. Advantageously, subscribers or users can be auto-
matically directed to the “nearest” or closest recursive DNS
cluster regardless of the subscriber’s location.

In some embodiments, each of the recursive DNS
nameserver clusters 310, 320, and 330 are assigned an any-
cast address. Anycast 1s a network addressing and routing
scheme that allows data to be routed to the “nearest” or “best”
destination. The nearest or best destination 1s typically deter-
mined by routing topologies. For example, on the Internet,
anycast 1s usually implemented by using routers that commu-
nicate with the Border Gateway Protocol (BOP) to simulta-
neously announce the same destination network address
range from many different places on the Internet. Simulta-
neously announce the same destination network address
range results 1n packets addressed to anycast addresses 1n the
destination network address range being routed to the “near-
est” point or advertising router.
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Typically, in anycast addresses, there 1s a one-to-many
association between network addresses and network end-
points. Each destination address 1dentifies a set of receiver
endpoints, but one endpoint 1s generally chosen at any given
time to receiwve information from a given sender. Anycast
addresses may also include unicast, broadcast, and multicast
addresses. Anycast 1s best suited to connectionless protocols
(generally built on UDP such as the DNS protocol), although
connection-oriented protocols such as TCP or UDP based
protocols that keep their own state may be used.

FIG. 4 1s an 1llustration of the recursive DNS cluster 310 1n
an exemplary implementation of the invention. The recursive

DNS cluster includes recursive DNS nameservers 410, 420,
430, 440, 450, and 460, and a router 470. The recursive DNS

nameservers 410, 420, 430, 440, 450, and 460 are linked by a
communications network 480 and commumnicate with the
communications network 340 (F1G. 3) through the router 470
via a line 490.

A particular recursive DNS nameserver 1n the cluster 310
(e.g., the recursive DNS nameserver 410) can be any hard-
ware and/or software elements configured to resolve requests
for domain name mformation. One example of the recursive
DNS nameserver 410 1s described below 1n the description of
FIG. 5. Other examples of the recursive DNS nameservers
410, 420, 430, 440, 450, and 460 may comprise personal
computers, workstations, mainirames, and the like.

In operation, each of the recursive DNS nameservers 410,
420,430, 440,450, and 460 resolve requests for domain name
information. In this example, each of the recursive DNS
nameservers 410,420,430, 440, 450, and 460 provides part of
a local cache for storing domain name information. That 1s, a
portion of the local cache 1s stored 1n each of the recursive
DNS nameservers 410, 420,430,440, 450, and 460. The local
cache 1s described further below with respect to FIG. 6.

FIG. 5 15 an illustration of the recursive DNS nameserver
410 1n an exemplary implementation of the invention. In the
present embodiment, the recursive DNS nameserver 410
typically includes one or more processors 505, a system bus
510, storage subsystem 515 that includes memory subsystem
510 and file storage subsystem 525, user interface output
devices 530, user interface input devices 535, a communica-
tions subsystem 540, and the like.

In various embodiments, the recursive DNS nameserver
410 typically includes conventional computer components
such as the one or more processors 505, and memory storage
devices, such as a read only memory (ROM) 545 and random
access memory (RAM) 350 in the memory subsystem 520,
and disk drives in the file storage subsystem 525.

In the illustrated embodiment, the user interface input
devices 535 can comprise a variety of devices including a
computer mouse, a trackball, a track pad, a joystick, wireless
remote, drawing tablet, voice command system, eye tracking
system, and the like. The user interface mput devices 335
typically allow a user to select objects, icons, text and the like
that appear on the user iterface output devices 530 via a
command such as a click of a button or the like.

Embodiments of the communication subsystem 540 typi-
cally include an Ethernet card, a modem (telephone, satellite,
cable, ISDN), (asynchronous) digital subscriber line (DSL)
unit, FireWire interface, USB interface, and the like. For
example, the communications subsystem 340 may be coupled
to the communications networks and other systems 355 (e.g.,
communications network 480), to a FireWire bus, or the like.
In other embodiments, the communications subsystem 540
be physically integrated on the motherboard of the recursive
DNS nameserver 410, may be a software program, such as

soft DSL, or the like.
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The RAM 550 and the file storage subsystem 5235 are
examples of tangible media configured to store data such as
domain name information, embodiments of the present
invention, including executable computer code, human read-
able code, or the like. Other types of tangible media include
floppy disks, removable hard disks, optical storage media
such as CD-ROMS, DVDs and bar codes, semiconductor
memories such as flash memornes, read-only-memories
(ROMS), battery-backed volatile memories, networked stor-
age devices, and the like.

In the present embodiment, the recursive DNS nameserver
410 may also include software that enables communications
over a network (e.g., communications network 480 of F1G. 4)
such as the DNS, TCP/IP, UDP/IP, and HTTP/HTTPS proto-
cols, and the like. In alternative embodiments of the present
invention, other communications software and transier pro-
tocols may also be used, for example IPX, or the like.

It will be readily apparent to one of ordinary skill 1n the art
that many other hardware and software configurations are
suitable for use with the present invention. For example, the
recursive DNS nameserver 410 may be a desktop, portable,
rack-mounted, or tablet configuration. Additionally, the
recursive DNS nameserver 410 may be a series of networked
computers. Further, the use of other micro processors are
contemplated, such as Pentium™ microprocessors;
Opteron™ or AthlonXP™ microprocessors from Advanced
Micro Devices, Inc; and the like. Further, other types of
operating systems are contemplated, such as Windows®,
WindowsXP®, WindowsNT®, or the like from Microsoit
Corporation, Solarts from Sun Microsystems, LINUX,
UNIX, and the like. In still other embodiments, the tech-
niques described above may be implemented upon a chip or
an auxiliary processing board (e.g., a programmable logic
device or graphics processor unit).

FI1G. 6 15 an illustration of the composition of a local cache
600 used by a recursive DNS cluster (e.g., the recursive DNS
nameserver 410) 1n an exemplary implementation of the
invention. In the illustrated embodiment, a portion of the local
cache 600 1s distributed 1n RAM of a web server 605, and
recursive DNS nameservers 610, 615, and 620. The web
server 603 includes cluster cache segments 625 and 630. The
recursive DNS nameserver 610 includes a cluster cache seg-
ment 635. The recursive DNS nameserver 613 includes clus-
ter cache segments 640 and 645. The recursive DNS
nameserver 620 does not include any cluster cache segments
(represented by the blank segments).

The web server 605 and each of the recursive DNS
nameservers 610, 615, and 620 have read/write access to any
portion of the cluster cache segments 625, 630, 635, 640, and
6435 hosted by the web server 6035 and/or the recursive DNS
nameservers 610, 615, and 620. In this example, the recursive
DNS nameserver 620 performs an access operation 650 (such
as a read or write operation) in the cluster cache segment 643
hosted by the recursive DNS nameserver 615.

It will be readily apparent to one of ordinary skill 1n the art
that many other hardware and software configurations are
suitable for use with the present invention. For example, in the
present embodiment, the local cache may be 1n RAM of a
single host computer providing access to one on or more
virtual recursive DNS nameservers executing on the host
computer system. In some embodiments, the cluster cache
segments 623, 630, 635, 640, and 6435 are stored 1n a storage
area network (SAN) or 1n network-attached storage (NAS).

Moreover, the relationship between recursive DNS
nameserver mstances and cluster cache segments does not
have to be one-to-one as illustrated in FIG. 6. In some
embodiments, there are more cluster cache segments than
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recursive DNS nameservers. In other embodiments, there
may be more recursive DNS nameservers than cluster cache
segments. Additionally, the cluster cache segments are not
limited to being hosted or stored in the recursive DNS
nameservers.

Accordingly, 1n some embodiments, a portion of the local
cache 600 can be replaced, or pre-loaded with domain name
information. For example, if the recursive DNS nameserver
615 needs to go off-line for a scheduled maintenance or
upgrade, the cluster cache segments 640 and 645 managed by
the recursive DNS nameserver 615 can be backed up to a disk
or tape drive. While the recursive DNS nameserver 620 1s
olffline, the portion of the local cache 600 managed by the
recursive DNS nameserver 620 1s temporarily unavailable.
When the recursive DNS server 620 goes online again, the
backup 1s restored to the cluster cache segments 640 and 645
managed by recursive DNS nameserver 620. Additionally,
the cluster cache segments 640 and 645 managed by the
recursive DNS nameserver 615 may be transierred to the
recursive DNS nameserver 620 to avoid any unavailability of
domain name information.

In various embodiments, the computer systems that form
the local cache 600 or other cache management systems per-
form one or more actions to ensure freshness of records and
consistency of data in the local cache 600. In one example, the
recursive DNS nameserver 610 proactively retrieves domain
name information for domain name records before they
expire. The recursive DNS nameserver 610 then refreshes the
records 1n the local cache 600 which further removes latency
involved when a user or subscriber requests an expired
domain name record. The recursive DNS nameserver 610
may pre-fetch all or a portion of the locally cached domain
name records. In some embodiments, the recursive DNS
nameserver 610 tracks the “popularity” of domain name
records. The recursive DNS nameserver 610 pre-fetches
those domain name records with a higher popularnty. This
may be performed 1n real-time, such as using counter infor-
mation associated with domain name record. The recursive
DNS nameserver 610 may also analyze and parse log records
to determine statistics for pre-fetching.

FIG. 7 1s a flowchart of operations performed by an exem-
plary nameserver 410 (FI1G. 5) for processing of a request for
domain name information in an exemplary implementation of
the invention. The tlowchart begins at the flowchart box 700.
In the first operation, represented by the flowchart box num-
bered 710, the recursive DNS nameserver 410 receives a
request from a user for domain name information associated
with a domain name.

In the next operation, represented by the next box 720, the
recursive DNS nameserver 410 determines a subscriber 1den-
tifier and subscriber information associated with the sub-
scriber 1dentifier 1n response to the request for domain name
information. A subscriber identifier 1s any information that
discriminates the sender, owner, user, or subscribing entity
associated with the request for domain name information.
Some examples of a subscriber 1dentifier are IP addresses,
usernames, and secure tokens. Subscriber information 1s any
information associated with the subscriber identifier that pro-
vides an indication to a recursive DNS server how to resolve
requests for domain name imnformation for the sender, owner,
user, or subscribing entity associated with the request for
domain name information. Some examples of subscriber
information are preierences, rules, policies, regular expres-
sions, and the like.

In general, one subscriber 1s an individual ad/or entity that
agrees to service conditions of the operator of the recursive
DNS nameserver 410. Such service conditions may include
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the payment of service subscription fees. Thus, a subscriber
entity might agree to receive DNS processing services 1n
accordance with payment of subscription fees and may then
be permitted (through authorized users) to specily prefer-
ences, rules, and the like for processing of DNS requests from
users who submit DNS requests through the subscribing
entity. A user may be a subscriber and/or a user or computer
system associated with a subscriber, such as an employee 1n
the example of the corporate network. In one example, the
subscriber 1s an individual home user that creates subscriber
information based on personal browsing preferences.

In another example, one subscriber 1s an employer with a
corporate network, who establishes subscriber information
based on organization acceptable use policies related to the
corporate network. In one example, the employer may pre-
vent employees or internal networks to establish individual
subscriber information, therefore each user, computer sys-
tem, or network on the corporate network incorporates the
subscriber information established by the employer. Another
benelit provided by various embodiments 1s that the employer
may allow certain “power users,” computer systems, depart-
ments, or internal networks to establish separate subscriber
information or add to the employer’s subscriber information
that 1s used for resolving domain name queries.

In a further example, one subscriber 1s a Wireless Internet
Service Provider (ISP) with a wireless network. The Wireless
ISP may establish subscriber information for resolving
domain name queries originating from the wireless network
based on terms-of-service policies, security features, user
policies, and the like. The Wireless ISP may allow users of the
wireless network to also establish individual subscriber infor-
mation. The user’s subscriber information may incorporate
all or a portion of the Wireless ISP’s subscriber information.
This incorporation may be established by terms of the Wire-
less ISP, or the ISP may allow the user complete control of
individual subscriber information. The Wireless ISP may
allow some users to establish subscriber information inde-
pendent of the Wireless ISP’s subscriber information. There-
tore, both the users and the Wireless ISP may be considered as
subscribers.

In FIG. 7, the recursive DNS nameserver 410 inspects the
network packet containing the request to determine the
source IP address of the packet. The recursive DNS
nameserver 410 then determines the subscriber information
associated with the IP address of the packet. Additionally,
other information, such as a username or secure token may be
included 1n the request for domain mmformation from which
the recursive DNS nameserver 410 determines the subscriber
identifier and the subscriber information.

In box 730, the recursive DNS nameserver 410 resolves the
request for domain name information based on the subscriber
information to generate a response to the request for domain
name information. The operations of resolving the request for
domain name information are described further below with
respect to FIG. 8A and FIG. 8B.

In box 740, the recursive DNS nameserver 410 returns the
response to the request for domain name information to the
user. The tlowchart of the DNS processing ends in box 750.

FIG. 8A and FIG. 8B are a flowchart for resolving the
request for domain name mformation using subscriber infor-
mation 1n an exemplary implementation of the invention. The
flowchart begins 1 box 800. In box 805, the recursive DNS
nameserver 410 determines the domain name 1n the request
for domain name information.

In box 810, the recursive DNS nameserver 410 checks
whether a domain name record for the domain name 1s in the
local cache. If a domain name record for the domain name 1s
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not 1n the local cache, the recursive DNS nameserver 410
checks whether the domain name 1s recognized 1n box 820.
Some examples of unrecognized domain names are domain
names that are misspelled, malformed, unregistered, domain
names with incorrect domain name information, and the like.
If the recursive DNS nameserver 410 recognizes the domain
name, for example, as a misspelled domain name, the recur-
stve DNS nameserver 410 checks whether a domain name
record for the proper domain name1s in the local cache 1n step
810. If the recursive DNS nameserver 410 does not recognize
the domain name, the recursive DNS nameserver 410
attempts to retrieve domain name information for the domain
name from an authoritattve DNS nameserver in box 825.

Returning to box 810, if a domain name record for the
domain name 1s in the local cache, the recursive DNS
nameserver 410 checks whether the domain name record 1n
the local cache 1s expired in box 815. In this example, the
recursive DNS nameserver 410 checks the time-to-live (T'TL)
portion of the domain name record to determine whether the
domain name record has expired. If the TTL 1ndicates that the
domain name record has not expired, the flowchart continues
on FIG. 8B. If the TTL indicates that the domain name record
has expired, then the recursive DNS nameserver 410 attempts
to retrieve domain name information for the domain name
from other sources 1n box 825.

In some embodiments, the recursive DNS nameserver 410
employs ageing information, such as the TTL, to manage
expiration of the domain name record 1n the local cache. For
example, the recursive DNS nameserver 410 may prevent the
TTL from being modified, such that the recursive DNS
nameserver 410 maintains the domain name record for a
longer period of time in the local cache. This can be useful
when the authoritative DNS nameserver of the domain name
1s oflline.

In one embodiment, the recursive DNS nameserver 410
adds a timestamp to the domain name record in the local
cache when domain name information 1s recetved from an
authoritative DNS nameserver. The recursive DNS
nameserver 410 determines whether the domain name record
1s expired based on the time stamp and the TTL 1n the domain
name record. The timestamp also allows any recursive DNS
nameserver that reads the domain name record from the local
cache to achieve the same determination of whether the
domain name record 1s expired independent of external time
indicators and location. For example, 11 the domain name
record 1s expired 1n the local New York cache, the domain
name record then 1s expired in the San Francisco cache and all
other caches. In some embodiments, the timestamp reduce
network traific among the recursive DNS servers and may
provide a means of pre-checking the domain name record.

In another example, the recursive DNS nameserver 410
manages the ageing information in order to provide a form of
garbage collection, in cleaning out stale, or unwanted domain
name record 1n the local cache.

In box 825, the recursive DNS nameserver 410 generates
requests to one or more DNS nameservers to retrieve domain
name information for the domain name. In one example, the
recursive DNS nameserver 410 contacts the Internet root
DNS nameservers to determine the authornitative DNS
nameserver for the domain name. The recursive DNS
nameserver 410 then contacts the authontative DNS
nameserver for the domain name to retrieve the domain name
information for the domain name.

In box 830, the recursive DNS nameserver 410 checks
whether the domain name information exists for the domain
name. For example, the Internet root DNS nameservers may
not include a delegation for the domain name. Additionally,
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the authoritative DNS nameserver for the domain name may
be temporarily or permanently unavailable to respond to
requests for domain name information. Furthermore, the
domain name may simply not exist in the DNS. If the domain
name information does not exist in box 830, the flowchart
continues in FIG. 8A. If the domain name information does
exists 1n box 830, the recursive DNS nameserver 410 stores
the domain name information 1n a domain name record for the
domain name 1n the local cache 1n box 835.

In box 840, the recursive DNS nameserver 410 associates
one or more tlags with the domain name 1n the domain name
record. A tlag 1s any indicator, marking, or symbol associated
with a domain name. In the present embodiment, a flag 1s a
binary indicator in the domain name record. One example of
the use of flags 1n the domain name record 1s to mark a domain
name that has been 1dentified as a suspicious or untrustworthy
site, such as a site engaged 1n phishing or pharming activities.
A flag may also 1indicate a domain name that points to com-
puters hosting illegal material, hate speech, or other material
deemed mappropniate for chuldren or for a particular age
group or 1s otherwise objectionable to the subscriber.

Referring now to FIG. 8B, 1n box 843, the recursive DNS
nameserver 410 retrieves preferences for resolving domain
names in the subscriber information. A resolution preference
1s any information from a user or subscriber that indicates to
the recursive DNS nameserver 410 how to generate a
response to a request for domain name information. A pret-
erence may have one-to-one or a one-to-many mapping to
flags associated with a domain name. In box 850, the recur-
stve DNS nameserver 410 processes any domain name record
flags 1n accordance with the resolution preferences in the
subscriber information for resolving domain names.

For example, 11 the domain name 1s not recognized 1n box
820, a user or subscriber may set a preference where the
recursive DNS nameserver 410 attempts to determine
whether the domain name 1s misspelled. As discussed above,
the domain name may be misspelled or otherwise malformed.
Some examples of misspelled domain names include inter-
changed or transposed letters and numbers, grammatical mis-
takes 1n spelling, phonetically spellings, or dialectic alter-
ations in words. Some examples of malformed domain names
include using a comma 1instead of a period, using illegal
characters, or missing characters 1n the top level domain (e.g.,
“.em’”).

If the domain name 1s misspelled, the recursive DNS
nameserver 410 then may generate the response with the
proper domain name. The preference, or other preferences,
may also have the recursive DNS nameserver 410 redirect the
user or subscriber to a list of one or more potential domain
names that correspond to the misspelled domain name. In
some embodiments, the recursive DNS nameserver 410 redi-
rects the user or subscriber to a web server hosting content
that presents information relevant to the misspelled or mal-
formed domain name. As such, the recursive DNS
nameserver 410 may not provide direct information, but 1ni-
tiate the user or subscriber to request additional information
from a network resource at another layer of the network (e.g.,
an application server or web page).

In box 8535, the recursive DNS nameserver 410 generates
the response to the request for the domain name information.
The flowchart ends 1n box 860.

FI1G. 9 1s an illustration of a domain name record 900 1n an
exemplary implementation of the invention. The domain
name record 900 includes a domain name key 910, an IP
address 920, a TTL 930, and a set of flags 940. The recursive
DNS nameserver 410 stores the domain name record 900 1n
the local cache.
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FIG. 10 1s a flowchart for resolving the request for domain
name information using subscriber information 1n an exem-
plary implementation of the invention. The flowchart begins
1n box 1000. In box 1005, the recursive DNS nameserver 410
receives a domain name record for a domain name. In box
1010, the recursive DNS nameserver 410 receirves prefer-
ences for resolving domain names 1n the subscriber informa-
tion.

In box 1015, the recursive DNS nameserver 410 deter-
mines whether a phishing flag i1s set in the domain name
record. A DNS administrator or user may set a flag i the
domain name record of a domain name to indicate that the site
appears to be suspicious or untrustworthy or otherwise
requests personal and/or confidential information. If the
phishing flag 1s not set, then the site 1s deemed trustworthy
and the recursive DNS nameserver 410 generates the
response to the request for domain name information in box
1020.

I1 the phishing flag is set in box 1015, the recursive DNS
nameserver 410 then checks the preferences of the user or
subscriber for resolving domain names when the phishing
flag 1s set. In box 1025, the recursive DNS nameserver 410
checks whether to provide a substitute domain name record.
In this example, the user prefers the recursive DNS
nameserver 410 to provide a substitute domain name or URL
that redirects the users to a difierent site or domain name. It
the recursive DNS nameserver 410 1s to provide a substitute
domain name record in box 1025, the recursive DNS
nameserver 410 generates substitute domain name 1iforma-
tion 1n box 1030. The substitute record, for example, can point
to a warning page or other desired information.

If the user does not prefer to be redirected to a different
domain name or URL, the recursive DNS nameserver 410
checks whether to warn the user in box 1035. In this example,
the user may prefer to be warned that the domain name has
been flagged as a phishing site, but still be allowed to proceed
to the domain name after recerving a warning. In box 1040,
the recursive DNS nameserver 410 then generates a warning,
for the domain name information. In some embodiments, the
warning URL directs the user to a page that contains a warn-
ing and a link to the phishing site.

In box 1045, the recursive DNS nameserver 410 check
whether to return the domain name information in the domain
name record to the user. In this example, the user may not
want to be redirected nor warned, but simply proceed to the
phishing site. Additionally, the user may want to completely
block access to phishing sites by indicated to the recursive
DNS nameserver 410 to never return domain name informa-
tion for domain names flagged as phishing sites.

I1 the recursive DNS nameserver 410 provides the substi-
tute domain name record, the warming for the domain name
information, or the actual domain name information of the
phishing site the recursive DNS nameserver 410 generates the
response to the domain name request accordingly in box
1020. If the recursive DNS nameserver 410 does not provide
the domain name information, the recursive DNS nameserver
410 does not generate a response. The flowchart ends 1n box
1050.

FIG. 11 1s a flowchart for redirecting a request for a domain
name that appears to be misspelled using a referrer 1dentifier
in a substituted Uniform Resource Locator 1n an exemplary
implementation of the invention. The flowchart begins 1n box
1100. In box 1110, the recursive DNS nameserver 410
receives a domain name in a request for domain name nfor-
mation that appears to be misspelled.

In box 1120, the recursive DNS nameserver 410 deter-
mines whether a sponsor 1s associated with the domain name
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in the request for domain name information. The sponsor can
be any individual or organization that associates the mis-
spelled domain name in the request with a substitute domain
name. The recursive DNS nameserver 410 may determine
more than one sponsor, and select a sponsor according to a
predetermined scheme.

Typically, the substitute domain name 1s correct spelling of
the misspelled domain name in the request. In some embodi-
ments, the substituted domain name 1s a different domain
name or URL than expected 1n request. 11 the recursive DNS
nameserver 410 does not determine the sponsor of the mis-
spelled domain name 1n box 1120, the flowchart ends 1n box
1160.

If the recursive DNS nameserver 410 determines the spon-
sor, the recursive DNS nameserver 410 determines a referrer
identifier of the sponsor associated with the misspelled
domain name. In box 1140, the recursive DNS nameserver
410 determines the correctly spelled domain name (or the
substituted domain name or URL).

In box 1150, the recursive DNS nameserver 410 generates
the response to the request for domain name information
using the referrer 1dentifier and the correctly spelled domain
name. For example, 11 the request for domain name informa-
tion included the misspelled domain name “amazon.cm,” the
recursive DNS nameserver 410 returns the response such that
the user 1s directed to the correctly spelled domain name
“amazon.com” with the addition of a referrer 1dentifier. The
substitute URL would appear as “http://www.amazon.com/
exec/obidos/redirect-home/{referrerID}.”” The flowchart
ends 1n box 1160.

In some embodiments, the recursive DNS nameserver 410
determines whether a keyword 1s associated with the domain
name in the request for domain name information. A keyword
1s any word, phrase, or combination of characters associated
with a domain name or URL. The keyword can be any part of
the domain name, URL, or content accessed by the domain
name.

In one example, a sponsor may use the recursive DNS
server 410 to service a corporate network. In this example, the
sponsor and the subscriber are the same entity. The sponsor
may purchase, reserve, or otherwise request the keyword
“amazon.” When the keyword “amazon” 1s included 1n DNS
requests originating from the corporate network, the sponsor/
subscriber may want to redirect those requests to the Barnes
and Noble website at “www.bn.com.” Advantageously, the
sSponsor may receive revenue from purchases made from the
Barnes and Noble website using a referrer 1identifier as pre-
viously discussed.

As discussed above, the recursive DNS nameserver 410
generates the response to the request for domain name infor-
mation based on the keyword and the sponsor/subscriber
information. The recursive DNS server 410 provides the
sponsor/subscriber with a fast, low-latency DNS service that
also provides a way to increase security of the corporate
network and capture revenue from traific originating from
within the corporate network. The keyword provides one
form of resolving domain name information based on the
sponsor/subscriber information.

In another example, a service provider uses the recursive
DNS server 410 to provide DNS services for clients of the
service provider that access the service providers wireless
network. The service provider can sponsor, register, or other-
wise reserve keywords, misspelled or malformed domain
names, and URLs using the recursive DNS server 410. The
service provider can then capture revenue from tratfic origi-
nating from the wireless network based on the recursive DNS
server 410 resolving DNS queries using the keywords, refer-
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rer 1dentifiers, etc. 1n response to the subscriber information
established by the service provider. This may also provide a
revenue subsidy to the service provider where the service
provider allows open and free connections to the wireless
network.

FIG. 12 1s a flowchart for setting resolution preferences for
resolving requests for domain name mformation in an exem-
plary implementation of the invention. The tlowchart begins
in box 1200. In box 1210, a user or subscriber launches a
configuration program. A configuration program can be a
computer program, web page, or web browser-based appli-
cation.

In box 1220, the user or subscriber logs into the configu-
ration program as an administrator. The administrator can
administer information for a particular user, or a group of
users. In box 1230, the administrator sets preferences for
resolving requests for domain name information. For
example, the administrator may check a box selecting pre-
defined preferences. In another example, the administrator
may create rules using a programming or scripting language.
The tlowchart ends 1n box 1240.

The present invention can be implemented in the form of
control logic 1n software or hardware or a combination of
both. The control logic may be stored 1n an information stor-
age medium as a plurality of istructions adapted to direct an
information-processing device to perform a set of steps dis-
closed 1n embodiments of the present invention. Based on the
disclosure and teachings provided herein, a person of ordi-
nary skill in the art will appreciate other ways and/or methods
to implement the present invention.

The above description 1s illustrative but not restrictive.
Many vanations of the mvention will become apparent to
those skilled in the art upon review of the disclosure. The
scope of the invention should, therefore, be determined not
with reference to the above description, but instead should be
determined with reference to the pending claims along with
their full scope or equivalents.

What 1s claimed 1s:

1. A computer-implemented method of processing Domain
Name System requests, the method comprising:

storing domain name records for a plurality of domain

names at a DNS nameserver, each domain name of the
plurality having a different owner, the domain name
records including a subset of domain name records hav-
ing a flag indicating an association with suspicious
domains;

storing subscriber information for a set of subscribers, the

subscriber information for each subscriber including
preferences provided by the subscriber that indicate how
to resolve requests from the subscriber for domain name
information, the preferences applying across the plural-
ity of domain names, the preferences including at least
one preference for resolving requests associated with the
suspicious domains;

recerving at the DNS nameserver from a first subscriber of

domain name resolution services a request for domain
name information associated with a first domain name
having a first owner and having a domain name record
including a flag indicating an association with the sus-
picious domains;

determining ageing information associated with the first

domain name;

storing the ageing information in a domain name record for

the first domain 1n a local cache;

managing the expiration of the domain name record for the

first domain name in the local cache 1n accordance with
the ageing information;
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determining a subscriber identifier and subscriber informa-
tion associated with the first subscriber in response to the
request for domain name mformation;

resolving the request for domain name information based

on the subscriber information associated with the first
subscriber and the ageing information to generate a
response to the request for domain name information;
and

returning the response to the request for domain name

information, the response including substitute domain
name mnformation for a domain unafiiliated with the first
domain name.

2. The method of claim 1 wherein resolving the request for
domain name information further comprises obtaining infor-
mation associated with a domain name record for the first
domain name from a local cache based on a positive determi-
nation that the local cache contains the domain name record
tor the first domain.

3. The method of claim 1 wherein resolving the request for
domain name information further comprises obtaining a sub-
stitute Uniform Resource Locator that satisfies a substitution
criterion for the first domain name 1n the request for domain
name information.

4. The method of claim 3 wherein obtaining the substitute
Uniform Resource Locator 1s based on a negative determina-
tion that a local cache contains a domain name record for the
first domain name 1n the request for domain name 1nforma-
tion.

5. The method of claim 3 wherein the substitution criterion
specifies an association between a Uniform Resource Locator
in the request for domain name information that appears to be
misspelled and the substitute Uniform Resource Locator.

6. The method of claim 3 wherein the substitution criterion
specifies an association between a Uniform Resource Locator
in the request for domain name information and a referrer
identifier 1n the substitute Uniform Resource Locator.

7. The method of claim 1 wherein resolving the request for
domain name information further comprises retrieving the
domain name information associated with the first domain
name from an authoritative nameserver.

8. The method of claim 1 further comprising storing the
response to the request for domain name information 1n a
domain name record for the first domain name in a local
cache.

9. The method of claim 1, wherein

resolving the request for domain name information in

accordance with the flag and the at least one preference
for resolving requests associated with suspicious
domains.
10. The method of claim 9 further comprising providing an
indication in the response based on the at least one preference
in the subscriber information that the first domain name 1n the
request for domain name mformation 1s 1dentified as a suspi-
c1ous site.
11. The method of claim 1 further comprising:
receiving geographic location information related to the
subscriber 1dentifier for the first subscriber; and

resolving the request for domain name information based
on the geographic location imnformation related to the
subscriber 1identifier for the first subscriber.

12. A recursive domain nameserver for recursively pro-
cessing Domain Name Service requests, the recursive domain
nameserver comprising:

a communications nterface exchanging data with a com-

munications network;

one or more storage devices maintaining subscriber infor-

mation for a plurality of subscribers of domain name
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resolution services provided by the recursive domain
nameserver, the subscriber imnformation including sub-
scriber-provided preferences that indicate how to
resolve requests from the subscribers for domain name
information associated with a plurality of domains, the
preferences including at least one preference for resolv-
ing requests associated with suspicious domains, the one
or more storage devices maintaining domain name
records for a plurality of domain names, each domain
name ol the plurality having a different owner, the
domain name records including a subset of domain
name records having a flag indicating an association
with the suspicious domains; and

a processor coupled to the communications interface and

the one or more storage devices, the processor config-
ured to recerve a first request for domain name informa-
tion associated with a first domain name having a
domain name record including a flag indicating an asso-
ciation with the suspicious domains, determine ageing
information associated with the first domain name, store
the ageing information 1n the domain name record for
the first domain name 1n a local cache, manage expira-
tion of the domain name record for the first domain name
from the local cache 1n accordance with the ageing infor-
mation, determine a subscriber identifier and subscriber
information associated with the subscriber identifier 1n
response to the first request for domain name informa-
tion, resolve the first request for domain name 1nforma-
tion based on the subscriber information and the ageing
information to generate a response to the first request for
domain name information, and return the response to the
first request for domain name information, the response
including substitute domain name information for a
domain unaifiliated with the first domain name.

13. The recursive domain nameserver of claim 12 wherein
the processor 1s further configured to obtain information asso-
ciated with a domain name record for the first domain name
from a local cache based on a positive determination that the
local cache contains the domain name record for the first
domain name.

14. The recursive domain nameserver of claim 12 wherein
the processor 1s Turther configured to obtain a substitute Uni-
form Resource Locator that satisfies a substitution criterion
for the first domain name 1n the first request for domain name
information.

15. The recursive domain nameserver of claim 14 wherein
the processor 1s further configured to obtain the substitute
Uniform Resource Locator based on a negative determination
that a local cache contains a domain name record for the first
domain name 1n the first request for domain name 1informa-
tion.

16. The recursive domain nameserver of claim 14 wherein
the substitution criterion specifies an association between a
Uniform Resource Locator in the first request for domain
name information that appears to be misspelled and the sub-
stitute Uniform Resource Locator.

17. The recursive domain nameserver of claim 14 wherein
the substitution criterion specifies an association between a
Uniform Resource Locator in the first request for domain
name information and a referrer identifier in the substitute
Uniform Resource Locator.

18. The recursive domain nameserver of claim 12 wherein
the processor 1s further configured to retrieve the domain
name information associated with the first domain name from
an authoritative nameserver.

19. The recursive domain nameserver of claim 12 wherein
the processor 1s further configured to store the response to the
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first request for domain name information in a domain name
record for the first domain 1n a local cache.

20. The recursive domain nameserver of claim 12 wherein
the processor 1s further configured to provide an 1ndication in
the response based on the one or more preferences in the
subscriber information that the first domain name 1n the first
request for domain name miformation 1s 1dentified as a suspi-
c1ous site.

21. The recursive domain nameserver of claim 12 wherein
the processor 1s further configured to receive geographic loca-
tion information related to the subscriber identifier, and
resolve the first request for domain name information based
on the geographic location information related to the sub-
scriber 1dentifier.

22. A computer readable storage device including a com-
puter readable medium containing istructions executable by
a computer, the executable mstructions comprising:

code for receiving subscriber mmformation from a sub-

scriber of recursive domain name resolution services,
the subscriber information including a set of preferences
that indicate how to resolve requests from the subscriber
for domain name information, the preferences applying
across the plurality of domain names, the preferences
including at least one preference for resolving requests
associated with suspicious domains, and wherein
domain name records for a plurality of domain names
are stored at a DNS nameserver, each domain name of
the plurality having a different owner, the domain name
records including a subset of domain name records hav-
ing a tlag indicating an association with the suspicious
domains;

code for receiving a request for domain name mnformation

associated with a domain name having a domain name
record including a flag indicating an association with the
suspicious domains;

code for determining ageing information associated with

the domain name;

code for storing the ageing information in a domain name

record 1n a local cache;

code for managing the expiration of the domain name

record from the local cache 1n accordance with the age-
ing information;

code for determmmg a subscriber 1dentifier and subscriber

information 1n response to the request for domain name
information;

code for resolving the request for domain name informa-

tion based on the subscriber information and the ageing
information to generate a response to the request for
domain name information;

code for returning the response to the request for domain

name information, the response including substitute
domain name information for a domain unafiiliated with
the first domain name.
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23. The computer program product of claam 22 further
comprising code for obtaining information associated with a
domain name record for the domain name from a local cache
based on a positive determination that the local cache con-
tains the domain name record.

24. The computer program product of claim 22 wherein the

code for resolving the request for domain name 1nformation

further comprises code for obtaining a substitute Uniform
Resource Locator that satisfies a substitution criterion for the
domain name 1n the request for domain name information.

25. The computer program product of claim 24 further
comprising code for obtaining the substitute Uniform
Resource Locator based on a negative determination that a
local cache contains a domain name record for the domain
name 1n the request for domain name information.

26. The computer program product of claim 24 wherein the
substitution criterion specifies an association between a Uni-
form Resource Locator 1n the request for domain name infor-
mation that appears to be misspelled and the substitute Uni-
form Resource Locator.

2'7. The computer program product of claim 24 wherein the
substitution criterion specifies an association between a Uni-
form Resource Locator 1n the request for domain name infor-
mation and the referrer identifier in the substitute Uniform
Resource Locator.

28. The computer program product of claim 22 further
comprising code for retrieving the domain name information
associated with the domain name from an authoritative
nameserver.

29. The computer program product of claim 22 further
comprising code for storing the response to the request for
domain name information 1n a domain name record in a local
cache.

30. The computer program product of claam 22 further
comprising:

code for resolving the request for domain name informa-

tion 1n accordance with the flag and one or more reso-
lution preferences for resolving domain name requests
in the subscriber information.

31. The computer program product of claim 30 further
comprising code for providing an indication in the response
based on the one or more preferences in the subscriber infor-
mation that the domain name 1s 1dentified as a suspicious site.

32. The computer program product of claim 22 further
comprising;

code for recerving geographic location information related

to the subscriber 1dentifier; and

code for resolving the request for domain name informa-

tion based on the geographic location information
related to the subscriber identifier.
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