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METHOD, SYSTEM, AND PROGRAM FOR
IMPLEMENTING RETENTION POLICIES TO

ARCHIVE RECORDS

RELATED APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 12/350,198 filed on Jan. 7, 2009, entitled
“Method, System, And Program For Implementing Retention
Policies To Archive Records”, which 1s a continuation of U.S.
Pat. No. 7,526,621 filed Aug. 18, 2006, entitled “Method For
Implementing Retention Policies To Archive Records”,
which 1s a continuation of U.S. Pat. No. 7,107,416 filed Dec.
15,2003, entitled “Method, System, And Program For Imple-
menting Retention Policies To Archive Records™, which 1s a
continuation-in-part of U.S. Pat. No. 7,146,388 filed on Oct.
7, 2003, entitled “Method, System, And Program For
Archiving Files”, and U.S. Pat. No. 7,117,322 filed on Sep. 8,
2003, entitled “Method, System, And Program For Retention
Management And Protection Of Stored Objects”, each of
which 1s incorporated by reference herein.

TECHNICAL FIELD

The present disclosure relates to implementing retention
policies for archive records.

BACKGROUND

Organizations may need to retain and archive electronic
files (where a file comprises a document, record, or any other
data structure storing code or data that may be represented 1n
a hierarchical file system) 1n storage for an extended period of
time due to internal corporate requirements or external regu-
latory or legal requirements. For instance, government regu-
lators may require that certain files remain archived for a
mimmum period of time. Companies 1n regulated industries,
such as securities and financial organizations, defense con-
tractors, etc., may be required to archive certain documents.
Further, government agencies may also be required to archive
files. Yet turther, organizations subject to a government pro-
ceeding, such as litigation, may also be subject to a file reten-
tion policy. An organization may also archive documents for
backup and storage, and versioning. A storage system often
includes some archival software to manage the archival of
files at different locations that are retained according to a
policy. Such archival software may maintain a database of
archived files. Use of the archival software may require sig-
nificant user training and management, as well as a stand
alone application program. Archival software typically fea-
tures customized graphical user imtertaces (GUIs) and appli-
cation program interfaces (APIs) to interface with the oper-
ating system to perform archival related operations.

One archival data storage technology referred to as WORM
(for write once, read many) involves archiving data to a stor-
age media, such as optical disks, that can only be written to
once. One disadvantage of using optical disks 1s that their
access rates are slow, especially when the disks are main-
tained 1n an auto-changer that needs to mechanically access a

disk from a slot and insert the accessed disk into a disk drive
O access.

To avoid some of the drawbacks of using optical disks,

some archival system vendors are using inexpensive hard disk
drives as the medium for archiving data. The hard disk drive

storage system 1s sold bundled with software to expose the
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storage as a proprietary archive utility, requiring custom inter-
faces and application program interfaces to use the archival
features.

SUMMARY

Disclosed herein are aspects of systems, methods, and
apparatuses for electronic data retention.

An aspect 1s a method for use 1n electronic data retention.
The method includes recerving, via electronic communica-
tion, a request indication indicating a request to delete, shred,
purge, or remove a record from a data retention system;
generating a determination, by a processor in response to
instructions stored on a non-transitory storage medium, indi-
cating that the record 1s associated with a hold indicator that
1s not based on a retention period; and sending, via electronic
communication, a demal of the request in response to the
determination indicating that the record 1s associated with a
hold 1ndicator that 1s not based on a retention period.

Another aspect 1s an apparatus for use in data retention. The
apparatus includes a memory and at least one processor con-
figured to execute instructions stored in the memory to:
receive, via electronic communication, a request indication
indicating a request to delete, shred, purge, or remove a record
from a data retention system; generate a determination indi-
cating that the record 1s associated with a hold indicator that
1s not based on a retention period; and send, via electronic
communication, a demal of the request in response to the
determination 1indicating that the record 1s associated with a
hold indicator that 1s not based on a retention period.

Another aspect 1s a method for electronic data retention.
The method includes recerving, via electronic communica-
tion, arequest to delete, shred, purge, or remove a record from
a data retention system; identifying, by a processor 1in
response to instructions stored on a non-transitory storage
medium, a hold indicator associated with the record; and on a
condition that the hold idicator 1s not based on a retention
period, sending, via electronic communication, an indication
that the request 1s denied.

Variations 1n these and other aspects will be described 1n
additional detail hereatter.

BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to the drawings in which like reference
numbers represent corresponding parts throughout:

FIG. 1 illustrates a computing environment in which
embodiments of the mvention are implemented;

FIG. 2 illustrates an example of an arrangement of a hier-
archical file system in accordance with implementations of
the invention;

FIGS. 3, 4, and 5 illustrate an example of operations per-
formed to manage archived files 1n accordance with imple-
mentations of the invention;

FIG. 6 illustrates an alternative implementation of the
archival system 1n accordance with implementations of the
invention;

FIG. 7 illustrates metadata on a record providing informa-
tion on a retention policy associated with that record in accor-
dance with implementations of the invention;

FIG. 8 1llustrates a retention policy state machine in accor-
dance with implementations of the invention;

FIGS. 9, 10, and 11 illustrate operations performed to
implement a retention policy 1n accordance with implemen-
tations of the invention;
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FIG. 12 illustrates a computing architecture that may be
used to implement the computing environments described
with respect to FIGS. 1 and 6.

DETAILED DESCRIPTION 5

In the following description, reference 1s made to the
accompanying drawings which form a part hereof and which
illustrate several embodiments of the present invention. It 1s
understood that other embodiments may be utilized and struc- 10
tural and operational changes may be made without departing,
from the scope of the present invention.

Applying a Retention Policy

FIG. 1 illustrates a computing environment in which
embodiments of the invention are implemented. A host sys- 15
tem 2 includes an operating system 4 and a file system 6 that
provides an organization of files stored 1n a storage device.
The file system 6 may implement a hierarchical tree-like
arrangement of files, which may involve the use of directories
and subdirectories in which the files or records may be stored, 20
where any directory may comprise a subdirectory of another
directory or the root directory. A file system user interface 8
provides a command line or graphical user interface to enable
the user to explore the file system and perform file system
related operations, such as moving a file to a specified direc- 25
tory, deleting a file, renaming a file, creating a file, etc. The file
system user imterface 8 may comprise a file management
program that renders a presentation of the hierarchical
arrangement of files. The file system user interface 8 may
comprise a stand-alone file management program or a file 30
management function accessed through an application pro-
gram.

An archival filter 10 intercepts user file requests generated
through the file system user interface 8 directed to the file
system 6 and determines whether any archival retention poli- 35
cies should block such user requested operation 11 necessary
or allow the operation to proceed to the file system 6 to
execute. The file system 6 may provide access to files stored
in the storage system 12 via connection 14.

The host system 2 may comprise any computing device 40
known 1n the art, such as a server class machine, workstation,
desktop computer, etc. The storage system 12 may comprise
any storage device known 1n the art, such one or more 1nter-
connected disk drives configured as a Redundant Array of
Independent Disks (RAID), Just a Bunch of Disks (JBOD), 45
Direct Access Storage Device (DASD), as a tape storage
device, a single or multiple storage units, e.g., a tape library,
or etc. The connection 14 may comprise any interface
between storage and a host known in the art, such as a network
connection (e.g., Ethernet, wireless Ethernet, Fibre Channel, 50

etc.) or any other data transfer interface known in the art, e.g.,
Advanced Technology Attachment (ATA), Serial ATA

(SATA), Small Computer System Interface (SCSI), etc.,
which may be external or internal to the host 2 enclosure.

In certain embodiments, the archival filter 10 determines 55
the retention policies based on a pathname of a directory
associated with a retention policy. For instance, to indicate
that files or records within a directory are to be retained for a
specified time period, the user may name a directory “/Re-
tainX”’, where X specifies a time period, e.g., years, days, 60
months, etc. In certain implementations, the action of “retain-
ing”” a {ile may entail never allowing the file to be modified or
updated 1n any circumstances, and only permitting erase and
move operations. The retention policy indicated 1n the path-
name of the directory would apply to any files or records 65
stored within the directory having the retention pathname or
any further subdirectory of the directory having the retention

4

name. FIG. 2 illustrates a hierarchical tree file system in
which data 1s organized having two directories 30 and 32. The
archival policy specified 1n the pathnames of the retention
directories 30 and 32 may apply to files stored in the retention
directories 30 and 32 or any subdirectories defined therein.
The user may use the file system user interface 8 to move files
to a retention directory, such as by using an 1mput device to
“drag and drop’” or otherwise move files from one directory to
a retention directory 30 and/or 32 so that the retention policy
will apply to the moved file.

Another example of a retention policy to use as the path-
name 1s “RetainUnt11X”, which specifies that files 1n a reten-
tion directory having such a pathname will be retained until
the specified date “X”.

In this way, the user may use standard file management
interfaces to associate a file with a retention policy by just
copying or otherwise moving the desired file to a retention
directory. With the described embodiments, specialized APIs
or customized interfaces are not needed because a standard
file management interface 1s used to specity the retention
policies. Moreover, the user can define a retention policy by
including descriptive language statements in the directory
pathname, which are understood by the archival filter 10, that
describe and specily the policy. This avoids the need for
substantial training to mstruct users on how to apply an archi-
val policy to a file.

FIG. 2 illustrates an example of a hierarchical arrangement
of directories, where the pathnames of the directories 30 and
32 provide a file retention policy to apply to all files 1n that
directory. For instance any file within the directory 30 or a
subdirectory of directory 30 will be retained for three years.
When the date and time associated with a file, 1.e., the last
modification date, within the directory 30 is three years prior
to the current date, then that file i the directory 30 may be
deleted or moved without restriction. Similarly, any file 1n the
path of a subdirectory of directory 32 will be retained for five
years.

FIG. 2 also provides an example of a “hold” directory 34,
which 1s a subdirectory of the retain directory 36 and litiga-
tion proceedings subdirectory 36. Any file moved to the hold
directory 34 will not be allowed to be deleted, even after the
expiration of the retention period indicated in the pathname of
the directory 32. For mstance, if certain files may be relevant
to an imminent or pending litigation, then a hold directory 34
may be added as a subdirectory of the directory 36 to store
f1les relevant to the litigation to prevent any files moved to the
hold directory 34 from being deleted. A regulatory filings
directory 38 archives files related to regulatory filings. In
certain embodiments, a file in the hold directory 34 may be
moved back to the directory from which 1t originated or

another directory after the reason for the hold 1s no longer
relevant.

FIG. 3 illustrates operations performed by the archival
filter 10 to determine whether an archive policy applies to an
operation to modily a file represented in the file system 6. The
archival filter 10 would intercept and process a modily
request belfore the request 1s sent to the file system 6 to
execute. Upon recerving (at block 100) the request to modity
the target file, 11 (at block 102) the target file to modify 1s not
within a retention directory (directly or within a further sub-
directory thereotf), then the archival filter 10 passes (at block
104) the modity request to the file system 6 to execute. If the
target file 1s within a retention directory, then the archival
filter 10 returns (at block 106) a message indicating denial of
the erase request due to a retention policy. The message may
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include additional information such as the specifics of the
retention policy and the pathname of the directory including
the target file.

With the logic of FIG. 3, any request to modity a file, as
opposed to erase the file, may be denied regardless of whether
the archival policy applies. This bar on modifying archived
files regardless of the retention policy would prevent the
situation from occurring where a file whose retention period
expired 1s modified and subsequently subjected to a new
archival retention policy. I such modification were allowed,
then the new archival policy may be applied when the
assumption 1s that the file subjected to the new archival policy
was the previously archived file, not an updated version
thereof.

FIG. 4 1llustrates operations performed by the archival
filter 10 to determine whether an archive policy applies to an
operation to erase a file represented 1n the file system 6. The
archival filter 10 would intercept and process an erase request
betore the request 1s sent to the file system 6 to execute. Upon
receiving (at block 120) the request to erase the target file, 11
(at block 122) the target file to erase 1s not within a retention
directory (directly or within a further subdirectory thereot),
then the archival filter 10 passes (at block 124) the erase
request to the file system 6 to execute. If the target file 1s
within a retention directory, then a determination 1s made (at
block 126) as to whether the retention policy specified 1n the
pathname of the directory indicates an expirable retention
period. A retention policy that does not expire may be indi-
cated in the directory pathname with “hold”, retain forever,
etc. If (at block 126) the retention policy does not expire, then
the archival filter 10 returns (at block 128) a message indicat-
ing denial of the erase request due to a retention policy. The
message may include additional information such as the spe-
cifics ol the retention policy and the pathname of the directory
including the target file. I (at block 126) the retention policy
1s for a defined, 1.e., expirable, time period and i1 (at block
130) the retention period has expired, then control proceeds to
block 124 to allow the erase request to proceed. Otherwise, 1f
the retention period has not expired, then control proceeds to
block 108 to return the message denying the erase request.

A retention period expires 11 the time period of the retention
policy has been exceeded. For instance, 11 the retention period
specifles a termination date, e.g., “RetainUntil Jan. 1, 2005,
then the retention period expires on the specific date. Alter-
natively, 1 the retention time period specifies a time frame,
¢.g., “Retain 3 Years”, then the retention period expires when
the current time exceeds the retention time period plus the
time the file was created, last modified or added to the reten-
tion directory.

With the logic of FIG. 4, an erase operation 1s not allowed
to proceed 1f a file 1s within a retention directory and the
retention policy has not expired with respect to that target file.
Thus, files with different creation/last modification dates may
expire at different times according to certain retention poli-
cies specified in the directory file name. In this way, the
archival filter 10 filters all erase requests. In certain 1imple-
mentations, the archival filter 10 would pass all read requests
to the file system 6 to execute.

FIG. 5 illustrates operations performed by the archival
filter 10 to process a request to move a target file from one
directory to another. Upon receiving (at block 150) the
request to move the target file, if (at block 152) the file 1s not
within a directory whose file name specifies a retention
policy, then the archival filter 10 passes (at block 154) the
move request to the file system 6 to execute. It (at block 152)
the target file 1s within a directory associated with a retention
policy and 11 (at block 156) the retention policy does not
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specily an expirable retention time period, e.g., such as the
case with the hold directory 34, then a determination 1s made
(at block 158) whether the move 1s to a permitted directory. In
certain implementations, a permitted target directory may be
one whose files are associated with aretention policy thatis as
long or longer than the retention policy associated with the
directory including the hold directory. For instance, in the
example of FIG. 2, a file moved from the hold directory 3
would have to be moved to a directory having a retention
policy of at least five years. In alternative implementations, a
permitted directory may be associated with shorter retention
time periods or no retention policies. If (at block 138) the
move 1s to a permitted directory, then control proceeds to
block 154 to pass the move command to the file system 6 to
execute; otherwise, 1f the move 1s not to a permitted directory,
then the archival filter 10 causes the return (at block 160) of a
message 1ndicating demal of the move due to a retention
policy.

I1 (at block 156) the retention policy does provide an expi-
rable (finite) time period and if (at block 162) the retention
time period has expired, e.g., the specified termination date
has passed or a termination period from the file date has
expired, then control proceeds to block 154 to pass the move
request to the file system 6 to execute. Otherwise, 1f the
retention time period has not expired and 11 (at block 166) the
target directory of the move has a same or longer retention
policy than the retention policy of the directory currently
including the target file, then control proceeds to block 154 to
allow the file system 6 to execute the move request. If (at
block 166) the target directory has a shorter retention time
period than the current directory including the target file, the
control proceeds to block 160 to deny the move request.

With the logic of FIG. 5, a file can be moved from a
directory associated with a finite retention policy, 1.e., one
with an expirable time period, 1t the file 1s being moved to a
directory having at least as long or longer than retention
period. For 1nstance, if a file 1s 1n a directory having a retain
forever retention period, like the hold directory 34 (FIG. 2),
then a file 1n that hold directory may only be moved to another
hold directory also having the retain forever retention period.
Further, 11 the file being moved 1s 1n a higher level directory,
which contains the hold directory, then the file can only be
moved to a hold directory within a higher level directory
having the same or longer retention period of the higher level
directory including the file subject to the move. This ensures
that the file mitially associated with the retention policy 1s
retained for the specified period even after being moved. In
turther implementations, there may be a special directory for
archived files removed from a retention directory to allow
tracking of any files removed from the retention archives.

Certain of the described implementations provide tech-
niques for using a standard file system interface to allow the
user to implement a non-re-writable and non-erasable archi-
val system, thereby avoiding the need to nstall, train for, and
use a separate stand alone application program. With certain
of the described implementations, the user specifies retention
policies by associating retention policies with directories of
the file system including the archived files to implement a
non-re-writable and non-erasable environment.

Event Based Retention

FIG. 6 1llustrates an additional computing environment 1n
which embodiments of the mvention are implemented. An
archive server 170 maintains archive objects in archival stor-
age 174, where the archived objects may originate from client
systems 176a,176b, 176¢, where the clients 176a,1765b,176c¢
communicate objects to the archive server 170 over a network
180. The archive server 170 includes an archive program 182
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which performs archive related operations, an archive data-
base 184 maintaining records providing information on
archived objects, and a retention protection setting 186 con-
trolling the extent to which the archive program 182 permits
users to remove or modily information 1n the archive database 3
184 and archived objects from the archival storage 174. In
FIG. 6, the retention protection setting 186 comprises a global
variable applying across all objects. In additional implemen-
tations, there may be separate protection settings for single
objects or groups of objects, all objects 1 a node, filespace, 10
from a client, etc. An object may comprise any data structure
known 1n the art including data, such as a file, database,
record, etc. All archive related operations are managed by the
archive program 182 to ensure compliance with a configured
archival policy. The archive database 184 may include an 15
object table 188 having an entry (record) for each archived
object providing information on the object and an expiration
table 190 having one entry (record) for each initiated or
expired retention period running with respect to one archived
object. 20

The archive server 170 may be implemented as a server
class machine, and the client systems 176a, 1765, 176¢c may
comprise any computing device known in the art, such as a
server class machine, mainframe, workstation, desktop com-
puter, handheld computer, etc. The data archived from the 25
client systems 176a, 1765, 176¢ may comprise data 1n a
database, application program data, files 1n a file system, etc.
The archival storage 174 may comprise any mass storage
device known 1n the art, such one or more interconnected disk
drives configured as a Redundant Array of Independent Disks 30
(RAID), Just a Bunch of Disks (JBOD), Direct Access Stor-
age Device (DASD), as a tape storage device, e.g., a tape
library, or etc. The network 180 may comprise any interface
between storage and a host known in the art, such as anetwork
connection (e.g., Ethernet, wireless Ethernet, Fibre Channel, 35
etc.) or any other network or storage transier protocol known
in the art.

In certain embodiments, different archival policies may be
associated with the archived objects. The retention policy
specifies a retention period during which the object must be 40
maintained 1n archival storage 174. Following the duration of
the retention period, the archived object 1s expired to allow the
storage space to be reclaimed during a clean-up, reclamation
or other space management operation. The object and the
corresponding object entry in the object table 188 and any 45
expiration entry for the object are removed. With certain
archival policies, the retention period may commence imme-
diately when adding the object to the archival storage and an
entry to the archived database 184 providing information on
the archived object. 50

An event based retention archival policy specifies that the
retention period for the object does not commence until the
occurrence of an event. Upon recerving a signal of the occur-
rence of the event, the archive program 182 would begin the
retention period for the object having such event based reten- 55
tion archival policy. An event driven policy thus defers the
beginning of the retention period counting until the occur-
rence of an event. For instance, employee information may be
archived, but regulations may specily that after an employee
leaves, information for that employee must be archived for a 60
retention period of specified number of years. In such case,
the event based retention policy may specily to commence the
retention period upon being alerted of the event, which may
comprise the separation of the employee from the organiza-
tion. A retention period of zero for an event based retention 65
policy would mean that the object expires immediately upon
occurrence of the event. Further, an event based retention
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policy may specily aminimum retention period, in addition to
the general retention period, such that the object cannot be
expired before the minimum retention period expires, regard-
less of the event based retention period. Thus, 11 the time that
has passed since the event signal occurs and the retention
period time 1s less than the minimum retention period, then
the object will not expire until the end of the minimum reten-
tion period. The mimmum retention period may run from the
time the object entry was added to the archive database 184
and storage 174, whereas the general event based retention
period runs from when the event signal 1s recerved.

A deletion hold policy may be specified for an object to
override the retention policy to prevent removal of an object
even 1f the object would have expired according to the reten-
tion period defined 1n the archival policy for the object. Thus,
i some event occurs that requires that the object remain
archived regardless of any previously defined archival policy,
then a deletion hold policy may be placed on that object to
prevent expiration and removal of the archived object. For
instance, 1f litigation commences against an employee that
has departed, where an event based retention period 1s defined
for the records of that employee to begin running when the
employee departs (the event), then a deletion hold policy
placed on the archived objects for that employee would pre-
vent the expiration and removal of the archived objects for
that employee regardless of the event based retention policy.
The deletion hold applied to an archived object may subse-
quently be removed to allow that object to expire according to
the archival policy defined for that object.

Further, a retention protection policy may be applied to the
archive server 2 by setting the retention protection setting
186. Activating this setting 186 would cause the archive pro-
gram 182 to inhibit or deny any request that seeks to remove
or modily an archived object or remove any record 1n the
archive database 184 for an archived object that has not
expired according to the archive policy. A request to remove
an archived object can be 1n the form of a request to remove
that specific archived object or delete a volume or filespace
including the specified archived object.

Further details of managing an event based retention policy
are disclosed 1n the patent application entitled “Method, Sys-
tem, And Program For Retention Management And Protec-
tion Of Stored Objects”, having U.S. application Ser. No.
10/658,48°7, which application was incorporated herein by
reference above.

Determinate and Indeterminate Retention of Files

FIGS. 7-11 provide an additional implementation for
applying a retention policy to records or files that may alter-
natively be implemented by the archival filter 10 1n FIG. 1 to
apply a retention policy for records in the operating system 4.

FIG. 7 illustrates metadata 200 that may be associated with
cach record subject to a retention policy. Alternatively, the
metadata may be associated with a subdirectory, 1.¢., reten-
tion directory, so that the retention policy specified by the
retention policy applies to all files 1n that directory 1n the file
system 6 (FIG. 1). The metadata 200 includes:

Timestamp at Start of Retention Period 202: indicates a

time a retention period policy begins to apply to arecord.

Timestamp at Deletion 204: indicates a time the record was
deleted.

Retention Period 206: indicates a time period during which
the record 1s retained and not subject to removal, 1nclud-
ing shred, delete, purge. This retention period expires
when the timestamp at the start of the retention period
202 plus the retention period 206 exceeds a current
system timestamp.
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Audit Hold Flag 208: A flag indicating that any retention
period 1s suspended and that the file cannot be removed
due to an audit occurring.

Legal Hold Flag 210: A flag indicating that any retention
period 1s suspended and that the file cannot be removed
due to mstigation of legal or regulatory proceedings.

Must Shred Flag 212: A flag indicating that when deleting,
the record, the system will automatically shred the
record

Permanent Hold Flag 214: A flag indicating that the record
1s 1n the permanent hold (PH) state and can never be
deleted or shredded.

The metadata record 200 would further include an instance
of multiple fields, shown as fields 216 through 226, for each
event retention policy assigned to that record, such that a
record may be associated with multiple event retention poli-
cies. The event metadata fields set for event included with the
record metadata 200 include:

Event Flag 216: A flag indicating whether an event based

retention policy 1s associated with the record.

Event Condition 218: The condition that must occur for the
event to occur. The event may be specified by a database
trigger. The event may comprise a condition occurring,
with respect to a person or organization related to the
record. For instance, the event may comprise a user
closing their account, separating from a company, etc.,
or performing any other action which would affect the
status of one or more records related to their activity. The
event tlag 216 1s set to “ofl” after the event condition
occurs and 1s set to “on” before the event condition 1s
satisfied.

Post Event Retention Period 220: indicates a retention
period that 1s effective upon the event condition being
satisfied. For instance, the post event retention period
220 may be specified to prevent removal of the record for
a number of years after the user closes their account. The
post event retention period 220 expires when the times-
tamp at the time the event occurred 224 plus the post
event retention period 220 exceeds the current system
timestamp.

Event Start Timestamp 222: indicates a time when the
event flag 216 was set.

Event Occurred Timestamp 224: indicates a time when the
event signal 1s recerved indicating the event occurred.
This signal may originate from a database program, such
as a database trigger, from any application program or

from user mput action.

Minimum Event Retention Period 226: indicates the mini-
mum amount of time from the event start timestamp 222
that the record must be maintained. If the event occurs

betfore the minimum event retention period has expired,
then the record 1s maintained until the minimum event
retention period has expired, even 1f the post event reten-
tion period 220 has expired.
FIG. 8 1llustrates a state machine 250 that may be imple-
mented 1n the archival filter 10 to determine the state of a
record and whether the file may be deleted (D), shredded (S)
or purged (P) depending on the retention policies indicated 1n
the metadata 200 for the record. Following are possible states
of a record as 1indicated 1n the state machine 250 (FIG. 7):
E: a record whose metadata 200 has the event tlag 216 set
“on” 1ndicating an event condition that 1s unsatisfied
and, optionally, a post event retention period 220.

R": arecord having an unexpired retention period 206 of a
duration indicated by the retention period 206.

R*: arecord whose retention period 206 has expired, has no

pending event condition, and 1s eligible for deletion.
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Further, if a file enters the system with no retention
period, the file’s mitial state 1s the R” state.

EA: a record whose event flag 216 1s set, indicating an
event condition 218 1s unsatisfied for the record, and the
record audit hold flag 1s set indicating that the record 1s
subject to an audit hold.

EL: A record whose event flag 216 1s set “on”, indicating,
that an event condition 218 1s unsatisfied for the record,
and that the record 1s subject to a legal hold. EAL: A
record whose event tlag 216 1s set, indicating that an
event condition 218 1s unsatisfied for the record, and that
the record 1s subject to both legal and audit holds.

R”A: a record having an unexpired retention period 206
whose retention period 206 1s suspended while the
record 1s subject to an audit hold.

R”L: a record having an unexpired retention period 206
whose retention period 206 1s suspended while subject
to a legal hold.

R*AL: a record having an unexpired retention period 206
whose retention period 206 1s suspended while subject
to both audit and legal holds.

R*A: arecord whose retention period 206 is expired, i.e., is
zero, has no associated event condition 218, but that
cannot be removed due to an audit hold. Further, 1f a file
enters the system with an audit hold and no retention
period 206, then the file’s initial state is the R*A state.

R*L: arecord whose retention period 206 is expired, i.e., is
zero, has no associated event condition 218, but that
cannot be removed due to a legal hold. Further, 1t a file
enters the system with a legal hold and no retention
period 206, then the file’s initial state is the R™L state.

R*AL: a record whose retention period is expired, i.e., is
zero, has no associated event condition, but that cannot
be removed due to audit and legal holds. Further, if a file
enters the system with an audit and legal holds and no
retention period, then the file’s initial state is the R*AL
state

D: a record that 1s deleted.

S: a record that 1s shredded, 1.e., all the bits are overwritten
and then deleted.

P: a record whose metadata 200 1s deleted. Further, the
purge state 1s a final state.

PH: a record subject to a permanent hold, where the record
cannot expire, be deleted or have 1ts retention policies
ever altered. The permanent hold state 1s a final state.

The possible mnitial states include any of the above states

exceptdelete (D), shred (S) or purge (P). Further, all states are
optional. Below are the state transitions that cause a transition
from one state to another as shown 1n the state machine 250

(FIG. 8):

A: audit hold 1s placed on the record.

A: audit hold 1s removed from a record

L: legal hold 1s placed on the record.

-L: legal hold 1s removed from a record

H: an event condition 218 1s associated with a record, a
record previously not associated with an event condition
218 or whose event condition 218 was previously satis-
fied 1s now currently associated with an event condition
or an additional event condition 218 1s associated with a
record with an existing event condition 218.

-E: an event condition 218 associated with a record 1s
satisfied.

R: a retention period 206 1s associated with a record.

-R: a retention period 206 has expired with respect to a
record.

D: indicates receipt of a command to transition to a delete
state where the record 1s deleted. Recerving a deletion
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transition at all states except the expired retention period
state (R™) causes a transition back to the current state.
Transition to the delete state 1s only allowed from the
expired retention period state (R™).

S: 1ndicates receipt ol a command to transition to a shred
state where the record 1s shredded, 1.e., all the bits are
overwritten one or more times and then deleted. Recerv-
ing a shred transition at all states except the expired
retention period state (R™) causes a transition back to the
current state. Transition to the shred state 1s only allowed
from the expired retention period state (R7).

P: indicates receipt of a command to transition to a purge
state where the metadata 200 (FIG. 7) for a record 1s
deleted. Recetving a purge transition at all states except
the delete (D) or shred (S) states causes a transition back
to the current state. Transition to the purge state 1s only
allowed after the record has been shredded or deleted.

Pe: indicates a transition to the permanent hold state. A
“Pe” transition from any but the purge (P) state goes to
the permanent hold state (PH), and a “Pe” transition
from the delete (D) or shred (S) state results in the
metadata being kept permanently. A “Pe” transition
from the purge (P) state returns to the purge (P) state.

FIG. 8 1llustrates a state machine that shows how a record
may transition from one state to another depending on the
occurrence of one of the above described state transitions. In
the described implementations, there are twelve transitions
set forth above. In FIG. 8, all transitions from a state to a
different state are shown, and all transitions from a state back
to 1tself, 1.e., no state change are implicit 1n that all loop-back
transitions are assumed to be those of the twelve transitions
not specifically shown. Further, the state machine shows that
a permanent (Pe) transition from any state except the purge
(P) state transitions to the permanent hold (PH) state.

FIGS. 9, 10, and 11 illustrate operations performed to
implement the state machine 250 of FIG. 8. With respect to
FIG. 9, upon recerving (at block 300) a command to delete or
shred a record from the file system 6, the archival filter 10
(FIG. 1) determines (at block 302) whether the metadata 250
tor the record has the audit hold flag 208, legal hold flag 210
or permanent hold flag 214 set “on”. It so, then the delete or
shred request 1s denied (at block 304), which corresponds to
receiving the delete (D) or shred (S) request at states EAL,
EA,EL, RYAL, R"A, R"L, R*AL, R*A, R*L (FIG. 8). If (at
block 302) all hold flags 208, 210, 214 are “ofl” and 1f (at
block 306) the event flag 1s “on”, indicating that an event
condition 210 associated with the record has not yet been
satisiied, 1.e., state “E”, then the request 1s denied (at block
304). It (at block 308) the retention period has not expired,
1.€., the current system timestamp 1s less than the timestamp at
the start of the retention period 202 plus the retention period
206, then the request is denied (at block 304), i.e., state R”.
Otherwise, 1 the retention period has expired, 1.e., the R”
state, then the delete (D) or shred (S) operation 1s performed
(at block 310), leading to the S or D state. The timestamp at
deletion 204 1s then set to the current system time. If the
removal operation 1s a delete (D) and the must shred flag 212
1s “on”’, then the record would be shredded.

With the described implementations, every record has an
explicit or implicit retention period, including: a retention
period of zero where the record may be removed, 1.¢., inthe R*
states; an indefinite retention period such as those subject to a
hold, e.g., an audit (A) and/or legal (L) hold; a determinate
retention period such as for a specified period of time, 1.¢., one
of the RY states; or a record subject to retention until the
occurrence of an event, 1.e., one of the F states. If a record
subject to an event condition 210 has an event retention period
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214 of zero, then upon the occurrence of the condition the
retention period would end and the record may be subject to
removal.

FIG. 10 1llustrates operations performed by archival filter
10 or some other component, such as a database program, to
handle the occurrence of an event condition, such as an
employee leaving, account being closed. This may occur
asynchronously with respect to users attempting to delete
files or may occur when a delete request 1s received betfore the
event flag 216 1s checked (at block 306, 1n FIG. 9). Upon
detecting (at block 350) the occurrence of an event condition
218 for arecord, the event occurred timestamp field 224 1s set
(at block 352) to the current system timestamp. The retention
period 206 1s set (at block 354) to the post event retention
period 220 to prevent removal of the file until the post event
retention period 220 has expired. If (at block 356) the event
retention policy for which the signal was recerved has not
applied for the minimum event retention period 226, 1.e., the
current system time 1s not greater than the event start times-
tamp 222 plus the minimum event retention period 226, then
action taken on the event occurrence 1s delayed (at block 358)
until the current system time 1s equal to the event start times-
tamp 222 plus the minimum event retention period 226. From
the yes branch of block 356 or block 338, control proceeds to
block 360 where the event flag 216 1s set (at block 360) “off”.

FIG. 11 illustrates operations performed by the archival
filter 10 to process a request to purge the metadata 200 for a
record. Upon receiving (at block 370) the purge request, 1t (at
block 372) the timestamp at deletion 204 1s set to a non-null
timestamp value, which would occur when the record 1s
shredded or deleted, then the metadata 200 associated with
the record 1s deleted; otherwise, the purge request 1s denied.

Described embodiments provide techniques for managing,
files subject to a retention policy that are not to be removed for
certain organizational reasons, such as until a certain event
occurs, 1f the record 1s related to activity subject to legal
and/or an audit, etc. This allows organizations or individuals
to prevent inadvertent or malevolent deletion of records dur-

ing the retention period.
Additional E

Embodiment Details

The retention policy management system described herein
may be implemented as a method, apparatus or article of
manufacture using standard programming and/or engineer-
ing techniques to produce software, firmware, hardware, or
any combination thereof. The term “article of manufacture™
as used herein refers to code or logic implemented 1n hard-
ware logic (e.g., an integrated circuit chip, Programmable
Gate Array (PGA), Application Specific Integrated Circuit
(ASIC), etc.) or a computer readable medium, such as mag-
netic storage medium (e.g., hard disk drives, floppy disks,
tape, etc.), optical storage (CD-ROMs, optical disks, etc.),
volatile and non-volatile memory devices (e.g., EEPROMsS,
ROMSs, PROMs, RAMs, DRAMs, SRAMs, firmware, pro-
grammable logic, etc.). Code 1in the computer readable
medium 1s accessed and executed by a processor. The code in
which preferred embodiments are implemented may further
be accessible through a transmission media or from a file
server over a network. In such cases, the article of manufac-
ture 1n which the code 1s implemented may comprise a trans-
mission media, such as a network transmission line, wireless
transmission media, signals propagating through space, radio
waves, inirared signals, etc. Thus, the “article of manufac-
ture” may comprise the medium 1n which the code 1s embod-
ied. Additionally, the “article of manufacture” may comprise
a combination ol hardware and software components in
which the code 1s embodied, processed, and executed. Of
course, those skilled 1n the art will recognize that many modi-
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fications may be made to this configuration without departing
from the scope of the present invention, and that the article of
manufacture may comprise any information bearing medium
known 1n the art.

In certain described implementations, the user associates a
retention policy with a directory by indicating a retention
policy code in the name of the directory to apply to all files
included 1n that directory. In alternative implementations, the
user may associate a retention policy with a directory 1n a
manner other than coding the pathname of the directory. For
instance, the user may associate retention policies with the
attributes defined for a directory of the file system, which may
or may not be indicated in the name of the directory or
graphical rendering of the directory 1n a graphical user inter-
face providing a rendering of the hierarchical file system. In
certain operating systems, such as the MICROSOFT WIN-
DOWS operating system, the attributes that may be assigned
to a directory are accessed by right clicking a mouse button
over the name of the directory displayed in a user interface
window to display a menu, and then selecting the properties
option displayed 1n the menu. (Microsoft and Windows are
registered trademarks of Microsoit Corporation).

In certain described implementations, the archival filter 10
1s shown as a separate program component. The archival filter
10 may be installed separately from the file system 6, such as
a separately 1nstalled application program that runs when the
operating system 4 and file system 6 are iitialized and
screens files the user 1s attempting to erase or move. Alterna-
tively, the Tunctionality of the archival filter may be incorpo-
rated directly 1n the operating system and be made available
as a feature of the file system installed with the operating
system. The archival filter 10 may execute in the kernel of the
operating system or at different priority levels.

In described implementations, a retention policy associ-
ated with a directory applied to all files within that directory,
including files 1n subdirectories of the directory associated
with the retention policy. In further implementations, certain
subdirectories within the retention policy directory may
include files not subject to the retention policy, such as the
case with a hold directory grouping files that are retained
indefinitely, irrespective of any retention policy associated
with a directory 1n which the hold directory 1s included.

In described implementations, a non-re-writable and non-
crasable type restriction policy 1s applied to files 1n a directory
associated with the retention policy for the time period speci-
fied by the retention policy. In alternative implementation,
different retention restrictions may be applied to files subject
to the retention policy.

In described implementations, the coding of the retention
policy 1n the directory pathname comprised a description of
the retention policy. In alternative implementations, the cod-
ing of the retention policy in the pathname may comprise a
code that 1s not descriptive of the retention policy. For
instance, the pathname may be coded with “Retain3 Years”,
which 1s a description of the retention policy, or a non-de-
scriptive code, e.g., “X117, which may not provide any
description of the actual retention policy.

FIGS. 3, 4, 5, 9, 10, and 11 describe specific operations
occurring 1n a particular order. In alternative implementa-
tions, certain operations may be performed in a different
order, modified or removed. Moreover, steps may be added to
the above described logic and still conform to the described
implementations. Further, operations described herein may
occur sequentially or certain operations may be processed 1n
parallel. Yet further, operations may be performed by a single
processing unit or by distributed processing units.
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FIG. 7 illustrates information that may be included with the
metadata 200 for a record. Additional or different metadata
information may be used to manage the retention policy and
allow for event driven and other policy related holds, such as
legal and audits. Further, additional organizationally defined
retention holds may be provided other than audit and litiga-
tion.

FIG. 8 illustrates an implementation of a state machine
including defined possible states for a record subject to a
retention policy and transitions between states. In alternative
implementations, additional states may be provided and alter-
natrve and different transitions may be used to provide difier-
ent transitions among states than shown 1n the state machine
of FIG. 8.

FIG. 12 illustrates one implementation of a computer
architecture 400 of the host system 2 shown in FIG. 1. The
architecture 400 may include a processor 402 (e.g., a micro-
processor), a memory 404 (e.g., a volatile memory device),
and storage 406 (¢.g., anon-volatile storage, such as magnetic
disk drives, optical disk drives, a tape drive, etc.). The storage
406 may comprise an internal storage device or an attached or
network accessible storage. Programs 1n the storage 406 are
loaded into the memory 404 and executed by the processor
402 1n a manner known 1n the art. The architecture further
includes a network card 408 to enable communication with a
network. An input device 410 1s used to provide user input to
the processor 402, and may include a keyboard, mouse, pen-
stylus, microphone, touch sensitive display screen, or any
other activation or mput mechanism known in the art. An
output device 412 1s capable of rendering information trans-
mitted from the processor 402, or other component, such as a
display monitor, printer, storage, etc.

The foregoing description of the implementations has been
presented for the purposes of illustration and description. It1s
not intended to be exhaustive or to limit the invention to the
precise form disclosed. Many modifications and variations
are possible in light of the above teaching. It 1s intended that
the scope of the mvention be limited not by this detailed
description, but rather by the claims appended hereto. The
above specification, examples and data provide a complete
description of the manufacture and use of the composition of
the invention. Since many implementations of the invention
can be made without departing from the spirit and scope of the
invention, the invention resides in the claims hereinafter
appended.

What 1s claimed 1s:
1. A method foruse in electronic data retention, the method
comprising;
receving, via electronic communication, a request indica-
tion 1ndicating a request to delete, shred, purge, or
remove a record from a data retention system;
generating a determination, by a processor in response to
instructions stored on a non-transitory storage medium,
indicating that the record 1s associated with a hold 1ndi-
cator that 1s not based on a retention period; and
sending, via electronic communication, a denial of the
request 1n response to the determination indicating that
the record 1s associated with a hold indicator that 1s not
based on a retention period.
2. The method of claim 1, wherein the hold indicator 1s
associated with a retention policy that does not expire.
3. The method of claim 1, wherein the hold indicator 1s
associated with an audit indicator or a litigation indicator.
4. The method of claim 1, wherein the request indication
indicates a request to delete, shred, purge, or remove 1nfor-
mation associated with the record.
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5. The method of claim 1, further comprising;

generating a determination, by a processor in response to
instructions stored on a non-transitory storage medium,
indicating that the record 1s associated with an unexpired
retention period; and

sending, via electronic communication, a denial of the
request 1n response to the determination indicating that
the record 1s associated with an unexpired retention
period.

6. The method of claim 1, further comprising:

generating a determination, by a processor 1n response to
instructions stored on a non-transitory storage medium,
indicating that the record 1s associated with an unsatis-
fied event condition; and

sending, via electronic communication, a denial of the
request 1n response to the determination indicating that
the record 1s associated with an unsatisfied event condi-
tion.

7. The method of claim 1, wherein the hold indicator indi-
cates that the record 1s associated with a suspended retention
period, an expired retention period, or a satisfied event con-
dition.

8. The method of claim 1, wherein receiving the request
includes receiving the request 1n response to user mput or 1n
response to an event.

9. An apparatus for use 1n data retention, the apparatus
comprising:

a memory; and

a processor configured to execute instructions stored 1n the

memory 1o:

receive, via electronic communication, a request indica-
tion i1ndicating a request to delete, shred, purge, or
remove a record from a data retention system;

generate a determination indicating that the record is
associated with a hold indicator that 1s not based on a
retention period; and

send, via electronic communication, a denial of the
request 1n response to the determination indicating
that the record 1s associated with a hold indicator that
1s not based on a retention period.

10. The apparatus of claim 9, wherein the hold indicator 1s
associated with a retention policy that does not expire.

11. The apparatus of claim 9, wherein the hold indicator 1s
associated with an audit indicator or a litigation 1ndicator.
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12. The apparatus of claim 9, wherein the request indica-
tion indicates a request to delete, shred, purge, or remove
information associated with the record.

13. The apparatus of claim 9, wherein processor 1s config-
ured to execute nstructions stored 1n the memory to:

generate a determination indicating that the record 1s asso-

ciated with an unexpired retention period; and

send, via electronic communication, a demal of the request

in response to the determination indicating that the
record 1s associated with an unexpired retention period.

14. The apparatus of claim 9, wherein processor 1s config-
ured to execute structions stored 1n the memory to:

generate a determination indicating that the record 1s asso-

clated with an unsatisfied event condition; and

send, via electronic communication, a denial of the request

in response to the determination indicating that the
record 1s associated with an unsatisfied event condition.

15. The apparatus of claim 9, wherein the hold indicator
indicates that the record 1s associated with a suspended reten-
tion period, an expired retention period, or a satisfied event
condition.

16. The apparatus of claim 9, wherein the processor 1s
configured to execute instructions stored in the memory to
receive the request 1n response to user iput or 1 response to
an event.

17. A method for use in electronic data retention, the
method comprising:

receving, via electronic communication, a request to

delete, shred, purge, or remove a record from a data
retention system;

identifying, by a processor 1n response to instructions

stored on a non-transitory storage medium, a hold 1ndi-
cator associated with the record; and

on a condition that the hold indicator 1s not based on a

retention period, sending, via electronic communica-
tion, an 1indication that the request 1s denied.

18. The method of claim 17, wherein the hold indicator 1s
associated with a retention policy that does not expire.

19. The method of claim 17, wherein the hold indicator 1s
associated with an audit indicator or a litigation indicator.

20. The method of claim 17, wherein the hold indicator
indicates that the record 1s associated with a suspended reten-
tion period, an expired retention period, or a satisfied event
condition.
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