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|dentify a request to transfer data from a client in a deduplication
systeam to a server in the deduplication system

310

Dstermine, based at least in part on performance of the
deduplication system, whether to deduplicate the data before
transferring the data from the client to the server

320

Perform the following, the order of which is based on the
determination: deduplicate the data and transfer the data from the
client to the server

330
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SYSTEMS AND METHODS FOR
DEDUPLICATING DATA BASED ON

PERFORMANCE OF A DEDUPLICATION
SYSTEM

BACKGROUND

Data deduplication may reduce the amount of storage
space used 1n a single-1nstance data storage system by detect-
ing and preventing redundant copies of data from being stored
to the single-instance data storage system. For example, data
deduplication 1s often used to reduce the amount of storage
space needed to maintain backups of an organization’s data.

Data deduplication imnvolves 1dentifying redundant copies
of the same data. Because of the processing requirements
involved in comparing each incoming unit of data with each
unit of data that 1s already stored 1n a single-instance data
storage system, redundant copy 1dentification 1s usually per-
formed by generating and comparing smaller data signatures
(“fingerprints”) of each data unit instead of comparing the
data units themselves. The detection of redundant copies
generally ivolves generation of a new fingerprint for each
unit of data to be stored to the single-instance data storage
system and comparison of the new fingerprint to existing
fingerprints of data units already stored by the single-instance
data storage system. If the new fingerprint matches an exist-
ing fingerprint, a copy of the unit of data 1s likely already
stored 1n the single-instance data storage system.

Existing data deduplication techniques often consume sig-
nificant computing resources, especially for single-instance
data storage systems storing large amounts of data. For
example, client-side deduplication techniques, in which data
1s hashed on the client and only non-redundant data 1s sent to
the server, may require a significant amount of client memory
and/or processing resources. In order to reduce client-side
resource consumption, server-side deduplication may be
implemented, 1n which all data 1s transferred to the server,
where the data 1s hashed and only non-redundant data 1s
stored to a single-instance data storage system. However,
server-side deduplication may consume a significant amount
of network bandwidth and server memory and/or processing
resources.

Traditional deduplication systems typically implement
either client-side deduplication or server-side deduplication.
Unfortunately, choosing between client- and server-side
deduplication may be difficult because the performance of
both processes can be unpredictable. For example, the per-
formance of both processes may vary based on, among other
factors, client load (e.g., other applications may run concur-
rently with deduplication), server load (e.g., multiple data
streams may be concurrently ingested by the server), network
load (e.g., concurrent network traffic), and/or the type (e.g.,
redundant or non-redundant) of data being deduplicated.
Theretfore, one deduplication process may or may not outper-
form the other 1n any given situation.

SUMMARY

As will be described 1n greater detail below, the instant
disclosure generally relates to systems and methods for dedu-
plicating data. According to certain embodiments, a com-
puter-implemented method for deduplicating data may
include: 1) identifying a request to transier data from a client
in a deduplication system to a server in the deduplication
system, 2) determining, based at least in part on performance
of the deduplication system, whether to deduplicate the data
before transterring the data from the client to the server, and
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2

3) performing the following, the order of which is based on
the determination: deduplicate the data and transier the data
from the client to the server.

In certain embodiments, the method may include deter-
mining whether to deduplicate the data before transferring the
data from the client to the server by: 1) measuring a first span
of time that elapses while deduplicating a predetermined
amount of data on the client and transierring the predeter-
mined amount of data to the server, and 2) measuring a second
span of time that elapses while transierring the predetermined
amount of data to the server and deduplicating the predeter-
mined amount data on the server. If the first span 1s shorter
than the second span, deduplicating the data may be per-
formed betfore the data 1s transierred from the client to the
server. I the second span 1s shorter than the first span, dedu-
plicating the data may performed after the data 1s transterred
from the client to the server.

In other embodiments, the method may 1include determin-
ing whether to deduplicate the data before transferring the
data from the client to the server by: 1) measuring a {first
amount of data that 1s deduplicated on the client and trans-
terred to the server during a predetermined interval of time,
and 2) measuring a second amount of data that 1s transferred
to the server and deduplicated on the server during the pre-
determined interval of time. If the first amount 1s greater than
the second amount, deduplicating the data may be performed
betore the data 1s transierred from the client to the server. It
the second amount 1s greater than the first amount, dedupli-
cating the data may be performed after the data 1s transferred
from the client to the server.

In various embodiments, the determination may be per-
formed at periodic intervals. In certain embodiments, the
method may include determining how frequently deduplica-
tion switches between the client and the server and may
include setting a length of at least one of the periodic intervals
based on how frequently deduplication switches between the
client and the server.

In some embodiments, the determination may be based at
least 1n part on a central-processing-unit load on the client. If
the central-processing-unit load on the client 1s below a pre-
determined threshold, deduplicating the data may be per-
formed belore the data 1s transierred from the client to the
server. Alternatively, deduplicating the data may be per-
formed after the data is transferred from the client to the
server 1 the central-processing-unit load on the client 1s
above a predetermined threshold.

According to certain embodiments, the determination may
be based at least in part on a central-processing-unit load on
the server. In at least one embodiment, the determination may
be based at least 1n part on performance of a network that
transiers the data from the client to the server.

In various embodiments, the determination may be based
at least in part on a comparison of at least two of: performance
ol the client, performance of the server, and performance of a
network that transfers the data from the client to the server. In
certain embodiments, the determination may be based at least
in part on a user preference for preserving a resource of at
least one of: the client, the server, and/or a network that
transiers the data from the client to the server.

According to various embodiments, a system for dedupli-
cating data may include a data-transier module programmed
to 1dentily a request to transier data from a client 1n a dedu-
plication system to a server in the deduplication system and to
transier the data from the client to the server; a deduplication
module programmed to determine, based at least 1n part on
performance of the deduplication system, whether to dedu-
plicate the data before transferring the data from the client to
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the server and to deduplicate the data; a storage device con-
figured to store the data; and one or more processors config-
ured to execute the data-transfer module and the deduplica-
tion module.

In certain embodiments, the deduplication module may be
programmed to determine whether to deduplicate the data
betore transierring the data from the client to the server by: 1)
measuring a first span of time that elapses while deduplicat-
ing a predetermined amount of data on the client and trans-
terring the predetermined amount of data to the server, and 2)
measuring a second span of time that elapses while transier-
ring the predetermined amount of data to the server and
deduplicating the predetermined amount of data on the server.
The deduplication module may be programmed to dedupli-
cate the data before the data 1s transferred from the client to
the server 1f the first span 1s shorter than the second span. The
deduplication module may further be programmed to dedu-
plicate the data after the data 1s transferred from the client to
the server i1 the second span 1s shorter than the first span.

In some embodiments, the deduplication module may be
programmed to perform the determination at periodic inter-
vals. In certain embodiments, the deduplication module may
be programmed to determine how frequently deduplication
switches between the client and the server and may be pro-
grammed to seta length of at least one of the periodic intervals
based on how frequently deduplication switches between the
client and the server.

In at least one embodiment, the deduplication module may
be programmed to perform the determination based at least in
part on a central-processing-unit load on the client. In certain
embodiments, the deduplication module may be programmed
to deduplicate the data betfore the data 1s transterred from the
client to the server if the central-processing-unit load on the
client 1s below a predetermined threshold, and the deduplica-

tion module may be programmed to deduplicate the data after
the data 1s transferred from the client to the server if the

central-processing-unit load on the client 1s above the prede-
termined threshold.

In some embodiments, the deduplication module may be
programmed to perform the determination based at least in
part on a comparison of at least two of: performance of the
client, performance of the server, and/or performance of a
network that transfers the data from the client to the server.

According to some embodiments, a computer-readable-
storage medium comprising one or more computer execut-
able 1instructions that, when executed by at least one processor
of a computing device, may cause the device to: 1) identily a
request to transfer data from a client in a deduplication system
to a server 1n the deduplication system, 2) determine, based at
least 1 part on performance of the deduplication system,
whether to deduplicate the data before transferring the data
from the client to the server, and 3) perform the following, the
order of which 1s based on the determination: deduplicate the
data and transier the data from the client to the server.

In various embodiments, the determination may be based
at least in part on a comparison of at least two of: performance
of the client, performance of the server, and performance of a
network that transfers the data from the client to the server.

Features from any of the above-mentioned embodiments
may be used 1n combination with one another in accordance
with the general principles described herein. These and other
embodiments, features, and advantages will be more fully
understood upon reading the following detailed description in
conjunction with the accompanying drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings illustrate a number of exem-
plary embodiments and are a part of the specification.
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Together with the following description, these drawings dem-
onstrate and explain various principles of the instant disclo-

sure.

FIG. 1 1s a block diagram of an exemplary system for
deduplicating data.

FIG. 2 1s a block diagram of another exemplary system for
deduplicating data.

FIG. 3 1s a flow diagram of an exemplary method for
deduplicating data.

FIG. 4 1s a flow diagram of another exemplary method for
deduplicating data.

FIG. 5 15 a flow diagram of another exemplary method for
deduplicating data.

FIG. 6 15 a flow diagram of another exemplary method for
deduplicating data.

FIG. 7 1s a block diagram of an exemplary computing
system capable of implementing one or more of the embodi-
ments described and/or 1llustrated herein.

FIG. 8 1s a block diagram of an exemplary computing
network capable of implementing one or more of the embodi-
ments described and/or illustrated herein.

Throughout the drawings, i1dentical reference characters
and descriptions indicate similar, but not necessarily 1denti-
cal, elements. While the exemplary embodiments described
herein are susceptible to various modifications and alternative
forms, specific embodiments have been shown by way of
example 1 the drawings and will be described in detail
herein. However, the exemplary embodiments described
herein are not imtended to be limited to the particular forms
disclosed. Rather, the instant disclosure covers all modifica-
tions, equivalents, and alternatives falling within the scope of
the appended claims.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The present disclosure presents various methods and sys-
tems for deduplicating data. Embodiments of this disclosure
may determine an optimal and/or desired location for data
deduplication and may switch some or all data deduplication
operations to the optimal or more desirable location. A dedu-
plication system may use one or more of a variety of factors to
determine which location (e.g., a client or a server) should
perform deduplication. For example, the deduplication sys-
tem may determine whether client- or server-side deduplica-
tion 1s faster. In some embodiments, the deduplication system
may determine which location provides faster deduplication
by comparing how long server-side deduplication takes to
deduplicate a specific amount of data with how long client-
side deduplication takes to deduplicate the same amount of
data. In other embodiments, the deduplication system may
determine which location provides faster deduplication by
comparing how much data 1s deduplicated 1n a specific
amount of time 1n a client-side deduplication process with
how much data 1s deduplication 1n the same amount of time 1n
a server-side deduplication process.

In addition to or instead of determining the fastest process
for performing deduplication, a deduplication system may
use a variety of other parameters and/or preferences to deter-
mine where to deduplicate data. For example, the deduplica-
tion system may measure the performance of the client (e.g.,
a central-processing-unit (“CPU”) load of the client), the
performance of the server (e.g., a CPU load of the server),
and/or the performance of a network connecting the client and
server (e.g., the available bandwidth of the network) and may
use one or more of these measurements to determine where to
perform data deduplication. The deduplication system may
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also take user preferences and/or other user imput into account
in determining where to perform deduplication.

In some embodiments, the deduplication system may
dynamically determine where to perform deduplication. For
example, the deduplication system may reevaluate where to
perform deduplication 1n periodic intervals. In other embodi-
ments, reevaluation may be triggered by performance of a
deduplication system and/or one or more other factors. By
monitoring the performance and/or load of a deduplication
system, the deduplication module may consistently deter-
mine the best and/or preferred location for data deduplication.

The following will provide, with reference to FIGS. 1-2,
detailed descriptions of exemplary systems for deduplicating
data. Detailed descriptions of corresponding computer-
implemented methods will be provided 1n connection with
FIGS. 3-6. In addition, detailed descriptions of an exemplary
computing system and network architecture capable of
implementing one or more of the embodiments described
herein will be provided in connection with FIGS. 7 and 8,
respectively.

FIG. 1 1s a block diagram of an exemplary deduplication
system 100 for deduplicating data. As 1llustrated in this fig-
ure, exemplary system 100 may include one or more modules
110 for performing one or more tasks. For example, and as
will be explained 1n greater detail below, exemplary system
100 may include a deduplication module 112 and a data-
transter module 114. Data-transfer module 114 may be pro-
grammed to i1dentily a request (e.g., a backup request) to
transfer data from a client 1n a deduplication system to a
server 1n the deduplication system and may be programmed to
transier the data from the client to the server in response to the
request. Deduplication module 112 may be programmed to
determine, based at least 1n part on performance of the dedu-
plication system, whether to deduplicate the data before data-
transier module 114 transiers the data from the client to the
server and may also perform the deduplication based on the
determination. Although illustrated as separate elements, one
or more of modules 110 1n FIG. 1 may represent portions of a
single module or application.

In certain embodiments, one or more of modules 110 1n
FIG. 1 may represent one or more soltware applications or
programs that, when executed by a computing device, may
cause the computing device to perform one or more tasks. For
example, as will be described 1n greater detail below, one or
more of modules 110 may represent software modules stored
and configured to run on one or more computing devices, such
as the devices illustrated in FIG. 2 (e.g., client 210, client 220,
and/or server 230), computing system 710 in FIG. 7, and/or
portions of exemplary network architecture 800 1in FIG. 8.
One or more of modules 110 1n FIG. 1 may also represent all
or portions of one or more special-purpose computers con-
figured to perform one or more tasks.

As 1llustrated 1n FIG. 1, exemplary system 100 may also
include storage devices 120 and 130. Storage devices 120 and
130 may generally represent any type or form of data storage
device and/or medium (e.g., a computer-readable storage
medium), such as the storage devices illustrated and
described in connection with FIGS. 7 and 8. Storage devices
120 and 130 may also represent a portion of one or more
computing devices. For example, storage devices 120 and 130
may represent a portion of computing system 710 1n FIG. 7
and/or portions of exemplary network architecture 800 1n
FIG. 8. Data may be stored 1n storage devices 120 and 130
using any suitable data structure or data storage mechanism.
As will be explained 1n greater detail below, storage device
120 may 1nclude local data 122, and storage device 130 may
include single-instance-storage (“SIS”) data store 132.

10

15

20

25

30

35

40

45

50

55

60

65

6

FIG. 2 show an exemplary implementation of system 100
in an exemplary deduplication system 200. As illustrated 1n
this figure, exemplary deduplication system 200 may include
a client 210 and a client 220 1n communication with a server
230 via a network 240. In general, clients 210 and 220 may
represent any type or form of computing device capable of
transmitting data, and server 230 may represent any type or
form of computing device that 1s capable of receiving data.

Clients 210 and 220 may also represent any type or form of
computing device capable of reading computer-executable
istructions and performing one or more of the client-side
deduplication operations described herein. Examples of cli-
ents 210 and 220 may include, without limitation, laptops,
desktops, servers, cellular phones, personal digital assistants
(“PDAs”), multimedia players, embedded systems, combina-

tions of one or more of the same, exemplary computing sys-
tem 710 i FIG. 7, clients 810-830 in FIG. 8, or any other

suitable computing device.

Similarly, server 230 may also represent any type or form
of computing device capable of reading computer-executable
instructions and performing one or more of the server-side
deduplication operations and/or single-instance data storage
operations described herein. Examples of server 230 may
include, without limitation, laptops, desktops, servers, com-
binations of one or more of the same, exemplary computing
system 710 i FIG. 7, servers 840 and 845 1n FIG. 8, or any
other suitable computing device.

Network 240 generally represents any medium or architec-
ture capable of facilitating communication or data transfer.
Examples of network 240 include, without limitation, an
intranet, a wide area network (“WAN™), a local area network
(“LAN™), a personal area network (“PAN”"), the Internet,
power line communications (“PLC”), a cellular network
(e.g., a GSM Network), exemplary network architecture 800
in FIG. 8, or the like. Network 240 may facilitate communi-
cation or data transfer using wireless or wired connections. In
one embodiment, network 240 may facilitate communication
between client 210, client 220, and server 230. Although not
shown, 1n at least one embodiment, client 210 and/or client
220 may be directly connected to server 230.

As 1llustrated 1n FIG. 2, client 210 may include a dedupli-
cation module 112(a), a data-transier module 114(a), and
local data 122(a) located on storage device 120(a). Similarly,
client 220 may include a deduplication module 112(5), a
data-transter module 114(d), and local data 122(5) located on
storage device 120(5). Also shown 1n FIG. 2, server 230 may
include a deduplication module 112(c¢), a data-transfer mod-
ule 114(¢), and SIS data store 132 located on storage device
130.

According to certain embodiments, deduplication modules
112(a) and 112(d) may be programmed to perform one or
more client-side deduplication operations, and deduplication
module 112(c¢) and may be programmed to perform one or
more server-side deduplication operations. Data-transier
modules 114(a), 114(b), and 114(c) may be programmed to
identily a request to transfer data, to transier data, and to
receive data.

As mentioned above, storage device 130 may include SIS
data store 132, which may comprise one or more collections
of single-instance data, such as a single-instance database, for
example. As used herein, “single-instance data” generally
refers to non-duplicate data. Hence, SIS data store 132 may be
configured to store only non-redundant instances of data.
Deduplication modules 112(a), 112(d), and 112(c) may per-
form data deduplication in order to prevent data from being
redundantly stored to SIS data store 132.
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As used herein, “data deduplication” may refer to one or
more operations related to reducing the amount of storage
space used 1n a single-instance data storage system, including
operations for detecting and preventing data from being
redundantly stored to the single-instance data storage system

(e.g., SIS data store 132).

The following 1s an example of how exemplary system 200
may be used to perform data deduplication 1n order to backup

data from local data 122(a) located on client 210 to SIS data

store 132. In this example, data from local data 122(a) may be
marked for storage (e.g., backup) to SIS data store 132 of
server 230. The data may comprise a data set (e.g., a logical
set of files and/or directories) marked for storage to SIS data
store 132 of server 230.

The data may be any data from local data 122(a) and may
include any data stored on storage device 120(a). For
example, local data122(a) may include data files, media files,
and executable files, such as those used to implement sofit-
ware applications and operating systems, as well as files that
are used or generated by such executable files, including files
generated by user applications (e.g., word processing pro-
grams, email programs, graphics programs, database appli-
cations, or the like) executing on a client of a deduplication
system. As another example, local data 122(a) may include
data 1n a registry and/or file system of a computing device.
This description of storage device 120(a) may also apply to
storage device 120(d).

The phrase “marked for storage™ may refer to current and/
or scheduled future events for storage data to SIS data store
132. For instance, a user may mark data for current backup
and/or scheduled future backup. A scheduled backup may
include a one-time backup of the data scheduled at a future
date and/or a schedule of recurring periodic backups of the
data. A request to store the data i SIS data store 132 located
on server 230 may be mitiated by a user of client 210 marking
the data for storage (e.g., backup) to SIS data store 132 or by
initiation of a scheduled storage event. An initiation of a
request to store data to server 230 may launch one or more
data deduplication operations.

For example, data-transfer module 114(a) may 1dentily a
request to transfer data included in local data 122(a) from
client 210 to server 230 1n order to backup the data to SIS data
store 132 on server 230. Deduplication module 112(a) may
determine, based on performance of deduplication system
200 (e.g., CPU load of client 210, CPU load of server 230,
and/or available bandwidth of network 240), whether to dedu-
plicate the data before transferring the data from client 210 to
server 230. For example, 11 deduplication module 112(a)
detects that the CPU load on client 210 1s low enough to allow
deduplication on clhient 210, deduplication module 112(a)
may deduplicate the data in order to determine what portions
of the data are already stored in SIS data store 132, and
data-transier module 114(a) may transfer non-redundant por-
tions of the data to server 230.

Transter of data from local data 122(a) to SIS data store
132 1s illustrative only. One or more of the deduplication
operations described herein may be similarly performed for
transfer of data from other sources to SIS data store 132. For
example, data (e.g., a stream of data) may be pushed from an
external source (e.g., from an external device) to client 210
(e.g., over network 240) for deduplication and storage to SIS
data store 132. As another example, client 210 may generate
and provide data (e.g., a data stream and/or a log file) for
deduplication and storage to SIS data store 132 without the
data first being stored 1n storage device 120(a), such that the
data does not originate from storage device 120(a).

10

15

20

25

30

35

40

45

50

55

60

65

8

Although not shown 1n FIG. 2, in order to facilitate client-
side deduplication, client 210 and/or 220 may be configured
to maintain client-side fingerprint caches. A fingerprint cache
may represent a collection of one or more fingerprints asso-
ciated with a data selection, such as a data selection stored or
marked for storage to SIS data store 132. A fingerprint cache
may represent one or more versions of a collection of finger-
prints, including versions of the collection of fingerprints
betore, during, and/or after performance of one or more data
deduplication operations. As an example, a fingerprint cache
may represent a collection of fingerprints associated with a
previous storage event (e.g., a most recent previous backup)
or multiple previous storages events (e.g., multiple previous
backups) of a data selection to SIS data store 132. As another
example, a fingerprint cache may represent a newly 1nitial-
1zed collection of fingerprints for use 1n client-side dedupli-
cation for storage of a data selection to SIS data store 132.

In various embodiments, clients 210 and 220 may include
fingerprints of all data stored 1n SIS data store 132. Clients
210 and 220 may use these fingerprints to determine, without
querying server 230, whether the data to be stored 1s redun-
dant and has already been stored 1in SIS data store 132. In
other embodiments, clients 210 and 220 may, after generating
a fingerprint for the data, query server 230 to determine
whether the data 1s redundant.

FIG. 3 1s a flow diagram of an exemplary computer-imple-
mented method 300 for deduplicating data. The steps shown
in F1G. 3 may be performed by any suitable computer-execut-
able code and/or computing system. In some embodiments,
the steps shown 1n FIG. 3 may be performed by one or more
of the components of system 100 1n FI1G. 1 and/or system 200
in FI1G. 2, as will be explained in greater detail below.

At step 310, the system may identily a request to transfer
data from a client 1n a deduplication system to a server 1n the
deduplication system. For example, data-transfer module 114
(a) may 1dentily a request to transier data included 1n local
data 122(a) from client 210 to server 230. As previously
noted, the term *“data” may refer to any data located on the
client. For example, data may refer to any data stored to a
storage device (e.g., storage device 120(a)) or memory of the
client. The data may include, without limitation, a collection
of data (e.g., a set of files or a set of data blocks), a single file,
portions of a single file, a data stream, and/or a fingerprint
identifying one or more of the same.

Data-transter module 114(a) may identily a variety of
requests. For example, data-transifer module 114(a) may
identify a request to backup data to server 230, a request to
archive data to server 230, and/or any other request to transfer
data from a client 1n a deduplication system to a server 1n a
deduplication system.

As an example of step 310, data-transier module 114(a)
may receive a request to backup data included 1n local data
122(a) on client 210 to SIS data store 132 on server 230.
Data-transfer module 114(a) may identily the request 1n any
suitable way, including by detecting a predefined event,
which may include receipt of user input 1dentifying the data
and/or requesting that the data be transterred (e.g., backed up)
to server 230 or imitialization of a scheduled data storage
event (e.g., a recurring data backup) at a predetermined time.

Because SIS data store 132 may only store non-redundant
data, the system may need to deduplicate the data before the
data 1s stored to SIS data store 132. At step 320, the system
may determine, based at least 1n part on performance of the
deduplication system, whether to deduplicate the data before
transferring the data from the client to the server. For
example, deduplication module 112(a) may determine
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whether to deduplicate the data to be stored 1n SIS data store
132 before data-transfer module 114(a) transiers the data
from client 210 to server 230.

The determination may be based on any performance met-
ric of the deduplication system. Examples of performance
metrics may include, without limitation, performance of the
client, performance of the server, and/or performance of a
network that transfers the data from the client to the server.

A deduplication system may determine system perior-
mance 1n a variety of ways. Examples may include, without
limitation, comparing the time taken to deduplicate data on
the client to the time taken to deduplicate data on the server,
comparing the amount of data deduplicated on the client
during a specific amount of time to the amount of data dedu-
plicated on the server during the same amount of time, mea-
suring CPU load on the client, measuring CPU load on the
server, measuring available bandwidth on the network, and/or
measuring any other performance metric of the deduplication
system.

For example, 11 deduplication module 112(a) detects an
abundance of CPU availability on client 210 through a series
of measurements of CPU performance of client 210, then
deduplication module 112(a) may mitiate deduplication on
client 210. The various ways in which the system may deter-
mine whether to deduplicate the data before transterring the
data from the client to the server will be more fully under-
stood upon reading the descriptions of FIGS. 4-6.

In at least one embodiment, determining whether to dedu-
plicate the data belore transferring the data from the client to
the server may include determining whether to perform all or
a portion of data deduplication operations on the data before
transferring the data from the client to the server. For
example, deduplication module 112(a) may decide to per-
torm client-side deduplication, server-assisted deduplication
(1.e., data deduplication 1s performed on both the client and
the server), or server-side deduplication.

In various embodiments, a deduplication module located
on the client may communicate with a deduplication module
located on the server in order to perform the determination of
where the deduplication should be performed. For example,
deduplication module 112(a) located on client 210 may com-
municate with deduplication module 112(c¢) located on server
230 m order to perform the determination. Deduplication
module 112(a) may monitor CPU load on client 210 and may
receive the CPU load of server 230 from deduplication mod-
ule 112(c¢). Deduplication module 112(a) may then compare
client CPU load and server CPU load in determining the
location for data deduplication.

In some embodiments, deduplication module 112(a) may
use past performance measurements to determine whether the
deduplication should occur on the client or the server. For
instance, in one embodiment the system may determine a
schedule for deduplication. For example, 11 the determination
1s performed once a day, and from past measurements 1t 1s
known that the CPU load on client 210 1s a relatively high
during 3 a.m. and 4 a.m. each night (perhaps an administrative
task 1s run every night on client 210), deduplication module
112(a) may then determine that deduplication should be per-
formed on server 230 during that hour.

According to certain embodiments, a deduplication system
may determine where to perform deduplication at various
times. In one embodiment, the deduplication system may
perform the determination at periodic intervals. For example,
deduplication module 112(a) may perform the determination
at time-based intervals (e.g., once a minute, once an hour,
and/or once a day). In another example, the deduplication
system may perform the determination after a predetermined
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amount of data has been transferred from the client to the
server (e.g., once every 100 MB). In at least one embodiment,
the deduplication system may also perform the determination
at irregular intervals.

In certain embodiments, the deduplication system may
perform the determination continually. For example, deter-
mination module 112(a) may monitor the deduplication sys-
tem’s performance and may switch between deduplicating
the data on the client and deduplicating the data on the server
based on the performance of the deduplication system.

In some embodiments, system performance and/or a user
preference may trigger reevaluation of where to perform
deduplication. For example, 1f a user preference specifies up
to 40 percent of client CPU may be used for data deduplica-
tion and data deduplication 1s approaching 40% of client
CPU, the system may perform the determination again. In this
example, 1f client CPU load attributed to data deduplication
exceeds 40 percent, then data deduplication may switch to the
SErver.

As noted previously, the performance of both client-side
and server-side deduplication may be variable and unpredict-
able. Therefore, one method of deduplication may or may not
outperform the other 1n any given istance, which may make
periodic determinations usetful. The following are examples
of ways 1 which deduplication system performance may
change significantly during data deduplication. As a first
example, client load may increase for several minutes due to
a spike 1n usage of a database application on client 210, and
deduplication module 112(a) may shift deduplication to
server 230 during this period. As a second example, network
load on network 240 may spike due to several large file
uploads or due to client 220 concurrently backing up data to
server 230. In such situations, deduplication module 112(a)
may shift deduplication to client 210. As a third example,
CPU load on server 230 may spike due to multiple data
streams being mngested by server 230, and deduplication mod-
ule 112(a) may shift deduplication to client 210.

Depending on how often these types of changes occur, a
predetermined periodic interval may be mnadequate. In at least
one embodiment, the deduplication system may determine
how frequently deduplication switches between the client and
the server and may set a length of at least one of the periodic
intervals based on how frequently deduplication switches
between the client and the server. For example, 11 deduplica-
tion module 112(a) performs the determination once an hour
and successive determinations result 1n the same location for
data deduplication, then deduplication module 112(a) may
increase the interval by 10 minutes every time successive
determinations are the same. Similarly, deduplication module
112(a) may decrease the interval by 10 minutes each time
successive determinations are different. In at least one
embodiment, the periodic interval may be limited by pre-
defined upper and/or lower bounds.

In another example, deduplication module 112(a) may per-
form the determination once for every 1 GB of data trans-
terred. I successive determinations result in the same loca-
tion for data deduplication, deduplication module 112(a) may
double the interval to once every 2 GB of data transferred. On
the other hand, 1f successive determinations result in different
locations, deduplication module 112(a) may halve the inter-
val to once every 500 MB of data transferred.

In certain embodiments, the determination may be based at
least 1n part on the comparison of at least two of: the perfor-
mance of the client, the performance of the server, and/or the
performance of a network that transfers the data from client to
the server. For example, 1 deduplication module 112(a)
detects performance degradation in the network during the
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transier of data and client-side deduplication 1s turned off or
1s set to a minimum, deduplication module 112(a) may deter-
mine whether client 210 has ample CPU availability for cli-
ent-side deduplication and/or that reinitializing client-side
deduplication will increase the performance of the transfer.

In various embodiments, the deduplication system may
determine the best location for data deduplication. The phrase
“best location” may refer to the optimal location (e.g., the
location that maximizes data throughput) for data deduplica-
tion, the most preferred location for data deduplication, a
location that best preserves a resource (e.g., client CPU,
server CPU, or network bandwidth) of the deduplication sys-
tem, and/or the location best suited for data deduplication for
any other reason.

In at least one embodiment, the determination may be
based at least 1in part on a user preference for preserving a
resource of at least one of the client, the server, and/or a
network that transfers the data from client to server. For
example, a user preference may establish a requirement to
preserve one or more ol a variety of deduplication system
resources. Examples of deduplication system resources may
include, without limitation, client CPU, client memory,
server CPU, server memory, and/or network bandwidth.

In other embodiments, a user preference may indirectly
specily aresource to preserve. For example, a user preference
may specily a preferred location for data deduplication. In
this example, a user may prefer to perform data deduplication
on the server in order to preserve client CPU for critical
applications running on the client. In another example, a user
may prefer data deduplication be performed on the client
whenever possible 1n order to preserve network bandwidth.

In certain embodiments, a user preference may identify a
set of priorities or weights associated with various dedupli-
cation system resources that may be used to perform the
determination. The system may use measurements ol the
various resources, during both client-side and server-side
deduplication operations, to determine the best location for
data deduplication. For example, a user preference may indi-
cate that network resources have highest priority. Therefore,
the deduplication method that uses the least amount of net-
work resources should be used, which 1s typically client-side
deduplication. However, 1t the data 1s all (or mostly) non-
redundant, a sitmilar amount of data may be transferred to the
server using either client-side or server-side deduplication. In
such situations, the system may determine where to perform
deduplication by determining which deduplication process
uses the least amount of the next highest priority resource.

In some embodiments, the deduplication system may
determine whether to performed deduplication on the client
or the server based at least partially on a configuration of the
client. For example, the deduplication system may determine
whether the client 1s capable of performing deduplication.
The deduplication system may determine whether the client
1s capable of performing deduplication by determining
whether appropriate fingerprinting and/or other deduplica-
tion software 1s installed on the client. In some embodiments,
the deduplication system may also identity the type of data
that 1s to be deduplicated and may determine whether any
software 1nstalled on the client 1s capable of performing one
or more deduplication functions on the data.

If the deduplication system determines that appropnate
deduplication software 1s 1nstalled on the client, the dedupli-
cation system may use one or more other criteria (e.g., one or
more of the criteria previously discussed) to determine
whether to perform the deduplication on the client or the
server. On the other hand, if the deduplication system deter-
mines that the appropriate deduplication software 1s not
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installed on the client, the deduplication system may decide to
perform the deduplication on the server.

At step 330, the deduplication system may perform the
following, the order of which may be based on the determi-
nation made 1n step 320: deduplicate the data and transfer the
data from the client to the server. For example, deduplication
module 112(a) may deduplicate the data on client 210, and
data-transter module 114(a) may then transfer the data to
server 230 over network 240. In another example, data-trans-
ter module 114(a) may transier the data to server 230 over
network 240, and deduplication module 112(¢) may dedupli-
cate the data on server 230.

The deduplication system may deduplicate the data by
detecting redundant data and preventing redundant copies of
the data from being stored (e.g., backed up) to a single-
instance data storage system (e.g., SIS data store 132) and/or
transierred to a server i a deduplication system. Typically,
deduplication 1s performed by dividing the data into units and
by generating and comparing smaller data signatures (“fin-
gerprints™) of each data unit istead of comparing the data
units themselves. Deduplication generally 1mnvolves genera-
tion of a new fingerprint for each unit of data to be stored to
the single-instance data storage system or transierred to the
server and comparison of the new fingerprint to existing fin-
gerprints of data units already stored by the single-instance
data storage system or already transterred to the server. If the
new fingerprint matches an existing fingerprint, a copy of the
umt of data 1s likely already stored 1n the single-instance data
storage system or has already been transferred to the server.
The system may generate fingerprints representative of data
instances 1n any suitable way, including, without limitation,
by using a hash, checksum, or fingerprint generation heuris-
tic.

The deduplication system may deduplicate the data 1n a
variety of ways based on the determination made in step 320.
For example, if the system decides to deduplicate the data
betore transierring the data from the client to the server, the
client may perform all (client-side deduplication) or some
(server-assisted deduplication) of the data deduplication. If
the deduplication system decides to deduplicate the data after
transierring the data from the client to the server, the server
may perform all (server-side deduplication) of the data dedu-
plication.

In the case of both client-side deduplication and server-
assisted deduplication, the deduplication system may {first
generate a fingerprint for a unit of the data to be deduplicated
and may determine whether the fingerprint 1s included 1n a
fingerprint cache located on the client. As previously stated, a
fingerprint cache may include fingerprints of all data already
stored 1n a single-instance data storage system and/or data
already transferred to a server in a deduplication system.
More generally, a fingerprint cache may include fingerprints
of all redundant data that does not need to be transierred to a
server 1n a deduplication system.

To illustrate, when client 210 attempts to backup data to
SIS data store 132, deduplication module 112(a) may first
determine whether a fingerprint of a unit of the data is
included 1n a client-side fingerprint cache located on client
210. I the fingerprint 1s located in the fingerprint cache
(which may indicate that the data umt associated with the
fingerprint has already been sent to server 230 or 1s already
stored 1n SIS data store 132), client 210 may not send the data
unit, a query, or a fingerprint associated with the data unit to
server 230. Thus, client-side deduplication may reduce net-
work traific between client 210 and server 230, which may
decrease demands on network bandwidth. Client-side dedu-
plication may also reduce processing demands on server 230.
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In one example of client-side deduplication, 1f the finger-
print 1s not 1n the fingerprint cache, data-transier module
114(a) may transier the data unit with 1ts corresponding fin-
gerprint to server 230. In at least one embodiment, dedupli-
cation module 112(¢) may perform one more data deduplica-
tion steps before storing the data 1n SIS data store 132 (e.g.,
verilying that the data unit is not stored 1n SIS data store 132).
In other embodiments, deduplication module 112(¢) may not
perform any additional deduplication steps betore the data 1s
stored 1n SIS data store 132.

In server-assisted deduplication, if the fingerprint 1s not in
the fingerprint cache, deduplication module 112(a) may
transier a query and the fingerprint to deduplication module
112(c) on server 230. Deduplication module 112(c) may be
configured to perform server-assisted deduplication based on
the query and the fingerprint, which may include transmitting
a “Do Not Send Data” or a “Send Data” signal to client 210
based on whether the data unit associated with the fingerprint
1s already stored in SIS data store 132.

As previously mentioned, if the deduplication system
decides to deduplicate the data after transferring the data from
the client to the server, the server may perform all (server-side
deduplication) of the data deduplication. For example, data-
transier module 114(a) may transier the data from client 210
to server 230. In this case, no deduplication 1s performed
before the transfer of the data. After data-transier module
114(c) recerves the data, deduplication module 112(¢) may
perform data deduplication on the data. As an example, dedu-
plication module 112(¢) may generate a fingerprint for each
data unit contained in the data and may compare the finger-
print with fingerprints 1n a fingerprint cache located on server
230 1n order to determine whether the data unit contains
redundant information. If deduplication module 112(c) does
not find a match, deduplication module 112(¢c) may store the
data unit to SIS data store 132. On the other hand, 11 dedupli-
cation module 112(c) finds a match, deduplication module
112(¢) may determine that the data unit contains redundant
information and may not store the data unit to SIS data store
132.

The previous descriptions of client-side, server-assisted,
and server-side deduplication illustrate situations in which
the server 1s a single-instance-storage target; however, in
other embodiments the server may be an intermediate
between a client and a single-1nstance-storage target. When
the server 1s not a single-instance-storage target, the server
may perform steps 310-330, thereby taking on the role of a
client.

For example, client 210 may represent an application
server, and client 220 may represent a backup server config-
ured to backup all of local data 122(a) to server 230, which
may bea NAS/SAN device with deduplication capabilities. In
this example, client 210 may determine whether to dedupli-
cate local data 122(a) before transferring local data 122(a) to
client 220. If client 210 does not deduplicate local data 122(a)
then client 220 may determine whether to deduplicate local
data 122(a) before transferring local data 122(a) to server 230
for storage. Finally, if local data 122(a) reaches server 230
without being deduplicated, server 230 may deduplicate local
data 122(a) belore storage to SIS data store 132. Alterna-
tively, deduplication module 112(a) may determine whether
to perform data deduplication on client 210, client 220, or
server 230. Upon the completion of step 330 exemplary
method 300 of FIG. 3 may terminate.

FI1G. 4 1s a flow diagram of an exemplary computer-imple-
mented method 400 for deduplicating data. The steps shown
in F1G. 4 may be performed by any suitable computer-execut-
able code and/or computing system. In some embodiments,
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the steps shown 1n FIG. 4 may be performed by one or more
of the components of system 100 1n F1G. 1 and/or system 200
in FI1G. 2, as will be explained in greater detail below.

According to one embodiment, at step 410 the deduplica-
tion system may measure a first span of time that elapses
while deduplicating a predetermined amount of data on a
client 1n a deduplication system and transierring the prede-
termined amount of data to a server in the deduplication
system. For example, deduplication module 112(a) may mea-
sure a first span of time that elapses while deduplication
module 112(a) deduplicates 50 MB of data on client 210 and
while data-transier module 114(a) transfers the non-redun-
dant portion of the 50 MB of data to server 230.

Deduplication module 112(a) may measure the span of
time by measuring the total amount of time elapsed during the
deduplication and transierring steps, by measuring total cli-
ent process time (e.g., total CPU time consumed by dedupli-
cation module 112(a) and data-transier module 114(a)), by
measuring total server process time (e.g., total CPU time
consumed by deduplication module 112(c¢) and data-transfer
module 114(c)), by measuring data transier time (e.g., the
amount of time network 240 was used to transier the non-
redundant portion of the predetermined amount of data), and/
or by measuring any other suitable span of time.

At step 420, the system may measure a second span of time
that elapses while transferring the predetermined amount of
data to the server and deduplicating the predetermined
amount of data on the server. For example, deduplication
module 112(a) may measure a second span of time that
clapses while data-transter module 114(a) transters an addi-
tional 50 MB of data to server 230 and while deduplication
module 112(¢) deduplicates the additional 50 MB of data on
server 230.

At step 430, the system may identily a request to transfer
data from the client to the server in the deduplication system.
For example, data-transfer module 114(a) may identily a
request to backup or archive a portion of local data 122(a)
from client 210 to SIS data store 132 on server 230. In some
embodiments, step 430 may be performed atter steps 410 and
420. In other embodiments, step 430 may be performed
betfore steps 410 and 420. In such embodiments, the measure-
ments of steps 410 and 420 may be taken as part ol the process
of transterring the data identified in step 430 from the clientto
the server.

At step 440, the deduplication system may determine
whether the first span of time measured 1n step 410 1s shorter
than the second span of time measured 1n step 420 and may
base the order of the deduplication and transfer steps on
whether the first span 1s shorter or longer than the second
span. In the case that the first span 1s shorter than the second
span, the process flow continues to step 450 where the system
deduplicates the data on the client and then the system trans-
fers the non-redundant portion of the data from the client to
the server (step 460).

Alternatively, when the second span 1s shorter than the first
span then the system may transfer the data from the client to
the server (step 470) and may deduplicate the data on the
server (step 480). Steps 450-480 may be performed using one
or more of the steps and/or procedures discussed in step 330
of FIG. 3 and/or using any other procedures.

According to certain embodiments, steps 410-440 may be
performed at periodic intervals. For example, deduplication
module 112(a) may remeasure the span of time taken to
deduplicate 50 MB of data before and after transferring the
data to server 230 once every 1 GB of data transferred. In at
least one embodiment, the periodic interval and/or the prede-
termined amount of data may be set or updated based on how
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frequently deduplication switches between the client and the
server. For example, 11 successive determinations result in the
same location, the period between remeasuring may increase.
On the other hand, 1f successive determinations result in
different locations, the period between remeasuring may
decrease. In at least one embodiment, the length of the per-
odic interval may be controlled by upper and/or lower
bounds.

According to various embodiments, the steps 450-480 may

be part of steps 410-440. For 1nstance, the system may 1den-
tify arequest to transfer 1 GB of data from client 210 to server

230. The first 50 MB may be deduplicated before being trans-
terred to server 230, and the second 50 MB may be dedupli-
cated after being transferred to server 230. Deduplication
module 112(a) may then determine whether to deduplicate
the remaining data on client 210 or server 230 based on which
processes was quickest.

Although method 400 compares only client-side dedupli-
cation and server-side deduplication, i1n various other
embodiments, other methods of data deduplication may be
compared (e.g., server-assisted deduplication). Upon the
completion of step 460 or step 480 exemplary method 400 of
FIG. 4 may terminate.

FI1G. 5 1s a flow diagram of an exemplary computer-imple-
mented method 500 for deduplicating data. The steps shown
in FI1G. S may be performed by any suitable computer-execut-
able code and/or computing system. In some embodiments,
the steps shown 1n FIG. S may be performed by one or more
of the components of system 100 1n FIG. 1 and/or system 200
in FIG. 2, as will be explained in greater detail below.

As mentioned previously, the system may measure various
performance metrics while deduplicating data on the client
and while deduplicating data on the server in order to deter-
mine whether to perform data deduplication before or after
transierring the data. In some embodiments, as an alternative
to the method for measuring system performance described in
FIG. 4, the system may measure system performance by
measuring the amount of data transferred during a specific
interval of time.

According to one embodiment, at step 510, the system may
measure a {irst amount of data that 1s deduplicated on a client
in a deduplication system and transierred to a server in the
deduplication system during a predetermined interval of time.
For example, deduplication module 112(a) may measure a
first amount of data that 1s deduplicated on client 210 and
transierred to server 230 during the predetermined interval of
time (e.g., an interval of one minute).

The predetermined interval may be based on real time,
client CPU time (e.g., CPU time consumed by deduplication
module 112(a) and data-transier module 114(a)), server CPU
time (e.g., CPU time consumed by deduplication module
112(¢) and data-transfer module 114(c)), data transfer time
(e.g., network usage time used to transter the predetermined
amount of data), and/or any other indicator of the time used to
deduplicate the data on the client and to transter the data to the
Server.

At step 520, the system may measure a second amount of
data that 1s transierred to the server and deduplicated on the
server during the predetermined interval of time. For
example, deduplication module 112(a) may measure a sec-
ond amount of data that 1s transferred to server 230 and
deduplicated on server 230 during the predetermined interval
of time (e.g., a second one minute 1nterval).

At step 530, the system may 1dentily a request to transfer
data from the client to the server. For example, data-transter
module 114(a) located on client 210 may identify a request to

10

15

20

25

30

35

40

45

50

55

60

65

16

transfer a portion of local data 122(a) from client 210 to
server 230 1n order to be stored 1n SIS data store 132.

At step 540, the system may determine whether the first
amount 1s greater than the second amount and may determine
the order of the deduplication and transfer steps based on this
determination. It the first amount 1s greater than the second
amount, the system may deduplicate data on the client (step
5350) and may transier the non-redundant portion of the data
from the client to the server (step 560).

Alternatively, if the second amount 1s greater than the first
amount, the system may first transier the data from the client
to the server (step 570) and then deduplicate the data on the
server (step 580). Steps 550-580 are similar to step 330.
Therefore, one or more of the processes presented in the
discussion of step 330 may apply to steps 550-580. Upon the
completion of step 560 or step 380 exemplary method 500 of
FIG. § may terminate.

Methods 400 and 500 described steps used to determine
whether to deduplicate data before or after transferring the
data from a client to a server 1n a deduplication system based
on which method maximizes throughput. In addition to maxi-
mizing throughput, various other aspects of deduplication-
system performance may be maximized, optimized, and/or
preserved. For example, method 600 1n FI1G. 6 describes steps
for determining where 1t 1s optimal to apply deduplication
based on the central-processing-unit load on the client and
whether 1t 1s below a predetermined threshold. In this
example, deduplication performed on the client may be pre-
terred when possible to preserve network bandwidth and/or
limit server CPU load.

FIG. 6 1s a flow diagram of an exemplary computer-imple-
mented method 600 for deduplicating data. The steps shown
in F1G. 6 may be performed by any suitable computer-execut-
able code and/or computing system. In some embodiments,
the steps shown 1n FIG. 6 may be performed by one or more
of the components of system 100 1n FI1G. 1 and/or system 200
in FIG. 2, as will be explained in greater detail below.

At step 610, the system may 1dentily a request to transfer
data from a client 1n a deduplication system to a server in the
deduplication system. For example, data-transter module 114
(a) may 1dentily a request to transfer (e.g., back up) a portion
of local data 122(a) from client 210 to server 230. Step 610 1s
similar to step 310 1n FIG. 3. Therefore, the discussion of step
310 may also apply to step 610.

At step 620, the system may determine whether to dedu-
plicate data before transferring the data from the client to the
server by determining whether the central-processing-unit
(“CPU”) load (e.g., the percentage of CPU capacity being
used) on the client 1s below a predetermined threshold. For
example, deduplication module 112(a) may measure the CPU
load of client 210 and may determine that deduplication may
be performed on client 210 if client 210 has sufficient CPU
capacity available for data deduplication.

In various embodiments, deduplication module 112(a)
may measure current CPU load, average CPU load and/or any
other indicator of client CPU load that may indicate that the
CPU load of the client 1s below the predetermined threshold
or that may predict whether there will be sufficient CPU {for
data deduplication to be performed on the client.

In the case that the CPU load is below the predetermined
threshold, the system may deduplicate data on the client (step
630) and may then transier the non-redundant portion of the
data from the client to the server (step 640). For example, if an
abundance of CPU 1s detected on client 210 through a series
of measurements of CPU performance, deduplication module
112(a) may mnitiate data deduplication on client 210.
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When the CPU loads 1s above the predetermined threshold
the system may first transfer the data from the client to the
server (step 650) and may then deduplicate the data on the
server (step 660). For example, 1f measurements of CPU load
indicate a lack of CPU while other applications are running
for a prolonged period of time then deduplication module
112(a) may shift deduplication to server 230. Steps 630-660
are similar to step 330. Therefore, the discussion of step 330
may also apply to steps 630-660.

Although step 620 describes measuring client CPU load
and comparing the CPU load to a predefined threshold to
determine whether to perform deduplication on the client, any
number of additional or alternative performance metrics of
the deduplication system may be measured and compared to
predefined thresholds to perform the determination. For
example, deduplication module 112(a) may detect a pertor-
mance degradation in network 240. In this case, deduplication
module 112(a) may determine to perform deduplication on
client 210 1 the available bandwidth of network 240 1s below
a predetermined threshold. On the other hand, 11 the available
bandwidth of network 240 1s above the predetermined thresh-
old, deduplication module 112(a) may determine to perform
deduplication on server 230. Deduplication module 112(a)
may also implement a variety of other algorithms and/or
heuristics to determine where to perform deduplication.
Upon the completion of step 640 or step 660 exemplary
method 600 of FIG. 6 may terminate.

FIG. 7 1s a block diagram of an exemplary computing
system 710 capable of implementing one or more of the
embodiments described and/or illustrated herein. Computing
system 710 broadly represents any single or multi-processor
computing device or system capable of executing computer-
readable 1nstructions. Examples of computing system 710
include, without limitation, workstations, laptops, client-side
terminals, servers, distributed computing systems, handheld
devices, or any other computing system or device. In its most
basic configuration, computing system 710 may include at
least one processor 714 and a system memory 716.

Processor 714 generally represents any type or form of
processing unit capable of processing data or interpreting and
executing instructions. In certain embodiments, processor
714 may receive instructions from a software application or
module. These 1nstructions may cause processor 714 to per-
form the functions of one or more of the exemplary embodi-
ments described and/or 1llustrated herein. For example, pro-
cessor 714 may perform and/or be a means for performing,
either alone or 1n combination with other elements, one or
more of the identifying, determining, performing, dedupli-
cating, transierring, measuring, and setting steps described
herein. Processor 714 may also perform and/or be a means for
performing any other steps, methods, or processes described
and/or 1llustrated herein.

System memory 716 generally represents any type or form
of volatile or non-volatile storage device or medium capable
ol storing data and/or other computer-readable 1nstructions.
Examples of system memory 716 include, without limitation,
random access memory (“RAM™), read only memory
(“ROM”), flash memory, or any other suitable memory
device. Although not required, in certain embodiments com-
puting system 710 may include both a volatile memory unit
(such as, for example, system memory 716) and a non-vola-
tile storage device (such as, for example, primary storage
device 732, as described 1n detail below). In one example, one
or more of modules 110 from FIG. 1 may be loaded into
system memory 716.

In certain embodiments, exemplary computing system 710
may also include one or more components or elements in
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addition to processor 714 and system memory 716. For
example, as illustrated in FIG. 7, computing system 710 may
include a memory controller 718, an Input/Output (“1/0”)
controller 720, and a communication interface 722, each of
which may be interconnected via a communication inira-
structure 712. Communication inirastructure 712 generally
represents any type or form of infrastructure capable of facili-
tating communication between one or more components of a
computing device. Examples of communication infrastruc-
ture 712 include, without limitation, a communication bus
(such as an ISA, PCI, PCle, or similar bus) and a network.

Memory controller 718 generally represents any type or
form of device capable of handling memory or data or con-
trolling communication between one or more components of
computing system 710. For example, in certain embodiments
memory controller 718 may control communication between
processor 714, system memory 716, and 1/0O controller 720
via communication infrastructure 712. In certain embodi-
ments, memory controller may perform and/or be a means for
performing, either alone or 1n combination with other ele-
ments, one or more of the steps or features described and/or
illustrated herein, such as identiiying, determining, perform-
ing, deduplicating, transferring, measuring, and setting.

I/0O controller 720 generally represents any type or form of
module capable of coordinating and/or controlling the input
and output functions of a computing device. For example, 1n
certain embodiments 1/0 controller 720 may control or facili-
tate transfer of data between one or more elements of com-
puting system 710, such as processor 714, system memory
716, communication interface 722, display adapter 726, input
interface 730, and storage interface 734. I/O controller 720
may be used, for example, to perform and/or be a means for
performing, either alone or 1n combination with other ele-
ments, one or more of the identifying, determining, perform-
ing, deduplicating, transierring, measuring, and setting steps
described herein. I/O controller 720 may also be used to
perform and/or be a means for performing other steps and
teatures set forth in the instant disclosure.

Communication mterface 722 broadly represents any type
or form of commumnication device or adapter capable of facili-
tating communication between exemplary computing system
710 and one or more additional devices. For example, 1n
certain embodiments communication interface 722 may
facilitate communication between computing system 710 and
a private or public network including additional computing
systems. Examples of communication interface 722 include,
without limitation, a wired network interface (such as a net-
work interface card), a wireless network interface (such as a
wireless network interface card), a modem, and any other
suitable interface. In at least one embodiment, communica-
tion 1nterface 722 may provide a direct connection to a remote
server via a direct link to a network, such as the Internet.
Communication interface 722 may also indirectly provide
such a connection through, for example, a local area network
(such as an Ethernet network), a personal area network, a
telephone or cable network, a cellular telephone connection,
a satellite data connection, or any other suitable connection.

In certain embodiments, communication interface 722
may also represent a host adapter configured to facilitate
communication between computing system 710 and one or
more additional network or storage devices via an external
bus or communications channel. Examples of host adapters
include, without limitation, SCSI host adapters, USB host
adapters, IEEE 794 host adapters, SATA and eSATA host
adapters, ATA and PATA host adapters, Fibre Channel inter-
tace adapters, Ethernet adapters, or the like. Communication
interface 722 may also allow computing system 710 to




US 8,572,163 Bl

19

engage 1n distributed or remote computing. For example,
communication interface 722 may receive mstructions from a
remote device or send instructions to a remote device for
execution. In certain embodiments, communication interface
722 may perform and/or be a means for performing, either
alone or 1n combination with other elements, one or more of
the 1dentifying, determining, performing, deduplicating,
transierring, measuring, and setting steps disclosed herein.
Communication mterface 722 may also be used to perform
and/or be a means for performing other steps and features set
torth 1n the 1nstant disclosure.

As 1llustrated 1n FIG. 7, computing system 710 may also
include at least one display device 724 coupled to communi-
cation infrastructure 712 via a display adapter 726. Display
device 724 generally represents any type or form of device
capable of visually displaying information forwarded by dis-
play adapter 726. Similarly, display adapter 726 generally
represents any type or form of device configured to forward
graphics, text, and other data from communication infrastruc-
ture 712 (or from a frame buffer, as known 1n the art) for
display on display device 724.

As 1llustrated 1n FIG. 7, exemplary computing system 710
may also include at least one mput device 728 coupled to
communication infrastructure 712 via an input interface 730.
Input device 728 generally represents any type or form of
input device capable of providing input, either computer or
human generated, to exemplary computing system 710.
Examples of input device 728 include, without limitation, a
keyboard, a pointing device, a speech recognition device, or
any other input device. In at least one embodiment, 1put
device 728 may perform and/or be a means for performing,
either alone or 1n combination with other elements, one or
more of the identifying, determining, performing, dedupli-
cating, transferring, measuring, and setting steps disclosed
herein. Input device 728 may also be used to perform and/or
be a means for performing other steps and features set forth in
the 1nstant disclosure.

As 1llustrated 1n FIG. 7, exemplary computing system 710
may also mclude a primary storage device 732 and a backup
storage device 733 coupled to communication infrastructure
712 via a storage interface 734. Storage devices 732 and 733
generally represent any type or form of storage device or
medium capable of storing data and/or other computer-read-
able instructions. For example, storage devices 732 and 733
may be a magnetic disk drive (e.g., a so-called hard drive), a
floppy disk drive, a magnetic tape drive, an optical disk drive,
a flash drive, or the like. Storage interface 734 generally
represents any type or form of interface or device for trans-
terring data between storage devices 732 and 733 and other
components of computing system 710. In one example, local
data 122 and/or SIS data store 132 from FI1G. 1 may be stored
in primary storage device 732.

In certain embodiments, storage devices 732 and 733 may
be configured to read from and/or write to a removable stor-
age unit configured to store computer soitware, data, or other
computer-readable information. Examples of suitable remov-
able storage units include, without limitation, a floppy disk, a
magnetic tape, an optical disk, a flash memory device, or the
like. Storage devices 732 and 733 may also include other
similar structures or devices for allowing computer software,
data, or other computer-readable instructions to be loaded
into computing system 710. For example, storage devices 732
and 733 may be configured to read and write software, data, or
other computer-readable information. Storage devices 732
and 733 may also be a part of computing system 710 or may
be a separate device accessed through other interface sys-
tems.
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In certain embodiments, storage devices 732 and 733 may
be used, for example, to perform and/or be a means for per-
forming, either alone or 1n combination with other elements,
one or more of the identitying, determiming, performing,
deduplicating, transierring, measuring, and setting steps dis-
closed herein. Storage devices 732 and 733 may also be used
to perform and/or be a means for performing other steps and
teatures set forth 1n the instant disclosure.

Many other devices or subsystems may be connected to
computing system 710. Conversely, all of the components
and devices illustrated in FIG. 7 need not be present to prac-
tice the embodiments described and/or 1llustrated herein. The
devices and subsystems referenced above may also be inter-
connected 1n different ways from that shown 1n FIG. 7. Com-
puting system 710 may also employ any number of software,
firmware, and/or hardware configurations. For example, one
or more of the exemplary embodiments disclosed herein may
be encoded as a computer program (also referred to as com-
puter software, software applications, computer-readable
instructions, or computer control logic) on a computer-read-
able medium. The phrase “computer-readable medium™ gen-
erally refers to any form of device, carrier, or medium capable
of storing or carrying computer-readable instructions.
Examples of computer-readable media include, without limi-
tation, transmission-type media, such as carrier waves, and
physical media, such as magnetic-storage media (e.g., hard
disk drives and floppy disks), optical-storage media (e.g.,
CD- or DVD-ROMs), electronic-storage media (e.g., solid-
state drives and flash media), and other distribution systems.

The computer-readable medium containing the computer
program may be loaded into computing system 710. All or a
portion of the computer program stored on the computer-
readable medium may then be stored 1n system memory 716
and/or various portions of storage devices 732 and 733. When
executed by processor 714, a computer program loaded into
computing system 710 may cause processor 714 to perform
and/or be ameans for performing the functions of one or more
of the exemplary embodiments described and/or illustrated
herein. Additionally or alternatively, one or more of the exem-
plary embodiments described and/or 1llustrated herein may
be implemented 1n firmware and/or hardware. For example,
computing system 710 may be configured as an application
specific integrated circuit (“ASIC””) adapted to implement one
or more of the exemplary embodiments disclosed herein.

FIG. 8 1s a block diagram of an exemplary network archi-
tecture 800 in which client systems 810, 820, and 830 and
servers 840 and 845 may be coupled to a network 850. Client
systems 810, 820, and 830 generally represent any type or
form of computing device or system, such as exemplary com-
puting system 710 1 FIG. 7. In one example, client system
810 may include system 100 from FIG. 1.

Similarly, servers 840 and 845 generally represent com-
puting devices or systems, such as application servers or
database servers, configured to provide various database ser-
vices and/or run certain software applications. Network 850
generally represents any telecommunication or computer net-
work including, for example, an intranet, a wide area network
(“WAN”™), a local area network (“LAN”’), a personal area
network (“PAN”), or the Internet.

As 1llustrated 1n FIG. 8, one or more storage devices 860
(1)-(N) may be directly attached to server 840. Sumilarly, one
or more storage devices 870(1)-(N) may be directly attached
to server 845. Storage devices 860(1)-(IN) and storage devices
870(1)-(N) generally represent any type or form of storage
device or medium capable of storing data and/or other com-
puter-readable mstructions. In certain embodiments, storage

devices 860(1)-(N) and storage devices 870(1)-(N) may rep-
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resent network-attached storage (“NAS”) devices configured
to communicate with servers 840 and 845 using various pro-
tocols, such as NFS, SMB, or CIFS.

Servers 840 and 8435 may also be connected to a storage
area network (“SAN”) fabric 880. SAN fabric 880 generally
represents any type or form of computer network or architec-
ture capable of facilitating communication between a plural-
ity of storage devices. SAN fabric 880 may facilitate commu-
nication between servers 840 and 845 and a plurality of
storage devices 890(1)-(N) and/or an intelligent storage array
895. SAN fabric 880 may also facilitate, via network 850 and
servers 840 and 845, communication between client systems
810, 820, and 830 and storage devices 890(1)-(N) and/or
intelligent storage array 895 1n such a manner that devices
890(1)-(N) and array 895 appear as locally attached devices
to client systems 810, 820, and 830. As with storage devices
860(1)-(N) and storage devices 870(1)-(N), storage devices
890(1)-(N) and intelligent storage array 893 generally repre-
sent any type or form of storage device or medium capable of
storing data and/or other computer-readable 1nstructions.

In certain embodiments, and with reference to exemplary
computing system 710 of FIG. 7, a communication interface,
such as communication interface 722 1 FIG. 7, may be used
to provide connectivity between each client system 810, 820,
and 830 and network 830. Client systems 810, 820, and 830
may be able to access information on server 840 or 845 using,
for example, a web browser or other client software. Such
solftware may allow client systems 810, 820, and 830 to

access data hosted by server 840, server 845, storage devices
860(1)-(N), storage devices 870(1)-(N), storage devices 890

(1)-(N), or imtelligent storage array 895. Although FIG. 8
depicts the use of a network (such as the Internet) for
exchanging data, the embodiments described and/or 1llus-
trated herein are not limited to the Internet or any particular
network-based environment.

In at least one embodiment, all or a portion of one or more
of the exemplary embodiments disclosed herein may be
encoded as a computer program and loaded onto and executed
by server 840, server 845, storage devices 860(1)-(N), storage
devices 870(1)-(N), storage devices 890(1)-(N), intelligent
storage array 895, or any combination thereof. All or a portion
of one or more of the exemplary embodiments disclosed
herein may also be encoded as a computer program, stored in
server 840, run by server 845, and distributed to client sys-
tems 810, 820, and 830 over network 850. Accordingly, net-
work architecture 800 may perform and/or be a means for
performing, either alone or 1n combination with other ele-
ments, one or more of the identifying, determiming, perform-
ing, deduplicating, transierring, measuring, and setting steps
disclosed herein. Network architecture 800 may also be used
to perform and/or be a means for performing other steps and
teatures set forth in the instant disclosure.

While the foregoing disclosure sets forth various embodi-
ments using specific block diagrams, flowcharts, and
examples, each block diagram component, flowchart step,
operation, and/or component described and/or illustrated
herein may be implemented, individually and/or collectively,
using a wide range of hardware, software, or firmware (or any
combination thereol) configurations. In addition, any disclo-
sure¢ ol components contained within other components
should be considered exemplary 1n nature since many other
architectures can be implemented to achieve the same func-
tionality.

The process parameters and sequence of steps described
and/or illustrated herein are given by way of example only
and can be varied as desired. For example, while the steps
illustrated and/or described herein may be shown or discussed
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in a particular order, these steps do not necessarily need to be
performed 1n the order illustrated or discussed. The various
exemplary methods described and/or illustrated herein may
also omit one or more of the steps described or illustrated
herein or include additional steps 1n addition to those dis-
closed.

While various embodiments have been described and/or
illustrated herein 1n the context of fully functional computing
systems, one or more of these exemplary embodiments may
be distributed as a program product in a variety of forms,
regardless of the particular type of computer-readable media
used to actually carry out the distribution. The embodiments
disclosed herein may also be implemented using software
modules that perform certain tasks. These software modules
may include script, batch, or other executable files that may
be stored on a computer-readable storage medium or 1n a
computing system. In some embodiments, these software
modules may configure a computing system to perform one
or more of the exemplary embodiments disclosed herein.

In certain embodiments, one or more of the software mod-
ules disclosed herein may be implemented 1n a cloud com-
puting environment. Cloud computing environments may
provide various services and applications via the internet.
These cloud-based services (e.g., soltware as a service, plat-
form as a service, infrastructure as a service, etc.) may be
accessible through a web browser or other remote interface.
Various functions described herein may be provided through
a remote desktop environment or any other cloud-based com-
puting environment. For example, data may be scanned,
from, and/or to a cloud computing environment and/or one or
more ol modules 102 may operate 1n a cloud computing
environment.

In addition, one or more of the modules described herein
may transform data, physical devices, and/or representations
of physical devices from one form to another. For example,
one or more of the modules described herein may transform
the state of a data storage device by deduplicating data on the
data storage device.

The preceding description has been provided to enable
others skilled in the art to best utilize various aspects of the
exemplary embodiments disclosed herein. This exemplary
description 1s not intended to be exhaustive or to be limited to
any precise form disclosed. Many modifications and varia-
tions are possible without departing from the spirit and scope
ol the 1nstant disclosure. The embodiments disclosed herein
should be considered in all respects illustrative and not
restrictive. Reference should be made to the appended claims

and their equivalents in determining the scope of the instant
disclosure.

Unless otherwise noted, the terms ““a” or “an,” as used 1n
the specification and claims, are to be construed as meaning
“at least one of”” In addition, for ease of use, the words
“including” and “having,” as used 1n the specification and
claims, are interchangeable with and have the same meaning
as the word “comprising.”

What 1s claimed 1s:

1. A computer-implemented method for deduplicating
data, at least a portion of the method being performed by a
computing device comprising at least one processor, the
method comprising:

identifying a request to transier data from a client 1 a

deduplication system to a server in the deduplication
system;

determining whether performing deduplication on the cli-

ent currently outperforms performing deduplication on
the server by:
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measuring data throughput while performing deduplica-
tion on the client;
measuring data throughput while performing deduplica-
tion on the server;
comparing the data throughput while performing dedu-
plication on the client with the data throughput while
performing deduplication on the server;
determining, based at least in part on determining whether
performing deduplication on the client currently outper-
forms performing deduplication on the server, whether
to perform deduplication of the data on the client before
transferring the data from the client to the server or to
perform deduplication of the data on the server after
transterring the data from the client to the server;
performing the following, the order of which 1s based on
determining whether to perform deduplication of the
data on the client before transferring the data from the
client to the server or to perform deduplication of the
data on the server after transierring the data from the
client to the server:
deduplicating the data;
transierring the data from the client to the server.
2. The method of claim 1, wherein:
measuring data throughput while performing deduplica-
tion on the client comprises measuring a first span of
time that elapses while deduplicating a predetermined
amount of data on the client and transferring the prede-
termined amount of data to the server;
measuring data throughput while performing deduplica-
tion on the server comprises measuring a second span of
time that elapses while transferring the predetermined
amount of data to the server and deduplicating the pre-
determined amount of data on the server:;
determining whether to perform deduplication of the data
on the client before transierring the data from the client
to the server or to perform deduplication of the data on
the server after transierring the data from the client to the
server Comprises:
determining to deduplicate the data before the data i1s
transierred from the client to the server 1f the first span
1s shorter than the second span;
determining to deduplicate the data after the data 1s
transierred from the client to the server 1f the second
span 1s shorter than the first span.
3. The method of claim 1, wherein:
measuring data throughput while performing deduplica-
tion on the client comprises measuring a {irst amount of
data that 1s deduplicated on the client and transterred to
the server during a predetermined interval of time;
measuring data throughput while performing deduplica-
tion on the server comprises measuring a second amount
of data that 1s transferred to the server and deduplicated
on the server during the predetermined interval of time;
determining whether to perform deduplication of the data
on the client before transferring the data from the client
to the server or to perform deduplication of the data on
the server after transierring the data from the client to the
Server COmprises:
determining to deduplicate the data before the data is
transferred from the client to the server if the first
amount 1s greater than the second amount;
determining to deduplicate the data after the data is
transierred from the client to the server 1f the second
amount 1s greater than the first amount.
4. The method of claim 1, wherein determiming whether to
perform deduplication of the data on the client before trans-
terring the data from the client to the server or to perform
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deduplication of the data on the server after transferring the
data from the client to the server 1s performed at periodic
intervals.

5. The method of claim 4, further comprising;

determining how frequently deduplication switches

between the client and the server;

setting a length of at least one of the periodic intervals

based on how {Irequently deduplication switches
between the client and the server.

6. The method of claim 1, wherein determining whether
performing deduplication on the client currently outperforms
performing deduplication on the server 1s performed at peri-
odic intervals.

7. The method of claim 1, wherein determining whether to
perform deduplication of the data on the client before trans-
ferring the data from the client to the server or to perform
deduplication of the data on the server after transierring the
data from the client to the server 1s based at least 1n part on a
central-processing-unit load on the client.

8. The method of claim 1, wherein determining whether to
perform deduplication of the data on the client before trans-
ferring the data from the client to the server or to perform
deduplication of the data on the server after transierring the
data from the client to the server 1s based at least 1n part on a
central-processing-unit load on the server.

9. The method of claim 1, wherein determining whether to
perform deduplication of the data on the client before trans-
ferring the data from the client to the server or to perform
deduplication of the data on the server after transferring the
data from the client to the server i1s based at least 1n part on
performance of a network that transfers the data from the
client to the server.

10. The method of claim 1, wherein determining whether to
perform deduplication of the data on the client before trans-
ferring the data from the client to the server or to perform
deduplication of the data on the server after transierring the
data from the client to the server 1s based at least 1n part on a
comparison of at least two of:

- -

performance of the client;

performance of the server;

performance of a network that transters the data from the
client to the server.

11. The method of claim 1, wherein determining whether to
perform deduplication of the data on the client before trans-
ferring the data from the client to the server or to perform
deduplication of the data on the server after transierring the
data from the client to the server 1s based at least 1n part on a
user preference for preserving a resource of at least one of:

the client:

the server;

a network that transfers the data from the client to the

Server.

12. A system for deduplicating data, the system compris-
ng:

a data-transfer module programmed to:

identily a request to transfer data from a client 1n a
deduplication system to a server in the deduplication
system:

transier the data from the client to the server;

a deduplication module programmed to:

determine whether performing deduplication on the cli-
ent currently outperforms performing deduplication
on the server by:
measuring data throughput while performing dedu-

plication on the client;
measuring data throughput while performing dedu-

plication on the server;
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comparing the data throughput while performing
deduplication on the client with the data throughput
while performing deduplication on the server;
determine, based at least 1n part on determining whether
performing deduplication on the client currently out-
performs performing deduplication on the server,
whether to perform deduplication of the data on the
client before transierring the data from the client to
the server or to perform deduplication of the data on
the server after transferring the data from the client to
the server;
deduplicate the data;

a storage device configured to store the data;

one or more processors configured to execute the data-

transter module and the deduplication module.

13. The system of claim 12, wherein

the deduplication module 1s programmed to:

measure data throughput while performing deduplication

on the client by measuring a first span of time that
clapses while deduplicating a predetermined amount of
data on the client and transferring the predetermined
amount of data to the server;

measure data throughput while performing deduplication

on the server by measuring a second span of time that
clapses while transferring the predetermined amount of
data to the server and deduplicating the predetermined
amount of data on the server;

deduplicate the data before the data 1s transterred from the

client to the server 1f the first span 1s shorter than the
second span;

deduplicate the data after the data 1s transferred from the

client to the server 11 the second span 1s shorter than the
first span.

14. The system of claim 12, wherein the deduplication
module 1s programmed to determine whether to perform
deduplication of the data on the client before transferring the
data from the client to the server or to perform deduplication
of the data on the server after transierring the data from the
client to the server at periodic intervals.

15. The system of claam 14, wherein the deduplication
module 1s programmed to:

determine how frequently deduplication switches between

the client and the server;

set a length of at least one of the periodic intervals based on

how frequently deduplication switches between the cli-
ent and the server.

16. The system of claim 12, wherein the deduplication
module 1s programmed to determine whether performing
deduplication on the client currently outperforms performing
deduplication on the server at periodic intervals.

17. The system of claim 12, wherein the deduplication
module 1s programmed to determine whether to perform
deduplication of the data on the client before transterring the
data from the client to the server or to perform deduplication
of the data on the server after transierring the data from the
client to the server based at least in part on a central-process-
ing-unit load on the client.
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18. The system of claim 12, wherein the deduplication
module 1s programmed to determine whether to perform
deduplication of the data on the client before transferring the
data from the client to the server or to perform deduplication
of the data on the server after transierring the data from the
client to the server based at least in part on a comparison of at
least two of:

performance of the client;

performance of the server;

performance of a network that transfers the data from the

client to the server.

19. A non-transitory computer-readable-storage medium
comprising one or more computer executable instructions
that, when executed by at least one processor of a computing
device, cause the device to:

identily a request to transier data from a client 1n a dedu-

plication system to a server 1n the deduplication system:;

determine whether performing deduplication on the client

currently outpertorms performing deduplication on the

server by:

measuring data throughput while performing deduplica-
tion on the client;

measuring data throughput while performing deduplica-
tion on the server:

comparing the data throughput while performing dedu-
plication on the client with the data throughput while
performing deduplication on the server;

determine, based at least 1n part on determining whether

performing deduplication on the client currently outper-
forms performing deduplication on the server, whether
to perform deduplication of the data on the client before
transierring the data from the client to the server or to
perform deduplication of the data on the server after
transterring the data from the client to the server;
perform the following, the order of which 1s based on
determining whether to perform deduplication of the
data on the client before transferring the data from the
client to the server or to pertorm deduplication of the
data on the server aiter transferring the data from the
client to the server:
deduplicate the data;
transier the data from the client to the server.

20. The non-transitory computer-readable-storage
medium of claim 19, wherein determining whether to per-
form deduplication of the data on the client before transfer-
ring the data from the client to the server or to perform
deduplication of the data on the server after transierring the
data from the client to the server 1s based at least 1n part on a
comparison of at least two of:

performance of the client;
performance of the server;
performance of a network that transters the data from the

client to the server.
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