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HEALTH-BASED ACCESS TO NETWORK
RESOURCES

BACKGROUND

Antivirus, antispyware, and other anti-malware applica-
tions seek to protect client computers by 1dentifying harmiul
applications or other executable code and removing or at least
neutralizing the harmiul code. Current anti-malware applica-
tions (e.g., Microsoit Windows Defender, Microsolt Fore-
front Client Security, Microsoft OneCare, Microsoit Fore-
front Server for Exchange Server, and so forth) use a
signature-based approach to detect viruses, worms, and spy-
ware. One common type of malware prevention relies on
inspecting the Uniform Resource Locators (URLs) or Inter-
net Protocol (IP) addresses that a user requests (e.g., 1n a web
browser) and blocking access to URLs that have been flagged
as malicious or potentially malicious. Often, client computers
are imnifected when a user visits a website and allows 1nstalla-
tion of “unknown software” (typically, users believe they are
installing good software), so blocking access to sites known
to be malicious can protect the user’s computer system from
infection.

Machine health state 1s a technology used to determine a
computer system’s health and determine the actions the com-
puter system can perform based on the health of the computer
system. For example, many corporate local area network
(LAN) administrators define policies that each computer sys-
tem meets before the policy allows a computer system to
access the corporate network. For example, the administrator
may define a policy that specifies a particular operating sys-
tem patch or a particular antivirus definition version that 1s
present on computer systems in the organization before the
policy allows the computer systems to access the LAN.

Current web filtering technologies, either host-based (local
machine) or edge-based (gateway device/server), use policies
to control access to networking protocols or destinations.
These policies typically use machine or user attributes known
at policy authoring time, such as testing membership 1n a
group, testing the destination or source site name, or 1mpos-
ing time of day restrictions for access to certain network
resources.

One problem is that these protection mechanisms are often
unnecessarily restrictive. Websites that allow users to create
content may have many non-malicious areas of the website 1n
addition to several malicious areas of the website. In addition,
a user’s job may entail visiting harmiul websites (e.g., to
identify 1llegal distribution of copyrighted maternial for the
corporation that employs the user), and the user may be taking
other precautions to prevent the risk of infecting the user’s
computer system. For example, the user may run the browser
in a protected or sandboxed mode to prevent websites from
having an effect on other elements of the computer system.
The user may also run stringent antivirus software to reduce
the risk of infection. In the case of machine health, a user that
rarely uses a laptop may take the laptop to a presentation and
want to access a website but be prevented from doing so
because the user has not recently updated the laptop with
patches.

At other times, traditional protection mechanisms may not

be restrictive enough. For example, URL-based blocking 1s
only as good as the list of known malicious URLs. Malware
authors constantly change the domain names that host mal-
ware and thus URL-based blocking may fail to identily a
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2

malicious website for a certain period until an administrator
adds that website to a list of malicious websites.

SUMMARY

A protection system 1s described herein that determines
whether a computer system can access a particular resource

based on a combination of a health state of the computer
system and a reputation of the resource. When a user attempts
to access a resource, the protection system intercepts the
request. The protection system determines the reputation of
the resource that the user 1s attempting to access. The protec-
tion system also determines the health of the computer system
through which the user 1s attempting to access the resource.
Based on the determined resource reputation and the deter-
mined computer system health, the protection system deter-
mines whether to allow the requested access to the resource.
Thus, the protection system allows an administrator to protect
a computer system from potentially malicious resources
based on the health of the computer system. The protection 1s
dynamic because both the health of the computer system and
the reputation of a particular resource may change over time,
and the protection system protects the computer system based
on the reputation and health at the time of the request.

This Summary 1s provided to introduce a selection of con-
cepts 1n a simplified form that are turther described below 1n
the Detailed Description. This Summary 1s not intended to
identily key features or essential features of the claimed sub-
ject matter, nor 1s 1t mtended to be used to limait the scope of
the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram that illustrates components of the
protection system, in one embodiment.

FIG. 2 1s a block diagram that 1llustrates an environment 1n
which the protection system 1s employed, in one embodi-
ment.

FIG. 3 1s a flow diagram that illustrates the processing of
the system to handle a received request to access a resource,
in one embodiment.

FIG. 4 1s a flow diagram that illustrates the processing of
the access control component to allow or deny a request to
access a resource, 1n one embodiment.

DETAILED DESCRIPTION

A protection system 1s described herein that determines
whether a computer system can access a particular resource
based on a combination of a health state of the computer
system and a reputation of the resource. The system will allow
a healthy machine to access a broader range of resources (e.g.,
less reputable) than an unhealthy machine. For example, a
healthy machine can be one that has antivirus software
installed with all of the latest virus definitions up to date. Such
a machine 1s much less likely to be 1n danger from website
content than a machine without antivirus software installed.
The system may allow an unhealthy machine to access only
resources that are known to be highly reputable.

When a user attempts to access a resource, the protection
system 1ntercepts the request. For example, a user may use a
web browser to request a particular web page by specifying a
URL. The protection system determines the reputation of the
resource that the user 1s attempting to access. For example, 1T
the resource 1s a website, then the system may send the URL
to a trusted URL reputation service and recerve a response
that indicates a reputation score for the resource. The protec-
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tion system determines the health of the computer system
through which the user 1s attempting to access the resource.
For example, the protection system may check a Network
Access Protection (NAP) state of the system (sometimes
referred to as Network Access Control (NAC)) or run one or
more health checks to determine a health score for the com-
puter system. Based on the determined resource reputation
and the determined computer system health, the protection
system determines whether to allow the requested access to
the resource. Thus, the protection system allows an adminis-
trator to protect a computer system from potentially mali-
cious resources based on the health of the computer system.
The protection 1s dynamic because both the health of the
computer system and the reputation of a particular resource
may change over time, and the protection system protects the
computer system based on the reputation and health at the
time of the request.

Health

As noted herein, the protection system determines the
health of a computer system so that the protection system can
apply differing levels of restrictions based on the health.
There are many factors and processes that the protection
system can use to determine a computer system’s health or to
define health checks. Some examples are described 1n further
detail herein, and those of ordinary skill 1n the art will recog-
nize other examples for determining health that can be used
with the protection system. The health checks can include any
measurement of a computer system that determines the com-
puter system’s level of defense to malicious content.

A health score as described herein can refer to a broad
range of health indications. For example, a simple implemen-
tation of a health score includes a Boolean termination that
the system 1s healthy or unhealthy. A more complex health
score may have levels of health, such as low health, medium
health, and high health. Alternatively, the health score may
include a numerical range, such as 0-100 where one end of the
range indicates system failure of all health policies defined by
the administrator and the other end of the range indicates a
system passing all health policies. In each case, the protection
system allows the administrator to define a level of access to
resources independently for each defined increment of the
health score. The protection system considers the health
score, the resource reputation score described further herein,
and any defined policy to determine which resources a par-
ticular computer system can access.

Applications can implement health checks that the protec-
tion system 1nvokes to determine a computer system’s current
health state. For example, products such as Windows Security
Center, anti-virus products, patch management products, and
other security products, or a combination of these products
may provide health checks to the system. The system may
also perform health checks at different times, such as by
accessing a client health NAP agent, in-band by calling a
NAP or other health-based server, or out of band by relying on
a health certificate that certifies an earlier-determined health
state. In addition to machine health (e.g., as provided by
NAP), the protection system can also take user health into
account when making resource access decisions. For
example, mm Microsoit Forefront Client’s Security State
Assessment, some checks are per-machine, and some checks
are per-user. For per-user checks, like IE zone settings or
Office macro settings, unknown resources can be blocked for
a user, unless both machine-based and user-based health
checks pass.

Resource Reputation

As noted herein, the protection system determines the

reputation score of a particular resource (e.g., a URL) so that
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4

access to resources with lower reputations can be blocked or
limited for computer systems with lower health. The protec-
tion system can use several methods to determine the reputa-
tion of a resource, which are described 1n further detail herein.
Those of ordinary skill 1n the art will recognize that the
protection system can be used with other resource reputation
methods 1n addition to those described herein.

As with health score, the resource reputation score
described herein can refer to a broad range of reputation
indications. For example, a simple implementation of a repu-
tation score mcludes a Boolean termination that a resource 1s
malicious or sale. A more complex reputation score may have
levels of reputation, such as low reputation, medium reputa-
tion, and high reputation. Alternatively, the reputation score
may include a numerical range, such as 0-100 where one end
of the range indicates known poor reputation and the other
end of the range indicates a known high reputation. In each
case, the protection system allows the administrator to define
a level of access to resources independently for each defined
increment of the reputation score. The protection system con-
siders the health score described further herein, the resource
reputation score, and any defined policy to determine which
resources a particular computer system can access.

In some embodiments, the protection system defines a
resource reputation score that corresponds to an unknown
resource the reputation of which has not been evaluated or 1s
unavailable. For example, new websites may take some time
to be discovered and for a resource reputation service to
evaluate. During this time, 1t 1s still usetul for the protection
system to know that the resource 1s unknown. The protection
system allows the administrator to define policies that deter-
mine whether a computer system can access a resource for
which reputation information 1s unavailable. When the
unknown state 1s not a Boolean, but rather a gradient level
(e.g., from O to 100) the administrator can potentially cus-
tomize the unknown state through policy. For example, one
organization’s administrator may feel a score greater than 50
1s dangerous for unknown sites, while another organization’s
administrator may feel a score greater than 75 1s dangerous.
Thus, a cautious administrator can deny access to unknown
resources or specily a particular minimum health state of
computer systems that request access to unknown resources.
For example, 1f a client system has antivirus real-time protec-
tion enabled and signatures and patches are up-to-date, the
administrator may define a policy that specifies that the client
system can browse unknown URLSs. Previous systems typi-
cally block unknown URLs or allow access based on static
criteria used 1n traditional edge-firewall rules.

In some embodiments, the reputation information that the
protection system receives Irom a resource reputation service
includes one or more categories that describe the type of
content provided by the resource. For example, a website may
belong to a category such as sports, news, pornography, and
so forth. The protection system allows the administrator to
define the categories that a client system can access and
associate a threshold health state that the client system
achieves to access resources of a particular category. In some
embodiments, categories are assigned a confidence level,
such as from O to 100, depending on how granular the data 1s
returned from the reputation service. This allows policies
based on “probable” category matches for dynamically rated
content. For example, a policy can specity blocking URLs 1f
the confidence of pornographic content 1s greater than 80.
System Components

FIG. 1 1s a block diagram that illustrates components of the
protection system, 1n one embodiment. The protection system
100 includes a resource request component 110, a resource
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reputation component 120, a health state component 130, a
policy component 140, and an access control component 150.
Each of these components 1s described in further detail
herein.

The resource request component 110 receives requests to
access resources from user programs or other applications
(e.g., an operating system service). In some embodiments, the
protection system 100 employs a kernel-mode network filter
to intercept network requests and perform the steps described
herein for protecting the computer system. Many operating,
systems provide an application-programming interface (API)
for adding networking filters into the networking stack. For
example, Microsoit Windows provides APIs for adding sev-
eral types of Network Driver Interface Specification (NDIS)
filters that can perform the steps described herein. Alterna-
tively or additionally, the protection system 100 can operate at
a resource in between the requesting computer system and the
requested resource, such as at anetwork router. By interfacing,
with the computer system at a level below any particular
application, the protection system 100 can provide protection
to the computer system regardless of the application a user
uses to access a network (e.g., web browser, mnstant messag-
ing application, email client, and so forth). The request
received by the resource request component 110 1dentifies the
resource to be accessed, such as by IP address, domain name,
URL, or similar identification.

The resource reputation component 120 determines a repu-
tation score of the requested resource for resource requests
received through the resource request component 110. For
example, the resource request component 110 may receive a
URL and the resource reputation component 120 may send
the URL to a resource reputation service hosted on the Inter-
net to determine the reputation of the resource. The reputation
service provides a response that indicates the reputation of the
requested resource, or in some cases a response that indicates
that the reputation of the requested resource 1s not known by
the reputation service.

The health state component 130 determines a health score
of the computer system making the resource request. The
health score may include the results or an aggregation of the
results of administrator-defined health policies. Health poli-
cies can include a varniety of types of mformation that the
administrator defines as indicating computer system health,
such as operating system patch level, virus definition level,
whether drivers are signed, applications installed on the com-
puter system, whether patches are up to date for each appli-
cation, and so forth. The health state of a system may change
over time based on user actions (e.g., installing applications),
external factors (e.g., an antivirus soitware vendor releasing
new virus defimitions), and/or based on changes in policy
defined by the administrator. Thus, the protection system 100
determines whether to allow or deny a particular access
request based on the current health state of the computer
system.

The policy component 140 receives and stores policies
defined by an administrator that the protection system 100
uses to determine whether to allow or deny a particular access
request. For example, the administrator may define a policy
that allows access to high reputation resources by computer
systems ol any health level, access to medium reputation
resources by computer systems of medium health level, and
access to low reputation resources by computer systems of
high health level. The administrator may also define a policy
for resources for which reputation information 1s not avail-
able. Policies defined by the adminmistrator may also include
moditying the qualities of a computer system that determine

10

15

20

25

30

35

40

45

50

55

60

65

6

the system’s health. Policies can also include enabling an
auto-remediation and/or auditing feature, as described further
herein.

Although an administrator 1s described herein, typically
acting 1n a large corporate setting, the administrator may also
be a home user such as a parent that defines one or more
policies for the computer systems of children in a household.
Accordingly, an administrator 1s defined not by the size or
type of an organization i1n which computer systems are used,
but rather by the actions that a user acting in an administrative
role can perform with respect to the protection system 100.

The access control component 150 determines whether to
allow access to a requested resource by applying the defined
policies to the determined health score of the requesting com-
puter system and reputation score of the resource to which the
computer system requests access. If the access control com-
ponent 150 allows access to the resource, then the component
150 sends the recerved request through the network stack as 11
the protection system 100 had not intercepted the request. The
resource may then receive the request and provide an appro-
priate response (€.g., based on a protocol associated with the
request).

In some embodiments, If the access control component 150
denies access to a resource, the component 150 provides a
response to the request (e.g., through the resource request
component 110) that indicates failure to access the resource.
For example, 11 the request 1s a Hypertext Transfer Protocol
(HT'TP) request received from a web browser, the access
control component 150 may provide HI'TP error code 404
(resource not found) or other appropriate HI'TP error code to
the web browser to inform the user that the system demed the
request (and to prevent the application from waiting for a
timeout and/or retrying repeatedly).

The computing device on which the system 1s implemented
may include a central processing unit, memory, input devices
(e.g., keyboard and pointing devices), output devices (e.g.,
display devices), and storage devices (e.g., disk drives or
other non-volatile storage media). The memory and storage
devices are computer-readable storage media that may be
encoded with computer-executable instructions (e.g., sofit-
ware) that implement or enable the system. In addition, the
data structures and message structures may be stored or trans-
mitted via a data transmission medium, such as a signal on a
communication link. Various communication links may be
used, such as the Internet, a local area network, a wide area
network, a point-to-point dial-up connection, a cell phone
network, and so on.

Embodiments of the system may be implemented in vari-
ous operating environments that include personal computers,
server computers, handheld or laptop devices, multiprocessor
systems, microprocessor-based systems, programmable con-
sumer electronics, digital cameras, network PCs, minicom-
puters, mainframe computers, distributed computing envi-
ronments that include any of the above systems or devices,
and so on. The computer systems may be cell phones, per-
sonal digital assistants, smart phones, personal computers,

programmable consumer electronics, digital cameras, and so
on.

The system may be described in the general context of
computer-executable instructions, such as program modules,
executed by one or more computers or other devices. Gener-
ally, program modules include routines, programs, objects,
components, data structures, and so on that perform particular
tasks or implement particular abstract data types. Typically,
the functionality of the program modules may be combined or
distributed as desired in various embodiments.
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FIG. 2 1s a block diagram that illustrates an environment in
which the protection system 1s employed, in one embodi-
ment. This diagram depicts host-based NAP enabled web
filtering, where there 1s no edge gateway device. One or more
client computer systems 210 communicate with three set of
hosted servers: a URL reputation service 220 (shown as
Microsoit Reputation Service Array and MRS Database),
machine/user administration servers 230 for policy and
telemetry (shown as Root Silo, Servicing Silo), and hosted
NAP servers 240 (shown as NAP HRA, NAP CA, NAP NPS).
Each of the computer system communicate via a network
250, such as one or more of the Internet, a LAN, a WAN, a
wireless network, and so forth.

The NAP servers 240 provide a statement-of-health (in
some cases cryptographically signed to prevent tampering)
that the NAP servers 240 send to a NAP Agent on the client
machines. The enforcement policies of the protection system
can refer to the statement-of-health, cached by the NAP
Agent, and can be used in combination with policies contain-
ing URL reputation categories, user group membership, or
time-oi-day restrictions to determine whether one of the cli-
ent computer systems 210 can access a requested resource.
For client machines that do not support a NAP Agent or are
exempt from NAP checks, a NAP exemption certificate can
be 1nstalled, which the protection system can use 1n evaluat-
ing resource policies, just like on NAP enabled clients.

The URL reputation service 220 may be provided by a third
party for a vanety of purposes (e.g., phishing filters, web
access control, and so on). For example, Microsoit Live
OneCare mncludes a URL reputation service 220 accessible
via the Internet to which client computer systems 210 can
send reputation requests. Similarly, NAP servers 240 may be
hosted by a health provider that ensures the health of the client
computer systems 210 and provides the statement of health as
validation of the health. The protection system can be con-
figured to provide 1ts own 1independent URL reputation ser-
vice and health servers or can uses third party services such as
those described to perform the processes described herein.

FIG. 3 15 a flow diagram that illustrates the processing of
the system to handle a received request to access a resource,
in one embodiment. In block 310, the system recetves a
request to access a resource, wherein the request includes an
identification of the resource. When a user attempts to access
a resource, the protection system intercepts the request. For
example, a user may use a web browser to request a particular
web page by specitying a URL. Continuing 1n block 320, the
system determines a reputation of the requested resource. For
example, 1f the resource 1s a website, then the system may
send the URL to a trusted URL reputation service and receive
a response that indicates a reputation score for the resource.
The reputation indicates a likelihood that accessing the
resource will cause malicious content to be downloaded to or
will otherwise negatively influence the computer system.

Continuing in block 330, the system determines the health
of the computer system from which the request 1s received.
For example, the protection system may check a network
access protection (NAP) state of the system or run one or
more health checks to determine a health score for the com-
puter system. Continuing 1n block 340, the system accesses
an access policy that identifies one or more conditions based
on the resource reputation and computer system health for
which the computer system 1s allowed to access the requested
resource.

Continuing in block 330, the system applies the access
policy to determine whether to allow the computer system to
access the requested resource based on the access policy. This
step 1s described further with reference to FIG. 4. The health

5

10

15

20

25

30

35

40

45

50

55

60

65

8

of the computer system and the reputation of a particular
resource may change over time, and the protection system
allows an administrator to dynamically determine whether a
computer system can access a resource based on the computer
system’s health and the reputation of the resource at the time
of the request. After block 350, these steps conclude.

FIG. 4 1s a flow diagram that illustrates the processing of
the access control component to allow or deny a request to
access a resource, in one embodiment. In the illustrated
embodiment, the protection system receives a reputation
score that indicates high, medium, or low reputation and a
health state that indicates high, medium, or low health. As
described herein, the reputation and/or health state used by
the protection system may be more or less granular than that
illustrated.

In block 410, the component receives the health and repu-
tation scores determined by the system based on the request.
For example, the system may determine the health and repu-
tation scores based on the process described with reference to
FIG. 3. Continuing 1n decision block 420, 1f the reputation of
the requested resource 1s high (e.g., above a predetermined
threshold), then the component continues at block 4235 and
allows the computer system to access the requested resource,
clse the component continues at block 430. For example, the
requested resource may be of such high reputation (e.g.,
http://www.microsoft.com/) that the administrator-defined
policy allows access to the resource regardless of the current
health of the computer system.

Continuing 1n decision block 430, 1f the health of the
requesting computer system 1s high, then the component con-
tinues at block 425 and allows the computer system to access
the requested resource, else the component continues at block
440. For example, the administrator-defined health policies
may be restrictive enough (e.g., all patches installed, browser
in protected mode, JavaScript off, virus definitions up to date,
and so forth) that the administrator 1s confident that high
health machines will be safe regardless of the requested
resource’s reputation. Continuing in decision block 440, it
the health of the requesting computer system 1s medium, then
the component continues at block 450, else the component
continues at block 460 and denies the computer system access
to the requested resource.

Continuing in decision block 4350, 1t the reputation of the
requested resource 1s medium, then the component continues
at block 425 and allows the computer system to access the
requested resource, else the component continues in block
460 and denies the computer system access to the requested
resource. Continuing in block 460, the component denies the
computer system access to the requested resource. After
block 460, these steps conclude.

In some embodiments, the protection system provides
automated remediation and/or auditing of access to
resources. For example, when denying a user access to a
website, the protection system may display a user intertace to
the user mformation the user that the user can access the
resource 11 the user updates his antivirus software or applies
recommended operating system patches. The system may
automatically apply such remedies without asking the user. In
addition, when the protection system denies a user access to a
resource, the system may create an audit trail (e.g., a log) that
an admimstrator can review to determine, for example,
whether the policy could allow certain unknown sites or
whether the system 1s denying access to legitimate sites. This
allows a wide degree of security policy visibility through
reporting, security compliance through blocking web access
based on NAP health checks, and security remediation
through NAP auto-remediation features. Instead of blocking
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web access first due to failed NAP health checks, the system
can deny access as a last resort, after attempting NAP auto-
remediation actions. For example, auto-remediation can
include locking down firewall configuration, installing secu-
rity patches, installing antivirus signature updates, and
enabling security features automatically before access to a
resource 1s denied.
In some embodiments, the protection system works in
combination with, rather than 1n place of, traditional filtering
techniques. For example, the system can use health checks in
combination with user group membership, URL reputation
category, or time-of-day restrictions to determine whether to
allow access to a particular resource. The protection system
may provide less restrictive access to users of certain groups
(e.g., adminmistrators or power users) than to users of other
groups (e.g., guests) based on the expected sophistication of
users 1n each group or other critena.
In some embodiments, the protection system 1s provided as
an online hosted service that protects client machines without
substantial server infrastructure in an organization. For
example, an organization may purchase a subscription to an
online service through which an administrator can define
access policies and to which clients send access requests and
receive an allow/deny response without employing tradi-
tional firewalls, proxy servers, or other infrastructure within
the organization. This can relieve the administrator of a sub-
stantial burden and save the organization on hardware costs.
In some embodiments, the protection system allows third
parties to extend the system by adding additional health
checks or defining new types of resource requests (e.g., by
network protocol) that the system can monitor. For example,
an application such as Apple 1'Tunes may provide a plug-in to
the system that informs the system when the application has
all current patches installed. The protection system can use
this information as a factor 1n determining the health score of
a client system hosting the application.
From the foregoing, it will be appreciated that specific
embodiments of the system have been described herein for
purposes of 1llustration, but that various modifications may be
made without deviating from the spirit and scope of the inven-
tion. For example, although web sites have been described as
one type of resource, the protection system can be used with
many types of resources including network shares, {tp sites,
RSS feeds, video playlists, and so forth. Accordingly, the
invention 1s not limited except as by the appended claims.
I claim:
1. A computer-implemented method for protecting a com-
puter system from accessing malicious network resources,
the method comprising:
receiving a request to access a resource, wherein the
request includes an identification of the resource;

determining a reputation of the requested resource,
wherein the reputation indicates a likelihood that access-
ing the resource will cause malicious content to be
downloaded to the computer system;

determining a health state of the computer system from

which the request 1s recetved, wherein the health state
indicates a relative risk of allowing the computer system
to access potentially malicious resources;

accessing an access policy that identifies one or more con-

ditions based on the resource reputation and computer
system health state for which the computer system 1s
allowed to access the requested resource; and

applying the access policy to determine whether to allow

the computer system to access the requested resource
based on the access policy and thereby protect the com-
puter system 1rom accessing malicious network
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resources, wherein the access policy allows a computer
system with a high health state to access a broader range
of resources than a computer system with a low health
state,

wherein the preceding steps are performed by at least one
Processor.

2. The method of claim 1 wherein recerving a request
comprises using a network filter installed on the computer
system to intercept the request from an application.

3. The method of claim 1 wherein receiving the request
comprises receving requests from multiple applications and
protecting the computer system from accessing malicious
network resources from the multiple applications.

4. The method of claim 1 wherein determining the reputa-
tion of the requested resource comprises sending the 1denti-
fication of the requested resource to a web-based reputation
service and receiving from the reputation service a response
that indicates a reputation score for the requested resource.

5. The method of claim 1 wherein determining the health
state comprises accessing a Network Access Protection
(NAP) server to determine the health state of the computer
system.

6. The method of claim 1 wherein the access policy pro-
vides more access when the computer system has a higher
greater health state.

7. The method of claim 1 wherein the health state of the
computer system and the reputation of the requested resource
change over time, and the method dynamically determines
whether to allow the computer system to access the requested
resource based on the computer system’s health state and the
reputation of the resource at a time of the request.

8. A computer system for blocking access to a network
resource based on the health of the computer requesting
access to the network resource, the system comprising;:

a processor and memory configured to execute software

instructions;

a resource request component configured to receive
requests to access resources from user programs or other
applications, wherein requests recetved by the resource
request component identify the resource to be accessed;

a resource reputation component configured to determine a
reputation score of the network resource for resource
requests recetved through the resource request compo-
nent;

a health state component configured to determine a health
score ol the computer system making the resource
request;

a policy component configured to recerve and store policies
defined by an administrator to determine whether to
allow or deny a particular resource access request; and

an access control component configured to determine
whether to allow access to a requested resource by
applying the defined policies to the determined health
score of the requesting computer system and the repu-
tation score of the network resource, wherein the access
control component allows a computer system with a
high health score to access a broader range of resources
than a computer system with a low health score.

9. The system of claim 8 wherein the resource request
component employs a kernel-mode network filter to intercept
network requests through an operating system provided
application-programming interface (API) for adding net-
working filters 1nto a networking stack.

10. The system of claim 8 wherein the system operates at a
resource 1n between a requesting computer system and the
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requested resource, to mtercept resource requests and deter-
mine whether to allow the requesting computer system to
access the requested resource.

11. The system of claim 8 wherein the resource reputation
component 1s further configured to receive a Unilorm

Resource Locator (URL) and send the URL to a URL repu-

tation service hosted on the Internet to determine the reputa-
tion of the resource.

12. The system of claim 8 wherein the resource reputation
component 1s further configured to indicate whether a repu-
tation 1s known for the requested network resource and
wherein the policy component 1s configured to apply a spe-
cific policy for resources without a known reputation.

13. The system of claim 8 wherein the health state compo-

nent determines a health score based on an aggregation of the
results of administrator-defined health policies that include
one or more health checks selected from the group consisting
of: an operating system patch level, a virus definition level, a
driver signing state, an application installation state, an appli-
cation patch state, and a firewall configuration.

14. The system of claim 8 wherein the policy component
allows access to high reputation resources by computer sys-
tems of any health level and access to low reputation
resources by computer systems of a high health level.

15. The system of claim 8 wherein the administrator
includes a home user that defines policies for one or more
computer systems in a household.

16. The system of claim 8 wherein the access control com-
ponent 1s further configured to provide a response to the
resource request when the component denies access to the
network resource.

17. A computer-readable storage device comprising
instructions for controlling a computer system to use the
health of the computer system to determine access to
resources, wherein the instructions, when executed, cause a
processor to perform actions comprising:
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recerving a health of the computer system and a reputation
score of a requested resource, wherein the reputation
score indicates whether a likelihood that the requested
resource contains malicious content and the health 1ndi-
cates a level of defense of the computer system to mali-
clous content;
when the reputation score of the requested resource is
above a predetermined reputation threshold, allowing
the computer system to access the requested resource;

when the health of the requesting computer system 1s above
a predetermined health threshold, then allowing the
computer system to access the requested resource; and

when the health of the requesting computer system 1s
below the predetermined health threshold and the repu-
tation of the requested resource 1s below the predeter-
mined reputation threshold, determining whether to
allow access to the requested resource based on a com-
bination of the health and reputation score,

wherein the actions allow a computer system with a high

health state to access a broader range of resources than a
computer system with a low health state.

18. The computer-readable storage device of claim 17
wherein recerving the health comprises recerving the health
of the computer system from a third party application health
check.

19. The computer-readable storage device of claim 17 fur-
ther comprising, when the computer system does not allow
access to the requested resource, performing auto-remedia-
tion on the computer system before denying the request to
access the requested resource and performing the preceding
steps again based on a new health determined after perform-
ing auto-remediation.

20. The computer-readable storage device of claim 17 fur-
ther comprising storing an audit trail indicating whether the
computer system was allowed to access the requested
resource.
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