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1
S TRONG PASSWORD ENTRY

FIELD OF THE INVENTION

The present invention relates generally to the creation of
passwords. More particularly, embodiments of the present
invention relate to assisting 1n the creation of strong pass-
words.

BACKGROUND OF THE INVENTION

In modern computer systems, authentication techniques,
such as passwords, have become very important. However,
password guessing and cracking tools have also become more
capable. If someone 1s able to guess or hack a user’s pass-
word, then they may be able to gain access to sensitive infor-
mation, such as personal identity information or financial
information. Therefore, 1t 1s generally recommended to use
strong (or complex) passwords.

A strong password typically 1s a certain length and may
contain characters of various types. There are many types of
requirements for creating strong passwords. For example, a
password may berequired to be at least seven characters long,
contain letters, contain numerals, and contain one or more
symbols. In addition, a password may be required to be sig-
nificantly different from previous passwords, not contain a
name, and not be a common word or name. Known systems
can provide a dialog window or list of rules through a graphi-
cal user interface to indicate the minimum requirements for
entering a password.

Unfortunately, users are reluctant to create strong pass-
words because they can be difficult to remember or create.
Instead, users tend to create passwords that are based prima-
rily on a common word, or name. Even when users attempt to
create a strong password, they often structure the password so
that it 1s easily memorable. For example, if a user 1s required
to create a password that 1s seven characters long and includes
at least one number. Many users will merely create a pass-
word that contains six letters and one number, such as “pass-
word]1.” Although stronger than a plain password, such pass-
words are still easily guessed.

In addition, known methods and systems often require a
user to make multiple attempts at entering a password before
they are able to satisty all the applicable rules. This can be a
tedious and frustrating experience for the users.

Accordingly, 1t may be desirable to provide methods and
systems that assist users in the entry of strong passwords.

SUMMARY OF THE INVENTION

In accordance with one feature of the invention, a method
1s provided for determining a password that 1s subject to a set
of requirements. A first requirement 1s randomly selected
from the set of requirements and provided. Characters for the
password are recerved and 1t 1s determined whether the char-
acters satisty the first requirement. Information 1s then pro-
vided to indicate whether the characters satisty the first
requirement.

In accordance with another feature of the invention, a
method of determining a password that 1s subject to a plurality
of requirements 1s provided. A set of the plurality of require-
ments 1s determined and provided in a random sequence.
Characters for each of the set of requirements are recerved
and, as the characters are received, it 1s determined whether
the characters respectively satisiy the set of requirements.
Information 1s then provided to indicate whether the charac-
ters satisiy the set of requirements.
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In accordance with another feature of the invention, a
method of entering a password that 1s subject to a plurality of
requirements 1s provided. A set of the requirements are pro-
vided 1n a random sequence. During entry of characters, 1t 1s
determined whether the characters satisty the set of require-
ments. Information 1s then provided to indicate when each of
the set of requirements has been satisfied.

Additional features of the invention will be set forth 1n part
in the description which follows, and 1n part will be obvious
from the description, or may be learned by practice of the
invention. It 1s to be understood that both the foregoing gen-
eral description and the following detailed description are
exemplary and explanatory only and are not restrictive of the
invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated 1n
and constitute a part of this specification, 1llustrate embodi-
ments of the invention and together with the description,
serve to explain the principles of the invention. In the figures:

FIG. 1 1llustrates a system that 1s consistent with the prin-
ciples of the present invention;

FIG. 2 illustrates a server that 1s consistent with the present
invention;

FIG. 3 illustrates an exemplary architecture for a server that
1s consistent with the present invention;

FIG. 4 1llustrates an exemplary process flow that 1s consis-
tent with the present invention; and

FIG. 5 shows an exemplary display screen that is consistent
with the present invention.

DESCRIPTION OF THE EMBODIMENTS

Embodiments of the present invention assist users with the
entry of strong passwords. The password may be considered
strong 11 1t satisfies one or more requirements, such as a
minimum character length. A set of these requirements may
be selected and then presented to the user. The requirements
may be randomly selected individually or as a group. The
requirements may also be presented to the user one by one 1n
a random order or in the form of a l1st with a random order. As
characters for the password are entered, the user may then be
notified when one or more the requirements have been satis-
f1ed.

Reference will now be made in detail to exemplary
embodiments of the invention, which are i1llustrated in the
accompanying drawings. FIGS. 1-3 illustrate various systems
and components that may be used to implement embodiments
of the present invention. FIGS. 4-5 illustrate a process flow
and display screen that 1s consistent with the principles of the
present invention. Wherever possible, the same reference
numbers will be used throughout the drawings to refer to the
same or like parts.

FIG. 1 illustrates a system 100 that 1s consistent with the
principles of the present mnvention. For purposes of 1llustra-
tion, system 100 1s shown as a typical system implemented in
a network environment, such as the Internet. One skilled 1n
the art will recognize that there many applications on the
Internet that may use authentication techniques, such as a
password.

As shown, system 100 may comprise a client 102 and a
server 104. These components may be coupled together via
network 106. Network 106 may comprise one or more net-
works, such as a local area network, or wide area network. In
addition, network 106 may support a wide variety of known
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protocols, such as the transport control protocol and Internet
protocol (“TCP/IP”) and hypertext transport protocol
(“HTTP”).

The components of system 100 may be implemented on
separate devices or may be implemented on one or more of
the same devices or systems. For example, system 100 may
have one or more of 1ts components implemented on multiple
machines that run different operating systems. Some of the
specific components of system 100 will now be described.

Client 102 provides a user mterface for system 100. Client
102 may be implemented using a variety of devices and
software. For example client 102 may be implemented on a
personal computer, workstation, or terminal. In addition, cli-
ent 102 may run under an operating system, such as the
LINUX operating system, the Microsoft™ Windows operat-
ing system, and the like. Client 102 may also operate through
an Internet browser application, such as Firefox by Mouzilla,
Internet Explorer by Microsoft Corporation, or Netscape
Navigator by Netscape Communications Corporation. One
skilled 1n the art will also recognize that client 102 may be
implemented with various peripheral devices, such as a dis-
play, one or more speakers, and other suitable devices that are
capable of providing feedback information to a user. Client
102 may also be implemented with various peripherals for
accepting input from a user, such as a keyboard, a mouse, and
the like. Although FIG. 1 shows a single client, system 100
may include any number of clients.

Server 104 stores, manages, and provides access control to
items requested by client 102. For example, server 104 may
process requests to retrieve an object, document, image file,
web page, and the like. Server 104 may be implemented using
a variety of devices and software. For example, server 104
may be a computer that runs one or more application pro-
grams and stored procedures under an operating system, such
as LINUX, Windows, or Solaris.

FI1G. 2 illustrates a server that 1s consistent with the present
invention. As shown, server 104 may include a central pro-
cessor 200, a cache 202, a main memory 204, a local storage
device 206, and an input/output controller 208. These com-
ponents may be implemented based on hardware and soft-
ware that 1s well known to those skilled 1n the art.

Processor 200 may include cache 202 for storing fre-
quently accessed information. Cache 202 may be an “on-
chip” cache or external cache. Server 104 may also be pro-
vided with additional peripheral devices, such as a keyboard,
mouse, or printer (not shown). In the embodiment shown, the
various components of server 104 commumicate through a
system bus 210 or similar architecture.

Although FIG. 2 illustrates one example of the structure of
server 104, the principles of the present invention are appli-
cable to other types of processors and systems. For example,
server 104 may comprise multiple processors, such as those
provided by the Intel Corporation, or may comprise multiple
computers that are linked together.

FIG. 3 1llustrates an exemplary functional architecture for
server 104 that 1s consistent with the present invention. As
shown, server 104 may include an operating system (“OS”)
300, a user mterface 302, a password manager 304, and a
password database 306. These components may be 1imple-
mented as software, firmware, or some combination of both,
which may be loaded 1into memory 204 of server 104. The
soltware components may be written 1n a variety of program-
ming languages, such as C, C++, Java, efc.

OS 300 1s an mtegrated collection of routines that service
the sequencing and processing of programs and applications
by server 104. OS 300 may provide many services, such as
resource allocation, scheduling, mput/output control, and
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data management. OS 300 may be predominantly software,
but may also comprise partial or complete hardware 1mple-
mentations and firmware. Well known examples of operating
systems that are consistent with the principles of the present
invention mclude Mac OS by Apple Computer, Open VMS,
GNU/LINUX, AIX by IBM, Java and Sun Solaris by Sun
Microsystems, and the Windows family of operating systems
by Microsoit Corporation.

Interface 302 provides a commumnications interface
between server 104 and client 102. For example, interface
302 may be configured to provide information that indicates
the status of a proposed password that 1s being entered at
client 106. Such communications may be based on well
known protocols and programming languages, such as TCP/
IP and Java. Interfaces like interface 302 may be implemented
using well known Internet technologies, such as web pages,
which are well known to those skilled 1n the art.

Password manager 304 provides the logic for analyzing
and managing the passwords proposed at client 106. For
example, password manager 304 may be configured to ran-
domly retrieve one or more rules for a password, provide
information that indicates these rules, and determine the sta-
tus of a proposed password. As noted, password manager 304
may be written 1n a variety of programming languages, such
as C, C++, Java, etc. and executed by server 104. In other
embodiments, one or more of the functions of password man-
ager 304 may be implemented as program code running on
client 102.

Password database 306 provides storage and retrieval for
the password data and the various rules that govern pass-
words. Password database 306 may be implemented using
well known database technology, such as relational data-
bases, or object oriented databases.

One skilled 1n the art will recognize that FIGS. 1-3 merely
illustrate some embodiments of the present invention. For
example, embodiments of the present mmvention may be
implemented as software that 1s 1nstalled on a single com-
puter. In other embodiments, server 104 may be configured as
a central password authority to ensure that all clients, such as
client 102, adhere to the same password rules.

Retference will now be made to FIGS. 4-5 to illustrate an
exemplary process and display that are consistent with the
present invention. As noted, the process and display 1llus-
trated 1in FIGS. 4-5 may be implemented using client 102, a
programmed computer or other processing device. The pro-
gram code may be stored on a storage medium, such as a
compact disk, diskette, or any other suitable storage medium.

FI1G. 4 illustrates a process tlow for entering a strong pass-
word. In stage 400, one or more requirements for the pass-
word are randomly selected and provided. Password manager
304 may be triggered to begin i1ts operations based on a
number of events. For example, password manager 304 may
be triggered 1n response to a request from client 102. Alter-
natively, password manager 304 may be triggered based on a
time interval. For example, password manager 304 may be
configured to require a new password at least once a month or
once a year.

Password manager 304 may select one or more rules from
password database 306 1n various ways. For example, pass-
word database 306 may contain a large number of available
rules for governing passwords and each rule may be assigned
a unique 1dentifier. Password manager 304 may then retrieve
one or more of these rules from password database 306 by
selecting the appropriate unique identifiers. In some embodi-
ments, password manager 304 may select arule randomly one
at a time. That 1s, password manager 304 may select each rule
independently of each other. Alternatively, password man-
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ager 304 may randomly select a group of rules. For example,
password manager 304 may be configured to support multiple
types or classes of users such that some users may require
higher levels of security. Accordingly, password manager 304
may retrieve and randomly select different groups of pass-
word rules for different classes of users.

Generally, password manager 304 may assist users 1n cre-
ating strong passwords by guiding the users in entering “ran-
dom” characters for the password. In order to accomplish this,
password manager 304 may be configured to provide 1ts rules
for a password 1n a random sequence either individually or 1n
a group. For example, if a particular password 1s required to
contain at least one capital letter and at least one numerical
character, password manager 304 may provide these rules to
the user 1 a random order. Otherwise, the user may be
tempted to simply enter a password with a capital letter fol-
lowed by a number as part of the password. However, 11 the
user 1s randomly prompted first to enter a number and then a
capital letter, the user 1s likely to respond 1n kind and enter the
characters 1n a fashion that mimics the random order, which
may eventually lead to a stronger password.

In addition, password manager 304 may also be configured
to provide various rules for when users are changing from a
previous password. For example, password manager 304 may
randomly select one or more rules that specity the extent to
which a new password must differ from a previous password.

Once 1t has selected the applicable rules, password man-
ager 304 may provide the rules to client 102, for example, via
interface 302. Password manager 304 may provide the appli-
cable rules 1n the form of text or other type of information,
such as extensible markup language data. Subsequently, cli-
ent 102 may then provide the applicable password rules to the
user. For example, client 102 may provide the password rules
using a dialog window or other suitable graphical user inter-
face. In order to assist the user, client 102 may display the
rules one at a time or 1n the form of a list.

In stage 402, characters for the password are received and
it 1s determined whether the characters satisiy the require-
ments. In particular, a user at client 102 may commence
entering characters for a proposed password. Client 102 may
then analyze these characters to determine 1f they satisty the
rules received from password manager 302. Client 102 may
be configured to continuously analyze the entered characters
one at a time or 1n sets. For example, client 102 may be
configured to buifer a number of characters and then analyze
whether this group of characters assists 1n satisiying one or
more rules. The number of characters bulfered may be con-
figured by client 102 or may be directed by password manager
302.

In some embodiments, client 102 continuously evaluates
the characters as they are entered by the user against the
applicable password rules. Client 102 may perform this
analysis alone or 1 conjunction with server 104. For
example, when a user enters a character, client 102 may
determine if a selected rule has been satisfied 1n real time.

In stage 404, as the user enters characters for the password,
client 102 may provide feedback to the user regarding the
status of satistying the password rules. For example, client
102 may highlight a rule or display a visual indicator, such as
a check mark or “X”, to indicate that the recently entered
character was sullicient to satisly one or more rules. Con-
versely, client 102 may provide feedback when the characters
entered fail to satisly one or more rules. Client 102 may also
provide other forms of feedback, such as an audible tone, to
the user as characters are entered for a password.

Accordingly, client 102 may be configured to provide
elfective feedback to the user as to the status of their proposed
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password. Client 102 may continuously provide the feedback
visually or audibly, for example, after each character has been
entered.

In some embodiments, the user may then confirm that their
proposed password satisfies all of the rules provided. For
example, client 102 may provide a dialog window with a
button that the user selects to confirm they have completed
entering a proposed password. Client 102 may then perform
a final analysis of the entered password. This analysis may be
performed by client 102 alone or 1n conjunction with server
104.

FIG. 5 shows an exemplary display screen that 1s consistent
with the present invention. As shown, check marks are dis-
played next to various rules as the user has entered characters
for a password. In the example shown, the rules have been
selected and displayed 1n a random order (ifrom top to bottom)
to assist the user. Of course, one skilled 1n the art will recog-
nize that other types of displays and windows may be used in
embodiments of the present invention.

Other embodiments of the invention will be apparent to
those skilled 1n the art from consideration of the specification
and practice of the mvention disclosed herein. It 1s intended
that the specification and examples be considered as exem-
plary only.

What 1s claimed 1s:

1. A method comprising:

randomly selecting, by a computer executing a password

manager, a first requirement for creating a password
from a set of requirements;

providing the first requirement for creating the password;

recerving characters for the password;

determining whether the characters satisiy the first require-

ment,

providing information that indicates whether the charac-

ters satisiy the first requirement; and

randomly selecting, by the computer, a second requirement

for creating the password from the set of requirements 1n
response to the characters satistying the first require-
ment, wherein the second requirement 1s selected inde-
pendently of the first requirement.

2. The method of claim 1, wherein determining whether the
characters satisty the first requirement comprises determin-
ing whether the characters satisty the first requirement as
cach of the characters are recerved.

3. The method of claim 1, wherein determiming whether the
characters satisiy the first requirement comprises:

buifering a set of recerved characters; and

determining whether the set of recerved characters satisiy

the first requirement.

4. The method of claim 1, wherein providing information
that indicates whether the characters satisty the first require-
ment comprises providing information that indicates the
characters fail to satisty the first requirement.

5. The method of claim 1, wherein providing information
that indicates whether the characters satisiy the first require-
ment comprises providing information that indicates the first
requirement when the characters fail to satisty the first
requirement.

6. A non-transitory computer readable medium containing
instructions that, when executed by a computer, cause the
computer to perform a method comprising:

randomly selecting a first requirement for creating a pass-

word from a set of requirements;

providing the first requirement for creating the password;

recerving characters for the password;

determining whether the characters satisiy the first require-

ment;
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providing information that indicates whether the charac-
ters satisiy the first requirement; and

randomly selecting a second requirement for creating the
password from the set of requirements 1n response to the
characters satistying the first requirement, wherein the
second requirement 1s selected independently of the first

requirement.
7. The non-transitory computer readable medium of claim

6, wherein determining whether the characters satisty the first
requirement comprises determining whether the characters
satisty the first requirement as each of the characters are
received.
8. The non-transitory computer readable medium of claim
6, wherein determining whether the characters satisiy the first
requirement cComprises:
buffering a set of received characters; and
determining whether the set of recerved characters satisty
the first requirement.
9. The non-transitory computer readable medium of claim
6, wherein providing information that indicates whether the
characters satisiy the first requirement comprises providing
information that indicates the characters fail to satisty the first
requirement.
10. The non-transitory computer readable medium of claim
6, wherein providing information that indicates whether the
characters satisiy the first requirement comprises providing
information that indicates the first requirement when the
characters fail to satisty the first requirement.
11. A computer comprising:
a memory to store instructions for a password manager;
and
a processor, coupled to the memory, to execute the mnstruc-
tions, wherein the processor 1s configured to:
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randomly select a first requirement for creating a pass-
word from a set of requirements;

provide the first requirement for creating the password;

receive characters for the password,;

determine whether the characters satisty the first
requirement;

provide information that indicates whether the charac-
ters satisly the first requirement; and

randomly select a second requirement for creating the
password from the set of requirements 1n response to
the characters satisfying the first requirement,
wherein the second requirement 1s selected indepen-
dently of the first requirement.

12. The computer of claim 11, wherein determining
whether the characters satisty the first requirement comprises
determining whether the characters satisty the first require-
ment as each of the characters are received.

13. The computer of claim 11, wherein determiming
whether the characters satisly the first requirement com-
Prises:

buifering a set of recerved characters; and

determining whether the set of recerved characters satisiy

the first requirement.

14. The computer of claim 11, wherein providing informa-
tion that indicates whether the characters satisty the first
requirement comprises providing information that indicates
the characters fail to satisty the first requirement.

15. The computer of claim 11, wherein providing informa-
tion that indicates whether the characters satisty the first
requirement comprises providing information that indicates
the first requirement when the characters fail to satisty the
first requirement.
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