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VIRTUALIZATION OF MOBILE DEVICE
USER EXPERIENCE

BACKGROUND

User satisfaction with a program, application, or service
running on a mobile device often depends on the user inter-
face (UI) associated with the mobile device. With some
mobile devices, a Ul 1s supplied to a mobile device via the
Internet. With web-based provisioning of a user interface, a
web page 1s built on a server and provided to the user through
the web browser available on the mobile device. The 1nterac-
tivity between the user and the web page 1s limited to the
browser’s rendering capabilities, which also limits the inter-
activity between the user and the program. Mobile devices
also have a limited bandwidth of communication. A lower
bandwidth can create higher latency for the receipt and trans-
mission between the web page produced on the user’s mobile
device and the application resident on an external server.

A Ul may also be associated with a mobile device by
downloading the entire program or application to the mobile
device. The entire program may consume a large portion of
the memory of the mobile device. Also, a Ul may be associ-
ated with a mobile device by downloading a “thick client” to
the mobile device. The variety of mobile devices available
and the variety of thick clients may result in compatibility
problems that arise as these types of clients are used. Also,
building a thick client for each of the various mobile device
results 1n development, testing and economic inefficiencies.

SUMMARY

This Summary 1s provided to mtroduce a selection of con-
cepts 1n a simplified form that are further described below 1n
the Detailed Description. This Summary 1s not intended to
identily key features or essential features of the claimed sub-
ject matter, nor 1s 1t intended to be used as an aid 1n determin-
ing the scope of the claimed subject matter.

A device virtualization service provides a generic thick
client to a mobile device. The generic thick client facilitates
providing customizable user interfaces on multiple mobile
device platforms without requiring the developer to generate
the user interface to write specialized code for each mobile
device model. In this manner, Internet services may provide
data and information to mobile devices without regard to the
type of device on which the information 1s being rendered.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments of the
present invention are described with reference to the follow-
ing figures, wherein like reference numerals refer to like parts
throughout the various views unless otherwise specified.

FIG. 1 1llustrates an exemplary computing architecture for
a computer;

FIG. 2 illustrates an exemplary system for providing a
device virtualization service;

FIG. 3 1illustrates an operational flow diagram for provi-
sioning a mobile device for accepting service data using a
device virtualization service (DVS);

FI1G. 4 illustrates an operational flow diagram of an exem-
plary process for the operation of a DVS server; and

FI1G. 5 illustrates a screen shot of a service user interface
screen rendered by the generalized thick client, 1n accordance
with the present disclosure.

DETAILED DESCRIPTION

Embodiments are herein described more fully below with
reference to the accompanying drawings, which form a part
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2

hereof, and which show specific examples for practicing the
embodiments. However, embodiments may be implemented
in many different forms and should not be construed as lim-
ited to the embodiments set forth herein; rather, these embodi-
ments are provided so that this disclosure will be thorough
and complete, and will fully convey the scope of the subject
matter to those skilled in the art. Embodiments disclosed may
be practiced as methods, systems or devices. Accordingly,
embodiments disclosed may take the form of an entirely
hardware implementation, an entirely software implementa-
tion or an implementation combining software and hardware
aspects. The following detailed description 1s, therefore, not
to be taken 1n a limiting sense.

When reading the discussion of the routines presented
herein, 1t should be appreciated that the logical operations of
various embodiments are implemented (1) as a sequence of
computer implemented acts or program modules running on
a computing system and/or (2) as interconnected machine
logic circuits or circuit modules within the computing system.
The implementation 1s a matter of choice dependent on the
performance requirements of the computing system 1mple-
menting the mvention. Accordingly, the logical operations
illustrated and making up the embodiments described herein
are referred to variously as operations, structural devices, acts
or modules. These operations, structural devices, acts and
modules may be implemented 1n software, in firmware, in
special purpose digital logic, and any combination thereof.

Referring now to the drawings, in which like numerals
represent like elements, various aspects of the present inven-
tion will be described. In particular, FIG. 1 and the corre-
sponding discussion are intended to provide a brief, general
description of a suitable computing environment 1n which
embodiments of the mvention may be implemented.

Generally, program modules include routines, programs,
components, data structures, and other types of structures that
perform particular tasks or implement particular abstract data
types. Other computer system configurations may also be
used, mcluding hand-held devices, multiprocessor systems,
microprocessor-based or programmable consumer electron-
1cs, minicomputers, mainirame computers, and the like. Dis-
tributed computing environments may also be used where
tasks are performed by remote processing devices that are
linked through a communications network. In a distributed
computing environment, program modules may be located 1n
both local and remote memory storage devices.

Referring now to FIG. 1, an exemplary computer architec-
ture for a computing device 100 utilized 1n various embodi-
ments will be described. The computer may be configured as
a personal computer, a mobile computer and the like. As
shown, computing device 100 includes a central processing
umt 102 (“CPU™), a system memory 104, including a random
access memory 106 (“RAM”) and a read-only memory
(“ROM”) 108, and a system bus 116 that couples the memory
to the CPU 102. The computing device 100 further includes a
mass storage device 120 for storing an operating system 122,
application programs, and other program modules, which
will be described 1n greater detail below.

The mass storage device 120 and its associated computer-
readable media provide volatile and non-volatile storage for
the computing device 100. The computer-readable media
may include any type of removable and/or non-removable
media.

The computing device 100 operates 1n a networked envi-
ronment using logical connections to remote computers
through a network 112, such as the Internet. The computing
device 100 may connect to the network 112 through a net-
work interface unit 110 connected to the bus 116.
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The computing device 100 may also include an input/
output controller 114 for recerving and processing mnput from
a number of devices, such as: a keyboard, mouse, electronic
stylus and the like. Similarly, the input/output controller 114
may provide output to a display screen, a printer, or some
other type of device (not shown).

As mentioned brietly above, a number of program modules
and data files may be stored 1n the mass storage device 120
and RAM 106 of the computing device 100, including an

operating system 122 suitable for controlling the operation of
a networked computer. The mass storage device 120 and
RAM 106 may also store one or more program modules. In
particular, the mass storage device 120 and the RAM 106 may
store a device virtualization service (DVS) module 124.

The configuration of DVS module 124 1s dependent on

whether the computing device has been configured as a ser-
vice provider server that provides service data and interac-
tion, a DVS server that configures data for transmission to a
mobile device, or a mobile device itsell. For a service pro-
vider computing device, DVS module 124 provides configu-
ration {iles and communication protocols for communicating,
data to the DVS server 1n a generalized format. For DVS
server, DVS module 124 provides translation and packaging
configuration data for translating data receirved from the ser-
vice server. The DVS module 124 packages the data for
eificient transmission to the mobile device. For the mobile
device itself, DVS module 124 may include a thick client
application for rendering the resulting user mterface on the
screen of the mobile device. A thick client (also known as a fat
client or rich client) 1s a client that performs data processing
operations, and relies on an associated server for data storage.

Throughout the specification and claims, the following
terms take the meanings explicitly associated herein, unless
the context clearly dictates otherwise.

In some aspects, “Device Virtualization Service” or
“(DVS)” refers to any portion of a network configuration,
whether referring to the server side or client side 1n the com-
munication, for generating a user interface on a mobile device
from generalized data passed through a DVS server.

In some aspects, “DVS server” refers to a server that 1s
configured to obtain generalized data from services, facilitate
translating and packaging the generalized data into an opti-
mized format, facilitate forwarding the optimized data to a
mobile device, facilitate event handling for communication
between the mobile device and the service, as well as perform
other additional tasks.

In some aspects, “Event” refers to an interaction with the
user interface rendered on the mobile device that triggers
communication back to and from the service associated with
the user 1nterface.

In some aspects, “Widget” refers to a user interface ele-
ment for providing a user experience (UX). As one exemplary
definition for a widget, a widget may be an interface compo-
nent such as a display frame or a text box.

The Device Virtualization Service (DVS) facilitates pro-
jecting a user experience (UX) onto a mobile device. In one
embodiment, the DVS provides an interface (API) that allows
the service to provide a set of User Interface (Ul) pages which
in turn lay out widgets of those pages. The widgets may
include data tables for efficient storage of the data included on
the pages. The Device Virtualization Service (DVS) abstracts
device specifics from services that want to expose an end-user
experience on the device. The DVS provides a device 1nde-
pendent UX to be described by the service and then rendered
on the device. The DVS may also enable a service to obtain
device capabilities such as screen size, audio and video COm-
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4

press/DECompress technology (CODEC) supported so that
the service can provide appropriate media to the device.
FIG. 2 illustrates an exemplary system for providing a
device virtualization service, in accordance with the present
disclosure. The system includes service 202, DVS server(s)

204, and mobile devices (e.g., 2006).

Service 202 may correspond to a service for providing
media, or another service for providing news or sports head-
lines. The particular type of service may vary without atfect-
ing the scope or applicability of the disclosure. Service 202
may be physically represented by a server or other computing
device that stores and manages data particular to the service
and 1s responsible for communication of the data to other
devices.

DVS server 204 1s configured to recerve data from service
202, package the data for transmission, transmit the data to
the mobile device (e.g., 206) for rendering, handle events that
occur on the mobile device, and communicate those events. A
more detailed discussion of the operation of DVS server 204
1s provided below 1n the discussion of FIG. 3.

Once the packaged data 1s received at the mobile device
(e.g., 206), the mobile device uses a DVS generalized thick
client to render the data. The generalized thick client may
render a user interface for multiple services without having,
customized programming resident on the mobile device for
cach service. A more detailed discussion of the processes
involved for system 200 are provided below 1n the discussion
of FIG. 4.

FIG. 2 does not depict an exhaustive representation of the
clements associated with a DVS. Additional or fewer ele-
ments may be included and the DVS still operate for its
intended purpose. For example, 1n an alternative embodi-
ment, a service provides programs for storage on a DVS
server so that communication 1s provided directly between
the DVS server and mobile devices subscribed to the service.
In such an alternative embodiment, the DVS server does not
need to forward the data to the service provider.

An application programming interface (API) allows the
service to obtain a set of device characteristics to customize
the data 1t provides for a specific mobile device. For 1nstance,
the service may determine the pixel resolution of the device,
the media formats the device supports, which media settings
provide the optimal device playback, and the like.

A typical service, such as a music service, often provides a
series o page layouts for the various different portions of
their service experience. For example, the music service may
include a browse by artist page, a browse by genre page, and
the like. The music service may also provide a media preview
page and a purchase confirmation page. The navigation
between the pages 1s defined by behaviors attached to one or
more widgets on the pages. In this way, the service has sub-
stantial control over the flow of the UI.

FIG. 3 illustrates an operational flow diagram for provi-
sioning a mobile device for accepting service data using the
device virtualization service (DVS). Process 300 starts when
a mobile device user has selected to subscribe to a particular
service (e.g., a music service). Processing continues at opera-
tion 302.

At operation 302, a message 1s sent to the mobile device
with a network address where the mobile device can locate
and download the generalized thick client. In one embodi-
ment, the DVS server sends the mobile device a Short Mes-
saging Service (SMS) message that includes a Uniform
Resource Locator (URL) that indicates a location for down-
loading the generalized thick client. Processing continues at
operation 304.
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Atoperation 304, the user selects or clicks on the URL sent
in the SMS message to commence the download process that
downloads the generalized thick client to the mobile device.
Processing continues at operation 306.

At operation 306, an Internet service server or HITPS
server authenticates a User ID that was encoded in the URL
sent to the user’s mobile device. The authentication ensures

that the mobile device that sent the SMS message 1s the device
receiving the downloaded client application. A cookie 1s sent
to the mobile device that includes the encrypted user ID and
hash so that the mobile device 1s 1dentified as an authenticated
mobile device for future communications. Along with the
cookie, the generalized thick client 1s downloaded to the
mobile device. Processing continues at block 308.

Atblock 308, the generalized thick client 1s installed on the
mobile device. One or more 1nstallation wizards may be used
for the nstallation, or other methods of installation may be
used. Once the generalized thick client 1s 1nstalled, process-
ing continues to operation 310.

Atoperation 310, the thick client 1s activated by the user for
receiving data related to the service. Once the thick client 1s
activated, processing continues to operation 312.

At operation 312, a device key 1s requested to authenticate
that the user of the mobile device and the mobile device are
authorized to access the service data. Processing continues at
operation 314.

At operation 314, the cookie 1s validated to ensure that the
mobile device 1s the mobile device authorized for viewing the
service data. In another embodiment, a username/password
may be used for validating the user of the mobile device as
capable ol viewing the service data. IT authentication fails, the
credentials of the user or the mobile device’s credentials may
be challenged. If challenged, processing moves to operation
316.

At operation 316, the user interface generating the ren-
dered version of the service data may transition to request the
user’s credentials as a result of the credential challenge. A
user mterface screen may be presented for entering a user 1D
and password for authentication. Once the credentials are
provided, processing returns to operation 312 where the
mobile device may again be authenticated with the service
server. Once authenticated, processing continues at operation
318.

At operation 318, device key pairs are generated for secur-
ing the communication of the service to the mobile device. A
device record 1s generated indicating the device 1s accessing
the service data at this time. Processing continues at operation
320.

At operation 320, the device private key, device 1D, and a
next sequence number 1s returned to the mobile device. The
device private key 1s used to authenticate the data’s source as
the data 1s received by the mobile device. The device 1D
provides a unique 1dentifier of the device for the service, and
may be used 1n future communications for expediting service
data provisioning. The next sequence number indicates where
the device 1s currently with regard to recerving the service
data. For example, the service may be a news service that
sends news items to mobile devices. If the user has not
recerved the news service items 1n a while, that 1s reflected 1n
the sequence number. Every news item since the time indi-
cated by the sequence number may then be forwarded to the
mobile device. Processing continues at operation 322.

At operation 322, the private key, device 1D, and sequence
number are saved to the mobile device. Processing then con-
tinues at operation 324.

At operation 324, the actual data for the service 1s
requested from the DVS server. The DVS server 1s sent an
encrypted version of the device private key, device ID,
sequence number, and hash, along with a version number of
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the generalized thick client that the mobile device 1s running.
Once the request 1s provided to the DVS server, processing
continues with operation 326.

At operation 326, the DVS server decrypts the device 1D,
sequence number, hash, and version number using the public
key of the private/public key pair and validates them. Process-
ing then continues to operation 328.

At operation 328, the DVS server returns a next sequence
number, the actual service data, and any special actions (e.g.,

debug mode enable) encrypted using the public key to the
mobile device. Processing continues to operation 330.

At operation 330, the generalized thick client interprets the
service data and displays the top level page for the service.
Once complete, the user may then interact with the data, and
processing moves to other tasks.

Process 300 1s one aspect for provisioning the mobile
device for recerving service data for rendering on a mobile
device. Other methods may be used. Additionally, a higher
level description of the interaction between the DVS server
and the mobile device 1s provided below 1n the discussion of
FIG. 4. It 1s understood however that the authentication pro-
cesses depicted 1n process 300 are equally applicable to the
other processes described herein.

FIG. 4 illustrates an operational flow diagram of an exem-
plary process for the operation of a DVS server, 1n accordance
with the present disclosure. Process 400 starts when a user
experience (UX) definition 1s generated by a service and
transmission of the UX definition to the DVS server has
commenced. Processing continues with operation 402.

At operation 402, the UX definition 1s received by the DVS
server. In one embodiment, the UX definition 1s provided as
an Extensible Markup Language (XML) file. Other embodi-
ments may receirve the UX definition according to other for-
mats. Processing continues at operation 404.

At operation 404, the UX definition file received from the
service 15 compiled nto binary code. The binary code is a
compact form of the data that may be transmitted to the
mobile device while preserving the limited bandwidth of
communication. Once the binary 1s generated, processing
continues to operation 406.

At operation 406, the binary code 1s forwarded to the
mobile device for rendering the user interface for the service.
In one embodiment, the binary code 1s forwarded according
to the authentication processes described above with relation
to FIG. 3. Processing continues with decision operation 408.

At decision operation 408, a determination 1s made
whether an event has occurred with relation to the user inter-
face rendered with the service data. An event notification may
be received by the DVS server that indicates such an event
(e.g., a mouse click). If an event has occurred, processing
continues with operation 410.

At operation 410, the event 1s routed to the service server
for handling. Once the event 1s routed to the service server,
process 400 ends and moves onto other tasks, such as routing
responses back to the mobile device, recerving additional
events, or logging the mobile device out of the service ses-
S1011.

FIG. 5 1llustrates a screen shot of a service user interface
screen rendered by the generalized thick client described 1n
the present disclosure. The rendered screen corresponds to a
page of the service. Each particular page 1s defined by a series
of widget definitions which describe properties of the widget
including 1ts location on the page, bitmaps used for portions
of the widget, fonts used and other properties that affect 1ts
behavior and appearance. Zero or more behaviors are
attached to each widget to handle events the widget may
generate such as click recognition events or other value
changes. The behaviors correspond to actions, such as amove
of focus to another widget, a move to another page, sending a
catalog or media request to the service and the like. The layout
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of the widgets may be specified in absolute pixel coordinates
or by using constraint based layout. Constraints may be used
to specily a location or dimension relative to another widget,
the screen/page dimensions or the text font dimensions. This
allows a measure of device abstraction such that services do
not have to provide page layouts for every different device
screen resolution.

Many widgets may obtain their values by binding to the
service provided data tables. The table formats and data are
specified by the service. The aforementioned music service
example may include tables for the artists, albums, genres and
tracks. Tables may contain one or more fields whose values
link to rows 1n other tables. For example, the artist and album
tables would likely link to the genre table to indicate the genre
for a particular artist or album. Similarly the album table
would link to the artist table to indicate the artist of a particu-
lar album.

The binding may be associated 1n the page definition. A
data binding 1s provided for a widget to link to a particular
data table. The table may also be filtered to entries with a
particular value 1n a field 1n the table. For example to display
the albums by a particular artist, the album table may be
filtered to rows i1n which the ArtistID field contains the
selected ArtistID value. There may be an optional format
specification provided to translate the value stored 1n the table
into text that 1s displayable to the user. For example, a times-
tamp value (stored numerically) may be displayed 1n several
different ways (h:mm, hh:mm, hh:mm:ss, etc.).

When the service has provided this DVS data to the DVS
servers, as previously described, the data 1s “compiled™ into a
binary format approprate for the user’s mobile device. This
allows a layer of abstraction between the services that use
DVS and the device clients. Accordingly, the DVS may hide
many of the differences between specific mobile device client
implementations. For example, some devices may have the
ability to expose the native media player via the user interface
widgets provided by the generalized thick client. Other
devices may only offer the ability to play audio via a native
playback user interface that 1s separate from the service pro-
vided user interface. These differences may be abstracted so
that the service does not require “knowledge” of the device
specifics.

The device virtualization service may support mobile
phones, mobile PDAs, laptops and desktops, television set to
boxes and any other network connected device with a user
interface. The user interface 1s generated with better band-
width utilization due to the binary packaging of the data
before transmission to the mobile device, and with better
memory utilization by retaining data storage for producing
the service content external to the mobile device. Addition-
ally, service providers are able to provide a customized user
interface without customized code for the various mobile
device types currently available.

The above specification, examples and data provide a com-
plete description of the manufacture and use of the composi-
tion of the mvention. Since many embodiments of the inven-
tion can be made without departing from the spirit and scope
of the invention, the invention resides 1n the claims hereinat-
ter appended.

What 1s claimed 1s:

1. A computer-implemented method for providing a user
interface for a networked service on a mobile device, com-
prising;:

providing from a first computing device a generalized thick

client to a mobile computing device over a network,
wherein the generalized thick client 1s configured to
provide a user mterface on the mobile device for net-
worked services:

receiving at the first computer device a request for data

from the mobile computing device;
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recerving data from a service provider computer that sat-
isfies the request for data from the mobile computing
device, wherein the data received from the service pro-
vider 1s device independent;

compiling the data from the service provider mto a com-

pact form of the data that 1s an optimized format for the
mobile computing device; and

transmitting the compiled data to the mobile computing

device for use by the generalized thick client.

2. The computer-implemented method of claim 1, wherein
providing a generalized thick client to a mobile device
includes sending a URL 1n an SMS message to indicate a
location for downloading the generalized thick client.

3. The computer-implemented method of claim 2, wherein
downloading the generalized thick client includes authenti-
cating a mobile device and sending a cookie that includes an
encrypted user ID and hash.

4. The computer-implemented method of claim 3, further
comprising validating the cookie to determine whether the
mobile device 1s authorized to view service data when the
mobile device requests the data.

5. The computer-implemented method of claim 1, wherein
the generalized thick client includes a widget that includes a
value associated with service provided data tables.

6. The computer-implemented method of claim 1, wherein
the optimized format includes a format associated with char-
acteristics of the mobile device.

7. The computer-implemented method of claim 6, wherein
the characteristics of the mobile device include at least one of:
screen size, audio CODEC, video CODEC, pixel resolution,
and supported media format.

8. A computer-readable medium having computer-execut-
able mstructions for abstracting mobile device specifics from
services to provide a device independent user experience for
rendering a Ul on a mobile device, the instructions compris-
ng:

obtaining the mobile device characteristics;

receving a request for data from the mobile device;

requesting the data from a service provider, wherein the

data recetved from the service provider 1s device inde-
pendent;

compiling the data from the service provider into an opti-

mal format, wherein the optimal format 1s a compact
form of the data and includes a format associated with
the mobile device characteristics; and

responding to the recerved request for data with the opti-

mized formatted data, wherein the optimized formatted

data 1s configured for association with a generalized
thick client of the mobile device.

9. The computer-readable method of claim 8, wherein the
mobile device characteristics include at least one of: a screen
s1ze, audio CODEC, video CODEC, pixel resolutions, and
supported media format.

10. The computer-readable method of claim 8, wherein
receiving a request for data from a mobile device includes
authenticating the request by validating a cookie associated
with the request.

11. The computer-readable method of claim 8, wherein
device independent data includes data that 1s not optimally
formatted for a type of mobile device.

12. The computer-readable method of claim 8, further
comprising providing a data table to the mobile device and
binding the data table to at least one widget associated with
the generalized thick client.

13. The computer-readable method of claim 8, wherein
compiling the data from the service provider into an optimal
format provides a layer of abstraction between the service
provider and the mobile device.




US 8,560,595 B2

9

14. A computer-implemented method for providing a user
interface for a networked service on a mobile device, the

method comprising:

receiving from the mobile device at a server an indicator
that contains an authentication identifier that was previ-
ously sent to the mobile device;

after determining that the authentication identifier 1s
authentic, providing from the server a generalized thick
client to the mobile device, wherein the thick client 1s
configured to perform data processing on the mobile
device and maintain storage external to the mobile
device;

obtaining at the server mobile device characteristics;

receiving at the server a request for data from the mobile
device:

requesting the data from a service provider computer,
wherein the service provider computer provides the data
in a device independent format;

compiling the data from the service provider computer 1nto
an optimal format, wherein the optimal format includes
a format associated with the mobile device characteris-
tics: and

responding to the recerved request for data from the mobile
device by sending the optimized formatted data to the
generalized thick client.

10

15

20

10

15. The computer-implemented method of claim 14,
wherein providing a generalized thick client to a mobile
device includes sending a URL 1n an SMS message to 1ndi-
cate a location for downloading the generalized thick client.

16. The computer-implemented method of claim 185,
wherein downloading the generalized thick client includes
authenticating a mobile device and sending a cookie that

includes an encrypted user 1D and hash.
17. The computer-implemented method of claim 14,

wherein the generalized thick client includes a widget that
includes a value associated with service provided data tables.

18. The computer-implemented method of claim 14, fur-
ther comprising providing a data table to the mobile device
and binding the data table to at least one widget associated
with the generalized thick client.

19. The computer-implemented method of claim 14,
wherein compiling the data from the service provider into an
optimal format provides a layer of abstraction between the
service provider and the mobile device.

20. The computer-implemented method of claam 14,
wherein the characteristics of the mobile device include at
least one of: screen size, audio CODEC, video CODEC, pixel
resolution, and supported media format.
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