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CRYPTOGRAPHIC PROCESSING SYSTEM

TECHNICAL FIELD

This mvention relates to a hierarchical predicate key encap-
sulation mechanism scheme and a hierarchical predicate
encryption scheme.

BACKGROUND ART

A predicate encryption (PE) scheme has been proposed
(Non-Patent Literature 19). Delegation in a predicate encryp-
tion scheme has been proposed (Non-Patent Literature 26).
Further, distortion eigenvector spaces have been proposed
(Non-Patent Literature 21).

CITATION LIST

Non-Patent Literature

|[Non-Patent Literature 1] M. Abe, R. Gennaro, K. Kurosawa,
and V. Shoup, “Tag-KEM/DEM: A New Framework for
Hybrid Encryption and New Analysis of Kurosawa-Des-
medt KEM.,” Eurocrypt, 2005, LNCS 3494, pp. 128-146,
2005.

[ Non-Patent Literature 2| D. Boneh and X. Boyen, “Efficient
selective-ID secure 1dentity based encryption without ran-
dom oracles,” EUROCRYPT 2004, LNCS, Springer-Ver-
lag, 2004

[Non-Patent Literature 3] D. Boneh and X. Boyen, “Secure
identity based encryption without random oracles,”
CRYPTO 2004, LNCS, Springer-Verlag, 2004.

[ Non-Patent Literature 4] D. Boneh, X. Boyen, and E. Goh,
“Hierarchical 1dentity based encryption with constant size
ciphertext,” EUROCRYPT 2005, LNCS, Springer-Verlag,
pp. 440-456, 2003.

[ Non-Patent Literature 5] D. Boneh, X. Boyen, and H. Sha-
cham, “Short group signatures,” CRYPTO 2004, LNCS
3152, Springer Verlag, pp. 41-33, 2004.

|[Non-Patent Literature 6] D. Boneh and M. Franklin, “Iden-
tity-based encryption from the Weil pairing,” CRYPTO
2001, LNCS 2139, Springer Verlag, pp. 213-229, 2001.

| Non-Patent Literature 7] D. Boneh and J. Katz, “Improved
clficiency for cca-secure cryptosystems built using identity
based encryption,” RSA-CT 2005, LNCS, Springer Verlag,
2005.

[Non-Patent Literature 8] J. Bethencourt, A. Saha1 and B.
Waters, “Ciphertext-policy attribute-based encryption,”
Proceedings of the 2007 IEEE Symposium on Security and
Privacy, 2007.

| Non-Patent Literature 9] D. Boneh and B. Waters, “Conjunc-
tive, subset, and range queries on encrypted data,” TCC
2007, LNCS 4392, Springer Verlag, pp. 5335-554, 2007.

| Non-Patent Literature 10] X. Boyen and B. Waters, “Anony-
mous hierarchical identity-based encryption (without ran-
dom oracles),” CRYPTO 2006, pp. 290-3077, 2006.

|[Non-Patent Literature 11] R. Canetti, S. Halevi and J. Katz,
“Chosen-ciphertext security from i1dentity-based encryp-
tion,” EUROCRYPT 2004, LNCS, Springer-Verlag, 2004.

[Non-Patent Literature 12] C. Cocks, “An i1denftity based
encryption scheme based on quadratic residues,” Proceed-
ings of the 8th IMA International Contference on Cryptog-
raphy and Coding, pp. 360-363, London, UK, 2001.
Springer-Verlag, 2001.

[Non-Patent Literature 13] C. Gentry, “Practical i1dentity-
based encryption without random oracles,” EUROCRYPT
2006, LNCS, Springer-Verlag, 2006.

10

15

20

25

30

35

40

45

50

55

60

65

2

[Non-Patent Literature 14] C. Gentry and A. Silverberg,
“Hierarchical ID-based cryptography,” ASIACRYPT
2002, LNCS, Springer-Verlag, 2002.

[Non-Patent Literature 15] V. Goyal, O. Pandey, A. Sahai and
B. Waters, “Attribute-based encryption for fine-grained
access control of encrypted data,” ACM-CCCS 2006,
LNCS, Springer Verlag, 2006.

[Non-Patent Literature 16] J. Groth and A. Sahai, “Eificient
non-interactive proot systems for bilinear groups,” EURO-
CRYPT 2008, LNCS 4965, Springer Verlag, pp. 415-432,
2008.

[Non-Patent Literature 17] J. Horwitz and B. Lynn, “Towards
hierarchical identity-based encryption,” EUROCRYPT
2002, LNCS, Springer Verlag, 2002.

[Non-Patent Literature 18] J. Katz and B. Waters “Compact

signatures for network coding,” available at IACR ePrint
2008/316.

[Non-Patent Literature 19] J. Katz, A. Sahai and B. Waters

“Predicate encryption supporting disjunctions, polynomial
equations, and mner products,” EUROCRYPT 2008,

LNCS 4963, Springer Verlag, pp. 146-162, 2008.
[Non-Patent Literature 20] D. Hotheinz and E. Kiltz, “Secure

hybrid encryption from weakened key encapsulation,”
CRYPTO 2007, LNCS 4622, Springer Verlag, pp. 553-
571, 2007,

[Non-Patent Literature 21| T. Okamoto and K. Takashima,
“Homomorphic encryption and signatures from vector
decomposition,” Pairing 2008. LNCS 3209, pp. 57-74.
Springer Verlag, 2008.

[Non-Patent Literature 22] R. Ostrovsky, A. Sahai and B.
Waters, “Attribute-based encryption with non-monotonic
access structures,” ACM CCS 2007, 2007.

[Non-Patent Literature 23] M. Pirretti, P. Traynor, P.
McDaniel and B. Waters, “Secure attribute-based sys-
tems,” ACM CCS 2006, 2006.

[Non-Patent Literature 24] H. Shacham, “A Cramer-Shoup
encryption scheme from the linear assumption and from
progressively weaker linear variants,” available at IACR
c¢Print Archive, 2007/0°74, 2007.

[Non-Patent Literature 25] A. Sahai and B. Waters, “Fuzzy
identity-based encryption,” EUROCRYPT 2005, LNCS,
Springer Verlag, 2003.

[Non-Patent Literature 26] E. Sh1 and B. Waters, “Delegating
capability 1n predicate encryption systems,” ICALP 2008,
LNCS, Springer Verlag, 2008.

[Non-Patent Literature 27] K. Takashima, “Efficiently com-
putable distortion maps for supersingular curves,” ANTS,

LNCS 5011, Springer Verlag, pp. 88-101, 2008.

DISCLOSURE OF INVENTION

Technical Problem

Non-Patent Literature 19 does not discuss delegation in the
predicate encryption scheme. Non-Patent Literature 26 dis-
cusses delegation 1n the predicate encryption scheme, but the
discussion 1s limited to the predicate encryption scheme for a
class of equality tests.

This mvention aims to provide a delegatable predicate
encryption process with a wide range of applications, for
example.

Solution to Problem

A cryptographic processing system according to this
invention performs a cryptographic process using dual vector
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spaces of a space V and a space V* paired through a pairing
operation. The cryptographic processing system comprises:

an encryption device that, using a processing device, gen-
erates as a cipher vector a vector in the space V, the vector
having predetermined imnformation embedded therein; and

a decryption device that, using the processing device and
using a predetermined vector 1n the space V* as a key vector,
performs the pairing operation on the cipher vector generated
by the encryption device and the key vector, to decrypt the
cipher vector and to extract information concerning the pre-
determined information.

Advantageous Effects of Invention

A cryptographic system according to this invention can
implement a delegatable predicate encryption process with a
wide range of applications.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a diagram for explaining a notion of “hierarchi-
cal”;

FIG. 2 1s a diagram showing hierarchical structures of
attribute information and predicate information;

FIG. 3 1s a diagram showing an example of a hierarchical
identity-based encryption scheme;

FIG. 4 1s a diagram for explaining a basis and a basis
vector;

FI1G. 5 1s a diagram for explaining a method for implement-
ing a hierarchical structure in a vector space;

FIG. 6 1s a configuration diagram of a cryptographic pro-
cessing system 10;

FIG. 7 1s a flowchart showing operations of a key genera-
tion device 100, a first level encryption device 200, and a first
level decryption device 300 of the cryptographic processing
system 10;

FIG. 8 1s a flowchart showing operations of an L-th level
key delegation device 400, an (L+1)-th level encryption
device 200, and an (L+1)-th level decryption device 300 of the
cryptographic processing system 10;

FI1G. 9 1s a diagram for explaining a base change method;

FI1G. 10 1s a functional block diagram showing functions of
the cryptographic processing system 10 according to a second
embodiment;

FIG. 11 1s a flowchart showing operations of the key gen-
eration device 100;

FI1G. 121s a flowchart showing operations of the encryption
device 200;

FI1G. 13 1s a flowchart showing operations of the decryption
device 300;

FI1G. 14 15 a flowchart showing operations of the key del-
egation device 400;

FIG. 15 1s a conceptual diagram showing a structure of a
basis of dual distortion vector spaces according to the second
embodiment;

FIG. 16 1s a diagram for explaining a pairing operation in
(S502);

FIG. 17 1s a diagram for explaining that a session key K
cannot be computed by a lower level key;

FIG. 18 1s a diagram for explaining that the session key K
can be computed by a higher level key;

FI1G. 19 1s a functional block diagram showing functions of
the cryptographic processing system 10 that implements hier-
archical predicate encryption;

FI1G. 201s a flowchart showing operations of the encryption
device 200 shown 1n FI1G. 19;

FI1G. 21 1s a tflowchart showing operations of the decryption
device 300 shown in FIG. 19:
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FIG. 22 1s a functional block diagram showing functions of
the cryptographic processing system 10 according to a fourth
embodiment;

FIG. 23 1s a flowchart showing operations of the encryption
device 200;

FI1G. 24 1s a flowchart showing operations of the decryption
device 300:

FIG. 25 1s a conceptual diagram showing a structure of a
basis of dual distortion vector spaces according to the fourth
embodiment;

FIG. 26 15 a diagram (1) for explaining n copies of vector
spaces;

FIG. 27 1s a diagram (2) for explaining n copies of vector
spaces;

FIG. 28 1s a functional block diagram showing functions of
the cryptographic processing system 10 according to a sixth
embodiment;

FIG. 29 1s a flowchart showing operations of the key gen-

eration device 100;

FIG. 301s a flowchart showing operations of the encryption
device 200;

FIG. 31 1s a flowchart showing operations of the decryption
device 300;

FIG. 32 1s a flowchart showing operations of the key del-
egation device 400;

FIG. 33 1s a functional block diagram showing functions of
the cryptographic processing system 10 according to a sev-
enth embodiment;

FI1G. 34 1s a flowchart showing operations of the encryption
device 200;

FIG. 3515 a flowchart showing operations of the decryption
device 300; and

FIG. 36 1s a diagram showing an example hardware con-
figuration of the key generation device 100, the encryption
device 200, the decryption device 300, and the key delegation
device 400.

DESCRIPTION OF EMBODIMENTS

Embodiments of the invention will now be described with
reference to drawings.

In the following description, a processing device 1s a CPU
911 or the like to be described later. A storage device 1s a
ROM 913, a RAM 914, a magnetic disk 920 or the like to be
described later. A communication device 1s a communication
board 915 or the like to be described later. An input device 1s
a keyboard 902, the communication board 9135 or the like to
be described later. An output device 1s the RAM 914, the
magnetic disk 920, the communication board 915, an LCD
901 or the like to be described later. That 1s, the processing
device, the storage device, the communication device, the
input device, and the output device are hardware.

Notations to be used 1n the following description will be
described.

When A 1s a random variable or distribution, Formula 43
denotes that y 1s randomly selected from A according to the
distribution of A.

v K A |Formula 43]

When A 1s a set, Formula 44 denotes that y 1s uniformly
selected from A.

|Formula 44]
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Formula 45 denotes that y 1s set, defined or substituted by
Z.

yi=z [Formula 43]

When a 1s a fixed value, Formula 46 denotes that a machine
(algorithm) A outputs a on an input X.

A(x)—a [Formula 46]

For example,

A(x)—=1

A vector symbol denotes a vector representation over a
finite field F _, that 1s, Formula 47.

—>
X denotes

(x5 ..., EF g [Formula 47]

Formula 48 denotes the inner-product of two vectors x -
and v~ shown 1n Formula 49, and Formula 50 shows this

iner-product.

Xy [Formula 48]
X =Xq, - - -, X, 1),
jz(vﬂ ..... vV, 1) [Formula 49]
n—1 |Formula 50]
XiVi

0"~ denotes a zero vector in a finite field F * for any n.

X* denotes the transpose of a matrix X.

qumula 51 denotes that x;_;1s set by the (1, ))-thentry of the
matrix X.

G =X [Formula 51]

In the following description, a cryptographic process shall
include an encryption process, a decryption process, and a
key generation process, and shall also include a key encapsu-
lation process.

First Embodiment

In this embodiment, the basic concepts for implementing a
“hierarchical predicate key encapsulation mechamism (HP-
KEM) scheme” and a “hierarchical predicate encryption
(HPE) scheme” to be discussed 1n subsequent embodiments
will be described, together with basic constructions of the
HPKEM and HPE schemes.

Firstly, a notion of an “HPE (HPKEM) scheme for iner-
product predicates™, which 1s a type of HPKEM and HPE
schemes, will be described. The HPKEM and HPE scheme
to be discussed 1n the subsequent embodiments are HPKEM
and HPE schemes for inner-product predicates. To describe
the notion of the HPE scheme for inner-product predicates, a
notion of “hierarchical” will be described first. Then, the
“predicate encryption (PE) scheme for mner-product predi-
cates” will be described. Then, the “HPE (HPKEM) scheme
for mner-product predicates”, which 1s the PE scheme for
inner-product predicates with the notion of “hierarchical”,
will be described. Further, to reinforce the understanding of
the HPE scheme for inner-product predicates, an application

example of the HPE scheme for inner-product predicates will
be described.
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Secondly, an HPE scheme for inner-product predicates in a
vector space will be described. In this and subsequent
embodiments, the HPKEM and HPE schemes are imple-
mented 1n a vector space.

Thirdly, basic constructions of the “HPKEM and HPE
schemes™ according to this and subsequent embodiments will
be described, together with an outline of a “cryptographic
processing system 10” that implements the HPKEM and HPE
schemes.

Fourthly, concepts for implementing the HPKEM and HPE
schemes will be described. Bilinear pairing groups will be
described first. Then, using the bilinear pairing groups, other
concepts will be described 1n the following six steps (1) to (6):
(1) extension of spaces V and V* of 1-dimensional pairing,
“G,xG,—=(G - to higher-dimensional spaces;

(2) canonical dual bases A and A*;

(3) efficient linear mapping using distortion maps;

(4) a method for generating key pair (B, B*) through a base
change;

(5) computationally intractable problems over (V, B) and (V,
B*) for cryptographic applications; and

(6) PE scheme for inner-product predicates using key pair (B,
B*).

Fifthly, “dual distortion vector spaces (DDVS)” having
rich mathematical structures for implementing the HPKEM
and HPE schemes will be described.

Sixthly, based on the above descriptions, a method will be
briefly described for implementing the HPKEM and HPE
schemes to be described 1n detail 1n the subsequent embodi-
ments.

<1. HPE Scheme for Inner-Product Predicates>

<]1-1. Notion of Hierarchical>

The notion of “hierarchical” in the HPKEM and HPE

schemes to be described 1n this and subsequent embodiments
will be described.

FIG. 1 1s a diagram for explaining the notion of “hierarchi-
cal”.

The term “hierarchical” in the HPKEM and HPE schemes
means having a system that 1s capable of delegation (a del-
egation system). The delegation means that a user who has a
higher level key generates a lower level key having more
restricted capabilities than the user’s (higher level) key.

In FIG. 1, a root (a key generation device) generates secret
keys for first level (level-1) users by using a master secret key.
That 1s, the root generates keys 1, 2, and 3 for first level users
1, 2, and 3, respectively. Then, by using the key 1, for
example, the user 1 can generate keys 11, 12, and 13 for users
11, 12, and 13, respectively, who are lower (second) level
users of the user 1. Here, the keys 11, 12, and 13 possessed by
the users 11, 12, and 13 have more restricted capabailities than
the key 1 possessed by the user 1. The restricted capabilities
mean that ciphertexts that can be decrypted by that secret key
are restricted. That 1s, a lower level secret key can only
decrypt some of ciphertexts that can be decrypted by a higher
level secret key. This means that the keys 11, 12, and 13
possessed by the users 11, 12, and 13 can only decrypt some
of ciphertexts that can be decrypted by the key 1 possessed by
the user 1. Normally, the keys 11, 12, and 13 can decrypt
respectively different ciphertexts. On the other hand, a cipher-
text that can be decrypted by the keys 11, 12, or 13 can be
decrypted by the key 1.

<1-2. PE Scheme for Inner-Product Predicates>

A “PE scheme for inner-product predicates™ will now be
described.

A PE scheme 1s a cryptographic scheme 1n which a cipher-
text can be decrypted if a result of mputting attribute infor-
mation X to predicate information f, 1s 1 (true) (I (x)=1).
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Normally, the attribute information x 1s embedded 1n a cipher-
text, and the predicate information f, 1s embedded 1n a secret
key. That 1s, 1n the PE scheme, a ciphertext ¢ encrypted based
on the attribute information x 1s decrypted by a secret key SKf
generated based on the predicate information f,. The PE
scheme may be described as a cryptographic scheme 1n
which, for example, the predicate information {, 1s a condi-
tional expression and the attribute information x 1s informa-
tion to be mput to the conditional expression, and a ciphertext
can be decrypted 1f the input information (attribute informa-
tion x) satisfies the conditional expression (predicate infor-
mation 1) (1 (x)=1).

The PE scheme 1s discussed 1n detail in Non-Patent Litera-
ture 19.

The PE scheme for inner-product predicates 1s a type of PE
scheme 1n which f (x)=1 1t the inner-product of attribute
information x and predicate information 1, 1s a predetermined
value. That 1s, a ciphertext ¢ encrypted by the attribute infor-
mation X can be decrypted by a secret key SK, generated
based on the predicate information 1, if and only if the mner-
product of the attribute information x and the predicate infor-
mation 1, 1s a predetermined value. In the following descrip-
tion, 1t 1s assumed that f (x)=1 if the inner-product of the
attribute information x and the predicate information 1, 1s O.

<1-3. HPE Scheme for Inner-Product Predicates>

The HPE (HPKEM) scheme for inner-product predicates 1s
a type of “PE scheme for inner-product predicates” with the
above-described notion of “hierarchical”. That 1s, the HPE
(HPKEM) scheme for mnner-product predicates 1s a type of PE
scheme for inner-product predicates with the delegation sys-
tem.

In the HPE scheme for inner-product predicates, attribute
information and predicate information have hierarchical
structures, 1 order to add the delegation system to the PE
scheme for inner-product predicates.

FIG. 2 1s a diagram showing hierarchical structures of
attribute information and predicate information.

In FIG. 2, attribute information and predicate information
with the same reference numerals correspond to each other
(1.e., their inner-product 1s 0). That 1s, the inner-product of an
attribute 1 and a predicate 1 1s 0, the mner-product of an
attribute 11 and a predicate 11 1s 0, the inner-product of an
attribute 12 and a predicate 12 1s 0, and the inner-product of an
attribute 13 and a predicate 13 1s 0. This means that a cipher-
text ¢l encrypted by the attribute 1 can be decrypted by a
secret key k1 generated based on the predicate 1. A ciphertext
c11 encrypted by the attribute 11 can be decrypted by a secret
key k11 generated based on the predicate 11. The same can be
said of the attribute 12 and the predicate 12 as well as the
attribute 13 and the predicate 13.

As described above, the HPE scheme for inner-product
predicates has the delegation system. Thus, the secret key k11
can be generated based on the predicate 11 and the secret key
k1 generated based on the predicate 1. That 1s, a user having,
the higher level secret key k1 can generate its lower-level
secret key k11 from the secret key k1 and the lower level
predicate 11. Likewise, a secret key k12 can be generated
from the secret key k1 and the predicate 12, and a secret key
k13 can be generated from the secret key k1 and the predicate
13.

A ciphertext encrypted by a key (a public key) correspond-
ing to a lower level secret key can be decrypted by a higher
level secret key. On the other hand, a ciphertext encrypted by
a key (apublic key) corresponding to a higher level secret key
cannot be decrypted by a lower level secret key. That 1s, the
ciphertexts c11, c12, and c13 encrypted by the attributes 11,
12, and 13, respectively, can be decrypted by the secretkey ki
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generated based on the predicate 1. On the other hand, the
ciphertext cl encrypted by the attribute 1 cannot be decrypted
by the secret keys k11, k12, and k13 generated based on the
predicates 11, 12, and 13, respectively. That 1s, the inner-
product of the attribute 11, 12, or 13 and the predicate 1 1s O.
On the other hand, the inner-product of the attribute 1 and the
predicate 11, 12, or 13 1s not 0.

<1-4. An Application Example of the HPE Scheme for
Inner-Product Predicates™>

FIG. 3 1s a diagram showing an example of a hierarchical
identity-based encryption (HIBE) scheme which 1s an appli-
cation example of the HPE scheme for inner-product predi-
cates to be described later. The HIBE scheme 1s a crypto-
graphic process in which the notion of hierarchical 1s applied
to an 1dentity-based encryption (IBE) scheme. The IBE
scheme 1s a type of PE scheme, namely, a matching PE
scheme, which allows a ciphertext to be decrypted if an 1D
included 1n the ciphertext matches an ID included 1n a secret
key.

In the example shown 1n FIG. 3, based on a master secret
key sk and an ID “A” of Company A, a root (a key generation
device) generates a secret key (a key A) corresponding to the
ID “A”. For example, based on the key A and the ID of each
division, a security administrator of Company A generates a
secret key corresponding to that ID. For example, the security
administrator generates a secret key (a key 1) corresponding
to an ID “A-1" of a sales division. Then, based on the secret
key of each division and the ID of each unit belonging to that
division, for example, an administrator of each division gen-
erates a secret key corresponding to that ID. For example, an
administrator of the sales division generates a secret key (a
key 11) corresponding to an ID “A-11" of a sales unit 1.

In this case, a ciphertext encrypted by the ID “A-11"" of the
sales unit 1 can be decrypted by the key 11 which 1s the secret
key corresponding to the ID “A-11" of the sales unit 1. How-
ever, a ciphertext encrypted by the ID of a sales unit 2 or a
sales unit 3 cannot be decrypted by the key 11. Also, a cipher-
text encrypted by the ID of the sales division cannot be
decrypted by the key 11.

A ciphertext encrypted by the ID “A-1"" of the sales division
can be decrypted by the key 1 which 1s the secret key corre-
sponding to the ID “A-1" of the sales division. Also, a cipher-
text encrypted by the ID of a unit belonging to the sales
division can be decrypted by the key 1. That 1s, a ciphertext
encrypted by the ID of the salesunit 1, 2, or 3 can be decrypted
by the key 1. However, a ciphertext encrypted by the ID of a
manufacturing division (ID: A-2) or a stail division (ID: A-3)
cannot be decrypted by the key 1. Also, a ciphertext encrypted
by the ID of Company A cannot be decrypted by the key 1.

A ciphertext encrypted by the ID “A” of Company A can be
decrypted by the key A which is the secret key corresponding
to the ID “A” of Company A. Also, a ciphertext encrypted by
the ID of each division belonging to Company A or the ID of
a unit belonging to each division can be decrypted by the key
A.

Various applications other than the IBE scheme are pos-
sible. In particular, the cryptographic processes to be
described later are not limited to a class of equality tests, so
that they can be applied to a vast number of applications. For
example, the cryptographic processes can also be adapted for
other types of PE scheme for inner-product predicates such as
a searchable encryption scheme, making it possible to imple-
ment applications that are not possible with a prior art PE
scheme with the delegation system, such as limiting a search-
able range at each level by using a conditional expression

such as AND or OR.
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That 1s, the HPKEM and HPE schemes to be described 1n
the subsequent embodiments can be applied to a wide variety
ol applications such as the IBE and searchable encryption
schemes.

<2. HPE Scheme for Inner-Product Predicates 1n a Vector
Space>

The HPKEM and HPE schemes are implemented 1n high-
dimensional vector spaces, called dual distortion vector
spaces (DDVS), to be described later. Thus, an HPE scheme
for inner-product predicates in a vector space will be
described.

First, a “basis” and a “basis vector” to be used for explain-
ing a vector space will be brietly explained.

FIG. 4 1s a diagram for explaining the basis and the basis
vector.

FIG. 4 shows a vector v of a 2-dimensional vector space.
The vector v 1s c,a,+c,a,. Further, the vector v 1s y,b,+y,b;,.
Here, a, and a, are called basis vectors 1n a basis A, and are
represented as basis A:=(a,, a,). b, and b, are called basis
vectors 1n a basis B, and are represented as basis B:=(b,, b, ).
Co» C1» Vo, and y, are coellicients of respective basis vectors.
FIG. 4 shows a 2-dimensional vector space, so that there are
two basis vectors 1n each basis. In an N-dimensional vector
space, there are an N number of basis vectors 1n each basis.

APE scheme for inner-product predicates 1n a vector space
will now be described.

As described above, the PE scheme for inner-product
predicates 1s a type of PE scheme in which 1 (x)=1 11 the
inner-product of the attribute information x and the predicate
information 1 1s a predetermined value (0 1n this case). When
the attribute information x and the predicate information f
are vectors, namely, an attribute vector x ~ and a predicate
vector v, their inner-product predicate 1s defined as shown
in Formula 52.

| —

H_

|Formula 52]

—
.V:

sl

If x;v; =0, then £(x) =1, and

I
=

| —

ot

if X-v= > x;v; #0,then £(X)=0,
i=()
where
—>
X=(Xgs o oo s X, 1)
—
V=g ... 5V, 1)

That 1s, 1t 1s a type of PE scheme in which a result of
inputting the attribute information x to the predicate informa-
tion{ 1s 1 (true) if the inner-product of the attribute vector x
and the predicate vector v~ (1.e., the sum of element-wise
inner-products) 1s 0, and a result of mputting the attribute
information x to the predicate information f,, 1s 0 (false) 1f the
iner-product of the attribute vector X and the predicate
vector v~ 1s not 0.

A method for implementing a hierarchical structure 1n a
vector space will now be described.

FIG. 5 1s a diagram for explaining this method for imple-
menting a hierarchical structure 1n a vector space.

The vector space here 1s assumed to be a high-dimensional
(N-dimensional) vector space. That 1s, there exist an N num-
ber of basis vectorsc, (1=0, .. ., N-1) 1 a predetermined basis
C of the vector space.

An n number of basis vectors (basis vectors ¢, 1=0, . . .,
n-1)out of the N number of basis vectors are used to represent
the hierarchical structure. The basis vectors ¢, (1=0, . . . , n—1)
are divided 1nto a d number of groups, namely, basis vectors
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c,(1=0,...,u,-1), basis vectors ¢, 1=u,,...,u,—1),...,and
basis vectors ¢, (1=l ,, . . . , n—1), where d denotes a depth of
hierarchy.

Then, a u, number of basis vectors ¢, (1=0, ..., u,-1) are
assigned to represent attribute information and predicate
information of the first level. A (u,—-u,) number of basis
vectors ¢, (1=, . . . , l,—1) are assigned to represent attribute
information and predicate information of the second level.
Likewise, a (u,~1, ) number of basis vectors c, (1=
W, ..., Ww~1(=n-1)) are assigned to represent attribute
information and predicate information of the d-th level.

To generate a ciphertext by L-th level attribute information,
not only L-th level but first to L-th level attribute information
1s used to generate a ciphertext. Likewise, to generate a secret
key by L-th level predicate information, not only L-th level
but first to L-th level predicate information 1s used to generate
a secret key. That 1s, to generate a ciphertext by the L-th level
attribute information, or to generate a secret key by the L-th
level predicate information, a u, number of basis vectors c,
(1=0, ..., u,-1)assigned to the first to L-th levels are used. For
example, to generate a ciphertext by third level attribute infor-
mation, a U, number of basis vectors ¢, (1=0, . . ., uy—1)
assigned to the first to third levels are used to generate a
ciphertext, such that first to third level attribute information 1s
reflected. Likewise, to generate a secret key by third level
predicate information, the u, number of basis vectors ¢, (1=
0, ..., uy-1)assigned to the first to third levels are used to
generate a secret key, such that first to third level predicate
information 1s reflected. That 1s, attribute information or
predicate information to be used at a lower level includes
attribute information or predicate information to be used at a
higher level. In this way, attribute information and predicate
information each have a hierarchical structure. Then, by using
the hierarchical structures of attribute information and predi-
cate information, a delegation system 1s incorporated 1n the
PE scheme for inner-product predicates.

In the following description, a format of hierarchy pu ~ 1s
used to denote a hierarchical structure of a vector space. The
format of hierarchy u " 1s shown 1n Formula 33.

[Formula 53]

L=digy, ... 1Ly)

where
Lo=0<p << .. <.

That 1s, the format of hierarchy u = has information n
which denotes the number of basis vectors (the number of
dimensions) assigned to represent the hierarchical structure,
information d which denotes the depth of hierarchy, and infor-
mation |, ..., W, which denote basis vectors assigned to each
level.

The HPE scheme for inner-product predicates in a vector
space will now be described.

An 1nner-product predicate of a space at each level will be
described first. A space at each level 1s a space assigned to
represent attribute mformation and predicate information of
cach level. That 1s, a space at the j-th level 1s a space repre-
sented by basis vectors ¢, (1I=p,-1, ..., ).

Let an attribute space 2, (1=1, . . ., d) be a space assigned to
represent 1-th level attribute information. Likewise, let a
predicate space F, (1=1,. .., d)beaspace assigned to represent
1-th level predicate information. That 1s, the attribute space X,
1s a space of attribute information represented by basis vec-
tors 0, J=u,~-1, . .., 1) in a predetermined basis E. Likewise,
the predicate space F, 1s a space of predicate information
represented by basis vectors f, (j=1,-1, . . ., 1,) 1n a predeter-
mined basis F. In other words, the attribute space X, 1s a space
of attribute imformation represented by basis vectors o, (J=
0,...,u,—1), and an attribute space X, 1s a space of attribute
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information represented by basis vectors o, (J=u,, . .
The same can be said of the predicate space F..

In other words, the attribute space 2, (1=1, .. ., d) and the
predicate space F, (1=1, . . . , d) are respectively a set of
attribute information and a set of predicate information
shown 1n Formula 54.

X “’2_1)'

) |Formula 54]

2, =F =m0 G

5, :={fﬁ- ‘T”}i = Fq#i —#f—l‘x{a}} (i=1,...,d)

Then, the mmmer-product predicate 1s defined for each

attribute space 2, (1=1, . . ., d) as shown 1n Formula 55.
1 |Formula 53]
If ¥, - % = Z x;v; =0 holds, £ (%) =1, and
i=ft;—1 1
-1

If ¥, - % = Z x;v; = 0 does not hold, £, (%) =0,
=t

where
?EIEEE]F gl-]-i_“i—l\{ﬁ}}'

That 1s, 1n a space at each level, a result of inputting the
attribute information x to the predicate information f, 1s 1
(true) 1f the mner-product of the attribute vector X~ and the
predicate vector v~ 1s 0. In other words, a result of inputting,
the attribute information x to the predicate information f, 1s 1
(true) 1f the inner-product of the attribute vector x ~ of a given
level and the predicate vector v of the same level 1s O.

An inner-product predicate 1n a hierarchical space will now
be described. A hierarchical space 1s a space that also includes
spaces assigned to represent attribute information and predi-
cate information of higher levels. In other words, a j-th level
hierarchical space 1s a space represented by basis vectors c,
=0, ..., ).

That 1s, a hierarchical attribute space ~ and a hierarchical

predicate space F are spaces respectively shown 1n Formula
56.

ZZZUL=1'§(21>< . e KZL)?

F:ZUL=IJ(F1><...><FL)

Here, unions of the hierarchical attribute space 2 and the
hierarchical predicate space F shown 1in Formula 56 are dis-
joint unions. Hierarchical predicate information shown in
Formula 38 corresponding to hierarchical attribute informa-
tion shown in Formula 57 1s defined as shown 1n Formula 59.

[Formula 56]

—

(x{,... E}Lx) [Formula 57]
f(? s oee T; L) [Formula 5%]
[f and only if L, < L, and [Formula 59]

f(_}_)(i) =1 forall ii=1,..,L,),

(e, x;-v; =0 foralli(i=1,... , L))
then £, Loxr, L x ) =1
en‘qvl,_.,vjw)txl XLK)

That 1s, the HPE scheme for inner-product predicates 1in a
vector space 1s a type of PE scheme 1n which a result of
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inputting the hierarchical attribute information shown in For-
mula 57 to the hierarchical predicate information shown in
Formula 38 1s 1 (true) 1if the following two conditions are
satisfied: (1) the level L of the hierarchical predicate vector
v 1s the same as or igher than the level L._ofthe hierarchical
attribute vector x ~, and (2) the mner-product of the attribute
vector X~ of the attribute space 2, (1=1, . . . , L) and the
predicate vector v~ of each predicate space F, (1=1,...,L )
1s O.

<3. Constructions of HPKEM and HPE Schemes>

<3-1. HPKEM Scheme>

A construction of the HPKEM scheme will be brietly
described.

The HPKEM scheme includes five probabilistic polyno-
mial-time algorithms: Setup, GenKey, Enc, Dec, and Delega-
te, (L=1,...,d-1).

(Setup)

The Setup algorithm takes as input a security parameter 1”
and a format of hierarchy u__ and outputs a master public key
pk and a master secret key sk. The master secret key sk is atop
level key.

(GenKey)

The GenKey algorithm takes as input the master public key
pk, the master secret key sk, and a predicate vector v, (the
predicate vector v, may simply be denoted as v, ) shown
in Formula 60, and outputs a first level secret key shown 1n
Formula 61.

5 E F { [Formula 60]
Sk | [Formula 61]
(Enc)

The Enc algorithm takes as input the master public key pk
and attribute vectors X, (1=1,...,L,) (1=l _=d), and outputs
a ciphertext ¢ and a session key K. That 1s, the Enc algorithm
outputs the ciphertext ¢ encrypted by the attribute vectors x ™,
(1=1,...,L ) (1=L, =d) by embedding predetermined infor-
mation (p), and the session key K generated from the prede-
termined information (p).

(Dec)

The Dec algorithm takes as input the master public key pk,
an L -th level secret key (1= =d) shown 1n Formula 62, and
the ciphertext ¢, and outputs either the session key K or a
distinguished symbol 1. The distinguished symbol L 1s infor-
mation indicating decryption failure. That 1s, the Dec algo-
rithm decrypts the ciphertext ¢ by the L. -th level secret key,
extracts the mformation on the predetermined information
(p), and generates the session key K. In case of decryption

tailure, the Dec algorithm outputs the distinguished symbol
1.

sk, R

|Formula 62]
(vl,._ ,FLF)

(Delegate; )

The Delegate, algorithm takes as input the master public
key pk, an L-th level secret key shown 1n Formula 63, and an
(L+1)-th level predicate vector v, _, (the predicate vector
v, _, may simply be denoted as v, _,) shown 1n Formula
64, and outputs an (L+1 )-th level secret key shown in Formula
65. That 1s, the Delegate, algorithm outputs a lower level
secret key.

Sk 3D [Formula 63]
£, F 7 [Formula 64]
Sk i) [Formula 63]
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That1s, the L _-th level secret key 1s computed by a Derive;
algorithm, shown 1n Formula 66, which uses the GenKey
Delegate, algorithms.

Derivey (pk, sk(vy, ... , ¥V )): [Formula 66]

Sf(?l & GenKey(pk, sk, Vi)

Fori=1,... ,L,—1,

R
Sf((?l e F) Delegate; (pk, Skﬁ

Vi)
Vi, ... ;;i)a i+1 s

return Sk(?l T”}Lv)

<3-2. HPE Scheme>

An outline of the HPE scheme will be described

As with the HPKEM scheme, the HPE scheme includes
five probabilistic polynomial-time algorithms: Setup, Gen-
Key, Enc, Dec, and Delegate, (L=1, ..., d-1).

(Setup)

As with the HPKEM scheme, the Setup algorithm takes as
input a security parameter 1 and a format of hierarchy pu ™,
and outputs a master public key pk and a master secret key sk.

(GenKey)

As with the HPKEM scheme, the GenKey algorithm takes
as mput the master public key pk, the master secret key sk, and
a predicate vector v, shown 1n Formula 67, and outputs a
first level secret key shown 1n Formula 68.

I IEF [Formula 67]

sk, [Formula 68]
(Enc)

The Enc algorithm takes as input the master public key pk,

attribute vectors x , (1=1, ...,L ) (1=L, =d), and a message

m, and outputs a ciphertext c. That 1s, the Enc algorithm
outputs the ciphertext ¢ encrypted by the attribute vectors x
(1=1,...,L,) (1=sL _=d) by embedding the message m.

(Dec)

The Dec algorithm takes as input the master public key pk,
an L. -th level secret key (1=<L._=d) shown 1n Formula 69, and
the ciphertext ¢, and outputs either the message m or a dis-
tinguished symbol 1. The distinguished symbol L is infor-
mation indicating decryption failure. That 1s, the Dec algo-
rithm decrypts the ciphertext ¢ by the L. -th level secret key,
and extracts the message m. In case of decryption failure, the
Dec algorithm outputs the distinguished symbol L.

[Formula 69]

k
L L)

(Delegate, )

As with the HPKEM scheme, Delegate, takes as input the
master public key pk, an L-th level secret key shown in
Formula 70, and an (L+1)-th level predicate vector v ",
shown in Formula 71, and outputs an (LL.+1 )-th level secret key
shown 1n Formula 72. That 1s, the Delegate, algorithm out-
puts a lower level secret key.

Sk oD [Formula 70]
£ E F 7 [Formula 71]
sk [Formula 72]
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The L -th level secret key 1s calculated by the above Deriv-
e, algorithm shown in Formula 66, as with the HPKEM
scheme.

<3-3. Cryptographic Processing System 10>

The cryptographic processing system 10 will be described.
The cryptographic processing system 10 executes the above-
described algorithms of the HPKEM and HPE schemes.

FIG. 6 1s a configuration diagram of the cryptographic
processing system 10.

The cryptographic processing system 10 includes a key
generation device 100, an encryption device 200, a decryp-
tion device 300, and a key delegation device 400. Here, the
decryption device 300 includes the key delegation device
400. As described above, the cryptographic processing sys-
tem 10 implements hierarchical cryptographic processes, so
that 1t includes a plurality of the encryption devices 200, a
plurality of the decryption devices 300, and a plurality of the
key delegation devices 400.

The key generation device 100 executes the Setup and
GenKey algorithms of the HPKEM and HPE schemes.

The encryption device 200 executes the Enc algorithm of
the HPKEM and HPE schemes.

The decryption device 300 executes the Dec algorithm of
the HPKEM and HPE schemes.

The key delegation device 400 executes the Delegate,
algorithm of the HPKEM and HPE schemes.

FIG. 7 1s a flowchart showing operations of the key gen-
eration device 100, a first level encryption device 200, and a
first level decryption device 300 of the cryptographic process-
ing system 10. That 1s, FIG. 7 1s a flowchart showing opera-
tions from the generation of master keys (a master public key
and a master secret key) and the generation of a first level
secret key to the encryption and decryption at the first level.

(S101: Key Generation Step)

The key generation device 100 executes the Setup algo-
rithm to generate a master public key pk and a master secret
key sk. Based on the generated master public key pk, the
generated master secret key sk, and a predicate vector v
(v =(vgy ..., Vv,) (@=u,-1)) corresponding to a predeter-
mined decryption device 300 (the first level decryption device
300), the key generation device 100 executes the GenKey
algorithm to generate a first level secret key. Then, the key
generation device 100 publishes (distributes) the generated
master public key pk, and also secretly provides the first level
secret key to the predetermined decryption device 300 The
key generation device 100 secretly keeps the master secret
key.

(S102: Encryption Step)

Based on the master public key pk distributed by key gen-
eration device 100 1n (5101) and an attribute vector x
(X, =(Xg, ..., X)) (@=u,-1)) of the decryption device 300, the
encryption device 200 executes the Enc algorithm to generate
a ciphertext c. In the case of the HPKEM scheme, the encryp-
tion device 200 also generates a session key K. Then, the
encryption device 200 transmits the generated ciphertext ¢ to
the decryption device 300 through a network or the like. The
attribute vector X ~; may be public, or may be obtained by the
encryption device 200 from the key generation device 100 or
the decryption device 300.

(S103: Decryption Step)

Based on the master public key pk and the first level secret
key provided by the key generation device 100 1n (S101), the
decryption device 300 executes the Dec algorithm to decrypt
the ciphertext ¢ recerved from the encryption device 200. As
a result of decrypting the ciphertext ¢, the decryption device
300 obtains the session key K 1n the case of the HPKEM

scheme, or obtains a message m 1n the case of the HPE
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scheme. If the decryption device 300 fails to decrypt the
ciphertext c, it outputs a distinguished symbol L.

FIG. 8 shows a flowchart showing operations of an L-th
level key delegation device 400, an (L+1)-th level encryption
device 200 and an (L+1)-th level decryption device 300 of the
cryptographic processing system 10. That 1s, FIG. 8 15 a
flowchart showing operations from the generation of an

(L+1)-th level secret key to the encryption and decryption at
the (L+1)-th level.

(5201: Key Delegation Step)

Based on the master public key pk distributed by the key
generation device 100 1 (S101), an L-th level secret key
provided by the key generation device 100 or an (L-1)-th
level key delegation device 400, and a predicate vectorv—, _,
vV 2~V ... vy) (15U, J7U, 1)) corresponding to the
(L+1)-th level decryption device 300, the L-th level delega-
tion device 400 (the key delegation device 400 included 1n the
L-th level decryption device 300) executes the Delegate,
algorithm to generate the (L+1)-th level secret key. Then, the
L-th level key delegation device 400 secretly provides the
generated secret key to the (L+1)-th level decryption device
300.

(5202: Encryption Step)

Based on the master public key pk distributed by the key
generation device 100 1n (5101) and attribute vectors x 7, to
X ;.. x7.0=1,...,L+1)(=(x,, ...,x,) 1=u,_ ,—1))) of the
first to (L+1)-th level decryption devices 300, the encryption
device 200 executes the Enc algorithm to generate a cipher-
text ¢. In the case of the HPKEM scheme, the encryption
device 200 also generates a session key K. Then, the encryp-
tion device 200 transmits the generated ciphertext ¢ to the
decryption device 300 through a network or the like. The
attribute vectors x , tox__, , (x ., (1=1,...,L+1)) may be
public, or may be obtained by the encryption device 200 from
the key generation device 100 or the decryption device 300.

(5203: Decryption Step)

Based on the master public key pk distributed by the key
generation device 100 1 (S101) and the secret key provided
by the L-th level key delegation device 400 1n (5201), the
decryption device 300 executes the Dec algorithm to decrypt
the ciphertext ¢ recerved from the encryption device 200. As
a result of decrypting the ciphertext ¢, the decryption device
300 obtains the session key K 1n the case of the HPKEM
scheme, or obtains a message m 1n the case of the HPE
scheme.

<4. Concepts for Implementing the HPKEM and HP.
Schemes>

Concepts required for implementing each algorithm of the
HPKEM and HPE schemes will now be described.

<4-1. Bilinear Pairing Groups>

Bilinear pairing groups (G,, G,, G~ g,, €., q) will be
described.

The bilinear pairing groups (G,, G,, G, g,, g,, Q) are a
tuple of three cyclic groups G, G, and G, of order q. g, 1s a
generator of G, and g, 1s a generator of G,. The bilinear
pairing groups (G,, G,, G, g,, g,, q) satisty the following
condition of nondegenerate bilinear pairing;:

(Condition: Nondegenerate Bilinear Pairing)

There exists a polynomial-time computable nondegenerate
bilinear pairing shown 1n Formula /3.

L1l

e:G xG,—-G [Formula 73]

That 1s, for any CEG ,, NEG -,

e(s&,m)=e(E.m)” and

e(gla gZ)#l '
This 1s called symmetric bilinear pairing when G,=G, (=:
(3), and asymmetric bilinear pairing when G, =G,. Symmetric
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bilinear pairing can be constructed using supersingular (hy-
per) elliptic curves, and asymmetric bilinear pairing can be
constructed using any (hyper) elliptic curves. Asymmetric
bilinear pairing can be constructed using, for example, ordi-
nary elliptic curves.

Asymmetric bilinear pairing will be used for discussion
here. That 1s, the bilinear pairing groups (G,, G,, G g, 2,
q) are assumed to be asymmetric bilinear pairing groups. A
case will be discussed in which dual distortion vector spaces
(DDVS) to be described later are constructed by using direct
products ol asymmetric bilinear pairing groups. As will be
discussed 1n the following embodiments, DDVS may be con-
structed by other methods, not limited to the direct products
of asymmetric bilinear pairing groups.

<4-2. (1) Extension of Spaces V and V* of 1-Dimensional
Pairing “G,xG,—G 7 to Higher-Dimensional Spaces>

A cyclic group (1-dimensional space) 1s extended to a
higher-dimensional (vector) space. That 1s, as shown 1n For-
mula 74, N-dimensional vector spaces V and V* are con-
structed by direct products of GG, and G.,.

N |Formula 74]

where an element X in the space V 1s represented by an
N-dimensional vector as shown below.

x:(x(}gl: I :xN—lgl)

Likewise, an element y in the space V * 1s represented by an
N-dimensional vector as shown below.

yi=ogo - - - . YN_182)

Note thatx,, y,€F _ for1=0, ..., N-1.

A pairing operation ¢ on the N-dimensional vector spaces
V and V* 1s defined as shown in Formula 75.

-1 |Formula 73]
e(x, v) = ]_[ e(x;g1, yig&2)

i

That 1s, the pairing operation e(x, y) on a vector X:=(X,g,,
X2, Xr12;) of the N-dimensional vector space V and a
vector V:=(V,2-, V18, Y 8,) 0f the N-dimensional vector
space V* 1s defined as the product of pairing operations on
respective elements of the vectors x and y. Then, based on the
above-described condition of nondegenerate bilinear pairing,
the pairing operation e(X, v) can be expressed as shown in
Formula 76.

N-1

e(x, y) = ]_[

1=0

N-1

|Formula 76]
e(x;g1, yig2) = elgi, gz)z X; Vi
i=0

The notation e 1n the pairing operation ¢ 1s used for both
(G, Gy) and (V, VF).

<4-3. (2) Canonical Dual Bases A and A*>

Canonical bases A and A* of the N-dimensional vector

space V and V* will be described.
Formula 77 shows the canonical basis A.

A:=(a, ..., an ) [Formula 77]
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where

an:=(g,,0,...,0),a,:=0,g,,0,...,0),...,a_,:=(0,...,

0, g,).
Here, any element X: (Xog;, - . . , Xa_;Z;) 10 the N-dimen-

sional vector space V can be expressed by a linear combina-
tion of the canomical basis A. That 1s, any element x:=
(X521, - - - » X2, ) 1n the N-dimensional vector space V can
be expressed as shown in Formula 78.

X=XolotX a1+ ... +Xn_ 10Ny [Formula 78]

Formula 79 shows the canonical basis A*. As with the
canonical basis A, any element v:=(v,2,, . . . , Va_2,) 10 the
N-dimensional vector space V* can be expressed by a linear
combination of the canonical basis A*.

Ax=(g*, ... .a%_) [Formula 79]

where

a*.:=(g,, 0, .
0,...,0,g,).

The canonical bases A and A* satisiy the conditions shown
in Formula 80.

.., 0),a*:=0,¢g,, 0,...0), ..

e
.jElN_l

e(a,a*)=u"%ijE{0,.. . ,N-1} [Formula 80]
where
0: Kronecker o0 (1.e., 0, =1 if 1= and 0, =0 1f i=) and u:=e(g,,
2,)=1

That 1s, the canonical bases A and A* are dual orthonormal
bases, and the spaces V and V* are dual vector spaces paired
through the pairing operation e.

The statement that the canonical bases A and A* satisty the
conditions shown 1n Formula 80 will be further explained.

First, the equation e(a,, a*,)=u will be explained. To take an
example, e(a,, a*,) will be computed. Based on a,=(g;.
0,...,0)and a* ,=(g,, 0, ..., 0)as described above, 1t follows
that: e(a,, a*,)=e(g,, g,)xe(0, 0)x, . . ., xe(0, 0). Here, as
described above, the equation e(g,, g,)=u holds. Also, based
on (0, 0)=e(0-g,, 0-g,)=e(g,, g,)°, it follows that: e(0, 0)=1.
Thus, the equation e(a,, a*,)=u holds. The same computa-

tions also hold for other e(a,, a*,), so that the equation e(a,,
a* y=u holds.

Next, the equation e(a;, a*;)=1 (1#)) will be described. To
take an example, e(a,, a*,) will be computed. Based on a,=
(g,,0,...,0)anda*,=(0, g,, 0, ..., 0)as described above, it
follows that: e(a,, a*,)=e(g,, 0)xe(0, g,)xe(0, 0)x, . . ., xe(0,
0). Basedone(g,, 0)=e(g,, 0-g,)=e(g,, g,)’, the equation e(g; ,
0)=1 holds. Likewise, the equation e(0, g,)=1 holds. Also, as
described above, the equation (0, 0)=1 holds. Thus, the equa-
tion e(a;, a*,)=1 holds. The same computations also hold tfor
other e(a,, a*;), so that the equation e(a,, a*,)=1 holds.

Thus, the equations e(a,, a*;)=u and e(a,, a*;)=1 (1=]) hold
over the canonical bases A and A*.

<4-4. (3) Efficient Linear Mapping Using Distortion
Maps>

A linear transformation, called a distortion map, for a gen-
erator X 1n the space V over the canonical basis A will be

described.

A distortion map ¢, ; on the canonical basis A ot the space
V 1s a map shown i Formula 81.

It ¢, (a;)=a; and

k=j, then ¢; (a;)=0. [Formula 81]
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Since Formula 82 holds, the distortion map ¢; ; can achieve
the transformation shown 1n Formula 83.

di;(x) =& j(xoao +x101 + ... + Xy-_1aN-1) [Formula 32]
= ¢; ;(x;a;)
= Xx;pij(a;) = xja

For x :=(xog1, ... . X;&1> .-+ » XN-181) [Formula 83|

i—1

f;bj?j(.?(:) .= (D,

| D, XiE1s 0, cee Oj

That 1s, an element, namely a basis vector 1, in the canonical
basis A of the vector x can be transformed into another ele-
ment, namely a basis vector 1, in the canonical basis A. At this
time, elements other than the basis vector 1 that 1s transformed
all become 0. That 1s, 1n the vector x, the basis vector ;
becomes the basis vector 1 and other elements become 0.

A distortion map ¢*; ; on the canonical basis A* of the
space V* can be represented in the same manner as the dis-
tortion map ¢, ; on the canonical basis A of the space V.

By using the distortion map ¢, ; (¢*; ), any linear transfor-
mation W, expressed as an NxN-matrix shown in Formula 84,
for X&V can be elficiently computed by Formula 83.

(v, )EF ¥ [Formula 84]
N—1,N-1 |Formula 835]
W= > i)
i=0, j=0

<4-5. (4) A Method for Generating Key Pair (B, B*)
Through a Base Change™>

A base change method for changing the canonical bases A
and A* to other bases B and B* will be described. FIG. 9 1s a
diagram for explaining the base change method.

The canonical basis A of the space V 1s changed to another
basis B:=(b,, . . ., b,._;) of the space V. Using a uniformly
chosen linear transformation X shown in Formula 86, the
canonical basis A of the space V 1s changed to another basis B
of the space V as shown 1in Formula 87.

X = (-’-’Cf,j)*i GL(N, F q) [Formula 86]
Wl [Formula 87]
bi = ) %4
=0
i=0,... N-1
where
b= (bo, ... , by-1)

Here, GL stands for general linear. That 1s, GL 1s a general
linear group, a set of square matrices with nonzero determi-
nants, and a group under multiplication.

In the cryptographic processes to be described below, the

basis B 1s used as a public parameter (a public key), and X 1s
used as trapdoor information (a secret key).

By using X, the basis B*:=(b*, ..., b*,, ,)olfthe space V*
can be efficiently computed from the canonical basis A* of
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the space V. The basis B* of the space V* 1s computed by
using X as shown 1n Formula 88.

N-1 |Formula 88]
b = v;pjﬂj- i=0,... ,N-1
=0
where
e N—1
(VIJ)'_(X ) and
B *:=(b*,,...,b*, ).
Here, Formula 89 holds.
e(b,b*)=u 4 ijE{0,. .., N-1} [Formula 89]

where
0: Kronecker 0 (1.€., 0, =1 1 1= and o, ~0 1f 1) and

w=e(g,, g,)=1
That 1s, the bases B and B* are dual orthonormal bases of dual

spaces V and V. This means that even when the canonical
bases A and A* are changed by using X, dual orthonormal
bases are preserved.

In the cryptographic processes to be described below, the
basis B* can be used as a secret key (1n place of X). Although
details will be described later, this makes 1t possible to make
various levels or types of secret keys to meet the requirements

ol secret keys 1n the cryptographic processes to be described
later. That 1s, by configuring X as a top level secret key and
partial information of the basis B* as a lower level secret key,
hierarchical secret keys from the top to lower levels can be
generated.

<4-6. (5) Computationally Intractable Problems Over (V,
B) and (V, B*) for Cryptographic Applications=>

Computationally intractable problems over (V, B) and (V,
B*) suitable for cryptographic applications will be defined
and established. That 1s, the computationally intractable
problems will be described, which form the basis of the
security of the cryptographic processes to be described later.
As described above, the basis B:=(b,, ..., b.._,) 1s a basis of
the space V, and the basis B*=(b*,...,b*,,_,)1sabasisofthe
space V¥,

Non-Patent Literature 21 discusses computational and
decisional problems over (V, B) and investigation results for
the relations among these problems.

The computational vector decomposition problem
(CVDP) and the decisional subspace problem (DSP) dis-
cussed in Non-Patent Literature 21 will be briefly explained.

One of the most natural (computational) problems 1s the
CVDP. The CVDP 1s a higher-dimensional space analogue of
a subgroup decomposition problem.

The (N,, N,) CVDP assumption 1s as follows: “given v
shown i Formula 90, 1t 1s hard to compute u shown in
Formula 917,

Vo= [Formula 90]
(Vﬂbﬂ + ...+ VNz—lez—l) + (VNZbNZ + ...+ VNl_lel_l)
where
&
(Vo, ... VNl—l)"i_Fqu-
iu.= Vﬂbg + ...+ VNZ_leE_l [FDI‘IHU]EI 91]

To explain the above problem simply, given the vector v in
FIG. 4, 1t 1s hard (impossible) to extract, from the vector v,

clement y.b, (or y,b,) of the vector v of the basis B. That 1s,
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it 1s hard (impossible) to decompose the vector v 1nto ele-
ments y,b, and y, b, of the vector v of the basis B.

Even 1f the CVDP assumption 1s true, the CVDP can be
efficiently computed by using the distortion map ¢,
described above, a trapdoor X (the linear transformation X 1n
the base change method described above), and the algorithm
Deco discussed 1n Non-Patent Literature 21. On the other
hand, 11 the CVDP assumption is true and the trapdoor X 1s not
given, the CVDP cannot be efficiently solved. That 1s, by
configuring the linear transformation X 1n the base change
method described above as a top level secret key, the CVDP
cannot be efficiently solved at a lower level where the linear
transformation X 1s unknown.

One of the most natural decisional problems 1s the DSP.
The (N,, N,) DSP assumption 1s as follows: “it 1s hard to
determine v shown 1in Formula 93 {from u shown 1n Formula
927,

u:=vobo+ ... + Vi -1 le—l [FDI‘HIU]H 92]
where
U
Vo, «ot le—l){—[FqNL
| — VNZ sz + ...+ VNl_lel_l [FDI‘HIU]H 93]

To explain the above problem simply, given the vector v 1n
FIG. 4, 1t 1s hard to determine that y b, (ory, b, ) 1s an element
of the vector v.

Based on the above two problems, 1t can be stated that,
given the vector v (=c,b,+ . . . +C»_;bA-,) of the N-dimen-
sional space, i1t 1s impossible to extract element ¢, b, of the
basis vector b, of the vector v, and 1t 1s impossible to deter-
mine that ¢, b, 1s an element of the vector v.

<4-7. (6) PE Scheme for Inner-Product Predicates Using
Key Pair (B, B*)>

The PE scheme for inner-product predicates 1s imple-
mented by applying the dual orthonormal bases (B, B*) to the
computation of the imner-product of two vectors.

Appling the dual orthonormal bases (B, B*) to the compu-
tation of the inner-product of two vectors means computing
Formula 94.

e(x,v* )Zu; v [Formula 94]

where
X:=Xobo+ .. . +X, b, .,
v =y b* P*+ ... +v

b

—> —>
X - v : mner-product of x and v,

Fi—1 “p—12

X =(xq . . ., x, EF g > and
?::(FD ..... v EF g -
The PE scheme for imner-product predicates i1s imple-

mented as described below. A key encapsulation mechanism
scheme will be discussed here, but 1t 1s naturally to be under-
stood that an encryption scheme can likewise be imple-
mented.

A ciphertext ¢ 1s constructed as shown in Formula 95.

c:=0(xobg+ ... +x,_10,_1) + pb, [Formula 93]

where

0, c‘ii[ﬁ‘q, and

,i—1).

x;: attribute vector (/ =0, ...



US 8,559,638 B2

21

A secret key k* 1s constructed as shown in Formula 96.

K* i=o(veby + ...+ v b, )+ D] [Formula 96]
where
o —F . and
v;: predicate vector (i =0, ... ,n—1).
Here, Formula 97 holds.
e(c,k*)=ﬂga(;'?)+p [Formula 97]

That 1s, Formula 98 holds if the inner-product of the attribute
vector X~ and the predicate vector v~ 1s O.

K:=uP [Formula 9%§]

This 1s because of Formula 99, as described above.

e(x, ‘Lr’*) = E(ngg, vgbﬁ)x XE(XN_IE?N_I, VN—lb*N—l) [FD]Z'IIllllEl 99]

— MXDFD-I-. LTEN_ 1V ]

— —
XV

= U

That 1s, a recerving side can obtain common mnformation K
(a session key) from a ciphertext ¢ by setting the attribute
vector X~ and the predicate vector v~ such that the mner-
product of the attribute vector X and the predicate vector v
1s O.

The session key K 1s hidden. That 1s, an adversary who does
not have the secret key k* cannot obtain, from the ciphertext
¢, information on the session key K. This 1s because, accord-
ing to the CVDP assumption described above, the adversary
cannot extract pb, which 1s an element of the ciphertext c.

Not only the session key K but also the attribute vector x™
1s hidden. That 1s, the adversary who does not have the secret
key k* cannot obtain, from the ciphertext ¢, information not
only on the session key K but also on the attribute vector x .
Here, the DSP assumption described above plays a central
role 1n explaining the hiding of attribute vector information
X, since the DSP assumption implies that Formula 100 1s
indistinguishable from Formula 101.

c:=0(xobo+ ...+ Xp_10-1) + pby, [Formula 100]

= 0bo + pby — {bo» by) < (bo» brs .. by
where

E{} — X[}f?{] + ... +X”_1bn_1, and

U
p{—[Fq.
(gﬂb[} + ... +§”_l‘bﬂ—l) +pbn{i<b[}, bla e bn> [FDI‘IIIUIH 101]
where
U
é:D:- =3 é:n—l-,. ph[ﬁ‘q

<5. Dual Distortion Vector Spaces>

Based on the concepts described in the above 4, dual dis-
tortion vector spaces (DDVS) will be described. As described
above, the HPKEM and HPE schemes to be described later
are implemented 1n DDVS.

DDVS (V, V¥ G, A, A*, q) are a tuple of two N-dimen-

sional vector spaces V and V* over F_, a cyclic group G, of
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order g, the canonical basis A:=(a,, . . ., a,._,) ol the space V,
and the canonical basis A*: =(a*,, ..., a*,,_,)olfthespace V*
that satisty the following three conditions: (1) there exist
distortion maps, (2) there exists a nondegenerate bilinear
pairing, and (3) the canonical bases of the two spaces are dual
orthonormal bases.

(1) Dastortion Maps (See the Above 4-4.)

There exist polynomial-time computable distortion maps
(Jpz'z;' and (JP}I{I,_}'

That s, the first condition 1s that endomorphisms ¢, ; ot the
space V and endomorphisms ¢*; ; of the space V* shown in
Formula 102 are polynomial-time computable.

It ¢; (a;)=a; and
k=j, then ¢, .(a;)=0.
If ¢*, (@*)=a*; and

k=j, then ¢, .(a*,)=0. [Formula 102]

(2) Nondegenerate Bilinear Pairing (See the Above 4-1.)
There exists a polynomial-time computable nondegenerate
bilinear pairing e.
That 1s, the second condition 1s that there exists a nonde-
generate bilinear pairing € shown in Formula 103.

e:VuVrsG [Formula 103]

where
G - cyclic group of order q.
That is, if e(sx,ty)=e(X,y)* and
e(x,y)=1 for all yev, then X=0.
(3) Dual Orthonormal Bases (See the Above 4-2.)

The canonical bases A and A* of the spaces V and V* are
dual orthonormal bases.

That 1s, the third condition 1s that the canonical bases A and
A* of the spaces V and V* satisly the condition shown in
Formula 104.

e(a,a ’*}-)ZHEI’J [Formula 104]

for all 1 and j,

where

0: Kronecker 0 (i.e., 0, =1 1f 1= and o, ~0 1f 1=]),
and u=1€@G ’.

By satistying the third condition, 1t can also be stated that
the spaces V and V* are dual spaces paired through the pairing
operation e (see the above 4-2).

LetEndz, (V)bethel -vector space of endomorphisms of
the space V overl . Likewise, letEnd,_ (V*)betheF -vector
space of endomorphisms of the space V* over I _. Then, the
distortion maps ¢, ; (resp. ¢*; ;) form a basis of N*-dimen-
sional F_-vector space Endy, (V) (resp. Endy (V¥)).

A random polynomial-time computable endomorphism of
V/F  (resp. V¥/F ) shown in Formula 106 can be efliciently
sampled by using random coetficients shown in Formula 103.

U2 [Formula 105]
lef,j}j,je{{}, ,N—I}HFQ
NCINoL [Formula 106]
= E Yii®i
i=0, j=0
/ N—IN—1 )
resp.W* .= Vii®i;
X =0, j=0 /

Examples of DDVS will be discussed 1n a subsequent
embodiment.
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<6. An Outline of a Method for Implementing the HPKEM
and HPE Schemes>

Based on the concepts (see the above 4) and DDVS (see the
above 5) described above, a method will be briefly described

by which the above- mentloned cryptographic processing sys-
tem 10 (see the above 3) implements the HPKEM and HPE

schemes.

The cryptographic processing system 10 implements the
HPKEM and HPE schemes 1n DDVS. That 1s, the crypto-
graphic processing system 10 implements the HPKEM and
HPE schemes in high-dimensional dual vector spaces which
are high-dimensional vector spaces having distortion maps,
nondegenerate bilinear pairing, and dual orthonormal bases,
and being paired through the pairing operation e. The pairing
operation ¢ that pairs two spaces (the pairing operation in the
high-dimensional vector spaces) 1s the pairing operation

defined in the above 4-2.

According to the above 4-5, the cryptographic processing
system 10 implements the HPKEM and HPE schemes by
using, as a key pair (a public key and a secret key), the dual
orthonormal bases B and B* generated from the canonical
bases A and A* of the spaces V and V* through a predeter-
mined transformation. According to the above 4-7, the key
generation device 100 of the cryptographic processing sys-
tem 10 uses either one of the dual orthonormal bases B and B*
(hereafter, the basis B) as a master public key, and the other
one of the dual orthonormal bases B and B* (hereafter, the
basis B*) as a master secret key.

That1s, 1n (S101) of FIG. 7, the key generation device 100
generates, as the master public key, information including the
basis B of DDVS which are high-dimensional vector spaces.
Based on a predicate vectorv—, (v ,=(v,, ..., Vv,) (1=, -1)),
the key generation device 100 also generates a vector of the
basis B* as a first level secret key. In (5102) of FIG. 7, based
onx | (X =X, ..., X;) (1=u,-1)), the encryption device
200 generates a ciphertext ¢ by embedding information p for
generating a session key K or embedding a message m 1n the
vector of the basis B that 1s the master public key. In (8103) of
FIG. 7, the decryption device 300 performs the pairing opera-
tion € on the ciphertext ¢ which 1s a vector of the basis B, and
the first level secret key which 1s a vector of the basis B*, and
extracts the session key K or the message m embedded in the
ciphertext ¢. The pairing operation e on the high-dimensional
vectors executed by the decryption device 300 1s the pairing,
operation defined in the above 4-2.

In (S201) of FIG. 8, based on a predicate vector v, _,
vV 1=y oo vy) (5l 7y, - 1)), the key delegation
device 400 generates a vector of the basis B* as an (L+1)-th
level secretkey. In (S202) of FIG. 8, based on attribute vectors
X ptox T, (x0=1 L L) (5%, X)(7 14, - 1)), the
encryption device 200 generates a ciphertext ¢ by embedding
information p for generating a session key K or embedding a
message m 1n the vector of the basis B that 1s the master public
key. In (8203) of FIG. 8, the decryption device 300 performs
the pairing operation ¢ on the ciphertext ¢ which 1s a vector of
the basis B and the (L+1)-th level secret key which 1s a vector
of the basis B*, and extracts the session key K or the message
m embedded 1n the ciphertext c.

Based on the computationally intractable problems
described 1n the above 4-6, the security of this cryptographic
process (the secrecy of the session key K or the message m
and the attribute vectors) 1s secured.

Second Embodiment

In this embodiment, based on the concepts described 1n the
first embodiment, the cryptographic processing system 10
that implements the HPKEM scheme will be described.
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Reterring to FIGS. 10 to 15, functions and operations of the
cryptographic processing system 10 will be described.

FIG. 10 1s a functional block diagram showing the func-
tions of the cryptographic processing system 10 according to
this embodiment. As described above, the cryptographic pro-
cessing system 10 includes the key generation device 100, the
encryption device 200, the decryption device 300, and the key
delegation device 400. It 1s also assumed 1n this embodiment
that the decryption device 300 includes the key delegation
device 400.

FIG. 11 1s a flowchart showing operations of the key gen-
eration device 100. FIG. 12 1s a flowchart showing operations
of the encryption device 200. FIG. 13 1s a flowchart showing
operations of the decryption device 300. FIG. 14 1s a tlow-
chart showing operations of the key delegation device 400.

FIG. 15 1s a conceptual diagram showing a structure of a
basis of dual distortion vector spaces (DDVS).

The functions and operations of the key generation device
100 will be described. The key generation device 100
includes a master key generation unit 110, a master key stor-
age unit 120, a key vector generation unit 130, a key-genera-
tion vector generation unit 140, and a key distribution unit
150.

(S301: Master Key Generation Step)

Using the processing device, the master key generation
unit 110 computes Formula 107 to generate a master public
key pk and a master secret key sk, and stores the generated
keys 1n the master key storage unit 120.

|[Formula 107]

N:i=n+2, (1)

V, VE G AL A% ) e Gans (11, N)

X = (x,)—GLN.F ) 2)
N-1 (3)
bz = Xf}jﬂj
=0
15 := (bo, by-1)
(i) == (XT)" 4)
N-l (9)
b = v;,h,aj-,
=0
5" = (b5, ... by )
k=B, ph:= (I GV, V¥, G,y A, A%q. B ©)

return sk, pk

That 1s: (1) using the processing device, the master key
generation unit 110 generates N(=n+2)-dimensional DDVS
(V,V* G, A, A*, q) with a security parameter 1. G, _is a
DDV generation algorithm that takes as input 1 and N, and
outputs (V, V¥ G, A, A*, q) with the security parameter 1*
and the N-dimensional space V.

(2) Using the processing device, the master key generation
unit 110 randomly selects a linear transformation X 1n order
to generate a basis B from a canonical basis A.

(3) Using the processing device and based on the selected

linear transformation X, the master key generation unit 110
generates the basis B:=(b,, . . . , b,__;) from the basis

A:=(a,, ...,a, )



US 8,559,638 B2

25

(4) Using the processing device, the master key generation
unit 110 generates a linear transformation (X*)™' from the
linear transformation X in order to generate a basis B*:=
(b*,, ..., b* _.)Irom a basis A*:=(a*,, a* _,).

(5) Using the processing device and based on the generated
linear transformation (X*)™', the master key generation unit
110 generates the basis B* from the basis A.

(6) The master key generation unit 110 designates the
generated basis B*as the master secret key sk, and (1%, 1™, V,
V* G A, A*, q, B) including the generated basis B as the
master public key pk. The master key storage unit 120 stores
in a storage device the master public key pk and the master
secret key sk generated by the master key generation unit 110.

It 1s assumed that there are an N (=n+2) number of dimen-
sions 1n the DDVS, where n denotes the number of basis
vectors assigned to represent the hierarchical structure of a
format of hierarchy u . That 1s, 1n addition to the n number of
basis vectors assigned to represent the hierarchical structure,
two basis vectors are provided. The number of basis vectors
may, ol course, be increased further.

As shown 1n FIG. 15, the n number of basis vectors out of
the N (=n+2) number of basis vectors are assigned to repre-
sent the hierarchical structure. The structure of the basis vec-
tors assigned to represent the hierarchical structure i1s the
same as the structure shown 1n FIG. 5. One of the two remain-
ing basis vectors (the n-th basis vector) 1s used for informa-
tion for generating a session key (transmission information
0). The other of the two remaining basis vectors (the (n+1)-th

basis vector) 1s used for randomizing a ciphertext c.

To summarize, 1n (S301), the master key generation unit
110 executes the Setup algorithm shown in Formula 108 to
generate the master public key pk and the master secret key

sk.

Setup(1Y, @ := (1, d; ftys .., pg)): [Formula 103]

N:i=n+2,
Y, VE G, AL A% g) e Guns (1Y, N).

X := () —GL(N, F ).

N—-1
‘b: — Xi jljs B = (‘bﬂ'a , bN—l)
=0
| N—-1
(vij):= (X1, b} = > vijdl,
=0
B* .= (b*a 55;.,."—1)5
sk =",

k= (1N, YV, V¥, G A, A% g, B).

return sk, pk.

(5302: Key Vector k*, , Generation Step)

Using the processing device and based on the master public
key pk, the master secret key sk, and a predicate vector v,
(v ,=(vg, ..., V) (=u,-1)), the key vector generation unit
130 computes Formula 109 to generate a key vector k* | ,
which 1s the first element of a first level (level 1) secret key.

[Formula 109]

(1)

10 U IFH—,u1+l
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-continued
(2)

* . — *
kl,ﬂ _G-l,ﬂ +b?‘1

where
k*, o: first element of the first level secret key, and
v, (1=0, ..., u,—1): predicate vector.

That 1s: (1) using the processing device, the key vector
generation unit 130 generates a random number o,

(2) Using the processing device, the key vector generation
unit 130 generates the key vector k™, , by setting a predeter-
mined value (1 1n this case) as the coellicient of the basis
vector b*  1n the basis B* of the space V**, and also setting
cach element of the predicate vector v, randomized by the
generated random number 0, as the coetlicient of each basis
vector b*, (1=0, . .., u,-1).

(S303: Key-Generation Vector k*, . Generation Step)

Using the processing device and based on the master public
key pk, the master secret key sk, and the predicate vector v,
the key-generation vector generation unit 140 computes For-
mula 110 to generate each key-generation vector k¥,  for
generating a lower level secret key (a lower level key vector).
The key-generation vector k™, 1s the j-th element ot the first
level secret key.

|[Formula 110]

(1)

U —fty+1
(E‘rl:,ula I G-l,ﬂ—l) — [E‘g #l

iy -1 ) (2)
kij-:: LTLJ' Z ij? +bj,

1=0 /

J=w iy +1, ... .n—1

where
k*, 1 J-th element of the first level secret key.

Thatis: (1) using the processing device, the key-generation
vector generation unit 140 generates random numbers o,

=1, ..., 0n=1).

(2) Using the processing device, the key-generation vector
generation unit 140 generates the key-generation vector
k*, ,toreachj(j=u,,...,n-1), by setting a predetermined
value (1 1n this case) as the coelficient of the basis vector b*,
in the basis B* of the space V*, and also setting each element
of the predicate vector v, randomized by the generated
random numbers O, _; as the coetficient of each basis vector
b* (1=0,...,u,-1).

To summarize, 1n (S302) and (5303), using the processing
device, the key vector generation unit 130 and the key-gen-
eration vector generation unit 140 execute the GenKey algo-
rithm shown 1n Formula 111 to generate the first level secret
key (key information k™ ,) including the key vector k*
and the key-generation vectors k*

1, 7

|[Formula 111]

GenKey(pk, sk, vy :=(vg, ... , Vi 1)) :

L _
" D-l,?‘l—l) — E“” ﬂl—i_l

(071,00 O1pays oo -

(1 —1 A

Z v; b

=0 /

s . s
kl,ﬂ .—l'.j-l?{] +bﬂ,
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-continued
r’,ul—l A
ki =0y Z vib |+ b,
\ =0 /
J=u,u+1, ... ,n—1
ky 2= (K1 0o KT s - s Kl pt )
ok
return & .
where
—>

k ,*: first level secret key.

(S304: Key Distribution Step)

The key distribution unit 150 transmits the master public
key generated by the master key generation unit 110 and the
key information k™", generated by the key vector generation
unit 130 and the key-generation vector generation unit 140 to
the decryption device 300 through the commumnication
device. The key distribution unit 150 also transmuits the master
public key to the encryption device 200 through the commu-
nication device. The key information k", is secretly trans-
mitted to the decryption device 300. Any method may be used
to secretly transmit the key information k™", to the decryp-
tion device 300. For example, the key information k™", may
be transmitted using a prior art cryptographic process.

The functions and operations of the encryption device 200
will be described. The encryption device 200 includes a trans-
mission information setting unit 210, a cipher vector genera-
tion unit 220, a data transmaission unit 230, and a session key
generation unit 240.

(S401: Transmission Information Setting Step)

Using the processing device and based on the master public
key pk, the transmission information setting unit 210 com-
putes Formula 112 to generate a transmission information
vector pv.

|Formula 112]

0 b [rd+2,
q
pv = pby,

That1s, using the processing device, the transmission nfor-
mation setting unit 210 generates the transmission mforma-
tion vector pv by setting transmission mformation p (a ran-
dom number in this case) as the coellicient of the basis vector
b, 1n the basis B included 1n the master public key pk.

(5402: Cipher Vector Generation Step)

Using the processing device and based on the master public
key pk and attribute vectors x , tox , (x , (=1, ..., L)
(=(X,, - . ., X;) (1=u,—1))), the cipher vector generation unit
220 computes Formula 113 to generate a cipher vector c,
where L denotes the depth of hierarchy.

|Formula 113]
Frots ooe Fa) CF AL 5 F o1, ()
(01 .o 2 6a, Op) & F 47

i1—1 ) [ n—1 ) (2)
XV:Z(SI[Z ijg +...+§d Z ngi

=0 / \F=H -1 /
where

(-xﬂa--- ) A —1)5"- 3
(X[, ... . %) ::( il ]:attribute vector.
(X#L_l, . .xruL_l)
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-continued
PV 1= 0py1Dpy (3)
Ci=XV+pv+rFy (4)
i1 -1 3 ( n—1 A
=0y Z X0 |+ ...+ 04 Z x; b; +pb” + 0110041
=0 / =l )

That 1s: (1) using the processing device, the cipher vector
generation unit 220 generates random numbers x ~, (1=L+1,
d) and o, (1=1, d, n+1).

(2) Using the processing device, the cipher vector genera-
tion unit 220 generates an attribute information vector xv by
setting each element of the attribute vectors as the coetlicient
of each basis vector b, (1=0, . . ., u,—1) in the basis B included
in the master public key pk, and also setting each random
number as the coellicient of each basis vector b, (1=u,, . . .,
n-1), as described below.

The cipher vector generation unit 220 sets the attribute
vector X, randomized by the random number 0, as the coet-
ficient of each basis vector b, 1=0, . . ., u,—1). The cipher
vector generation unit 220 sets the attribute vectorx™—, (X ,=
(X, - -+, X;) (171,71, ~1)) randomized by the random number
0, as the coetlicient of each basis vector b, (1=n,, ..., u,—1).
Likewise, the cipher vector generation unit 220 sets the
attribute vector x 7, (X =X, . . ., X)) (15U, 7))
randomized by the random number 9, as the coefficient of
cach basis vector b, (=n, ,, ..., u,-1)(k=3, ..., L), and so
on.

Further, the cipher vector generation umit 220 sets arandom
number value computed from the random numbers x . (1I=L+
1,...,d)and o, 1=L+1, . .., d) as the coelficient of each basis
vector b, (1I=u,, ..., n-1).

(3) Using the processing device, the cipher vector genera-
tion unmt 220 generates a random number vector rv by setting
the random number €, _ , as the coellicient of the basis vector
b, ., 1n the basis B included in the master public key pk.

(4) Using the processing device, the cipher vector genera-
tion unit 220 generates the cipher vector ¢ by adding the
generated attribute information vector xv and the generated
random number vector rv to the transmission mnformation

vector pv generated by the transmission information setting
unit 210.

(S403: Data Transmission Step)

The data transmission unit 230 transmits the cipher vector
¢ generated by the cipher vector generation unit 220 to the
decryption device 300 through the communication device.

(S404: Session Key Generation Step)

Using the processing device, the session key generation
umt 240 computes Formula 114 to generate a session key K.

K:=uP [Formula 114]

where
ui=e(g;, g.)=1 o

To summarize, the encryption device 200 executes the Enc
algorithm shown in Formula 115 to generate the cipher vector
¢ and the session key K.

|Formula 113]

Enc(pk,
E:= @13 cee n @L) .= ((-xﬂa T xﬂl—l)j . (xﬂL_lj cee n .xruL_l)))
(Xpils -or 5 Xg) b {Fgﬁﬂ_“le X ... x[ﬁ‘z—ﬂd—l

U md+2
aéda 5?‘14—1){_[5‘{? ,

(0, 61, ...
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-continued

[ n—1 3

Z x;b;

=Hd_| )

+ c‘5-:1‘ + ﬁbn + (Sn—l—lbn—l—l >

Z X0 |+ ...

K :=up.

return (¢, K).

The functions and operations of the decryption device 300
will be described. The decryption device 300 1includes a vec-
tor input unit 310, a key vector storage unit 320, and a pairing
operation unit 330.

(S501: Vector Input Step)
The vector mput unit 310 receives through the communi-

cation device and mputs the cipher vector ¢ transmitted by the
data transmission unit 230 of the encryption device 200.

(S502: Pairing Operation Step)

Using the processing device and based on the master public
key pk and the key vector k*; , which 1s the first element of
the L-th level secret key, the pairing operation unit 330 com-
putes Formula 116 to generate a session key K' (=K).

K':=e(c,k*; o) [Formula 116]

where
c: cipher vector, and
k*; o first element of the L-th level secret key.

That 1s, using the processing device, the pairing operation
unit 330 computes the session key K' by performing the
pairing operation e, which pairs the spaces V and V* included
in the master public key pk, on the cipher vector ¢ input by the
vector mput unit 310 and the key vector k*;  stored in the
storage device by the key vector storage unit 320. When the
key vectork*; 1s provided by the key generation device 100
or the key delegatlon device 400 of a higher level, the key
vector storage unit 320 stores the key vector k*;  in the
storage device.

The capability of the pairing operation to compute the
session key K will be described in detail later.

To summarize, the decryption device 300 executes the Dec

algorithm shown in Formula 117 to generate the session key
K.

Dec(pk,k*

L.0r c):
K':=e(c,k*; o),

return K. [Formula 117]

The functions and operations of the key delegation device
400 will be described. The key delegation device 400 includes
a key vector acquisition unit 410, a key vector generation unit
420, a key-generation vector generation unit 430, and a key
distribution unit 440.

(5601: Key Vector k*; , Acquisition Step)

The key vector acquisition umt 410 acquires, through the
communication device, the L-th level secret key (key infor-
mationk ) including the key vector k* 7. o Which 1s the first
clement of the L-th level secret key and the key-generation
vectorsk®;  whicharethej-th(j=p,,...,n-1)elements ofthe
L-th level secret key. That 1s, the key vector acquisition unit
410 acquires, through the communication device, the key
information k", including the key vector k*, 1. o and the
key-generation vectors k™,  provided by the key generation
device 100, or the key information k + 1including the key
vectork®; andthekey-generation vectorsk*;  provided by
the higher level key delegation device 400.
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(5602: Key Vector k*; ,, , Generation Step)

Using the processing device and based on the master public
key pk, the key information k",, and a predicate vector
V e (Vi (Ve - V) 51y, 71y, - 1), the key vector
generation unit 420 computes Formula 118 to generate a key

vector K*; ;o which 1s the first element of an (L.+1)-th level
secret key.

|Formula 118]
TLi10 Y [E‘ﬂ HLyL+] (1)
(1411 ) (2)
kpi1,0 :=kpo+ 010 Z VikE, s
\ PSR /
where

k*; .1 .0: first element of the (L+1)-th level secret key,
k*; o first element of L-th level secret key,

k*, ;- 1-th element of the L-th level secret key, and

v, (1=U,, ..., U, ,—1): predicate vector L+1.

That 1s: (1) using the processing device, the key vector
generation unit 420 generates a random number 0, .

(2) Using the processing device, the key vector generation
unit 420 generates the key vectork™;  , by adding, to the key
vector kK*, ,, vectorsv,(1...,1;,...,U;,,—1)1nwhich each
clement of the predicate vector v, _, randomized by the
random number o, , 1s set as the coetficient of each key-
generation vector K*, (1=, . .., 1y, —1).

(S5603: Key-Generation Vector k*; | - Generation Step)

Using the processing device and based on the master public
key pk, the key information k™ ,, and the predicate vector
v ;.i, the key-generation vector generation unit 430 com-
putes Formula 119 to generate each key-generation vector
k*; .1, 071z,,, .. ., n-1) for generating a lower level key (a
lower level key vector). The key-generation vector k*; , - 1s
the 1-th element of the (L+1)-th level secret key.

[Formula 119]

U e e
Ot pet) < FP7HLT ()

(T Lty o -

(2)

(1411 )

oY
Z Viky,

\ =HY /

# R _
kL+l,j = kL,j + 041,

f=pre1, ppr +1, ... ,n—1

where

k*; .1, ;- ]-th element of the (L+1)-th level secret key,
k*; ;: ]-th element of the L-th level secret key, and
v, 1=,, . .., U, ,—1): predicate information.

That1s: (1) using the processing device, the key-generation
vector generation unit 430 generates random numbers o, ,
0= Wpsys - - -5 0=1),

(2) Using the processing device, the key-generation vector
generation unit 430 generates the key-generation vector
k*; .1, ; for generating a lower level key vector of the key
vectork*, | o, foreachj(=y,,,,...,n-1), by adding, to the
key-generation vector k*; ., vectors in which each element of
the predicate vector v, _, randomized by the random num-
bers 0;,, ; 1s set as the coetlicient of each key-generation
vector K*, , (17U, . .., Uz —1).

To summarize, 1 (S602) and (5603), using the processing,
device, the key vector generation unit 420 and the key-gen-
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eration vector generation unit 430 execute the Delegate, algo-
rithm shown 1n Formula 120 to generate the (L+1)-th level
secret key (key informationk ™", . ,) including the key vector

k*; .1, o and the key-generation vectors kK*; ;.

|Formula 120]

DelegareL(pk, kL=VL+1 = Vg s ovr o Vg — 1)):

U o
, O palny) < B HL+1 ]

(OL41,0> Tral g (> - -

(i 411 )
# . # . ok
Kpii,ji=Kpj+ 0L, Z VikLj s
\ =HL /
.)f: 05 Mr+1s M+l + la can o AL ]-a
ok
. * * *
kL+1 " (kL+1,D=~ kL+1,,uL+l ot kL+l,n—l)'

return k7, ;.

where
k*,_.: (L+1)-th level secret key.

That is, in the key information k", ., shown in Formula
120, the top (first) element k*,  1s the key vector k*, , 1o
be used as a decryption key L+1. In the key information
k™" ,., shown in Formula 120, the second and subsequent

clements are tags for key delegation.
(5604: Key Distribution Step)

The key distribution unit 440 transmits the key information
k", ., generated by the key vector generation unit 420 and
the key-generation vector generation unit 430 to the decryp-
tion device 300 of a lower level through the communication
device. The key informationk ™", _ , is secretly transmitted to
the decryption device 300. Any method may be used to
secretly transmit the key information k™, _; to the decryp-
tion device 300. For example, the key information k7, _,
may be transmitted using a prior art cryptographic process.

FIG. 16 1s a diagram for explaining the pairing operation in
(S502).

Referring to FIG. 16, 1t will be explained that 1n (S502) the
pairing operation unit 330 can extract the session key K (=K")
by the pairing operation shown in Formula 116. In FIG. 16,
the indices of the random numbers ¢ and 6 are omuitted for
simplicity.

As described above, 1in an L-th level ciphertext c, the ran-
domized attribute vector 1s set as the coellicient of each basis
vector b, (1=0, . . ., u,;-1). In the ciphertext ¢, the random
number X 1s set as the coetlicient of each basis vector b,
(1=u,, ..., n—1). In the ciphertext c, p 1s set as the coetlicient
of the basis vector b_. Further, 1n the ciphertext ¢, the random
number 0 1s set as the coetficient of the basis vector b, _ ;.

On the other hand, 1n an L-th level key vector k*; , the
randomized predicate vector 1s set as the coelficient of each
basis vector b*; 1=0, . . ., u;-1). In the key vector k*; , the
coelficient of the each basis vector b*, (1=11,, .. ., n—1) 1s not
set. That 1s, 0 1s set as the coefficient. In the key vector k*;
1 1s set as the coeldlicient of the basis vector b* . Further, 1n the
key vectork*; , 0 1s set as the coetlicient of the basis vector

b

Fi+1"

When the pairing operation shown 1n Formula 116 1s per-
formed, the inner-product becomes 0 between each basis
vector b*, (1=1,, . . ., n-1, n+1) in which O 1s set as the
coefficient 1n the key vector k*; , and each corresponding
basis vector b, (1=u,, . . ., n-1, n+1) 1n the ciphertext c.

The mner-product also becomes 0 between each basis vec-
torb, (1=0, . .., u,—1) 1 which the attribute vector is set as the
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coellicient 1n the ciphertext ¢ and each basis vector b*, (1=
0, ..., u,~1)1n which the predicate vector 1s set as the
coefficient in the key vector k¥, . This 1s because the
attribute vector and the predicate vector are set such that their
inner-product becomes O.

Thus, as aresult of the pairing operation shown in Formula
116, only e(pb , b* )remains as a pair whose inner-product is
not 0. Hence, the equation e(pb,, b* )=uP=K holds, so that the
session key K can be computed by computing the pairing
operation shown 1n Formula 116.

FIG. 17 1s a diagram for explaining that the session key K
cannot be computed by a lower level key.

Referring to FIG. 17, 1t will be explained that in (5502) the
pairing operation unit 330 cannot extract the session key K by
performing the pairing operation shown 1n Formula 116 on
the ciphertext ¢ encrypted based on a higher level attribute
vector and a lower level key vector k*;, . In FIG. 17, the
indices of the random numbers o and 6 are omitted for sim-
plicity. In the explanation of FIG. 17, 1t 1s assumed that Lx
(=L,)<Lv (=L,).

In an L _-th level ciphertext c, the randomized attribute
vector 15 set as the coelficient of each basis vector b, (1=
0,...,u, —1). Inthe ciphertext c, the random number X 1s
set as the coefficient of each basis vector b, 1=, . . ., n-1).
In the ciphertext ¢, p 1s set as the coelficient of the basis vector
b, . Further, 1n the ciphertext ¢, the random number 0 1s set as
the coellicient of the basis vector b, ;.

On the other hand, in an L -th level key vector k*; |, the
randomized predicate vector 1s set as the coelficient of each
basis vectorb*, 1=0, .. ., u,; ~1). Inthe key vectork*, | , the
coellicient of each basis vector b*, 1=y, ., ..., n—1) 1s not set.
That 1s, O 1s set as the coetlicient. In the key vector k*, |, , 1
1s set as the coetficient of the basis vector b* . Further, 1n the
key vectork™;,, , 01s set as the coetficient of the basis vector

b

-

Fi+1"

When the pairing operation shown 1n Formula 116 1s per-
formed, the mner-product becomes O between each basis
vector b*. (1=u,,, . . ., n—1, n+1) 1 which O 1s set as the
coefficient in the key vector k*; , and each corresponding
basis vector b, (1=1,., . . ., n—1, n+1) 1n the ciphertext c.

The mner-product also becomes 0 between each basis vec-
tor h 1=0, . .., u, —1)1n which the attribute vector 1s set as the
coellicient 1n the ciphertext ¢ and each basis vector b*, (1=
0,...,u,—1)m which the predicate vector 1s set as the
coefficient in the key vector k*; .

However, the mner-product does not become 0 between
each basis vector b, 1=, ., . . ., U, —1) 1n which the random
number 1s set as the coelficient 1n the ciphertext ¢ and each
basis vector b*, (1=, ., . . ., uLv=1) 1n which the predicate
vector 1s set as the coetlicient in the key vector k™, .

Thus, values other than e(pb,, b* ) remain, so that the
session key K cannot be computed.

FIG. 18 1s a diagram for explaining that the session key K
can be computed by a higher level key.

Referring to FIG. 18, 1t will be explained that in (5502) the
pairing operation unit 330 can extract the session key K by
performing the pairing operation shown 1 Formula 116 on
the ciphertext ¢ encrypted based on a lower level attribute
vector and a higher level key vector k*;, . In FIG. 18, the
indices of the random numbers o and 6 are omitted for sim-
plicity. In the explanation of FIG. 20, 1t 1s assumed that Lx
(=L,)>Lv (=L.).

The coelficients of basis vectors 1n the ciphertext ¢ and the
key vector k*;,, , are setin the same manner as in F1G. 17. As
stated above, however, note that Lx (=L, )>Lv (=L,).

When the pairing operation shown 1n Formula 116 1s per-
formed, the mner-product becomes O between each basis
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vector b*, (1=u,., ..., n—1, n+1) in which O 1s set as the
coetticient in the key vector k*; , and each corresponding
basis vector b, (1I=u, , .. ., n—1, n+1) in the ciphertext c.

The mner-product also becomes 0 between each basis vec-
tor b, 1=0, . . . , in which the attribute vector 1s set as the
coellicient 1n the ciphertext ¢ and each basis vector b*, (1=
0, ..., 1 ~1)1n which the predicate vector 1s set as the
coefficient 1n the key vector k*; .

Thus, as aresult of the pairing operation shown 1n Formula
116,onlye(pb ,b* )remains as a pair whose inner-product 1s
not 0. Hence, the equation e(pb, , b* )=u"=K holds, so that the
session key K can be computed by computing the pairing
operation shown in Formula 116.

As 1s obvious from the above explanation, the reason for
setting a randomized random number as the coetlicient of
each basis vector b, 1=, . .., 1, ,-1) g=L+1,...,d) n (2)
of (S402) above 1s to ensure superiority over a lower level key
vector. That 1s, it 1s to ensure that the cipher vector ¢ can be
decrypted by the key vectork™; ,, butcannotbe decrypted by
a key vector ot a lower level than the key vector k*; .

As has been described, the cryptographic processing sys-
tem 10 according to this embodiment can implement the
HPKEM scheme based on the concepts described 1n the first
embodiment.

In the above description, the key generation device 100
generates first level secret keys. That 1s, the key generation
device 100 generates k™, 1 (S302)andk*, (g=w,,...,n-1)
in (S303).

However, the key generation device 100 may generate L-th
level (L=2)keys in place of the first level keys. That 1s, the key
generation device 100 may generate k™, ,1n(S302) andk*;
=L, . . ., n=1) 10 (S303).

That1s, 11 (S302), using the processing device and based on
the master public key pk, the master secret key sk, and the
predicate vectors (v, ...,v ;)showninFormula 121, the
key vector generation unit 130 may compute Formula 122 to

generate the key vector k*; , which 1s the first element of the
L-th level (level L) secret key.

|[Formula 121]
(1_’;15 5?L):: ((Vﬂa avﬂl—l)!' ’(VruL—l’ aVJuL—l))'
|Formula 122]
(0o, Or1-1) ol IF;*(”_“L“) (1)
jy -1 ) ( iyl ) (2)
ki,ﬂ' =00 Z ij? + ...+ 01 Z VELI?? -I-b:;
=0 / =R /

Using the processing device and based on the master public
key pk, the master secret key sk, and the predicate vectors
(v7,,...,Vv ;)shown in Formula 121, the key-generation
vector generation unit 140 may compute Formula 123 to
generate each key-generation vector k*;  for generating a
lower level secret key.

|Formula 123]
U m Lin—juy +1 (1)
(T Ly ,00 oo+ > OLpy -1 s OLn-1,0> «++ » OLn-1,L-1) < ]Fq(” )
(11 —1 ) iy —1 3 (2)
k};i =0, i1 Z ij? +"'+G-L,J.,L—l Z ij? +bj
\ =0 / i=Hol )
.)’ — IuLa Fl — 1

To summarize, i (S302) and (S303), using the processing,
device, the key vector generation unit 130 and the key-gen-
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eration vector generation unit 140 may execute the GenKey
algorithm shown 1n Formula 124 to generate the L-th level
secret key (key information k", ) including the key vector
k*; o and the key-generation vectors k*; .

|Formula 124]

GenKev(pk, sk,

-,
(T’;la o0 VL) .= ((Vﬂa et Vﬂl—l):' et (VJUL—I" et VJLEL—I))):
(U-Lﬂa--- aU-L,L—laG-L,,LzL,Da--- ’G-LsﬂLsL—l"" .
U 7 Lv—jap +1)
OLn-1,05 +++ > TLn-1,1-1) < :
py -1 ) ( pp—1 )
* . # # *
kL,,D'_G-L,U Z ijj + ...+ 01 Z ijj +E‘J”,
=0 / =R )
py -l ) (11 )
S * # *
k,[ﬁj-—ﬂ-L,j,l Z Vf‘bi + ...+ 0 11 Z Vf‘bi +bj,
=0 / \=Hy )
for j=u;, ... ,n—1,
ok
. # * *
kyp o= (ki 00 kipy s oor > Kipet )
—ik
return ;.

In the following description, 1t will also be assumed that the
key generation device 100 generates the first level secret keys
by the GenKey algorithm. However, 1n the following descrip-
tion, the key generation device 100 may generate the L-th
level secret keys.

The cryptographic processing system 10 according to this
embodiment may be modified so as to implement an HPE
scheme, as described below.

FIG. 19 1s a functional block diagram showing functions of
the cryptographic processing system 10 that implements the

HPE scheme. The key generation device 100 and the key
delegation device 400 of the cryptographic processing system
10 shown 1n FIG. 19 are the same as the key generation device
100 and the key delegation device 400 of the cryptographic
processing system 10 shown in FIG. 10. The encryption
device 200 of the cryptographic processing system 10 shown
in FI1G. 19 does not include the session key generation unit
240 included in the encryption device 200 of the crypto-
graphic processing system 10 shown in FI1G. 10. The decryp-
tion device 300 of the cryptographic processing system 10
shown 1n FIG. 19 includes a discrete logarithm computation
unit 340, 1n addition to the functions included 1n the decryp-
tion device 300 of the cryptographic processing system 10
shown 1 FIG. 10.

FIG. 20 1s a flowchart showing operations of the encryption
device 200 shown 1n FIG. 19. FIG. 21 1s a flowchart showing
operations of the decryption device 300 shown 1n FIG. 19.
Operations of the key generation device 100 and the key
delegation device 400 are the same as those of the key gen-
eration device 100 and the key delegation device 400 of the
cryptographic processing system 10 shown 1n FIG. 10, so that
their description will be omatted.

In (S701), using the processing device, the transmission
information setting unit 210 of the encryption device 200
generates a message vector mv by setting a message m as the
coetficient of the basis vector b_, 1n place of the transmission
information p of (S401). In (8702), the cipher vector genera-
tion unit 220 generates an attribute information vector xv and
a random number vector rv, as 1n (S402). Then, using the
processing device, the cipher vector generation unit 220 gen-
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erates a cipher vector ¢ by adding the generated attribute
information vector xv and the generated random number
vector rv to the message vector mv. In (58703), the data trans-
mission unit 230 transmaits the generated cipher vector ¢ to the
decryption device 300 through the communication device, as
in (S402).

In (S801), the vector mput unit 310 of the decryption
device 300 recerves through the commumnication device and
inputs the cipher vector ¢, as 1 (S501). In (S802), using the
processing device, the pairing operation unit 330 performs
the pairing operation ¢, which pairs the spaces V and V*
included 1n the master public key pk, on the cipher vector ¢
and the key vector k*; , as in (S502). Then, the key vector
storage unit 320 obtains information 1 (=u™) concerning the
message m. In (S803), the discrete logarithm computation
unit 340 solves a discrete logarithm problem to base u on 1 to
compute the message m. That 1s, the discrete logarithm com-
putation unit 340 computes Formula 125.

m'=D log(f) [Formula 123]

where

fi—e(c.k*, o).

g.=e(b,,,k*; ), and

Dlog_ (v) denotes solving a discrete logarithm problem to
base x on .

The message m to be input here shall be a value smaller
than a predetermined small integer T such that O=m-<t. This 15
because, as described above, the decryption device 300 needs
to solve the discrete logarithm problem in computing the
message m. That 1s, 1f the message m can be set freely, the
decryption device 300 will require a large amount of time to
compute the message m. Accordingly, by limiting the mes-
sage m to values smaller than the predetermined small integer
T, the message m can be computed 1n a short period of time
even when all possible values that the message m can take are
searched and ivestigated.

It 1s generally known that various applications are possible
even when the message m 1s limited to small values 1n this
way.

In the example described above, the message m 1s set only
in one basis vector b, . Based on the above description, how-
ever, the message m can readily be set 1n a plurality of basis
vectors.

In the HPKEM and HPE schemes described above, distor-
tion maps which have been described as one of the conditions
of DDVS are not used. Distortion maps are used not in the
algorithms for implementing the cryptographic processes,
but for proving the security of the cryptographic processes.
Thus, the HPKEM and HPFE schemes described above can be
established 1n a space without distortion maps. That 1s, 1t 1s
not essential that there exist distortion maps in a space for
implementing the HPKEM and HPE schemes described
above.

Third Embodiment

In this embodiment, security of the HPKEM scheme
described 1n the second embodiment will be described.

In this embodiment, a correctness property of an HPKEM
scheme will be described first. It will then be described that
the HPKEM described 1n the second embodiment satisfies
this correctness property. Then, “attribute hiding security™ in
the HPKEM scheme will be described. Then, as a criterion of
safety, a property of adaptively attribute-hiding against cho-
sen-plaintext attacks (CPA) will be defined. The HPKEM
scheme described 1n the second embodiment 1s adaptively
attribute-hiding against CPA.
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<Correctness Property of an HPKEM Scheme>

An HPKEM scheme is required to satisty a condition
shown 1n Formula 126.

(Sk,pk)iSetup(ll), |Formula 126]
sk, — N iDerfvELv (pk, Sk(?l, ,?LV))
(vl,... ,FLV)
(c, K)iEnc(pk, (;1, e ;LX)),
K’ = Dec(pk, Sk(?l’ ??Lv), C)
If fo o (x1s... ,xr.)=1,then K’ = K.
f(‘“’h “Lv)(m ILX) fen
If o o (X[ . x 1, then K’ # K
f(‘“’h ‘“’Lv)(XI XLX)¢ then ”

except for negligible probability.

<Correctness Property of the HPKEM Scheme Described
in the Second Embodiment>

It will be described that the HPKEM scheme described in

the second embodiment satisfies the above-described correct-
ness property.

In the following description, a notation shown in Formula
127 will be used.

=1 |[Formula 127]

V;i= Z v; b7 for j= 1
I':,[IJ;_I

First, 1t will be described that Lemxma 1 shown below holds.
(Lemma 1)

Let L be 1=L=d. An L-th level secret key shown in Formula
128 1s given by a linear combination with coelficients
¢z ., ; €F  of equations shown in Formula 129.

(K* L 0K Ly -+ o K5 m1) [Formula 128]

L [Formula 129]

(Explanation for Showing that Lemma 1 Holds)

Induction on L will be used for explaining that Lemma 1
holds.

For =1, Formula 130 holds. Hence, Lemma 1 holds.

P — $ P
k 1.0~ 910V 1+,
b — # s

1,7=O; V10 %,

i=y, ..., n-1 [Formula 130]

It 1s assumed that Lemma 1 holds in the case of .-1. That
1s, Formula 131 holds.
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-1 |Formula 131]
ki-10 = Z PL-1,0,jV; + by,
J=1
i1
* # *
ki1 = Z Pr-1,i,jV; + 0,
J=1
f:,u,L_l, ,H—l
Then, Formula 132 holds.
|Formula 132]
4 ,[.EL—I A
Kio=Ki-10+0L0 Z ViK1 1,
JU=HE - /
( py -1 "w
L1 L (11 3
= > @010V, +b, + 00 E Vi Z%—l:ﬁj"‘bf
.:1 .:
! = Y @
L1 ( ,LEL—I A 4 ![.EL—I A
= E ©r—1,0,; TOLo Z ViPr—1,,; Vj- + 010 Z vib; |+ b,
=1 \ =R / =R /

L1

= Z LoV +PLoLvy + by
j=1

where
py—1

©r,0,j =¥L-1,0,; T OL0 Z Vigr 1 j» and
=R

©roL = ULo-

This shows that Formula 129 holds for k*; . Similar
arguments show that Formula 129 holds fork®, , (1=, . . .,

n-1).
(Lemma 2)

The HPKEM scheme described 1n the second embodiment
satisiies the above-described correctness property.

(Explanation for Showing that Lemma 2 Holds)

Let ¢ be an encapsulated session key corresponding to an
attribute vector X~ , _shown in Formula 133. By the orthonor-
mality of bases B and B*, 1.e., Formula 134 and Lemma 1, a
decapsulated session key K' 1s expressed as shown in Formula

135.

|Formula 133]

— —»
(Xl,. cee s XLI)

e(b;, b}) = LOind |Formula 134]

|Formula 135]

: ii—1
=1 Lv,ﬂ,jﬁj{z' / B Ij";?j']+p

Izﬂj 1

Ly - -5
_ ijzlevﬂJﬁ (X v e

for the L,-th level key &7 .

Hence, Formula 136 holds.

|Formula 136]

If f(?l’. R )(21,... Xy ) =1,

. ,FLV

then K'=K.
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Here, 1f Formula 137 holds, then Formula 138 holds.

Jon P (ST X 1,)=0 [Formula 137]
X v =0 [Formula 138]

for some j such that 1<j<L. . except for negligible probability.
This 1s because, 1n Formula 135, Formula 139 1s uniformly
random in F_ and K' 1s uniformly random in Gy.

q)LV,DJE’j(; j.?j) [Formula 139]

If Formula 140 holds, there exists 1 as shown 1n Formula
141 by definition.

_
vy, ..

where
L=l,.

V(X X )=0 [Formula 140]

—
o L

=0 [Formula 141]

—
X ;

where
1gy=L,.

Thus, only the case that L _>L_1s considered. ITf L. >L _, the
vector (not attribute) used 1mn ¢ shown 1 Formula 142 1s
uniformly random.

—

X 1y [Formula 142]

In addition, a predicate shown 1n Formula 143 1s nonzero.

—

Vi, [Formula 143]

Hence, Formula 144 holds except for negligible probability.

—  —>

X1y V=Y [Formula 144]

<Attribute-Hiding Security>

Attribute-hiding security for an HPKEM scheme means
that an attribute vector used to generate a ciphertext (a cipher
vector) remains concealed. That 1s, in an HPKEM scheme
with attribute-hiding security, even 1f an adversary A obtains
the ciphertext, the attribute vector used to generate the cipher-
text cannot be known, as well as information concerning the
transmission information p (session key K).

The precise definition of attribute-hiding security for a
predicate key encapsulation mechanism scheme 1s discussed
in Non-Patent Literature 19. Non-Patent Literature 19 does
not take into account the notion of “hierarchical”. Thus, 1n
order to take into account the notion of “hierarchical”, 1.e., a
key delegation process, the definition of attribute-hiding
security for the predicate key encapsulation mechanism
scheme discussed 1n Non-Patent Literature 19 will be gener-
alized to cover an HPKEM scheme by dealing with two cases
(1) and (2) shown 1n Formula 145. In the following descrip-
tion, a bit t will be used for switching between the two cases.

[Formula 145]

(1)
For all k,

/o <k>(?(“))=ﬁ<fc>(?“>)=o.
(2)

For k 1n some nonempty set T,

Fro(x O)=fre(x D)=1.

For K&£T,

— —
Fr®(x O)=f70(XV)=0, and m©@=m®.

<Definition of Adaptively Attribute-Hiding Against CPA>

An HPKEM scheme for hierarchical predicates F over
hierarchical attributes X 1s adaptively attribute-hiding against
CPA 1f for all probabilistic polynomial-time adversaries A,
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the advantage of A 1n the following experiment (adaptively
attribute-hiding game against CPA) 1s negligible 1n a security
parameter.

(Experiment: Adaptively Attribute-Hiding Game Against
CPA)

1. The Setup algorithm 1s run to generate a master public

key pk and a master secret key sk. The master public key pk 1s
given to an adversary A.

2. The adversary A may adaptively request keys corre-
sponding to vectors shown 1n Formula 146.

—(k) —ik)

L)

( |Formula 146]
k=1, ...

In response to this request, the adversary A 1s given corre-
sponding keys shown 1n Formula 147.

|Formula 147]

e YL
1 7 (k) V

Sk[?m (k)
V

R : Lk
] — Derweﬁ (pk, Sk(v(l ),

3. The adversary A outputs Formula 149, subject to restric-
tions shown in Formula 148.

If 7 =0, for all &, [Formula 148]
(0) (0)
fotr S (¥1 e XL, )=
(‘h‘l . e ?FLV)
(k) Sk | (1) (1)
f(Vl N ma o VLV)(XI N ma o XLX) =0
If t=1, there exists a nonempty set T<{1, ... v},
For any k&T,
—,(0) _(0) (k) ENTSRYANGY (1)

ftﬁ(k) T}}(k))(.xl n e om XLX) — f(vl n maom VLV)(XI n maa o XLX) — 1,

e 5

and

?{:(D):)_{:(l) for all i such that L, ¥ <i<[ = 1)
For any k€T,

—(0) —(0) (k) —lk) y (1) —(1)
ftﬁ(lk), Eﬁ&)(xl n e om XLX) — f(vl n maom VLV)(XI n maa o XLX) — 0
[Formula 149]
—(0) —(0) —(1) —(1)
.xl y s ,XL({]) . J:l y e ,XL(I) . T
X X

4. A random bit 0 1s chosen, and Formula 150 1s computed.

|Formula 150]

R (0 —(H
(cg, Kg) « Enc(pk, (x(l ), cee xi(j?)))
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Then, a key K' 1s randomly chosen from a space of associ-
ated session keys, as shown 1n Formula 151.

If 7=0, A is then given the following:
1f 0=0, (cy, Kop),

if 0=1, (c,K).

If T1, A isthen given the following:
it 0=0, (¢, K,),

1t 6=1, (¢}, Ky). [Formula 151]

5. The adversary A may continue to request keys for vectors
shown in Formula 152, subject to the restrictions given above.

|Formula 152]

(_}(k)

_,(k))
Vi 5 -

’ vL‘i})

k=vi+1,... ,v, < IV < 4

6. The adversary A outputs a bit @', and succeeds 11 0'=0.
The advantage of the adversary A 1s defined as shown 1n
Formula 153.

Adv A HPEEMCEAGN . — | Pr{0'=0]- 15|

The HPKEM scheme described in the second embodiment
1s adaptively attribute-hiding against CPA.

[Formula 153]

Fourth Embodiment

In this embodiment, a high security HPE scheme adapted
from the HPKEM scheme described in the second embodi-
ment will be described. The high security here means adap-
tively attribute-hiding against chosen ciphertext attacks
(CCA), which will be described 1n a subsequent embodiment.

First, the following four concepts will be described for
implementing an HPE scheme that 1s adaptively attribute-
hiding against CCA: (1) secure message authentication, (2)
secure encapsulation scheme, (3) secure symmetric key
encryption, and (4) secure key derivation function. As will be
described below, the concepts of (1) to (4) are discussed 1n
prior art literature. Thus, they will be brietly described.

Then, using the above four concepts, the cryptographic
processing system 10 for implementing the HPE scheme that
1s adaptively attribute-hiding against CCA will be described.

<(1) Secure Message Authentication>

Let (Mac, Vrly) be a message authentication code secure
against one-time chosen-message attacks. The definition of
the message authentication code secure against one-time cho-
sen-message attacks 1s discussed in Non-Patent Literature 7.

(Mac, Vriy) are a pair of processes, each of which operates
as described below.

Mac 1s a process that encrypts data and generates authen-
tication information. Mac,, (X) encrypts data x by akey. That
1s, when y=Mac,_,(X), data y 1s data (authentication informa-
tion) generated by encrypting the data x by the key.

Vriy 1s a process that verifies the authentication informa-
tion generated by Mac. When y=Mac,, (x), Vriy, (X', ¥')
returns 1 1f x=x', y=y', and key=key', and returns 0 1f any one
of x=x', y=vy', and key=key' does not hold.

<(2) Secure Encapsulation Scheme>

Let (Setup_, ., S_ ., R_ ) be a secure encapsulation
scheme. First verification information com, second verifica-
tion information dec, and third verification information r will
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be used together with (Setup,_, ., S_ ., R_ ). The definition of
the secure encapsulation scheme 1s discussed 1n Non-Patent
Literature 7.

(Setup_, ., S_ ., R_ ) area set of processes, each of which
operates as described below.

Setup,, . takes as input a security parameter 1*, and ran-
domly selects and outputs a string pub.

S, takes as input 1* and the string pub, and randomly
selects and outputs first verification information com, second
verification information dec, and third verification informa-
tion r<{0, 11~

R_, . takes as input the string pub, the first verification
information com, and the second verification information
dec, and outputs third verification information r&{o0,
1V*U{L}. R, outputs third verification information r&{0,
1}*ifthe input is the string pub output by Setup_, _and the first
verification information com and second verification infor-
mation dec outputby S_  _based onthispub. R, outputs third
verification information r&{ 1 } if the input is any other infor-
mation.

<(3) Secure Symmetric Key Encryption>

Let (SE, SD) be a secure symmetric key encryption
scheme. The defimition of the secure symmetric key encryp-
tion scheme 1s discussed 1n Non-Patent Literature 1.

(SE, SD) are a pair of processes, each of which operates as

described below.
SE 1s an encryption process using a symmetric key. SE,
(X) encrypts data x by the symmetric key. When y=SE,_ (X)),
data y 1s data generated by encrypting the data x by the
symmetric key.

SD 1s a decryption process using the symmetric key. SD,
(v) decrypts the data y by the symmetric key. That 1s, when
y=SE;..(X), x=SD,_ (y) holds.

<(4) Secure Key Derivation Function>

Let KDF be a secure key dertvation function. The definition
of the secure key dertvation function 1s discussed 1 Non-
Patent Literature 1.

KDF(x) 1s a process that generates a key based on data x.
When key=KDF(x), the key 1s generated based on the data x.

<HPE Scheme that 1s Adaptively Attribute-Hiding Against
CCA>

Referring to FIGS. 22 to 25, 11, and 14, functions and
operations of the cryptographic processing system 10 will be
described.

FIG. 22 1s a functional block diagram showing the func-
tions of the cryptographic processing system 10 according to
this embodiment. The cryptographic processing system 10
includes the key generation device 100, the encryption device
200, the decryption device 300, and the key delegation device
400, as with the cryptographic processing system 10 accord-
ing to the second embodiment. It 1s also assumed 1n this
embodiment that the decryption device 300 includes the key
delegation device 400.

FI1G. 23 1s a flowchart showing operations of the encryption
device 200. FIG. 24 1s a tlowchart showing operations of the
decryption device 300. Flows of operations of the key gen-
eration device 100 and the key delegation device 400 are the
same as those of the key generation device 100 and the key
delegation device 400 according to the second embodiment.
Thus, the operations of the key generation device 100 will be
described with reference to FIG. 11. The operations of the key
delegation device 400 will be described with reference to
FIG. 14.

FIG. 25 1s a conceptual diagram showing a structure of a
basis of DDVS. The functions and operations of the key
generation device 100 will be described. The configuration of

the functions of the key generation device 100 1s the same as
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that of the key generation device 100 according to the second
embodiment shown in FI1G. 10. The flow of the operations of
the key generation device 100 1s the same as that of the key
generation device 100 according to the second embodiment
shown 1n FIG. 11. Thus, the functions and operations of the
key generation device 100 will be described with reference to
FIG. 11.

(S301: Master Key Generation Step)

Using the processing device, the master key generation
unit 110 computes Formula 154 to generate a master public
key pk and a master secret key sk, and stores the generated
keys in the master key storage unit 120.

|Formula 154]

N:=n+4 (1)

OV, V5 G A A%, @) & Gans(1 N)

X = (x)) = GL{N.IF ) 2)
N-1 (3)
bf = Z Xf}jﬂlj,
=0
J‘:]J .= (b{], cee bN—l)
(i) == (") 4)
N-1 (9)
b? = 2 Vi,jﬂj'ﬁ
j=
B =5, ... , by )
pub il Setup,, (1) ©)
sk =B ph=0Y @V, V¥ G, A, A% g, 13, pub) (7)

return sk, pk

(1) to (5) shown 1n Formula 154 are the same as (1) to (5)
shown in Formula 107, except that N=n+4, as will be
described later. (6) Using the processing device, the master
key generation unit 110 executes Setup_, . to generate a string
pub. (7) The master key generation unit 110 designates the
generated basis B* as the master secret key sk, and (1%, n™", V,
V* G, A, A*, q, B, pub) including the generated basis B as
the master public key pk. That 1s, the master public key 1s
different from the master public key pk generated by the
master key generation unit 110 according to the second
embodiment 1n that the string pub 1s included. The master key
storage unit 120 stores 1n the storage device the master public
key pk and the master secret key sk generated by the master
key generation unit 110.

It 1s assumed that there are the N (=n+4) number of dimen-
sions 1n DDVS, where n denotes the number of basis vectors
assigned to represent the hierarchical structure of a format of
hierarchy u ~. That 1s, 1n addition to the n number of basis
vectors assigned to represent the hierarchical structure, four
basis vectors are provided. The number of basis vectors may,
of course, be increased further.

As shown in FIG. 25, out of the N (=n+4) number of basis
vectors, the n number of basis vectors are assigned to repre-
sent the hierarchical structure. The structure of the basis vec-
tors assigned to represent the hierarchical structure i1s the
same as the structure shown 1n FIG. 5. One of the four remain-
ing basis vectors (the n-th basis vector) 1s used for a message
m. Another one of the four remaining basis vectors (the (n+1)-
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th basis vector) 1s used for randomizing a ciphertext c. Other
two basis vectors of the four remaining basis vectors (the
(n+2)-th and (n+3)-th basis vectors) are used for verification
information (first verification information com).

To summarize, in (S301), the master key generation unit
110 executes the Setup algorithm shown 1 Formula 155 to

generate the master public key pk and the master secret key
sk.

|Formula 1535]
Setup(1*, = (n, d; p1... , fHa)):
Ni=n+d, (V, V5 Gy A A% g) & Gans(1 ).

X :=(x ) = GL(N, F )

N-1
bf = Vj?jﬂj-, B .= (b[},. cee ‘bN—l)-
4=0
| N—-1
i)=Y b= ) v P B = (B by,
4=0

pub il Serup,, (1)
sk:= B pk=(Y 0, Y, V¥, G, A, A%, g, 1, pub).

return sk, pk.

(5302: Key Vector k™, , Generation Step)

As with the second embodiment, using the processing
device, the key vector generation unit 130 computes Formula
156 to generate a key vector k™, .

|Formula 156]

L _
oy o & AL
1,0 g

r

-1 )

* . * $
kl,ﬂ . — f:rl?{] Z V;bj + ‘bﬂ
i=0 /

(S303: Key-Generation Vector k*, - Generation Step)
As with the second embodiment, using the processing
device, the key-generation vector generation unit 140 com-

putes Formula 157 to generate each key-generation vector
k*, .
Wi

|Formula 157]

U g
i1 +1
s O lnls Olpi2s Ol pys) < LEHLTE

(Erl,,ulﬁ--- 7

(-1 A
%
+ 0]

..n=1.r+2.n+3

where
k*, 1 J-th element of the first level secret key.

Note that the key-generation vector generation umt 140
generates the key-generation vectors k*, - (=, . . ., n—1,
n+2, n+3). That 1s, the key-generation vector generation unit
140 differs from the key-generation vector generation unit
140 shown 1n FIG. 10 1n that it generates the key-generation
vectors k*, , >andk*, , .
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To summarize, in (S302) and (5S303), using the processing,
device, the key vector generation unit 130 and the key-gen-
eration vector generation unit 140 execute the GenKey algo-
rithm shown in Formula 158 to generate a first level secretkey
(key information k™", ) including the key vector k*, oandthe
key-generation vectors k*

1,7
|Formula 158]
GenKey(pk, sk, (vg, ...

) Vﬁl—l)) :

+1

L n
7,
(D-LD’ Crl:ﬁfl sore 5 Uln—15 U1 nt2s ":rl,n+3) “ Ff}’ :
g -1 3
L . y
Kio:=010 Z v;b; | + b,
1=0 y
,U.'l—l b
L " "
kij=o| ) vibl [+ b5,
1=0 ¥

J=w, iy +1, ... .n—-1,n+2, n+3,
Lk
. * # * * *
ky = (kl,m "‘51,;11 JEERI kl,n—la kl,n+2= kl,n—lr?;)'
—K
return K

(S304: Key Distribution Step)

As with the key distribution unit 150 of the second embodi-
ment, the key distribution unit 150 transmits the master public
key generated by the master key generation unit 110 and the
key information k™", generated by the key vector generation
umt 130 and the key-generation vector generation unit 140 to
the decryption device 300 through the communication
device. The key distribution unit 150 also transmits the master

public key to the encryption device 200 through the commu-
nication device.

The functions and operations of the encryption device 200
will be described. The encryption device 200 includes a veri-
fication information generation unit 250, a verification infor-
mation setting unit 260, and a signature information genera-
tion unit 270 (a c2 generation unit, a ¢3 generation unit, and a
c4 generation unit), in addition to the functions included 1n
the encryption device 200 according to the second embodi-
ment shown 1n FIG. 10.

(S901: Verification Information Generation Step)

Using the processing device, the verification information
generation unit 250 computes Formula 139 to generate first
verification information com, second verification informa-

tion dec, and third verification information r.

[Formula 159]

(r, com, dec) {E Smﬂ(ll, pub)

That 1s, using the processing device, the verification infor-
mation generation unit 250 executes S_, (17, pub) on input of

the string pub 1ncluded 1n the master public key, to generate
the first verification information com, the second verification
information dec, and the third verification information r.

(S902: Transmission Information Setting Step)

As with the second embodiment, using the processing
device, the transmission information setting unit 210 com-
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putes Formula 160 to generate a transmission information
vector pv.

|Formula 160]
U md+3
p =B

pv = pb,

(S903: Verification Information Setting Step)

Using the processing device and based on the master public
key pk, the verification information setting unit 260 computes
Formula 161 to generate a verification information vector cv.

|Formula 161 ]

5 o v Fj+3 (1)

(2)

cV 1= Opi2(Dyyn + comby,3)

That 1s: (1) using the processing device, the verification
information setting unit 260 generates a random number o, _,.

(2) Using the processing device, the verification informa-
tion setting unit 260 generates the verification information
vector cv by setting a predetermined value (1 1n this case)
randomized by the random number 0, , , as the coelficient of
the basis vector b, |, 1n the basis B included 1n the master
public key pk, and also setting the first verification informa-
tion com randomized by the random number o6, ., as the
coellicient of the basis vector b, _ .

(5904: Cipher Vector (Data c1) Generation Step)

Using the processing device and based on the master public
key pk and attribute vectors x ~, tox , x , (=1, . . .,
L) (=(X,, . .., X)) (1=u,;-1))) (where L denotes the depth of
hierarchy), the cipher vector generation unit 220 computes
Formula 162 to generate a cipher vector c.

|Formula 162]

(1)

, Xg) CF LR xR PR
o o

(X1 -

" (Sda 6.1‘14—1) {{_j F s

S, ... ’

I'r]ul—l A

(2)

XV 1= 0

where

X=X, ... ,X)
5-x,ul—l)a ey

| ((X{],
- (Xpy oo

PV 1= Opy1 Doy

s attribute vector.
" -x,uL—l)

(3)
(4)

Cl :=XV+ovV+¥v+cv

pp—-1 )
::(51[2 ij? + ...

1=() /

+ 0y |+ pby + Opr1 Dnrl +

(SH-I-Z (‘bn-l—z + Cﬂﬂ’lb”+3)

where

c,: data cl (cipher vector c).
That 1s: (1) as with the second embodiment, using the

processing device, the cipher vector generation unit 220 gen-
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erates random numbers x ~, (1=L+1,...,d)and o, (1=1, . . .,
d, n+1).

(2) As with the second embodiment, the cipher vector
generation unmit 220 generates an attribute information vector
xv by setting each element of the attribute vectors as the
coellicient of each basis vector b, (1=0, . . ., u,—1) 1n the basis
B included 1n the master public key pk, and also setting each
random number as the coefficient of each basis vector b,
(1=u,,...,n-1).

(3) As with the second embodiment, using the processing
device, the cipher vector generation unit 220 generates a
random number vector rv by setting a random number as the
coellicient of the basis vector b, _ ; 1n the basis B included 1n
the master public key pk.

(4) Using the processing device, the cipher vector genera-
tion unit 220 generates the cipher vector ¢ (data ¢1) by adding
the generated attribute information vector xv, the generated
random number vector rv, the transmission information vec-
tor pv generated by the transmission information setting unit
210, and the verification information vector cv generated by
the verification information setting unit 260.

(S905: Session Key Generation Step)

Using the processing device, the session key generation
umt 240 computes Formula 163 to generate a session key K.

K:=uf [Formula 163]
where
u:=e(g,,g,)=1.

(S906: Data c2 Generation Step)

Using the processing device, the signature information

generation unit 270 computes Formula 164 to generate data
c2.

Co =SE gy, dec) [Formula 164]

where
m: message.

That 1s, using the processing device, the signature infor-
mation generation unit 270 executes KDF by the session key
K to generate a symmetric key. Using the processing device,
the signature information generation unit 270 executes SE by
the generated symmetric key to generate data ¢2 by encrypt-
ing a message m and the second verification information dec.

(S907: Data ¢3 Generation Step)

The signature information generation unit 270 designates
the first verification information com as data c3.

(S908: Data c4 Generation Step)

Using the processing device, the signature information

generation unit 270 computes Formula 165 to generate data
c4.

coo=Mac,(c,,c5) [Formula 165]

That 1s, using the processing device and based on the third
verification mformation r, the signature information genera-
tion unit 270 encrypts the data ¢l generated by the cipher
vector generation unit 220 and the data ¢2 generated by the
signature information generation umt 270.

(S909: Data Transmission Step)

The data transmission umt 230 transmits the data c1 gen-
crated by the cipher vector generation unit 220 and the data
c2, c3, and c4 generated by the signature information genera-
tion unit 270 to the decryption device 300 through the com-
munication device.
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To summarize, the encryption device 200 computes the
Enc algorithm shown 1n Formula 166 to generate the data cl,

c2, c3, and c4.

|Formula 166]
Enc(pk, m,
E:=(E)l:~ :'EL) L= ((xﬂa L xﬂl—l)',v ==t (xﬂL—l"' aquL—l)):
N _ n—
@L—I—la e L Xg) Fg‘{*'i'l HL % ... XEFQ Hd-1 .
U mnd+3 K A
(pa (‘515 et 51’;!5 (5}1+15 6?‘14—2) — [qu e (ra Cﬂma dEC) — SE'H(I(l e pub)
;-1 ) ( n-1 )
c| =0y Z X;0; |+ ... +0y4 Z X;0; | +
=0 / =Hg-| /
ﬁbn + t:‘511+1+1‘b;1*1+1 + (Sn+2(bn+2 + Cﬂmbn+3)a
K :=up.

¢2 1= SExpriy(m, dec), ¢z :=com, ¢4 := Mac,(cy, ¢3),

return (¢y, €2, €3, C4).

The functions and operations of the decryption device 300
will be described. The decryption device 300 1includes a vec-
tor deformation unit 350, a decryption unit 360 (a c2 decryp-
tion unit), and a tampering verification unit 370, 1n addition to
the functions included in the decryption device 300 according,

to the second embodiment shown in FI1G. 10.
(51001: Vector Input Step)

As with the second embodiment, the vector input unit 310

receives through the communication device and mnputs the
data c1, ¢2, ¢3, and c4 transmitted by the data transmission
unit 230 of the encryption device 200.

(51002: Key Vector Deformation Step)

Using the processing device, the vector deformation unit
350 computes Formula 167 to detorm the key vector k*, .

|Formula 167]

L/
o«
q

¥ I ~ * *
Kpo:=kpo+o(csky, o —Kkj,i3)

where

k*; o first element of the L-th level secret key after being
deformed,

k*; o: first element of the L-th level secret key betfore being
deformed,

k*; 400 (n+2)-th element of the L-th level secret key, and
k*, .3 (n+3)-th element of the L-th level secret key.

That 1s, the vector deformation unit 350 deforms the key
vector k¥, , which 1s the first element of the L-th level secret
key by using the data ¢3 (venfication information com), such
that the verification mformation com set by the verification
information generation unit 250 of the encryption device 200
disappears by the pairing operation to be performed in a
subsequent step (such that the inner-product becomes 0
between the basis vectors b, b,__, and the basis vectors
b* ., b* . 1n which information including the verification
information com 1s set).

(51003: Pairing Operation Step)

Using the processing device and based on the master public
key pk and the detormed key vector k*; , the pairing opera-
tion unit 330 computes Formula 168 to generate a session key

K' (=K).

K':=e(c,k*; o) [Formula 168]
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That 1s, using the processing device, the pairing operation
umt 330 computes the session key K' by performing the
pairing operation €, which pairs the spaces V and V* included
in the master public key pk, on the data c1 (cipher vector c)
input by the vector input unit 310 and the key vector k*;
deformed 1n (S1002).

If the data c¢1 has not been tampered with, the information
including the verification information com set 1n the data ¢l
(information set 1n the basis vectors b, _,, b ) disappears as
a result of the pairing operation, because the vector deforma-
tion unit 350 has deformed the key vector. Thus, 11 the data c1
has not been tampered with, the pairing operation unit 330
can generate the session key K that 1s i1dentical with the
session key K generated by the encryption device 200.

(51004: c2 Decryption Step)

Using the processing device, the decryption unit 360 com-
putes Formula 169 to decrypt the data c2.

(m'dec’)=SDgppxnH(C) [Formula 169]

That 1s, using the processing device, the decryption unit
360 executes KDF by the session key K to generate a sym-
metric key. Using the processing device, the decryption unit
360 executes SD by the generated symmetric key to generate
a message m' (=m) and second verification information dec'
(=dec). That 1s, 11 the data c¢1 has not been tampered with, the
session key K has been generated correctly, and the data c2
has not been tampered with, the message m and the second
verification mformation dec embedded 1n the data ¢2 by the
encryption device 200 are generated.

(S1005: Tampering Verification Step)

Using the processing device, the tampering verification
unit 370 determines whether or not Formula 170 and Formula
171 hold to verity that the data c1, ¢2, ¢3, and ¢4 have not been
tampered with. That 1s, the tampering verification unit 370
verifies that the message m has not been tampered with.

r=R __ (pub,cydec)

r=l [Formula 170]

VWF'((CIJCE):Cﬁl):l

That 1s: (1) using the processing device and based on the
string pub 1ncluded 1n the master public key pk, the data c3
(first verification information com) received from the encryp-
tion device 200, and the generated second verification infor-
mation dec', the tampering verification unit 370 executes R,
to generate third verification information r' (=r), as shown in
Formula 170. If the data ¢3 has not been tampered with and
the second verification information dec' 1s valid, the third
verification information r generated by the encryption device
200 by executing S_ _ 1s generated. On the other hand, 11 the
data ¢3 has been tampered with, or the second verification
information dec' 1s mvalid, a distinguished symbol 1 1s gen-
erated, instead of the third verification information r. That 1s,
if data other than the distinguished symbol L 1s generated, the
tampering verification unit 370 can determine that this data1s
the valid third verification information r generated by the
encryption device 200 by executing S_ .

(2) Using the processing device and based on the generated
third verification information r' and the data c1, ¢2, and c4
received from the encryption device 200, the tampering veri-
fication unit 370 executes Vriy as shown in Formula 171. If
the third verification information r' is valid and the datacl, ¢c2,
and c4 have not been tampered with, the result of executing
Vriy becomes 1. On the other hand, 1f the third verification
informationr' 1s invalid, or any one of the data cl1, ¢2, orc4 has
been tampered with, the result of executing Vriy becomes O.

[Formula 171]
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If the valid third verification information r 1s generated and
the result of executing Vriy 1s 1, the tampering verification
unit 370 determines that the generated message m' 1s identical
with the message m transmitted by the encryption device 200.
If the tampering verification unit 370 determines that the
message m' 1s 1dentical with the message m, 1t outputs the
message m'. On the other hand, 11 the tampering verification
unit 370 determines that the message m' 1s different from the
message m, 1t outputs the distinguished symbol

To summarize, the decryption device 300 executes the Dec
algorithm shown 1n Formula 172 to generate the message m'
or the distinguished symbol L.

|Formula 172]

* * " . U
DEC(Pk, kL,D" kL,H-I—Z" kL,H-I—3" (Cl, Cr, C3, (:'4)) . (T & EF g’

ko= kio+ 0(cakyun —Kina) K = eler, kp o),
(m’, dec’) := SEgppgry(c2), ¥ i= Rene (pub, csdec”)
Check " # L2 A Vify, (1, ¢2), ¢4) =17

return m’ if both checks are passed; + otherwise.

The functions and operations of the key delegation device
400 will be described. The configuration of the functions of
the key delegation device 400 1s the same as that of the key
delegation device 400 according to the second embodiment
shown 1n FIG. 10. The tflow of the operations of the key
delegation device 400 1s the same as that of the key delegation
device 400 according to the second embodiment shown 1n
FIG. 14. Thus, the functions and operations of the key del-
cgation device 400 will be described with reference to FIG.
14.

(5601: Key Vector k*;  Acquisition Step)

As with the second embodiment, the key vector acquisition
unit 410 acquires, through the communication device, the
[-th level secret key (key information k™ ,) including the
key vector k*; , which i1s the first element ot the L-th level
secret key and the key-generation vectors k*, which are the
j-th =u,, . . ., n-1) elements of the L-th level secret key.

(5602: Key Vector k*; ., , Generation Step)

As with the second embodiment, using the processing
device, the key vector generation unit 420 computes Formula
173 to generate a key vector k*“** “ which is the first element
of an (L+1)-th level secret key.

|Formula 173]

1 |
D'L+10*—[FH HLrL™ )

(1,41~ “ (2)

> viki

\ I=HY /

o
K7l 0= kL 0V £+1,0

where

k*; .1 o Tirst element of the (L+1)-th level secret key,
k*; o first element of the L-th level secret key,

k*; ;- ]-th element of the L-th level secret key, and
v.(=u,, ..., L, ,—1): predicate vector.

(S603: Key-Generation Vector k*;  Generation Step)

As with the second embodiment, using the processing
device, the key-generation vector generation unit 430 com-
putes Formula 174 to generate each key-generation vector
k*; .1, ;- The key-generation vector k*; | . 1s the j-th element
of the (L+1)-th level secret key.
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|[Formula 174]

(1)

U gea
i +1
(O Ll o o s Olaln—1s CLtln+2s U-L+l,n+3){_Fq L+1

(7411 “ (2)

Z viky ;

\ I=HY /

kL-I—l g kL_,r 041,

j:#L+1,#L+1+1, aﬂ—l,ﬂ+2,n+3

where

k*; .1, J-th element of the (L+1)-th level secret key,
k*, .+ J-th element of the L-th level secret key, and
v.(1=u,, ..., U, —1): predicate vector L-1.

Note that the key-generation vector generation unit 430
generates the key-generation vectors kK*; (= lz,1, - - -
n-1, n+2, n+3). That 1s, the key-generation vector generation
umt 140 differs from the key-generation vector generation
unit 140 shown in FIG. 10 1n that it generates the key-gen-
eration vectors k*; ., ~andk*; , , ..

To summarize, 1 (S602) and (S603), the key vector gen-
eration unit 420 and the key-generation vector generation unit
430 execute the Delegate, algorithm shown in Formula 175 to
generate the (L+1)-th level secret key (key information
k", .,)including the key vector k* 1. o and the key-genera-
tion vectors k¥, , .

|Formula 175]

DelegateL(pk, kps Vil 1=y s oen VHLH—I)):

n—it +1
(T L+1,05 ULtlpgy 1o = » ULtln-1> UL+l n+2, UL+] ;:+1+:3-)“'1_IF£:_'r L+l
(141~ )
Kper,j =KL+ ore Z VikLi |
\ AL )

=0, g1, e +1, ... ,n—=1,n+2, n+3

. $ $ o * $
kL+1 " (kLJrl,Da kL+1,,uL+1 om0y kL+l,n—1= kL+1,n+2= kL—Fl,H-F?))'

ok

return  k; .

(S604: Key Distribution Step)

As with the second embodiment, the key distribution unit
440 transmits the key information k", , generated by the
key vector generation unit 420 and the key-generation vector
generation unit 430 to the decryption device 300 of a lower
level through the communication device.

As has been described, the cryptographic processing sys-
tem 10 according to this embodiment implements the HPE
scheme adapted from the HPKEM scheme described in the
second embodiment. The HPE scheme described in this
embodiment 1s a high security cryptographic scheme that 1s
adaptively attribute-hiding against CCA.

The HPE scheme described above 1s constructed from the
HPKEM scheme described in the second embodiment by
applying the scheme discussed in Non-Patent Literature 7. A
high security HPE scheme (that 1s adaptively attribute-hiding
against CCA) may also be constructed from the HPKEM
scheme described in the second embodiment by applying the
scheme discussed in Non-Patent Literature 11. The Setup,

GenKey, Enc, Dec, and Delegate, algorithms will be brietly

described.

In the cryptographic processing system 10 1 which the
scheme discussed 1n Non-Patent Literature 11 1s applied to
the HPKEM scheme described 1in the second embodiment, the
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HPE scheme 1s implemented by using a secure one-time
signature scheme. The term “secure” here means uniforge-

able. The definition of the secure one-time signature scheme
1s discussed in Non-Patent Literature 11. Thus, a brief expla-
nation will be given here.

Let S12:=(G,,, Sign, Vrly) be a secure one-time signature
scheme. Each of (G, Sign, Vrly) operates as described
below.

Gyl ) is a process that outputs keys (a verification key vk
and a signature key sk) for authentication of I _.

2=S1gn_,(X) 1s a process that generates signature informa-
tion X for data x by the signature key sk.

Vriy (X, 2) 1s a process that returns 1 1f the signature
information X 1s the valid signature information generated for
the data x by the signature key sk, and returns 0 if the signature
information X 1s not the valid signature information.

Formula 176 shows the Setup algorithm.

|Formula 176]

Setup(1*, @ :=(n, d; g1, ..., Ha)):

Ni=n+4, (V, V¥ G, A, A% g) e Guns (1Y, N),

-1

X 1= (x; ) e—GL(N, F,), b; = > xijaj B = o, .. L by,
Jr':
1 N-1
(vij)i= ()L b= > wigah, B =, ..., By_y),
=0
sk =1, pk:=(1Y 4, Y, V¥ G, A, A% g B).
return sk, pk.
Formula 177 shows the GenKey algorithm.
|Formula 177]
GenKey(pk, sk, Vi 1= (vo, ... , Vy—1)):
U n—jit +1

(C1,0s T1pys oo 5 Tln-1s TLni2s ﬂ'l,n+3)*—]Fq

(-1 A
kiﬂ =010 Z ij? +b:;,

\ =0 y

r’,ul—l A

T,_,r' =0, Z ij? +bj-,

\ =0 y
J=w. iy +1, ... .n=1,n+2, n+3,
Ky = (kim kT,;_zl JEETIE kin—lﬂ kT,mZa kT,n—l—Iﬁ)'

_
return .
Formula 178 shows the Enc algorithm.
|Formula 178]
Enc(pk, m, X 1=
@la aEL) = ((xﬂa et xﬂl—l)a et (x:uL—l »orrro x,uL—l)):

(vk, sk) 1= Gig(1M)(vk € E"q)ﬁ

& _ _
,EJ)HFEL“LI ’ULX...X}FE Hd-1

(K1, -

U o d+3
" (Sd, éﬂ-l-la 6H+2)‘_H‘? "

(ﬁ, (51,... 7
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-continued
(1)1 ) ( n-1 )
C —C‘il Zx,_-bf +---+§d Z bef +
\ = / \=Hg-] )
mbﬂ + 6114—1 bﬂ-l—l + 6?‘14—2 (bn+2 + vi - ‘bﬂ-l-?))'
2 1= 31gn, (c)

return (¢, vk, 2).

Formula 179 shows the Dec algorithm.

[Formula 179]

Dec(pk, ki o» K p1ns Ki pi3s (€, VK, L))

Vify ,(c,2) =17

- Lf ik " - 2 *

o i g’ Kpo:i=Kpo+OWk-Kp 0 = Kp pi3)s
g = g(bﬂ, Elﬂ), f = E(C, ELD),

Dlog, (f) € msg?

m’ := Dlog (f) if both checks are passed;

m = L otherwise,

return m’.

Formula 180 shows the Delegate, algorithm.

|Formula 180]

—k
Delegateb(pk, Kps Viel i = (Vs oon s Vﬂmrl)):
[ i+l

U
y OLiln—1s OLtlnt2s OLtlnt3) € o

(OLt1,0 TLalpy (s -

(itf 41~ )

2, vk

\ THT /

21 . #H .
Kivl,j =KL+ 0041

ij!JuL+lajuL+l+la aﬂ—l,ﬂ+2,ﬂ+3

ek
. e e e 3k e
kL+1 - (kLJrl,Da kL+1,,uL+l om0 kL-I—l,n—l!' kL+1,n+2= kL‘l‘l,H‘l‘B‘)'

—

return K; 4.

The above-described HPE scheme that 1s adaptively
attribute-hiding against CCA may be modified to an HPKEM
scheme by replacing the message m 1n the Enc algorithm with

a random number m and changing the output of the Dec
algorithm to K'.

For example, the HPE scheme constructed from the
HPKEM scheme described in the second embodiment by
applying the scheme discussed in Non-Patent Literature 7
may be modified to an HPKEM scheme by constructing the
Enc and Dec algorithms as shown in Formulas 181 and 182.

|Formula 181]
Enc(pk,?c’::
(Ela 5EL) L= ((xﬂa a-x,ul—l):' e ('xfuL—l’ 5-x!uL—l)):
Fpots oor 2 Rg) eI ML 5 7 HaL

o q

U' g d43
” (Sd, §H+15 t:“.::.l*‘1+2)'HEF ’

(s 015 ... )

(r, com, dec)e—Se(1, pub)
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-continued

C1 .= (‘51

( n—1 )

Z X; b;

=HG- | )

+ ﬁbn + tt‘EM—I—I bﬂ-l—l + (‘in—I—Z (bn—l—Z + Cﬂmbn-l—fi)a

K :=up.

cp :=SExpriy(rn, dec), c3 1= com, ¢4 := Mac,(c1, c2),
return (cy, ¢2, €3, C4).

|Formula 182]

Dec(pk, ki o, Ky p12> Kf pi3» (C1s €25 C3, C4)):

o —F " kpo :=ki.o +F(C3kf pin = Ki s,

K’ = E(Cl, ELD), (rn, dec’) := SDgprgry(C2),

y o= ??mﬂ(pub, c3, dec’)

Check ¥ # 2 A Vify s ((c1, c2), c4) = 17

return K if both checks are passed; + otherwise.

There 1s no need to modily the Setup, GenKey, and Del-
egate; algorithms. In the above description, the random num-
ber rn 1s used 1n place of the message m. The HPE scheme can
also be modified to an HPKEM scheme by simply eliminating
the message m 1n the Enc algorithm, that 1s, by not using m in
the computation of data c2.

The HPE scheme constructed from the HPKEM scheme
described 1n the second embodiment by applying the scheme
discussed 1n Non-Patent Literature 11 can be readily modified
to an HPKEM scheme simply by constructing the Enc algo-
rithm such that it generates the cipher vector ¢ by embedding
transmission information p in place of the message m, and
constructing the Dec algorithm such that 1t extracts informa-
tion uP concerning the transmission iformation p.

Fitfth Embodiment

In this embodiment, security of the HPE scheme described
in the fourth embodiment will be described.

In this embodiment, a correctness property of the HPE
scheme will be described first. Then, as a criterion of safety, a
definition of adaptively attribute-hiding against chosen
ciphertext attacks (CCA) will be given. Then, 1t will be
described that the HPE scheme described i the fourth
embodiment 1s adaptively attribute-hiding against CCA.

<Correctness Property of an HPE Scheme™

An HPE scheme 1s required to satisiy a condition shown 1n
Formula 183.

|Formula 183]

(sk, pk) L Setup(ll),

Sf((?l _____ . Lv)iDeriveLv(pk, sk, (Vis oo Vi),

CiEnc(pk, m, (X1, ..., Xp,)), m' 1= Dec(pk, Sk(?l L) c)

Ifuﬁﬁly_qu

I i e oo B, # 1

)(El, ey Xg, ) =1, then m’ =m.

then m" + m for negligible probability.

Derive,  (where Lv=L ) 1s defined, as described above, by
using GenKey and Delegate..
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<Definition of Adaptively Attribute-Hiding Against CCA>

An HPE scheme for hierarchical predicates F over hierar-
chical attributes E 1s adaptively attribute-luding against CCA
il for all probabilistic polynomial-time adversaries A, the
advantage of A 1n the following experiment (adaptively
attribute-hiding game against CCA) 1s negligible 1n a security
parameter.
(Experiment: Adaptively Attribute-Hiding Game Against
CCA

1. The Setup algorithm 1s run to generate a master public
key pk and a master secret key sk. The master public key pk 1s
given to an adversary A.

2. The adversary A may adaptively request keys corre-
sponding to vectors shown 1n Formula 184.

|[Formula 184]

—lk)

SV ) k=1 v, 1= L) <d
Y

O,

In response to this request, the adversary A 1s given corre-
sponding keys shown 1n Formula 185.

|Formula 185]
R
: (k) —}(ﬁi} —}(in)
sk D {—Denveﬂm(pk, sk, (vl s s VLH{)))
'l-;'l ,...,'I-FL’gr{) ¥V

3. The adversary may query a ciphertext ¢ and attribute
vectors shown in Formula 186 to adaptively request to
decrypt the ciphertext ¢ associated with the attribute vectors.

—

(x{,... E}LX) [Formula 186]

In response to this request, the adversary A 1s given a
message m' shown in Formula 187.

|Formula 187]

m’ {iDEC(pk, Sf((ﬁl L) C)

where

— — )
(V... Vv, )denotes the predicate such that

— —
ft?b ,?Lv)(x“ cee XLX) = 1.

4. The adversary A outputs Formula 189, subject to restric-
tions shown 1n Formula 188.

[Formula 188]

If =0, for all &,

_(0) (0) (1) (1)
oo, A g o A0
¥
If T=1, there exists a nonempty set T < {lj .. ,,V},,
For any kT,
(0) (0) (1) (1)
f(ﬁ&k}}pﬁﬁ))(xl " aas o XLI) — ftﬁgk)’??(fs)(XI w axa om XLI) — 15
¥
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For any k&T,
—(0) —(0) (1) —(1)
oA Xy L e WXy = foay Xy, ... o xp ) =0
s, o) L) = fgo 50 L)
o — (D
[Formula 189]
0 1) =0 —(0) —(1) —(1)
m' )5 m' )ﬁ (xl e XLE}))" (xl  eee s XLQ))" T

5. A random bit 0 1s chosen, and the adversary A 1s given c
shown in Formula 190.

() [Formula 190]

R -, R(:
Co Enc(pk, m? (xl  eee xi()g) ))
X

6. The adversary A may continue to request keys for vectors
shown in Formula 191, subject to the restrictions given above.

(T;(k) (k) |[Formula 191]

(k)
] 5 ==~ ijﬁ))k:V1+1, ,V,lﬂLV ":_:d

7. The adversary A may query a ciphertext ¢ and attribute
vectors shown in Formula 192 to adaptively request to
decrypt the ciphertext ¢ associated with the attribute vectors.

3 ormula 192
@la TR XLX) [13 ]
where
-, R —(0) (0)
(Cy Xy o Xy ) # (C, X{ 5 een s ng?)) and
-, = —(1) —(1)
(Co Xy o XLy ) # (c, X1y eee s XL(}%)).

8. The adversary A outputs a bit 0', and succeeds 11 0'=0.
Here, the advantage of the adversary A 1s defined as For-
mula 193.

Adv A HPECEAGN— | Pr[0'=0]- 14|

<Safety of the HPE Scheme Described in the Fourth
Embodiment>

It will be described that the HPE scheme described 1n the
fourth embodiment using the scheme discussed in Non-
Patent Literature 7 1s adaptively attribute-hiding against
CCA.

The description to be given here 1s based on the proof
discussed in Non-Patent Literature 7. Thus, an outline of
adaptively attribute-hiding against CCA will be described
here.

Given an adversary A attacking the HPE scheme in the
adaptively attribute-hiding game against CCA described
above, an adversary A'1s constructed, the adversary A' attack-
ing the HPE scheme with (n+2)-dimensional inner-product
predicates 1n the adaptively attribute-hiding game against
CPA described above. The Setup, GenKey, and Delegate,
algorithms are the same as those for the above HPE scheme
(1.e., a (n+2)-dimensional subspace for inner-product predi-
cates 1s <b,, . .., b,_,, b__,, b .>) except for a format of
hierarchy W 52z, T0r the HPKEM scheme. The format of
hierarchy W~ 451, T0or the HPKEM scheme 15 W ppra =

[Formula 193]
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(n, d;u,,...,u,u+2) with d+1 levels, while a format of
hierarchy p ... for the HPE scheme 1s u ,,,.:=(n, d;
W, ..., LU, with d levels.

The adversary A' 1s defined as follows:

1. Apublickey pKppxpar=(L " mpxere V-V, G, AL A%, q,
B) of the HPKEM scheme 1s given to the adversary A'. The
adversary A'(1”) runs Setup,, (1*) to generate pub, sets the
public key pk:=(pk;;-zz1, pub) of the HPE scheme and gives
it to the adversary A.

2. ITthe adversary A submits vectors shown in Formula 194
to 1ts key query oracle (see the definition of adaptively
attribute-hiding against CCA), the adversary A' submits the
vectors shown 1n Formula 194 to 1ts key query oracle (see the
definition of adaptively attribute-hiding against CPA). A
reply 1s returned to the adversary A.

[Formula 194]

3. If the adversary A submits ciphertexts (c,, 5, C5, C4)
along with attribute vectors (X ,, ..., X ;) to 1its decryption
oracle, the adversary A' performs the following (1) to (3):

(1) The adversary A' computes predicate vectors shown in
Formula 193.

—
1.

., ?L) such that v,

Predicate vector (T; {s e - -?;}:0 for

[Formula 193]

(2) The adversary A' submits vectors (with d+1 levels)
shown 1n Formula 196 to its key query oracle (see the defini-
tion of adaptively attribute-hiding against CPA), and 1s
replied with k* ;| .

—>

.
(v ...v,0,..

(3) The adversary A' sets Formula 197.

., 0,(c3,-1) [Formula 196]

k% 0:=k*401 0 [Formula 197]

The adversary A' also computes Dec (k*, ,, k¥, .,
k¥, si4as (€1, €2, €3, €4)), Where Dec (K*, o, k¥ 0. K¥/ 03,
(C,,C5, Cs, C4)) 18 the Dec algorithm of the HPE scheme. In the
computation of Dec (K*; o, K*; , .-, k¥, , .1, (C|,Cs, C3,C4)),
a value of Formula 198 1s directly used 1n place of a value
computed fromk*, ., k*, .. K*, .. Aresultisreturnedto
the adversary A.

k*; o [Formula 198]

4. If the adversary A outputs Formula 199, the adversary A
selects B as shown 1n Formula 200.

—i1)

5 me)’ - [Formula 199]
X

(0 —(0 1
mm), mm, (x( ) (0) —{1)

| 5 oees ,ng{())), (xl Y een

0 v 0, 1) |Formula 200]

The adversary A' computes Formula 201. The Enc algo-
rithm shown in Formula 201 1s the Enc algorithm of the HPE
scheme. The adversary A' returns (¢, ¢®,, ¢, ¢® ) to
the adversary A.

()

: c‘f}) L= Enc(pk, m? (xl N |Formula 201 ]

¢ o ¢
(@, O ©

2y ))
b LX

5. If'the adversary A submits vectors shown in Formula 202
to 1ts key query oracle (see the defimtion of adaptively
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attribute-hiding against CCA), the adversary A' executes the
same process as step 2.

(?(m (k) ) [Formula 202]

| s eee s Vo (k)
Ly

6. If the adversary A submits the ciphertexts (c,, c,, C5, C,)
along with the attribute vectors (x ~,, ..., X ;) to its decryp-
tion oracle, the adversary A' performs the following (1) or (2):

(1) If c,=c®,, the adversary A' returns a distinguished
symbol L.

(2) If c,=c'®,, the adversary A' executes the same process
as step 3.

7. Finally, the adversary A outputs a guess 0'. The adversary
A' outputs the same guess.

Formula 203 can be proved in the same manner as that
discussed 1n Non-Patent Literature 7.

Adv AHPREMCEAGN_ Ady A HPECCAN <e()) [Formula 203]

Sixth Embodiment

In this embodiment, a cryptographic process modified to
provide a higher level of security than the cryptographic
processes described 1n the above embodiments will be
described. The cryptographic process to be described in this
embodiment 1s adaptively attribute-hiding against CPA, as
with the cryptographic process described in the second
embodiment, and 1s modified to provide a higher level of
security. A cryptographic process that 1s adaptively attribute-
hiding against CCA, as with the fourth embodiment, and 1s
modified to provide a higher level of security will be
described 1n a subsequent embodiment.

First, a notion of “n copies of vector spaces™ to be used for
providing a higher level of security will be described. Then,
based on the n copies of vector spaces, the cryptographic
process modified to provide a higher level of security will be
described. It 1s the HPE scheme that will be described here,
but an HPKEM scheme can also be implemented.

In the HPE scheme according to this embodiment, the n
copies ol vector spaces are used as well as a plurality of
random numbers which are not used 1n the HPE schemes
according to the above embodiments.

<n Copies of Vector Spaces>

In the above embodiments, the cryptographic processes are
implemented in one pair of dual orthonormal bases composed
of the basis B generated from the canonical basis A of the
space V and the basis B* generated from the canonical basis
A* of the space V. The cryptographic process according to
this embodiment 1s implemented in n pairs of dual orthonor-
mal bases composed of bases (B!, . . ., B""!1) and bases
(B[D]*, L B[ﬂ—l]ﬂc)_

FIGS. 26 and 27 are diagrams for explaining the n copies of
vector spaces.

As shown 1 FIG. 26, there exist n pairs of dual vector
spaces (VI°1 ..., V"= hand (VI°1* | V"1 Then, there
exist canonical bases (A", . .., APy and (A" ..,
A=)y of the spaces (VI ..., VU"=1yand (VIO |
vty Fach pair of the bases A (=0, . . ., n-1) an
A*(=0, . . ., n-1) constitutes dual orthonormal bases. That
is, the bases A!°! and A°1* are dual orthonormal bases, the
bases A and AM* are dual orthonormal bases, . . . , and the
bases A" and AY"~"* are dual orthonormal bases. Bases
(B, .., B Yand (B®, ..., B¥""'1*) are generated from
the canonical bases (A®), . . ., A"y and (A"'* . . .,
A1) "To generate the bases (B, . . ., BY')) from the
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canonical bases (A®), .. ., A" linear transformations)
X" (t=0, . .., n-1) are used. On the other hand, to generate
the bases (B°*, . . ., BY""1*) from the canonical bases
(AP Ay (X WD (1=0, . . ., n-1) generated from
the linear transformations) X! (t=0, . . ., n-1) are used. As a
result, each pair of the bases B! (t=0, . . ., n-1) and B!*
(t=0, . ..,n—1)constitutes dual orthonormal bases. That 1s, the
bases B! and B®!* are dual orthonormal bases, the bases
B! and BM* are dual orthonormal bases, . . . , and the bases
BY~' and B""~'!* are dual orthonormal bases.

The cryptographic process 1s implemented here, as shown
in FIG. 27, by generating the n number of bases (B!, . . .,
B~ '"Yand (B"'*, ..., B "*) respectively from the canoni-
cal bases A and A* of one pair of dual spaces V and V*. In this
way, even when the n number of bases (B!, . .., B " and

(BPx . BY""H1*)are respectively generated, each basis BY
(t=0, . .., n-1) and each basis BY* (=0, . . ., n—1) constitute
dual orthonormal bases.

<Cryptographic Process>

The cryptographic processing system 10 that implements
the HPE scheme with a higher level of security using the
above-described n-copies of vector spaces will be described.

Referring to FIGS. 28 to 32, functions and operations of the
cryptographic processing system 10 will be described.

FIG. 28 1s a functional block diagram showing the func-
tions of the cryptographic processing system 10 that imple-
ments the HPE scheme with a higher level of security using
the n copies of vector spaces. The cryptographic processing
system 10 includes the key generation device 100, the encryp-
tion device 200, the decryption device 300, and the key del-
cegation device 400, as with the cryptographic processing
system 10 according to the second embodiment. It 1s also
assumed 1n this embodiment that the decryption device 300
includes the key delegation device 400.

FIG. 29 1s a flowchart showing operations of the key gen-
eration device 100. FIG. 30 1s a flowchart showing operations
of the encryption device 200. FIG. 31 1s a flowchart showing
operations of the decryption device 300. FIG. 32 1s a tlow-
chart showing operations of the key delegation device 400.

The functions and operations of the key generation device
100 will be described. The configuration of the functions of
the key generation device 100 1s the same as that of the key
generation device 100 according to the second embodiment

shown 1n FIG. 19.

(S1301: Master Key Generation Step)

Using the processing device, the master key generation
umt 110 computes Formula 204 to generate a master public
key pk and a master secret key sk, and stores the generated
keys 1n the master key storage unit 120.

|Formula 204]

N:=n+2, (1)

(V, VE G, AVAE e G (1IN N)
((2) to (O) are executed forr =0, ...

,ia—1.)

xl = (xj[ﬂ-) b GL(N, Iﬁ'q) (2)

(3)
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-continued
(W := _ Ty (4)
N-1 (3)
[1"]:4: V!r}ﬂjg
3=0
Bl = o, L
ski=(x© . xb1 glok o plily (6)

. A — LW o 0 n—1
pk:= (1N @Y, V¥ G, A A% ¢ B . BF,

return sk, pk

That 1s: (1) using the processing device, the master key
generation unit 110 generates N(=n+2)-dimensional DDVS
(V,V* G, A, A* q) with a security parameter 17. Then, the
master key generation umt 110 performs the following (2) to
(5) for each t (t=0, . . ., n-1).

(2) Using the processing device, the master key generation
unit 110 randomly selects the linear transformation x'*! for
generating a basis Bl“:=(bl, . .. b _ ) from the canonical
basis A:=(a,, ....,a,_;).

(3) Using the processing device and based on the selected
linear transformation) X'”, the master key generationunit 110
generates the basis B from the basis A.

(4) Using the processing device, the master key generation
unit 110 generates, from a linear transformation X'”, a linear
transformation ((X'")?)~! for generating the basis Bl*:=
B, ., e ) from the basis A*: =(a*,, ..., a* ).

(5) Using the processing device and based on the generated
linear transformation ((X'¥)*)™", the master key generation
unit 110 generates the basis BY* from the basis A*.

(6) The master key generation unit 110 designates the
generated linear transformations) X (t=0, . . ., n-1) and the
generated bases B* (t=0, . . ., n—1) as the master secret key
sk, and (1%, u™, V, V¥ G, A, A* q, B, ..., B*h
including the generated bases BY! (t=0, . . ., n-1) as the master
public key pk. The master key storage umit 120 stores in the
storage device the master public key pk and the master secret
key sk generated by the master key generation unit 110.

As with the cryptographic processing system 10 according
to the second embodiment, it 1s assumed that there are the N
(=n+2) number of dimensions in DDVS. That 1s, the basis
vectors of the DDVS are structured as shown in FIG. 15.

To summarize, 1n (S1301), the master key generation unit
110 executes the Setup algorithm shown 1n Formula 205 to
generate the master public key pk and the master secret key

sk.
Setup(1*, G = (1, d; g, oon , fig): [Formula 205]
N:i=n+2,
u_ .. - R -
(W? v*ﬁ IQJT.'& A.‘: ’A“*ﬁq) = gddm(lla N),
Fort=0,... ,n—-1,
Xt .= (x[” ) « GL(N, ),
N-1
= ST g, B =l Bl
J=0

Wy = 7)™

r
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-continued
N—1
# * * 3
bj[r] — vz[rjaj, B b (bH] el bh]_l),
=0
Sk = (X[D], e X[”_l], B[D]*, e B[H—l]*)ﬁ

pki= (I GV, VF, G A A% g BO gl

return sk, pk.

Then, the key vector generation umt 130 and the key-
generation vector generation unit 140 perform (51302) and
(51303) for each t (t=0, . . . , n-1).

(S1302: Key Vector k1", | Generation Step)

Using the processing device and based on the master public
key pk, the master secret key sk, and a predicate vector v,
the key vector generation unit 130 computes Formula 206 to
generate a key vector k" 1. o Which 1s the first element ot a
first level (level 1) secret key.

|Formula 206]

(1)

U
!
T1, 01,0 éﬂ) “ Fq

1 (11 ) )
vibi | + 2B
\ \ =0 / /

(2)

where
kmm*: first element of the first level secret key, and
v, (1=0, .. ., u,—1): predicate vector.
That 1s: (1) using the processing device, the key vector

generation unit 130 generates random numbers t,, o, , and
g o-

(2) Using the processing device, the key vector generation
unit 130 generates the key vector k! 1. o by setting a prede-
termined value (1 1n this case) randomized by the random
number ', o as the coetticient of the basis vector b inthe
basis B¥*, also setting each element of the predlcate vector
' randomlzed by the random number o, as the coetficient
of each basis vector b"”, (i=0, . . . ,u, —1), and randomizing the
entire key vector by the random number T,.

(S1303: Key-Generatlon Vector k7™, L, Generatlon Step )

Using the processing device and based on the master pubhc
key pk, the master secret key sk, and the predicate vectorv
v, =(vg .. ., Vv,) (1=1n,-1)), the key-generation vector gen-
cration umt 140 computes Formula 207 to generate each
key-generation vector k", ; for generating a lower level
secret key (a lower level key vector). The key-generation
vector k™ ;18 the j-th element of the first level secret key.

|Formula 207]

T OLLs ULy s ooe s

(1)

(1] slf] 7]
U-l,ﬂ—la 1,1 l’ful IR |

U
IR
g

(2)
é'[f] b[f]*

fy -1 ) ) (3)
], ], t]..
k[]‘f =T1| 0L, Z 1«‘53‘91[] +b£,-1 +€ELE?E]*

where
k, ,"""*: first element of the first level secret key, and

Kk, J[ﬂ* 1-th element of the first level secret key.
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That1s: (1) using the processing device, the key-generation
vector generation unit 140 generates random numbers T,,
o, ;G=1,...,n-1),and T, , (=1, p,...,n-1).

(2) Using the processing device, the key-generation vector
generation unit 140 generates a key-generation vector k!”™, 1
by setting a predetermined value (1 1n this case) randomized
by the random number ', | as the coefficient of the basis
vector b in the basis Bl % also setting each element of the
predicate vector v, randomlzed by the random number o, |
as the coefficient of each basis vector b/, (i=0, . . ., u,- l)
and randomizing the entire key vector by the random number

(3) Using the processing device, the key-generation vector
generation unit 140 generates the key-generation vector
k", ., foreachj (j=,. ..., n-1), by setting a predetermined
value (1 in this case) as the coefficient of the basis vector bl ;
in the basis B*, setting each element of the predicate vector
\ randomlzed by the random number o, ,, as the coethi-
cient of each basis vector b"", (i=0 . ,u,—1), setting a
predetermined value (1 1n this case) randomized by the ran-
dom number ', _; as the coetficient ot the basis vector b
and randomizing the entire key vector by the random number
T,.

To summarize, in (51302) and (S1303), using the process-
ing device, the key vector generation unit 130 and the key-
generation vector generation unit 140 execute the GenKey
algorithm shown in Formula 208 to generate the first level
secret key (key information k1" ) including the key vector

k", -, and the key-generation vectors kI1"|

27

GenKey(sk, V| := (vg, ... , Vi —1)) T1, C10, 011, [Formula 203]
U
Tlpygs o+ > Tl S0 L1t Sy oo s it <
Fort=0,... ,.n-1
[ (-1 ) )
[I‘]* [I‘]* * ' —
kl,j =T71|0,; Z V;bi +§l[ﬁbg] for J = 0, 1
\ \ =0 / /
[ (-1 ) )
[#]. 7] 7] .
kit =10y v b} bt + bl |
\ \ =0 / /
for j = uy, -1,
DA TG R G R gl
1 (ma INIERSNITE ln—)
—[0], —ln—-1],
return Sf(?l :=(kl R 4 )

(S1304: Key Distribution Step)

The key distribution unit 150 transmits the master public
key generated by the master key generation unit 110 and the
key information k14", (t=0, . . ., n-1) generated by the key
vector generation unit 130 and the key-generation vector
generation unit 140 to the decryption device 300 through the
communication device. The key distribution unit 150 also
transmits the master public key to the encryption device 200
through the communication device.

The functions and operations of the encryption device 200
will be described. The configuration of the functions of the
encryption device 200 1s the same as that of the encryption
device 200 according to the second embodiment shown 1n
FIG. 19.

(51401: Message Setting Step)

Using the processing device and based on the master public
key pk, the transmission information setting unit 210 com-

putes Formula 209 to generate each message vector mv'’
(=0, ...,n-1).

myll:=mp U]

[Formula 209]
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That 1s, using the processing device, the transmission infor-
mation setting unit 210 generates the message vector mv'”,
for each t (t=0, . . . , n—1), by setting a message m as the
coefficient of the basis vector b”)_ in the basis B included in
the master public key pk.

(S1402: Cipher Vector Generation Step)

Using the processing device and based on the master public
key pk and attribute vectors x 7, to x (X ,(1=1, . . .
LY(=(Xy, . . ., X)a=u,-1))) (where L. denotes the depth of
hierarchy), the cipher vector generation unit 220 computes
Formula 210 to generate each cipher vector ¢t 70, ..., n-1).

[Formula 210]
LU ) i
@L-I—la--- ,.Xd)i—;quLH—ny___xle r“d—la ( )
0 i
CITTTI PR L R o) sl ~F
oY ) EF for =0, . 02,
1 n—2
g[n_ | (01X1, O0dX4) —[ §[r]],,
=0
n—1
wlh:= % sflpfl 1=0,... ,n-1
i=0
il = ol bl 1=0, .. n-1 3)
S )
R T B B N Y B )
i=0
r=0,... .,.n—1

That 1s: (1) using the processing device, the cipher vector

generation umt 220 generates random numbers X, (1=L+
,d), 0, (1=1 ,d),and 8 (=0, ..., n-1).

(2) Using the processing device, the cipher vector genera-
tion unit 220 generates an attribute information vector xv'*,
for each basis B! (t=0, . . ., n—1) included in the master public
key pk, by setting each element and so on of the attribute
vectors.

For each 1 (1=0, . . ., n,-1), the coetficient of each basis
vector b, (=0, , n—1) is set such that the sum of the
coefficients of the basis vectors b'! (=0, ..., n-1) constitutes
the randomized attribute vector x .. This 1s realized here by
setting random numbers sl as the coefficients of basis vec-
tors bl (t=0, , n—2), and by setting the coetlicient of the
basis vector b, (t=n-1) such that the sum of the coefficients
constitutes the randomized attribute vector x

I'-

A random number 1s set as the coefficient of each basis
vector bl (t=0, .. ., n-1) fori=u,, ..., n-1.

(3) Using the processing device, the cipher vector genera-
tion unit 220 generates a random number vector rv'”, for each
basis B! (t=0, . .., n-1), by setting the random number 8.
as the coefficient of the basis vector b in the basis B
included in the master public key pk.

(4) Using the processing device, the cipher vector genera-
tion unit 220 generates the cipher vector ¢, for each basis
B (=0, , h—1), by adding the generated attribute infor-
mation vector xv'” and the generated random number vector
rvld to the message vector mv!”! generated by the transmission
information setting unit 210.
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(5S1403: Data Transmission Step)
The data transmission unit 230 transmits the cipher vectors

cl generated by the cipher vector generation unit 220 to the
decryptlon device 300 through the communication device.
To summarize, the encryption device 200 executes the Enc
algorithm shown in Formula 211 to generate each cipher
vector ¢t

Enclpk,m e msg, X := (X, ... , X):= [Formula211]
((xﬂa e xﬂl—l)a et ('xJuL—l’ L xﬂL—l)):
7)< F [ Hd-1
@L—I—la"' ,Xd)‘f— qiuL+l_ﬂL><"'x g ’
0 1 d
CITTTT T N ol st ~Fa,
S U
i = (8. ,Sﬂl)t—fﬁ'; forr=0,... ,.n-2,
1 -
E[H_ | .= ((‘51}1, cee (Sdfd)_[ g[r]].}
1=0
n—1
= N Hpl pltl gl P for =0, . -1,

1=0

return (¢, ... , "7,

The functions and operations of the decryption device 300
will be described. The configuration of the functions of the
decryption device 300 1s the same as that of the decryption

device 300 according to the second embodiment shown 1n
FIG. 19.

(S1501: Vector Input Step)

The vector mput unit 310 receives through the communi-
cation device and inputs the cipher vectors ¢! (=0, . . ., n-1)
transmitted by the data transmission unit 230 of the encryp-
tion device 200.

(51502: Pairing Operation Step )

Using the processing device and based on the master public
key pk and each key vector k" 7.0 (=0, ..., n=1)whichis the
first element of the [-th level secret key, the pairing operation
unit 330 computes Formula 212 to generate information 1
concerning the message m.

H—

1
f = e(cl, k[r]*
=0

|Formula 212]

That 1s, using the processing device, the pairing operation
unit 330 generates the information T by performing the pair-
ing operation e, which pairs the spaces V and V* included 1n
the master public key pk, on each cipher vector ¢ input by the
vector input unit 310 and each key vector kL7 7. o stored in the
storage device by the key vector storage unit 320.

Using the processing device and based on the master public
key pk and each key vector k*!“! 7.0 ({=0,...,n-1), the pairing
operation unit 330 computes Formula 213 to generate infor-
mation g to be used for extracting the message m from the
information {.

n—1
| e®f, kL)
=0

|Formula 213]

g =

That 1s, using the processing device, the pairing operation
unit 330 generates the information g by performing the pair-
ing operation e, which pairs the spaces V and V* included 1n
the master public key pk, on each basis b in each basis B!*
included the master public key pk and each key vector
kl® 7. o Stored 1n the storage device by the key vector storage

unit 320.
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(S1503: Discrete Logarithm Computation Step)

The discrete logarithm computation unit 340 solves a dis-
crete logarithm problem to the base information g on the
information I to compute the message m. That 1s, the discrete
logarithm computation unit 340 computes Formula 214.

m":=D log,(f) [Formula 214]
where
Dlog_(y) denotes solving a discrete logarithm problem to
base X on v.

As with the cryptographic processing system 10 that
implements the HPE scheme described 1in the second embodi-
ment, the message m to be input here shall be a value smaller
than a predetermined small mteger T. This 1s because, as
described above, the decryption device 300 needs to solve the
discrete logarithm problem 1n computing the message m. As
with the cryptographic processing system 10 that implements
the HPE scheme described in the second embodiment, the
message m can be set 1n a plurality of basis vectors.

To summarize, the decryption device 300 executes the Dec
algorithm shown in Formula 215 to generate a message m' or
a distinguished symbol 1.

[n—l]*) (¥, . [Formula 213]

Dec((ky, . ey

1

n—1 n

e(bl!], k[r]* =
=0

e(c, kip).
t=0
!

m ::Dlﬂgg(f) 1f Dlﬂgg(f) € msg;

m' = 1+ otherwise, return m’.

The functions and operations of the key delegation device
400 will be described. The configuration of the functions of
the key delegation device 400 1s the same as that of the key

delegation device 400 according to the second embodiment
shown 1n FIG. 19.

(S1601: Key Vector k! 7. o Acquisition Step)

The key vector acquisition unit 410 acquires through the
communication device, for each t (t=0 , n—1), the L-th
level secret key (key mformatlon k1 ‘ L) 111c1ud111g the key
vector k" .o which s the first element of the L-th level secret
key and the key-generation vectors k" z. ; which are the j-th
(J=W,, . . . , n—1) elements of the L-th level secret key.

The key vector generation unit 420 and the key-generation
vector generation unit 430 perform (51602) and (51603) for
cacht (t=0, . .., n-1).

(S1602: Key Vector k1", , | ) Generation Step)

Using the processing device and based on the master public
key pk, the key information k1", and the predicate vector
Vo (V= (Ve - V), I, —1)), the key vector
generation unit 420 computes Formula 216 to generate a key
vector k7" 7+1.0 Which s the first element of an (L+1)-th level
secret key.

|Formula 216]

(1)

U
Titls WE41.00s o0 s Wit10L> 01410 < Fq
(#1111 1)
[T]*

Z%{,ﬂ 1k[r]* L,,D + TL+1,0 Z V:'k,[;,]f*

=0 \ THT 'y

. (2)
Ki10:=Trsl

r=0,... ,n—-1

That 1s: (1) using the processing device, the key
vector generation unit 420 generates random numbers
Tr41, 0, 9z+1,0,: =0, L), and o7 4 o,

(2) Using the processing device, the key vector generation
unit 420 generates the key vector k", 1. o by adding, to the
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key vector k! r.0s vectors v, (1=, . .., 1y —1)1nwhich each
element of the predicate vector v, , randomized by the
random number o, , 1s set as the coetficient of each key-
generation vector k" z.: Pz, ..o, 1y, —1), the key vector
k", randomized by the random number 1, ., , o, and the
key-generation vectors k' z.;(=1,...,L)randomized by the
random numbers \; ., o ,(1=1,...,L).

(81603: Key-Generation Vector k", |  Generation Step)

Using the processing device and based on the master public
key pk, the key information k", | and the predicate vector
v, ., the key-generation vector generation unit 430 com-
putes Formula 217 to generate each key-generation vector
kA ,; for generating a lower level secret key (a lower level
key vector). The key-generation vector k1", | is the j-th
clement of the (L+1)-th level secret key.

|Formula 217]

(1)

L
TL+1 g l;Z{L+l,l,Da I I | $L+1,L+1,La G-L+l,ﬂL+l y "= 9 D-L+1,H—l : IF

o

(L (i 11 1) (2)
kE]fl,J =TI+l ZwLJrl,j,ikE]i* +kE]; T 01+l Z VrkE]:*

, =0 \ ITHY oy
r=0,... ,.n=1,j=0,... ,L+1,uz+1,... ,0—-1

That1s: (1) using the processing device, the key-generation

vector generation unit 430 generates random numbers T, ,
Yy, 0=0,...,L)yg=L, ..., L+, uz,,,...,0-1), and
Op1,; UMy - - -5 0=1).

(2) Using the processing device, the key-generation vector
generation unit 140 generates the key-generation vector
kA .. ; for generating a lower level key vector of the key
Vectork{f $L+1: o foreachj(g=1,...,L+1,u,,,,...,n-1), by
adding vectors 1n which each element of the predicate vector
v, randomized by the random number o, ;1s setas the
coefficient of each key-generation vector k" o (T, .
u,.,-1), the key vector k" z. o randomized by the random
number ;. ; o, and the key-generation vectors Kkl 7, ; ran-
domized by the random numbers ¢, ., ; , (1=1,...,L).

To summarize, in (51601) and (S1602), using the process-
ing device, the key vector generation unit 420 and the key-
generation vector generation unit 430 execute the Delegate,
algorithm shown in Formula 218 to generate the (L+1)-th
level secret key (key information k17", )including the key
vector k1", , | and the key-generation vectors k""", |

> J”

|Formula 218]

Delegate, ((ZT]* y e

Sn—1]*

akL

- ] n
s Vit] = (V,UL:' LI V,{IL+1—1) -

U
" G-L-I-l,ﬂ—l H[F "

AL L1 Ly O L4100 OLal g, (s «-- .

Trt1> W141,0,05 -

Forr=20, ... ,n—1,

,H—l, jZO, ,L+1,pL+1,

(t1f41 1 1)

Z Vi kE]j* ;

\ I=HT Y

(I

HE [7]+
Z ¢'L+l,j,ikL,i + kL,j T OL+l,j
L i=0

[t _
KLy1,j = Tral

—3'*[1‘]“‘1 _ [1‘]*

Kpip = (kLﬂ,m ki

[¢]+
L+1=#L+l’ k

k[f]* )
» M4+ EA+1 » M+1n—1 )0

—}[H—]_]H-:
return Sk(ﬁl!___ ) S (kHl, )

g J!‘:Lﬂ

(51604: Key Distribution Step)
The key distribution unit 440 transmits the key information
k1" generated by the key vector generation unit 420 and
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the key-generation vector generation unit 430 to the decryp-
tion device 300 of a lower level through the communication
device.

The pairing operation computed 1n (S1502) will be turther
explained.

In the second embodiment, as has been described with
reference to FI1G. 16, a component concerning the basis vector
b, 1s extracted by using the inner-product of 0 between the
attribute vector and the predicate vector, that 1s, by perform-
ing the pairing operation such that all components other than
the component concerning the basis vectorb, inthe ciphertext
¢ become 0. Likewise, in this embodiment, the paring opera-
tion 1s performed 1n (S1502) such that the component con-
cerning the basis vector b, 1s extracted ifrom the ciphertext ¢
by performing the pairing operation as shown in Formula 219.
Formula 219 1s an equation for explaining the pairing opera-

tion. In Formula 219, the indices of random numbers are
simplified for stmplicity.

[Formula 219]

— —
Antivy, ... , ATV )

ﬁ.

.. ,(gd;}d)(HTle}l, ,HTd ‘u‘d)

d - —
é _ ”'5:'1’:'(1:"“5)
= I =1

where
¢! attribute vector portion of ¢,
k; o*: predicate vector portion ofk; 1%,

Oy...,0,Tq,...,T; random numbers,
?f: predicate vector (1=1, ... ,L.),
v:0@G=L +1,...,d),and

—F —F

xv.=01=1,....,d

As has been described, the cryptographic processing sys-
tem 10 according to this embodiment implements the HPE
scheme that 1s adaptively attribute-hiding against CPA, and 1s
modified to provide a high level of security.

The cryptographic processing system 10 according to this
embodiment can readily implement an HPKEM scheme, as
with the cryptographic processing system 10 according to the
above embodiments.

Seventh Embodiment

In this embodiment, a cryptographic process that 1s adap-
tively attribute-hiding against CCA will be described. The
cryptographic process to be described 1n this embodiment 1s
constructed based on the cryptographic process that 1s adap-
tively attribute-hiding against CPA described in the sixth
embodiment.

The HPE scheme that is adaptively attribute-hiding against
CCA 1s constructed from the HPE scheme using the n copies
ol vector spaces described 1n the sixth embodiment by apply-
ing the scheme described in Non-Patent Literature 11.

In the fourth embodiment, the HPE scheme using the
scheme discussed in Non-Patent Literature 7 has been mainly
described, and the HPE scheme using the scheme discussed in
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Non-Patent Literature 11 has been briefly described. In this
embodiment, the HPE scheme using the scheme discussed 1n
Non-Patent Literature 11 will be described.

Referring to FIGS. 33 to 35, 29, and 32, the functions and

operations of the cryptographic processing system 10 will be
described.

FIG. 33 15 a functional block diagram showing functions of
the cryptographic processing system 10 according to this
embodiment. The cryptographic processing system 10
includes the key generation device 100, the encryption device
200, the decryption device 300, and the key delegation device
400, as with the cryptographic processing system 10 accord-
ing to the second embodiment. It 1s also assumed 1n this
embodiment that the decryption device 300 includes the key
delegation device 400.

FI1G. 34 1s a flowchart showing operations of the encryption
device 200. FIG. 35 15 a tlowchart showing operations of the
decryption device 300. Flows of operations of the key gen-
eration device 100 and the key delegation device 400 are the
same as those of the key generation device 100 and the key
delegation device 400 according to the sixth embodiment.
Thus, the operations of the key generation device 100 will be
described with reference to FIG. 29. The operations of the key
delegation device 400 will be described with reference to

F1G. 32.

In the following description, Sig:=(G,,,, Sign, Vriy)
denotes the secure one-time signature scheme described 1n
the fourth embodiment.

The functions and operations of the key generation device
100 will be described. The configuration of the functions of
the key generation device 100 1s the same as that of the key
generation device 100 according to the sixth embodiment
shown 1n FIG. 28. The tflow of the operations of the key
generation device 100 1s the same as that of the key generation
device 100 according to the sixth embodiment shown in FIG.

29. Thus, the functions and operations of the key generation
device 100 will be described with reference to FIG. 29.

(S1301: Master Key Generation Step)

As with the sixth embodiment, using the processing
device, the master key generation unit 110 generates a master
public key pk and a master secret key sk, and stores the
generated keys 1n the master key storage unit 120.

As with the fourth embodiment, it 1s assumed that there are

the N (=n+4) number of dimensions in DDVS. That 1s, the
basis vectors of the DDVS are structured as shown in FIG. 25.

To summarize, 1n (S1301), the master key generation unit
110 executes the Setup algorithm shown 1n Formula 220 to

generate the master public key pk and the master secret key
sk.

|Formula 220]
Setup(1*, i 1= (n, d; gy, ... , fa)):
Nozn+d (V, V¥ 0, A A% g) g

A :
dd'l-’.s(l ) N)?

Fort=10, ...

,H—l,

X = () —GLIV, F,),

)
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-continued
&N—1
P = Nk, Blie = (057, ... L BT,
J=0
sk = (x10 . xlkU ROk Ry

pki=(1N @ V, V¥, G, A, A% g BOL . Bl

return sk, pk.

Then, as with the sixth embodiment, the key vector gen-
eration unit 130 and the key-generation vector generation unit
140 perform (51302) and (S1303) for each t (t=0, . . ., n-1).

(S1302: Key Vector k", | Generation Step)

As with the sixth embodiment, using the processing
device, the key vector generation unit 130 computes Formula
221 to generate a key vector K 1.0 Which 1s the first element
of a first (level 1) secret key.

|Formula 221]

(1)

[ (-] ‘w ‘w
[#] £ [¢]+

+ §1,05L]

\ =0 y /

(2)

where
kmm*: first element of the first level secret key, and
v.(1=0, . .., u,—1): predicate vector.
(S1303: Key-Generation Vector k'I"| . Generation Step)
As with the sixth embodiment, using the processing
device, the key-generation vector generation unit 140 com-
putes Formula 222 to generate each key-generation vector
k", . Thekey-generationvectork'”, isthej-thelementof
the first level secret key.

|[Formula 222]
T1s 1,1 Tyl oo s Tl p—15 01 42> (1)
(] ] [ Y.

T1.n+3> é’lpl » &1,u4l> =+ 251 n-1 {_Fq,

( (11-1 ) ‘w (2)
K=oy v [+ £1 ol

\ \ =0 y y

( (111 -1 ) ) (3)
kﬁf =T1|01; Z v Y +b£,?]* +§ELE;E]*

\ =0 / /

where
k, ,'*: first element of the first level secret key, and
k, J[f]*: 1-th element of the first level secret key.

Note that the key-generation vector generation umt 140
generates the key-generation vectors k", (=1, . . .,
W, ..., n=1, n+2, n+3). That 1s, the key-generation vector
generation unit 140 differs from the key-generation vector
generation unit 140 shown 1n FIG. 28 1n that 1t generates the
key-generation vectors k', |, and k7, | ..

To summarize, in (5S1302) and (S1303), using the process-
ing device, the key vector generation unit 130 and the key-
generation vector generation unit 140 execute the GenKey

algorithm shown in Formula 223 to generate the first level
secret key (key information k1" ) including the key vector

k", , and the key-generation vectors k'™ .
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|Formula 223]

.
GenKey(sk, vy i=(Vo, oo s V1)) i T1. 010, 011> TlLpls --v

7] 7] o7
U-l,?‘l—la G-l,ﬂ-l-Za U-l,?‘l+3a é/l,lja 1,1 lhu_'la LI

U
‘fﬂ—l HIFQ,;
Forr=10, ...

n—1

[ (-1 ) )

=T Crl:-_." Z ij}r]* é’lrﬂbg]* .
\ =0 ) )

for =10, 1,

[ (-1 ‘w w
ol g pl |,
\ \ =0 y y

for j=uy,... . n—1,n+2,n+3,

—}[f]*

O o (W A Al

l.n—1> kFlLZ! k?k—l— )

_}[H—l]*)

L[ 1]+
" kl

return sk :=(kl N
vl

(51304: Key Distribution Step)

As with the sixth embodiment, the key distribution unit 150
transmits the master public key generated by the master key
generation unit 110 and the key information k", (t=
0, ..., n-1) generated by the key vector generation unit 130
and the key-generation vector generation unit 140 to the
decryption device 300 through the communication device.
The key distribution unit 150 also transmits the master public
key to the encryption device 200 through the communication
device.

The functions and operations of the encryption device 200
will be described. The encryption device 200 includes the
verification information generation unit 230, the verification
information setting unit 260, and the signature information
generation unit 270, in addition to the functions of the encryp-
tion device 200 according to the sixth embodiment shown in
FIG. 28.

(S1701: Venification Information Generation Step)

Using the processing device, the verification mnformation
generation umt 250 computes Formula 224 to generate a
verification key vk and a signature key sk.

(V,sk):=9 g,(17)

(S1702: Message Setting Step)

As with the sixth embodiment, using the processing device
and based on the master public key pk, the transmission
information setting umt 210 computes Formula 225 to gen-
erate each message vector mv'” (=0, ,n—1).

[Formula 224]

myld s Zmbn['ﬂ

(S1703: Venification Information Setting Step)

Using the processing device and based on the master public
key pk, the verification information setting unit 260 computes
Formula 226 to generate each verification information vector

[Formula 225]

cvlid (1=0, .. ., n-1).
|Formula 226]
n n 1
(O s ol T4 -
=g b vk by =0, n-1 (2)

That 1s: (1) using the processing device, the verification
information setting unit 260 generates each random number

31 (=0, ..., n-1).
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(2) Using the processing device, the verification informa-
tion setting unit 260 generates the verification mformation
vectorcv? (t=0, ..., n-1), foreach t (=0, . .., n-1), by setting
a predetermined value (1 1n this case) randomized by the
random number 8!, as the coefficient of the basis vector
bl inthe basis B included in the master public key pk, and
also setting the verification key vk randomized by the random
number 8! 2 as the coefficient of the basis vector b ..

(S1704: Cipher Vector Generation Step)

Using the processing device and based on the master public
key pk and attribute vectors x 7, to x , (x,(1=1, . . .
L) FXq, ..., X)) (1=u,-1))) (where L. denotes the depth of
hierarchy), the cipher vector generation unit 220 computes
Formula 227 to generate each cipher vector ¢! (t=0, . . .,

n-1).

|Formula 227]
L T T it ;_ (1)
(xXL+1, ... ,,xd){—tF L+1 L><...><EF d-1
0 1 d
(S, o 40 00 sy 2 o
: U
. —(f;m ,S!ﬂl){—}F; forr=0,... ,n-2, (2)
1] S
—|H— — — -1
S L= ((Sl-xla 5§d-xd)_ ZS s
=0 ¥,
n—1
xvl] Z:ZSF]E?F] r=0,... ,n-1
i=0
=g pl =0 0 n-1 (3)
= vl ol eyl = (4)
n—1

D s 4 mplh + 0 B+ oLl L + v Bl

(1) to (3) shown 1n Formula 227 are the same as (1) to (3)
shown 1 Formula 210. (4) Using the processing device, the
cipher vector generation unit 220 generates the cipher vector
cl, foreach basis B (t=0, . . ., n-1), by adding the generated
attribute information vector xv'“, the generated random num-
ber vector rv”, the message vector mv!” generated by the
transmission information setting unit 210, and the verification
information vector cv!! generated by the verification infor-
mation setting unit 260.

(S1705: Signature Information Generation Step)

Using the processing device, the signature information
generation umt 270 computes Formula 228 to generate sig-
nature information .

>:=Sign_(cl® ... cm-1]) [Formula 228]

That 1s, using the processing device and based on the sig-
nature key sk, the signature information generation unit 270
executes Sign to generate the signature information 2.

(S1706: Data Transmission Step)

The data transmission unit 230 transmits the cipher vectors
c! generated by the cipher vector generation unit 220, the
verification key vk generated by the verification information
generation unit 250, and the signature information 2 gener-
ated by the signature information generation unit 270 to the
decryption device 300 through the communication device.

To summarize, the encryption device 200 executes the Enc
algorithm shown in Formula 229 to generate the cipher vec-
tors ¢ (t=0, . . ., n-1), the verification key vk, and the
signature information 2.



US 8,559,638 B2

71
[Formula 229]
Enc(pk, m € msg,
=G, e s X)) =Koy oo 5 Xy <)y oee s Ky s eee 5 Xp—1)):
(vk, sk):= gﬁg(l‘{‘)(vk € IFq),
(X741, ... ,‘x’@iﬁ'?bﬂﬂﬂx...x]P‘z_“d—l,
(O1, 00y by, v S 0, S —F A,
. (SH], ,SELJL]F; forr=0,... .n-2,
n—2 )
TR = A |
=0

n—1
el .= Z D ey L R L AL B L L) T AL DY
=0

forr=0,... ,n—-1, E:=Signsk(c[ﬂ],... , el

return (¢!, ... , P vk, 3.

The functions and operations of the decryption device 300
will be described. The decryption device 300 includes the
tampering verification unit 370, 1n addition to the functions
included 1n the decryption device 300 according to the sixth
embodiment shown 1n FIG. 28.

(S1801: Vector Input Step)

The vector mput unit 310 receives through the communi-
cation device and inputs the cipher vectors ¢! (t=0, . .., n-1),
the verification key vk, and the signature information X trans-

mitted by the data transmission unit 230 of the encryption
device 200.

(S1802: Signature Verification Step)

Using the processing device, the tampering verification
unit 370 determines whether or not Formula 230 holds.

Vify (9 ..., 77 3)=1

That 1s, the tampering verification unit 370 venfies the
signature information 2 by executing Vriy by the verification
key vk.

(S1803: Key Vector Deformation Step)

Using the processing device, the vector deformation unit
350 computes Formula 231 to deform the key vector k1", .

[Formula 230]

J%L?D[f] $.. :kL?D[f] 8 +6(vk.k}:.-ﬂ+2 [.!.‘] $_kL,H+3 [.if]:»i: [FDHHUIH. 23 1]

where

IEL:D“]*: first element of the L-th level secret key after being
deformed,

k; o*: first element of the L-th level secret key before being
deformed,

kL!mz[f]*: (n+2)-th element of the L-th level secret key, and
K; ,iea 0¥ (n43)-th element of the L-th level secret key.

That 1s, the vector deformation unit 350 deforms the key
vector by the verification key vk, such that a pairing operation
to be executed 1n a subsequent step will erase the verification
key vk set by the verification information generation unit 250
of the encryption device 200 (such that O 1s set as the coedli-
cient of the basis vector 1n which information including the
verification key vk 1s set).

(S1804: Pairing Operation Step)

Based on the master public key pk and the deformed key
vectors kI 7.0 (50, ... ,n-1), the pairing operation unit 330
computes Formula 232 to generate information { concerning
the message m.
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|Formula 232]

n—1

fa=[] elet &%)

=0

Based on the master public key pk and the deformed key
vectors k" 7.0 (=0, ..., n-1), the pairing operation unit 330
computes Formula 233 to generate information g to be used
for extracting the message m from the information T.

n—1 |[Formula 233]

g = ]_[ E(bg], EE]S)

=0

(S1805: Discrete Logarithm Computation Step)

As with the sixth embodiment, the discrete logarithm com-
putation unit 340 solves a discrete logarithm problem on the
information 1 to the base information g to compute the mes-
sage m. That 1s, the discrete logarithm computation unit 340
computes Formula 234.

m":=D log,(f) [Formula 234]

where

Dlog (v) denotes solving a discrete logarithm problem to
base X on v.

As with the cryptographic processing system 10 that
implements the HPE scheme described in the second embodi-
ment, the message m to be iput here shall be a value smaller
than a predetermined small mteger T. This 1s because, as
described above, the decryption device 300 needs to solve the
discrete logarithm problem 1n computing the message m. As
with the cryptographic processing system 10 that implements
the HPE scheme described in the second embodiment, the
message m may be set in a plurality of basis vectors.

To summarize, the decryption device 300 executes the Dec
algorithm shown in Formula 235 to generate a message m' or
a distinguished symbol

|Formula 235]
0] —11]= 07+ —1]= 07 —1]=
Dec(lkp by s - ki ke o kR ke k),
G Gl IV S N
Vifyy (e, oo e D)y =172
U rl ol b * *
o —F Ry +ak-kEL, — k)

e, ko).

Dlog,(f) € msg?
m’ = ch:gg(f) 1f both checks are passed;

m’ 1= L otherwise,

return m’ .

The functions and operations of the key delegation device
400 will be described. The configuration of the functions of
the key delegation device 400 1s the same as that of the key
delegation device 400 according to the sixth embodiment
shown in FIG. 28. The flow of the operations of the key
delegation device 400 1s the same as that of the key delegation
device 400 according to the second embodiment shown 1n
FIG. 32. Thus, the functions and operations of the key del-
egation device 400 will be described with reference to FIG.
32.
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(S1601: Key Vector k! 7. o Acquisition Step)

As with the sixth embodiment, the key vector acquisition
unit 410 acquires, through the communication device, the
[-th level secret key (key information k")) including the
key vector k", which is the first element of the [-th level
secret key and the key-generation vectors k7" 7. ; which are
the j-th (j=n,, . . . , n—1) elements of the L-th level secret key.

As with the sixth embodiment, the key vector generation
unit 420 and the key-generation vector generation unit 430

perform (S1602) and (51603) for each t (t=0, . . . ,n—1).

(S1602: Key Vector kL4 . o Generation Step)

As with the sixth embodiment, using the processing
device, the key vector generation unit 420 computes Formula
236 to generate a key vector k", || which is the first
clement of an (L+1)-th level secret key.

|Formula 236]

(1)

U
TE+1s WId1.005 - » WI41.0.Ly OL+1.0 HIFQ

[l . _
Kit10 '= TLt1

(L
Z Wiil0:k

i=0

[#]*
L.

+ k

[#]*
Lo t0r410

\ ITHL

(2)

(S1603: Key-Generation Vector k4 L (Generation Step)

As with the sixth embodiment, using the processing
device, the key-generation vector generation unit 430
computes Formula 237 to generate each key-generation vec-
tor ", | . The key-generation vector k", | is the j-th
element of the (L+1)-th level secret key.

|Formula 237]

(1)

AL L LA L L T Lty > - >

U
Tit+1,n-1> Tl n+2s UL+l n+3 *-—Fq

Tral> Wit1.1.00 -

(L (1411 (2)
kE]fl, =T Zlﬁml, j,ikE]E* +kE]; + 01 Z ikE]i*

, =0 \ =i J/
r=0,... ,n—=1,7j=0,... ,L+1,
Urils-w -B—1,0+2, 043

Note that the key-generation vector generation unmt 430
generates the key-generation vectors k' r+1, 7070000y s
W15 --.,0=1,n+2, n+3). That 1s, the key-generation vector
generation unit 430 differs from the key-generation vector
generation unit 140 shown in FIG. 10 1n that 1t generates the
key-generation vectors k', | and kK7, ;.

To summarize, in (51602) and (S1603), using the process-
ing device, the key vector generation unit 420 and the key-
generation vector generation unit 430 execute the Delegate,
algorithm shown 1n Formula 238 to generate the key infor-
mation k", | including the key vector k'I", | and the

key-generation vectors k!4, i

|Formula 238]

Delegate, ((ET]* y e

n—1]*

akL

- ] n
s VIt -= (vﬂLa LI VruL—l—l_l) -

Tl WEt1.00s o+ » WIt1L+1.Ls OL+1.0

U

s TLtln—1s UL+l n+2s TL+1,n+3 —IF .

G-L"'lrﬂL—l—l’ p
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-continued
Forr=0,... ,n-1,j=0,...,
L+1,u;.4,... ,.0—1.n+2,n+3
(I (117 .1 -1 AR
kE]fl,j = ULl Z ‘,bLJrl,j,ikE,]i* +kE,]; T 0L+l Z kaE,]f ;
L i=0 \ S /)
—}[I‘]*
(L] [1]+ [7]+ [1]+ [1]+ [1]+
J’(,‘LH - (kLJrl,m et kL+1,L+1=~ kL+1,prL+l T orr e kL+1,n—1=~ kL+1,n+2kL+l,n+3)=
[0]+ S[r—1]x
return Sk(?l!__ﬁ&l) 1= (ZHD Y )

(S1604: Key Distribution Step)

As with the sixth embodiment, the key distribution unit 440
transmits the key information k1", | generated by the key
vector generation unit 420 and the key-generation vector
generation unit 430 to the decryption device 300 of a lower
level through the commumnication device.

As has been described, the cryptographic processing sys-
tem 10 according to this embodiment implements the HPE
scheme that i1s adaptively attribute-hiding against CCA
adapted from the HPE scheme that 1s adaptively attribute-
hiding against CPA described in the sixth embodiment.

Eighth Embodiment

In this embodiment, methods for implementing dual dis-
tortion vector spaces (DDVS) will be described. First, an
implementation method by a direct product of asymmetric

bilinear pairing groups used as an example of DDVS 1n the
above embodiments will be described. Next, an implementa-
tion method by a direct product of symmetric bilinear pairing
groups will be described. Then, an implementation method
by a Jacobian variety of a supersingular curve of genus =1 will

be described.

<Implementation Method by a Direct Product of Asym-
metric Bilinear Pairing Groups>

An asymmetric bilinear pairing group (G,, G,, G, g,, 25,
q) and a pairing operation € on the asymmetric bilinear pair-
ing group (G, G,, G, g,, g,, q) are given. The asymmetric
bilinear pairing group (G, G,, G, g,, g,, q) and the pairing
operation have been described in the first embodiment.

DDVS are implemented as shown below.

V,V* a,,...,a,_q,a%,,...,a%,_, are shown in Formula
2309,
V-G /
V=03 EN?
HD::(glzlz LR 1): - - :HN—I::(lz - :1:gl):
a*y=(g->1,...,1),...,a*%_=(1,...,1,9) [Formula 239]
Vectors X and y are shown 1n Formula 240.
N-1 N1 \ |[Formula 240]
X = E xm{resp.y = Z via; | 18
—0 =0 /
(X0&1> -+ » Xy—181)(resp.(Yoga2, -+ » YN-1&2))-
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The pairing operation € on (V, V*) 1s defined as shown in
Formula 241.

—1 N-1

|Formula 241]
e(g1xi, L2¥i) =e(g1, &) ) Xy
g g2 g1, 8 Z Y

i=0

e(x, v) =
=0

Here, the notation ¢ of the pairing operation ¢ 1s used for
both (G,, G,) and (V, V*). The non-degeneracy and bilinear-
ity of the pairing operation € obviously hold. Here, Formula
242 holds.

e(aa*)=u® ij €{0,... N-1}
where
0: Kronecker 0 (1.e., 0, =1 1f 1= and o, ~0 1f 1=}), and
u.=e(g,,2,)=1EG .

Distortion maps ¢, ; are simply defined as shown 1n For-
mula 243.

[Formula 242]

|Formula 2473]

i1 N—i
@j}j(){?)l= (0,. ,0, ngl,o, ,0)
for X :=(g1X0, -+ » &1Xjs +vr 5 81XN-1)

<Implementation Method by a Direct Product of Symmet-
ric Bilinear Pairing Groups>

Using a symmetric bilinear pairing group (G, G, g, q)
described heremabove, the same direct product construction
can be made as 1n the case of using the asymmetric bilinear
pairing group (G,,G,, G~ g,,2,,q). That1s, V=V* and A=A*
for that construction. Therefore, 1t 1s possible to check
whether ¢ZF  such that x=cx' exists for any pair of nonzero
vectors X and X' in spaces V=V * by using the pairing operation
¢ and a projection to a basis vector 1n the bases A=A*.

<Implementation Method by a Jacobian Variety of a
Supersingular Curve of genus =1>

DDVS are realized by a g-rational points group of a Jaco-
bian variety of some specific supersingular hyperelliptic
curves C, 1.e., V=V*:=]Jac_|q]. The dimension N of the space
V (and V*) 1s twice the supersingular hyperelliptic curves C.
The canonical basis A=(a,,, . . . ,a,,_,) of the space V 1s given
by eigenvectors of a Frobenius endomorphism. All values
K, &F_such as shown in Formula 244 are determined for the
Weil pairing e discussed in Non-Patent Literature 27. Using
such explicit values of k, , the dual orthonormal basis A* of
the space V* can be constructed.

e(a,a*)=u"% ij €{0,... N-1}

where
0: Kronecker o (1.e., 0, =1 1t 1= and o, ~0 1f 1), and
u:=e(g,.g,)=1E€G ;.

Here, note that an endomorphism ¢, ; called a distortion
map 1n Non-Patent Literature 21 does not necessarily satisiy
the condition that ¢, , (a,)=0 1t k=j. However, Non-Patent
Literature 21 shows that a projection operator Pr, to <a >, 1.e.,
Pr(a;)=0, ;a, 1s polynomial-time computable. Therefore, a
composition ¢, Pr; satisties the condition ¢, Pr(a,)=0; ,a,
and this 1s polynomial-time computable. Here, ¢, Pr;is called
distortion maps.

[Formula 244]

Ninth Embodiment

In the above embodiments, the methods for implementing
the cryptographic processes 1n dual vector spaces have been
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described. In this embodiment, a method for implementing
the cryptographic processes i1n dual modules will be
described.

That 1s, in the above embodiments, the cryptographic pro-
cesses are implemented 1n cyclic groups of prime order q.
However, when a ring R 1s expressed using a composite
number M as shown in Formula 245, the cryptographic pro-
cesses described 1in the above embodiments can be adapted to
a module having the ring R as the coellicient.

R:=Z/MZ [Formula 245]

where
Z : integer, and
M: composite number.

For example, when the HPKEM scheme described 1n the
second embodiment 1s implemented 1n the module having the
ring R as the coellicient, 1t 1s expressed as shown 1n Formulas

246 to 250.
|Formula 246]
Setup(1', Z:=(n, d; g1, ..., Ha)):
Ni=n+2, (V, V%5 G, A AY M)EG (14 N)
g N-1
X := (x; ;) e—GL(N,R), b; = fo,jaj, 13 := by, ... . by_y).
j=0
| N-1
(vi)i=("), b = v;,jaj-,B* =05, ... . by ),
j=0

sk = B*, pk=(M @Y, V¥ G, A A¥ M, B).
return sk, pk.

|Formula 247

GenKey(pk, sk, v :=(vg, ... , Vi, —1)):

U n—p+1
(0'1,03"?1,;;15.--- -,-U-l,n—l){_H &
(1 —1 A
kiﬂ =010 ij? +b:;,
\ =0 /
fﬂl—l )
kij:‘j-l:.f v;b; +bj-,j=p1,m+l,... -1
=0 y
e * # *
kl .= (klpﬂ"klpﬂl’ “a n kl,ﬂ—l)'
—h
return k.
|Formula 248]
Enc(pk, X := (X[, ... , X)) =
(505 v s Xy oo > (o oo > X))
2 R ML 1AL R a1
@L—I—la s s Xg) Ee— X... X
U pd+2
(pa (51, 36d5 CSH-I—I)HM "
(-1 ) [ n-1 )
CZ:(‘il Zijj +---+§d Z ijj +pbﬂ+§”+lbn+l,
\ =0 / =Hg-1 )
K :=up.

return (¢, K).
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-continued
[Formula 249]

Dec(pk, kiﬂ,. c): K :=elc, kE?{})a
return K.

|Formula 250]

DelegateL(pk, ky,Vii = (Vigg s ooe VHLH_l)):

npp 4]+l

(D-L+I,Ua D-L+l=ruL—|—l w e w "-:_;'-L—I—l,.l*‘l—l)1':‘_”.5EL

(y 411 )
* " — * . . * n —
Kpv1,j =KL ;+ 0Lt Z vikp i[> J =10,
\ =HE y
MHr+1- Hi4+1 + 15 TR [ 1-;
1 * * #
Kpel 1= (kL+1,DkL+l,,uL+lﬂ ﬂkL+l,n—l)'

return Ky , ;.

Thatis, in principle, the processes described for the field F |
in the above embodiments can be implemented 1n the module
having the ring R as the coetlicient by replacing the field F |
with the ring R.

A hardware configuration of the cryptographic processing
system 10 (the key generation device 100, the encryption
device 200, the decryption device 300, and the key delegation
device 400) according to the embodiments will now be
described.

FIG. 36 1s a diagram showing an example hardware con-
figuration of the key generation device 100, the encryption

device 200, the decryption device 300, and the key delegation
device 400.

As shown 1n FIG. 36, the key generation device 100, the

encryption device 200, the decryption device 300, and the key
delegation device 400 each include the CPU 911 (central

processing unit, also called a processing unit, an arithmetic

unit, a microprocessor, a microcomputer, or a processor). The
CPU 911 1s connected through the bus 912 with the ROM
913, the RAM 914, the LCD 901 (liqud crystal display), the
keyboard 902 (K/B), the communication board 9135, and the
magnetic disk device 920, and controls these hardware
devices. The magnetic disk device 920 (a fixed disk device)
may be replaced with a storage device such as an optical disk
device or a memory card read/write device. The magnetic
disk device 920 1s connected through a predetermined fixed
disk interface.

The ROM 913 and the magnetic disk device 920 are
examples of a nonvolatile memory. The RAM 914 1s an
example of a volatile memory. The ROM 913, the RAM 914,
and the magnetic disk device 920 are examples of a storage
device (memory). The keyboard 902 and the communication
board 915 are examples of an 1nput device. The communica-
tion board 915 1s an example of a communication device (a
network interface). The LCD 901 1s an example of a display
device.

The magnetic disk device 920, the ROM 913, or the like
stores an operating system 921 (OS), a window system 922,
programs 923, and {files 924. The programs 923 are executed
by the CPU 911, the operating system 921, and the window
system 922.

The programs 923 store soltware or programs for execut-
ing the functions described hereinabove as “the master key
generation unit 110, “the master key storage unit 1207, “the
key vector generation unit 130, “the key-generation vector
generation unit 1407, “the key distribution unit 1507, *“the
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transmission information setting unit 210, “the cipher vector
generation unit 2207, “the data transmission unit 2307, “the

session key generation unit 2407, “the verification informa-
tion generation unit 2507, “the verification information set-
ting unit 2607, “the signature information generation unit
27707, “the vector mnput unit 3107, “the key vector storage unit
3207, “the pairing operation unit 330, “the discrete loga-
rithm computation unit 340, “the vector deformation unit
3507, “the decryption unit 3607, “the tampering verification
umt 3707, “the key vector acquisition unit 4107, “the key
vector generation unit 4207, “the key-generation vector gen-
cration unit 4307, “the key distribution unit 440 and so on,
and other programs. The programs are read and executed by
the CPU 911.

The files 924 store information, data, signal values, vari-
able values, and parameters, such as “the master public key
pk”, “the master secret key sk, “the cipher vector ¢, and “the
key vector” described hereinabove, each of which is stored as
an 1tem of a “file” or a “database”. The “file” or “database™ 1s
stored 1n a storage device such as a disk or memory. The
information, data, signal values, variable values, and param-
cters stored 1n the storage device such as the disk or memory
are read by the CPU 911 through a read/write circuit to a main
memory or a cache memory, and are used for operations of the
CPU 911 such as extraction, search, reference, comparison,
calculation, computation, processing, output, printing, and
display. The information, data, signal values, variable values,
and parameters are temporarily stored 1n the main memory,
the cache memory, or a bulfer memory during the operations
of the CPU 911 such as extraction, search, reference, com-
parison, calculation, computation, processing, output, print-
ing, and display.

In the flowcharts described hereinabove, an arrow mainly
represents an input/output of data or a signal, and each data or
signal value 1s stored in the RAM 914, or other types of
storage medium such as an optical disk, or an IC chip. The
data or signal 1s transferred online through the bus 912, a
signal line, a cable, other types of transfer medium, or a radio
wave.

What 1s described hereinabove as “a . . . umit” may be
a...circuit”, “a...device, “a...tool” “a...means”, or
a . .. function”, and may also be “a . . . step”, “a . . .
procedure”, or “a . . . process”. What 1s described as “a . . .
device” may be “a ... circuit”, “a .. . device”, “a . .. tool”,
“a...means”,or“a...function”, and may alsobe*“a. . .step”,
a...procedure”, or “a ... process’. What i1s described as
a...process” may be “a...step”. That 1s, what 1s described
as “a...umt” may be implemented by firmware stored in the
ROM 913. Alternatively, “the . . . umit” may be implemented
solely by software, or solely by hardware such as elements,
devices, boards, and wiring, or by a combination of software
and hardware, or by a combination including firmware. Firm-
ware or software 1s stored as a program 1n a storage medium
such as the ROM 913. The program 1s read by the CPU 911
and executed by the CPU 911. That is, the program causes a
computer or the like to function as “the . . . umt” described
above. Alternatively, the program causes the computer or the
like to execute a procedure or a method of “the . . . umit”
described above.

&4

&4

&k

&

REFERENCE SIGNS LIST

10: cryptographic processing system; 100: key generation
device; 110: master key generation unit; 120: master key
storage unit; 130: key vector generation unit; 140: key-gen-
eration vector generation umt; 150: key distribution unit; 200:
encryption device; 210: transmission information setting
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unit; 220: cipher vector generation unit; 230: data transmis- _continued
sion unit; 240: session key generation unit; 250: verification
information generation unit; 260: verification mnformation
setting unit; 270: signature information generation unit; 300:
decryption device; 310: vector input unit; 320: key vector 5
storage unit; 330: pairing operation unit; 340: discrete loga-
rithm computation unit; 350: vector deformation unit; 360:
decryption unit; 370: tampering verification unit; 400: key
delegation device; 410: key vector acquisition unit; 420: key
vector generation unit; 430: key-generation vector generation 10
unit; 440: key distribution unait.

If ¢; ;(a}) =a; and [Formula 4]
k # j, then ¢; :(a;) = 0.

5. The cryptographic processing system of claim 3,

wherein the encryption device generates as the cipher vec-
tor a vector of a basis B constructed from the canonical
basis A of the space V by performing a predetermined
operation, and

wherein the decryption device uses as the key vector a
vector of a basis B* constructed from the canonical basis
A* of the space V* by performing an operation derived
from the predetermined operation, the basis B* and the
basis B being orthonormal bases.

6. The cryptographic processing system of claim 5,

The invention claimed 1s:

1. A cryptographic processing system that performs a cryp-
tographic process using dual vector spaces of a space Vanda 15
space V* paitred through a pairing operation, the crypto-

graphic processing system comprising: wherein the basis B 1s a ba§is B:=(b,,. .., b:,.,h,_l) construcj[ed
an encryption device that, using a processing device, gen- from the canonical basis A by performing an operation
crates as a cipher vector a vector in the space V, the shown n Formula 5, and
vector having predetermined information embedded ,,  Wherein the basis B* 1s a basis B*:=(b¥,, . . ., b¥y._,)
therein; and constructed from the canonical basis A* by performing,
a decryption device that, using the processing device and an operation shown 1n Formula 6
using a predetermined vector in the space V* as a key
vector, performs the pairing operation on the cipher
vector generated by the encryption device and the key - N-l [Formula 5]
vector, to decrypt the cipher vector and to extract infor- bi = Z Xij@j
mation concerning the predetermined information. a
2. The cryptographic processing system of claim 1, i=0,... ,N-1
wherein the cryptographic processing system performs the where
cryptographic process in the space V and the space V* X :=(x, )<= GL(N, F.)
which are N-dimensional vector spaces, 30 ! ?
wherein the encryption device generates as the cipher vec- N1 [Formula 6]
tor an N-dimensional vector y:=(¥oZ¢, - . - » ¥a_Zy) 10 bt = Z Vi s
the space V, and =
wherein the decryption device, using an N-dimensional i=0.... N—1

vector 1N:=(Mng>s - - - » Na 125 ) 1N the space V* as the key 35
vector, performs a pairing operation € (¢, 1) shown 1n

where

(i) 2= (XT)™.

Formula 1 on the cipher vector y:=(%,2s - - - » Y 181)
and the key vector N:=(My2»s - - - > Na12-)
o Formula 1] 7. The‘ Cryptographjf: proce§sing system of claim 5,
e(p, q) 1= ]_[ e(x: g1, 1i22). wherein the encryption device includes
=0 a transmission information setting unit that, using the pro-

cessing device, generates as a transmission information
vector a vector 1n which p 1s set as a coellicient ol a basis
vector b, of basis vectors b, (1=0, . .., N-1) in the basis
B of the space V, and

3. The cryptographic processing system of claim 2,

wherein the cryptographic processing system performs the
cryptographic process 1n the space V and the space V* 45
which have a canonical basis A:=(a,,, a,,_, ) and a canoni-

cal basis A*:=(a*,, ..., a*, ,)respectively, the canoni- a cipher vector generation unit that, using the processing
cal basis A and the canonical basis A* satisfying a con- device, generates the cipher vector by adding a vector 1n
dition for an orthonormal basis shown in Formula 2 which each of attribute information x, 1=0, . . ., u, —-1)

1s set as a coellicient of each of basis vectors b, (1=
ela;, a*) = ud; ; [Formula 2] >Y C. : I
P = WO 0,...,u, —1)to the transmission mformation vector
generated by the transmission information setting unit,
and
if i =j for all i and j,then &;; =1, and if i # J, wherein the decryption device includes
55 a key vector storage unit that stores, as the key vector and
in a storage device, a vector 1n which a predetermined

where

then ¢; ; =0, and

u* 1. value 1s set as a coelficient of a predetermined basis
vector b* ofbasis vectorsb™, (1=0, ..., N-1) 1 the basis

4. The cryptographic processing system of claim 3, B* of the space V*, and 1n which each of predicate
wherein the space V and the space V* have the canonical ¢, information v, 1=0, ..., u, —1)1s set as a coellicient of
basis A:=(a,, . . ., A ) apd th§ canonical basis A*:= each of basis vectors b* (i=0, ..., w, —1) (i, .=, ), and
(a%o, . . ., @¥y_,) having distortion maps ¢, ; and ¢, a pairing operation unit that, using the processing device,

shown 1n Formula 3 and Formula 4 respectively performs the pairing operation on the cipher vector gen-

crated by the cipher vector generation unit and the key

65 vector stored by the key vector storage unit, and extracts
from the cipher vector a value concerning the p set as the
coellicient of the basis vector b, .

It Qf’j’j(ﬂj) = and [FDI‘IIIH]EI 3]
k # j, then ¢; ;(ay) =0
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8. The cryptographic processing system of claim 7, further
comprising;

a key generation device including a key vector generation
unit that, using the processing device, generates as a key
vectork; ,avectorinwhich apredetermined value 1s set
as a coellicient of the predetermined basis vector b* of
basis vectors b*, 1=0, . . . , n—1) 1n the basis B* of the
space V*, and 1n which each of predicate information v,
(1=0, ..., u,—1) 1s set as a coellicient of each of basis
vectors b*, (1=0, . .., u,-1).

9. The cryptographic processing system of claim 8,

wherein the key generation device further includes

a key-generation vector generation unit that, using the pro-
cessing device, generates, as key-generation vectors
k; , (=, ..., n-1) for generating a lower level key
vector of thekey vectork; ,, an ((n—1)-p;-1)number of
vectors 1n which a predetermined value 1s set as a coet-
ficient of a basis vector b* , for each1of 1=u,, .. ., n-1.

10. The cryptographic processing system of claim 9, fur-
ther comprising;:

a key delegation device including

a key vector generation unit that, using the processing
device, generates a key vector k;,, o which 1s the
lower level key vector of the key vectork; ,byadding
the key vector ; ,andvectors v, (1=, ..., 1, —1)1n
which each of predicate information v, (1=, . . .,
W, ,—1) 1s set as a coellicient of each of key-genera-
tion vectors k; , (=1, .. ., 1z, —1), and

a key-generation vector generation unit that, using the pro-
cessing device, generates Key-generation vectors k;
(1=\;.,, . . . , n—1) for generating the lower level key
vector of the key vector k; , , by making a predeter-
mined change to the key-generation vectors k;
(1=u,,,,...,n-1).

11. A key generation device that generates a key vectork;
o which 1s a secret key 1n a predicate encryption scheme, the
key generation device comprising:

a master key storage unit that, when a space V and a space
V* are dual vector spaces paired through a pairing
operation, stores 1n a storage device the space V* as a
master secret key; and

a key vector generation unit that, using a processing device,
generates as the key vector k; , a vector i which a
predetermined value 1s set as a coellicient of a basis
vector b* of basis vectors b*, 1=0, . . . , N-1) 1n a
predetermined basis B* of the space V*, and in which
cach of predicate information v, 1=0, . .., u,—1) 1s set as
a coellicient of each of basis vectors b*, 1=0, ..., u,—1),
the space V* being the master secret key stored by the
master key storage unit.

12. The key generation device of claim 11,

wherein the key vector generation unit sets each of the
predicate information v, (1=0, . . ., u,—1) as the coetii-
cient of each of the basis vectorb™, (1=0, ...,u,—1), such
that an 1ner-product of each of the predicate informa-
tionv, (1==0, ...,u,—1)and each of attribute information
X, (1=0, ..., u,~1) becomes O.

13. The key generation device of claim 11,

wherein the key vector generation unit generates the key
vector k; , as shown 1n Formula 7

n I

(1)1 ) (py -1 ) |Formula 7]
kioi=oro| ) vibi |+ .+l Y vibi|+b;
\ =0 / =R y
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where

k*, o first element of an L-th level secret key,

Oz.0s - - - » Oz 7_1- predetermined values, and

v,: predicate information.

14. The key generation device of claim 11, further com-

prising:

a key-generation vector generation unit that, using the pro-
cessing device, generates, as key-generation vectors
k; ; (=g, ..., n-1) for generating a lower level key
vector of thekey vectork; ,an((n-1)-u;-1)number ot
vectors 1n which a predetermined value 1s set as a coet-
ficient of a basis vector b* , for each1of1=u,, ..., n-1.

15. The key generation device of claim 14,

wherein the key vector generation unit generates the key
vector k;  as shown in Formula 8, and

wherein the key-generation vector generation unit gener-

ates the key-generation vectors k; , (1=u;, . .. ,n-1) as
shown 1n Formula 8
mne "w ( gty -1 ) |Formula 8]
klﬂ = TLo Z ij? + ...+ 011 Z ij? +f?:;,
=0 / USRI /
(1] —1 ) (pey —1 3
ki.ﬁ':: 0y, il Z Vib? * .+ 0 - Z Vfb;ﬂ +E?j
\, =0 / U=HE /

where

k*; o first element of an L-th level secret key,

k*; ;- J-th element of the L-th level secret key,

v,: predicate information, and

Oros - + - » Orr 1o Or s 0, ..., GL!HL,L—I,, Coe
O7 1,05 - + - » Oz _1.7—1: predetermined values.

16. A key delegation device that generates a key vector
which 1s a secret key 1n a predicate encryption scheme, the
key delegation device comprising:

a key vector acquisition unit that, when a space V and a
space V* are dual vector spaces paired through a pairing
operation, acquires a key vector 1n the space V* that can
decrypt predetermined cipher vectors in the space 'V, and

a key vector generation unit that, using a processing device,
generates a new key vector in the space V* that can
decrypt some cipher vectors of the predetermined cipher
vectors that can be decrypted by the key vector.

17. The key delegation device of claim 16,

wherein the key vector acquisition unit acquires as the key
vector a vector in which predicate information 1s set as a
coellicient of a predetermined basis vector 1n a prede-
termined basis B* of the space V*, and

wherein the key vector generation unit generates the new
key vector by adding, to the key vector acquired by the
key vector acquisition unit, a vector in which the predi-
cate information 1s set as a coellicient of a basis vector 1n
the basis B* other than the predetermined basis vector.

18. The key delegation device of claim 16,

wherein the key vector acquisition unit acquires an L-th
level key vector k;  in which each of predicate infor-
mation v, 1=0, . . ., u,—1) 1s set 1n each of basis vectors
b*. (1=0, ..., u,-1)of basis vectors b*, (1=0, ..., N-1)
in the basis B*, and also acquires key-generation vectors
k; ;(=u;, ..., 1z, ,—1)1n which a predetermined value
1s set as a coelficient of each of basis vectors b*,, and

wherein the key vector generation unit, using the process-
ing device, generates an (L+1)-th level key vector
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kK; .1 o by adding, to the key vector k; ,, vectors v,
(=1, ..., W, ,—1) in which, for each 1 of 1=1.,, . . .,
u; . —1,the predicate information v, 1s set as a coelificient
of the basis vector b*; in the key-generation vector k; ,
acquired by the key vector acquisition unit.

19. The key delegation device of claim 18,

wherein the key vector generation unit multiplies the coet-
ficient of the basis vector b*, of the key-generation vec-
tor k; , by a factor of predicate information v, (1=

Wr,...,W,, ;—1)suchthat an mner-product of each of the
predicate information v, (1=\,, .. ., 1, ,—1) and each of
attribute information x, (1=u,, . .., u,.,—1) becomes 0.

20. The key delegation device of claim 18,
wherein the key vector generation unit generates the key

vectorK; .,  as4 shown in Formula 9, based on the key
vector K; , and the key-generation vectors k;

(1p. (-1 ) |Formula9]
* e |* #
Kprro =kpo+ L1 Z Vikpi |
\ =R /

where

k*; .1 o first element of an (L+1)-th level secret key,

k*, o first element of an L-th level secret key,

k*; ;: 1-th element of the L-th level secret key,

v.: predicate information, and

O7.1,0- predetermined value.

21. The key delegation device of claim 18, further com-

prising:

a key-generation vector generation unit that, using the pro-
cessing device, generates key-generation vectors k; _ ;
(1=u,_,,...,n-1)1or generating a lower level key vector
of the key vector k;,, , by making a predetermined
change to the key-generation vectors k; , (1=, . . .,
ulL+1-1).

22. The key delegation device of claim 21,

wherein the key vector acquisition unit acquires the key
vector k;  and the key-generation vectors k, , (1=
Wr, ...,n—1)as shown in Formula 10,

wherein the key vector generation unit generates the key
vector K; ., o as shown in Formula 10, based on the key
vector k; . and the key-generation vectors k; , acquired
by the key vector acquisition unit, and

wherein the key-generation vector generation unit gener-
ates the key-generation vectors k, ., , 1=l ., ..., n-1)
as shown in Formula 10, based on the key-generation

vectors k; , acquired by the key vector acquisition unit
[Formula 10]

(g 11 ) [Formulal O]
KL+1,0 1= KL,0 + T L41,0 Z Viky; |

Kivlj = Kpj+041 Z Viky i | = Hiats

Mr+l +1,....,n—-1,

where

k*; .1 o first element of the (L+1)-th level secret key,
k*; .1 1-th element of the (L.+1)-th level secret key,
k*; o: first element of the L-th level secret key,

k*; ;- 1-th element of the L-th level secret key,

v,: predicate information,
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07,1 0 predetermined value,
0,1, predetermined value,

# . # # # . # #
150 .—l'.j-l?{] Z Vfbf +bﬂ, 1:..". .—LTIJ Z V:‘bi +bj"

j:,u,l,,ul +1, cee o F1— 1, and T1,00 TLpls - s T1p-1:

predetermined values.

23. An encryption device comprising:

a transmission information setting unit that, when a space
V and a space V* are dual vector spaces paired through
a pairing operation, using a processing device, generates
as a transmission information vector a vector in which p
1s set as a coellicient of a basis vector b, of basis vectors
b, (1=0,...,N-1)1n a predetermined basis B of the space
V:; and

a cipher vector generation umt that, using the processing
device, generates a cipher vector by adding an attribute
vector 1n which each of attribute information x, (1=
0,...,u, —1)1s set as a coefficient of each of basis
vectors b, 1=0, . . ., u, —1) to the transmission informa-
tion vector generated by the transmission information
setting unit.

24. The encryption device of claim 23,

wherein the transmission information setting unit gener-
ates a transmission mnformation vector pv shown in For-
mula 11, and

wherein the cipher vector generation unit generates a
cipher vector ¢ by adding an attribute information vector
xv shown 1n Formula 12 to the transmission information
vector ov shown in Formula 11

(pg—1 ( n-1 ) [Formula 12]

XV i= 0 leibj +...+ 0, Z X; b;

\ =0 / =Hgel

25. A decryption device comprising:

a vector input unit that, when a space V and a space V* are
dual vector spaces paired through a pairing operation,
inputs as a cipher vector a vector in which p 1s set as a
coetlicient of a basis vector b, - basis vectors b, (1=
0, ...,N-1) of a predetermined basis B of the space 'V,
and 1n which each of attribute information x, (1=0, . . .,
1L, _—1)1s set as a coellicient of each predetermined basis
vector of basis vectors b, 1=0, . . ., u, —-1);

a key vector storage unit that stores, as a key vector and 1n
a storage device, a vector 1n which a predetermined
value 1s set as a coellicient of a predetermined basis

vector b* of basis vectors b*, 1=0, . . . , N-1) 1in a
predetermined basis B* of the space V*, and in which
each of predicate information v, 1=0, . . ., 1, —1) 1s set

as a coellicient of each of basis vectors b*, (1=0, . . .,
t,— 1) =v,,); and

a pairing operation unit that, using a processing device,
performs the paring operation on the cipher vector input
by the vector mnput unit and the key vector stored by the
key vector storage unit, and extracts from the cipher
vector a value concerning the p set as the coellicient of
the basis vector b .

26. The decryption device of claim 25,

wherein the vector input unit inputs a cipher vector ¢ shown
in Formula 13,
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wherein the key vector storage unit stores a key vector kv
shown 1n Formula 14, and

wherein the pairing operation unit performs the pairing
operation as shown in Formula 15, and extracts u®.

|Formula 13]
.. (‘id

where

0: predetermined value,

o,, ..., 0  predetermined values,

X.: attribute information (1=0, . .., u, —1), and

Xx. predetermined value (1: predetermined value (1=

Wr.,...,0-1).

) |Formula 14]

kv =0 g Z il |+ o+ oo Z vib |+ b2

where
O, 0 O50s - - - » O7,, o- predetermined values, and
v, predicate information.

N—1 |Formula 15]
e(cib;, kv;b;)
1=0

e(c, kv)

where

e(b,,b* )=u,

if 1= for all 1; and J, then 9, ~1, and 1t 1#], then o, =0,

u=l,

c,: coellicient of the basis vector b, of the cipher vector c,
and

kv : coeflicient of the basis vector b*, of the key vector kv.

277. The encryption device of claim 23, further comprising;:

a verification information setting umt that, using the pro-
cessing device, generates as a verification information
vector a vector in which information including verifica-
tion information 1s set as a coetlicient of a predetermined
basis vector other than the basis vector b, and the basis
vectors b, 1=0, . .., u, —-1),

wherein the cipher vector generation unit generates the
cipher vector by adding the attribute vector, the trans-
mission information vector, and the verification infor-
mation vector generated by the verification information
setting unit, and

the encryption device, further comprising:

a signature information generation unit that, using the pro-
cessing device, generates signature information to be
verified based on the verification information set by the
verification information setting unit; and

a data transmission unit that transmits to a decryption
device the cipher vector generated by the cipher vector
generation unit, the signature information generated by
the signature information generation unit, and the veri-
fication information.

28. The encryption device of claim 27,

wherein the verification information setting unit generates
as the vernification information vector a vector in which
information including first verification information corn
1s set as the coetlicient of the predetermined basis vector,

wherein the cipher vector generation unit generates the
cipher vector as data cl,
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wherein the signature information generation unit includes
a c2 generation unit that generates data c2 by encrypting,
a message m and second verification information dec
by a session key generated from the p set as the
coellicient of the basis vector b, ,
a ¢3 generation unit that generates the first verification
information corn as data c¢3, and
a ¢4 generation unit that generates, as data ¢4, signature
information generated by encrypting the data ¢1 and
the data ¢2 by third verification information r which
can be generated based on the first verification com
and the second verification information dec, and
wherein the data transmission unit outputs the data cl
generated by the cipher vector generation unit, the data
c2 generated by the ¢2 generation unit, the data ¢3 gen-
erated by the ¢3 generation unit, and the data c4 gener-
ated by the c4 generation unit.
29. The encryption device of claim 28,
wherein the transmission information setting unit gener-
ates a transmission information vector pv shown in For-
mula 16,
wherein the verification information setting unit generates
a verification information vector cv shown 1 Formula
17,
wherein the cipher vector generation unit generates data ¢l
by adding an attribute information vector xv shown 1n
Formula 18, the transmission information vector pv
shown 1in Formula 16, and the verification information
vector cv shown 1n Formula 17,
wherein the ¢2 generation unit generates the data ¢2 based
on Formula 19, and
wherein the ¢4 generation unit generates the data ¢4 based
on Formula 20

pv = pb, |Formula 16]

where
p: predetermined value

CV 1= 0,.9(b,1» + cOmb,,3) |Formula 17]

where

0, ,~: predetermined value, and
com: first verification information

(-1 ) [ n-1 ) [Formula 18]
XV .= 51 Z x;b; + +(5d Z X;f‘?;
, =0 U=Hg—| )
where
0, ..., 0  predetermined values,
X,: attribute information (1=0, ..., u,, —1), and
X,: predetermined value (=p; , ..., n-1)

cp = SExprx)y(m, dec) |Formula 19]

where

C,: data c2,

SE,.,(X): process of encrypting data X by a symmetric key,
KDF(X): process of generating a key based on data x,




US 8,559,638 B2

87
K,
m: message, and
dec: second verification information

cq = Mac,(cy, ¢) |Formula 20]

where

c,: data cl,

C,: data c2,

c,: data c4,

MaC,,,, (X): process of encrypting data x by a key, and

r: third verification information.

30. The decryption device of claim 285,

wherein the vector mput unit inputs the cipher vector in
which the p 1s set as the coellicient of the basis vectorb, ,
in which each of the attribute information x, 1=0, . . .,
u,.—1)1s set as the coetlicient of each of the basis vectors
b, (1=0, ..., u, —1), and 1n which information including
verification information 1s set as a coeltlicient of a pre-
determined basis vector other than the basis vector b,
and the basis vectors b, 1=0, . . ., 1, _-1), inputs signature
information to be verified based on the verification infor-
mation, and inputs the verification information,

the decryption device, further comprising:

a key vector deformation unit that, using the processing
device, deforms the key vector stored by the key vector
storage unit by adding the vector 1n which information
including verification information 1s set as a coelificient
of a predetermined basis vector,

wherein the pairing operation unit performs the pairing
operation on the cipher vector mnput by the vector input
umt and the key vector deformed by the key vector
deformation umt, and extracts from the cipher vector a
value concerning the p set as the coetlicient of the basis
vector b, , and

the decryption device, further comprising:

a tampering verification unit that, using the processing
device and based on the verification information, veri-
fies that the signature information has not been tampered
with.

31. The decryption device of claim 30,

wherein the vector input unit mnputs
data c1 which is the cipher vector 1n which information

including first verification information corn 1s set as
the verification information,

data c2 generated by encrypting a message m and second
verification information dec by a session key gener-
ated based on the p set as the coetficient of the basis
vector b, ,

data ¢3 which 1s the first verification information corn,
and

data c4 which 1s the signature information generated by
encrypting the data c1 and the data ¢2 by third verifi-
cation information r which can be generated based on
the first verification information corn and the second
verification information dec,

the decryption device, further comprising:

a c2 decryption unit that generates a session key from the
value concerming the p extracted by the pairing opera-
tion unit, decrypts the data c2 by the generated session
key, and acquires the message m and the second veri-
fication information dec,

wherein the tampering verification unit generates the third
verification information r from the second verification
information acquired by the ¢2 decryption umit and the
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data c3, and verifies that the data c¢1 and the data c2 have
not been tampered with based on the generated third
verification information r and the data c4.

32. The decryption device of claim 31,

wherein the data input unit inputs the data c1, the data c2,
the data ¢3, and the data c4 as shown 1n Formula 21,

wherein the key vector storage unit stores a key vector kv
shown 1n Formula 22,

wherein the key vector deformation unit transforms the key
vector kv based on Formula 23,

wherein the pairing operation unit performs the pairing
operation as shown in Formula 24, and acquires a value
K concerning the p,

wherein the ¢2 decryption unit generates a symmetric key
from the value K concerning the p based on Formula 25,
decrypts the data c2 by the generated symmetric key, and
acquires the message m and the second verification
information dec, and

wherein the tampering verification unit generates the third
verification information r based on Formula 26, and
checks for tampering based on Formula 27

(-1 ( n—1 ) |Formula 21|
S (51 XELI?I' + ... -I-C‘id Z .?Cjbj -I-pb”,
=0 =l
+§n+2(bn+2 + C{?H’Ibn_|_3)
where
0,...,0,0, - predetermined values,

X,: attribute information (1=0, ..., u, —1),

X,: predetermined value (1=p, —-1),

p: predetermined value,

com: first verification information,

dec: second verification information,

r: third verification information,

K: uP,

e(b,,b*,)=u,

m: message,

SE,..(X): process of encrypting data x by a symmetric key
KDF(x): process of generating a key based on data x, and
Mac,,,(X): process of encrypting data x by a key

(pp,—1 ) [Formula 22 ]

+‘-TL1?,D Z Vfb* + bt

. s
kV.—G’LD Zﬁbj + ... ; ”
. \=Hpy ] /

where
O 05 Os s - - - » O7., o predetermined values, and
v,: predicate information

kyv =kv + 5-(63 kEw,n+2 - kiw,n—l—?;) [FDI‘HTLU]H 23]

where
O: predetermined value,
C,: data c3,

k*; . 4ot vector n which a predetermined value 1s set as a
coelficient of a basis vector b* ., and

Zvneas vector in which a predetermined value 1s set as a
coellicient of a basis vector b*,__ ,

k*
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N—1 |Formula 24|

= ]_[ E(C‘;bg, ky‘v’jb?)

1=0

c,: coellicient of the basis vector b, of the cipher vector c,
and

kv, : coefficient of the basis vector b*, of the key vector kv
after being deformed

(m, dec) := SDgprry(c2) |Formula 25]

where
m: message,
dec* second verification information,

SD,..(X): process of decrypting data x by a symmetric key,
KDF(x): process of generating a key based on data x, and
C,: data c2

r:=R,..(pub, c3, dec) |Formula 26]

where
r: third verification information,

R_,. (pub,com,dec): process of generating r from pub,com,
dec, and

pub: public information

r#+ L2 A Vify ((c1,¢2),c4) =1 |Formula 27]

where

r: third verification information,

1: distinguished symbol, and

vIrY ;. AX'),X'5): X5:=MAC,_ (X, ) 1s a process that returns

111 x,=x',, x,=x',, and key=key'.

33. The encryption device of claim 23,

wherein the transmission mnformation setting unit gener-
ates as a transmission information vector mv'! a vector
in which a message m 1s set as a coellicient of a basis
vector b ofbasis vectors b, (i=0, . . ., N—l) in a basis
B! of the space V, for each t of t=0, . . . , n—-1, and

wherein the cipher vector generatlon umt generates a
cipher vector ¢! by adding, to the transmission infor-
mation vector mv'” generated by the transmission infor-

mation setting unit, an attribute information vector xv'’!
in which each of coelll

icient values s, shown in Formula
28 is set as a coefficient of each of basis vectors bl (i=
0,...,u, -1),foreachtof t=0,...,n-1

n—1 |Formula 28]

where

s ) coefficient value,

0,: predetermined value, and
X.: attribute information.
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34. The encryption device of claim 33,

wherein the transmission information setting unit gener-
ates the transmission information vector mv!” as shown
in Formula 29, and

wherein the cipher vector generation unit generates the
cipher vector c'! by adding the attribute information
vector xv'! as shown in Formula 30 to the transmission
information vector mv'” as shown in Formula 29

myll = mpl] |Formula 29]
r=0,... ,n—-1
n—1 |Formula 30]
xvl? sklpli]
1=0
r=0,... ,n—-1
where
s.”l: predetermined value (i=0 ,n-1,t=0, . .., n-2),
n—2 )
s = 5y — ZS‘F] i=0,... .n—1,
t—0 .
0, predetermined value (1=0 , n—1),
X : attribute information (1=0, . . ., n, -1), and
X,: predetermined value =p, , ..., n-1).

35. The decryption device of claim 25,

wherein the vector input unit inputs as a cipher vector ¢! a
vector v in which a message m is set as a coefficient of
a basis vector bl of basis vectors b”) (i=0, ... ,N-1)in
a basis B of the space V, and in which each of coeffi-
cient values s'), shown in Formula 31 is set as a coeffi-
cient of each of basis vectors b, (i==0, . .., u, -1), for
eachtolf =0, ..., n-1,

wherein the key vector storage unit stores, as a key vector
kv and in the storage device, a vector v!” in which a
predetermined value 1s set as a coellicient of a basis
vector b!” of basis vectors b"", (i=0, . . . ,N=1)ina
basis B! of the space V*, and in which each of predi-
cate information v, (1=0, ..., u,; —1)1s setas a coetficient
of each of vectors b'"!<, (i=0, . . ., u, ~1)(u"*=u, ), for
eachtoft=0, ..., n-1, and

wherein the pairing operation unit performs the pairing
operation on the cipher vector ¢! input by the vector
input unit and the key vector kv'” stored by the key
vector storage unit, and generates, from the cipher vec-
tor, information 1 concerning the message m set as the
coefficient of the basis vector bl | for each t of t=
0, ...,n-1, and also performs the pairing operation on
the basis vector b'”! and the key vector kv!“, and gener-
ates information g for extracting the message m from the
information {, foreach t of t=0, . . ., n-1,

the decryption device, further comprising:

a discrete logarithm computation unit that computes a dis-
crete logarithm problem to a base of the information g on
the information I generated by the pairing operation unit,
and computes the message m

n—1 |Formula 31]

where

s,”): coefficient value,
61. predetermined value, and
X,: attribute information.
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36. The decryption device of claim 35,

wherein the vector input unit inputs the cipher vector ¢! as
shown 1n Formula 32,

wherein the key vector storage unit stores the key vector
kv!”! as shown in Formula 33,

wherein the pairing operation unit performs the pairing
operation as shown in Formula 34, and generates the
information 1 and the information g, and

wherein the discrete logarithm computation unit solves the
discrete logarithm problem as shown 1n Formula 35 to
compute the message m

n—1 |Formula 32]
el = ngr]by] + mbV]
1=0
t=0,... ,n—1
where
s 1): predetermined value (i=0, ..., n-1,1t=0, . . ., n-2),
n—2 )
st = s5x, — ZSF] i=0,... .n—1,
t—0 J
0,: predetermined value 1=0, . . ., n-1),
X, attribute information (1=0, . .., u, -1),
x.: predetermined value (1=u, ., n-1), and
m: message
(1151 “~ (-1 ) [Formula 33]
o=l ) vt |+ ol > vl |+ Bl
\ #=0 / =iyl )
r=0,... ,n—1
where
01 00205 - - - » Oz, 0: predetermined values, and

v;. predicate intformation

n—1 |Formula 34]
f = (el kvl

=0

n—1
g = E(bE], kvl

=0
where

N-1

E'(C[r], kv[ﬂ) . ]_I E(C[T]bgr], kv[f]b}ﬂ*)
i=0

= 0_J i . 1 — 1,
N—1

E(b}:l, klr’[r]) — E’:‘(bg], kV!r]bEr]*)
1=0

I = 0, N (A 1, E(bg, bj) = Lﬁi,.ﬂ"j

it 1= for all 1 and j, then o, =1, and
if 1], then o, =0,
c,!): coefficient of the basis vector bl”). of the cipher vector
[
C

!, and
kV,1: coefficient of the basis vector b"; of the key vector
kv after being deformed

m .= Dlmgg(f) |Formula 35]

where
Dlog, (y) denotes solving a discrete logarithm problem to
base x on v.
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377. The encryption device of claim 33, further comprising:

a verification information setting unit that generates as a
verification information vector ck!” a vector v in
which information including verification information vk
is set as a coeflicient of a predetermined basis vector b'
other than the basis vector b/, and the basis vectors b'*!
(1=0,...,u, -1),foreachtof t=0, ..., n-1,

wherein the cipher vector generation unit generates the
cipher vector c'! by adding the attribute information
vector xv'”, the transmission information vector mv'",
and the verification information vector ck'” generated
by the verification information setting unit, for each t of
t=0, ..., n-1, and

the encryption device, further comprising:

a signature information generation unit that generates sig-
nature information X to be verified based on the verifi-
cation information vk set by the verification information
setting unit, and

a data transmission unit that transmits to a decryption
device the cipher vectors c¢'”! (t=0, . . ., n—1) generated by
the cipher vector generation unit, the signature informa-
tion 2 generated by the signature information generation
unit, and the verification information vk.

38. The encryption device of claim 37,

wherein the transmission information setting unit gener-
ates the transmission information vector mv'” as shown
in Formula 36,

wherein the verification information setting unit generates
the verification information vector ck'” as shown in For-
mula 37, and

wherein the cipher vector generation unit generates the
cipher vector ¢! by adding the attribute information
vector xv! as shown in Formula 38 to the transmission
information vector mv!” as shown in Formula 36 and the
verification information vector ck'” as shown in For-
mula 37

myl] = mbg] |Formula 36]
t=0,... ,n—-1
ek =5 E(bEJ]rz n kaﬂg ) |Formula 37]
r=0,... ,n-1
where
o, .~: predetermined value, and
vKk: verification mformation
”Z:_l _— |Formula 38]
[7] . _ Al
xvt = > s b
1=0
r=0,... .,n—-1
where
s, predetermined value (i=0, . . ., n-1, t=0, . . ., n=2),
n—2 A
51[”_” =0, x; — ZSF] i=0,... .n—1,
t—10) J
0, predetermined value 1=0, . . . , n-1),
X,: attribute information (1=0, ..., u, —1), and
X,: predetermined value (1=u; , ..., n-1).
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39. The decryption device of claim 35,

wherein the vector input unit inputs the cipher vector ¢! in
which information including verification information vk
is set as a coefficient of a predetermined basis vector b'”!
other than the basis vector b'”!_and the basis vectors b [ﬂ]
(1=0, ..., u,-1) for each t of t=0, . .., n-1, mputs
signature information 2 to be verified based on the veri-
fication information vk, and inputs the verification infor-
mation vk,

the decryption device, further comprising:

a key vector deformation unit that deforms the key vector
kvl by adding, to the key vector stored by the key vector
storage unit, the vector v'”! in which the information
including the verification information vk 1s set as a coet-

10

ficient of a predetermined basis vector b, for each t of 15

t=0, ..., n-1,

wherein the pairing operation unit performs the pairing
operation, foreachtoft=0, . ..,n-1, on the cipher vector
¢ input by the vector input unit and the key vector kv'
deformed by the key vector deformation unit and gen-
crates the information 1, and also performs the pairing
operation, for eacht of t=0, . . . , n—-1, on the basis vector
bl and the deformed key vector kv!“ and generates the
information g, and

the decryption device, further comprising:

a tampering verification unit that verifies that the signature
information X has not been tampered with based on the
verification information vk.

40. The decryption device of claim 39,

wherein the vector input unit inputs the cipher vector ¢! as
shown 1n Formula 39, the signature information X to be
verified based on the verification information vk, and the
verification information vk,

wherein the key vector storage unit stores the key vector
kv as shown in Formula 40,

wherein the key vector deformation unmit transforms the key
vector kvl based on Formula 41, and

wherein the pairing operation unit performs the pairing
operation as shown 1n Formula 42, and extracts the infor-
mation I and the information g

. [Formula 39]
A2 3T SR bl 45, (b1 + kb
=0

where

s !): predetermined value (i=0, .. . n-1, =0, . . . , n-2),

s = 8ix —

n—>2 3
!

5

t—1() J

0,: predetermined value (1=0

X.: attribute information (1=0, . . .
X.: predetermined value (1=u, , . ..
m: message,

0, . ~. predetermined value, and
vk: verification information

) |Formula 40]
+.. o
\ =0 / J=Hpy L /
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where
O, 00505 - - - » O7, o predetermined values, and
v,: predicate information

Ay

ks |Formula 41]

kv 1= kot + Fvkkl) 2 —

where

o: predetermined value,

C,: data c3,

K;, ..o *: vector in which a predetermined value is set as
a coefficient of a basis vector b"!" . and

Kzyea I*: yvector in which a predetermined value is set as

Ty

a coefficient of a basis vector b”" .
n—1 " |Formula 47]
f elc¥, kv'™)
t=0
n—1
E:' b[r] kv[r]
t=0
where
N-1
(cl ,W[f] e(c [r] Pl g ~ L] b[“]”‘)
t=0
I = 0, . . fl — 15
N-—1
(B, &) =T ] e, o bl
i=0
= 05 . . 1 — 1,

it 1= for all 1and j, then 9, =1, and 1t 1, then o, =0,
c,!”): coefficient of the basm vector bl?" of the 01pher vector

A
[]3 and

kv.": 1. coefficient of the basis vector b'*, of the key
vector kv after being deformed.

41. A cryptographic processing system that performs a

cryptographic process using dual modules of a space V and a
space V* patred through a pairing operation, the crypto-
graphic processing system comprising:

an encryption device that generates as a cipher vector a

vector 1n the space V, the vector having predetermined
information embedded therein; and

a decryption device that, using a predetermined vector 1n
the space V* as a key vector, performs the pairing opera-
tion on the cipher vector generated by the encryption
device and the key vector, to decrypt the cipher vector
and to extract information concerning the predetermined
information.

42. A key generation device that generates a key vector

k; o which 1s a secret key 1n a predicate encryption scheme,
the key generation device comprising:

a master key storage unit that, when a space V and a space
V* are dual modules paired through a pairing operation,
stores 1n a storage device the space V* as a master secret
key; and

a key vector generation unit that generates as a key vector
k; o avector in which a predetermined value 1s set as a
coellicient of a predetermined basis b*, of basis vectors
b*. (1=0, ..., N-1) of a predetermined basis B* of the
space V*, and 1n which each of predicate information v,
(1=0, . .., u,—1) 1s set as a coellicient of each of basis
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vectors b*, (1=0, . . ., u,-1), the space V* being the
master secret key stored by the master key storage unit.

43. A key delegation device that generates a key vector

which 1s a secret key 1n a predicate encryption scheme, the
key delegation device comprising:

a key vector acquisition unit that, when a space V and a
space V* are dual modules paired through a pairing
operation, acquires a key vector in the space V* which
can decrypt predetermined cipher vectors 1n the space V;
and

a key vector generation unit that, using a processing device
and based on the key vector acquired by the key vector
acquisition unit, generates a new key vector in the space
V* which can decrypt some cipher vectors of the prede-
termined cipher vectors that can be decrypted by the key
vector.

44. An encryption device comprising;:

a transmission information setting unit that, when a space
V and a space V* are dual modules paired through a
pairing operation, generates as a transmission informa-
tion vector a vector 1n which p 1s set as a coellicient of a
basis vector b, of basis vectors b, (1=0, ... ,N-1)n a
predetermined basis B of the space V; and

a cipher vector generation unit that generates a cipher
vector by adding an attribute vector in which each of
attribute information x, 1=0, . . . , u,.—1) 1s set as a
coellicient of each of basis vectors b, (1=0, ..., u, —1)to
the transmission information vector generated by the
transmission information setting unit.

45. A decryption device comprising:

a vector mput unit that, when a space V and a space V* are
dual modules paired through a pairing operation, inputs
as a cipher vector a vector 1n which p 1s set as a coedli-
cient of a basis vector b, of basis vectors b, 1=0, . . .,
N-1) in a predetermined basis B of the space V, and in

which each of attribute information x, 1=0, ..., u, —1)
1s set as a coellicient of each predetermined basis vector
of basis vectors b, 1=0, . . ., u,,—1); and

a key vector storage unit that stores, as the key vector and
in a storage device, a vector 1n which a predetermined
value 1s set as a coelficient of a predetermined basis
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vector b*, of basis vectors b*, 1=0, . . ., N-1) in a
predetermined basis B* of the space V*, and 1n which
cach of predicate information v, 1=0, . .., u, —1) 1s set

as a coellicient of each of basis vectors b*, (1=0, . . .,
i, —1); and

a pairing operation unit that performs the pairing operation

on the cipher vector input by the vector input unit and the
key vector stored by the key vector storage unit, and
extracts from the cipher vector a value concerning the p
set as the coelficient of the basis vector b, .

46. A cryptographic processing method for performing a
cryptographic process using dual vector spaces of a space V
and a space V* paired through a pairing operation, the cryp-
tographic processing method comprising:

an encryption step of, by aprocessing device, generating as

a cipher vector a vector 1n the space V, the vector having
predetermined information embedded therein; and

a decryption step of, by the processing device, using a

predetermined vector 1in the space V* as a key vector and
performing the pairing operation on the cipher vector
generated in the encryption step and the key vector, to
decrypt the cipher vector and to extract information con-
cerning the predetermined information.

4’7. A non-transitory computer-readable medium for stor-
ing computer-readable instructions there that when executed
by a computer cause the computer to perform a cryptographic
method using dual vector spaces of a spaceV and a space V*
paired through a pairing operation, the method comprising:

an encryption step of generating as a cipher vector a vector

in the space V, the vector having predetermined infor-
mation embedded therein; and

a decryption step of using a predetermined vector in the

space V* as a key vector and performing the pairing
operation on the cipher vector generated by the encryp-
tion process and the key vector, to decrypt the cipher
vector and to extract information concernming the prede-
termined 1information.
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