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Figure Sa
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ATTN: [ Name, Title]
{ Address]
by, State, Zip Codal

Re: Notice Letter (o { Directory Name] on behalf of [Company Name]

Prear | Drectory Named;

| Advocate] has been retained by {Company Name] o verily their business miormation and they have
rarsed concerns that wformation s being published abowt thewr busmess without thea permission.
Moreover, some of the information on your website may nof be accurate or valid, and has not been
veriied as such by our company or the owner of [Company Name].

The owner of [Conipany Name] bas asked us (o contact vou directly and have any inforniataon that s
not verified, either (3 removed or (1) marked as unventiad, until such date as your fum confirms the
accuracy of the data with [Company Name] or our office.

Explanation of Potential Liability

Please be aware that [ Advocate] makes no representations of warrantics about yvour obligations,
reguirements or potential labality

While this letter 15 pot an official notilication under Scotion S124¢) of the Digital Millenmum
Copyright Act{TDMOATY, [Company Name ] has raised concerns ahout the veracity of yvour data and
whether anyone has attempted to take ownership of content, contact mformation or copyright dala
that is proprictary to [Company Namel. In addition, [Company Name] bas raised concern that
someone other than the owner cotld fraudulently post on vour websie asg the owner or an athibiate of
L ompany Namel.

Thas letter 18 not intended 1o be an exhaustive recitation of [Company Name] legal rights and
remedies and {Company Name] does not waive or lnit any such rights or remedies, all of which are
expressiy reserved.

Infornmaiion {o Assist You

{Advecate] would like to ehcottrage communication between vou and the owaner of {Company
Name]. This will cosure thal vou always have the most accurate and up-to-date miormation, and that
vour services are fully vtilized by [Company Name]. We can also werk with you to help verily the

gwnership of the bustess data and ensure that only 2 verilied busmess can clatm owpership of said
data,

We would be happy to assist vou in receivmyg varified company mformation from [Company Name|
as well as any other company whose mformation we have verdied. 5o long as {Company Name]
does aot object, we can pat you doectly in touch with the husiness owner; otherwise, we can work as
an ntermediary 1o ensure that vour data remains valid and verified. If vou wish (o follow up, please
feel free to resch out to me directly st the contact information balow.

Please give these matters vour pmediate attention and consideration. I vou have any questions
recarding dus letter, please contact us dwectly. Thank you for your prompt atfention to this matter.

Figure 5b
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End

Figure 6
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End

Figure 7
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Figure 8
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Figure 9
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ADVOCATE FOR FACILITATING
VERIFICATION FOR THE ONLINE
PRESENCE OF AN ENTITY

CLAIM OF BENEFIT TO RELATED
APPLICATIONS

This application claims the benefit of U.S. provisional
application 61/577,480 entitled “Advocate for Facilitating
Verification for the Online Presence of an Entity”, filed Dec.

19, 2011. The contents of application 61/308,256 are hereby
incorporated by reference.

TECHNICAL FIELD

The present mvention pertains to systems, methods, and
soltware products for verifying an entity’s online presence.

BACKGROUND

An online presence 1s essential to contemporary forms of
interaction between entities including individuals and busi-
nesses. An online presence opens different mediums with
which one can commumnicate with other entities. This includes
communicating via email, social media messaging (e.g.,
Twitter® Tweets®, Facebook® posts, etc.), instant messag-
ing, and the like. Also, an online presence yields an informa-
tional and/or promotional platform from which one can learn
about a specific entity without having to directly engage with
that specific entity.

An online presence can be established by creation of a
profile at one or more different service providers. Some such
service providers at which an online presence (i.e., profile)
can be established include (1) email service providers (e.g.,
Gmail® and Yahoo® Mail), (2) social media service provid-
ers (e.g., Facebook and Google+™), (3) networking service
providers (e.g., Linkln® and Manta®), and (4) reviews ser-
vice providers (e.g., Yelp®, CitySearch®, and CityGrid®).
Any enftity can create a profile for itself with any such service
provider. However, 1t 1s equally easy for a first entity to create
a profile that misleads others into believing that the source of
the created profile 1s a second different entity. This occurs
because some service providers do not verily the profiles that
they host. As a result, the first entity can use the created profile
to impersonate the second entity online without the second
entity’s knowledge. In so doing, the first entity can dissemi-
nate maccurate or false information that 1s attributed back to
the second entity, resulting 1n damage to the actual real-world
credibility of the second entity. Furthermore, the unverified
profile can be used to perpetrate fraud, identity theft, and
other wrongful acts and crimes.

Unverified profiles also exist when service providers auto-
matically create profiles and thereby an online presence for
different entities. This occurs, for example, on review sites
where a profile 1s created for a particular entity so that others
can comment and post reviews about the particular entity. In
such 1nstances, the entities are unaware that these automati-
cally created profiles exist and are therefore unaware of the
tull extent of their online presence.

An online presence 1s also based 1n part on the information
that various service providers host about or relating to differ-
ent entities. This may include information that is presented 1n
association with the profiles that are hosted by the service
providers. This may also include information that 1s not asso-
ciated with any profile, but 1s used 1n conjunction with other
informational or promotional services provided by the ser-
vice providers. For example, a service provider may host a
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directory of business listings. Some service providers acquire
their information from sources other than the entity to which

the information references or relates. Moreover, the service
providers do not verily the information with the authoritative
source who 1s the entity to which the information references
or relates. As a result, the information may be outdated,
inaccurate, or falsified. The outdated, 1naccurate, or falsified
information can damage the entity’s credibility and be used to
perpetrate fraud, identity thefts and other wrongtul acts and
crimes.

Yet another 1ssue affecting an entity’s online presence 1s
inconsistent information. As a {first service provider gains
popularity and a second service provider wanes 1n popularity,
an entity may forego updating 1ts information at the second
service provider while continuing to update 1ts information at
the first service provider. The entity’s online presence then
includes inconsistent information that can cause confusion
amongst those wanting to interact with the entity and missed
opportunities as some use the outdated information to contact
or learn about the entity.

In summary, one’s online presence, real-world credibility,
and business dealings are all intertwined such that a negative
impact to an entity’s online presence can ripple through and
affect the entity’s credibility and business interactions.
Therefore, there 1s a need for entities to verily their online
presence. Specifically, there 1s a need for a particular entity to
verily the profiles that represent that particular entity so as to
ensure accuracy of information, to prevent damage to the
particular entity’s credibility, and to prevent fraud, identity
thelt, and other wrongful acts and crimes from occurring
under the guise of the particular entity. Sumilarly, there 1s a
need for the particular entity to verily the information that 1s
about or pertaiming to the particular entity online to ensure
timeliness and accuracy of information as well as to prevent
fraud, 1dentity theit, and other wrongtul acts and crimes from
occurring. However, some entities do not have the time,
resources, or expertise to verily their online presence and
others are simply unaware of the full extent of their online
presence. As such, there 1s a need to automate such verifica-
tion. Specifically, there 1s a need to fully identily an entity’s
online presence across various service providers and there 1s
further a need to facilitate verification of the profiles and
information constituting the online presence with an authori-
tative source.

[

SUMMARY OF THE INVENTION

It 1s an object of the present invention to provide an advo-
cate system to facilitate automated online presence verifica-
tion for different entities on behalf of the enfities. It 1s an
object of the advocate system to place service providers on
notice that profiles and information hosted by the service
providers that form the online presence for a particular entity
should first be verified with that particular entity. It 1s turther
an object of the advocate system to directly or indirectly
connect the service providers that are placed on notice with
the approprate authoritative entities 1n order to facilitate the
verification of the profiles and information, and thereby
facilitate the verification of the online presence for those
entities. These objects are intended to avoid potential damage
to the particular entity’s credibility and to mitigate potential
for fraud, 1dentity thelt, and other wrongiul or criminal acts
that may be perpetuated when the particular entity’s online
presence 1s hijacked or improperly established or used by
another.

To achieve these and other objects, the advocate system 1s
configured to perform entity verification and at least one of
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three verification processes including: 1) a basic verification
process, 2) a selective verification process, and 3) a compre-
hensive verification process. The advocate system performs
the entity verification to verity that an entity 1s who it claims
to be and 1s theretfore the authoritative source (1.e., authorita-
tive entity) to verily profiles and information that comprise
the online presence for that entity. The advocate system per-
forms one of the at least three verification processes 1) to
verily that the profiles that have been created for the authori-
tative entity at various service providers were registered by or
have been approved by the authoritative entity and 2) to verify
that information about or relating to the authoritative entity at
various service providers was originated by the authoritative
entity or has been verified by the authoritative entity as being
truthful and accurate.

The verification performed by the advocate system pro-
vides automated means to protect the credibility of the
authoritative entity by ensuring profiles and information
associated with the online presence of the authoritative entity
are accurate and up-to-date. It further allows the authoritative
entity to be aware of the scope of 1ts online presence even
when some of the profiles and information were originated by
someone other than the authoritative entity without the enti-
ty’s knowledge. Furthermore, the advocate system provides a
means with which to centrally monitor and manage the online
presence for the authorntative entity such that the advocate
system facilitates the verification of the authorntative entity’s
online presence without the authoritative entity having to
engage each service provider that hosts a profile or informa-
tion constituting the online presence for that authoritative
entity.

When performing the basic verification process, the advo-
cate system communicates with various service providers to
inform the service providers that any profiles or information
they host about or relating to a particular authoritative entity
should be verified with that particular authoritative entity.
This communication facilitates the verification of the particu-
lar authortative entity’s online presence by placing each of
the service providers on notice. The notice informs each of the
service providers that profiles that are automatically created
by the service provider for the particular authoritative entity
or profiles that are created by others without the consent of the
particular authoritative entity can damage the online presence
and real-world credibility of the particular authoritative
entity. As a result, these damages can lead to actionable
claims of defamation, copyright and trademark iniringement,
privacy invasion, etc. against the service provider. Moreover,
such profiles could be used to perpetrate fraud, 1dentity theit,
and other wrongiul or criminal acts when the particular
authoritative entity’s online presence 1s hijacked or improp-
erly established or used by another. Accordingly, the commu-
nication 1s also notice to the service provider to prevent the
profile from being claimed or altered by any entity other than
the particular authoritative entity. Should the profile already
be claimed by another entity besides the particular authorita-
tive entity, the service provider 1s put on notice that 1t should
suspend or deactivate the profile to avoid future damage to the
credibility of the particular authoritative entity. The notice
also informs each of the service providers that information
about or relating to the particular authoritative entity that 1s
obtained from sources other than the particular authoritative
entity may be outdated, inaccurate, or falsified. Such infor-
mation can also damage the online presence and real-world
credibility ofthe particular authoritative entity and can lead to
actionable claims against the service provider or be used to
perpetrate fraud, identity theft, etc.
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To further facilitate verification of the particular authorita-
tive enfity’s online presence, the advocate system may
include contact information in the communication passed to
the service provider. In some embodiments, the contact infor-
mation enables a receiving service provider to contact the
particular authoritative entity once the service provider 1s on
notice. The service provider can then directly verify with the
particular authoritative entity the profiles and information 1t
hosts about or relating to the particular authoritative entity. In
some embodiments, the contact information enables the ser-
vice provider to contact the advocate system which indirectly
verifies the profiles and information about or relating to the
particular authoritative entity on behall of the particular
authoritative entity. In some embodiments, the advocate sys-
tem performs a confirmation process to confirm that the
online presence for the particular authoritative entity has been
verified and to provide a verification badge to the service
providers that have verified profiles and/or information with
the particular authonitative entity. The venfication badge
informs others viewing or interacting with a profile or item of
information that the profile or item of information has been
verified with the proper authoritative entity.

When performing the selective verification process, the
advocate system selectively 1ssues the communication to
those service providers that are specifically 1identified to host
proflles or imformation about or relating to a particular
authoritative entity. To selectively target the communication,
the advocate system queries a set of service providers with
one or more verified identifiers that identify the particular
authoritative entity. The queries 1dentily a subset of the set of
service providers that host profiles and information for the
particular authoritative entity. The communication 1s then
passed to the identified subset of service providers to place the
subset of service providers on notice and to facilitate the
online verification for the authoritative entity. The communi-
cation may also be passed to the unverified profiles and to the
particular authoritative entity. In some embodiments, the
advocate system scrapes profiles and information from the
identified subset of service providers and analyzes the infor-
mation to 1dentify unclaimed profiles and information that 1s
outdated, maccurate, or falsified. This identification may be
accomplished by cross comparing the scraped profiles and
information from different service providers. In some
embodiments, a separate communication may be passed to
the particular authoritative entity to identity, for the particular
authoritative entity, its online presence, and more specifically,
cach service provider that hosts a profile or information about
or relating to the particular authortative entity.

When performing the comprehensive verification process,
the advocate system maintains a central repository that each
authoritative entity populates with a list of profiles and infor-
mation that it has verified for various service providers. The
advocate system accesses the various service providers to
identify which service providers host profiles and informa-
tion about or relating to a particular authoritative entity. In
some embodiments, the advocate system scrapes profile and
information from each 1dentified service provider site to com-
pare against the verified profile list and verified information
that 1s stored 1n the central repository. The advocate system
identifies inconsistencies between the scraped data and the
verified data 1n the central repository. Any such inconsistency
may be representative of an unverified profile or unverified
information. Accordingly, when an inconsistency 1s 1denti-
fied, the advocate system passes a communication to the
hosting service provider to place the service provider on
notice. By specifically identifying the inconsistency in the
communication system, the advocate system facilitates more
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targeted verification of the particular authoritative entity’s
online presence. The communication may include contact
information to enable the service provider to contact the
particular authoritative entity or the advocate system to com-
plete the verification for the 1dentified inconsistency. In some
embodiments, the advocate system provides the verified pro-
file l1st or verified information 1n the communication to fur-
ther facilitate verification for the online presence of the par-
ticular authoritative enftity. In some such embodiments, the
service provider may use the verified profile list or verified
information 1n the communication to replace or update an
unverified profile or unverified information that 1t hosts. In
this verification process, the authoritative enfity verifies a
profile list and information once with the advocate system and
the advocate system automatically monitors and manages the
online presence for the authoritative entity by using the pro-
vided profile list and verified information to verily profiles
and 1nformation that comprise the online presence for the
authoritative entity at various service providers.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to achieve a better understanding of the nature of
the present invention a preferred embodiment of the advocate
system systems and methods will now be described, by way
of example only, with reference to the accompanying draw-
ings in which:

FIG. 1 presents a process for performing entity verification
in accordance with some embodiments.

FI1G. 2 presents an interface for inittiating entity verification
in accordance with some embodiments.

FI1G. 3 presents an interface for selection of an entity record
in accordance with some embodiments.

FI1G. 4 presents an 1nterface for selection of a method with
which to provide the verification code to the unverified entity
and for receiving the verification code 1n accordance with
some embodiments.

FIG. 5a presents a process performed by the advocate
system to perform basic online presence verification in accor-
dance with some embodiments.

FI1G. 556 provides an example of the notice that 1s provided
to one or more service providers hosting an unverified online
presence ol an entity.

FIG. 6 presents a process for confirming that the online
presence for the particular authoritative entity has been veri-
fied 1 accordance with some embodiments.

FI1G. 7 presents a process performed by the advocate sys-
tem to perform selective online presence verification 1n accor-
dance with some embodiments.

FIG. 8 presents a process for alternatively performing
selective online presence verification in accordance with
some embodiments.

FIG. 9 presents a process for populating the central reposi-
tory with verified profile lists and information in accordance
with some embodiments.

FIG. 10 presents a process performed by the advocate
system to perform comprehensive online presence verifica-
tion 1n accordance with some embodiments.

FIG. 11 illustrates various components of the advocate
system 1n accordance with some embodiments.

FIG. 12 1illustrates a computer system with which some
embodiments are implemented.

DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description, numerous details,
examples, and embodiments for an advocate system are set
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forth and described. As one skilled 1n the art would under-
stand 1n light of the present description, the advocate system
1s not limited to the embodiments set forth, and the advocate
system may be practiced without some of the specific details
and examples discussed. Also, reference 1s made to the
accompanying figures, which illustrate specific embodiments
in which the advocate system can be practiced. It 1s to be
understood that other embodiments can be used and structural
changes can be made without departing from the scope of the
embodiments herein described.

To facilitate the discussion, a service provider 1s any online
or Internet based service that hosts profiles with which enti-
ties can establish an online presence for the purpose of dis-
seminating information or communicating with others. A ser-
vice provider can also be any online or Internet based service
that hosts information about or relating to different entities,
where such information can be used by others to learn, share
experiences, or comment about different entities. Many such
service providers do not verily the profiles or information that
they host. It may therefore be the case that a first entity
fraudulently creates a profile for a second entity. For example,
the first entity creates the profile “Dun & Bradstreet Credibil-
ity Corp.” when the first entity 1s not an agent, representative,
or 1n any way affiliated with Dun & Bradstreet Credibility
Corp.™ The first entity can then damage the credibility of the
second entity by disseminating outdated, false, or 1naccurate
information from the created profile without the second enti-
ty’s knowledge.

Some service providers also automatically generate pro-
files or information for a particular entity without the particu-
lar entity’s knowledge or consent 1n order to allow others to
post reviews and experiences they have had with that particu-
lar entity. The automatically generated profiles or information
are sometimes populated with unverified information that 1s
outdated, inaccurate, or falsified and that 1s obtained from
sources other than the entity that the profiles or information
relate to.

Twitter, Facebook, Google+, Yelp, CitySearch, Manta, Tr1-
pAdvisor®, and Livelournal® are representative of some
service providers that may host unverified profiles and unveri-
fied information. It should be apparent that the above listing 1s
presented for exemplary purposes and 1s not intended to be an
exhaustive listing of service providers and that other service
providers may host unverified profiles or unverified informa-
tion.

An enftity record database 1s a database that 1s operated and
maintained by an information aggregator. The information
aggregator aggregates and verifies data pertaining to entities
including businesses and individuals. An entity record of the
entity record database may store verified 1dentification infor-
mation (e.g., business names or individual names), verified
names of principals for a business, verified street addresses,
verified email addresses, and verified telephone numbers that
are associated with an entity. Techniques for obtaining and
veritying such data are well established, well known 1n the
art, and 1n use by imnformation aggregators such as the Dun &
Bradstreet Corporation. The entity records can also be popu-
lated with other verified information such as financial
records, credit history, legal history, etc. The entity records
are commonly used by credit reporting agencies (e.g., Dun &
Bradstreet, TransUmon®, etc.), {inancial reporting agencies
(e.g., EDGAR, US Securities and Exchange Commission,
etc.), regulatory agencies (e.g., Secretary of State), and other
agencies (e.g., the Better Business Bureau®) to facilitate
various commercial transactions (e.g., lending credit, identi-
tying creditworthiness, identifying trade references, etc.). In
some embodiments, the entity record database 1s operated and
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maintained by the advocate system or a third party that the
advocate system has an established partnership with.

I. Overview

Due to the ever increasing reliance on digital communica-
tions, online information, and online interactivity, an entity’s
online presence has an increasingly greater impact to 1ts real-
world credibility. In turn, this impact can positively or nega-
tively affect the perception, growth, success, and business
prospects of the entity.

Despite the importance that an entity’s online presence has
to the real-world credibility of that entity, many service pro-
viders hosting the entity’s online presence do so without
veritying that online presence as actually belonging to or
being managed by the entity and not by another disseminating,
false, inaccurate, or outdated information. Consequently, part
ol an entity’s online presence may be hijacked by another 1n
order to perpetrate fraud, identity theft, and other wrongtul or
criminal acts in the name of an entity without the entity’s
knowledge. It 1s therefore important for the entity to verify its
online presence by continually monitoring and managing the
profiles and information at different service providers from
which the entity’s online presence 1s formed.

Manual online presence monitoring and management 1s
complicated because of the sheer volume of profiles and
information that form an entity’s online presence. Specifi-
cally, several service providers host profiles for the entity and
host information about or relating to the entity. Some of these
profiles may be created by the entity, whereas others can be
automatically or manually generated without the entity’s
knowledge. Also, some of the information may be sourced
from the entity, whereas other information 1s aggregated or
obtained from other sources unrelated to the entity. Further
still, the entity may begin to 1gnore some of the profiles 1t
created as some service providers wane 1n popularity and
others gain 1n popularity. This can lead to some service pro-
viders hosting outdated or stale information that 1s 1nconsis-
tent with the information hosted by other service providers.
Consequently, the entity may be unaware of the full scope of
its online presence while other entities simply do not have the
time, resources, or expertise to verily the profiles and infor-
mation that constitute their online presence.

Accordingly, some embodiments provide an advocate sys-
tem that facilitates automatic verification for the online pres-
ence of a particular entity across different service providers.
The advocate system performs entity verification to verily
that an entity 1s who 1t claims to be and 1s thus the authoritative
source or authoritative entity for veritying profiles and infor-
mation that form the online presence for that entity. The
advocate system then performs one or more verification pro-
cesses to facilitate online presence verification.

In some embodiments, the verification processes include: a
basic verification process, a selective verification process,
and a comprehensive verification process. Each verification
process provides a different degree of online presence vertifi-
cation 1) to verily that the profiles that have been created for
the authoritative entity at various service providers were reg-
istered by or have been approved by the authoritative entity
and 2) to venity that information about or relating to the
authoritative entity at various service providers was origi-
nated by the authoritative entity or has been verified by the
authoritative entity as being truthtul and accurate.

The verification process facilitates automatic online pres-
ence verification by providing notice to each of the service
providers that host a profile or information contributing to the
online presence for that authoritative entity. In some embodi-
ments, the verification process further facilitates automatic
online presence verification by directly or indirectly connect-
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ing the service providers that are placed on notice with the
appropriate authoritative entities. When the advocate system
facilitates a direct connection, the service provider can con-
tact the authoritative entity in order to directly verily with the
authoritative entity the profiles and/or information that the
service provider hosts for that authoritative entity. When the
advocate system facilitates an indirect connection, the advo-
cate system performs the verification of the profiles and/or
information for the authoritative entity on behalf of the
authoritative enftity. In some embodiments, the verification
process further facilitates automatic online presence verifica-
tion by providing a verified profile list and/or verified infor-
mation from a central repository to a service provider for use
by the service provider to replace or update an unverified
profile or unverified information that 1s hosted by the service
provider.

I1. Entity Verification

FIG. 1 presents a process 100 for performing entity verifi-
cation 1n accordance with some embodiments. Entity verifi-
cation 1s performed 1n conjunction with online presence veri-
fication because, by veriiying an entity, the advocate system
identifies the authoritative source or authoritative entity for
verilying profiles and information that comprise the online
presence for that entity.

The process begins when the advocate system receives (at
110) i1dentification information for an unverified entity. In
some embodiments, the unverified entity submits the 1denti-
fication information to the advocate system by directing a
web browser or other application to a webpage of the advo-
cate system and providing the requested information on the
webpage.

FIG. 2 presents an interface 210 for mitiating entity veri-
fication 1n accordance with some embodiments. As shown,
the interface 210 requests that the unverified entity enter
identification information including a name or email address.
In some embodiments, the interface 210 may be modified to
allow the enftity to enter alternate identification information
such as a telephone number, mailing address, URL, eftc.

When the 1dentification information 1s recerved, the pro-
cess searches (at 120) an entity database to 1dentily one or
more entity records for entities that match to the provided
identification information by some threshold. As described
above, the entity database 1s a database storing entity records
that each comprise information that was previously verified
for various entities using well established processes such as
those used by the Dun & Bradstreet Corporation. More than
one enfity record may be 1dentified when different entities
share the same name. For example, multiple businesses 1n
different geographic regions may share the same name.

When more than one entity record is identified, the process
presents (at 130) identification information from the entity
records for selection by the unverified entity and the unveri-
fied entity selects the entity record that 1dentifies itself. FIG.
3 presents an intertace 310 for selection of an entity record 1n
accordance with some embodiments.

When an entity record 1s selected, the process obtains (at
140) the previously verified methods of contact that are asso-
ciated with the selected entity record and a verification code 1s
generated (at 150) to verily that the unverified entity 1s actu-
ally the enftity identified by the selected entity record. A
selection interface allows (at 160) the unvernfied enfity to
select a particular method of contact with which to receive the
verification code. The actual contact information from the
entity record may also be presented or partially or wholly
occluded. FIG. 4 presents an interface 410 for selection of a
method with which to provide the verification code to the
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unverified entity and for recerving the verification code in
accordance with some embodiments.

The process sends (at 170) the verification code using the
selected method of contact. The process then verifies (at 180)
the entity upon return of the venfication code. When the
advocate system 1dentifies an authoritative entity, the advo-
cate system next performs one or more verification processes
to verily the online presence for that entity.

Since the verification code 1s sent using a method of contact
that was previously verified for the entity, an unverified entity
that 1s attempting to fraudulently verify itself as another waill
be unable to recetve and return the verification code and wall
thus be unable to verily itself as another. U.S. patent applica-
tion Ser. No. 13/290,731 entitled “Automated Entity Verifi-
cation” filed on Nov. 7, 2011 provides additional detail for
performing automated entity verification and the contents of
application Ser. No. 13/290,731 are incorporated herein by
reference.

I1I. Basic Verification Process

FIG. 5a presents a process 300 performed by the advocate
system to perform basic online presence verification 1n accor-
dance with some embodiments. The process 300 commences
by receiving (at 510) a request to verity the online presence
for a particular authoritative entity. In other words, the pro-
cess commences by recerving (at 510) a request to verily the
online presence for an entity that has been verified to be the
authoritative source or authoritative entity for the profiles and
information that comprise the online presence. In some
embodiments, the particular authoritative entity 1s identified
by performing the entity verification process 100 of FIG. 1
prior to or in combination with the process 300. Accordingly,
the process 500 may be modified to perform steps 110-180 of
process 100 prior to performing step 310 of process 500.

In some embodiments, the request to verily the online
presence may be submitted when an entity accesses a graphi-
cal user interface of the advocate system and provides basic
identification mformation to i1dentity itself as part of com-
mencing the entity verification process or as part of com-
mencing the online presence verification separate from entity
verification. Additionally or alternatively, the particular
authoritative entity may iitiate the request by calling and
speaking to an agent of the advocate system. Additionally or
alternatively, the advocate system may 1nitiate the request by
obtaining contact information of the particular authoritative
entity, contacting the particular authoritative entity based on
the obtained contact information, and receiving confirmation
from the particular authoritative entity that 1t desires to have
its online presence verified. This may be accomplished via
clectronic correspondence (e.g., email), mail correspon-
dence, or by the advocate system directly contacting the par-
ticular authoritative entity with a telephone call having a
series of automated prompts or with an live agent placing the
telephone call.

Next, the process passes (at 520) a communication to a set
ol service providers to facilitate the verification for the online
presence of the particular authoritative entity. The communi-
cation to the set of service providers may be passed as an
clectronic correspondence (e.g., email), physical correspon-
dence (e.g., mailed letter), or a telephone call with a prere-
corded message or a live agent. In some embodiments, the set
of service providers 1s configured to the system. In some other
embodiments, the system actively queries several service pro-
viders using 1dentification information of the entity to iden-
tify which of the service providers host an online presence of
the entity.

The communication serves to place each service provider
of the set of service providers on notice. The notice informs
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cach of the service providers that unverified profiles and
unverified information they host or present about or relating
to the particular authoritative entity can damage the online
presence and real-world credibility of the particular authori-
tative entity. This damage can potentially lead to actionable
claims of defamation, copyright and trademark iniringement,
privacy invasion, etc. against the service provider. Addition-
ally or alternatively, the notice informs each of the service
providers that unverified profiles and unverified information
they host and present about or relating to the particular
authoritative entity can be used to perpetrate fraud, identity
thelt, and other wrongtul or criminal acts when the particular
authoritative entity’s online presence 1s hijacked or improp-
erly established or used by another.

The notice facilitates verification of the particular authori-
tative entity’s online presence by eliciting different actions
from one or more of the service providers. With specific
reference to unverified profiles that are hosted and presented
by the set of service providers, the notice informs each service
provider that they are responsible for representations and
communications that are made from an unverified profile,
where the source of the profile i1s represented as the particular
authoritative entity. As noted above, an unverified profile that
identifies the particular authoritative entity as the source but is
in use by another can result in representations and communi-
cations that damage the credibility of the particular authori-
tative entity and can be used to perpetrate fraud and i1dentity
theft. The elicited actions resulting from the notice may
involve the service providers veritying the unverified profiles
with the appropriate authoritative entities before allowing
further use of the profiles. The action may 1nvolve the service
providers preventing non-authoritative entities from claiming
or altering unclaimed profiles. The action may involve the
service providers suspending or deactivating profiles that
have been created for the particular entity and that have been
claimed by non-authoritative entities, unless those profiles
are verified by the authoritative entity.

With specific reference to unverified information that 1s
hosted or presented by the set of service providers, the notice
informs each service provider that information about or relat-
ing to the particular authoritative entity that 1s obtained from
sources other than the particular authortative entity may be
outdated, inaccurate, or falsified. Such unverified information
can damage the credibility of the particular authoritative
entity and can be used to perpetrate fraud and identity theit.
The notice facilitates verification of the particular authorita-
tive entity’s online presence by eliciting action 1n the form of
a service provider removing unverified information until 1t 1s
verified with the particular authoritative entity.

FIG. 5b provides an example of the notice that 1s provided
to one or more service providers hosting an unverified online
presence ol an entity. It should be apparent to one of ordinary
skill in the art that the notice of FIG. 55 1s exemplary and the
notice can be modified as needed.

To turther facilitate the verification of the online presence
for the particular authoritative entity, the advocate system
may include contact information 1n the communication that 1s
passed to the service providers. In some embodiments, the
contact information enables a receiving service provider to
establish contact with the entity that 1s authoritative for the
online presence being verified. The service provider can then
directly verily with the particular authoritative entity the pro-
files and information 1t hosts about or relating to the particular
authoritative entity. The contact information may be obtained
from the entity record of the entity database that 1s associated
with the particular authoritative entity and that 1s 1identified
when verifying the entity in accordance with process 100
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described above. The contact information may include the
contact information used as part of the method of contact for
sending the verification code to the entity when performing
entity verification. In some embodiments, the contact infor-
mation enables the service provider to contact the advocate
system 1n order for the advocate system to indirectly verily
the profiles and information about or relating to the authori-
tative entity on behalf of the particular authoritative entity.

In some embodiments, the advocate system confirms that
the online presence for the particular authoritative entity has
been verified as a result of performing the basic online pres-
ence verification of FIG. 4 or other verification process
described below with reference to FIGS. 7-10. FIG. 6 pre-
sents a process 600 for confirming that the online presence for
the particular authoritative entity has been verified 1n accor-
dance with some embodiments. The process 600 may be
performed at the completion of process 500. Specifically,
some period of time after passing the communication to the
service providers at step 320, the process 600 contacts (at
610) the particular authoritative entity to inquire whether the
particular authoritative entity verified its online presence with
one or more of the service providers. The process contacts the
particular authoritative entity using contact information that it
obtains from the proper entity record or using contact infor-
mation that was included 1n the communication to the service
providers to enable the service providers to contact the entity.
The contact may be conducted via email, telephone call, text
message, €tc.

In return, the process receives (at 620) a list of service
providers that the particular authoritative entity has con-
firmed 1ts online presence with. In other words, the process
receives a list of service providers that the particular authori-
tative entity has confirmed to host verified profiles or verified
information.

Next, the process passes (at 630) a verification badge to
cach service provider of the list of service providers. The
service providers can present the verification badge adjacent
to or 1n conjunction with the profiles and information that
have been verified for the particular authoritative entity. The
verification badge informs others that the profiles and infor-
mation hosted for the particular authoritative entity have been
verified by that particular authoritative entity. Accordingly,
others interacting with a verified profile, as indicated by a
verification badge, can be assured that they are interacting
with the particular authoritative entity. Similarly, others view-
ing verified information, as indicated by a verification badge,
can be assured that the timeliness and accuracy of that infor-
mation has been verified with the appropriate authoritative
entity.

In some embodiments, the verification badges display an
expiration time or date to ensure that the profiles and infor-
mation are regularly verified and thereby kept up-to-date. In
some embodiments, a verification badge 1s passed to the
entity whose online presence has been verified. The entity can
display the verification badge on its website so that others
appreciate that the online presence for that entity has been
verified and 1s therefore not the subject of fraud or 1dentity
theit and that the information presented therewith 1s timely
and accurate.

IV. Selective Verification Process

The selective verification process {facilitates targeted
online presence verification by selectively 1ssuing the com-
munication to those service providers that are known to host
profiles or mformation about or relating to an authoritative
entity. In some embodiments, the selective verification pro-
cess 1dentifies for an authoritative entity which service pro-
viders host profiles and/or host information about or relating,
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to the authornitative entity. The authoritative entity 1s then
better able to appreciate the scope of i1ts online presence and
where specific 1ssues may lie. In some embodiments, the
selective verification process identifies information that 1s
inconsistent, outdated, inaccurate, or falsified.

FIG. 7 presents a process 700 performed by the advocate
system to perform selective online presence verification 1n
accordance with some embodiments. The process 700 com-
mences by receiving (at 710) a request to verily the online
presence for a particular authoritative entity. As noted above,
the particular authoritative entity may be identified by per-
forming the entity verification process 100 of FIG. 1 prior to
or 1n combination with the process 700.

Next, the process obtains (at 720) one or more 1dentifiers
that 1dentify the particular authoritative entity. The 1dentifiers
may be obtained from the entity when 1nitiating the verifica-
tion request or from an entity record of the entity database that
1s 1dentified when performing entity verification. The 1denti-
fiers may include one or more of the particular entity’s name,
email address, mailing address, telephone number, and other
such information.

The process queries (at 730) each of several service pro-
viders with the 1dentifiers to 1dentity (at 740) a subset of the
service providers that host profiles or information about or
relating to the particular authoritative entity. For example,
cach of the service providers Facebook, Yelp, and Manta
provide a search interface for identitying profiles or informa-
tion about or relating to an entity. When an identifier 1s
entered 1n one such interface and the query 1s submitted, the
service provider returns zero or more profiles that contain
data matching the entered identifier by some threshold
degree. Alternatively, the service provider may return infor-
mation matching to the entered i1dentifier by some threshold
degree.

The process then passes (at 750) a communication that
provides notice of the unverified online presence existing at
cach of the identified service providers to one or more of the
identified service providers, unverified profiles, and particu-
lar authoritative entity. The communication may iclude con-
tact information to enable a receiving party to directly or
indirectly contact the particular authoritative entity for veri-
fication of unverified profiles and information.

By passing the communication to the unverified profile 1n
addition to or instead of the service providers, the advocate
system places profile hijackers and potential perpetrators of
fraud or identify theft on notice that the particular authorita-
tive entity has not verified the profile and therefore has not
authorized usage of the profile on its behalf. Accordingly,
these parties will be responsible for any damages that result
from the unverified usage of the profile.

By passing the communication to the particular authorita-
tive entity, the advocate system allows the entity to better
understand its online presence. In so doing, the communica-
tion reveals service providers that host an online presence of
the particular authoritative entity without the particular
authoritative entity having known of the existence of that
online presence. This 1n turn enables the particular authorita-
tive entity to take targeted action to resolve 1ssues impacting
its online presence.

FIG. 8 presents a process 800 for alternatively performing
selective online presence verification 1 accordance with
some embodiments. Steps 810-840 are the same as steps
710-740 described above with reference to FIG. 7. Once the
process 800 1dentifies (at 840) the subset of service providers
that host profiles or information about the particular authori-
tative entity, the process accesses (at 850) a site where each
service provider of the subset of service providers hosts pro-
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files and information about or relating to the particular
authoritative entity. The process then scrapes (at 860) the
profiles and information from the 1dentified subset of service
providers and the process analyzes (at 870) the scraped data to
identily unclaimed profiles and information that 1s 1nconsis-
tent, outdated, inaccurate, or falsified.

Unclaimed profiles may be i1dentified by adjacent place-
ment of a link for claiming the profile. Inconsistent, outdated,
inaccurate, or falsified information may be identified by
cross-comparing the information scraped from each service
provider or by comparing timestamps associated with the
scraped imnformation. For example, the process may identily
an 1nconsistency when information about a particular entity
that 1s scraped from a first service provider identifies a first
address for that particular entity and information about the
particular entity that 1s scraped from a second service pro-
vider 1dentifies a second address for that particular entity.

The process passes (at 880) a communication to each ser-
vice provider that 1s 1dentified as hosting an unvernfied profile
or inconsistent, outdated, inaccurate, or falsified information.
The communication may also 1dentity for the service pro-
vider, the profile or information that needs to the verified with
the particular authoritative entity. The communication may
include contact mformation to enable a recewving service
provider to directly or indirectly contact the particular
authoritative entity for verification of unverified profiles and
information. As noted above with reference to FIG. 7, the
communication may also selectively be passed to the regis-
trants of unverified accounts and to the particular authorita-
tive entity.

In some embodiments, the advocate system performs the
confirmation process 600 of FIG. 6 after either selective
online verification process of F1G. 7 and FIG. 8. As described
above, the confirmation process confirms that the online pres-
ence for the particular authoritative entity has been verified
and verification badges may be provided to service providers
to reflect the verified online presence.

V. Comprehensive Verification Process

When performing the comprehensive verification process,
the advocate system verifies the profiles and information that
constitute the online presence for an entity on behalf of the
entity. As part of the comprehensive verification process, the
advocate system maintains a central repository. Entities that
are veriflied to be the authoritative source for their respective
online presence (1.e., authoritative entities) populate the cen-
tral repository with a list of verified profiles and verified
information that they wish to have disseminated and pre-
sented consistently across different service providers that
host profiles and information forming an online presence for
those authoritative entities. The advocate system 1s then
tasked with identifying the service providers that host the
profiles and information forming the online presence for a
given authoritative entity and to verily the hosted profiles and
information against the list of profiles and information that
are entered to the central repository by that authoritative
entity. In this manner, the authoritative entity need only pro-
vide a list of verified profiles and verified information to the
central repository of the advocate system and the advocate
system seeks out and verifies profiles and information hosted
by various providers without the authoritative entity needing
to have any knowledge of the service providers and without
the authoritative entity verifying profiles or information at
cach service provider independently.

FIG. 9 presents a process 900 for populating the central
repository with verified profile lists and information in accor-
dance with some embodiments. The process 900 begins by
verilying (at 910) an entity to be an authortative source or
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authoritative entity of verifying profiles and verifying infor-
mation constituting the online presence for that entity.
Accordingly, the process may perform the above described
entity verification process 100 to verity the entity at 910.
Once verified, the process provides (at 920) the entity with
credentials for accessing the central repository in order to
populate the central repository with the verified profile lists
and verified information for 1ts online presence. The creden-
tials may include a username and password or other secure
form of 1dentitying the entity. The entity can then access the
central repository when desired and the process can securely
populate (at 930) verified profile lists and verified information
for the online presence of the entity.

FIG. 10 presents a process 1000 performed by the advocate
system to perform comprehensive online presence verifica-
tion 1n accordance with some embodiments. The process

1000 commences with steps 1010, 1020, 1030, 1040, 1050,
and 1060 that minor steps 810, 820, 830, 840, 850, and 860 of
FIG. 8, wherein the process receives (at 1010) a request to
verily the online presence for a particular authoritative entity,
obtains (at 1020) one or more 1dentifiers to 1dentify the par-
ticular authoritative entity, queries (at 1030) each of several
service providers to 1identity (at 1040) which service provid-
ers host profiles or information about or relating to the par-
ticular authoritative entity, and accesses (at 10350) a site for
cach 1dentified service provider 1n order to scrape (at 1060)
proflle and information about or relating to the particular
authoritative entity from the 1dentified service providers. As
noted above, the particular authoritative entity may be 1den-
tified by performing the entity verification process 100 of
FIG. 1 prior to or in combination with the process 1000.

For each service provider that 1s 1dentified to host a profile
or information for the particular authoritative entity, the pro-
cess compares (at 1070) the data scraped from that service
provider with data that the particular authortative entity
entered to the central repository. Specifically, 1f a service
provider 1s found to host a profile for the particular authori-
tative entity, the advocate system checks the central reposi-
tory to determine if the profile at the service provider 1s one
the particular authoritative entity identified 1in the verified list
of profiles. If not, the profile may be one that the particular
authoritative entity did not create, was created automatically
by the service provider, was created by another entity
attempting to impersonate the particular authoritative entity,
or 1s a proiile that 1s unknown to the particular authoritative
entity. Stmilarly, 1f a service provider hosts information about
or relating to the particular authoritative entity, the advocate
system checks the central repository to determine 11 the infor-
mation hosted by the service provider conforms with the
verified information provided by the particular authoritative
entity. This may include checking spelling of names, confirm-
ing 1dentification information (e.g., telephone numbers,
addressing, URLs, etc.), and confirming other information
including company information, financial information, his-
toric information, etc.

The process passes (at 1080) the communication to service
providers that host profiles or information that did not con-
form with the verified profile list and verified information 1n
the central repository 1 order to put such service providers on
notice. In some embodiments, the advocate system facilitates
the verification of the hosted data by including 1n the com-
munication a notification to inform the service provider that
the advocate system has been authorized by the authoritative
entity to verily the online presence of the authoritative entity
on behall of the authoritative entity. In some embodiments,
the commumnication notifies the service provider that a hosted
profile has not been verified by the authoritative entity and




US 8,544,091 B2

15

that the profile should be suspended or deactivated. In some
embodiments, the communication claims an unclaimed pro-
file for the particular authoritative entity when one such pro-
file 1s found at a service provider receiving the communica-
tion. In some embodiments, the communication includes the
verified information from the central repository for the ser-
vice provider to use 1n updating 1ts hosted information. In
some embodiments, the communication includes contact
information to allow the service provider to contact the advo-
cate system to verily hosted information or to obtain verified
information from the central repository. In some embodi-
ments, the advocate system facilitates the verification of the
hosted data by using login credentials provided by the
authoritative entity to directly access and modily the hosted
information at each service provider. The login credentials
may be provided by the authorntative entity when populating
the central repository with the list of verified profiles and
verified information.

For service providers that host a verified profile or verified
information, the process provides (at 1090) a verification
badge for display 1n conjunction with that profile or informa-
tion. Others seeing the verification badge at the service pro-
vider site can be assured that the proper authoritative entity
has verified the profile or information that 1s hosted by that
service provider. Accordingly, the identity of the profile 1s
assured as well as the accuracy and timeless of the informa-
tion being presented.

This methodology can also be used by an entity to update
its online presence across different service providers by sim-
ply providing the update to the central repository and then
relying on the advocate system to disseminate that update on
behalf of the entity to the various service providers hosting
the online presence of the entity. For instance, the entity logs
in to the advocate system and enters updated and verified
information to the central repository. Process 1000 can then
be run with the newly updated and vernfied information.
Wherever an online presence of the entity 1s 1dentified at a
service provider that does not include the newly updated and
verified imnformation, the process can send a notice to the
service provider to update the online presence of the entity.

V1. Advocate System

FIG. 11 illustrates various components of the advocate
system 1105 in accordance with some embodiments. The
advocate system 1105 includes portal 1110, entity verifica-
tion engine 1120, online presence verification engine 1130,
central repository 1140, and communication modules 1150.
The components 1110-1150 may be implemented using a
combination of software and hardware with each component
1110-1150 mmplemented as soitware running on separate
hardware platforms or as software running on a single hard-
ware platform. The software 1s encoded in a non-transitory
computer readable storage medium of the hardware platform
that 1s accessed and run on one or more processors of the
corresponding hardware platform. Collectively, the compo-
nents 1110-1150 transform a general purpose machine into a
specialized machine for performing online presence verifica-
tion in accordance with the embodiments presented herein.

The portal 1110 provides interactive graphical user inter-
faces (GUIs) with which entities can initiate requests for
entity verification and online presence verification and with
which entities can provide requested information to the advo-
cate system 1103. These interfaces are accessible to any net-
work enabled device that supports standard networking pro-
tocols (e.g., IP, TCP, HT'TP, etc.) and the interfaces can be
presented using any compliant web browser application. The
entity verification engine 1120 performs the entity verifica-
tion process described with reference to FIG. 1 above. The
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online presence verification engine 1130 performs one or
more of the online presence verification processes described
with reference to FIGS. 5-10 above. The central repository
1140 1s an optional component that 1s provided in advocate
systems performing the comprehensive online verification
process. The central repository 1140 1s populated by various
authoritative entities with lists of verified profiles and verified
information. In some embodiments, the central repository
1140 1s part of an entity database and the verified profile lists
and verified information populated to the central repository
1140 are also populated to the entity database. Accordingly,
the central repository 1140 may be hosted and managed by
the advocate system 1105 or by a third party such as Dun &
Bradstreet Corporation. The communication modules 1150
specily the various protocols and messaging for adapting the
communications passed from the advocate system 1105 to the
various service providers.

FIG. 12 illustrates a computer system with which some
embodiments are implemented. Such a computer system
includes various types of computer readable mediums and
interfaces for various other types of computer readable medi-
ums that implement the various processes, modules, and
engines described above for the advocate system 1105. Com-
puter system 1200 includes a bus 1203, a processor 1210, a
system memory 1213, a read-only memory 1220, a perma-
nent storage device 1225, mput devices 1230, and output
devices 1235.

The bus 1203 collectively represents all system, peripheral,
and chipset buses that communicatively connect the numer-
ous internal devices of the computer system 1200. For
instance, the bus 1205 communicatively connects the proces-
sor 1210 with the read-only memory 1220, the system
memory 1215, and the permanent storage device 1225. From
these various memory units, the processor 1210 retrieves
instructions to execute and data to process 1n order to execute
the processes of the invention. The processor 1210 1s a pro-
cessing device such as a central processing unit, integrated
circuit, graphical processing unit, etc.

The read-only-memory (ROM) 1220 stores static data and
instructions that are needed by the processor 1210 and other
modules of the computer system. The permanent storage
device 1225, on the other hand, 1s a read-and-write memory
device. This device 1s a non-volatile memory unait that stores
instructions and data even when the computer system 1200 1s
off. Some embodiments of the invention use a mass-storage
device (such as a magnetic or optical disk and 1ts correspond-
ing disk drive) as the permanent storage device 1225.

Other embodiments use a removable storage device (such
as a flash drive) as the permanent storage device Like the
permanent storage device 1225, the system memory 12151s a
read-and-write memory device. However, unlike storage
device 1225, the system memory 1s a volatile read-and-write
memory, such a random access memory (RAM). The system
memory stores some of the instructions and data that the
processor needs at runtime. In some embodiments, the pro-
cesses are stored 1n the system memory 1215, the permanent
storage device 1225, and/or the read-only memory 1220.

The bus 12035 also connects to the input and output devices
1230 and 1235. The input devices enable the user to commu-
nicate mnformation and select commands to the computer
system. The mput devices 1230 include any of a capacitive
touchscreen, resistive touchscreen, any other touchscreen
technology, a trackpad that i1s part of the computing system
1200 or attached as a peripheral, a set of touch sensitive
buttons or touch sensitive keys that are used to provide imnputs
to the computing system 1200, or any other touch sensing
hardware that detects multiple touches and that 1s coupled to
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the computing system 1200 or 1s attached as a peripheral. The
input device 1230 also include alphanumeric keypads (in-
cluding physical keyboards and touchscreen keyboards),
pointing devices (also called “cursor control devices™). The
mput devices 1230 also include audio mnput devices (e.g.,
microphones, MIDI musical instruments, etc.). The output
devices 1235 display images generated by the computer sys-
tem. The output devices include printers and display devices,
such as liquid crystal displays (LCD).

Finally, as shown 1n FI1G. 12, bus 1205 also couples com-
puter 1200 to a network 1265 through a network adapter (not
shown). In this manner, the computer can be a part of a
network of computers (such as alocal area network (“LAN"),
a wide area network (“WAN”), or an Intranet, or a network of
networks, such as the internet. For example, the computer
1200 may be coupled to a web server (network 1265) so that
a web browser executing on the computer 1200 can interact
with the web server as a user interacts with a GUI that oper-
ates 1n the web browser.

As mentioned above, the computer system 1200 may
include one or more of a variety of different computer-read-
able media. Some examples of such computer-readable
media include RAM, ROM, read-only compact discs (CD-
ROM), recordable compact discs (CD-R), rewritable com-
pact discs (CD-RW), read-only digital versatile discs (e.g.,
DVD-ROM, dual-layer DVD-ROM), a variety of recordable/
rewritable DVDs (e.g., DVD-RAM, DVD-RW, DVD+RW,
etc.), flash memory (e.g., SD cards, mini-SD cards, micro-SD
cards, etc.), magnetic and/or solid state hard drives, ZIP®
disks, read-only and recordable blu-ray discs, any other opti-
cal or magnetic media, and floppy disks.

While the mvention has been described with reference to
numerous specific details, one of ordinary skill 1n the art wall
recognize that the invention can be embodied in other specific
torms without departing from the spirit of the invention.

I claim:
1. For a verification system comprising at least one server
with one or more processors and non-transitory computer-
readable memory, a computer-implemented method for
facilitating verification of an online presence of a particular
entity, the computer-implemented method comprising:
tracking a first set of service providers that each host a
different verified online presence of the particular entity;

identifying a second set of service providers that each host
a different unverified online presence of the particular
entity, wherein an unverified online presence comprises
at least one of information and an account relating to the
particular entity that has not been verified by the particu-
lar entity, and wherein the first set of service providers
are different than the second set of service providers;

providing, from the verification system to each service
provider of the second set of service providers, notice
identifying the unverified online presence of the particu-
lar entity hosted by the service provider;

verifying at least one of the information and the account

from the unverified online presence of the particular
entity that 1s hosted by a particular service provider of
the second set of service providers by contacting the
particular entity;

coniirming with at least one of the particular entity and the

particular service provider that the online presence of
the particular entity hosted by the particular service pro-
vider has been verified; and

updating the first set of service providers by including the

particular service provider in response to the confirma-
tion.
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2. The computer-implemented method of claim 1 turther
comprising passing notification of the second set of service
providers that host an unverified online presence of the par-
ticular entity to the particular entity, the notification inform-
ing the particular entity of at least one service provider from
the second set of service providers that hosts an online pres-
ence of the particular entity that potentially contains outdated,
inaccurate, or falsified information.

3. The computer-implemented method of claim 1 further
comprising recerving updated verified information from the
particular entity for dissemination to each service provider in
the first set of service providers hosting a verified online

presence of the particular entity.

4. The computer-implemented method of claim 3 further
comprising disseminating the updated verified information to
cach service provider in the first set of service providers on
behalf of the particular entity, said disseminating updating
verified information that 1s presented through the online pres-
ence ol the particular entity at each service provider in the first
set of service providers.

5. The computer-implemented method of claim 1 further
comprising notifying the particular service provider that the
online presence hosted by the particular service provider 1s
verified.

6. The computer-implemented method of claim 3 further
comprising providing a graphical badge to the particular ser-
vice provider for display in conjunction with the online pres-
ence of the particular entity at the particular service provider,
said graphical badge 1dentiiying a verified status of the par-
ticular entity’s online presence at the particular service pro-
vider.

7. The computer-implemented method of claim 1 further
comprising eliciting verification of the unverified online pres-
ence of the particular entity at the particular service provider
as a result of the notice.

8. The computer-implemented method of claim 7, wherein
cliciting verification of the unverified online presence com-
prises restricting an entity other than the particular entity
from claiming an unverified account.

9. The computer-implemented method of claim 7, wherein
cliciting verification of the unvernfied online presence com-
prises suspending an unverified account at the particular ser-
vice provider.

10. The computer-implemented method of claim 7,
wherein eliciting verification of the unverified online pres-
ence comprises claiming an unverified account on behalf of
the particular entity.

11. The computer-implemented method of claim 7,
wherein eliciting verification of the unverified online pres-
ence comprises nitiating removal of unverified information
from the particular service provider.

12. A computer-implemented method performed by a veri-
fication system comprising a server with at least one proces-
sor, the computer-implemented method for facilitating veri-
fication of an online presence of a particular entity, the
computer-implemented method comprising;:

receving a request to verily the online presence of the

particular entity, the request comprising at least one
identifier identifying the particular entity;

verilying the particular entity as an authoritative source for

verification of the particular entity’s online presence by
(1) querying an entity database using the at least one
identifier, (11) obtaining an entity record from the entity
database comprising previously verfied contact infor-
mation for the particular entity, (111) passing a verifica-
tion code to the particular entity using the previously
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verified contact information, and (1v) receiving the veri-
fication code from the particular entity;

identifying a set of service providers that host part of the

particular enftity’s unverified online presence by (1)
searching a plurality of service providers using the at
least one 1dentifier and (11) determining the set of service
providers from the plurality of service providers that
host at least one of information relating to the particular
entity and an account of the particular entity that form
the online presence of the particular entity;

providing, from the verification system to each service

provider of the set of service providers, notice that the
service provider hosts an unverified online presence of
the particular entity, wherein the unverified online pres-
ence comprises at least one of information and an
account relating to the particular entity that has not been
verified by the particular entity; and

verilying each online presence of the particular entity that

1s hosted by the set of service providers by (1) contacting
the particular entity using the at least one 1dentifier, (11)
confirming with the particular entity, information or an
account that 1s associated with each online presence of
the particular entity that 1s hosted by each service pro-
vider of the set of service providers and (111) providing
veriflied information that has been confirmed with the
particular entity to any service provider of the set of
service providers that hosts at least one of information
and an account that could not be confirmed with the
particular entity.

13. The computer-implemented method of claim 12 further
comprising providing the verified contact information of the
particular entity in conjunction with providing the notice, the
verified contact information 1dentitying the particular entity
as the authoritative source for verifying the unverified online
presence ol the particular entity hosted by the service pro-
vider receiving the notice.

14. The computer-implemented method of claim 12 further
comprising providing contact information of an advocate 1n
conjunction with providing the notice, the contact informa-
tion 1dentitying the advocate as a source for verifying the
unverified online presence of the particular entity on behalf of
the particular entity.

15. The computer-implemented method of claim 12 further
comprising submitting a verification badge to the particular
service provider for presentation in conjunction with the
online presence for said particular entity, wherein said veri-
fication badge indicates that the online presence hosted by the
particular service provider 1s verified.

16. For a verification system comprising at least one server
with one or more processors and at least one non-transitory
computer-readable memory, a computer-implemented
method for facilitating verification of an online presence of a
particular entity, the computer-implemented method com-
prising:

obtaining, by the verification system, verified information

from the particular entity, the verified information com-
prising mformation that the particular entity approves
for inclusion as part of the particular entity’s online
presence;
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identifying a set of a plurality of service providers hosting,

an online presence of the particular entity;

scraping imnformation from the online presence of the par-

ticular entity at each service provider of the set of the
plurality of service providers;

comparing, by the verification system, the obtained veri-

fied information with the mformation that 1s scraped
from the online presence of the particular entity at a
particular service provider; and

notifying, by the verification system, the particular service

provider that 1t hosts an unverified online presence of the
particular entity when the obtained verified information
does not match with the information that 1s scraped from
the online presence of the particular entity at the particu-
lar service provider, wherein notifying comprises pass-
ing to the particular service provider, a set of the verified
information that does not match to the information that
1s scraped from the online presence of the particular
entity at the particular service provider, the set of veri-
fied information being passed to the particular service
provider to cure 1naccuracies with the online presence of
the particular entity hosted by the particular service pro-
vider.

17. The computer-implemented method of claim 16 further
comprising automatically updating on behalf of the particular
entity, the online presence of the particular entity at the par-
ticular service provider using the verified information.

18. The computer-implemented method of claim 16 further
comprising confirming that the online presence of the par-
ticular entity at the particular service provider contains veri-
fied mmformation and submitting a vernfication seal to the
particular service provider for display in conjunction with the
online presence of the particular entity, the verification seal
indicating that the online presence of the particular entity
contains information verified by the particular entity.

19. The computer-implemented method of claim 16 further
comprising providing verification confirmation to the par-
ticular service provider when the wverified nformation
matches with the information that i1s scraped from the online
presence of the particular entity at the particular service pro-
vider.

20. The computer-implemented method of claim 16 further
comprising notitying the particular entity of information that
1s scraped from the online presence of the particular entity at
the particular service provider that does not match to the
verified information.

21. The computer-implemented method of claim 16,
wherein obtaining the verified information from the particu-
lar entity comprises scraping a set of websites of the particular
entity that contain the verified information.

22. The computer-implemented method of claim 16 turther
comprising receiving a list of service providers hosting a
verified online presence of the particular entity.

23. The computer-implemented method of claim 22,
wherein 1dentifying the set of the plurality of service provid-
ers comprises 1dentifying at least one service provider that 1s
not 1n the list of service providers and that hosts an online
presence of the particular entity.
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