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1
USER EXPERIENCE ON MOBILE PHONE

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s related to an application entitled Pay-
ment Application Download to Mobile Phone and Phone
Personalization, which 1s being concurrently filed and which
1s hereby incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present mvention relates generally to mobile pay-
ments, and more specifically to the use of a payment appli-
cation on a mobile phone.

2. Related Art

Mobile or cellular phones can be adapted to be used as
payment devices to pay for the purchase of goods and ser-
vices. As an example, mobile phones can incorporate the
express-pay technology found, for instance, 1n some credit or
debit cards, wherein a radio frequency identification (RFID)
chip containing a small microcontroller and metal antenna 1s
embedded 1n the plastic of the card and replaces the tradi-
tional authenticating function of a magnetic stripe bearing,
cardholder information.

A mobile phone user who has a transaction account such as
an American Express®, Visa®, MasterCard®, or Discover®
account can adapt the phone for use as a payment device 1n
one of several ways currently 1n development.

For example, the user can visit a secure website 1n order to
request that a payment application and personal account
information be transmitted to the user’s mobile phone. In this
method, the user might provide his or her transaction account
number, the telephone number of the user’s mobile phone,
and verification information (such as personal information or
a password) at a computer connected to the Internet. When the
provider of the transaction account receives the user’s mnfor-
mation over the Internet, the provider verifies the information
and preferably associates the user’s transaction account num-
ber with the telephone phone of the user’s mobile phone.

Alternatively, the mobile phone user can call a customer
service representative of the provider of the transaction
account 1n order to request that a payment application and
personal account information be transmitted to the user’s
mobile phone. In this method, all of the information neces-
sary to complete the request 1s provided by the user over the
telephone.

A third option 1s for the mobile phone user to 11ll out a paper
form with all of the information associated with a request that
a payment application and personal account information be
transmitted to the user’s mobile phone. The completed paper
form 1s then mailed or personally delivered by the user to the
provider of the transaction account.

In each case, after the provider verifies the received infor-
mation and preferably associates the user’s transaction
account number with the telephone number of the user’s
mobile phone, the user 1s able to download a payment appli-
cation to the mobile phone and to use the mobile phone as a
payment device.

Typical downloading methods can be used, such as by
plugging the mobile phone into a computer 1n which the
necessary soltware has been stored, or which can provide a
conduit to an Internet site at which the software 1s located.

The above-identified related application, Payment Appli-
cation Download to Mobile Phone and Phone Personaliza-
tion, which 1s being concurrently filed with this application,
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provides a fast and reliable way to securely personalize a
payment application using a mobile phone 1n a manner that
does not require the establishment of an online connection 1n
order to achieve successiul downloads.

There 1s, however, a need 1n the art for an improved method
of operating a mobile phone application. There 1s also a need
to provide security features to the payment application on a
mobile phone that has been enabled for use as a payment
device, 1n order to enhance user experience and confidence 1n
the payment application.

BRIEF DESCRIPTION OF THE INVENTION

The present invention meets the above-identified needs by

providing a method of operating a mobile phone as a financial
transaction instrument. The 1nvention involves software

options for the use of a mobile phone (or other mobile device

such as a personal digital assistant) enabled as a payment
device.

With the present invention, a mobile phone can function as
a payment device as well as a device for making telephone
calls and the like. Thus, the phone can conveniently be used as
a financial transaction instrument 1n lieu of a traditional finan-
cial transaction instrument, such as a credit card.

The invention provides a method of operating a mobile
phone having financial transaction account information of a
user, an application for operating the mobile phone, and a
transmitter for transmitting information of the user to a
reader.

In one embodiment, the method comprises recerving finan-
cial transaction account mnformation of the user and transac-
tion information of a financial transaction, processing the
received information, and communicating with the user’s
mobile phone over a wireless network to recerve and/or trans-
mit information related to the transaction information. Thus,
the provider of the financial transaction account can provide,
to a user, account information that could not otherwise be
provided without a conventional credit card.

An advantage of the present invention 1s that security fea-
tures, such as the use of a personal 1dentification number and
the setting of transaction limits, can be provided to the pay-
ment application on a mobile phone that has been enabled for
use as a payment device. Thus, 1f the user should lose the
mobile phone, unauthorized transactions made using the
mobile phone by another person may be minimized or
avoided altogether. The security features enhance user confi-
dence 1n using the payment application on the mobile phone.

A further advantage of the present invention is that, when
the mobile phone user uses the phone as a financial transac-
tion 1instrument, information about a financial transaction can
be provided to the user, preferably, over a wireless network.
This allows for account information to be provided to a user
through a mobile phone or the like, which 1s not possible with
traditional credit cards.

The invention also provides a method of operating amobile
phone as a financial transaction nstrument comprising pro-
cessing a request for merchant information including infor-
mation regarding an available voucher, providing merchant
information to the mobile phone over a wireless network,
processing a request to redeem the available voucher, and
providing the voucher information to the mobile phone over a
wireless network.

Additionally, the invention provides a method of operating
a mobile phone as a financial transaction instrument compris-
ing detecting with a tracker that a user 1s in the vicinity of a
merchant and providing merchant information including
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information regarding an available voucher to the mobile
phone over a wireless network.

Further features and advantages of the present invention
will become more apparent in view of detailed description of
the present invention, taken together with the accompanying,
drawings, in which the left-most digit of a reference number

identifies the drawing 1n which the reference number first
appears.

BRIEF DESCRIPTION OF THE DRAWINGS

FI1G. 1 1s a flowchart illustrating a process of personalizing
a device over a wireless network.

FIG. 2 shows screenshots from a mobile phone during
downloading and 1nstallation of a payment application on the
phone.

FIG. 3 shows screenshots from a mobile phone during
opening and use of a payment application on the phone.

FIG. 4 shows screenshots from a mobile phone showing
transaction log information, financial transaction account
balance information, and voucher information.

FIG. 5 shows a computer system employed in the process
of personalizing a device over a wireless network.

FIG. 6 schematically shows the front side of a typical
mobile phone.

FIG. 7 schematically shows selected components inside

the mobile phone of FIG. 6.

DETAILED DESCRIPTION

A “transaction account™ as used herein refers to an account
associated with an open account or a closed account system,
as described below. The transaction account may exist 1 a
physical or non-physical embodiment. For example, a trans-
action account may be distributed 1n non-physical embodi-
ments such as an account number, frequent-flyer account,
telephone calling account, or the like. Furthermore, a physical
embodiment of a transaction account may be distributed as a
financial transaction istrument.

A “financial transaction instrument” may be traditional
plastic transaction cards, titanium-containing, or other metal-
containing, transaction cards, clear and/or translucent trans-
action cards, foldable or otherwise unconventionally-sized
transaction cards, radio-frequency enabled transaction cards,
or other types of transaction cards, such as credit, charge,
debit, pre-paid or stored-value cards, or any other like finan-
cial transaction mnstrument. A financial transaction instru-
ment may also have electronic functionality provided by a
network of electronic circuitry that i1s printed or otherwise
incorporated onto or within the transaction instrument (and
typically referred to as a “smart card™), or 1t may be a fob
having a transponder and an RFID reader. A financial trans-
action imstrument with this electronic functionality can be
brought within a certain distance from a reader (for example,
a merchant’s RFID reader) so as to transmit financial trans-
action account information to the reader (for example, 1n
order to purchase goods or services from the merchant).

“Open cards” are financial transaction cards that are gen-
erally accepted at different merchants. Examples of open
cards include American Express®, Visa®, MasterCard®, and
Discover® cards, which may be used at many different retail-
ers and other businesses. In contrast, “closed cards” are finan-
cial transaction cards that may be restricted to use in a par-
ticular store, a particular chain of stores, or a collection of
aifiliated stores. One example of a closed card 1s a pre-paid
g1it card that may only be purchased at, and only be accepted
at, a clothing retailer, such as The Gap® store.
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Stored value cards are forms of transaction instruments
assoclated with transaction accounts, wherein the stored
value cards provide cash equivalent value that may be used
within an existing payment/transaction infrastructure. Stored
value cards are frequently referred to as giit, pre-paid, or cash
cards, 1n that money 1s deposited 1n the account associated
with the card before use of the card 1s allowed. For example,
if a customer deposits ten dollars of value into the account
associated with the stored value card, the card may only be
used for payments up to ten dollars. The present invention
encompasses the use of a mobile phone or other mobile
device configured to be used as a stored value card.

With regard to use of a transaction account, users may
communicate with merchants 1n person (e.g., at the box
olfice), telephonically,, or electronically (e.g., from a user
computer via the Internet). Durmg the interaction, the mer-
chant may offer goods and/or services to the user. The mer-
chant may also offer the user the option of paying for the
goods and/or services using any number of available transac-
tion accounts. Furthermore, the transaction accounts may be
used by the merchant as a form of identification of the user.
The merchant may have a computing unit implemented in the
form of a computer-server, although other implementations
are possible.

In general, transaction accounts may be used for transac-
tions between the user and merchant through any suitable
communication device, such as the following: a telephone
network; an intranet; the global, public Internet; a point of
interaction device (e.g., a point of sale (POS) device, personal
digital assistant (PDA), mobile phone, kiosk, etc.); online
communications; oft-line communications; wireless commu-
nications; and/or the like.

An ““account,” “account number,” or “account code”, as
used herein, may include any device, code, number, letter,
symbol, digital certificate, smart chip, digital signal, analog
signal, biometric, or other identifier/indicia suitably config-
ured to allow a consumer to access, interact with, or commu-
nicate with a financial transaction system. The account num-
ber may optionally be located on or associated with any
financial transaction instrument (e.g., a rewards, charge,
credit, debit, prepaid, telephone, embossed, smart, magnetic
stripe, bar code, transponder, or radio frequency card).

The account number may be distributed and stored in any
form of plastic, electronic, magnetic, radio frequency (RF),
wireless, audio, and/or optical device capable of transmitting
or downloading data from 1tself to a second device. A cus-
tomer account number may be, for example, a sixteen-digit
credit card number. Each credit card 1ssuer has 1ts own num-
bering system, such as the fifteen-digit numbering system
used by American Express Company of New York, N.Y. Each
issuer’s credit card numbers comply with that company’s
standardized format such that an 1ssuer using a sixteen-digit
tformat will generally use four spaced sets of numbers 1n the
form of:

Ny NLNSN, NsNgNZNg NoNy oNy Ny 5 Ny Ny Ny sNy g
The first five to seven digits are reserved for processing pur-
poses and 1dentity the 1ssuing institution, card type, and so on.
In this example, the last (sixteenth) digit 1s typically used as a
sum check for the sixteen-digit number. The mtermediary
cight-to-ten digits are used to uniquely 1dentily the customer,
cardholder, or card member.

A merchant account number may be, for example, any
number or alpha-numeric characters that identity a particular
merchant for purposes of card acceptance, account reconcili-
ation, reporting, and the like.

The terms “business” or “merchant” may be used inter-
changeably with each other and shall mean any person, entity,
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distributor system, software and/or hardware that 1s a pro-
vider, broker and/or any other entity in the distribution chain
of goods or services. For example, a merchant may be a
grocery store, aretail store, a travel agency, a service provider,
an online merchant or the like.

“Personalizing” refers to enabling a device with an appli-
cation including user-specific information.

An example of a computer system 300 employed 1n the
process of personalizing a device over a wireless network 1s
shown in FIG. §.

The computer system 500 includes one or more processors,
such as processor 504. The processor 504 1s connected to a
communication inirastructure 506 (e.g., a communications
bus, cross-over bar, or network). After reading this descrip-
tion, 1t will become apparent to a person skilled in the relevant
art(s) how to personalize a device over a wireless network
using other computer systems and/or architectures.

Computer system 500 can include a display interface 502
that forwards graphics, text, and other data from the commu-
nication infrastructure 506 (or from a frame buifer not shown)
tor display on the display unit 530.

Computer system 300 also imncludes a main memory 508,
preferably random access memory (RAM), and may also
include a secondary memory 510. The secondary memory
510 may include, for example, a hard disk drive 512 and/or a
removable storage drive 514, representing a floppy disk drive,
a magnetic tape drive, an optical disk drive, and so on. The
removable storage drive 514 reads from and/or writes to a
removable storage unit 518 1n a well-known manner. Remov-
able storage unit 518 represents a tloppy disk, magnetic tape,
optical disk, and so on, which 1s read by and written to by
removable storage drive 514. As will be appreciated, the
removable storage unit 518 includes a computer usable stor-
age medium having stored therein computer software and/or
data.

In alternative embodiments, secondary memory 510 may
include other similar devices for allowing computer programs
or other instructions to be loaded into computer system 500.
Such devices may include, for example, a removable storage
unit 522 and an interface 520. Examples of such may include
a program cartridge and cartridge interface (such as that
found 1n video game devices), a removable memory chip
(such as an erasable programmable read only memory
(EPROM), or programmable read only memory (PROM))
and associated socket, and other removable storage units 522
and interfaces 520, which allow software and data to be
transierred from the removable storage umt 522 to computer
system 300.

Computer system 300 may also include a communications
interface 524. Communications interface 524 allows software
and data to be transierred between computer system 500 and
external devices. Examples of communications interface N24
may include a modem, a network interface (such as an Eth-
ernet card), a communications port, a Personal Computer
Memory Card International Association (PCMCIA) slot and
card, and so on. Software and data transferred via communi-
cations interface 524 are in the form of signals 528 which may
be electronic, electromagnetic, optical, or other signals
capable of being received by communications interface 524.
These signals 528 are provided to communications interface
524 via a communications path (e.g., channel) 526. This
channel 526 carries signals 528 and may be implemented
using wire or cable, fiber optics, a telephone line, a cellular
link, a radio frequency (RF) link, and other communications
channels.

In this document, the terms “computer program medium”™
and “computer usable medium™ are used to generally refer to
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media such as removable storage drive 514, a hard disk
installed 1n hard disk drive 512, and signals 528. These com-
puter program products provide soitware to computer system
500.

Computer programs (also referred to as computer control
logic) are stored 1n main memory 3508 and/or secondary
memory 310. Computer programs may also be received via
communications interface 524. Such computer programs,
when executed, enable the computer system 300 to perform
the features of the present invention, as discussed herein. In
particular, the computer programs, when executed, enable the
processor 504 to perform the features of the present invention.
Accordingly, such computer programs represent controllers
of the computer system 500.

In an embodiment where the mvention 1s 1implemented
using soltware, the software may be stored 1n a computer
program product and loaded 1nto computer system 500 using
removable storage drive 514, hard drive 512, or communica-
tions 1interface 524. The control logic (soitware), when
executed by the processor 504, causes the processor 504 to
perform the functions of the invention as described herein.

In another embodiment, the invention 1s implemented pri-
marily in hardware using, for example, hardware components
such as application specific integrated circuits (ASICs).
Implementation of the hardware state machine so as to per-
form the functions described herein will be apparent to per-
sons skilled 1n the relevant art(s).

In yet another embodiment, the invention 1s implemented
using a combination of both hardware and software.

FIG. 6 shows the front side of a typical mobile phone 600
with a display screen 601 and a keypad 602. As shown 1n FIG.
7, which depicts selected components inside the mobile
phone 600, the mobile phone 600 includes at least one trans-
mitter (or transcerver) 701, a processing block 702, and a
memory block 703. As would be understood by one of skill in
the art 1n light of the present description, the mobile phone
600 can communicate with the computer system 500, for
example, over a wireless network.

Typically, 1n order to be operated as a financial transaction
instrument, the user’s mobile phone 600 1s provided, within
the processing block 702, with an application programming
interface, such as Java 2 Micro Edition (J12ME), as well as a
secure element provided with a smart card operating system
such as Java Card OpenPlatiorm (JCOP). JCOP has a Java
Virtual Machine (JVM), which allows the running of appli-
cations written 1n Java programming language. Other operat-
ing systems or platiorms, secure elements, and programming
languages may be employed. The mobile phone 600 1s typi-
cally also provided with a transmitter (or a transceiver) 701
with electronic functionality, which can be used to transmit
information to a reader, such as a financial transaction instru-
ment reader belonging to a merchant. (If the phone 1s pro-
vided with a transceiver, 1t can receive as well as transmait
information.) Thus, the phone can be converted into a pay-
ment device that can take the place of a traditional credit card
or the like. In other embodiments, the phone may have some
other mechanism for providing information to an mstrument
reader (for example, physical connection means, light, and so
on).

As would be understood by one of ordinary skill 1n the art
in light of the present application, the present invention 1s not
limited to the use of mobile phones. Other mobile devices,
such as personal digital assistants, can also be securely per-
sonalized over a wireless network and used as a payment
device.

The present invention enhances the functionality of pay-
ment devices by, among other improvements, providing secu-
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rity features and allowing for account information to be pro-
vided to a user through a mobile phone or the like.
Process

With reference to FIG. 1, the process of adapting a mobile
phone or other mobile device for use as a payment device will
now be described. (In the following description, the mobile
phone being referred to may be the mobile phone 300 shown
in FIGS. 3 and 4, and the events occurring at a provider’s side
may be implemented using the computer system 200 shown
in FI1G. 2.) The provider of a transaction account owned by a
mobile phone user recerves a request (101) from the user to
personalize the mobile phone with user-specific information
associated with the transaction account. This request may be
made, for example, by sending a message from the mobile
phone by Short Message Service (SMS). Other wireless
methods, such as Multimedia Messaging Service, may be
employed for sending the request. Typically, the request
includes the account number associated with the transaction
account. The request may 1nclude other information such as
the name of the account owner, a username, and a password.
Theuser may also send the request by visiting a website of the
provider through a computer terminal or by visiting the web-
site through the mobile phone. The request 1s received at the
provider’s side at, for example, a host server, and 1s authen-
ticated (102) at the provider’s side. (Alternatively, a third
party “over-the-air” service could perform the authentication
on behalf of the provider.) Authentication means establishing
the 1dentity of the mobile phone user, and specifically, estab-
lishing that the user i1s the owner of the transaction account.
The request 1s then authorized at the provider’s side (103).
Authorization means allowing the owner of the transaction
account (that 1s, the mobile phone user) to interact with the
transaction account using the mobile phone.

Following authorization (103), the transaction account 1s
designated at the provider’s end as permitting mobile pay-
ment (104), that 1s, the provider preferably establishes a
record of the authorization of the owner to interact with the
transaction account through the mobile phone. In addition, a
personalized data package, which includes user-specific
information that 1s unique to the owner of the transaction
account, 1s generated (105) at the provider’s end. This 1s
information for installation into the mobile phone to enable
its use as a financial transaction instrument. An application set
1s built (106) based on that information. The application set
includes a description file (described below) to be down-
loaded to a mobile device; 1t also includes the personalized
data package generated 1n step 105.

It will be appreciated by one of ordinary skill in the art, in
light of the present application, that steps 101 through 106 can
be tully automated at the provider’s side (using hardware
and/or software such as one or more computer systems or
other processing systems running software programs), or they
can ncorporate human input (for example, a person at the
provider’s side can check a database to confirm that a trans-
action account for the user does exist).

From the provider’s side, an SMS message 1s sent to the
mobile phone of the user (107), either completely automati-
cally or with mput from a person. (Other wireless methods,
such as Multimedia Messaging Service, may be employed 1n
place of SMS.) The SMS message preferably informs the user
that the necessary application(s) are ready for download to the
phone. The SMS message also preferably includes a Uniform
Resource Locator (URL) address that points to a description
file, such as a Java application descriptor file (.JAD file),
which 1s hosted at the provider’s side 1n a web-hosting envi-
ronment and may be specific to the user. When the user visits
the URL, the description file, which 1s part of the application
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set built 1n step 106, may be downloaded (108). This prefer-
ably occurs automatically when the user contacts the web-
hosting environment. The JAD file preferably contains
another URL leading to a resource file, such as a Java archive
file (.JAR file), which 1s hosted at the provider’s side 1n a
web-hosting environment, and that comprises software that
will perform as a payment application (further described
later) once installed on the mobile phone. The .JAD file also
preferably contains instructions on how to obtain the person-
alized data package generated in step 1035 (for example, the
JAD can provide an URL leading to the personalized data
package generated 1n step 105). Preferably, when the .JAD
file 1s read by the mobile phone for the first time, the URL to
the resource file 1s submitted, thereby causing the download-
ing of the resource file (109) to the mobile phone, where 1t 1s
to be executed i1n the main operating environment of the
phone. The main operating system of the phone, which 1s
I2ME 1n this embodiment, functions to control the keypad of
the phone, the display screen, and so on.

If the user chooses to execute the JAR file and run the
included software in the main operating environment, then
the personalized data package generated in step 105 1s sent to
the mobile phone (110). (This can occur, for example
through accessing a personalized data package URL 1n the
JAD file.) The downloaded personalized data package 1s
initially stored 1n a main memory of the phone associated with
the main operating environment. The personalized data pack-
age 1ncludes a unique personalization file containing infor-
mation specific to the owner of the transaction account. Inter-
nal logic 1n the executed JAR file and the phone’s application
programming interface (J2ZME) work together to implement
the personalized data package onto the phone by pushing the
personalized data package into a secure element of the phone.
The secure element 1s generally a module that 1s resistant to
improper physical and electronic tampering, and thus 1s suit-
able for storing sensitive information. In this embodiment, the
secure element 1s a tamper resistant module that conforms to
Federal Information Processing Standard (FIPS) 140-2. More
specifically, 1n this embodiment, the secure element 1s a
secure card that uses the JCOP operating system. With the
implementation of the personalized data package, the secure
clement in the phone has been personalized with the financial
transaction account information. (Preferably, the executed
JAR file then deletes the personalized data package from the
main memory of the phone as a precaution against unwanted
access to the data package should the phone be lost.)

Instead of having the description file contain instructions
on how to obtain the personalized data package (which
includes the unique personalization file containing informa-
tion specific to the owner of the transaction account), the
description file can directly contain the information specific
to the owner of the transaction account. In this case, 1t the user
chooses to execute the .JAR file, the information specific to
the owner of the transaction account 1s accessed from the
JAD file and implemented onto the phone, into the secure
clement.

The downloaded software, once installed on the mobile
phone, performs as a payment application. Specifically, the
soltware provides the phone with functionality to transmit
financial transaction account information using a transmaitter,
allows the user to operate the financial transaction account
system on the phone, and allows for wireless communication
between the phone and the provider. That 1s, the mobile
phone, having been provided with a payment application, 1s
configured to operate as a financial transaction instrument
and can be used as a payment device. The mobile phone can
now be operated to transmit financial transaction account
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information of the user (such as the information downloaded
in step 110) from the mobile phone to a reader such as a
merchant’s financial transaction instrument reader. Thus, the
mobile phone user does not need to carry a traditional finan-
cial transaction instrument, such as a credit card, 1n order to be
able to purchase goods and services. One example of a pay-
ment application 1s the ExpressPay® Java application from
American Express Company.

The above-described process from steps 101 to 110 can be
repeated for a plurality of financial transaction accounts, such
that the mobile phone can be used 1n placed of multiple
financial transaction instruments. In this way, the mobile
phone user can avoid the need to carry numerous traditional
cards 1n order to purchase a variety of goods and services from
different types of merchants.

Of course, for purposes of the present invention, the nec-
essary soltware for operating a mobile phone or other mobile
device as a payment device can be downloaded 1n any number
of ways.

Use of Mobile Phone

With additional reference now to FIGS. 2, 3, and 4,
improvement 1n the use of the mobile phone as a payment
device according to the present invention and novel features
of the system will be described 1n further detail.

FIG. 2 shows screenshots from a mobile phone during
downloading and installation of a payment application on the
phone. The 1mage captured in screenshot 201 typically
appears during the time when a resource file, herein an
ExpressPay® Java application JAR file, 1s being provided to
a mobile phone as 1n step 109 of FIG. 1. Once downloading 1s
complete, the user 1s prompted to execute the JAR file. As
seen 1 202, this can be through a message displayed on the
screen of the mobile phone reading “Press any key to install.”
Once the user presses a key on the mobile phone, this
response 1s wirelessly relayed to the provider’s side, and the
personalized data package (generated 1 step 105 of F1G. 1) 1s
provided to the mobile phone as in step 110 of FIG. 1. The
personalized data package includes a unique personalization
file containing information specific to the owner of the trans-
action account, such as financial transaction account infor-
mation.

As the personalized data package 1s being implemented
onto the phone, thereby personalizing the secure element 1n
the phone with the financial transaction account information,
the screen of the phone indicates that installation 1s in
progress, as shown 1n 203 of FIG. 2. When 1nstallation 1s
successiul, this 1s confirmed to the user. In this example, the
screen displays an ExpressPay® logo, as 1n screenshot 204, to
indicate that the mobile phone has been configured with the
ExpressPay® payment application and personalized with
financial transaction account information of the user. In
screenshot 204, there 1s also the message “Press any key to
exit,” prompting the user to exit from the confirmation screen.
However, the installation process can also be ended without
prompting for input from the user.

Following successtul configuration of the mobile phone as
a payment device, the user can choose to open the Express-
Pay® payment application, whereupon the screen of the
phone displays the image captured in screenshot 301 of FIG.
3. By selecting “Exit” from this screen, the user can easily
quit the ExpressPay® application.

Security

Alternatively, at the screen shown 1n 301, the user can also
select “Options” 1 order to set a personal 1dentification num-
ber (PIN) and/or to set a transaction limit.

More specifically, the user can enter a PIN associated with
use of the ExpressPay® payment application, which PIN 1s to

10

15

20

25

30

35

40

45

50

55

60

65

10

be stored in a memory of the mobile phone. The user can
choose to set the ExpressPay® application such that the PIN
must be entered mto the mobile phone every time Express-
Pay® 1s opened on the phone, or before every time the phone
1s about to transmit information to another device, or at
another time when ExpressPay® i1s running on the phone. By
employing the PIN option, the user can prevent the accidental
transmission of financial transaction account information, as
well as use of the phone by others to make purchases 11 the
user loses the phone. Thus, the PIN feature enhances security
of a mobile phone configured with a payment application.
However, the PIN feature 1s not required and the user need not
activate 1t, or the user can choose to 1nactivate it after activat-
ng it.

Another security feature available to the user 1s the ability
to set one or more transaction limits to the ExpressPay®
application and to store these limits in the memory of the
phone. For example, the user can set a transaction limit of 5,
whereby alter every fifth transaction made using Express-
Pay® from the mobile phone, the next transaction requires
allirmative reauthorization from the user, such as entry of the
user’s PIN. As another example, the user can set a transaction
limit of 7 (or another selected number), and then set the phone
to prompt the user after the fifth (or other ordinal) transaction
that the transaction limit 1s being approached. The user can
respond to the prompt with reauthorization after the fitth or
sixth transaction, whereby after the seventh transaction, the
user can make additional transactions without needing to
provide further reauthorization. However, 1f the user ignores
the prompt, then after the seventh transaction, further reau-
thorization 1s definitely required. Thus, the user can have
security without the possible inconvenience of entering a PIN
for every transaction. Also, through prompting the user for the
PIN before authorization expires, there 1s a builer period for
reentry of the PIN (1.e., reauthorization). Therefore, 11 the user
1s 1n a hurry when the request for reauthorization 1s made, the
builer period allows the user to wait until a more convenient
time to reenter the PIN.

Account Information

When a user uses the phone as a mobile payment device,
the phone operates much like a credit card, and more specifi-
cally, like ExpressPay® or other similar contactless payment
systems. Thus, the user can wave the mobile phone near a
reader, such as a merchant’s financial transaction instrument
reader, to complete a financial transaction. During a transac-
tion between the user and a merchant, the transmitter (or
transcerver) m the mobile phone wirelessly transmits the
user’s financial transaction account information (including,
for example, an account number, the user’s name, and 1nfor-
mation corresponding to an “expiration date” of a traditional
credit card) to the merchant’s financial transaction instrument
reader.

The provider of the financial transaction account, Ameri-
can Express Company 1n this case, receives, from the mer-
chant, the financial transaction account information of the
user transmitted from the user’s mobile phone to the mer-
chant’s financial transaction instrument reader. The provider
also receives, from the merchant, transaction information of
the financial transaction between the user and the merchant.
In a preferred embodiment, the provider processes the trans-
action information and the financial transaction account
information, and communicates with the user’s mobile phone
over a wireless network to recetve and/or transmit informa-
tion related to the transaction information.

With the payment application of the present invention pro-
vided to the mobile phone, the phone may record information
unique to any particular transaction made using the payment
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application. Each such transaction may be assigned a unique
identifier by the payment application, and this unique 1denti-
fier may be stored 1n the memory of the phone. Further, the
unique 1dentifier may be sent from the phone to the mer-
chant’s reader along with the user’s financial transaction
account information, and the merchant’s reader may send the
unique 1dentifier to the provider. The provider may also send
the unique 1dentifier to the mobile phone. The umique 1denti-
fier may include the time of the transaction.

Typically, the provider of the financial transaction account
receives and stores information from the merchant as to the
amount and time of a purchase, as well as the 1dentity of the
merchant. The provider can later send an SMS to the mobile
phone, either automatically or upon request of the user, and 1T
the user answers the SMS, then an application wirelessly
retrieves such stored transaction information and the unique
identifier. Alternatively, the SMS can directly contain the
stored transaction information and the unique i1dentifier. As
another alternative, an SMS or other message can be invisible
to the user and can automatically update the records of the
payment application without action from the user.

Because the mobile phone described herein has been con-
figured with the payment application of the present invention,
the phone 1s able to reconcile the unique 1dentifier with the
transaction information stored by American Express Com-
pany, and all of the combined information can be displayed on
a screen of the phone. In this way, the mobile phone user can
see detailed information pertaining to his or her purchases
without having to wait for a conventional statement, such as a
monthly statement regarding the financial transaction
account. Furthermore, the combined information of the
unique 1dentifier and the transaction information stored by the
provider 1s more complete and detailed than the provider-
stored transaction information alone. Thus, the payment
application makes the mobile phone more usetul as a financial
transaction 1nstrument as compared to a traditional instru-
ment such as a credit card.

Authorization

Because of the abilities of a mobile phone, authorization of
the transaction by the provider of the financial transaction
account (American Express Company) may proceed and be
communicated from the provider to the merchant in ways
other than those that apply to conventional credit cards.

Specifically, the mobile phone or other mobile device pro-
vides wireless communication, a processor, and a memory
not available 1n conventional payment devices. This allows
for unconventional settlement methods for financial transac-
tions that are faster, and thus more useful, than conventional
methods.

Particularly, 1n the case of transactions that require speed,
such as the purchase of a mass transit fare, the requirement for
contemporaneous authorization by the provider can be elimi-
nated through use of the mobile phone as a fare card in a
transit system having RFID card readers. In this instance, the
transactions occur oifline, and the merchant updates the pro-
vider of the financial transaction account later. The payment
application on the mobile phone can be set to be deleted or
inactivated after a number of oftline transactions. The number
of offline transactions 1s stored in the phone, and aifter the
maximum has been reached, then the payment application
must be reactivated by contacting the provider. The payment
application can be set so that the phone displays a reminder to
the user that the maximum number 1s being approached.
Thus, the phone may be enabled for 8 offline transactions
(that 1s, fares), but at transaction 8 (or at some smaller number
prior to expiration of authorization), the user 1s required to
reauthorize transactions. In a situation where the fare card
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reader may not be able to communicate with the provider, the
invention provides that financial information can be wire-
lessly reconciled between the mobile phone and the provider.
Options at the Provider’s Website

At the screen shown 1n 301 1in FIG. 3, the user can also
select “Amex” i order to access a website of American
Express Company at which the user can access financial
transaction account information. If “Amex” (or another
option) 1s selected, the user 1s asked to confirm the selection.
For example, as shown in screenshot 302, the screen of the
mobile phone can display the message “Do you want to go to
web address: http://www.amexmobile.com.” If the user
selects “No,” then the phone goes back to the screen shown 1n
301. If the user selects “Yes,” then the mobile phone accesses
the website, and the screen displays an 1mage such as that
shown 1n 303. At the American Express website, additional
account information can be viewed.

At the screen shown 1n 303, the user can select “Exit” to
return to the screen shown 1n 301. The user can also select
“Options” to, for example, modity a User ID, set a password
for proceeding further 1n the website, and/or to set security
features associated with these actions. If the user enters the
correct User ID associated with the user’s financial transac-
tion account at the screen shown in 303, then the screen
shown 1n 304 1s displayed. The screen 304 offers a “Back”™
selection for returning to the screen shown in 303. It also
provides “Log,” “Balance,” and “Voucher” selections, each of
which leads to another screen as shown in FIG. 4.

If “Log” 1s selected, then a transaction log such as that
appearing in screenshot 401 of FIG. 4 1s retrieved from a
web-hosting environment at the provider’s side and displayed
on the mobile phone. The transaction log 1n this example lists
the dates of transactions, the merchant involved, and the
amount of the transaction. The user can scroll through the
transaction log and select “Close” to return to the screen
shown 1n 304 of FIG. 3.

I “Balance” 1s selected on the screen shown 1n 304 of FIG.
3, then a balance report such as that appearing 1n screenshot
402 of FIG. 4 1s retrieved from a web-hosting environment at
the provider’s side and displayed on the mobile phone. The
balance report in this example states the current balance of the
user’s financial transaction account, but 1t could provide addi-
tional information such as the balance at ditferent times 1n the

past. The user can scroll through the balance report 11 neces-
sary and can exit the report to return to the screen shown 1n
304 of FIG. 3.

I “Voucher” 1s selected on the screen shown 11 304 of FIG.
3, then a voucher list such as that appearing 1n screenshot 403
of FIG. 4 1s retrieved from a web-hosting environment at the
provider’s side and displayed on the mobile phone. The
voucher list 1n this example identifies several merchants
offering vouchers (such as coupons) to the user. The user can
scroll through the voucher or select “Back”™ to return to the
screen shown 1n 304 of FIG. 3. If the user selects one of the
listed merchants, for example, “Amazon.com” on the screen
shown 1n 403, then voucher information 1s retrieved from a
web-hosting environment at the provider’s side. The screen
shown 1n 404 illustrates what 1s displayed 11 the user selects
“The Body Shop” from a list of merchants offering vouchers.
In this example, the screen 404 displays a message stating that
points can be redeemed at The Body Shop. The user can
refuse the voucher offer by selecting “Cancel,” or accept the
offer by selecting “Redeem.” The screen shown 1n 403 1llus-
trates a confirmation to the user that a voucher from Amazon.
com (1n this case) has been requested. Thereatfter, 11 the user
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uses the mobile phone to access the Amazon.com website to
make a purchase, the voucher information can be transmitted
wirelessly to the website.

More preferably, 1f points are redeemed, merchant infor-
mation can be sent to the mobile phone such that the mobile
phone can be used as a coupon. Thus, in lieu of or 1n addition
to the user’s financial transaction account information being,
accessed to make a purchase, the coupon information can be
accessed.

Alternative embodiments can employ, 1 lieu of point
redemption, the sending of an SMS with coupon information.
The SMS can be sent to the user’s mobile phone when the user
tries to make a purchase at a merchant’s store. This could be
achieved with the incorporation of Global Positioning Sys-
tem (GPS) tracking or a local tracker 1n the merchant’s store
that detects that the user 1s 1n or near the store. A system that
incorporates the local tracker could make use of Near Field
Communication (NFC) technology.

While an embodiment of the present invention has been
described above, 1t should be understood that 1t has been
presented by way of example, and not by way of limitation. It
will be apparent to persons skilled 1n the relevant art(s) that
various changes in form and detail can be made therein with-
out departing from the spirit and scope of the present mven-
tion, which should not be limited to the above-described
exemplary embodiment, but should be defined only 1n accor-
dance with the following claims and their equivalents.

Further, the purpose of the Abstract 1s to enable the U.S.
Patent and Trademark Office and the general public, who may
not be familiar with patent or legal terms, to quickly deter-
mine the nature and essence of the technical disclosure of the
application. The Abstract 1s not intended to limit the scope of
the present ivention 1n any way. It 1s also to be understood
that the steps and processes recited 1n the claims need not be
performed 1n the order presented.

What 1s claimed 1s:
1. A computer-implemented method of operating a mobile
phone as a financial transaction instrument to complete a
purchase, wherein the mobile phone has financial transaction
account information of a user and an application for operating
the mobile phone as a financial transaction instrument, the
method comprising:
receiving at a provider computer, from a merchant, (a) the
financial transaction account information of the user
transmitted directly from the mobile phone to a financial
transaction instrument reader of the merchant in
response to the user’s mobile phone being 1n proximity
thereto, and (b) transaction informaticm of a financial
transaction between the user and the merchant;

processing, by the provider computer, the transaction
information and the financial transaction account infor-
mation;

authorizing, by the provider computer, the transaction

between the merchant and user without contacting the
mobile phone;

communicating, in response to the authorizing and by the

provider computer, from the provider computer to the
mobile phone over a wireless network, a record of the
purchase;
providing, by the provider computer and to the mobile
phone, the application for operating the mobile phone as
a financial transaction instrument,

wherein the application comprises program code for defin-
Ing a maximum number of transactions that can be com-
pleted using the application without further authoriza-
tion from the user, wherein the application comprises
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program code for tracking the number of transactions
completed using the application since the last authori-
zation from the user,

wherein 1n response to the number of transactions com-

pleted using the application since the last authorization
from the user being a user selectable number less than
the maximum number of transactions, prompting the
user to provide a PIN for access, wherein 1n response to
the number of transactions approaching the number call-
ing for the user to provide the PIN, the user 1s prompted
via the mobile phone with a first warning indicating that
a request to provide the PIN will be requested 1 a
subsequent transaction,

wherein 1n response to the number of transactions com-

pleted using the application since the last authorization
from the user being equal to the maximum number of
transactions that can be completed using the application
without further authorization from the user, denying the
purchase, wherein 1n response to the number of transac-
tions completed using the application since the last
authorization from the user approaching a number equal
to the maximum number of transactions that can be
completed using the application without further autho-
rization from the user, prompting the user via the mobile
phone with a second warning indicating that the maxi-
mum number of transactions that can be completed
using the application without further authorization from
the user 1s approaching, and

wherein, 1n response to determining that the maximum

number of transactions has been exceeded, the applica-
tion disables the application to prevent financial trans-
action account information from being transmitted.

2. The method of claim 1, wherein the application com-
prises program code for prompting the user to provide further
authorization when the number of transactions completed
using the application since the last authorization from the user
equals a number less than the maximum number of transac-
tions that can he completed using the application without
turther authorization from the user.

3. The method of claim 1, wherein the communicating with
the user’s mobile phone over the wireless network comprises
transmitting a unique identifier of the financial transaction.

4. A system for operating a mobile phone as a financial
transaction instrument to complete a purchase, wherein the
mobile phone has financial transaction account information
of a user and an application for operating the mobile phone as
a financial transaction instrument, the system comprising:

a network interface communicating with a memory;

the memory communicating with a processor for enabling

transactions; and

the processor, when executing a computer program, per-

forms operations comprising;:

receiving, by the processor and from a merchant, (a) the
financial transaction account information of the user
transmitted directly from the mobile phone to a finan-
cial transaction 1nstrument reader of the merchant 1n
response to the mobile phone being 1n proximaity
thereto, and (b) transaction information of a financial
transaction between the user and the merchant,

processing, by the processor, the transaction informa-
tion and the financial transaction account informa-
tion,

authorizing, by the processor, the transaction between
the merchant and the user without contacting the
mobile phone,
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in response to the authorizing, communicating, by the
processor, to the mobile phone over a wireless net-
work, a record of the purchase;
providing, by the processor, to the mobile phone, the
application for operating the mobile phone as a finan-
cial transaction instrument,
wherein the application comprises program code for
defining a maximum number of transactions that can
be completed using the application without further
authorization from the user,
wherein the application comprises program code for
tracking the number of transactions completed using
the application since the last authorization from the
usetr,
wherein 1n response to the number of transactions com-
pleted using the application since the last authoriza-
tion from the user being a user selectable number less
than the maximum number of transactions, prompting
the user to provide a PIN for access,
wherein 1n response to the number of transactions
approaching the number calling for the user to pro-
vide the PIN, the user 1s prompted via the mobile
phone with a first warning indicating that a request to
provide the PIN will be requested in a subsequent
transaction,
wherein 1n response to the number of transactions com-
pleted using the application since the last authoriza-
tion from the user being equal to the maximum num-
ber of transactions that can be completed using the
application without further authorization from the
user, denying the purchase,
wherein 1n response to the number of transactions com-
pleted using the application since the last authoriza-
tion from the user approaching a number equal to the
maximum number of transactions that can be com-
pleted using the application without further authori-
zation from the user, prompting the user via the
mobile phone with a second warning indicating that
the maximum number of transactions that can be
completed using the application without further
authorization from the user 1s approaching, and
wherein, 1n response to determining that the maximum
number of transactions has been exceeded, the appli-
cation disables the application to prevent financial
transaction account information from being transmit-
ted,

5. The system of claim 4, wherein the operations further
comprise, providing from the provider’s side to the mobile
phone, the application for operating the mobile phone as a
financial transaction instrument.

6. The system of claim 5, wherein access to the application
requires input of a correct personal 1dentification number in
order to enable the application to transmit financial transac-
tion account mformation to the financial transaction instru-
ment reader.

7. The system of claim 4, wherein the one or more proces-
sors 1s configured to transmit a unique 1dentifier of the finan-
cial transaction to the mobile phone over the wireless net-
work.

8. A non-transitory computer program product having
computer-executable mstructions stored thereon for causing
a provider computer to recerve mmformation from a mobile
phone and/or transmit information to the mobile phone, the
computer-executable instructions, 1f executed by the provider
computer, cause the provider computer to perform operations
comprising;
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receving at the provider computer, {from a merchant, (a)
financial transaction account information of the user
transmitted directly from the mobile phone to a financial
transaction instrument reader of the merchant in
response to the mobile phone being in proximity thereto,
and (b) transaction information of a financial transaction
between the user and the merchant, wherein the mobile
phone 1s operable as a financial transaction instrument to
complete a purchase, and wherein the mobile phone has
financial transaction account information of a user and
an application for operating the mobile phone as a finan-
cial transaction instrument;

processing, by the provider computer, the transaction
information and the financial transaction account infor-
mation;

authorizing, at the provider computer, the transaction with-
out contacting user’s mobile phone;

conununicating after authorization, from the provider
computer to the mobile phone over a wireless network, a
record of the purchase;

providing, by the provider computer and to the mobile
phone, the application for operating the mobile phone as
a financial transaction instrument,

wherein the application comprises program code for defin-
ing a maximum number of transactions that can be com-
pleted using the application without further authoriza-
tion from the user,

wherein the application comprises program code for track-
ing the number of transactions completed using the
application since the last authorization from the user,

wherein 1n response to the number of transactions com-
pleted using the application since the last authorization
from the user being a user selectable number less than
the maximum number of transactions, prompting the
user to provide a PIN for access,

wherein 1n response to the number of transactions
approaching the number calling for the user to provide
the PIN, the user 1s prompted via the mobile phone with
a first warning indicating that a request to provide the
PIN will be requested 1n a subsequent transaction,

wherein 1n response to the number of transactions com-
pleted using the application since the last authorization
from the user being equal to the maximum number of
transactions that can be completed using the application
without further authorization from the user, denying the
purchase,

wherein 1n response to the number of transactions com-
pleted using the application since the last authorization
from the user approaching a number equal to the maxi-
mum number of transactions that can be completed
using the application without further authorization from
the user, prompting the user via the mobile phone with a
second warning indicating that the maximum number of
transactions that can be completed using the application
without further authorization from the user 1s approach-
ing, and

wherein, 1n response to determining that the maximum
number of transactions has been exceeded, the applica-
tion disables the application to prevent financial trans-
action account information from being transmitted.

9. The computer program product of claim 8, wherein
access to the application requires mput of a correct personal
identification number in order to enable the application to
transmit financial transaction account information to the
financial transaction istrument reader.

10. The computer program product of claim 8, wherein the
communicating comprises causing the computer to transmit a
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unique 1dentifier of the financial transaction to the user’s
mobile phone over the wireless network.
11. The method of claim 1, further comprising:
detecting, using a global positioning system (OPS),
whether the mobile phone 1s 1n the vicinity of the mer-
chant:;
providing merchant information including information
regarding an available voucher to the mobile phone over
a wireless network, 1n response to the detecting indicat-
ing that the mobile phone 1s 1n the vicinity of the mer-
chant; and
applying the available voucher at the time of purchase in
response to the mobile phone 1s being used as the finan-
cial transaction istrument.
12. The method of claim 11, wherein the merchant infor-
mation 1s provided to the mobile phone 1n an short message
service (SMS) message.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 8,543,496 B2 Page 1 of 1
APPLICATION NO. : 11/741268

DATED . September 24, 2013

INVENTORC(S) : Blayn W. Beenau et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the claims
In column 13, line 49 (claim 1), please delete “informaticm™ and insert -- information --.
In column 16, line 18 (claim 8), please delete “conununicating” and insert -- communicating --.

In column 17, line 4 (claim 11), please delete “(OPS)” and insert -- (GPS) --.

In column 17, line 16 (claim 12), please delete “an short message™ and msert -- a short message --.

Signed and Sealed this
Fifteenth Day of March, 2016

T cbatle 7 Zea

Michelle K. Lee
Director of the United States Patent and Trademark Office
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