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SYSTEM AND METHOD FOR FLEXIBLE
AUTHENTICATION IN A DATA
COMMUNICATIONS NETWORK

RELATED APPLICATIONS

The present application claims benefit from U.S. Provi-
sional Patent Application Ser. No. 60/527,266, filed Dec. 3,

2003, entitled SYSTEM AND METHOD FOR FLEXIBLE
AUTHENTICATION which 1s incorporated herein by refer-

CIICC.

FIELD OF THE INVENTION

The present invention 1s generally directed to data commu-
nication networks, and in particular to security features which
provide for flexible methods of authentication.

BACKGROUND

As security requirements increase, network port authenti-
cation technology will be increasingly called upon to provide
additional layers of security. Authentication 1s one of the
security layers that can be provided by networking switches
to increase the security of corporate networks. Authentication
1s notnew and has been provided by networking equipment 1n
a number of different ways.

One widely known and utilized way for providing for
authentication utilizes IEEE 802.1X authentication. Strong
authentication using the IFEE 802.1X standard relies on
Extensible Authentication Protocol (EAP) to secure the
authentication information passed between the client (suppli-
cant) and the authentication server, where the server 1s fre-
quently a Remote Authentication Dial-In User Service (RA-
DIUS server).

Another approach 1s to provide for security based on the
physical address, such as a Media Access Control (MAC)
address for a device. The discussion herein will frequently
refer to a MAC address for a device, but it should be recog-
nized that other forms of a physical address fora device might
also be used. Where the MAC address 1s used for port secu-
rity, the network port can be locked down to a particular MAC
address or series of MAC addresses. The MAC addresses can
be statically assigned or dynamically learned for specified
number of MAC addresses per port.

Another approach for providing for authentication security
uses WEB Authentication. Where Web authentication 1s used,
the network access device, or switch, secures the port by
making all clients authenticate by entering user credentials
which are validated against an Authentication Server. The
client uses a WEB browser to allow the client to enter the user
credentials.

Asrecognized by the inventors herein there are a number of
disadvantages to some of the systems that utilize a single one
of the above authentication methods. For example, while
IEEE 802.1X can provide for a reasonably high degree of
security, utilization of 802.1X requires an 802.1X supplicant
(client software) to be 1nstalled on all client hosts wishing to
access the network. To many network managers and IT pro-
tessionals, 802.1X port based authentication 1s oiten too cum-
bersome. It requires planning, resources for rollout of the
802.1X supplicant, high levels of user education, and ongoing
maintenance. These requirements can significantly increase
system operational costs.

MAC port security, which uses MAC address authentica-
tion, 1s an authentication method that 1s tied to a device and
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conscious I'T Managers view this form of port authentication
as weak—as MAC addresses are easily snooped and spootfed
by users understanding the technology. Traditional MAC
authentication using only the MAC address has been used 1n
past, but this method 1s flawed and cannot be called a true
authentication system due to the inherent weaknesses. By
performing some simple common TCP/IP commands, a
hacker can easily discover the MAC address belonging to a
particular host. Using widely known routines such as PING
and ARP, the target’s MAC address can easily be revealed,
allowing the hacker to assume the identity of another device
to easily gain access to the network.

In addition to the spoofing weakness, MAC Authentication
does not 1dentily the user who 1s using the device. Audit logs
cannot identify the user but only the device (and the device’s
identification may not be accurate due to spoofing). To many
I'T protessionals, MAC Authentication i1s one of the weakest
forms for authentication and 1s considered suitable for casual
access control only.

In many instances, where WEB Authentication 1s utilized,
the Web authentication communications are usually secured
using an SSL tunnel protocol which secures the credential
information being passed between the host or supplicant and
the Authentication Server. WEB Authentication 1s one of the
simplest forms of authentication and requires the least
amount of user education as WEB browsers are common
applications found on every modern personal computer plat-
form. WEB Authentication can be stronger than MAC
Authentication but 1s generally weaker than the IEEE 802.1X
Authentication method due to the ability to circumvent the
authentication method by using common hacking methods
such as replay attacks.

Another 1ssue with WEB Authentication 1s the manage-
ment of user credential information—such as Usernames and
Passwords. Many IT managers of large universities and col-
leges have experienced implementation and maintenance
problems of these systems due to the difficulty of managing
thousands of user accounts and passwords.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an overview of a data communications net-
work.

FIG. 2 shows an embodiment of a network access device
herein.

FIG. 3 shows an embodiment of a data communications
network of the present invention.

FIG. 4 shows an embodiment of a method of authentication
of the present invention.

DETAILED DESCRIPTION

It has been recognized by the present inventors that it
would be advantageous to provide a method and system
which allows a system manager to select and choose between
different combinations of authentication technologies. An
embodiment of the system and method herein allows a user to
customize the authentication methods by programming the
network access device, such as a switch, to prompt the user for
various authentication credentials. Credential information
can include various types of information which can be used to
identify a user such as a user identification number, a user
name, and user password etc. The system and method allow
for a network access device to be adapted, or programmed,
such that a system administrator can select between a number
of different authentication methods, depending on the envi-
ronment in which the network access device 1s operating. The
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network access device can be a device such as switch which
operates to determine the routing of data packets transmaitted
from a host client device. Generally, a switch 1s a layer 2
device, where layer 2 1s defined by the Open Systems Inter-
connection (OSI) model. This model 1s discussed 1n detail 1n
the International Standards Organization, standard ISO/IEC
7498, which defines a 7-layer model for describing intercon-
nected systems, which 1s incorporated herein by reference in
its entirety. Further as discussed herein the network access
device of the present invention which can be switch, and 1t
should be noted that a switch described herein can include not
just the operations of regarding layer 2 functions, but can
turther include the capability of providing some layer 3 func-
tions, where layer 3 functions include determining source 1P
address hosts and analyzing this information. By allowing the
system administrator to select between a number of different
authorization processes. The network access device’s opera-
tion can be adjusted to provide a level of authentication and

complexity as 1s appropriate for a particular operation envi-
ronment.

For an authentication technology to be flexible, the system
administrator will be able to program the network access
device to perform different types ol authentication opera-
tions. In one embodiment the programming can be as simple
as the system selecting between of a plurality of different
authentication methods.

FIG. 1 shows basic elements of a network in accordance
with an embodiment of the present invention. As shown in
FIG. 1, system 100 comprises a data communications net-
work 104, a network access device 102 and an authentication
server 106 each of which 1s communicatively coupled to data
communications network 104, and a host user device 108
communicatively coupled to network access device 102.

Data communications network 104 can include a plurality
of network nodes interconnected via a wired and/or wireless
medium, wherein each node consists of a device capable of
transmitting or recerving data over data communications net-
work 104. In one embodiment, data communications network
104 comprises a conventional local area network (“LAN")
that employs an Ethernet communication protocol 1n accor-
dance with the IEEE 802.3 standard for data link and physical
layer functions. However, the invention 1s not so limited, and
data communications network 104 may comprise other types
of wired or wireless networks, including but not limited to a
wide area network (“WAN”), and other types of communica-
tion protocols, including but not limited to ATM, token ring,
ARCNET, or FDDI (Fiber Distributed Data Interface) proto-
cols.

Network access device 102, which preferably includes net-
work switch functions, comprises a plurality of ports for
communicatively interconnecting network devices to each
other and to data communications network 104. Network
access device 102 1s configured to channel data units, such as
data packets or frames, between any two devices that are
attached to 1t up to 1ts maximum number of ports. In terms of
the International Standards Organization’s Open Systems
Interconnection (OSI) model, network access device 102 per-
forms layer 2, or data link layer, functions. In particular,
network access device 102 examines each received data unit
and, based on a destination address included therein, deter-
mines which network device the data unit 1s intended for and
switches 1t out toward that device. In the embodiment
described herein, the destination address comprises a physi-
cal or Media Access Control (MAC) address of a destination
device. Further, as discussed above the network access device
can also provide some layer 3 functionality.
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FIG. 2 depicts an exemplary high-level architecture of
network access device 102 in accordance with an embodi-
ment of the present invention. As shown 1n FIG. 2, network
access device 102 comprises a plurality of input ports, 204a
through 2047, that are coupled to a plurality of output ports,
206a through 2067, via a switching fabric 202. Network
access device 102 also includes control logic 208 for control-
ling various aspects of switch operation and a user interface
210 to facilitate communication with control logic 208. User
interface 210 provides a means for a user, such as a system
administrator, to reconfigure network access device 102 and
adjust operating parameters. In one embodiment as described
in more detail below, the system administrator can access the
control logic through the user interface, and select between
different levels of authentication, where different levels of
authentication can be programmed into the control logic of
the switch and the system administrator can select between
the different levels of authentication. Additionally, through
the user interface, the system administrator could provide
specific customized authentication programming to the con-
trol logic of the network access device.

In operation, data units (e.g., packets or frames) are
received and optionally buifered on one or more of input ports
204a through 2047. Control logic 208 schedules the serving
of data units recerved by input ports 204a through 2047 1n
accordance with a predetermined scheduling algorithm. Data
units are then served to switching fabric 202, which routes
them to the appropriate output port 206a through 206» based
on, for example, the destination address of the data unait.
Output ports 2064 through 2067 recerve and optionally butifer
data units from switching fabric 202, and then transmit them
on to a destination device. In accordance with an embodiment
of the present invention, network access device 102 may also
include logic for performing routing functions (layer 3 or
network layer functions 1n OSI).

With further reterence to FIG. 1, a client device 108 1s
shown connected to one of the ports of network access device
102. Client device 108 may comprise a. personal computer
(PC), laptop computer, Voice Over Internet Protocol (VoIP)
phone, a wireless access point, or any other device capable of
transmitting or recerving data over a data communications
network, such as data communications network 104.

Authentication server 106 comprises a computer that
stores application soitware and a database of profile informa-
tion for performing a user authentication protocol. In an
embodiment, authentication server 106 comprises a server
that uses the Remote Authentication Dial-In User Service

(RADIUS) as set forth 1n Internet Engineering Task Force
(IETF) Request For Comments (RFC) 2865 for performing

user authentication functions.

In one embodiment of a network access device herein, the
control logic can allow for selection between different
authentication processes, such that an authentication process
can be selected where the network access device will prompt
for the traditional username and password, and another pro-
cess will allow for the MAC Address of the device to be used
as the Username credential. In one embodiment 11 the latter 1s
selected operation 1s selected, the network access device will
automatically detect a host’s MAC address and display it on
the credential screen for verification, prompting only for the
user’s password.

Another option can be to select an authentication process
programmed to use only the MAC Address as the authentica-
tion credential and automate the login process without
prompting the user for any passwords. This method can be
used with Dynamic VLANSs to control where the device may
g0 once authenticated onto the network. Additional aspects of
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use of dynamic VLANs and user policy assignments are
described 1n U.S. patent application Ser. No. 10/654,417,

filed Sep. 4, 2003, entitled, Multiple Tiered Network Security

System, Method and Apparatus Using Dynamic User Policy
Assignment, which application 1s assigned to the same
assignee as the present application, and which 1s incorporated
herein by reference. Further, aspects of user policy assign-
ments are also discussed 1n pending U.S. patent application

Ser. No. 10/850,505, entitled SYSTEM AND METHOD
FOR SOURCE IP ANTI-SPOOFING SECURITY, filed on
May 20, 2004, and which 1s incorporated herein by reference
1n its entirety.

The network access device can also be configured such that
a system administrator can select for different levels of secu-
rity for communications between the network access device
and an authentication server, where such communications are
required to process the user’s credential information. For
example, a system administrator could be provided with a
choices where the communications between the network
access device and the authentication server would accommo-
date traditional RADIUS operations of older legacy systems,
or a system administrator could select a mode of operation
providing for a high level of security between the network

access device and the authentication server, where such com-

munications would be 1n accordance with IEEE 802.1X
RADIUS using EAP-MDS5 for higher security. For providing
the capability of communications between the network
access device and the authentication server which utilizes
IEEE 802.1x, the network access device control logic can be
loaded with 802.1x supplicant software. As 1s widely known
in the art the supplicant for 802.1x communications 1s a
soltware agent, that operates to facilitate 802.1x communica-
tions, where IEEE 802.1x 1s a widely known communications
protocol. Additional aspects of authentication procedures and

HEE 802.1x are described 1n pending US patent appli-

use of IEE
cations: U.S. patent application Ser. No. 10/458,628, filed
Jun. 11, 2003, entitled Multiple Tiered Network Security
System,, Method & Apparatus; and U.S. patent application
Ser. No. 10/631,898, filed Aug. 1, 2003, enftitled, System &
Apparatus for providing Multiple Access Modes 1n a Data;
both of these applications are assigned to the same assignee as
the present application, and are incorporated herein in by
reference.

Depending on the needs of the operating environment each
network access device 1s adapted so that a system adminis-
trator can select from a range of authentication processes, and
turther additional processes could be programmed to allow
tor additional credential and backend processing techniques
to satisty the customer’s authentication requirements.
Because MAC addresses are inherently insecure, the system
and method herein allows the option of using a password or
pin to associate the authentication request to a particular user.
By using a MAC address with a user password, the authenti-
cation system can provide an audit trail of users tried to gain
access with which device. The network access devices can
also log the particular network access port that the authenti-
cation attempt was made from and record the date and time
for completeness.

For low security applications, the MAC Address may be
used as the only form of authentication credential without
tying the device to a particular user. This would lower the
accuracy of the audit trail reports by not associating a user
with the device. Syslog and traps can still be sent to log the
MAC Address that 1s being authenticated along with the port
information and the data and time of the authentication
request. Previous static systems that only use a MAC Address
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or a Username and Password do not have the flexibility of
authenticating both the user and the device.

FIG. 3 shows an embodiment of a system 300 herein. This
system can include several components: client devices 302
and 304, network access device 306, authentication server
308 having registration validation data 310, and an optional
registration kiosk computer 312, and a syslog server 314 for
storing and syslog information. Aspects of the operation of
these different components are illustrated 1n connection with
the discussion below.

FIG. 4 1llustrates a flow chart 400 of a flexible network
security method in accordance with the present invention. At
step 402 a new client device connects to the network by
linking their computer to a network port of the network access
device. At step 404 the network access device detects that a
new client has attached to the network port that 1s enabled
using a MAC Detection Routine of the control logic of the
network access device. Depending on the authentication pro-
cess used, all tratfic for the MAC Address can be blocked,
except for DHCP requests, until the network access device
can determine the authentication state of the MAC Address.
The MAC Detection Routine 1s used to discover the client
device’s MAC Address. It 1s used when a client’s device first
attaches to the port and brings the link up on the port or when
there 1s a new MAC address 1mntroduced onto a port that has
multiple clients associated with 1t.

Atstep 406, after the MAC address 1s has been detected, the
MAC Address 1s passed to a MAC determination routine of
the network access device, which determines 408 1f the MAC
Address 1s new or if 1t has already been authenticated. If the
MAC Address 1s new, the network access device blocks all
traffic originating from the MAC Address except for DHCP
packets. This allows new client to obtain the necessary TCP/
IP Address from a DHCP server (not shown) to communicate
with the network access device’s WEB server. If the MAC
Address has already been authenticated, the traific from client
1s allowed to flow through the network port in standard Layer
2 fashion.

If the MAC Address 1s new, the following occurs, and the
control logic will make a determination 410 as to whether
user credential information 1s required, as selected per the
authentication method selected or programmed by the system
administrator. If the network access device 1s configured to
require user credential immformation then the new client’s
DHCP requests are passed 412 unblocked through the net-
work access device to a DHCP server attached to the network
on an unprotected side of the network. Through communica-
tion with the DHCP server a valid DHCP address 1s received
by the new client, and the new client has the ability to com-
municate with the network access devices web server. This
web server could be implemented as part of the network
access device, or it could be a separate computer coupled to a
port of the network access device.

If the system admimistrator has selected an option to have
the network access device use physical address authentication
process with only a MAC Addresses as the authentication
criteria, then the MAC Address will be used as the authenti-
cation Account ID and password without prompting the user
for any other information. In this mode of operation the net-
work access device will parse the MAC address and use 1t as
the user name and password, and proceed to the supplicant
routine step 418, which 1s discussed in more detail below.

Where the network device 1s operating mn a mode that
utilizes a combined physical address and web authentication
process, which can require user enter credential information,
after the new clienthas MAC address has been determined. In
such a mode of operation after determination of the new client
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devices MAC address, the new client starts a WEB browser
session and begins a user credential part of the authentication
process. The new client’s WEB browser will attempt to con-
tact the WEB page that 1s programmed 1nto new client as its
default home page when the browser i1s started. The network
access device will detect the new client’s HT'TP (port 80) or
HTTS (port 443) traific and mitiate a WEB authentication
routine 416, which can include a WEB Redirection to the
network access device’s WEB Authentication Routine.

The WEB Authentication Routine will return a secure SSL
Authentication Screen to the new client. SSL or Secure Sock-
ets Layer technology 1s a widely known industry-standard
method for protecting web communications. The SSL secu-
rity protocol can provide among other things data encryption
and message integrity. Depending on the options selected by
the system administrator for the operation of the network
access devices control logic, regarding authentication of a
new client, the Authentication Screen may prompt 417 for a
username and password or display new client’s MAC
Address and prompt only for a password. In response to the
prompting of the authentication screen the user enters the
necessary authentication information using the WEB Authen-
tication Screen displayed by the new client’s browser. What
the user 1s required to enter will depend on which authenti-
cation method was selected.

Once the credentials are recerved and accepted by the WEB
Authentication Routine and passed to the Authentication
Server’s Supplicant Routine which 1s a software agent which
1s loaded on the network access device to facilitate IEEE
802.1x communications by the network access device. The
supplicant routine operates 418 to examine the user’s creden-
tial information to make sure the format is correct. Where the
system administrator has selected a mode of operation such
that the control logic does not require user credential infor-
mation, the parsed MAC address mnformation from 414 1s
used by the supplicant routine. The supplicant routine formu-
lates the necessary packets and 1nserts the user credentials
(where such information was required, or otherwise uses the
parsed MAC address information alone) into the packets and
passes the authentication information as part of an authenti-
cation request to the Authentication Server, shown 1n FIG. 3
as 308, 1n the required format.

Depending on the choice of the customer, the network
access device can use standard RADIUS authentication calls
to a RADIUS Authentication Server or it can use other a more

secure authentication technique such as 802.1X and EAP-
MD?3 to an 802.1X compliant RADIUS server acting as the

Authentication Server 308. Where standard RADIUS authen-
tication 1s used, then a supplicant operation may not be
required.

In response to receiving the authentication request, and
authentication credential information, the Authentication
Server 308 communicates with an authenticator routine 420
of the network access device, and operates to examine 422 the
authentication request relative to stored authentication data.
The examination results 1 an accept or deny determination
424 based on the credentials and sends the appropriate Accept
or Deny response back to the network access device 306. If
the authentication request 1s successiul, the Authentication
Server 308 may also return any other pre-programmed values
such as Dynamic VLAN information or User Policy informa-
tion to the network access device.

In response to receiving the response back from the
Authentication Server, the control logic of the network access
takes different actions depending on whether an accept or
deny determination 1s made. Additionally, the control logic of
the network access device can send the Syslog and Trap
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information to a syslog server 314 to provide an audit record
of the new client’s authentication request. Depending on
whether an accept or deny determination 1s made the network
access device will either grant or deny access to the MAC
address of the new client.

I1 the authentication server response was to deny the new
client, amessage from the Authenticator Routine 1s sent to the
WEB Authentication Routine and the user 1s informed, typi-
cally via the browser of the new client device, that the cre-
dentials entered were incorrect and prompts 417 the user to
re-enter the credentials to attempt another authentication
request.

I1 the authentication server response was to allow the new
client, the Web authentication routine accepts any other infor-
mation that was returned (such as VLAN or User Policy
information) and passes the information to a Port Enable
Routine 426 of the network access device to program 432 the
Layer 2 port of the network access device to allow traffic,
according the switching module 434 from the new client
based on the MAC/IP Pair information for the new client, and
a MAC session Table of the network device 1s updated 428.

The network access device will momtor 430 all MAC/IP
address pairs 1n 1its MAC/IP Session Table using the MAC
Monitoring Routine. In one embodiment 1f a user removes a
host computer from the port and the link 1s dropped, all host
associated with the port are dropped, and corresponding
MAC/IP pair information will be removed from the MAC/IP
Session Table immediately. It there are multiple clients on the
port and the link light 1s retained by an mtermediary device
such as another Layer 2 switch or hub, the network access
device’s MAC Monitoring Routine will watch for continuous
traffic from the MAC/IP pair.

After a certain amount of mactivity, the MAC Monitoring
Routine will remove the MAC/IP pair from the MAC Session
Table to ensure that the MAC/IP pair cannot be used by
another device spoofing the original Client’s MAC/IP infor-
mation. This “timeout value™ can be set by the end user and
will be defaulted to 900 seconds (15 minutes).

In connection with the flow chart above some additional
aspects of the operation of a method herein are discussed 1n
more detail as follows. The MAC determination routine
which 1s discussed above 1n connection with 406 1s a routine
that 1s used to validate the MAC Address learned from the
MAC Detection Routine. This routine determines 1f the MAC
Address 1s new or 11 1t 1s an existing MAC Address that has
already been authenticated. The MAC Detection Routine uti-
lizes the MAC Session Table, which 1n one embodiment
would be contained 1n a memory of the network access
device, and would keep track of MAC/IP pairs that have been
authenticated by the network access device. For all new MAC
Addresses that have been granted access by the Authentica-

tion Server 308, the MAC detection Routine creates a new
MAC/IP pair entry 1n the MAC Session Table. For all existing

MAC Addresses, 1t validates the MAC/IP pair information
and resets the timeout value to keep the entry “fresh” 1n the
MAC Session Table.

The WEB Authentication Routine 416 1s called by the
MAC Determination Routine when 1t 1identifies a new MAC
Address that has not been previously authenticated. This rou-
tine displays the proper Authentication WEB Page to the
Chient’s device—prompting for either the Username and
Password or displaying the discovered MAC Address and
prompting only for the Password. The network manager will
have the ability to program the network access device to
display the necessary screen to customize their security
needs.
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The WEB Authentication Routine 416 will accept the cre-
dentials entered by a user through a new client, and pass the
credentials onto the Supplicant Routine. It will wait for the
proper response from the Authentication Routine to display a
“Successtul Logon™ message or and “Access Denied” mes-
sage. In the case of a successtul logon, the Web Authentica-
tion Routine 1s retired after displaying the “Successiul
Logon” message and the port 1s programmed with the appro-
priate information to allow the client’s tratfic to enter the port
with the associated MAC/IP pair information.

In the case of an unsuccessiul logon attempt, the WEB
Authentication Routine will display the “Access Denied”
message and re-prompt the user for authentication informa-
tion. The Logon Attempts will be monitored by the Authen-
ticator Routine and audit information in the form of Syslog
and Trap messages will be sent to the appropriate syslog and
trap servers.

The Supplicant Routine 418 1s used to parse the credential
information entered by the client or passed directly from the
MAC Determination Routine. Depending on the backend
authentication method selected and programmed by the net-
work manager, the network access device can either use Stan-
dard RADIUS calls to authenticate the client or encrypt the
authentication messages using IEEE 802.1X EAP-MDS5
betfore sending the authentication messages to the Authenti-
cation Server, as discussed above.

The Authenticator Routine 420 1s used to communicate the
authentication credentials to and from the Authentication
Server (RADIUS). It parses the returned tratfic from the
Authentication Server and determines 11 the user1s allowed or
denied access to the network. If there are additional user
parameters that are used to control access, such as Dynamic
VLAN or User Policy information, the Authenticator Routine
parses the optional control information and passes it to the
necessary routines to program the port the new client 1s
attached to.

The Port Enable Routine 426 1s used to program the physi-
cal port of the network access device that the client 1s attached
to. Until the Authenticator Routine receives an Allow mes-
sage from the Authentication Server, the port 1s not pro-
grammed with the new client’s MAC address and an implicit
“Deny All” condition on the port 1s used to block the new
client’s traffic

MAC Session Table logic example for physical switch port
E10’s:

Port E10 Allow MAC: IP:
Authenticated  00-03-04-02-13-4a  192.168.100.100
Port E10 Allow MAC: IP:
Authenticated  00-09-2a-13-44-31 192.168.100.120
Port E10 Deny Non- MAC: Any IP: Any

Authenticated

When the Authenticator Routine 420 recerves an Allow mes-
sage for a client, the new client’s MAC/IP address pair 1s
programmed on the network access device port to allow the
new client’s traffic. The Port Enable Routine will also pro-
gram any optional control parameters returned from the
Authentication Server—such as VL AN or User Policy infor-
mation. This will allow the port to further control the client’s
access through the use of VLAN tagging or Layer 3 and/or
Layer 4 Access Control Lists (ACLs).

The Port Enable Routine will also be responsible for
removing MAC/IP pairs from the port. MAC/IP pairs are
removed under two conditions: (1) when the link 1s dropped
on the port—signitying that the client host device has been
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removed—this locks the port and disables all access until the
next Client has been authenticated; and (2) when the MAC
Monitoring Routine determines that an authenticated client 1s

no longer transmitting packets (by watching the tratfic from
MAC/IP pair), the MAC/IP pair will be removed from the
MAC Session Table for the port the client was connected

to—a timeout value will be set to determine the length of the
iactivity.

The MAC Monitoring Routine 430 1s responsible for man-
aging the MAP/IP pair information i the MAC Session
Table. It monitors the activity from each MAC/IP pair and
resets a timeout value as traffic 1s seen from the client. If the
client stops transmitting packets, the MAC Monitoring Rou-
tine will increment the timeout value for the MAC/IP parr.
After a preset amount of inactivity 1s reached, default 15

minutes, the MAC Monitoring Routine will clear the mactive
MAC/IP pair from the MAC Session Table and clean up any

related information that was set for the inactive MAC/IP parr.
This information can be control mechanisms such as VLAN
or User Policy information.

FIG. 3 shows an optional WEB kiosk server 312 which can
be used 1n connection optional backend routines, that can
provide a low overhead authentication system. A Self Regis-
tration System can be incorporated into the overall authenti-
cation procedure. The WEB Kiosk server 312 can be added to
allow Clients to self-register to the system. Depending on the
security level required for the environment 1n which the net-
work 1s operating, lower security applications can make use
of the WEB Kiosk technology to greatly reduce overhead and
maintenance. An example where this technology can be used
1s 1 University networks where students can register their
computers for network access.

To support students, faculty, and guests, the WEB Kiosk
can display different category types at the start of the regis-
tration process and prompt for the necessary information to
validate the user that is trying to register themselves as Stu-
dent, Faculty, or Guest.

Students can register by entering information similar to the
following 1into the WEB Kiosks. These kiosks may be located
in public campus locations such as libraries, registrar offices,
cafeterias, and so forth. Registration information could
include for example:

Student Number

Student Full Name

MAC Address of Computer

Desired Account ID

Desired Password or Pin
In order to ensure validity of the student, the Kiosk can send
the entered information to a separate Validation Routine.
Student numbers can be used to validate that the student full
name 1s accurate and that the student 1s indeed registered for
the semester before completing the registration process and
populating the necessary credential information on the
Authentication server.

Similarly, faculty can enter specific information to identify
themselves to the registration system and register their PC’s
for network access. Without a student or faculty number,
guests can select the GUEST category and enter the following

information, for example:
Full Name

MAC Address of Computer

Desired Account 1D

Desired Password or Pin
All Guest Accounts can have an automatic expiry date and a
pre-determined Dynamic VLAN value to limit Guest access
to particular areas of the campus network.
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Along with authenticating the User and/or Device using the
MAC Address, the network access device could also allow for
the capability of being programmed to lock the port down to
one particular MAC Address. This would be the first MAC
Address that was successiully authenticated to the Authenti-
cation Server. By combining the MAC Authentication feature
with the MAC Address Locking feature, the client 1s locked to
one particular switch port after they have authenticated to the
network. This feature would be valuable for solutions that
only want one physical device using one network port at any
one time—no intermediary Layer 2 hubs or switches can be
used to allow additional devices to share the network port.

It should be recognized that the above embodiments pro-
vide examples of the invention, however, various alternative
implementations would also be within the scope of the mnven-
tion. Thus, while various embodiments of the present inven-
tion have been described above, 1t should be understood that
they have been presented by way of example, and not limita-
tion. It will be apparent to persons skilled in the relevant art
that various changes 1n form and detail may be made therein
without departing from the spirit and scope of the mvention.
This 1s especially true 1n light of technology and terms within
the relevant art(s) that may be later developed. Thus, the
present invention should not be limited by any of the above-
described exemplary embodiments, but should be defined
only in accordance with the following claims and their
equivalents.

What 1s claimed 1s:

1. A system comprising:

one or more client devices; and

a network access device comprising:

a memory configured to store:
an 1indication of a selected one of a plurality of differ-
ent authentication procedures a system administra-
tor of the network access device has selected to
perform authentication, the authentication based at
least 1n part on credential information 1dentifying
the one or more client devices and credential infor-
mation identifying users ol one or more client
devices the plurality of different client authentica-
tion procedures comprising a combined physical
address and web authentication procedure, com-
prising transmitting user credential information
from a client device toward the network access
device according to a secure protocol, and then
transmitting the user credential information from
the network access device toward an authentication
server; and
control logic configured to, when executed:
detect that the new client device has attached to a
port of the network access device;
upon detecting the new client device, perform
authentication according to the selected one of a
plurality of different authentication procedures
cach supported by the access device; and
determine whether to grant the new client device
access 1o a data communications network based
upon a result of the authentication.

2. The system of claim 1, wherein the combined physical
address and web authentication procedure comprises trans-
mitting user credential information from the new client
device toward the network access device according to a
secure protocol, and then transmitting the user credential
information from the network access device toward the
authentication server in accordance with IEEE 802.1x.

3. The system of claim 1 wherein the network access device
comprises supplicant soitware so that credential information
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can be transmitted from the network access device toward an
authentication server 1n accordance with IEEE 802.1x.

4. The system of claim 1, wherein the plurality of different

client authentication procedures comprises:
a physical address authentication procedure; and
wherein the network access device 1s configured to, 11 the
physical address authentication procedure 1s selected,
determine a physical address for the new client device,
and to use physical address information to authenti-
cate the new client device; and

make a determination as to whether to provide the new
client device access to the data communications net-
work based on the physical address of new the client
device.

5. The system of claim 1,

wherein the network access device 1s configured to, if the
combined physical address and web authentication pro-
cedure 1s selected, provide the new client device with
limited access to the data communications network, to
allow the new client device to communicate with a Web
authentication routine, so that a user of the new client
device can provide credential information to the web
authentication routine.

6. The system of claim 1, wherein the physical address 1s a

MAC address for the new client device.

7. The system of claim 1, wherein the plurality of different

client authentication procedures comprises:
a physical address authentication procedure, and wherein
the network access device 1s configured to, 11 the physi-
cal address authentication procedure 1s selected:
determine a physical address for the new client device;
and

use physical address information to authenticate the new
client device and to make a determination as to
whether to provide the new client device access to the
data communications network based on the physical
address of the new client device; and

a combined physical address and web authentication pro-
cedure, and wherein the network access device 1s con-
figured to, 1f the combined physical address and web
authentication procedure 1s selected, provide the new
client device with limited access to the data communi-
cations network, to allow the new client device to com-
municate with a Web authentication routine, so that a
user of the new client device can provide credential
information to the web authentication routine.

8. A method comprising:

receving, at a port ol a network access device, a request
from one of one or more client devices to access a data
communications network;
storing an indication of a selected one of a plurality of

different authentication procedures a system admin-
istrator of the network access device has selected to
perform authentication, the authentication based at
least 1n part on credential information identitying the
one or more client devices and credential information
1dentifying users of the one or more client devices, the
plurality of different client authentication procedures
comprising a combined physical address and web
authentication procedure, comprising transmitting
user credential information from a client device
toward the network access device according to a
secure protocol, and then transmitting the user cre-
dential information from the network access device
toward an authentication server;

detecting that the new client device has attached to a

port of the network access device;
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upon detecting the new client device, performing
authentication according to the selected one of a
plurality of different authentication procedures
cach supported by the access device; and
determining whether to grant or deny the request 1n
accordance with the selected one of a plurality of
authentication procedures.

9. The method of claim 8, further comprising

transmitting the credential information from the network

access device toward the authentication server 1n accor-
dance with IEEE 802.1x.

10. The method of claim 8, wherein the plurality of authen-
tication procedures comprises a physical address authentica-
tion procedure, and wherein 11 the physical address authenti-
cation procedure 1s selected, using a physical address of the
new client device to make a determination as to whether to
provide the new client device access to the data communica-
tions network through the network access device.

11. The method of claim 8, wherein the plurality of authen-
tication procedures comprises a combined physical address
and web authentication procedure, and wherein 11 the a com-
bined physical address and web authentication procedure 1s
selected,

providing the new client device with limited access to the

data communications network, to allow the new client
device to communicate with a web authentication rou-
tine, and

transmitting user credential information from the new cli-

ent device toward the web authentication routine.

12. The method of claim 8, wherein the physical address 1s
a MAC address for the new client device.

13. The method of claim 8, wherein the plurality of differ-
ent client authentication procedures comprises:

a physical address authentication procedure, and wherein

i the physical address authentication procedure 1is
selected, using a physical address of the new client
device to authenticate the new client device and to make
a determination as to whether to provide the new client
device access to the data communications network
based on the physical address of the new client device;
and

wherein 11 the combined physical address and web authen-

tication procedure 1s selected, providing the new client
device with limited access to the data communications
network, to allow the new client device to communicate
with a Web authentication routine, so that a user of the
new client device can provide credential information to
the web authentication routine.

14. The method of claim 6, wherein the authentication
server 1s coupled to the network access device through a data
communications network.

15. A network access device comprising;:

a memory configured to store:

an 1ndication of a selected one of a plurality of different
authentication procedures a system admimistrator of

the network access device has selected to perform
authentication, the authentication based at least 1n
part on credential information identifying one or more
client devices and credential information 1dentiiying
users of the one or more client devices, the plurality of
different client authentication procedures comprising
a combined physical address and web authentication
procedure, comprising transmitting user credential
information from a client device toward the network
access device according to a secure protocol, and then
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transmitting the user credential information from the
network access device toward an authentication
server; and
control logic stored in the memory and configured to:
detect that a new client device has attached to a port of
the network access device;

upon detecting the new client device, perform authenti-
cation according to the selected one of the plurality of
different authentication procedures each supported by
the access device; and

determine whether to grant the new client device access
to a data communications network based upon a result
of the authentication.
16. The network access device of claim 11, wherein control
logic 1s further configured to, if executing the combined
physical address and web authentication procedure, transmit
user credential information from the new client device to the
network access device according to a secure protocol, and
then transmit the user credential information from the net-
work access device toward an authentication server coupled
to the data commumcations network, the transmitting in
accordance with IEEE 802.1x.
17. The network access device of claim 15, wherein the
control logic 1s further configured to transmait credential infor-
mation from the network access device toward an authenti-
cation server coupled to the data communications network,
the transmitting 1n accordance with IEEE 802.1x.
18. The network access device of claim 15, wherein the
plurality of different client authentication procedures com-
Prises:
a physical address authentication procedure; and
wherein the control logic 1s configured to, 1f the physical
address authentication procedure 1s selected,
determine a physical address for the new client device,
and to use physical address information to authenti-
cate the new client device; and

make a determination as to whether to provide the new
client device access to the data communications net-
work based on the physical address of the new client
device.
19. The network access device of claim 15, wherein the
control logic 1s further configured to, 11 the combined physical
address and web authentication procedure 1s selected, provide
the new client device with limited access to the data commu-
nications network, to allow the new client device to commu-
nicate with a Web authentication routine, so that a user of the
new client device can provide credential information to the
web authentication routine.
20. The network access device of claim 11, wherein the
physical address 1s a MAC address for the new client device.
21. The network access device of claim 15, wherein the
plurality of different client authentication procedures com-
Prises:
a physical address authentication procedure, and wherein
the control logic 1s further configured to, 1f the physical
address authentication procedure 1s selected:
determine a physical address for the new client device;
and

use physical address information to authenticate the new
client device and to make a determination as to
whether to provide the new client device access to the
data communications network based on the physical
address of the new client device; and

wherein the control logic i1s further configured to, if the
combined physical address and web authentication pro-
cedure 1s selected, provide the new client device with
limited access to the data communications network, to
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allow the new client device to communicate with a Web
authentication routine, so that a user of the new client
device can provide credential information to the web
authentication routine.

22. A method comprising:

by a network access device,
detecting that a new client device has attached to a port

of the network access device;

storing an 1ndication of a selected one of a plurality of
different authentication procedures by a system
administrator of the network access device to per-
form authentication, the authentication based at
least 1n part on credential information 1dentifying
one or more client devices attached to ports of the
network access device and credential information
identifying users of the one or more client devices
the plurality of different client authentication pro-
cedures comprising a combined physical address
and web authentication procedure, comprising
transmitting user credential information from a cli-
ent device toward the network access device
according to a secure protocol, and then transmiut-
ting the user credential information from the net-
work access device toward an authentication
Server;

upon detecting the new client device, performing authen-
tication according to the selected one of a plurality of
different authentication procedures; and

determining whether to grant the new client device access
to a data communications network based upon a result of
the authentication.

23. The method of claim 22 wherein the combined physical
address and web authentication procedure comprises trans-
mitting user credential information from the new client
device toward the network access device according to a SSL
protocol, and then transmitting the user credential informa-
tion from the network access device to an authentication
server coupled to the data communications network, the
transmitting 1n accordance with IEEE 802.1x.

24. The method of claim 22, further comprising transmit-
ting credential information from the new client device toward
an authentication server coupled to the data communications
network, the transmitting in accordance with IEEE 802.1x.

25. The method of claim 22, wherein the plurality of dif-
ferent client authentication procedures comprises:

a physical address authentication procedure comprising:

determining a physical address for the new client device,
and to use physical address information to authenti-
cate the new client device; and

making a determination as to whether to provide the new
client device access to the data communications net-
work based on the physical address of the new client
device.

26. The method of claim 22, wherein the plurality of dif-
ferent client authentication procedures comprises:

a combined physical address and web authentication pro-
cedure comprising providing the new client device with
limited access to the data communications network, to
allow the new client device to communicate with a Web
authentication routine, so that a user of the new client

device can provide credential information to the web
authentication routine.
27. The method of claim 22, wherein the physical address
1s a MAC address for the new client device.
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28. The method of claim 22, wherein the plurality of dif-
ferent client authentication procedures comprises:

a physical address authentication procedure comprising:

determining a physical address for the new client device;
and

using physical address information to authenticate the
new client device and to make a determination as to
whether to provide the new client device access to the
data communications network based on the physical
address of the new client device; and

the combined physical address and web authentication pro-
cedure comprises providing the new client device with
limited access to the data communications network, to
allow the new client device to communicate with a Web
authentication routine, so that a user of the new client
device can provide credential information to the web
authentication routine.

29. A program storage device readable by a machine,
embodying a program of instructions executable by the
machine to perform a method, the method comprising:

by a network access device, detecting that a new client
device has attached to a port of the network access
device, the network access device comprising:

a memory configured to store:

an 1ndication of a selected one of a plurality of differ-
ent authentication procedures a system administra-
tor of the network access device has selected to
perform authentication, the authentication based at
least 1n part on credential information identifying
one or more client devices attached to ports of the
network access device and credential information
identifying users of the one or more client devices
the plurality of different client authentication pro-
cedures comprising a combined physical address
and web authentication procedure, comprising
transmitting user credential information from a cli-
ent device to the network access device according
to a secure protocol, and then transmitting the user
credential information from the network access
device toward an authentication server:

upon detecting the new client device, performing authen-
tication according to the selected one of a plurality of
different authentication procedures; and

determiming whether to grant the new client device access
to a data communications network based upon a result of
the authentication.

30. The system of claim 1 wherein the network access

device further comprises:

a plurality of ports comprising one or more input ports and
one or more output ports, the plurality of ports config-
ured to communicatively iterconnect the one or more
client devices to each other and to the data communica-
tions network; and

switching fabric configured to route one or more data units
from the one or more 1nput ports to the one or more
output ports.

31. The method of claim 8, further comprising;:

routing one or more data units from one or more imput ports
of the network device toward one or more output ports of
the network device.

32. The network access device of claim 15, further com-

prising:

a plurality of ports comprising one or more input ports and
one or more output ports, the plurality of ports config-
ured to communicatively iterconnect the one or more
client devices to each other and to the data communica-
tions network; and
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switching fabric configured to route one or more data units
from the one or more input ports to the one or more
output ports.
33. The method of claim 22, further comprising:
routing one or more data units from one or more 1nput ports
ol the network device to one or more output ports of the
network device.
34. A method comprising:
receiving, at a port of an apparatus, a request from one of
one or more client devices to access a data communica-
tions network;
routing one or more data units from the one or more
input ports toward the one or more output ports;
storing an indication of a selected one of a plurality of
different authentication procedures a system admin-
istrator of the apparatus has selected to perform
authentication, the authentication based at least in
part on credential information identifying the one or
more client devices and credential information 1den-
tifying users of the one or more client devices, the
plurality of different client authentication procedures
comprising a combined physical address and web
authentication procedure, comprising transmitting
user credential information from a client device to the
network access device according to a secure protocol,
and then transmitting the user credential information
from the network access device to an authentication

SEIver;
detecting that a new client device has attached to a
port of the apparatus;
upon detecting the new client device, performing
authentication according to the selected one of a
plurality of different authentication procedures
cach supported by the apparatus; and
determining whether to grant or deny the request 1n accor-
dance with the selected one of a plurality of authentica-
tion procedures.
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35. An apparatus comprising:

a plurality of ports comprising one or more input ports and
one or more output ports, the plurality of ports config-
ured to communicatively mterconnect the one or more
client devices to each other and to a data communica-
tions network:

switching fabric configured to route one or more data units
from the one or more input ports to the one or more
output ports;

a memory configured to store an indication of a selected
one of a plurality of different authentication procedures
a system administrator of the apparatus has selected to
perform authentication, the authentication based at least
in part on credential information identifying one or more
client devices and credential information identifying
users of the one or more client devices, the plurality of
different client authentication procedures comprising a
combined physical address and web authentication pro-
cedure, comprising transmitting user credential infor-
mation from a client device toward the network access
device according to a secure protocol, and then trans-
mitting the user credential information from the network
access device toward an authentication server; and

control logic stored 1n the memory and configured to:
detect that a new client device has attached to a port of

the apparatus;

upon detecting the new client device, perform authenti-
cation according to the selected one of the plurality of
different authentication procedures each supported by
the apparatus; and

determine whether to grant the new client device access
to the data communications network based upon a
result of the authentication.
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