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POWER DISTRIBUTION DEVICE
COMMUNICATIONS PLATFORM

BACKGROUND

The present application relates generally to an improved
data processing apparatus and method and more specifically
to mechamisms for a power distribution device communica-
tions platform.

In known data centers, power 1s supplied to elements
within a data center via one or more utility providers as well
as additional backup systems which may be comprised of a
backup generator, uninterruptable power supplies, or the like.
In addition to power being delivered to the powered informa-
tion technology (IT) equipment within the data center, com-
munication 1n to, out of and between elements 1s provided
using numerous cables to interconnect the various elements
of the system together. While the communication cables are
mainly for carrying data related to the business of the data
center, using the communication cables to also carry mainte-
nance data that 1s used to maintain the powered I'T equipment
has limitations. While IT personnel in a data center have
privileges and permissions necessary to access the commu-
nications inirastructure in a data center, such permissions are
not always granted to facilities personnel. The facility per-
sonnel not having permissions limits the management tasks
that facilities personnel may perform without special access
to the communications and server systems. Also, given that
tacilities personnel offer vital electricity resources and cool-
ing resources to the data center IT equipment, granting facili-
ties personnel access to the actual power allocation and usage
information throughout the data center by direct access to this
data at the power distribution level makes more sense, instead
of escalating this information through software stack, com-
plicating the power management infrastructure.

SUMMARY

In one 1illustrative embodiment, a method, 1n a data pro-
cessing system, 1s provided for directing communication
between powered elements. The illustrative embodiment
receives an interrupt from an element-side power line com-
munication (PLC) coupler associated with a powered element
in a set ol powered elements, wherein the PLC coupler detects
a {irst message mjected onto at least one branch circuit by a
controller hub via a first modulated communication signal
using at least one hub-side power line communication (PLC)
coupler and wherein the at least one element-side PLC cou-
pler sends the interrupt 1n response to detecting the first mes-
sage on the branch circuit. The illustrative embodiment
extracts the first message using the at least one element-side
PLC coupler; reads a destination identifier in the first mes-
sage; compares the destination 1dentifier 1n the first message
to a mini-controller i1dentifier, sends an acknowledgement
message hack to the controller hub 1n response to the desti-
nation 1dentifier in the first message matching the mini-con-
troller 1dentifier; forwards the first message to the powered
clement, where the powered element performs a command
identified 1n the first message; and 1njects a second message
via a second modulated communication signal onto the at
least one branch circuit using the element-side PLC coupler.
In the 1llustrative embodiment the second message 1s recerved
from the powered element, the at least one hub-side PLC
coupler associated with the controller hub detects the second
message and sends an interrupt to the controller hub, the
controller hub receives the interrupt from the hub-side PLC
coupler, extracts the second message using the hub-side PLC

10

15

20

25

30

35

40

45

50

55

60

65

2

coupler, reads a destination 1identifier in the second message,
compares the destination identifier 1n the second message to a
controller hub i1dentifier in the controller hub, and responsive
to the destination 1dentifier in the second message matching
the controller hub identifier, sends an acknowledgement mes-
sage back to powered element, and the controller hub per-
forms a command 1dentified 1n the second message. In the
illustrative embodiment, the second message 1s a request for
an 1ncrease 1n power by the powered element. In the 1llustra-
tive embodiment, responsive to the request for the increase in
power, the illustrative embodiment verifies that the requested
increase 1 power 1s below a maximum power available for
the powered element and, responsive to the mini-controller
determining that the requested increase in power 1s below the
maximum power that 1s available for the powered element,
forwards the second message to the controller hub. In the
illustrative embodiment, upon recerving the second message,
the controller hub verifies that the requested increase 1n power
does not violate a branch circuit rating of the associated
branch circuit. In the illustrative embodiment, responsive to
the controller hub veritying that the branch circuit rating of
the associated branch circuit has not been violated, the con-
troller hub forwards the request upstream to a power supply-
ing device controller associated with a power supplying
device, in the illustrative embodiment, upon receiving the
second message, the power supplying device controller deter-
mines whether the power supply device can provide the
requested increase 1 power. In the illustrative embodiment,
responsive to the power supply device being capable of sup-
plying the requested increase 1n power, the power supplying
device increases power. In the illustrative embodiment, the
power supplying device controller sends a response message
back to the powered element. In the i1llustrative embodiment,
the powered element 1ncreases 1ts power cap 1n order to oper-
ate at the requested increase 1n power.

In other illustrative embodiments, a computer program
product comprising a computer useable or readable medium
having a computer readable program 1s provided. The com-
puter readable program, when executed on a computing
device, causes the computing device to perform various ones
of and combinations of, the operations outlined above with
regard to the method 1llustrative embodiment.

In yet another illustrative embodiment, a communication
system 1s provided. The communication system may com-
prise a controller hub, a hub-side power line communication
(PLC) coupler, an element-side power line communication
(PLC) coupler, and a mini-controller mside a powered ele-
ment. The elements within the communication system per-
form various ones of, and combinations of, the operations
outlined above with regard to the method illustrative embodi-
ment.

These and other features and advantages of the present
ivention will be described 1 or will become apparent to
those of ordinary skill in the art in view of, the following
detailed description of the example embodiments of the
present 1nvention.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The nvention, as well as a preferred mode of use and
turther objectives and advantages thereot, will best be under-
stood by reference to the following detailed description of
illustrative embodiments when read 1n conjunction with the
accompanying drawings, wherein:
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FIG. 1 1s a representation of an exemplary distributed data
processing system in which aspects of the 1llustrative embodi-

ments may be implemented;

FIG. 2 depicts a representation of an exemplary network
established between a power distribution device and a pow-
ered I'T equipment 1n accordance with an 1llustrative embodi-
ment;

FIG. 3 shows a block diagram of an exemplary data pro-
cessing system in which aspects of the illustrative embodi-
ments may be implemented;

FIG. 4 depicts an exemplary operation performed in send-
ing a message between a controller hub and powered IT
equipment in accordance with an illustrative embodiment;

FIG. 5 depicts an exemplary operation performed 1n send-
ing a message between a powered I'T equipment and a con-
troller hub associated with an upstream device, such as a
power supplying device, in accordance with an illustrative
embodiment;

FIGS. 6 A-6C depict an exemplary operation performed in
requesting an increase in power allocated to powered IT
equipment 1n accordance with an illustrative embodiment;
and

FIG. 7 depicts an exemplary operation performed in broad-
casting alarm information to a plurality of powered I'T equip-
ment 1n accordance with an 1llustrative embodiment.

DETAILED DESCRIPTION

This 1llustrative embodiment provides a power line com-
munications platform that significantly simplifies the data
center level power management and creates an independent
low-level path to power measurement and allocation 1nfor-
mation. That 1s, the illustrative embodiments provide a
mechanmism for direct communication channels between and/
or to powered I'T equipment. The powered I'T equipment may
be a server unit, a storage unit, a network unit, or the like. In
the 1llustrative embodiments, a communication infrastructure
1s provided that leverages a data center’s power distribution
system as a routing mechanism for at least the power related
maintenance communications. That 1s, communications for
power related communications 1s established over the power
distribution lines (branch circuits) between the powered IT
equipment in the data center and the power distribution equip-
ment and over the power mains lines (feeder circuits) between
the power distribution equipment and the power supplying
devices, such as power plant, backup generator, uninterrupt-
able power supplies, or the like. Since all powered I'T equip-
ment 1n a data center are coupled to power distribution equip-
ment, the power distribution lines to the powered IT
equipment provide an 1deal medium to communicate power
related maintenance communication to and from the powered
I'T equipment.

With reference now to the figures and 1n particular with
reference to FIGS. 1 and 2, exemplary diagrams of data
processing environments are provided in which illustrative
embodiments of the present invention may be implemented. It
should be appreciated that FIGS. 1 and 2 are only exemplary
and are not mtended to assert or imply any limitation with
regard to the environments in which aspects or embodiments
of the present invention may be implemented. Many modifi-
cations to the depicted environments may be made without
departing from the spirit and scope of the present invention.

FI1G. 1 1s a representation of an exemplary distributed data
processing system in which aspects of the 1llustrative embodi-
ments may be implemented. Distributed data processing sys-
tem 100 may include a network of data processing systems in

which aspects of the illustrative embodiments may be imple-
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4

mented. Distributed data processing system 100 may also be
referred to as a network node, which 1s a grouping of one or
more network elements, at one or more sites, which provides
network related functions, and 1s administered as a single
entity. A single site may contain more than one network node.
Exemplary distributed data processing system 100 comprises
power distribution and/or communications networks 102,
112, 122 and 132, which are power line mediums used to
distribute power to the various powered IT equipment
coupled together within distributed data processing system
100 over which communication signals may also be sent.

In the depicted example, controller 104 residing in or sub-
stantially close to power distribution panel 106 may be con-
nected to power distribution and/or communications network
102. The controller 104 may also be connected to a general
network, ¢.g., Ethernet, wireless, Bluetooth, Infrared, or the
like, which makes controller 104 remotely accessible by other
systems connected to the same network. Each of powered I'T
equipment 107, 108, and 109 may be connected to power
distribution and/or communications network 102 and may
cach comprise a mini-controller (not shown) for communi-
cating with controller 104. Powered I'T equipment 107, 108,
and 109 may be servers, computers, routers, switches, modu-
lar storage elements, controllers, printers, serial attached
SCSI hard disk drive (SAS HDD), or the like. Each of pow-
ered I'T equipment 107, 108, and 109 may have an identifier
(ID), such as a unique network address, sometimes called a
data link control (PLC) address, media access control (MAC)
address, 1dentification number (ID), or the like.

The 1dentifier may be part of vital product data (VPD) of
powered I'T equipment 107,108, and 109. VPD 1s information
provided 1n association with powered I'T equipment 107, 108,
and 109 and which may be loaded into controller 104 when
powered I'T equipment 107, 108, and 109 are imitiated in
distributed data processing system 100, for example. VPD
information may also be provided separately from powered
IT equipment 107,108, and 109, and may be loaded manually
into controller 104. The i1dentifier allows powered IT equip-
ment 107, 108, and 109 to be administered at a system or
network level by controller 104. Vital product data may
include element model number, a unique serial number, prod-
uct release level, maintenance level, address, or other infor-
mation specific to the device type. Vital product data may also
include user-defined information, such as the building, room,
row, rack, shelif, or the like for each of powered I'T equipment
107,108, and 109. The collection and use of vital product data
allows the status of a network or computer system to be
understood and service provided more quickly.

Similar to controller 104, controller 114 may reside in or
substantially close to power distribution panel 116 and may
be connected to power distribution and/or communications
network 112. Each of powered I'T equipment 117, 118, and
119 may also be connected to power distribution and/or com-
munications network 112 and may each comprise a mini-
controller (not shown) for communicating with controller
114. Powered IT equipment 117, 118, and 119 may also be
servers, computers, routers, switches, modular storage ele-

ments, controllers, printers, serial attached SCSI hard disk
drive (SAS HDD), or the like. Each of powered. I'T equipment

117, 118, and 119 may also have an i1dentifier (ID), such as a
unique network address, sometimes called a data link control

(DLC) address, media access control (MAC) address, 1denti-
fication number (ID), or the like.

While not illustrated in FIG. 1, each of powered IT equip-
ment 107, 108, 109, 117, 118, and 119 may be powered by
both an A-side power supply (represented by power distribu-
tion and/or communications networks 102 and 112, respec-
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tively) and a B-side power supply (not shown). Thus, each of
powered I'T equipment 107, 108, 109, 117, 118, and 119 may
comprise two mini-controllers for communicating with an
A-side controller (represented by controller 104 and 114,
respectively) and a B-side controller (not shown). A mini-
controller may be physically located 1in the powered IT equip-
ment, in each of the I'T equipment’s power supplies, or in the
power strip feeding the IT with power. A mini-controller may
control communications related to one or more of the power
supplies feeding a single powered I'T equipment. The mini-
controller may also control communications to and from mul-
tiple I'T equipment. A controller, whether 1t be a controller
such as controller 104, 114, or 124, or a mini-controller may
turther be connected to a general network, e.g., Ethemnet,
wireless, Bluetooth, Infrared, or the like, which makes the
controller remotely accessible by other systems connected to
the same network. The controller may utilize the network to
publish recerved data through a network, such as that created
by distributed data processing system 100, to other devices or
computers connected to the network. The controller may also
recerve data from the network, and send 1t to another control-
ler over the network. The controller receives commands sent
through the network that direct the controller to communicate
in a specific way over the network. One example for such
commands 1s a “send PLC message”, to which the controller
responds by sending encoded data through the network.
Another example 1s a “receive PLC message”, to which the
controller may respond by returning data received from the
PLC network.

Exemplary distributed data processing system 100 may
also comprise power distribution and/or communications net-
work 122, which 1s a medium used to supply power from
various power supplying devices and power distribution
devices coupled together within distributed data processing
system 100 over which communication signals may also be
sent. In the depicted example, controller 124 may reside 1n or
substantially close to switch gear 126 and may be coupled to
power distribution and/or communications network 122.
Each of power supplying devices 127, 128, and 129 may be
connected to power distribution and/or communications net-
work 122 and may each comprise a mini-controller (not
shown) for communicating with controller 124. Power sup-
plying devices 127, 128, and 129 may be power plant 127,
backup generator 128, uninterruptable power supply 129, or
other power supplying device that may provide power to a
data center. Each of power supplying devices 127, 128, and
129 may have an 1dentifier (ID) 1n order for communications
to be made between controller 124 and power supplying
devices 127, 128, and 129. It will be appreciated by one
skilled 1n the art that more generally, powered IT equipment
may have one or more power supplies, each may be connected
to a different branch circuit by a power line communications
coupler. These power line communication couplers may be
controlled by one or more mini-controllers to perform the
power line communications tasks. The IT equipment may
have one or more 1dentifiers (IDs).

In the depicted example, controllers 104 and 114 may be
coupled to controller 124 via power distribution and/or com-
munications network 132. Power distribution and/or commu-
nications network 132 may be a compilation of mediums such
as power distribution lines between switch gear 126 and
power panels 106 and 116 commonly referred to as feeders or
sub-feeders within distributed data processing system 100
over which communication signals may also be sent or a
communication medium, such as, for example, an Internet, an
intranet, a local area network (LLAN), a wide area network
(WAN), an Ethernet, or the like, and thus may include con-
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nections, for example, wired links, wireless communication
links, fiber optic cables, or the like.

The communication medium of power distribution and/or
communications network 132 may be used by controllers 104
and 114 to commumnication information about powered IT
equipment 107, 108, and 109 and 117, 118, and 119, respec-
tively to controller 124, which may relay the information to
power supplying devices 127,128, and 129. Conversely, con-
troller 124 may use the power line medium of network 132 to
communicate information from power supplying devices
127, 128, and 129 to controllers 104 and 114, which may be
relayed to powered I'T equipment 107,108,109,117,118, and
119. The communication medium of power distribution and/
or communications network 132 may be used by network 134
to communicate data, such as updated configurations, power
measurements, power allocations, alarms, error analysis, and
other management messages to controllers 104, 114, and 124
and onto the various powered I'T equipment and power sup-
plying devices coupled to those controllers.

As stated above, FI1G. 1 1s intended as an example, not as an
architectural limitation for different embodiments of the
present mvention, and therefore, the particular powered IT
equipment and power-supplying devices shown in FIG. 1
should not be considered limiting with regard to the environ-
ments 1n which the illustrative embodiments of the present
invention may be implemented. As an example, one skilled 1n
the art will appreciate that multiple levels of power distribu-
tion devices (e.g., power distribution panel, power distribu-
tion unit, transformers, power rectifiers, or the like) may exist
between the power supplying devices and the powered IT
equipment. In such a case, each power distribution device at
all levels of the power distribution hierarchy will have a
controller hub similar to 104, 114, and 124. In such a case
also, the communication path between the power I'T equip-
ment and the power supplying devices may traverse the power
distribution network, where 1t has to pass through the corre-
sponding number of power distribution devices between the
source and destination of communications.

As described above, distributed data processing system
100, which may also be reterred to as a power line commu-
nications (PLC) system or unit, enables a controller to com-
municate over the power lines. A PLC unit has at least three
components: a controller (for example, a controller hub or
mini-controller), a PLC modem, and a PLC coupler. Addi-
tionally, the PLC system may have a band pass filter (BPF)
and/or a PLC blocking filter.

A PLC modem performs the functionalities of a PLC
modulator and a PL.C demodulator. A PL.C modulator modu-
lates the power line communications carrier signal with a
frequency that may be in a range of 100 s of kHz to 100 s of
MHz. Data sent by the controller using the modulated PLC
signal may be referred to as a “PLC message”. The PLC
modem 1s coupled to a PLC coupler, where each PLC coupler
interfaces the modem to at least one power line. The PLC
modem may have a memory storage space (registers, RAM,
FLASH memory, or disk space as examples) in which the
PLC modem may store tuples of the recetved data and an
identifier that uniquely 1dentify the power line 1t was recerved
from.

The PLC coupler may detect PLC signals on the power line
to which the PLC coupler 1s coupled, which may be referred
to as a PLC: coupling point. The PLC modem receives the
PLC signal, demodulates the PLC signal, and extracts the data
encoded in the PLC signal. Each power line in the PLC
network has a unique 1dentifier that identifies the power line.
This should not be confused with the umque identifiers
assigned to devices connected to these power lines. PLC
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messages sent over the PLC network each originate at a
certain device (source identifier) in the PLC network and
arrive at another device (destination identifier) in the PLC
network.

A PLC coupler may be an inductive coupler, a coil sur-
rounding the power line, which injects the PLC s1ignal without
physical electrical contact with the power line. An inductive
PLC coupler may be physically installed on the power line
that feeds I'T equipment, and the PLC coupler may be driven
by a PLC modem that recerves data from I'T equipment via a
data port like a serial port, a USB port, a Firewire port, or the
like. Alternatively, the PLC coupler may be a capacitive cou-
pler, which 1s physically coupled by electrical wiring to the
power line. A capacitive PLC coupler may be physically
located 1nside the power supply of the powered I'T equipment,
which enables the IT equipment to send PLC signals over the
power lines. A capacitive coupler may alternatively be located
in the power strip powering the I'T equipment, 1n which case
a single PLC coupler may be utilized by multiple I'T equip-
ments, given that they are all connected to the same power
strip containing the PLC coupler. An intelligent power distri-
bution unit 1IPDU) may house the PLC coupler and associ-
ated PLC modem. An 1PDU 1s a smart power strip that 1s
capable to communicate over an Ethernet network, and may
also monitor temperature, humidity, and other environmen-
tals.

When the PLC modem receives a query from the control-
ler, checking for the existence of PLC received data by the
PLC modem, the modem sends back a string of at least one
tuple of PLC message data recerved and corresponding power
lines 1dentifiers. If no data exists, a “no data exists” response
may be retrieved from the PLC modem as the PLC message
data. Alternatively, the PLC modem may raise an interrupt to
the controller, where the interrupt handler running on the
controller reads the tuples of data stored in the PLC modem’s
storage space and corresponding power line identifiers.

The unique 1dentifier of a power line (branch circuit or
teeder) inside the power distribution panel may simply be an
integer “power line number™ in the range of 1-to-N, where N
1s the total number of feeder (upstream) and branch circuit
(downstream) power lines connected to the power distribu-
tion device. This 1identifier 1s unique mside a power panel and
uniquely 1dentifies a power line by the controller or the
modem. A global unique power line idenftifier may be
obtained by concatenating a unique power distribution device
identifier (e.g., PP126) to the power line number.

A PLC coupler may also inject PLC message into the
power line to which the PLC coupler 1s coupled. When the
controller sends data to the PLC modem that needs to be
transmitted over a specific power line, the modem modulates
the PLC carrier by the controller data, and applies the modu-
lated carrier (the PLC si1gnal) to the PLC coupler coupled to
that specific carrier.

The PLC modem may be a stand-alone unit, may be inte-
grated within the PLC couplers or it may be integrated within
the controller. The controller, combined with the PLC system
(PLC modem and the PLC coupler), may be all integrated 1n
a single unit to send and recerve PLC signals over a power
line. One controller may control one or more one PLC
modem, and a PLC modem may be connected to one or more
PLC coupler, and one PLC coupler may be connected to one
or more power lines.

The PLC modem 1in the power distribution device 1s
capable of performing ftull-duplex PLC, which means that the
controller 1s capable of two way communications, sending
and receiving PLC signals over the power lines. Alternatively,
the PLC modem may be replaced by a PLC demodulator or by
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a PLC modulator. Replacing the PLC modem by eithera PLC
modulator or a PLC demodulator limits PLC to half-duplex
mode, in which PLC signals may only be sent or recerved,
respectively.

A PLC demodulator recerves PLC messages from the PLC
coupler, demodulates the PLC message, and extracts data
however the PLC demodulator does not send PLC messages.
The data extracted from the PLC coupler may be polled by the
controller, which would periodically probe the demodulator
to check for the presence of received data. Alternatively, the
demodulator may send an interrupt to the controller. In an
interrupt mode, the controller probes the PLC modem {for
information, only when the controller receives an interrupt
signal.

A PLC modulator 1s capable of sending messages by
modulating the PLC carrier using the data to be sent, where
PLC message 1s then injected to the power line via a PLC
coupler coupled to the power line. When the controller has
data to be sent over the PL.C network, the controller sends this
data to the PLC modulator.

A BPF captures the PLC messages, which are modulated
by the carrier frequency. This increases the reliability of the
PLC system by reducing noise from frequency outside the
communications frequency band. A PLC blocking filter on
the other hand acts like a low pass filter (LPF), where PLC
signals are blocked, and prevented from passing the blocking,
filter to other segments of the PLC network.

FIG. 2 depicts a representation of an exemplary network
established between a power distribution device and powered
I'T equipment 1n accordance with an 1llustrative embodiment.
Distributed data processing system 200 comprises power dis-
tribution panel 202, such as power distribution panels 106 and
116 of FI1G. 1, and powered IT equipment 204a, 2045, 204c,
and 204, such as powered IT equipment 107, 108, or 109 of
FIG. 1. Power distribution panel 202 comprises breakers 206
coupled to power supply device 208 via buses 210 and 212
and feeder 214. The exemplary configuration of breakers 206
and buses 210 and 212 represents a single phase 220-volt
distribution panel; however, the i1llustrative embodiments are
not limited to only the exemplary configuration. That 1s, the
illustrative embodiment may be implemented in other power
distribution devices, such as a 3 phase 208-volt power distri-
bution panel, a 3 phase 480-volt power distribution panel, a
switch gear system, a step up transformer, a step down trans-
former, a power rectifier, or the like, without departing from
the spirit and scope of the ivention.

In the depicted example, each of breakers 206 provides
power from i1ts associated one of bus 210 or 212 via its
associated branch circuit 216 to one or more of powered IT
equipment 204aq, 204b, 204c, and 204n, which may be
coupled to branch circuit 216 via power strip 218. In order to
communicate with powered I'T equipment 204a, 2045, 204c,
and 204#, controller hub 220 uses power line communication
(PLC) modem 223 as described above. Controller 220 and
modem 223 are shown to reside within power distribution
panel 202 but may also reside substantially close to power
distribution panel 202 1n an alternative embodiment. Using
PLC modem 223, controller 220 injects a message via a
modulated communication signal onto branch circuit 216
using PLC coupler 222. As described above, controller 220
and mini-controller 226 use a PLC modem, such as PLC
modem 223, to pass data through a power line, such as branch
circuits 216. However, in order to simplity the remaining
description, the following actions are described as being per-
formed by controller 220 and/or mini-controllers 226 without
including the actions that are performed by the PLC modems
as described above.
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A PLC blocking filter 224 on each branch circuits 216
blocks the modulated communication signal from being
transmitted to other ones of breakers 206 and onto other ones
of branch circuits 216. The PLC blocking filter prevents PLC
communications signals on a power line from spreading out- >
side this power line to other power lines in the PLC network.
This effectively creates a private communications channel
between devices with PLC couplers coupled to the power
line. This, 1n turn, allows the PLC system to associate locality
and presence of source devices that send PLC messages with
power lines over which these messages are sent.

PLC blocking filter 224 may be a programmable PLC
blocking filter, where the blocking functionality of the filter
may be turned oil using control logic from the controller. In a
default state, PLC blocking filter 224 acts as a low pass filter,
where are the communications signals passing through the
blocking filter are blocked off. When a control signal 1s
applied to the PLC blocking filter, the blocking functionality
1s disabled, and the PLC signals can pass through the filter. g

Each message sent by controller hub 220 comprises a
sender 1dentifier, a destination identifier, a command, and any
data associated with the command. The destination 1dentifier
may indicate a broadcast message, which will result in a
match with all destinations when any receiver makes 1denti- 25
fler comparison, whether 1t 1s located 1n the same level,
upstream, or downstream from the sender, as indicated by its
identifier. A destination i1dentifier may indicate a generic
upstream target, which will result in a match when 1dentifier
comparison 1s made 1n an upstream message, but will resultin
a mismatch at downstream or same level communications on
a shared branch circuit. A destination identifier may indicate
a generic downstream target, which will result 1n a match
when 1dentifier comparison 1s made in a downstream mes-
sage, but will result 1n a mismatch at upstream or same level
communications on a shared branch circuait.

The message travels along branch circuit 216 to coupled
powered I'T equipment, for example, powered I'T equipment
204a and powered I'T equipment 2045. Power line commu- 4
nication coupler 228 detects the message and sends an inter-
rupt to mini-controller 226. Mini-controller 226 1n each of

powered IT equipment 204a and 2045 receives the interrupt
and extracts the message using power line communication
coupler 228. Blocking filter 230 on branch circuit 216 blocks 45
the modulated communication signal from being transmitted
to power supply A 232. Since controller hub 220 may send the

message to more than one powered I'T equipment coupled to
branch circuit 216, in this example powered I'T equipment
204a and 204b, each mini-controller 226 1n the powered IT 50
equipment reads the destination identifier 1n the message and
compares the destination identifier to its own 1dentifier.

If there 1s a match between the 1dentifiers, the correspond-
ing powered I'T equipment 204a or 2045 sends an acknowl-
edgement message back to controller hub 220 and executes 55
the command 1dentified 1n the message. In the depicted
example, powered I'T equipment 204a, 2045, 204¢, and 204
may perform any command sent by controller hub 220 such as
gathering and returning alarm information, responding to
power allocation/budget increase/decrease requests, work- 60
load migration 1nstructions, or the like, and 1nject a response
message onto branch circuit 216 using power line communi-
cation coupler 228. Power line communication coupler 222
detects the message and sends an interrupt to controller hub
220. Controller hub 220 recerves the interrupt and extracts the 65
message using power line communication coupler 222. Con-
troller hub 220 extracts the response message and performs
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any necessary actions. If there 1s no match between the 1den-
tifiers, mini-controller 226 1gnores any command associated
with the message.

Alternatively, if mini-controller 226 sends a message to
controller hub 220 or to a controller coupled via controller
hub 220, mini-controller 226 1njects the message via a modu-
lated commumnication signal onto branch circuit 216 via power
line communication coupler 228, and mini-controller also
iserts 1ts 1identifier into the message as a sender identifier.
Blocking fitter 230 blocks the modulated communication
signal from being transmitted to power supply A 232. The
message travels along branch circuit 216 to power distribu-
tion panel 202. Power line communication coupler 222
detects the message and sends an interrupt to controller hub
220. Controller hub 220 recetrves the interrupt and extracts the
message using power line communication coupler 222.
Blocking filter 224 on branch circuit 216 again blocks the
modulated communication signal from being transmitted to

other ones of breakers 206 and onto other ones of branch
circuits 216. Controller hub 220 reads the destination 1denti-
fier 1n the message and compares the destination identifier to
its own 1dentifier.

If there 1s a match between the identifiers, controller hub
220 sends an acknowledgement message back to mini-con-
troller 226, using the sender 1dentifier in the original message
as a destination i1dentifier in the acknowledgement response,
and executes the command 1dentified in the message. In the
depicted example, controller hub 220 may perform any com-
mand sent by mini-controller 226 such as gathering and
returning alarm information, responding to power budget
(1.., allocation) increase/decrease requests, workload migra-
tion 1nstructions, or the like, and 1nject a response message
onto branch circuit 216 using power line communication
coupler 222. Power line communication coupler 228 detects
the message and sends an interrupt to mini-controller 226.
Mim-controller 226 1n each of powered I'T equipment 204q
and 2045 recerves the interrupt and extracts the message
using power line communication coupler 228. Mini-control-
ler 226 then performs any necessary actions. If there 1s no
match between the 1dentifiers, controller hub 220 1gnores any
command 1n the message but forwards the message either
upstream via a power supply-side power line coupler 244 or
downstream to another mini-controller another powered IT
equipment via a branch circuit PLC coupler 222.

Controller hub 220 may also be coupled directly to feeders
214 via connection 236. In order to forward the message
upstream, controller hub 220 1njects a message via a modu-
lated communication signal onto feeder 214 using power line
communication (PLC) coupler 244. Blocking filter 246 on
teeder 214 blocks the modulated communication signal from
being transmitted onto bus 210 and, thus, onto breakers 206.

As previously discussed 1in FIG. 1, each of powered IT
equipment 204a, 2045, 204¢, and 204» may be powered by
both an A-side power distribution panel (represented by
power distribution panel 202) and a B-side power distribution
panel (not shown). Thus, each of powered IT equipment
204a, 20456, 204c¢, and 2047 may comprise mini-controller
226 1n power supply A 232 and mini-controller 240 in power
supply B 242. Additionally, controller hub 220 and each of
mini-controllers 226 may recerve additional istructions via
network 238.

The additional 1nstructions may be sent from PLC man-
agement server 250 connected to the network 238. PL.C man-
agement server 250 may send commands to controller hub
220 and/or mini-controllers 226, send and receive data to
controller hub 220 and/or mini-controllers 226, receive status
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information from controller hub 220 and/or mini-controllers
226, or send configuration information to controller hub 220
and/or mini-controllers 226.

Commands sent by PLC management server 250 to mini-
controller 226 may, for example, include a “send PLC mes-
sage” and/or a “recerve PLC message”. Both the “send PLC
message” and the “recetve PLC message” command cause
minmi-controller 226 to commumicate over the power line
(branch circuit 216), to which mini-controller 226 and any
associated communications unit are connected.

Commands sent by PLC management server 250 to con-
troller hub 220 may, for example, include a “send PLC mes-
sage”” and/or a “recerve PLC message”. Both the “send PLC
message” and the “receive PLC message” command may
specily one of the power line lines (feeder lines 214 or branch
circuits 216) connected to the power distribution panel 202
via a umque 1dentifier to send and receive data, respectively.

The “send PLC message” command to a specific power
line enables all devices to listen to the sent PLC message. The
“send PLC message” command may include the data to be
sent by the controller hub over the specified power line 1n the
command body or 1n a separate string that follows the com-
mand code.

Controller hub 220 responds to the “receive PLC message”™
command by probing PLC modem 223 (or PLC demodulator)
and/or PLC coupler 222 connected to the specified power
line. If controller hub 220 recerves data from PLC modem 223
in response to the PLC modem probe, controller hub 220
sends this data back to PLC management server 250.

PLC management server 250 may configure the controller
hub 220 and min-controllers 226 by assigning a unique 1D to
cach of them. The management server may probe the status of
minmi-controllers 226 and controller hub 220 by a “check
device status” command, a command that encodes the device
unique 1dentifier as a “destination i1dentifier” field, where
minmi-controllers 226 and controller hub 220 may each
respond with their corresponding umique ID along with status

code. Status codes may include “busy”, “available”, “data

available”, and “bufter full”. The “destination identifier’” field
may encode one or more of a unique 1dentifier, a broadcast
identifier, a downstream i1dentifier, an upstream message, or
the like. A unique i1dentifier specifies one power line 1n the
plurality of upstream and downstream power lines. The con-
troller sends the encoded data to the corresponding modem
coupled to the unique power line 1dentified 1n the “destination
field”. The modem then modulates the encoded data forming
a PLC message and sends the PLC message over the unique
power line via the PLC coupler coupled to the unique 1denti-
fied power line. A broadcast identifier 1s used by the controller
to send the encoded data to the at least one modem coupled to
all the upstream and downstream power lines coupled to PLC
couplers located 1n the power distribution device. The modem
modulates the encoded data forming a PLC message and
sends the PL.C message over all the upstream and downstream
power lines via the PLC couplers coupled to the upstream and
downstream power lines. A downstream 1dentifier 1s used by
the controller to send the encoded data to the at least one
modem coupled to all the downstream power lines coupled to
PLC couplers located 1n the power distribution device. The
modem modulates the encoded data forming a PLC message
and sends the PLC message over all the downstream power
lines via the PLC couplers coupled to downstream power
lines. An upstream message 1s used by the controller to send
the encoded data to the at least one modem coupled to all the
upstream power lines coupled to PLC couplers located 1n the
power distribution device. The modem modulates the
encoded data forming a PLC message and sends the PL
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message over all the upstream power lines via the PLC cou-
plers coupled to the upstream power lines.

The following are additional examples of how distributed
data processing system 200 may operate 1n various situations.
In a situation when, for example, powered I'T equipment 204a
requires the use of more power than has been allocated to
powered IT equipment 204a, but 1s less than a maximum
power that 1s available for powered I'T equipment 2044 to use,
powered equipment 204q¢ may initiate a request for an
increase 1 power by sending the request to mini-controller
226. Prior to forwarding the request, mini-controller 226 may
verily that the requested increase 1n power 1s below the maxi-
mum power available for powered IT equipment 204a. IT
mini-controller 226 determines that the requested increase in
power 1s below the maximum power that 1s available for
powered IT equipment 204q, then mini-controller 226 for-
wards the request as a message to controller hub 220 by
injecting the message via a modulated communication signal
onto branch circuit 216 via power line communication cou-
pler 228. PLC blocking filter 230 again blocks the modulated
communication signal from being transmitted to power sup-
ply A 232. The message travels along branch circuit 216 to
power distribution panel 202. Power line communication
coupler 222 detects the message and sends an interrupt to
controller hub 220. Controller hub 220 receives the interrupt
and extracts the message using power line communication
coupler 222. Blocking filter 224 on branch circuit 216 blocks
the modulated communication signal from being transmitted
to other ones of breakers 206 and onto other ones of branch
circuits 216. Controller hub 220 reads the destination 1denti-
fier 1n the message and compares the destination identifier to
its own 1dentifier.

I1 controller hub 220 determines that the destination 1den-
tifier matches 1ts own identifier, then, prior to forwarding the
request, controller hub 220 may verity that the requested
increase 1 power budget does not violate the branch circuit
rating of branch circuit 216 and of circuit breaker 206. In
cases where multiple levels of power distribution devices
ex1st between the powered I'T equipment 204a and the power
supplying devices, the budget increase request may be
approved by all power distribution devices connecting the
power supplying device to the powered I'T equipment. Each
of the power distribution and power supplying devices hold a
table of allocated powers, and compares the total allocated
power to 1ts power rating, and make the decision to grant the
requested power increase, only 1f this total allocated fits
within the power distribution device rating. I1 the total power
allocation, after satisfying the requested power budget
increase, exceeds its own rating, the power allocation request
will be denied, and the requesting I'T equipment has to con-
tinue to operate within the available power budget.

I1 controller hub 220 verifies that the branch circuit rating
of branch circuit 216 has not been violated, then controller
hub 220 may forward the request upstream to a power sup-
plying source, such as a power utility main, a backup genera-
tor, an uninterruptable power supply, or the like, via power
line communication (PLC) coupler 244. In order to forward
the message upstream, controller hub 220 1njects the message
via a modulated communication signal onto feeder 214 using
power line communication (PLC) coupler 244. PL.C blocking
f1lter 246 on feeder 214 blocks the modulated communication

signal from being transmitted onto bus 210 and, thus, onto
breakers 206.

While not shown 1n FIG. 2 but as illustrated as a combina-
tion of FIG. 1 and FIG. 2, a power line communication cou-
pler 1n a switch gear or other distribution device associated
with the power supplying device detects the message and
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sends an interrupt to the controller associated with the power
supplying device. The controller recerves the interrupt and
extracts the message using the power line communication
coupler. A blocking filter on the other end of feeder 214
blocks the modulated communication signal from being
transmitted into the power supply device. The controller reads
the destination identifier in the message and compares the
destination identifier to i1ts own 1dentifier. If the controller
determines that the destination identifier matches 1ts own
identifier, then the controller determines whether the power
supply device can provide the increase in power. I the con-
troller determines that the 1increase 1n power can be supplied
by the power supplying device, then the controller initiates an
increase 1 power by signaling the power supplving device to
increase power and sends a response message back to the
powered IT equipment 204aq. The controller injects the
response message on the modulated commumnication signal on
teeder 214 using a power line communication coupler. Again,
the blocking filter on the other end of feeder 214 blocks the
modulated communication signal from being transmaitted 1nto
the power supply device.

Power line communication coupler 244 detects the mes-
sage and sends an mterrupt to controller hub 220. Controller
hub 220 recerves the imterrupt and extracts the message using,
power line communication coupler 244. Blocking filter 246
on feeder 214 again blocks the modulated communication
signal from being transmitted on to bus 210. Controller hub
220 reads the destination identifier in the response message
and compares the destination identifier to 1ts own 1dentifier.
Since the response message 1s for powered I'T equipment 204
and mini-controller 226, then controller hub 220 forwards the
response message downstream to mini-controller 226.

In this mstance, the response message 1s sent to both pow-
ered I'T equipment 204a and 2045. Both mini-controllers 226
in powered IT equipment 204q and 2045 read the destination
identifier 1n the response message and compare the destina-
tion 1dentifier to its own 1dentifier. Since the response mes-
sage 1s 1ntended only for powered I'T equipment 2044, then
only mini-controller 226 1n powered I'T equipment 204a will
be able to match the identifiers, mini-controller in powered I'T
equipment 204q sends an acknowledgement message back to
controller hub 220 and executes the command 1dentified 1n

—

the message. That 1s, mini-controller 226 1n powered I1
equipment 204q, sends the response message to powered 1T
equipment 204a, increases 1ts power cap ol power supply A
232, and powered IT equipment 204a operates at the high
power usage level. A similar process may be performed using,
minmi-controller 240 if a power increase 1s needed from the
power supply B 242.

If, during the process, mini-controller 226 determines that
the requested increase in power 1s above the maximum power
that 1s available for powered I'T equipment 204qa, 11 controller
hub 220 verifies that the branch circuit rating of branch circuit
216 has been violated, or if the controller associated with the
power supplying device determines that the increase 1n power
cannot be supplied by the power supplying device, then a
response message 1s sent to powered IT equipment 2044
indicating the request for the increase 1 power cannot be
provided.

As an additional example, 1n a different situation when a
power supplying device 1s able to provide an alarm that power
will be lost at some pre-identified time, the illustrative
embodiments also make use of the mechanism for direct
communication channels between the powered IT equipment
within a data center and maintenance systems maintaining the
powered I'T equipment. For example, if a power supplying

device, such as a power utility provider, a backup generator,
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an uninterruptable power supply, or the like, 1s aware that
power will not be able to be delivered for a specific time
interval due to line maintenance, weather problems, or the
like, or 1f power supplying device 1s a backup generator or
uninterruptible power supply that is failing or has limited time
left to operate, then a controller 1n a switch gear or other
distribution device associated with the power supplying
device 1mjects an alarm message to all affected powered IT
equipment 204qa, 2045, 204¢c, and 204» on the modulated
communication signal on feeder 214 using a power line com-
munication coupler. Again, the blocking filter on the other
end of feeder 214 blocks the modulated communication sig-
nal from being transmitted into the power supply device.

Power line communication coupler 244 detects the mes-
sage and sends an interrupt to controller hub 220. Controller
220 recerves the interrupt and extracts the alarm message
using power line communication coupler 244. Blocking filter
246 on feeder 214 again blocks the modulated communica-
tion signal from being transmitted on to bus 210. Controller
hub 220 reads the destination identifier 1n the alarm message
and compares the destination identifier to its own identifier.
Since the alarm message’s destination 1d 1s for all down-
stream powered IT equipment, 1.e., 204a, 204b, 204¢, and
2047 and mini-controllers 226, then controller hub 220 for-
wards the alarm message downstream to all mini-controllers
226.

In this instance, the alarm message 1s sent to powered
equipment 204a, 2045, 204¢, and 2047. Mini-controllers 226
in powered IT equipment 204aq, 2045, 204¢, and 204r read the
destination identifier 1n the alarm message and compare the
destination identifier to i1ts own i1dentifier. Since the alarm
message 1s a downstream broadcast message, intended for all
powered I'T equipment 204a, 2045, 204¢, and 204, then each
mini-controller 226 will be able to match the identifiers,
mini-controller 226 1n each of powered IT equipment 204aq,
204b, 204c¢, and 2047 sends an acknowledgement message
back to controller hub 220 and informs 1ts associated one of
powered IT equipment 204a, 2045, 204¢, and 204% of the
alarm message. At this point, each powered I'T equipment
204a, 204b, 204c, and 2047, may perform any number of
operations based on the alarm, such as workload migration to
a powered I'T equipment not affected by the power 1ssue, a
workload decrease such that no additional work will be per-
formed by the powered IT equipment, a switch over to a
single power supply 1f both power supplies will not be
affected, or the like.

Thus, a mechanism 1s provided for direct communication
channels between the powered I'T equipment within a data
center. A communication infrastructure is provided for power
related communications 1s established on the power distribu-
tion lines (branch circuits) between the powered I'T equip-
ment 1n the data center and the power distribution equipment,
such as power distribution panels, transformers, power dis-
tribution units, rectifiers, automatic transier switches, backup
generator, uninterruptable power supplies, or the like.

With reference now to FIG. 3, a block diagram of an exem-
plary data processing system 1s shown 1n which aspects of the
1llustrative embodiments may be implemented. Data process-
ing system 300 1s an example of a controller or powered IT
equipment, such as controller hub 220, mini-controller 226,
or powered I'T equipment 204a, 2045, 204¢, and 2047 of FIG.
2, 1n which computer usable code or instructions implement-
ing the processes for i1llustrative embodiments of the present
invention may be located.

In the depicted example, data processing system 300
employs a hub architecture including north bridge and

memory controller hub (NB/MCH) 302 and south bridge and
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input/output (I/O) controller hub (SB/ICH) 304. Processing
unit 306, main memory 308, and graphics processor 310 are
connected to NB/MCH 302. Graphics processor 310 may be
connected to NB/MCH 302 through an accelerated graphics
port (AGP).

In the depicted example, local area network (LAN) adapter
312 connects to SB/ICH 304. Audio adapter 316, keyboard

and mouse adapter 320, modem 322, read only memory
(ROM) 324, hard disk drive (HDD) 326, CD-ROM drive 330,

universal serial bus (USB) ports and other communication
ports 332, and PCI/PCle devices 334 connect to SB/ICH 304
through bus 338 and bus 340. PCI/PCle devices may include,
tor example, Ethernet adapters, add-in cards, and PC cards for
notebook computers. PCI uses a card bus controller, while
PCle does not. ROM 324 may be, for example, a flash binary
input/output system (BIOS).

HDD 326 and CD-ROM drive 330 connect to SB/ICH 304
through bus 340. HDD 326 and CD-ROM drive 330 may use,
for example, an 1ntegrated drive electronics (IDE) or serial
advanced technology attachment (SATA) interface. Super I/O
(SIO) device 336 may be connected to SB/ICH 304.

An operating system runs on processing unit 306. The
operating system coordinates and provides control of various
components within the data processing system 300 1n FIG. 3.
As a client, the operating system may be a commercially
available operating system such as Microsoft® Windows®
XP (Microsoit and Windows are trademarks of Microsoit
Corporation 1n the United States, other countries, or both). An
object-oriented programming system, such as the Java™ pro-
gramming system, may run 1n conjunction with the operating
system and provides calls to the operating system from
Java™ programs or applications executing on data processing
system 300 (Java 1s a trademark of Sun Microsystems, Inc. 1n
the United States, other countries, or both).

As a server, data processing system 300 may be, for
example, an IBM® eServer™ pSeries® computer system,
running the Advanced Interactive Executive (AIX®) operat-
ing system or the LINUX® operating system (eServer,
pSeries and AIX are trademarks of International Business
Machines Corporation 1n the United States, other countries,
or both while LINUX 1s a trademark of Linus Torvalds 1n the
United States, other countries, or both). Data processing sys-
tem 300 may be a symmetric multiprocessor (SMP) system
including a plurality of processors in processing unit 306.
Alternatively, a single processor system may be employed.

Instructions for the operating system, the object-oriented
programming system, and applications or programs are
located on storage devices, such as HDD 326, and may be
loaded 1nto main memory 308 for execution by processing
unit 306. The processes for 1llustrative embodiments of the
present invention may be performed by processing unit 306
using computer usable program code, which may be located
in a memory such as, for example, main memory 308, ROM
324, or in one or more peripheral devices 326 and 330, for
example.

A bus system, such as bus 338 or bus 340 as shown 1n FIG.
3, may be comprised of one or more buses. Of course, the bus
system may be implemented using any type of communica-
tion fabric or architecture that provides for a transfer of data
between different components or devices attached to the fab-
ric or architecture. A communication unit, such as modem
322 or network adapter 312 of FIG. 3, may include one or
more devices used to transmit and receirve data. A memory
may be, for example, main memory 308, ROM 324, oracache
such as found 1n NB/MCH 302 1n FIG. 3.

Those of ordinary skill 1n the art will appreciate that the
hardware 1n FIGS. 1-3 may vary depending on the implemen-
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tation. Other internal hardware or peripheral devices, such as
flash memory, equivalent non-volatile memory, or optical
disk drives and the like, may be used 1n addition to or in place
of the hardware depicted 1n FIGS. 1-3. Also, the processes of
the 1llustrative embodiments may be applied to a multipro-
cessor data processing system without departing from the
spirit and scope of the present invention.

Moreover, the data processing system 300 may take the
form of any of a number of different data processing systems
including client computing devices, server computing
devices, a tablet computer, laptop computer, telephone or
other communication device, a personal digital assistant
(PDA), or the like. In some illustrative examples, data pro-
cessing system 300 may be a portable computing device
which 1s configured with flash memory to provide non-vola-
tile memory for storing operating system files and/or user-
generated data, for example. Essentially, data processing sys-
tem 300 may be any known or later developed data processing
system without architectural limitation.

Data processing system 300 operating as a programming,
server/client provides communication data, such as boot files,
updated configurations, operating system 1mages, error
analysis, and applications to the powered IT equipment
through power-line connections or networks, such as for
example, an Internet, an intranet, a local area network (LAN),
a wide area network (WAN), or the like. Data processing
system 300 operating as a controller 1njects communication
data onto a network through network adapter 312. The net-
work provides power and communication data to powered I'T
equipment Data processing system 300 operating as a pow-
ered I'T equipment determines i1f the communication data
should be used for configuration using an address embedded
within the communication data.

As will be appreciated by one skilled 1n the art, the present
invention may be embodied as a system, method, or computer
program product. Accordingly, aspects of the present inven-
tion may take the form of an entirely hardware embodiment,
an entirety software embodiment (including firmware, resi-
dent software, micro-code, etc.) or an embodiment combin-
ing software and hardware aspects that may all generally be
referred to herein as a “circuit,” “module™ or “system.” Fur-
thermore, aspects of the present invention may take the form
ol a computer program product embodied 1n any one or more
computer readable medium(s) having computer usable pro-
gram code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, inirared, or semiconductor
system, apparatus, device, or any suitable combination of the
foregoing. More specific examples (a non-exhaustive list) of
the computer readable medium would include the following;:
an electrical connection having one or more wires, a portable
computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM or Flash memory), an
optical fiber, a portable compact disc read-only memory
(CDROM), an optical storage device, a magnetic storage
device, or any suitable combination of the foregoing. In the
context of this document, a computer readable storage
medium may be any tangible medium that can contain or store
a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
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embodied therein, for example, 1n a baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Computer code embodied on a computer readable medium
may be transmitted using any appropriate medium, including,
but not limited to wireless, wireline, optical fiber cable, radio
frequency (RF), etc., or any suitable combination thereof.

Computer program code for carrying out operations for
aspects of the present invention may be written 1n any com-
bination of one or more programming languages, including
an object oriented programming language such as Java™,
Smalltalk™, C++, or the like, and conventional procedural
programming languages, such as the “C” programming lan-
guage or similar programming languages. The program code
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone soitware package, partly on
the user’s computer and partly on a remote computer, or
entirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the user’s
computer through any type of network, including a local area
network (LLAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for example,
through the Internet using an Internet Service Provider).

Aspects of the present mnvention are described below with
reference to flowchart i1llustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to the illustrative embodiments of the mven-
tion. It will be understood that each block of the tlowchart
illustrations and/or block diagrams, and combinations of
blocks 1n the flowchart illustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function 1n a particular manner, such that the instructions
stored 1n the computer readable medium produce an article of
manufacture including instructions that implement the func-
tion/act specified 1in the flowchart and/or block diagram block
or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus, or other devices to produce a computer implemented
process such that the mstructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

Referring now to FIGS. 4-7, these figures provide flow-
charts outlining example operations of communicating power
related communications over the power distribution lines
(branch circuits) between the powered I'T equipment 1n the
data center and the power distribution equipment, such as
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power distribution panels, backup generator, uninterruptable
power supplies, transformers, power distribution units, recti-
fiers, automatic transfer switches, or the like.

FIG. 4 depicts an exemplary operation performed 1n send-
ing a message between a controller hub and powered IT
equipment 1n accordance with an illustrative embodiment.
White the following operation 1s described from the view-
point of a controller hub sending a message to a powered I'T
equipment, a similar operation may performed by the con-
troller sending a message to a downstream device, such as
another controller in a lower level of the power distribution
hierarchy.

As the operation begins, a controller hub, which may reside
within a power distribution panel or substantially close to the
power distribution panel, injects a message via a modulated
communication signal onto a branch circuit using a power
line communication (PLC) coupler (step 402). Each power
line communication coupler associated with a mini-controller
in a set of powered I'T equipment connected to the branch
circuit linked to the communication coupler detects the mes-
sage and sends an interrupt to their respective mini-controller
(step 404). Each mini-controller 1in each of the powered IT
equipment on the coupled branch circuit recerves the interrupt
and extracts the message using the power line communication
coupler (step 406). Each mini-controller in each powered IT
equipment reads the destination identifier in the message and
compares the destination identifier to 1ts own i1dentifier (step
408). The mini-controller then determines if the destination
identifier matches 1ts own 1dentifier (step 410).

IT at step 410 there 1s a match between the 1dentifiers, the
mini-controller sends an acknowledgement message back to
the controller hub (step 412). The mini-controller then for-
wards the message to the powered I'T equipment (step 414).
Thepowered I'T equipment then performs the command 1den-
tified in the message (step 416), with the operation ending
therealter. IT a response message 1s required, then the powered
I'T equipment sends a response message via the tlow that will
be described 1n FIG. 5. It at step 410 there 1s not a match
between the identifiers, then the mini-controller simply
ignores the message (step 418), with the operation ending
thereatter.

FIG. § depicts an exemplary operation performed 1n send-
Ing a message between a powered I'T equipment and a con-
troller hub associated with an upstream device, such as a
power supplying device, in accordance with an illustrative
embodiment. As the operation begins, 1n response to a com-
mand performed at the request of a controller hub or other
controller or the powered I'T equipment 1s requesting a ser-
vice, a powered IT equipment sends a message, either
response or new, to one or more associated mini-controllers
(step 502). The mini-controller injects a message via a modu-
lated communication signal onto a branch circuit using a
power line communication (PLC) coupler (step 504). A
power line communication coupler associated with a control-
ler hub associated with a power distribution panel detects the
message and sends an interrupt to the controller hub (step
506). The controller hub receives the mterrupt and extracts
the message using the power line communication coupler
(step 508). The controller hub reads the destination identifier
in the message and compares the destination i1dentifier to 1ts
own 1dentifier (step 510). The controller hub then determines
if the destination identifier matches 1ts own identifier (step
512).

IT at step 512 there 1s a match between the 1dentifiers, the
controller hub sends an acknowledgement message back to
initiating mini-controller as 1s described 1n FIG. 4 (step 514).
The controller hub then performs the command 1dentified 1n
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the message (step 516), with the operation ending thereatter.
IT at step 512 the message 1s not intended for the controller
hub but for an upstream or downstream controller hub, then
the controller hub forwards the message as 1s described in
FIG. 4 (step 518) with the operation ending thereafter.

FIGS. 6 A-6C depict an exemplary operation performed in
requesting an increase in power allocated to powered IT
equipment in accordance with an 1llustrative embodiment. As
the operation begins, a powered I'T equipment (either directly
or through power management server) identities a need for
additional power and initiate a request for an increase 1n
power by sending the request to its associated one or more
mini-controllers (step 602). The mini-controller verifies that
the requested increase 1n power 1s below the maximum power
available for the powered I'T equipment (step 604). IT at step
604 the mini-controller determines that the requested
increase 1 power 1s below the maximum power that 1s avail-
able for the powered IT equipment, then the mini-controller
forwards the request as a message to a controller hub by
injecting the message via a modulated communication signal
onto the powered IT equipment’s branch circuit via a power
line communication coupler (Step 606). A power line com-
munication coupler associated with the controller detects the
message and sends an interrupt to the controller (step 608).

The controller recerves the interrupt and extracts the mes-
sage using 1ts associated power line communication coupler
(step 610). Prior to forwarding the request, the controller hub
verifies that the requested increase 1n power does not violate
the branch circuit rating of the branch circuit of the powered
I'T equipment (step 612). If at step 612 the controller hub
verifies that the branch circuit rating of the branch circuit has
not been violated by the requested increase to allocated power
on the branch circuit, then the controller hub forwards the
request upstream to a power supplying device, such as a
power utility provide, a backup generator, an uninterruptable
power supply, or the like (step 614 ). The controller hub 1njects
the message via a modulated commumnication signal onto a
teeder using an associated power line communication (PLC)
coupler (step 616).

A power line communication coupler 1n a switch gear or
other distribution device associated with the power supplying
device detects the message and sends an mterrupt to the
controller associated with the power supplying device (step
618). The controller receives the interrupt and extracts the
message using the power line communication coupler (step
620). The controller associated with the power-supplying
device determines whether the power supply device can pro-
vide the requested increase 1 power (step 622). If at step 622
the controller determines that the increase in power can be
supplied by the power supplying device, then the controller
initiates an increase in allocated power by signaling the power
supplying device to increase 1ts total allocated power and
sends a response message back to the powered I'T equipment
(step 624). The controller injects the response message on the
modulated communication signal on feeder using 1ts associ-
ated power line communication coupler (step 626).

The power line communication coupler associated with the
controller hub detects the message and sends an interrupt to
the controller hub (step 628). The controller hub recerves the
interrupt and extracts the message using the power line com-
munication coupler (step 630). Since the response message 1s
for the requesting powered I'T equipment, the controller hub
torwards the response message downstream to the mini-con-
troller associated with the powered IT equipment (step 632).

The controller hub sends the response message to all pow-
ered I'T equipment on the branch circuit associated with the
requesting powered I'T equipment (step 634). However, since
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the response message 1s intended only for requesting powered
I'T equipment, then only the mini-controller of the requesting
powered IT equipment will be able to match the 1dentifiers,
thus, the mini-controller 1in the requesting powered I'T equip-
ment sends the response message to the requesting powered
I'T equipment (step 636). The requesting powered I'T equip-
ment then increases 1ts power cap of the associated power
supply A (step 638). The requesting powered I'T equipment
then proceeds to operate at the high power usage level (step
640), with the operation ending thereafter. I at step 604 the
mini-controller determines that the requested increase in
power 1s above the maximum power that 1s available for the
powered IT equipment, or i at step 612 the controller hub
verifies that the branch circuit rating of the branch circuit has
been violated, or 1f at step 622 the controller determines that
the increase 1n power cannot be supplied by the power sup-
plying device, then a response message 1s sent to the request-
ing powered I'T equipment by either the mini-controller, the
controller hub, or the controller associated with the power
supplying device, respectively, indicating the request for the
increase 1n power cannot be provided (step 642), with the
operation ending thereaiter

FIG. 7 depicts an exemplary operation performed 1n broad-
casting alarm information to a plurality of powered I'T equip-
ment 1n accordance with an illustrative embodiment. For
example, 1n a situation where a power supplying device, such
as a power utility provider, a backup generator, uninterrupt-
able power supply, or the like, 1s aware that power will not be
able to be delivered for a specific time 1nterval due to line
maintenance, weather problems, or the like, or if power sup-
plying device 1s a backup generator or uninterruptible power
supply that 1s failing or has limited time left to operate the
following exemplary operation may be performed.

As the operation begins, a controller in a switch gear or
other distribution device associated with the power supplying
device injects an alarm message to a plurality of affected
powered IT equipment onto a feeder using a power line com-
munication coupler (step 702). A power line communication
coupler associated with a controller hub detects the message
and sends an interrupt to the controller hub (step 704). The
controller hub receives the interrupt and extracts the alarm
message using the power line communication coupler (step
706). The controller hub forwards the alarm message down-
stream to all of the mini-controller associated with all of the
plurality of powered I'T equipment (step 708).

Each mini-controller 1n the plurality of powered IT equip-
ment reads the destination 1dentifier 1n the alarm message and
compares the destination identifier to its own identifier (step
710). Since the alarm message 1s intended for all of the
plurality of powered I'T equipment, then each mini-controller
will be able to match the 1dentifiers and sends an acknowl-
edgement message back to controller hub (step 712). Each
mini-controller then informs 1ts associated powered I'T equip-
ment of the alarm message (step 714). At this point, each
powered I'T equipment may perform any number of opera-
tions based on the alarm, such as workload migration to a
powered I'T equipment not affected by the power issue, a
workload decrease such that no additional work will be per-
formed by the powered IT equipment, a switch over to a
single power supply 1f both power supplies will not be
alfected, or the like (step 716), with the operation ending
thereafter.

The flowchart and block diagrams 1n the figures 1llustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
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diagrams may represent a module, segment, or portion of
code, which comprises one or more executable istructions
for implementing the specified logical function(s). It should
also be noted that, 1n some alternative implementations, the
functions noted 1n the block may occur out of the order noted
in the figures. For example, two blocks shown 1n succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality mvolved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or tlowchart 1llustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer 1nstructions.

Thus, a mechanism 1s provided for direct communication
channels between the powered I'T equipment within a data
center and the power distribution and supplying devices. A
communication infrastructure 1s provided for power related
communications 1s established on the power distribution lines
(branch circuits) between the powered I'T equipment 1n the
data center and the power distribution equipment, such as
power distribution panels, backup generator, uninterruptable
power supplies, or the like.

As noted above, 1t should be appreciated that the illustra-
tive embodiments may take the form of an entirely hardware
embodiment, an entirely software embodiment or an embodi-
ment containing both hardware and software elements. In one
example embodiment, the mechanisms of the illustrative
embodiments are implemented 1n software or program code,
which i1ncludes but 1s not limited to firmware, resident soft-
ware, microcode, etc.

A data processing system suitable for storing and/or
executing program code will include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local memory
employed during actual execution of the program code, bulk
storage, and cache memories which provide temporary stor-
age of at least some program code 1n order to reduce the
number of times code must be retrieved from bulk storage
during execution.

Input/output or I/O devices (including but not limited to
keyboards, displays, pointing devices, etc.) can be coupled to
the system either directly or through intervening 1I/0O control-
lers. Network adapters may also be coupled to the system to
enable the data processing system to become coupled to other
data processing systems or remote printers or storage devices
through intervening private or public networks. Modems,
cable modems and FEthernet cards are just a few of the cur-
rently available types of network adapters.

The description of the present invention has been presented
for purposes of 1llustration and description, and i1s not
intended to be exhaustive or limited to the invention in the
form disclosed. Many modifications and variations will be
apparent to those of ordinary skill in the art. The embodiment
was chosen and described 1n order to best explain the prin-
ciples of the invention, the practical application, and to enable
others of ordinary skill in the art to understand the invention
for various embodiments with various modifications as are
suited to the particular use contemplated.

What is claimed 1s:

1. A communication system for direct communication
between powered elements, the communication system com-
prising:
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a controller hub that injects a first message via a first
modulated communication signal onto a branch circuit
using a hub-side power line communication (PLC) cou-
pler;

an element-side power line communication (PLC) coupler
associated with a powered element 1n a set of powered
clements that detects the first message and sends an
interrupt to a mini-controller in the powered element;

the mini-controller:
receives the iterrupt from the element-side PLC cou-

pler;
extracts the first message using the element-side PLC
coupler;
reads a destination 1dentifier 1n the first message;
compares the destination identifier 1n the first message to
a mini-controller identifier 1n the mini-controller;
responsive to the destination identifier 1n the first mes-
sage matching the mini-controller identifier, sends an

acknowledgement message back to the controller
hub; and

forwards the first message to the powered element;
the powered element performs a command 1dentified 1n the
first message;
the powered element sends a second message to the mini-
controller:;
the mini-controller injects the second message via a second
modulated communication signal onto the at least one
branch circuit using the element-side PLC coupler;
the hub-side PLC coupler associated with the controller
hub detects the second message and sends an interrupt to
the controller hut;
the controller hob:
receives the interrupt from the hub-side PLC coupler;
extracts the second message using the hub-side PLC
coupler;
reads a destination 1dentifier 1n the second message;
compares the destination i1dentifier 1n the second mes-
sage to a controller hub identifier 1n the controller
hub; and
responsive to the destination identifier 1n the second
message matching the controller hub 1dentifier, sends
an acknowledgement message back to powered ele-
ment;
the controller hub performs a command 1dentified 1n the
second message, and
wherein the second message 1s a request for an increase 1n
power by the powered element and wherein recerving
the request for the increase 1 power further comprises:
the mini-controller verifying that the requested increase
in power 1s below a maximum power available for the
powered element;
responsive to the mini-controller determining that the
requested 1ncrease 1in power 1s below the maximum
power that 1s available for the powered element, the
mini-controller forwards the second message to the
controller hub;
upon recerving the second message, controller hob veri-
fies that the requested increase 1 power does not
violate a branch circuit rating of the associated branch
circuit;
responsive to the controller hub verifying that the branch
circuit rating of the associated branch circuit has not
been violated, the controller hub forwards the request
for the increase in power upstream to a power supply-
ing device controller associated with a power supply-
ing device;
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upon receiving the second message, the power supply-
ing device controller determines whether the power
supply device can provide the requested increase in
power;

responsive to the power supply device being capable of 5

supplying the requested increase in power, the power
supplying device increases power;

the power supplying device controller sends a response
message back to the powered element; and

the powered element increases 1ts power cap 1n order to
operate at the requested increase 1n power.

2. The communication system of claim 1, further compris-
ng:

responsive to the destination identifier 1n the first message
failing to match the mini-controller identifier, the mini-
controller 1ignores the first message.

3. The communication system of claim 1, wherein the
controller hub resides within a power distribution panel or
substantially close to the power distribution panel.

4. The communication system of claim 1, further compris-
ng:

responsive to the destination 1dentifier 1n the second mes-
sage failing to match the controller hub identifier, the
controller hub forwards the second message either
upstream or downstream to another controller hub.

5. The communication system of claim 1, further compris-

ng:

responsive to the minmi-controller determining that the
requested 1ncrease 1 power 1s above the maximum
power that 1s available for the powered element, the
mini-controller sending an error message to the powered
clement 1indicating that the request for the increase 1n
power cannot be provided.

6. The commumnication system of claim 1, further compris-

ng:

responsive to the controller hub verifying that the branch
circuit rating of the associated branch circuit has been
violated, the controller hub sending an error message to
the powered element indicating that the request for the
increase 1n power cannot be provided.

7. The communication system of claim 1, further compris-

ng:

responsive to the power supply device failing to be capable
of supplying the requested increase i power, the power
supplying device controller sending an error message to
the powered element indicating that the request for the
increase in power cannot be provided.

8. The communication system of claim 1, wherein the first
message 1s an alarm message to the set of powered elements
and wherein broadcasting the alarm message comprises:

a power supplying device controller associated with a
power supplying device sending the alarm message to
the set of powered elements, wherein the alarm message
includes identifiers for each affected powered element 1n
the set of powered elements;

at least one mini-controller receiving the alarm message
and the powered element of the alarm message; and

the powered element performing at least one operation 1n
response to the alarm message, wherein the at least one
operation 1s at least one of workload migration to a
non-aifected powered element, a workload decrease
such that no additional work will be performed by the
associated powered element, or a switch over to a single
power supply 11 both power supplies of the associated
powered element are not affected.

9. A computer program product comprising a computer

readable storage medium having a computer readable pro-
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gram stored therein, wherein the computer readable program,
when executed on a computing device, causes the computing
device to:

recerve an interrupt from a element-side power line com-

munication (PLC) coupler associated with a powered
clement 1n a set of powered elements, wherein the PLC
coupler detects a first message mjected onto at least one
branch circuit by a controller hub via a first modulated
communication signal using at least one hub-side power
line communication (PLC) coupler and wherein the at
least one element-side PLC coupler sends the interrupt
in response to detecting the first message on the branch
circuit;

extract the first message using the at least one element-side

PLC coupler;

read a destination 1dentifier 1n the first message;
compare the destination identifier in the first message to a

mini-controller identifier;

responsive to the destination 1dentifier in the first message

matching the mini-controller identifier, send an
acknowledgement message back to the controller hub;

torward the first message to the powered element, wherein

the powered performs a command 1dentified in the first
message;

inject a second message via a second modulated commu-

nication signal onto the at least one branch circuit using

the element-side PLC coupler, wherein:

the second message 1s received from the powered ele-
ment,

the at least one hub-side PLC coupler associated with the
controller hub detects the second message and sends
an interrupt to the controller hub,

the controller hub receives the nterrupt from the hub-
side PLC coupler, extracts the second message using
the hub-side PLC coupler, reads a destination 1denti-
fier 1n the second message, compares the destination
identifier 1n the second message to a controller hub
identifier in the controller hub, and, responsive to the
destination identifier in the second message matching,
the controller hub identifier, sends an acknowledge-
ment message back to powered element, and

the controller hub performs a command 1dentified 1n the
second message;

wherein the second message 1s a request for an 1ncrease 1n

power by the powered element and wherein, responsive
to the request for the increase 1n power, verily that the
requested increase i power 1s below a maximum power
available for the powered element; and

responsive determining that the requested increase 1n

power 1s below the maximum power that 1s available for

the powered element, forward the second message to the

controller hub, wherein:

upon recerving the second message, the controller hub
verifies that the requested increase 1n power does not
violate a branch circuit rating of the associated branch
circuit,

responsive to the controller hub verifying that the branch
circuit rating of the associated branch circuit has not
been violated, the controller hub forwards the request
upstream to a power supplying device controller asso-
ciated with a power supplying device,

upon recerving the second message, the power supply-
ing device controller determines whether the power
device can provide the requested increase in power,

responsive to the power supply device being capable of
supplying the requested increase in power, the power
supplying device increases power,
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the power supplying device controller sends a response
message back to the powered element, and

the powered element increases 1ts power cap 1n order to
operate at the requested increase 1n power.

10. The computer program product of claim 9, wherein the
controller hub resides within a power distribution panel or
substantially close to the power distribution panel.

11. The computer program product of claim 9, wherein the
first message 1s an alarm message to the set of powered
clements and wherein the computer readable program further
causes the computing device to:

receive the alarm message and informing the powered ele-

ment of the alarm message, wherein:

the alarm message 1s sent from a power supplying device
controller associated with a power supplying device,

the alarm message 1s sent to the set of powered elements,

the alarm message includes 1dentifiers for each atfected
powered element 1n the set of powered elements, and

the powered element performs at least one operation 1n
response to the alarm message, wherein the at least
one operation 1s at least one of workload migration to
a non-affected powered element, a workload decrease
such that no additional work will be performed by the
powered element, or a switch over to a single power
supply 11 both power supplies of the powered element
are not affected.

12. A method, in a data processing system, for directing
communication between powered elements, the method com-
prising:

receiving an interrupt from a element-side power line com-

munication (PLC) coupler associated with a powered
clement 1n a set of powered elements, wherein the PLC
coupler detects a first message 1njected onto at least one
branch circuit by a controller hub via a first modulated
communication signal using at least one hub-side power
line communication (PLC) coupler and wherein the at
least one element-side PLC coupler sends the interrupt
in response to detecting the first message on the branch
circuit;

extracting the first message using the at least one element-

side PLC coupler;

reading a destination i1dentifier 1n the first message;

comparing the destination 1dentifier in the first message to

a mini-controller identifier;
responsive to the destination identifier 1n the first message
matching the mini-controller identifier, sending an
acknowledgement message back to the controller hub;
forwarding the first message to the powered element,
wherein the powered element performs a command
identified 1n the first message;

injecting a second message via a second modulated com-

munication signal onto the at least one branch circuit

using the element side PLC coupler, wherein:

the second message received from the powered element,

the at least one hub-side PLC coupler associated with the
controller hub detects the second message and sends
an interrupt to the controller hub,

the controller hub receives the interrupt from the hub-
side PLC coupler, extracts the second message using
the hub-side PLC coupler, reads a destination 1denti-
fier in the second message, compares the destination
identifier 1n the second message to a controller hub
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identifier 1n the controller hub, and, responsive to the
destination identifier in the second message matching
the controller hub 1dentifier, sends an acknowledge-
ment message back to powered element, and

the controller hub performs a command 1dentified 1n the
second message; and

wherein the second message 1s a request for an 1ncrease 1n

power by the powered element and wherein, responsive
to the request for the increase 1n power, further com-
prises:
verifying that the requested increase 1n power 1s below a
maximum power available for the powered element;
and
responsive to the mini-controller determining that the
requested increase 1 power 1s below the maximum
power that 1s available for the powered element, for-
warding the second message to the controller hub,
wherein:
upon receiving the second message, the controller hub
verifies that the requested increase 1n power does
not violate a branch circuit rating of the associated
branch circuit,
responsive to the controller hub verifying that the
branch circuit rating of the associated branch cir-
cuit has not been violated, the controller hub for-
wards the request upstream to a power supplying
device controller associated with a power supply-
ing device,
upon receiving the second message, the power sup-
plying device controller determines whether the
power supply device can provide the requested
Increase i power,
responsive to the power supply device being capable
of supplying the requested increase 1n power, the
power supplying device increases power,
the power supplying device controller sends a
response message back to the powered element,
and
the powered element increases its power cap 1n order
to operate at the requested increase 1 power.

13. The method of claim 12, wherein the controller hub
resides within a power distribution panel or substantially dose
to the power distribution panel.

14. The method of claim 12, wherein the first message 1s an
alarm message to the set of powered elements and wherein the
method further comprises:

receving the alarm message and informing the powered

clement of the alarm message, wherein:

the alarm message 1s sent from a power supplying device
controller associated with a power supplying device,

the alarm message 1s sent to the set of powered elements,

the alarm message includes 1dentifiers for each atfected
powered element in the set of powered elements, and

the powered element performs at least one operation in
response to the alarm message, wherein the at least
one operation 1s at least one of workload migration to
a non-aflected powered element, a workload decrease
such that no additional work will be performed by the
powered element, or a switch over to a single power
supply 11 both power supplies of the powered element
are not affected.
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