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(57) ABSTRACT

A communication device recerves secure communication
frames on which a security transform has been performed to
permit authentication. The communication device maintains
an authentication history and a local time varying parameter.
In multi-hop communication, the communication device pro-
visionally verifies the freshness of a recerved secure commu-
nication frame by verifying that identifying information
extracted from the frame 1s not already present in the authen-
tication history and that a receirved time varying parameter
extracted from the frame i1s not older than the local time
varying parameter by more than a certain margin. If these
freshness tests both pass, the frame 1s authenticated. If
authentication succeeds, the frame 1s transmitted on the next
hop without performance of a new security transform.

15 Claims, 15 Drawing Sheets
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1
COMMUNICATION SYSTEM AND DEVICEL

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to low-delay multi-hop com-
munication.

2. Description of the Related Art

Multi-hop communication 1s used 1n many communication
networks, including wireless mesh networks. In a wireless
mesh network, each communication device or node commu-
nicates directly with other nodes within 1ts wireless commu-
nication range, and communicates with nodes outside that
range by having communication frames or packets passed
from one node to another in bucket-brigade fashion. One
advantage of wireless mesh networks 1s that they can operate
at low transmitting power levels, since the transmitted signal
only has to reach the neighboring nodes. Another advantage 1s
the robustness of the mesh network topology, 1n which alter-
nate communication routes can easily be found to replace
routes that become unavailable because a communication
device 1s damaged or taken out of service. In a conventional
star topology network, in contrast, a failure at the central node
disables the entire network.

Wireless networks in general are susceptible to the mali-
cious 1njection of external data, so authentication of the com-
municated data 1s an important i1ssue. In a wireless multi-hop
network, each of the many relay nodes 1s a possible point of
entry of malicious data, so authentication at the relay nodes 1s
particularly important.

Various security transform schemes are used to protect
network communications. One scheme employs a network
key shared by all nodes 1n the network but unknown to poten-
tial attackers, and uses the network key to encrypt each com-
munication frame. Another scheme uses the network key to
perform a transform on part or all of the content of the com-
munication frame to generate a digital signature or message
authentication code which 1s attached to the communication
frame, enabling the receiving communication device and
cach 1intermediate communication device to veniy the
authenticity of the frame.

Even 11 both encryption and an authentication transform
are used, however, these schemes fail to defend the network
against replay attacks. In a replay attack the attacker inter-
cepts a transmitted frame and retransmits the frame later,
without alteration. A communication device that recerves the
replayed frame 1s likely to decrypt and authenticate it suc-
cessiully and accept 1t as a legitimate communication frame.
Replay attacks can be used for various surreptitious purposes,
and can also be used to disable anetwork by forcing 1t to waste
time and battery charge in processing large numbers of
repeated frames. Preventing replay attacks 1s a major problem
for a secure communication system using a shared network
key.

One method of thwarting replay attacks 1s to change the
security key each time a communication frame 1s transmitted.
In multi-hop transmission, however, this requires each inter-
mediate node, atter authenticating the recerved communica-
tion frame, to carry out a new security transform before relay-
ing the frame to the next node. The repeated transform
processing uses up computing resources at the intermediate
nodes and significantly delays the arrival of the communica-
tion frame at 1ts final destination.

In PCT patent application WO 2006/134001 (published in
Japanese as Japanese Patent Application Publication No.
2008-54725"7 and 1 English as U.S. Patent Application Pub-
lication No. 20100042831), Bahr et al. describe a scheme that
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addresses these problems. The communication frame or
packet includes payload data and control data, e.g., header

data. The payload data are encrypted at the source node and
decrypted at the final destination node, using a first key shared
by these two nodes. The control data are encrypted and
decrypted separately on each hop of the communication
route, using a second key shared by the nodes at the two ends
of the hop. A non-repeating key may be used as the second
key. The processing load on intermediate nodes 1s reduced in
that they do not have to decrypt the payload data, but trans-
mission 1s still delayed by the time spent re-encrypting the
control data at every hop, especially 1f this requires generating
a new second key each time a communication frame 1is
relayed.

When the processing capability of the communication
devices 1n the communication network 1s low, performing a
new security transform at each mtermediate node can lead to
troublesome delays 1n multi-hop communication. There 1s a
need for a security method that defeats replay attacks without
incurring such delays.

SUMMARY OF THE INVENTION

An object of the present invention 1s to provide a commu-
nication system and device that can perform secure low-delay
communication in a multi-hop network without requiring a
new security transform at each hop.

The invention provides a novel communication device
including a receiver that receives secure communication
frames from other communication devices. Each recerved
secure communication frame includes received identiiying
information and a received time varying parameter. The
received secure communication frame was originally gener-
ated by aprocess including a security transform performed on
at least the recerved time varying parameter.

A history manager in the communication device maintains
received authentication history information and performs a
first freshness test by searching for the received 1dentifying
information in the received authentication history informa-
tion. The first freshness test fails 1t the received 1dentifying
information 1s found, and passes 1if the received 1dentitying
information 1s not found.

A time varying parameter manager 1n the communication
device maintains a local time varying parameter and a margin,
and performs a second freshness test by comparing the
received time varying parameter with the local time varying
parameter. The second freshness test fails 1f the recerved time
varying parameter 1s older than the local time varying param-
cter by more than the margin, and passes if this 1s not the case.

An authentication key manager in the communication
device maintains an authentication key related to the security
transform. An authentication processor in the communication
device uses the authentication key to authenticate the recerved
secure communication frame when the first and second fresh-
ness tests both pass. The recerved secure communication
frame 1s discarded without authentication 11 either freshness
test fails.

The received i1dentifying information may include the
received time varying parameter. If authentication succeeds,
the history manager may add the received 1dentifying infor-
mation to the received authentication history information.

The novel communication device may further include a
transmitter and may relay recerved and successiully authen-
ticated secure communication frames to other communica-
tion devices without performing another security transform.

The received secure communication frame may have been
transmitted by a communication device including a time
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varying parameter manager, a secret key manager, a frame
generator that generates a communication frame including
the local time varying parameter, then uses the secret key to
transform the communication frame 1nto a secure communi-
cation frame, and a transmitter that transmits the secure com-
munication frame.

The invention also provides a novel communication system
including a plurality of the novel communication devices
described above.

By using two freshness tests, the imnventive communication
device 1s able to defeat replay attacks without requiring a new
security transform each time a communication frame 1s
relayed on a new hop.

The margin enables the novel communication system to
operate without precise synchronization of the local time
varying parameters maintained at different communication
devices.

The 1invention conserves memory because the novel com-
munication device does not need to store the most recent time
varying parameter value received from each other communi-
cation device in the communication system, and because
identifyving mformation old enough to be rejected as non-
fresh on the basis of the local time varying parameter can be
deleted from the received authentication history information.

BRIEF DESCRIPTION OF THE DRAWINGS

In the attached drawings:

FIG. 1 1s a block diagram 1llustrating the internal structure
of a communication device 1n a first embodiment of the mnven-
tion;

FI1G. 2 1llustrates an exemplary structure of a secure com-
munication frame 1n the first embodiment;

FIG. 3 1s a table showing exemplary authentication history
information 1n the first embodiment:;

FI1G. 4 1s a flowchart illustrating the operation of the com-
munication device on reception of a secure communication
frame 1n the first embodiment;

FIG. 5 1llustrates the transmission of a secure communica-
tion frame 1n the first embodiment;

FIG. 6 1llustrates the authentication of the secure commu-
nication frame 1n FIG. 5;

FI1G. 7 1llustrates the relaying of two secure communica-
tion frames 1n the first embodiment;

FI1G. 8 illustrates the interception of a secure communica-
tion frame by an attacker in the first embodiment;

FIG. 9 illustrates the replaying of the communication
frame mtercepted by the attacker;

FI1G. 101s a block diagram 1llustrating the internal structure
of a communication device 1n a second embodiment of the
invention;

FIG. 11A 1llustrates a secure communication frame in the
second embodiment;

FIG. 11B illustrates a one-hop communication frame in the
second embodiment;

FIG. 12 1s a flowchart illustrating the operation of the
communication device on reception of a secure communica-
tion frame 1n the second embodiment;

FIG. 13 illustrates the generation and transmission of a
secure communication frame in the second embodiment;

FIG. 14 1llustrates the authentication of the secure commu-
nication frame in FIG. 13; and

FI1G. 15 illustrates the relaying of the secure communica-
tion frame 1n FIG. 13.

DETAILED DESCRIPTION OF THE INVENTION

Embodiments of the invention will now be described with
reference to the attached drawings, 1n which like elements are
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4

indicated by like reference characters. Each embodiment 1s a
communication system employing communication devices

of the novel type.

First Embodiment

Referring to FIG. 1, the communication device 1n the first
embodiment includes at least a secret key manager 11, a
frame generator 12, an authentication key manager 13, a time
varying parameter manager 14, a history manager 135, an
authentication processor 16, a transmitter 17, and a recerver
18. In general, the communication device will also include
facilities (not shown) for processing data, generating control
signals, etc.

The secret key manager 11 manages a secret key used for
performing a security transform on communication frames.
The secret key may be a shared key such as a network key, or
a private key such as the private key of a public/private key
pair of the type used in public key cryptography. The secret
key manager 11 may generate different secret keys at ditler-
ent times from a shared master key.

The frame generator 12 recerves the secret key from the
secret key manager 11 and a local time varying parameter
from the time varying parameter manager 14, incorporates
the local time varying parameter into a communication frame,
and uses the secret key to execute a security transform that
converts the communication frame into a secure communica-
tion frame. Contemplated security transforms include, but are
not limited to, addition of a digital signature generated by use
of a private key or an authentication code generated by use of
a shared key to the communication frame, and encryption of
part or all of the communication frame. The term ‘authenti-
cator’ will be used below to denote a digital signature, an
authentication code, or any similar sort of authentication
information. In the description that follows, the secure com-
munication frame has the exemplary structure shown 1n FIG.
2, including a destination address, a source address, the time
varying parameter, payload data, and an authenticator gener-
ated from the other fields by use of the secretkey. The payload
data and the authenticator may be encrypted, as indicated, as
part of the security transform, so that the security transform
consists of an authentication transform followed by encryp-
tion.

The frame may 1nclude other fields as well, such as a frame
sequence number field.

Referring again to F1G. 1, the frame generator 12 sends the
generated secure communication frame to the transmitter 17
and notifies the time varying parameter manager 14 that the
frame has been sent.

The authentication key manager 13 manages an authenti-
cation key used for authentication of recerved secure commu-
nication frames. The authentication key may be a shared key
such as a network key, or the public key of apublic/private key
pair for public key cryptography. When shared keys are used,
the secret key manager 11 and authentication key manager 13
may manage the same key.

The time varying parameter manager 14 manages the local
time varying parameter. In the first embodiment the local time
varying parameter 1s a counter value that the time varying
parameter manager 14 increments whenever notified by the
frame generator 12 that a new secure communication frame
has been sent to the transmitter 17. The time varying param-
cter manager 14 may also update the local time varying
parameter in response to the time varying parameter value in
a secure communication frame received from another com-
munication device, 1 order to maintain approximate syn-
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chronization of the local time varying parameter values at
different communication devices.

In the following description of the first embodiment, the
local and received time varving parameters will be referred to
as local and received counter values.

The time varying parameter manager 14 also manages a
margin o.. Although the quantity o 1s given a fixed value of ‘3’
for simplicity 1n the description below, the quantity o 1s a
variable that may be adjusted flexibly according to, for
example, the size of the communication system and the type
and volume of communication traific it handles.

The time varying parameter manager 14 obtains a received
counter value taken from a received secure communication
frame by the authentication processor 16, compares the
received counter value with the local counter value to test the
freshness of the received secure communication frame, and
notifies the authentication processor 16 of the test result. In
the first embodiment, the time varying parameter manager 14
makes a provisional decision that the secure communication
frame 1s fresh i1t the received counter value 1s equal to or
greater than the local counter minus the margin . This 1s
equivalent to saying that the recerved counter value 1s not
older than the local counter value by more than a. The deci-
sion 15 provisional because the received communication
frame has not been successiully authenticated yet, and may be
inauthentic or corrupt. If authentication succeeds, and 1f the
received counter value 1s equal to or greater than the local
counter value, the time varying parameter manager 14 incre-
ments the local counter value.

The history manager 15 manages recerved authentication
history information that identifies received secure communi-
cation frames that have been successiully authenticated. In
the first embodiment, the received authentication history
information 1s managed in a history table as shown in FIG. 3.
Each entry 1n this exemplary history table includes the source
address and counter value of a recerved and successiully
authenticated secure commumnication frame as i1dentifying
information. The identifying information should 1dentity the
received frame umquely. The identifying mformation may
include other information (not shown), such as frame
sequence numbers. If necessary, each successiully authenti-
cated secure communication frame may be stored in 1its
entirety 1n the history table.

The history manager 15 also tests the freshness of a
received but not yet authenticated secure communication
frame by obtaining 1dentifying information, taken from the
received frame by the authentication processor 16, and
searching for matching identifying information 1n the history
table. If matching information is found, the history manager
15 notifies the authentication processor 16 that the received
communication frame 1s not fresh, because it has already been
received. Otherwise, the history manager 15 notifies the
authentication processor 16 that the recerved communication
frame 1s (provisionally) fresh.

After notifying the authentication processor 16 that a
received secure communication frame 1s fresh, 1t the history
manager 15 recerves return notification that the frame has
been successiully authenticated, the history manager 15 adds
the identifying information of the frame as a new entry to the
history table.

When the history manager 15 stores a new entry in the
history table, it may also delete one or more old entries. In the
first embodiment, an old entry 1s deleted 11 1ts counter value 1s
less than (1.e., older than) the current local counter value by
more than the margin o. This deletion does not weaken the
freshness criteria, because a newly recerved frame matching
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6

the deleted entry will be rejected as non-fresh by the time
varying parameter manager 14, and need not also be rejected
by the history manager 15.

The authentication processor 16 recetves a secure commu-
nication frame from the receiver 18, extracts its source
address and counter value, sends the counter value to the
history manager 15 as a recerved counter value, and sends
both the source address and counter value to the time varying
parameter manager 14 as 1dentifying information. If notified
by both the time varying parameter manager 14 and history
manager 15 that the frame 1s provisionally fresh, the authen-
tication processor 16 uses the authentication key managed by
the authentication key manager 13 to authenticate the frame.
Known authentication methods may be used. The authenti-
cation processor 16 notifies the time varying parameter man-
ager 14 and history manager 135 of the authentication result.

If authentication fails, the frame may be discarded. If
authentication succeeds, the authentication processor 16
takes different actions depending on the destination address
of the frame. If the destination address 1s the address of the
communication device itself, the authentication processor 16
passes the frame to other facilities (not shown) to be pro-
cessed locally. I the destination address 1s the address of
another communication device, the authentication processor
16 sends the frame to the transmitter 17. I the destination
address 1s a broadcast or flooding address, the frame 1s both
processed locally and sent to the transmitter 17. When the
frame 1s sent to the transmitter 17, 1t 1s sent as 1s, with its
existing counter value and authenticator and without a new
security transiorm.

The transmitter 17 transmits a secure communication
frame obtained from the frame generator 12 or the authent-
cation processor 16 to other commumnication devices within
communication range. If the communication system uses a
multi-layer protocol stack with a data link layer at the bottom
of the stack and 11 the secure commumnication frame belongs to
an upper layer of the stack, the transmitter 17 may transmait the
secure communication frame by placing 1t 1n a data link
frame.

The recetver 18 recerves secure communication frames
transmitted by other communication devices and passes them
to the authentication processor 16.

The operation of the communication system 1n the first
embodiment will now be described with reference to F1IGS. 4
to 9. First a general description of the operation of the trans-
mission and reception process will be given.

Transmission and reception 1n the first embodiment take
place 1n three major stages.

In the first stage, the frame generator 12 1n the communi-
cation device that originates the transmission receives the
secret key from the secret key manager 11, the local counter
value from the time varying parameter manager 14, and pay-
load data from another facility (not shown), adds a destination
address, a source address, and the local counter value, and
performs a security transform to generate a secure communi-
cation frame of the type shown in FIG. 2. The security trans-
form includes generating the authenticator from at least the
local counter value by use of the secret key, and 1n this
embodiment also 1includes encryption. When this process 1s
completed, the frame generator 12 sends the secure commu-
nication frame to the transmitter 17 and nofifies the time
varying parameter manager 14, which increments the local
counter value by one.

In the second stage, the transmitter 17 transmits the secure
communication frame.

In the third stage, the secure communication frame 1s
received by one or more neighboring communication devices
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and authenticated at each of them. The authentication opera-
tion will be described with reference to the tlowchart in FIG.
4.

In step S201, the secure communication frame 1s recerved
by therecerver 18 at aneighboring commumnication device and
passed to the authentication processor 16 1n that device. The
authentication processor 16 extracts identifying information
(in thi1s embodiment, the source address and recerved counter
value) from the secure communication frame, sends the 1den-
tifying information (denoted ‘frame ID 1nfo’ in the drawing)
to the history manager 15, and sends the received counter
value to the time varying parameter manager 14.

The history manager 15 checks to see whether the 1denti-
tying information recerved from the authentication processor
16 1s already present 1n its history table (step S202). If the
identifying information 1s not present in the history table, the
history manager 15 notifies the authentication processor 16
that the frame 1s provisionally fresh.

The time varying parameter manager 14 tests the counter
value recerved from the authentication processor 16 by com-
paring 1t with the local counter value minus the margin o as
described above (step S203). If this freshness test passes (if
the received counter value 1s equal to or greater than the local
counter value minus o), the time varying parameter manager
14 notifies the authentication processor 16 that the frame 1s
provisionally fresh.

When the authentication processor 16 1s notified by both
the history manager 15 and the time varying parameter man-
ager 14 that the received secure communication frame 1s
provisionally fresh, it authenticates the secure communica-
tion frame by use of the authentication key supplied by the
authentication key manager 13 (step S204). If authentication
succeeds, the authentication processor 16 notifies the time

varying parameter manager 14 and the history manager 15.

If the freshness test performed 1n either step S202 or S203
fails, the secure communication frame 1s discarded without
authentication (step S205). The secure communication frame
may also be discarded 1t 1t passes the freshness tests in steps
5202 and S203 but fails authentication 1n step S204.

On being notified of successiul authentication, the history
manager 15 adds the identifying information of the secure
communication frame as a new entry to the history table (step
S2006).

On being notified of successiul authentication, the time
varying parameter manager 14 may update the local counter
value (step S207). Specifically, i the recerved counter valued
1s equal to the local counter value, the time varying parameter
manager 14 increments its own counter value by one. If the
received counter valued 1s greater than (newer than) the local
counter value, the time varying parameter manager 14 may
increment the local counter value by more than one. If the
received counter value 1s less than (older than) the local
counter value, the local counter value 1s left unchanged.

When the time varying parameter manager 14 increments
the local counter value 1n step S207, the history manager 15
deletes any entries in the history table that have counter values
older than the new local counter value (step S208) by more
than the margin «.

In general, a commumnication frame may be unicast to a
single destination address, multicast to a specified group of
destination addresses, or broadcast to all communication
devices 1n the communication system. The operation of the
first embodiment will now be described through an example
in which two secure communication frames are broadcast and
one of them 1s intercepted and replayed. An exemplary mesh
network with communication devices A to S will be used. It
will be assumed that communication devices A to S all start
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with 1dentical local counter values of ‘0012°, and that their
history tables all include entries for frames received from
communication devices C, D, F, and H with respective
recetved counter values of ‘00117, 0011°, ‘0010°, and
‘0009’

In FIG. 5, communication device A broadcasts a first
secure communication frame that is received by neighboring
communication device E. The destination address 1s ‘Oxitif’,
indicating a broadcast frame. The source address 1s ‘A’ and the
counter value 1s ‘0012°. The frame also includes payload data
and an authenticator. After transmission of this first secure
communication frame, the time varying parameter manager
14 in communication device A increments its local counter
value to ‘0013°.

In FIG. 6, communication device E receives the first secure
communication frame from communication device A and
compares the 1dentifying information of the frame with the
entries 1n the history table at communication device E. The
history table currently has no entry with source address A, so
the history manager 15 notifies the authentication processor
16 that the frame 1s provisionally fresh.

In the meantime, the time varying parameter manager 14 in
communication device E compares the recerved counter
value (*00127) with its local counter value (*0012”) minus the
margin o (*3”). This test passes (12=12-3), so the history
manager 15 also reports that the frame 1s provisionally fresh,
and the authentication processor 16 proceeds with authenti-
cation. It will be assumed that authentication passes, so the
time varying parameter manager 14 increments its local
counter value to ‘0013°, and the history manager 15 adds a
new entry to the history table indicating source address A and
counter value ‘0012’.

The counter value (‘0009°) 1n the bottom entry in the his-
tory table now differs from the local counter value (*0013”) by
more than the margin o (13-9>3), so the history manager 135
deletes this entry, as indicated by the strike-out line in the
drawing.

A similar process 1s carried out at communication device B
when 1t receives the first secure communication frame from
communication device A.

Referring to FIG. 7, communication device E now relays
the first secure communication frame to communication
device I (and other neighboring communication devices).
This process 1s carried out in the same way as the transmission
ol the first secure communication frame from communication
device A to communication device E 1n FIGS. 5 and 6. The
counter value 1n the transmitted frame remains the same
(‘0012”). The time varying parameter manager 14 at commu-
nication device I increments 1ts local counter from ‘0012’ to
‘0013”. The history manager 15 at communication device I
updates 1ts history table 1n the same way as 1n FIG. 6.

Shortly after recerving the first secure commumnication
frame communication device E, communication device 1
receives a second secure communication frame broadcast
from communication device N. Communication device N
broadcasts the second secure communication {frame in the
same way that communication device A broadcast the first
secure communication frame, inserting counter value ‘0012’
and broadcast destination address ‘Ox{ftf’, but with source
address ‘N’. After transmitting the second secure communi-
cation frame, communication device N increments its local
counter from ‘0012 to ‘0013".

When communication device I receives the second secure
communication frame from communication device N, 1t per-
forms the same process as when 1t received the first secure
communication frame from communication device E. Spe-
cifically, 1t provisionally confirms that the second secure
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communication frame 1s fresh because the recerved counter
value (0012), although now older, 1s within the margin c.
(‘37) of the local counter value (‘0013”) and because no cor-
responding entry (source address N, counter value ‘00127) 1s
present 1n the history table. It then authenticates the second
secure communication frame successiully, and adds a corre-
sponding new entry to 1ts history table as shown in FIG. 8.
Communication device 1 leaves its local counter value at
‘0013”, because this value 1s already newer (greater) than the
received counter value ‘0012’ 1n the second secure commu-
nication frame.

The counter values of all entries in the history table at
communication device I are equal to or greater than ‘0010
(‘0013°-a), so no entries are deleted.

In the meantime, the first secure communication frame 1s
relayed from communication device B to communication
device C, as shown at the top of FIG. 8. The relay process 1s
the same as the relay process from communication device E to
communication device I, except that the relayed frame 1is
intercepted by an attacker X.

Referring to FI1G. 9, at a later time, the attacker X replays
the tercepted first secure communication frame by trans-
mitting 1t to communication devices B and C. On recerving,
the replayed first secure communication frame, the time vary-
ing parameter manager 14 in communication device B pro-
visionally decides that the recerved frame 1s fresh because the
counter value ‘0012’ 1s equal to or greater than the threshold
value ‘0010” (*0013°-c.), but the time varying parameter
manager 14 decides that the frame 1s not fresh because an
entry with source address ‘A’ and counter value ‘0012 1s
already present 1n the history table. The replayed frame is
therefore discarded without being authenticated, and 1s not
relayed to other communication devices.

Communication device C similarly discards the replayed
first secure communication frame without authenticating or
relaying 1t. The replay attack fails.

As will be appreciated from the foregoing description,
when a secure communication frame 1s broadcast through the
network, each communication device that relays the secure
communication frame only has to verify 1ts freshness from the
counter value and the history table, authenticate the frame,
and then transmit the frame without alteration, without hav-
ing to perform another security transform. Accordingly, the
frame propagates quickly through the entire network. Com-
pared with a conventional multi-hop communication system
that requires decryption, authentication, a new authentication
transform, and re-encryption at each hop, the first embodi-
ment, which requires only decryption and authentication,
requires only about half as much processing. A corresponding,
reduction 1n power consumption and transmission delay can
be expected.

If the broadcast frame 1s intercepted by an attacker and
replayed, the communication devices that receive the
replayed frame will normally discard i1t without authentica-
tion, either because 1ts counter value 1s too old or, as 1n the
example above, because an 1dentical entry 1s already present
in the history table. The replay attack will therefore fail.

Even 1f a replayed frame 1s received by a communication
device that has not yetreceived the original frame, 1s accepted
as 1resh, and 1s authenticated successtully and relayed
onward, the system includes some built-in safeguards that
limit the damage caused by the replay attack. One safeguard
1s that the communication device that 1s fooled into relaying
the replayed frame can be fooled only once, because when 1t
relays the frame 1t also stores an entry for the frame in its
history table. Another sateguard is that, if the frame 1s
addressed to a specific destination, by the time the replayed
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frame reaches the destination address the original frame gen-
erally will also have reached the destination address, so the

destination communication device will reject the replayed
frame without processing it.

Since entries are deleted from the history table when their
counter values become too old to be considered fresh, the
history table does not consume a large amount of memory
space 1n the communication device.

Since the margin ¢ 1s allowed 1n the counter freshness test,
it 1s not necessary for the communication devices to maintain
strict synchronization of their counter values, and frames will
not be rejected as non-fresh just because the local counters at
different communication devices are slightly out of synchro-
nization

In particular, as shown in FIGS. 7 and 8, two different
communication devices (A and N) can broadcast secure com-
munication frames at about the same time without risk that a
receiving communication device (1) will accept only the
frame it recerves first and reject the frame received later as
non-iresh.

Nor 1s it necessary for each communication device to main-
tain a separate counter value for each other communication
device 1n the system, as 1s done 1n some conventional security
schemes.

The first embodiment thus provides an adequate defense
against replay attacks without causing delays in multi-hop
transmission, and without imposing excessive demands on
the communication devices in terms of memory space or time
varying parameter synchronization.

In a vanation of the first embodiment, the counter values
are decremented instead of being incremented, and a recerved
counter value equal to or less than the local counter value plus
. 1s determined to be fresh.

In another variation of the first embodiment, the history
manager 15 keeps a record of all recerved secure communi-
cation frames 1n the history table instead of just recording
successiully authenticated frames.

In still another variation, the history table has a fixed size.
Instead of deleting entries when they become older than the
local counter value, the history manager 15 allows entries to
accumulate 1n the history table until the table 1s full, after
which, each time authentication succeeds, the oldest entry 1s
replaced by a new entry.

Second Embodiment

The communication system and device in the second
embodiment employ a time value as the time varying param-
eter.

Referring to FIG. 10, the communication device 20 in the
second embodiment includes a secret key manager 11, an
authentication key manager 13, a history manager 15, and a
transmitter 17 that operate as described 1n the first embodi-
ment, a frame generator 22, a time varying parameter man-
ager 24, an authentication processor 26, and a recerver 28 that
operate somewhat differently from the corresponding ele-
ments 1n the first embodiment, and a newly added routing
processor 27. The communication system in the second
embodiment includes a plurality of communication devices
of the type shown 1n FIG. 10.

The time varying parameter manager 24 1n the second
embodiment includes a facility for managing a local time
value as a local time varying parameter. The time value may
represent the date and time of day. Alternatively, the time
value may be a system time that 1s used only 1n the commu-
nication system. The facility for managing the local time
value may be a real-time clock, or a counter that i1s 1ncre-
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mented or decremented at regular intervals measured by a
system clock or real-time clock (not shown) provided sepa-
rately 1n the communication device 20. All communication
devices 1n the communication system maintain substantially
synchronized local time values.

The frame generator 22 maintains routing information,
such as a routing table, indicating preferred transmission
routes from the communication device 20 to each other com-
munication device in the system. The {frame generator 22
supplies routing information to the time varying parameter
manager 24 and routing processor 27 as necessary. When
generating a new communication frame, the frame generator
22 uses the routing mformation to determine a hopcount
indicating the number of hops on the preferred route to the
destination communication device, obtains the current time
value from the time varying parameter manager 24, places
this time value and the hopcount 1n the frame, executes the
security transform, and sends the resulting secure communi-
cation frame to the routing processor 27. The frame generator
22 need not notily the time varying parameter manager 24
that the secure communication frame has been sent.

When the routing processor 27 recetves a secure commu-
nication frame from the authentication processor 26 or frame
generator 22, 1t encapsulates the secure communication
frame 1n a one-hop frame by adding one-hop address infor-
mation including the transmitter and recerver addresses of the
hop, and sends the one-hop frame to the transmitter 17 to be
transmitted. The transmitter address 1s the address of the
communication device 20 itself. The receiver address 1s deter-
mined from the routing information maintained 1n the frame
generator 22. If the frame 1s a broadcast frame, the recerver
address may be a broadcast address. The one-hop frame may

be a data-link frame.

When the communication device 20 recerves a one-hop
communication frame from another communication device,
if the receiver address 1s the address of the communication
device 20 1tsell, or a broadcast address, the recerver 28 passes
the encapsulated secure communication frame to the authen-
tication processor 26. The authentication processor 26 passes
the source address and time value in the recerved secure
communication frame to the history manager 15 as identity-
ing information and passes the destination address, the time
value, and the hopcount value to the time varying parameter
manager 24. If the freshness tests pass and authentication
succeeds, and i1f the destination address of the secure com-
munication frame 1s a broadcast address or the address of a
different communication device, the authentication processor
26 also passes the frame to the routing processor 27.

The time varying parameter manager 24 tests freshness by
comparing the recetved time value obtained from the authen-
tication processor 26 with the local time value managed by
the time varying parameter manager 24 1tself. The freshness
test fails 11 the recerved time value 1s older than the local time
value by more than a margin {3, and succeeds 1f this 1s not the
case. The time varying parameter manager 24 determines the
margin [ from the recerved hopcount and destination address.

FIG. 11A shows an exemplary secure communication
frame generated at a communication device A for multi-hop
transmission to another communication device D. The route
from communication device A to communication device D 1s
a three-hop route passing through intermediate communica-
tion devices B and C. The destination address 1s ‘D’ and the
source address 1s ‘A’. The time varying parameter 1s the local
time value T_A supplied by the time varying parameter man-
ager 24 at communication device A when the secure commu-
nication frame was generated by the frame generator 22 at
communication device A. The hop-count ‘3’ follows the time
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value T_A and precedes the payload. The authenticator 1s
generated by an authentication transform performed on the
source and destination addresses ‘A’ and ‘D’, the time value
T_A, the hopcount ‘3’, and the payload data. The authentica-
tor and payload data are then encrypted.

FIG. 11B shows how this secure communication frame 1s
encapsulated for transmission on the middle hop from com-
munication device B to communication device C. The routing
processor 27 at communication device B generates a one-hop
communication frame by prefixing ‘B’ and ‘C’ as a transmiut-
ter address and recerver address to the secure communication
frame shown 1n FIG. 11A.

The freshness determination operation in the second
embodiment 1s 1llustrated in FI1G. 12.

In step S401, the recetver 28 receives a one-hop commu-
nication {frame, removes 1ts transmitter and receiver
addresses, and passes the remaining secure communication
frame to the authentication processor 26. The authentication
processor 26 sends the source address and time value 1n the
secure communication frame as identifying information
(frame ID info) to the history manager 15, and sends the time
value, destination address, and hopcount to the time varying
parameter manager 24.

In step S402, the history manager 13 searches for matching,
identifying information 1n 1its history table. This step 1s the
same as step S202 1n the first embodiment.

In step S403, the time varying parameter manager 24 deter-
mines the margin 3 from the recerved hopcount and the num-
ber of hops on the route from the communication device 20
itself to the destination address, referred to below as the
remaining hopcount. The remaining hopcount 1s determined
from routing information supplied by the frame generator 22.
One exemplary method of obtaining the margin f3 1s to sub-
tract the remaining hopcount from the recerved hopcount and
multiply the resulting hopcount difference by a predeter-
mined constant. The margin p 1s then proportional to the
distance, measured 1n hops, from the communication device
20 to the source communication device. The purpose of the
margin [3 1s to allow for the multi-hop delay from the source
address up to the communication device 20.

Other methods of calculating the margin may be used. For
example, the margin may be the sum of a constant value,
representing a system-wide clock synchronization tolerance,
and a value proportional to the hopcount difference, repre-
senting an allowance for the multi-hop delay from the source
address up to the communication device 20.

In step S404, the time varying parameter manager 24 sub-
tracts the margin 3 determined 1n step S403 from the local
time value to obtain a threshold value, and compares the
received time value with the threshold value. The received
secure communication frame 1s provisionally determined to
be fresh 1 the received time value 1s not older than the thresh-
old value.

If the recerved secure communication frame 1s provision-
ally determined to be fresh 1n both steps S402 and S404, then
the authentication processor 26 authenticates the frame in
step S405. Otherwise, the frame 1s discarded in step S406. It
authentication succeeds 1n step S405, the history manager 15
adds an entry including the identifying information of the
secure communication frame to 1ts history table 1n step S407.
Steps S405, S406, and S407 are similar to steps S204, S205,
and S206 1n the first embodiment.

Differing from the first embodiment, the time varying
parameter manager 24 does not update the local time value
according to the recerved time value, even 11 authentication
succeeds. Moreover, since the margin {3 1s variable, entries are
not deleted from the history table when their time values are
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older than the local time value minus 3. Entries may be
deleted from the history table, however, when their time val-
ues are older than the local time value by more than a prede-
termined quantity, such as a quantity equal to the largest
margin 3 that may occur in the system. Alternatively, entries
may be allowed to accumulate 1n the history table until the

table 1s Tull and then deleted, one by one, as new entries are
added.

FIGS. 13 to 15 show specific examples of the operation of
the second embodiment. The history table at commumnication
device E 15 assumed to include entries for previously recerved
secure communication frames generated at communication

devices C, D, F, and H.

In FIG. 13, communication device A generates a secure
communication frame destined for communication device S.
The routing information 1n the frame generator 22 at commu-
nication device A indicates that this frame can reach commu-
nication device S 1n five hops, passing through, for example,
intermediate communication devices E, I, N, and R. The time
varying parameter manager 24 accordingly generates a
secure communication frame with destination address S’,
source address ‘A’, the current local time value T A obtained
from the time varying parameter manager 24, a hopcount of
5%, payload data, and an authenticator. The routing processor
2’7 encapsulates this secure communication frame 1n a one-
hop communication frame by adding ‘A’ as the transmitter
address and ‘E’ as the recerver address. The transmitter 17
transmits the one-hop communication frame.

In FIG. 14, the one-hop communication frame 1s received
at communication device E. The recerver 28 at communica-
tion device E discards the receiver and transmitter addresses
‘E” and ‘A’ and passes the remainder of the frame, constituting
a secure communication irame, to the authentication proces-
sor 26. The authentication processor 26 passes the source
address ‘A’ and time value “T_A’ to the history manager 135
and the destination address °S’, time value “T_A’, and hop-
count ‘5’ to the time varying parameter manager 24.

The history manager 15 determines that no entry with
source address ‘A’ and time value “T_A’ 1s present in its
history table. The time varying parameter manager 24 con-
sults the routing information in the frame generator 22, finds
that there 1s a four-hop route from communication device E to
communication device S (passing through communication
devices I, N, and R, for example), subtracts this hopcount ‘4’
from the received hopcount “5°, and calculates a margin 3
from the hopcount difference °1°. In this example the hop-
count difference 1s minimal and the margin {3 has a corre-
spondingly small value. The time varying parameter manager
24 then calculates a threshold by subtracting the margin 3
from 1ts local time value T_B and compares the received time
value (T_A) with the calculated threshold (T_B—p). It will be
assumed that the recewved time value 1s newer than (e.g.,
greater than) the threshold value, so that this freshness test
also passes.

The authentication processor 26 1s notified by the history
manager 15 and time varying parameter manager 24 that both
freshness tests have passed and proceeds to authenticate the
secure communication frame. It will be assumed that authen-
tication succeeds. The history manager 15 then adds a new
entry with source address ‘A’ and time value “T_A’ to the
history table.

The transmitted one-hop frame ds also received at commu-
nication device B, but 1t 1s immediately discarded by the
recerver 28 at communication device B, without authentica-
tion or freshness testing, because 1t 1s not addressed to com-
munication device B.
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Reterring to FIG. 15, the authentication processor 26 at
communication device E passes the received secure commu-
nication frame as 1s to the routing processor 27, which encap-
sulates 1t 1n a one-hop communication frame having transmit-
ter address ‘E’ and recerver address ‘I’. The encapsulated
secure communication frame remains unchanged, with
source address ‘A’, destination address ‘S’, time value ‘T _A’,
and hopcount ‘5°. The transmitter 17 at communication
device E transmits this one-hop communication frame to
communication device 1.

The secure communication frame continues to be relayed
in this way until it reaches communication device S. At each
successive hop, the calculated value of 3 increases, enlarging,
the freshness margin to compensate for the increasing elapsed
time since the frame was generated at communication device
A.

When a broadcast frame 1s recerved 1n the second embodi-
ment and 1ts freshness 1s tested, the margin 3 may be deter-
mined from, for example, the hopcount from the recerving
communication device to the most distant communication
device 1n the system, or the hopcount from the receiving
communication device to the source address.

Like the first embodiment, the second embodiment pro-
vides a pair of freshness tests that require neither the storage
of large amounts of history information nor the precise syn-
chronization of the time varying parameters maintained at
different communication devices, and enables secure com-
munication frames to be transmitted with low delay because
the security transform does not have to be repeated at each
hop.

In a variation of the second embodiment, the time varying
parameter manager 24 adjusts its local time value according
to the time values 1n certain received communication frames,
such as communication frames broadcast from a particular
communication device.

The mvention 1s not restricted to the embodiments
described above. For example, the communication system
need not have a mesh topology; it may have a tree topology or
any other topology requiring multi-hop communication.

The invention may be applied to multicast communication
as well as unicast and broadcast communication.

The secret key and the authentication key need not be the
same throughout the communication system. For example, 1n
a communication system with two or more multicasting
groups, a separate secret key and authentication key may be
provided for each group.

The security transform may be executed on only part of the
communication frame instead of being executed on the entire
communication frame. In this case, in multi-hop transmis-
s1on, intermediate communication devices may modily the
part of the communication frame that 1s not used in the secu-
rity transform.

The margin of the time varying parameter may be varied
according to the transmission behavior of the communication
devices 1n the communication system. In the first embodi-
ment, for example, 1 a communication device broadcasts a
large number of secure communication frames in a short time,
it may set a comparatively large margin to allow for a com-
paratively large difference between the oldest and newest
values of the counter values maintained within the commu-
nication system.

When the recerved time varying parameter 1s older than the
local time varying parameter by exactly the margin, the fresh-
ness test may be deemed to have failed, instead of passing as
in the embodiments above. This 1s equivalent to reducing the
margin by one minimum unit, such as one count or one
minimum unit of time.
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Time varying parameters other than count values and time
values may be used.

Those skilled 1n the art will recognize that further varia-
tions are possible within the scope of the invention, which 1s
defined 1n the appended claims.

What 1s claimed 1s:

1. A communication device comprising:

a recerver for receving a secure communication frame
from another communication device, the received
secure communication frame including recerved 1denti-
tying information and a received time varying param-
eter, the recerved secure communication frame having
been generated by a security transform performed on at
least the recetved time varying parameter;

a history manager for maintaining recerved authentication
history information and performing a first freshness test
by searching for the received identifying information in
the received authentication history information, the first
freshness test failing 11 the recerved identifying informa-
tion 1s found 1n the recerved authentication history infor-
mation and passing 1 the recerved 1dentilying informa-
tion 1s not found in the received authentication history
information;

a time varying parameter manager for maintaining a local
time varying parameter and a margin, and performing a
second Ifreshness test by comparing the received time
varying parameter with the local time varying param-
eter, the second freshness test failing if the recerved time
varying parameter 1s older than the local time varying
parameter by more than the margin, and passing 11 the
received time varying parameter 1s not older than the
local time varying parameter by more than the margin;

an authentication key manager for managing an authenti-
cation key related to the security transform; and

an authentication processor for using the authentication
key to authenticate the recerved secure communication
frame when the first freshness test and the second fresh-
ness test both pass, the received secure communication
frame being discarded without authentication 11 either
the first or second freshness test fails.

2. The communication device of claim 1, wherein when
authentication succeeds, the history manager adds the
received 1dentifying information to the received authentica-
tion history information.

3. The communication device of claim 1, wherein the
received time varying parameter forms part of the received
identifying information.

4. The communication device of claim 1, further compris-
ing a transmitter for transmitting the recerved secure commu-
nication frame to another communication device as neces-
sary, without performance of another security transform, 1f
the first and second freshness tests both pass and authentica-
tion succeeds.

5. The communication device of claim 4, wherein the
secure communication frame is received with attached single-
hop address information, the communication device further
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comprising a routing processor for replacing the attached
single-hop address information with new single-hop address

information betfore the received secure communication frame

1s transmitted by the transmutter.

6. The communication device of claim 4, further compris-
ng:

a secret key manager for managing a secret key; and

a Irame generator for generating a new communication

frame including the local time varying parameter and
using the secret key to transform the new communica-
tion frame to a new secure communication frame;:
wherein

the transmitter also transmits the new secure communica-

tion frame.

7. The communication device of claim 6, wherein the time
varying parameter 1s a counter value and the time varying
parameter manager updates the counter value when the new
communication frame 1s generated and transmitted.

8. The communication device of claim 6, wherein the
frame generator places a source address, a destination
address, and a hopcount value 1n the secure communication
frame, the source address belonging to the communication
device, the hopcount value indicating a number of hops from
the source address to the destination address.

9. The communication device of claim 1, wherein the time
varying parameter 1s a counter value.

10. The communication device of claim 9, wherein the time
varying parameter manager updates the local time varying
parameter 1f the recerved time varying parameter 1s newer
than the local time varying parameter.

11. The communication device of claim 10, wherein the
time varying parameter manager updates the local time vary-
ing parameter i the received time varying parameter 1s equal
to the local time varying parameter.

12. The communication device of claim 1, wherein the time
varying parameter 1s a time stamp.

13. The communication device of claim 1, wherein the time
varying parameter manager varies the margin according to
the received secure communication frame.

14. The communication device of claim 13, wherein the
received secure communication frame includes a source
address, a destination address, and a hopcount indicating a
first number of hops from the source address to the destination
address, and the time varying parameter manager determines
the margin from at least one of the source address, the desti-
nation address, and the hopcount.

15. The communication device of claim 14, wherein the
time varying parameter manager determines a second number
of hops from the communication device to the destination
address of the received secure communication frame, sub-
tracts the second number of hops from the first number of
hops to obtain a hopcount difference, and determines the
margin from the hopcount difference, the margin increasing,
as the hopcount difference increases.
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