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PREVENTING CROSS-SITE REQUEST
FORGERY ATTACKS ON A SERVER

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority of Canadian Patent Appli-
cation Serial No. 2694326 entitled “A Method and System for

Preventing Cross-Site Request Forgery Attacks on a Server”,
filed on Mar. 10, 2010.

BACKGROUND

The present invention relates generally to computer secu-
rity, and more particularly, to preventing Cross-Site Request
Forgery (CSRF) security attacks on a server.

Security attacks on networked computers are a major con-
cern for both business enterprises and individual users as their
computers are increasingly using public networks such as the
Internet to access data servers. As a client computer requests
data from a server through the Internet, information about the
client computer and 1ts user might be obtained by an attacking
computer if there are security exposures in the networks or 1n
the client and server computers. Using 1llegitimately obtained
data, the attacker may submit a forged request to the same
server that the client 1s communicating with on the client’s
behalf, without the client or user being aware of 1t. The server
would recerve and process the forged request, and return the
requested data as normal because 1t does not know that the
request was forged and not intended by the user. Such a
server-side security attack 1s referred to as a Cross-Site
Request Forgery (CSRF) attack.

A Cross-Site Request Forgery attack might be sent through
inline objects such as Iframes and Images i JavaScript®
programs that automatically send data requests or post forms
to the server. (“JavaScript” and “Java” are registered trade-
marks of Sun Microsystems, Inc. in the United States, other
countries, or both.) The attack could cause serious damage to
both the server and the client, depending on the intent of the
attacker. The server 1s unable to distinguish a forged request
sent by the attacker from a legitimate one intended by the user
and would proceed to act on the forged request, such as
withdrawing funds from the user’s bank account. The forged
request might also direct the server to modily the server’s data
that 1n turn affect other users who access the same server.

A possible solution for minimizing the Cross-Site Request
Forgery (CSRF) attacks 1s to make a client request non-
predictable by introducing a random value to the vulnerable
link or form action and expect to see that value when the
request 1s submitted. This makes the request impossible for
the attacker to predict, and as a result, minimizes the chance
of attacks. However, this solution requires the relevant code to
be changed and 1s costly to implement, especially when deal-
ing with legacy or third-party applications or when the appli-
cation code 1s unavailable or difficult to modity.

BRIEF SUMMARY

The present invention 1s directed to preventing Cross-Site
Request Forgery security attacks on a server 1n a client-server
environment. In one aspect, this comprises: embedding a
nonce and a script 1n a response from the server to the client
wherein, when executed, the script adds the nonce to each
request from the client to the server; sending the response
with the nonce and the script to the client; and verifying that
cach request from the client includes the nonce sent by the
server. According to a preferred embodiment, the script modi-
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2

fies all components 1n a server response (such as XML and
JavaScript objects) that may result 1n future requests to the

server to add the nonce to the requests. The modification of
the components may 1nclude changing the context in which
the objects 1n a response are loaded 1nto a client application
that might result 1n the future requests. Aspects of the mnven-
tion may be embodied, for example, in the server or a proxy
between the server and the client that 1s capable of intercept-
ing and modifying the client requests and server responses.

In another aspect of the invention, a system 1s provided for
preventing CSRF security attacks on a server by client
requests without a user’s knowledge. The system preferably
embeds a nonce and a script in a server response to the client
wherein, when executed, the script adds the nonce to each
client request to the server; sends the response with the nonce
and the script from the server to the client; and verifies that
every request from the client includes the nonce previously
sent by the server. According to a preferred embodiment, as a
server response 1s processed by the system, the embedded
script modifies all objects 1n the server response that may
result in further data requests to the server to add the nonce to
the requests.

In yet another aspect of the invention, a computer program
product prevents CSRF security attacks. The computer pro-
gram product preferably comprises a computer usable storage
medium having readable program code embodied in the stor-
age medium to: embed a nonce and a script in a response from
the server to the client wherein when executed the script adds
the nonce to each request from the client to the server; send
the response with the nonce and the script to the client; and
verily that each said request from the client includes the
nonce sent by the server. According to a preferred embodi-
ment, the script modifies all components in the server
response that may result 1n future client requests to the server
to add the nonce to these requests.

The details of the preferred embodiments of the invention,
both as to its structure and operation, are described below 1n
the Detailed Description section 1n reference to the accom-
panying drawings, in which like reference numerals refer to
like parts. The Briel Summary 1s intended to identily key
teatures of the claimed subject matter, but 1t 1s not intended to
be used to limit the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 1s a block diagram 1llustrating a client-server envi-
ronment 1n which aspects of the invention may be embodied.

FIG. 2 1s an example of a client application user screen on
which a user could initiate a bank online fund transter, which
causes the client to send a request to the server for a fund
transfer user screen.

FIG. 3 1s an exemplary fund transfer user screen that a
server sends to the client, from which the client sends a
request to the server to make the fund transier per the user’s
initiation.

FIG. 4 1s a block diagram illustrating an example of an
attacking computer that obtains information from the client to
generate a forged fund transfer request to the server on behalf
of the user.

FIG. 5 15 a block diagram showing an example of a forged
fund transier request sent by the attacker to the server, on the
user’s behall and without the user’s knowledge.

FIG. 6 1s ablock diagram 1llustrating the client requests and
server response that include a script and a nonce to prevent
Cross-Site Request Forgery attacks, in accordance with
aspects of the invention.
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FIG. 7 1s a block diagram showing an example of a forged
tund transfer request sent by the attacker to the server, which
will not be processed by the server because it does not have
the server’s nonce 1n the request.

FIG. 8 1s a block diagram 1llustrating a client-server envi-
ronment with an exemplary proxy that embodies aspects of
the 1nvention.

FI1G. 9 1s a flow chart representing a high-level process for
preventing Cross-Site Request Forgery attacks 1n accordance
with aspects of the invention.

FI1G. 10 1s a flow chart representing exemplary operations
on the client side for preventing Cross-Site Request Forgery
attacks, 1 accordance with aspects of the mnvention.

FI1G. 11 1s a flow chart representing exemplary operations
on the server side for preventing Cross-Site Request Forgery
attacks, 1 accordance with aspects of the invention.

DETAILED DESCRIPTION

The present invention relates generally to computer secu-
rity. More specifically, the present invention relates to pre-
venting Cross-Site Request Forgery security attacks 1n a cli-
ent-server environment using a script embedded 1n a server
response to add a nonce value to all future requests from the
client to the server.

As will be appreciated by one skilled 1n the art, aspects of
the present invention may be embodied as a system, method,
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.), or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit”, “module”, or
“system”. Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
or more computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
tollowing: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory ), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain or store
a program for use by or in connection with an 1nstruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereol A com-
puter readable signal medium may be any computer readable
medium that 1s not a computer readable storage medium and
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4

that can communicate, propagate, or transport a program for
use by or 1n connection with an 1nstruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written 1n any com-
bination of one or more programming languages, including
an object oriented programming language such as Java®,
JavaScript, Smalltalk, C++ or the like and conventional pro-
cedural programming languages, such as the “C” program-
ming language or similar programming languages. The pro-
gram code may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software pack-
age, partly on the user’s computer and partly on a remote
computer, or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service Pro-
vider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the mvention. It will be
understood that each block of the tlowchart 1llustrations and/
or block diagrams, and combinations of blocks in the tlow-
chart illustrations and/or block diagrams, can be 1mple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the tflowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored 1n
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function 1n a particular manner, such that the instructions
stored 1n the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified 1n the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus, or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams 1n the figures described
below 1illustrate the architecture, functionality, and operation
of possible implementations of systems, methods, and com-
puter program products according to various embodiments of
the present mvention. In this regard, each block in the flow-
chart or block diagrams may represent a module, segment, or
portion of code, which comprises one or more executable
instructions for implementing the specified logical function
(s). It should also be noted that, 1n some alternative imple-
mentations, the functions noted 1n the blocks may occur out of
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the order noted 1n the figures. For example, two blocks shown
1n succession may, 1n fact, be executed substantially concur-
rently, or the blocks may sometimes be executed inthe reverse
order, depending upon the functionality involved. It will also
be noted that each block of the block diagrams and/or flow-
chart 1llustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

FI1G. 1 1s a diagram 1llustrating a typical client-server envi-
ronment 1n which a bank customer (the user) accesses the
bank’s server computer 110, from a client computer 111 and
through the Internet 112, to make a fund transfer between the
user’s accounts. The client 111 1s typically a personal com-
puter running a web browser application on top of a personal
computer operating system. The server 110 might be a web
server application hosted by a large web server computer. The
Internet 112 typically includes applicable network router
hardware and software on both ends of the Internet link to
support network connection and communication through the
Internet. (These latter components are omitted from FIG. 1
tor the purpose of clarity.)

As shown by the transactions 113, the client 111 first sends
a request 1134 to the bank’s server 110 with the command

GET/transtferForm

to download a fund transfer user screen, 1n response to the
user’s selecting the fund transfer function. The client request
113a generally includes a session cookie for the current net-
work session between the client and the server, which 1s “1
d345xdf” 1n this example. The server 110 then returns a
response 114 that includes a fund transfer form. The fund
transier form contains the relevant fields for the user to pro-
vide to the bank like the account to transter the funds from, the
account to transter the tunds to, and the amount of funds to be
transierred. The user next enters the required information on
the transfer form and 1mitiates the transfer. At this point, a
second request 1135 1s sent by the client 111 to the bank
server 110" which includes the command

GET/transter?’From=001&to =002&amount=1000

The request 1135 instructs the bank to transfer $1,000 from
account 001 to account 002 on the user’s behallf.

FIG. 2 shows an exemplary user screen 210 with the online
banking options 211 that a user typically sees at a client
computer. Among the online banking options 211 is the
option 212 for imitiating a fund transfer request. As the user
selects option 212, a request 1s sent from the client to the
server to download a fund transfer form, as shown by the
request 113a described above in reference to FIG. 1.

FIG. 3 illustrates an exemplary user screen 310 corre-
sponding to the fund transfer form returned by the server. The
fund transier form was 1ncluded 1n the server response 114
described above in reference to FIG. 1. The user screen 310
includes blank fields 311 for the user to enter the information
needed for the fund transfer, such as the bank accounts
involved and the amount to be transierred.

FIGS. 4 and 5 are block diagrams showing an example of a
Cross-Site Request Forgery attack on the bank’s server. In
FIG. 4, as the client 411 and server 410 communicate with
cach other through the Internet 412, an attacking program
already present in the client 411 might send relevant data
about the client to an attacking computer 415 through a
“GET/index.htm” command 416. The attacker might also
intercept the commumication between the server 410 and
client 411 over the Internet 412 if there are security exposures
in the networks between the client and the server or 1n the
client and server computers themselves. From the obtained
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6

client data, the attacking computer 415 could generate a
forged fund transfer request on behalf of the client 411 and
send this request to the client 411. As an example, the forged
request 417 might be for an instruction to the bank to transier
$50,000 from the user’s account to another account con-
trolled by the attacker. Once arriving at the client 411, the
forged request 417 might be sent to the server 410 through
inline objects such as Iframes, Images and JavaScripts that
automatically send requests and post forms to the server 410
using the server’s cookie that the client 411 currently main-
tains 1n 1ts memory. The forged request 417 1s made to the
server 410 without the user’s intention and knowledge.

Referring now to FIG. 5, upon receiving a forged request
517 from the attacking computer 515, the client 511 automati-
cally sends a request 513 to the server 510 to transfer $50,000
as directed by the attacker. The server 510 would not be able
to distinguish whether this request was mtended by the user
511 or whether 1t has originated from the attacking computer
515. As a result, the server would accept the request 517 and
process 1t as usual. The server 510 then transiers the funds as
directed by the forged request 513 and acknowledges the
transier as shown by the response 514 to the client 511.

FIG. 6 1s a block diagram 1llustrating a client-server envi-
ronment for a fund transter transaction similar to the example
described 1n FIG. 1, but which includes aspects of the mnven-
tion to protect against Cross-Site Request Forgery attacks. As
in the previous example, the user from a client computer 611
would like to make an online fund transfer with the bank.
Upon selecting the fund transfer option 1n the client’s web
browser, a request 613a 1s sent to the bank’s server 610 to
download the fund transier form. A response 614 1s returned
by the server 610 which includes the typical fields for the user
to enter on a fund transfer screen, such as the bank account
information and the funds amount to be transterred. In addi-
tion, the server 610 also includes 1n the response 614 a nonce
and a script that, when executed by a client application,
embeds the nonce 1n all future requests from the client 611 to
the server 610. As an example, the value of the nonce 1n the
response 614 1s 432432 (see 620), which 1s the same nonce
value 1n the session cookie (see 618). Further details on the
operations performed at the client are described below 1n
reference to FI1G. 10.

The user next enters the bank account information and the
transfer amount on the returned user screen. Upon the user
initiating the transier, a request 6135 1s sent from the client
611 to the server 610. The request 6135 includes a nonce with
the same value of 432432 that the server 610 has previously
returned to the client 611. Based on the nonce value 1n the
request 6135, which 1s identical to the nonce value previously
provided by the server 610, the server knows that the request
1s a legitimate one from the client 611 and not a forged request
from an attacker. The invention thus prevents a Cross-Site
Request Forgery attack on the server 610 from client com-
puters such as the client 611.

FIG. 7 1s a block diagram showing an example of a forged
fund transfer request sent by an attacker to the server, which
will not be processed by the server because the request does
not include the nonce that the server has previously sent to the
client. Similar to the example in FIG. 6, the client 711 and
server 710 exchange requests 713a and 7135, and response
714, to make an online fund transfer as indicated i1n the
request 713b. The attacking computer 715 mnitiates a forged
request 717 that 1s sent to the client 711. The client 711 then
forwards the attacker’s forged fund transfer request to the
server 710 as client request 713¢. However, the forged fund
transier in the request 713¢ does not have the nonce “432432”
that the server 710 has sent to the client 711 1n the response
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714. As aresult, the server 710 would not process this request
713¢. The Cross-Site Request Forgery protection embodied
in the server 710 and client 711 has thus prevented the
attacker 7135 from making a forged client request.

FIG. 8 1s a block diagram 1illustrating another exemplary
embodiment of the invention 1n which the client-server envi-
ronment has a proxy 818 on the server side and aspects of the
invention, as described, are provided by the proxy 818 rather
than by the server. As the client 811 and server 810 exchange
requests and responses, these requests and responses are
intercepted and examined by the proxy 818. The proxy 818
could then modity the client requests and server responses to
include the nonce and the script as described.

FIG. 9 1s a high-level flow chart representing an exemplary
embodiment of a server-side process for preventing Cross-
Site Request Forgery attacks on the server, 1n accordance with
aspects of the mvention. The process might be embodied at
the server 1tself or 1n a proxy between the server and the client
as 1llustrated 1 FIG. 8. For the purpose of describing the
server-side process, an embodiment of the process in the
server 1s used. The process starts at block 910. At block 911,
the server embeds a nonce and a script 1n all the responses that
it sends to a client 1n the current network session between the
client and the server. The responses are returned to the client
alter the server processes the client requests, whether manu-
ally initiated by a user at the client computer or automatically
generated from a client application. At step 912, upon receiv-
ing a server response with the nonce and script, the client
application (a browser i this case) executes the script to
include the nonce 1n all future requests that 1t will send to the
server. At step 913, the server verifies that each request that 1t
receives from the client includes the same nonce value that it
has previously sent to the client before the request 1s pro-
cessed.

FI1G. 10 1s a flow chart representing an exemplary embodi-
ment of a client-side process for preventing Cross-Site
Request Forgery attacks on a server, in accordance with
aspects of the invention. The client-side process begins at
block 1010. At block 1011, the client application sends an
initial data request to the server. The server processes the
request and returns a response, which the client receives at
block 1012. The client application (e.g., a web browser)
executes the returned script to add the nonce to all objects 1n
the returned page that might generate later requests to the
server, at block 1013. As the client application sends further
data requests to the server, 1t includes the nonce sent by the
server 1 the requests’ session cookies and the requests’
parameters or headers, as shown by block 1014. In some
instances where the server 1s not certain that a request was
intended by a user, the server sends a verification response to
the client for a user to confirm the request. The verification
response 1s received by the client at block 1015. The client
then needs to confirm with the server whether 1t has 1n fact
initiated the request, at block 1016. The client-side process
terminates at block 1017.

When the script modifies a server response, e.g., an HIML
page (or other markup language document) returned by the
server, to include the nonce 1n all future requests, the changes
sometimes are not to the page 1tself but to the context in which
the page objects are loaded. For example, the script might set
or change a cookie or modily an ActiveX® object like
XMLHttpRequest. (“ActiveX” 15 a registered trademark of
Microsolit Corporation in the United States, other countries,
or both.) Some of the future requests are performed automati-
cally by the browser when the page 1s loaded, e.g., images on
the page, while others require a user action, e.g., the user
moving a cursor over a menu and clicking a link. Some user
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actions trigger a reload of the entire page, such as the clicking
of a link that navigates to the next page, while other actions
modily parts of the page like the loading of an 1image on the
page or the filling an Iframe form. Still other user actions are
sent and consumed nternally by the scripts on the page, such
as when the user {ills 1n a country field 1n a form. The scripts
would fetch the provinces from the server and populate the
options on another form field.

The scripts on the page can generate page contents dynami-
cally, both at load time and as a response to events, such as
when the user expands a section 1n a tree structure. Therelore,
the update of all future actions to include the nonce 1s a
repetitive process that needs to occur repeatedly even after the
page1s loaded, either in a cyclic fashion, e.g., every 5 seconds,
or 1n response to events, €.g., whenever a new piece of content
1s written.

Actions on the page that result 1n future requests can be
performed in many different ways, using many different tech-
nologies. In preferred embodiments of the ivention, these
requests include those made through common actions such as

HTML elements, e.g., images, Iframes, links, HITML forms,

and ActiveX controls. They also include browser add-ons
with no user intertace, such as XMLHttpRequests, which are
invoked automatically from within scripts or 1n response to
events, and ActiveX controls with a user interface, such as

Adobe Flash®, Microsoft Silverlight®, Adobe Reader®,

etc., which etther go back to the hosting or originating page to
make requests through 1t, or submit the HT'TP requests them-
selves. (“Adobe Flash” and “Adobe Reader” are registered
trademarks of Adobe Systems Incorporated in the United
States, other countries, or both. “Silverlight” 1s a registered
trademark of Microsoft Corporation in the Umted States,
other countries, or both.)

FIG. 11 1s a flow chart representing an exemplary embodi-
ment of a server-side process for preventing Cross-Site
Request Forgery attacks on the server, in accordance with
aspects of the mvention. The server-side process might be
embodied 1n the server 1tself or 1n a server-side proxy capable
ol intercepting and modifying the requests and responses
between the client and the server. The process begins at block

1110. At block 1111, the server receives an incoming request
from the client. The server determines whether the request
includes a session cookie and if so, whether the cookie
includes a nonce value, at block 1112. If the result of this
determination 1s positive, the server checks to see whether the
request’s header or one of its parameters includes the same
nonce value as the value 1n the cookie, at block 1115. If the
request does not have a session cookie or the included session
cookie does not have a nonce, per the determination in block
1112, then the server sends a verification to the client to
confirm the request, at block 1113. If the client confirms at
block 1114 that 1t has initiated the data request to the server,
then the process continues at block 1116. Otherwise, the
server returns an error response to the server at block 1119.
The request verification represented by blocks 1113-1114 1s
preferably optional to allow it to be deactivated as needed.
The server-side process ends at block 1120.

At block 11185, 11 the client request’s header or one of 1ts
parameters includes the same nonce value as the value 1n the

cookie, then control of the process tlows to block 1116 where
the server checks if there 1s a session cookie for the current
network session between the client and the server. If there 1s
none, then the server creates a new nonce value and uses 1t as
the session cookie. The server includes the session cookie and
a script for handling the nonce 1n 1ts response to the client at
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block 1117. The server next returns this response to the client
at block 1118. The server-side process terminates at block
1120.

The subject matter described above 1s provided by way of
illustration only and should not be construed as limiting.
Various modifications and substitutions of the described com-
ponents and operations can be made by those skilled 1n the art
without departing from the spirit and scope of the present
invention defined 1n the following claims, the scope of which
1s to be accorded the broadest interpretation so as to encom-
pass such modifications and equivalent structures. As will be
appreciated by those skilled in the art, the systems, methods,
and procedures described herein can be embodied 1n a pro-
grammable computer, computer executable software, or digi-
tal circuitry. The software can be stored on computer readable
media (as has been discussed above).

The mvention claimed 1s:

1. A system for preventing security attacks between a client
and a server, comprising:

a computer comprising a processor; and

instructions which are executable, using the processor, to

implement:
embedding a nonce and a script in a server response to
the client in a session, wherein the script 1s adapted
such that when executed at the client following receipt
ol the response from the server, the script automati-
cally adds the nonce to each future request sent from
the client to the server 1n the session;
sending the response with the nonce and the script
embedded therein from the server to the client; and
verilying that each future request received at the server
from the client in the session includes the nonce,
wherein:
the embedding comprises creating a session cookie 1f
a client request has no session cookie, the response
includes the session cookie, and the session cookie
includes the nonce:
the client request comprises a parameter that includes
the nonce; and
the verifying comprises verifying that the nonce in the
parameter 1s identical to the nonce 1n the session
cookie;
sending a verification response to the client, 11 the nonce
in the parameter 1s not identical to the nonce 1n the
session cookie, to confirm that the request was
intended by a user; and
processing the request 1t the request 1s confirmed as
being intended by the user, otherwise rejecting the
request.

2. The system of claim 1, wherein the script modifies all
components 1n the server response that result in sending the
future requests to the server, the modilying comprising
embedding the nonce in the future requests.

3. The system of claim 1, wherein the client request 1s made
through a browser and the browser automatically executes the
script when the client processes the server response.

4. The system of claim 1, wherein:

the client request comprises a header that includes the

nonce sent by the server; and
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the embedding verifies that the nonce 1n the header 1s

identical to the nonce in the session cookie.

5. The system of claim 1, wherein the embedding rejects
the client request 1f the nonce 1n the parameter 1s not 1dentical
to the nonce 1n the session cookie.

6. The system of claim 1, wherein the embedding operates
at the server.

7. The system of claim 1, wherein the embedding operates
at a proxy capable of intercepting and modifying the client
requests and the server responses.

8. The system of claim 1, wherein the script 1s adapted such
that the client executes the script using standard script pro-
cessing functionality of a browser that operates at the client
for processing the server response.

9. A computer program product for use with a client and a
server to prevent security attacks, the product comprising a
non-transitory computer readable storage medium having
computer readable program code embodied 1n the storage
medium, the program code operable to:

embed a nonce and a script 1n a server response to the client

1n a session, wherein the script 1s adapted such that when
executed at the client following receipt of the response
from the server, the script automatically adds the nonce
to each future request sent from the client to the server in
the session;

send the response, with the nonce and the script embedded

therein, from the server to the client; and

verily that each future request recerved at the server from

the client 1n the session includes the nonce, wherein:

the embedding comprises creating a session cookie 1f a

client request has no session cookie, the response

includes the session cookie, and the session cookie

includes the nonce;

the client request comprises a parameter that includes
the nonce; and

the verifying comprises verilying that the nonce in the
parameter 1s 1dentical to the nonce in the session
cookie:

send a verification response to the client, 11 the nonce 1n the

parameter 1s not i1dentical to the nonce 1n the session
cookie, to confirm that the request was intended by a
user; and

process the request if the request 1s confirmed as being

intended by the user, otherwise reject the request.

10. The computer program product of claim 9, wherein the
script modifies all components 1n the server response that
result 1n sending the future requests to the server, the modi-
tying comprising adding the nonce to the future requests.

11. The computer program product of claim 9, wherein the
client request 1s made through a browser and the browser
automatically executes the script when the client processes
the server response.

12. The computer program product of claim 9, wherein the
script 1s adapted such that the client executes the script using
standard script processing functionality of a browser that
operates at the client for processing the server response.
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