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EFFICIENT RECORDING AND REPLAYING
OF NON-DETERMINISTIC INSTRUCTIONS
IN A VIRTUAL MACHINE AND CPU
THEREFOR

BACKGROUND

Deterministic replay 1n a virtual machine creates an execu-
tion that 1s logically equivalent to an original execution of
interest. Two executions are logically equivalent 11 they con-
tain the same set of dynamic instructions, each dynamic
instruction computes the same result 1n the two executions,
and the two executions compute the same final state of the
system (processor, memory and devices). Virtual machines
are soltware abstractions of physical computer systems, gen-
erally using virtualization software which 1s typically a thin
layer of software that logically sits and provides an interface
between hardware and guest OS. Virtualization 1s well known
to those 1n the field of computer science.

A virtual machine-based deterministic replayer may sup-
port full-system replay; 1.e., the entire virtual machine (VM),
including guest operating system (OS) and guest applica-
tions, 1s recorded and replayed. During recording, all sources
of non-determinism from outside the virtual machine are
captured and logged 1n a log file. These include data and
timing of inputs to all devices, including virtual disks, virtual
network interface cards (NIC), etc. A combination of tech-
niques, such as device emulation and binary translation, are
used to ensure deterministic replay as long as the recorded
device input data are replayed at right time.

Certain central processor unit (CPU) 1nstructions are non-
deterministic. A non-deterministic mstruction 1s one whose
output 1s not determined entirely by 1ts mputs or a current
architectural state. For example, the x86 RD'TSC instruction
returns the current time expressed in processor clocks,
RDPMC and RDMSR return the contents of performance
counter registers, etc. As shown i FIG. 1, the outputs of
non-deterministic instructions can arise from the interaction
of the VM with a non-deterministic units such as real time
clock 16, which 1s a device that can be quernied by a CPU with
a RDTSC 1nstruction, whose result 1s returned in real-time
and depends on the when the instruction 1s executed.
Examples of other non-deterministic units include input
devices (such as a keyboard, mouse, microphone, etc.) a
thermal sensor, a transducer, a network card, a video camera,
and so on. Such devices are non-deterministic because they
produce mputs that cannot be predicted based solely on the
state of the machine.

When executing an application within certain VMs, the
virtualization software can record the complete execution
behavior. Having saved this behavioral information, the user
can replay that exact and complete behavior an unlimited
number of times. This can be useful for debugging. For
example, a users can record execution of the VM, and then
attach a gdb debugger to the guest operating system or guest
applications during replay. On replay, the user can look at
memory, set breakpoints, and single step through the execu-
tion to 1dentify problems and resolve them. Of course, record
and replay have other applications, any of which may benefit
from the embodiments described herein.

FIG. 1 shows one example of a virtualized computer sys-
tem 10 wherein the results of non-deterministic istructions
are stored 1n log 40 during record mode. One of applications
28 or guest operating system 24 (including drivers 26) may
1ssue a non-deterministic mstruction to virtual system hard-
ware 22, which, as generally known, 1s implemented by vir-
tualization software 30, e.g., by hypervisor 32. Guest instruc-
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tions (that 1s, instructions issuing from VM 20) are often
directly executed on host CPU 14. During direct execution of
guest mstructions from VM 20, the virtual memory system
(not shown) and CPU 14 of host platform 12 assume a con-
figuration associated with the context of VM 20. In the
present example, VM 20 1ssues a non-deterministic instruc-
tion to read a timestamp value from real-time clock 16, which
returns the non-deterministic value, 1.e., the timestamp value.
Other instructions may similarly elicit non-deterministic val-
ues as described above. When system 10 1s 1n record mode,
hypervisor 32 records the value 1n log 40 so that the same
results may be made available during replay so that the replay
behavior duplicates the behavior of the VM 20 during record
mode. In order for the hypervisor to carry out the function of
recording the non-deterministic value to log 40, system 10
must exit the context associated with VM 20 and enter a
context associated with hypervisor 32. Similarly, when a
non-deterministic instruction 1s executed during replay, 1t
triggers an exit from the context of VM 20 to a context of
hypervisor 32, which reads the non-deterministic value from
log 40 and returns the value that was recorded for the instruc-
tion to VM 20.

Changing execution contexts from VM 20 to hypervisor 32
and back 1s a resource-intensive operation that can introduce
substantial penalties 1n performance. This problem can
become severe when numerous such exits are required due to
the execution of many non-deterministic instructions from
guest application 28 during record and replay. For example,
one or more non-deterministic instructions can occur in a
loop, causing a large number of non-deterministic instruction
executions 1n a short time.

SUMMARY OF THE INVENTION

The result of a non-deterministic instruction 1s handled
during record and replay 1n a virtual machine. A result of a
non-deterministic instruction 1s stored to a storage builer
during record mode and retrieved from a storage butler during
replay mode without exiting to the hypervisor. At least part of
the contents of the storage butler can be stored to a log when
the storage buffer 1s full during record mode, and the storage
builer can be replenished from a log when the storage butier
1s empty during replay mode. Embodiments of the invention
can be partially implemented in hardware by altering the
semantics for the execution of non-deterministic instructions
based on arecord/replay operating state or mode of operation.
Embodiments of the invention can also be implemented com-
pletely 1n software.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows one example of a virtualized computer sys-
tem wherein the results of non-deterministic istructions are
stored 1n a log during record mode.

FIG. 2 shows a system and method for implementing a
record mode in accordance with an embodiment of the
present invention.

FIG. 3 shows a system and method for implementing a
replay mode in accordance with an embodiment of the
present invention.

FIG. 4A 1s a tlow chart illustrating a method 1n accordance
with an embodiment of the present invention in record mode.

FIG. 4B illustrates the operation of a memory bufler in
accordance with an embodiment of the present invention
during record mode.

FIG. 5A 1s a tlow chart illustrating a method 1n accordance
with an embodiment of the present invention 1n replay mode.
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FIG. 5B illustrates the operation of a memory buifer in
accordance with an embodiment of the present invention
during replay mode.

DETAILED DESCRIPTION

In an exemplary hardware-assisted replaying virtualization
system, during record mode, the result ol a non-deterministic
instruction 1s stored 1n hardware registers or machine memory
by the physical hardware, generally without exiting to the
virtualization software. Likewise, during replay mode, results
ol non-deterministic istructions are retrieved from hardware
registers or machine memory by the physical hardware, again
generally without exiting to the virtualization software. The
storage and retrieval of non-deterministic instruction results
without exiting to the virtualization software can make more
elfective use of processor cycles.

In describing the present invention, 1t 1s usetul to identify
three particular states of operation for a virtualization system
implementing the present invention. First, a currently execut-
ing virtual machine (VM) may be in record mode; second, a
currently executing VM may be 1n replay mode; and, third,
there may be no currently active VM 1n etther record mode or
replay mode. If there are multiple CPUs 1n a virtualization
system, each CPU may be 1n one of these three operating
states independently of the other CPUs 1n the system, depend-
ing on whether a VM 1s currently executing on the respective
CPU and, 11 there 1s a VM executing on the CPU, depending
on the execution mode of that VM. Each CPU may be a
Processor or a processor core 1n a multicore processor. Thus,
these three operating states may be referred to as record/
replay operating states, or CPU-specific record/replay oper-
ating states. Also, a given CPU may be said to have a record/
replay operating state ol “record” when a VM that 1s
executing on the CPU 1s in record mode; the CPU may be said
to have arecord/replay operating state of “replay” whena VM
that 1s executing on the CPU 1s in replay mode; and the CPU
may be said to have a record/replay operating state of “nor-
mal” when there 1s no VM executing on the CPU that 1s in
either record mode or replay mode.

In some embodiments of this invention, the semantics for
the execution of non-deterministic instructions are altered,
based on which of these three operating states applies for a
grven CPU. Some suitable means may be provided to indicate
a current record/replay operating state to a CPU, or, more
specifically, to indicate when an active VM 1s executing 1n
record mode on the CPU, when an active VM 1s executing in
replay mode on the CPU, and when there 1s no active VM
executing on the CPU 1n either record mode or replay mode.
For example, the record/replay operating state may be indi-
cated using one or more bits in a machine specific register
(MSR), or 1n any other data structure. For example, one bit
may be set to indicate the record operating state, a second bit
may be set to indicate the replay operating state, and both bits
may be cleared to indicate the normal operating state. In some
embodiments, a CPU determines its current record/replay
operating state each time 1t encounters a non-deterministic
instruction, such as by reading selected bits that indicate the
state, for example. In other possible embodiments, a CPU
may have distinct record/replay modes of operation, such that
the CPU need not determine 1ts operating state each time 1t
encounters a non-deterministic instruction. For example, the
CPU may have a normal mode, a record mode and a replay
mode. When the CPU is set to normal mode, 1t will execute
non-deterministic instructions according to “normal seman-
tics,” until 1t 1s switched to a different record/replay mode of
operation; when the CPU 1s set to record mode, 1t will execute
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4

non-deterministic instructions according to “record seman-
tics,” until 1t 1s switched to a different record/replay mode of
operation; and, when the CPU 1s set to replay mode, 1t will
execute non-deterministic instructions according to “replay
semantics,” until 1t 1s switched to a different record/replay
mode of operation. The semantics for execution of determin-
istic 1nstructions generally are not affected by the record/
replay operating state or mode of operation.

FIG. 2 illustrates a virtualization system 100 having an
active virtual machine (VM) 120 executing in record mode.
Virtualization system 100 executes on a host platform 110,
which includes one or more CPU(s) 114. Virtualization sys-
tem 100 also includes virtualization software 130, which
supports execution of VM 120. VM 120 includes virtual sys-
tem hardware 122, a guest operating system 124, including
drivers 126, and guest applications 128. Virtualization sofit-
ware 130 may have any of a wide variety of configurations
and implementations. FIG. 2 shows virtualization software
130 as including hypervisor 132, as just one example.

In one embodiment, when VM 120 1s executing in record
mode on CPU 114, such that virtualization system 100 1s in a
record/replay operating state of “record”, CPU 114 is con-
trolled to implement record semantics for the execution of
non-deterministic instructions. For example, hypervisor 132
may set one or more bits 1n machine specific register (MSR)
204, or 1n any other data structure, etc., to indicate that an
active VM 1s executing 1n record mode. When a non-deter-
ministic 1mstruction 1s executed 116 while a VM 1s in record
mode, CPU 114 will generally store the returned value to
buifer 202 1n system memory or CPU hardware registers or
system memory 201 as indicated by arrow 1352, rather than
immediately exiting to the hypervisor context. For example,
buifer 202 may be at a location 1n system memory 1dentified
by a physical address supplied by hypervisor 132, e.g., by
storing the address in MSR 204, when setting the CPU to
“record” mode.

As used herein, the term “butfer” refers to a data structure
in which entries are located 1n memory, 1n at least one hard-
ware register, or 1n a combination thereof. In one embodi-
ment, buffer 202 resides in machine memory that 1s not avail-
able to guest operating systems 124 and applications 128, but
1s available to the hypervisor 132. When memory butfer 202
1s Tull, CPU 114 can trigger an exit to the hypervisor context
so that hypervisor 132 may store at least some of the contents
of memory builer 202 to log 140, which may reside, €.g.,1n a
mass data storage device that 1s within or accessible to host
platform 110. Memory buifer 202 may be managed by point-
ers. For example, when memory 201 for the memory bulifer
202 15 allocated, a first pointer PIR, can be established that
points to the next available memory location. PI'R; may be
initialized to the beginning of the memory builer 202. A
second pointer PTR,, can be established that points to the end
of the memory butter 202. While PTR, 1s less than or equal to
PTR.,, a value can be stored at the address pointed-to by PTR
and PTR, can be incremented. When the memory buifer 202
1s full, PTR,.PTR,, which can trigger an exit to the hypervi-
sor 132 so that the memory buffer 202 contents may be copied
by hypervisor 132 to log 140 and the memory buifer 201
cleared, as indicated by arrows 154, 156. The hypervisor 132
may be responsible for once again initializing PTR, to point
to the first available memory location 1n the memory buifer,
while PTR, may point to the end.

The order in which the various operations take place when
flushing buffers 202 may be varied. For example, the system
may exit to the hypervisor context when, after executing a
nondeterministic mstruction and realizing that the butfer 1s
tull, 1n which case the new nondeterministic may be value
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held until the context returns to the guest VM so that the new
value may be entered into the now empty bulfer. Alterna-
tively, the system may pass the new value to the hypervisor
alter determining the butfer 1s full. In this case, the hypervisor
may copy the contents of the full butter plus the new value to
log 140, the new value being handed-ofl to the hypervisor
during the context switch. It 1s also possible to 1gnore the
result of the non-deterministic instruction when the buifer 1s
tull, drop to the hypervisor context, and then re-execute the
non-deterministic mstruction upon returning to the VM con-
text, storing the result to the now-emptied buffer. In yet
another embodiment, the system may check whether the
butler 1s tull after each write to the butier. When the butler 1s
tull, 1t may then switch to hypervisor context so that the
hypervisor can copy the contents to log file 140 and start with
a new execution when returning to the guest VM context.
An embodiment during replay mode 1s shown in FIG. 3. In
this mode, according to one embodiment, the hypervisor 132
allocates memory 201 for the memory buffer 202 and popu-
lates memory buifer 202 with entries from log 140 created
during a previous recording session, as mdicated by arrows
153, 155. Hypervisor 132 may establish pointers PTR,; and
PTR.,, where PTR, points to the next value in the memory
butfer and PTR,, points to the end of the memory butfer 202.
Operation of the pointers 1s described 1n more detail below
with reference to FIG. SB. Hypervisor 132 places CPU in
replay mode 1n a manner such as previously described above
with reference to placing the CPU 1n record mode. When a
non-deterministic instruction 1s received in replay mode, the
CPU returns the stored value, as indicated by arrow 157,
instead of executing the instruction normally and PTR, canbe
incremented by the CPU. Alternatively, the instruction may
be executed normally, but with the results being replaced or

ignored in favor of the non-deterministic value read from
butifer 202.

The normal execution of a non-deterministic 1nstruction
may correspond to the way in which 1t 1s executed when the
virtual machine 120 1s in neither record nor replay mode, 1.¢.,
without having to change out of the VM execution context.
For example, i1, during replay, the non-deterministic istruc-
tion 1s RDTSC, then CPU 114 returns the corresponding
value previously recorded 1n memory butfer 202, rather than
the actual current time at that point. When at least part of the
memory buller 202 1s empty, CPU can invoke the hypervisor
130 to replenish the memory buifer 202 with additional non-
deterministic values that were stored to the log 140 during
record mode. Those values can subsequently be returned
upon the execution of further non-deterministic mnstructions
during replay. An empty memory bulfer 202 can be detected
when PTR, 1s equal to PTR,,, at which point the system may
drop to hypervisor 130 in order to refill the memory buifer
202 from entries 1n log 140 and reset P1TR; to point to the next
non-deterministic value 1n replay mode. PTR can be set to
point to the end of the memory builer 202. In embodlments of
the present invention, the memory butfer 202 can be replen-
1shed before 1t 1s empty.

The order in which the various operations take place when
refreshing buffer 202 may be varied. In one embodiment,
when a non-deterministic instruction 1s recerved, the CPU
may check the buffer pointers PTR,, PTR, to identily the
location of the next previously recorded non-deterministic
value. If the PIR, equals PTR,, then the system changes
context to the hypervisor as described above so that the butifer
may be loaded with new non-deterministic values. Upon
returning to the VM context, the original non-deterministic
instruction may berestarted, in which case the first element of
the bufter will be read. In another embodiment, the bufter
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may be eagerly refilled after the CPU reads the last element
from the buffer, so that, upon receiving the next non-deter-
ministic 1mstruction, the next value will be readily available.
Those skilled 1n the art will recognize that there are many
possible 1mplementations for refilling the buifer during
replay, as well as copying the butler to the log during record,
so that the frequency of hypervisor invocations 1s reduced.
The examples presented herein should therefore be under-
stood as illustrative, and not limiting 1n any way.

FIGS. 4A and 4B show by way of example how pointers
and non-deterministic values may be handled during record
mode. FIG. 4A shows a tlowchart 300 illustrating by way of
example a method CPU 114 may perform when recording a
non-deterministic guest 1nstruction. Prior to execution,
memory bulfer 202 (FIG. 4B) 1s allocated in machine
memory 201, pointer PTR, 1s established for pointing to a
next available position 1in memory buil

er 202, and pointer

PTR, 1s established for pointing to the end of memory bulifer

202.

The procedure begins as indicated by start block 302 and
flows to operation 304 wherein a non-deterministic mstruc-
tion 1s executed. Non-deterministic instructions may be a
predefined subset of 1nstructions that CPU 114 can execute.
Once the non-deterministic value 1s obtained as a result of the
execution 1n operation 304, the procedure flows to operation
306 to determine 11 PTR, 1s equal to PTR,. When PTR; 1s not
equal PTR,, the procedure flows to operation 312, wherein
the non-deterministic value 1s stored at the location 1dentified
by PTR,, 1.e., entry 3 as shown 1 FIG. 4B. PTR, 1s then
updated, e.g., incremented, to the next available memory
builer 202 location as shown in FIG. 4B. When PTR, 1s equal
PTR, 1n operation 306, then the procedure tflows to operation
308, wherein the system exits the VM context and enters the
hypervisor context so that the hypervisor can copy the con-
tents of memory buller 202 to log 140 (FIGS. 2, 3). As
mentioned above, 1n one embodiment, the new non-determin-
istic value may be presented to the hypervisor during the
switch so that 1t 1s recorded to log 140 along with the contents
of butfer 202. Then in operation 301, pointers PIR, and PTR,
may be reset. The procedure then ends as indicated by done
block 314.

FIGS. SA and 5B show by way of example how pointers
and non-deterministic values may be handled during replay
mode. When entering the replay mode, hypervisor 132 may
allocate a memory builer 202 in machine memory 201 as
shown 1n FIG. 5B and set PTR, to i1dentify the location 1n
memory butler 202 of the next non-deterministic value (Entry
3) to be provided to the replay and set PTR, to identity the
location of the end of memory butier 202. FIG. 5A shows a
flowchart 400 illustrating by way of example a procedure
CPU 114 may perform when replaying a non-deterministic
guest instruction.

The procedure begins as indicated by start block 402 and
proceeds to operation 404 wherein receipt of a non-determin-
1stic guest mstruction 1s 1dentified. As mentioned above, non-
deterministic guest instructions may be identified by being a
member of a predefined set of non-deterministic guest
instructions that forms a subset of the instructions CPU 114 1s
capable of executing. Once the non-deterministic guest
instruction 1s identified 1n operation 404, the procedure flows
to operation 406 wherein CPU 114 determines 1f PTR, 1s
equal to PIR,. When PTR, 1s equal to PTR,, then memory
builer 202 1s empty and the procedure flows to operation 408
wherein the system switches contexts for hypervisor execu-
tion. The hypervisor then replenishes buifer 202 with non-
deterministic values from log 140. Then, 1n operation 410, the
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hypervisor resets the pointers, and returns to the VM’s con-
text which proceeds with operation 412, described below.

Returming to operation 406, when PTR, 1s not equal to
PTR,, the procedure flows to operation 412, wherein the next
non-deterministic value 1s retrieved from the location 1denti-
fied by PIR, 1n buffer 202, e.g., entry 3. Thus, the non-
deterministic instruction need not be executed 1n replay mode
since the result 1s simply retrieved from buffer 202. After
retrieving the next non-deterministic instruction, PTR, may
be updated, e.g., incremented as shown 1n FIG. 5B to the next
available memory builer 202 location.

It should be recognized that the Figures are presented for
illustration only and an actual implementation may have a
much larger buifer. Builer 202 may be any arbitrary size
depending on the implementation. For example, a larger
buifer will be more efficient by reducing the frequency of
context switches, but will require more memory to 1mple-
ment, or, in the case the buifer 1s implemented in the CPU,
more logic gates and hence, processor real estate.

In one embodiment, buffer 202 may be at least partially
emptied during record mode and at least partly replenished
during record mode 1n an opportunistic manner. Other events
besides the execution of a non-deterministic mnstruction can
cause an exit to hypervisor 132. For example, hypervisor 132
1s generally configured to intercept all or most host interrupts.
All such interrupts result 1n exits to hypervisor 132 including,
a number of periodic interrupts from the host timer hardware.
Similarly, many privileged instructions may be intercepted by
hypervisor 132 in the normal course of virtualization:
IN/OUT 1nstructions driving hardware devices, CPU Control
Register accesses, etc. A VM 120 executing such instructions
will generate additional exits to hypervisor 132. Upon such an
exit to hypervisor 132 during record mode, at least some of
the contents of the memory builer 202 can be stored by
hypervisor 132 to log 140, even 1f memory buifer 202 1s not
tull. Likewise, upon such an exit to hypervisor 132 during
replay mode, hypervisor 132 may populate empty locations in
the memory buifer 202 by additional output values from the
log 140. This technique can advantageously reduce the num-
ber of expensive hypervisor exits caused by full and empty
memory buifers 202.

In another embodiment of the present invention, CPU 114
may support the record and replay execution modes wherein
memory buifer 202 resides 1n guest virtual memory instead of
machine memory (or hardware registers). For example, in
certain CPUs, the microcode that implements RDTSC (and
other non-deterministic mstructions) might be both simpler
and faster when the mstruction produces and consumes val-
ues from the wvirtual rather than machine memory. The
memory butler in virtual memory can thus be populated and
consumed at hardware speeds without additional exits or to
traps to hypervisor 132. However, since the memory buiier
resides 1n guest virtual memory, the memory butler can be
managed (allocated, etc.) by the guest driver 126, the guest
operating system 124, etc. For example, memory buffer 202
may be established 1n virtual memory by VM 120. Such
memory may be protected from being altered by guest oper-
ating system 124 or guest application 128 while 1t 1s being
used (during record and replay). For example, hypervisor 132
may unmap pages of memory corresponding to buiier 202
between replenishing points in order to protect memory
buifer 202 from accidental changes by the guest operating,
system 124 or applications 128. Alternatively, 11 guest oper-
ating system 124 is trusted, memory pages used by memory
butfer 202 could be mapped as OS-only, thereby disabling
access to the memory butfer 202 by applications 128. Guest
operating system 124 and/or guest driver 126 may be config-
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ured to manage the memory by flexibly allocating different
amounts ol memory to the memory butifer. This can make at
least part of the memory buller space available to store addi-
tional outputs. In such an embodiment, the additional virtual
memory may also be protected from being altered by guest
operating system 124 or guest application 128 while it 1s
being used.

Other approaches are envisioned wherein more than one
memory builer may be used to handle non-deterministic
istructions. For example, certain instructions may be
handled using a memory butler 1n virtual memory, others may
be handled using a memory buffer in machine memory, while
yet others may be handled using hardware registers.

The various embodiments described herein may employ
various computer-implemented operations involving data
stored 1n computer systems. For example, these operations
may require physical manipulation of physical quantities—
usually, though not necessarily, these quantities may take the
form of electrical or magnetic signals, where they or repre-
sentations of them are capable of being stored, transierred,
combined, compared, or otherwise manipulated. Further,
such manipulations are often referred to 1n terms, such as
producing, identifying, determining, or comparing. Any
operations described herein that form part of one or more
embodiments of the imnvention may be useful machine opera-
tions. In addition, one or more embodiments of the invention
also relate to a device or an apparatus for performing these
operations. The apparatus may be specially constructed for
specific required purposes, or it may be a general purpose
computer selectively activated or configured by a computer
program stored 1n the computer. In particular, various general
purpose machines may be used with computer programs writ-
ten 1n accordance with the teachings herein, or it may be more
convenient to construct a more specialized apparatus to per-
form the required operations.

The various embodiments described herein may be prac-
ticed with other computer system configurations including
hand-held devices, microprocessor systems, microprocessor-
based or programmable consumer electronics, minicomput-
ers, mainirame computers, and the like.

One or more embodiments of the present invention may be
implemented as or include one or more computer programs or
as one or more computer program modules embodied 1n one
or more computer readable media. The term computer read-
able medium refers to any data storage device that can store
data which can thereafter be mput to a computer system—
computer readable media may be based on any existing or
subsequently developed technology for embodying computer
programs 1n a manner that enables them to be read by a
computer. Examples of a computer readable medium include
a hard drive, network attached storage (NAS), read-only
memory, random-access memory (e.g., a tlash memory
device), a CD (Compact Discs)—CD-ROM, a CD-R, or a
CD-RW, a DVD (Dagital Versatile Disc), a magnetic tape, and
other optical and non-optical data storage devices. The com-
puter readable medium can also be distributed over a network

coupled computer system so that the computer readable code
1s stored and executed 1n a distributed fashion.

Although one or more embodiments of the present inven-
tion have been described 1n some detail for clarity of under-
standing, 1t will be apparent that certain changes and modifi-
cations may be made within the scope of the claims.
Accordingly, the described embodiments are to be considered
as 1llustrative and not restrictive, and the scope of the claims
1s not to be limited to details given herein, but may be modi-
fied within the scope and equivalents of the claims. In the
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claims, elements and/or steps do not imply any particular
order of operation, unless explicitly stated in the claims.

In addition, while described virtualization methods have
generally assumed that virtual machines present interfaces
consistent with a particular hardware system, persons of ordi-
nary skill in the art will recognize that the methods described
may be used 1n conjunction with virtualizations that do not
correspond directly to any particular hardware system. Virtu-
alization systems 1n accordance with the various embodi-
ments, implemented as hosted embodiments, non-hosted
embodiments or as embodiments that tend to blur distinctions
between the two, are all envisioned. Furthermore, various
virtualization operations may be wholly or partially imple-
mented 1n hardware. For example, a hardware implementa-
tion may employ a look-up table for modification of storage
access requests to secure non-disk data.

Many variations, modifications, additions, and 1mprove-
ments are possible, regardless the degree of virtualization.
The virtualization software can therefore include components
ol a host, console, or guest operating system that performs
virtualization functions. Plural instances may be provided for
components, operations or structures described herein as a
single mstance. Finally, boundaries between various compo-
nents, operations and data stores are somewhat arbitrary, and
particular operations are 1llustrated 1n the context of specific
illustrative configurations. Other allocations of functionality
are envisioned and may fall within the scope of the 1nvent-
ion(s). In general, structures and functionality presented as
separate components 1n exemplary configurations may be
implemented as a combined structure or component. Simi-
larly, structures and functionality presented as a single com-
ponent may be implemented as separate components. These
and other vaniations, modifications, additions, and improve-
ments may fall within the scope of the appended claims(s).

What 1s claimed 1s:

1. A method for storing the output of non-deterministic
instructions during record mode by a guest virtual machine
(VM) 1n a virtualized computer system, the VM having a
guest operating system executing via virtualization soitware,
the virtualization software running on a host platform having,
a CPU, the method comprising:

(a) the CPU executing a non-deterministic guest instruc-
tion for the guest VM while the CPU 1s 1n a guest VM
context and while the guest VM 1s executing 1n record
mode;

(b) the CPU obtaining a non-deterministic value resulting
from the executing of the non-deterministic guest
instruction;

(c) the CPU storing the non-deterministic value to a buifer
while the CPU 1s 1n the guest VM context without
switching to a hypervisor context, wherein the butler 1s
accessible by the CPU;

(d) repeating steps (a) through (¢) multiple times, all while
the CPU 1s 1n the quest context; and then

() switching from the guest VM context to the hypervisor
context and copying at least some of the contents of the
builer to a log, wherein the log 1s accessible by the

hypervisor.
2. The method of claim 1, wherein the buffer 1s 1n virtual
memory.
3. The method of claim 1, wherein the buiter 1s 1n machine
memory.

4. The method of claim 1, wherein the copying comprises
exiting to the hypervisor when the butler 1s full and causing
the virtualization software to carry out the copying.

5. The method of claim 1, wherein the copying comprises
detecting an exit to the virtualization software caused by an
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event other than a full buffer, and causing the virtualization
software to carry out the copying in response to the exit to the
virtualization software.

6. The method of claim 1, further comprising setting at
least one bit 1n a data structure or register to place the CPU
into a record mode wherein the CPU, 1n response to receiving
the non-deterministic istruction, performs the storing of the
non-deterministic value to the buftfer only when the CPU 1s 1n
the record mode.

7. The method of claim 6, wherein the CPU 1s capable of
executing a plurality of non-deterministic instructions, the
CPU identifying an instruction as being one of the plurality of
non-deterministic instructions if the instruction 1s a member
ol a predefined subset of an 1nstruction set of the CPU, the
CPU carrying out the storing each time one of the plurality of
non-deterministic mstructions 1s recerved when the CPU 1s 1n
the record mode.

8. A method for retrieving the output of non-deterministic
instructions during replay mode by a virtual machine (VM),
the VM having a guest operating system executing via virtu-
alization software, the virtualization software comprising a
hypervisor, the virtualization software running on a host plat-
form having a CPU, the method comprising:

(a) copying non-deterministic values from a log to a butier
while executing 1n a hypervisor context, wherein the log
1s accessible by the hypervisor and the buffer 1s acces-
sible by the CPU;

(b) the CPU receiving a non-deterministic instruction in
replay mode while the CPU i1s 1n a VM context;

(c) the CPU reading one of the non-deterministic values
from the buifer while the CPU 1s 1n the VM context
without switching to the hypervisor context, and provid-
ing the read one of the non-deterministic values as a
result of the non-deterministic instruction;

(d) repeating steps (b) and (¢) multiple times, all while the
CPU 1s 1in the VM context; and then

(e) switching from the VM context to the hypervisor con-
text and replenishing at least part of the buifer with
additional non-deterministic values from the log.

9. The method of claim 8, wherein the buffer 1s 1in machine

memory.

10. The method of claim 8, wherein the bu
memory.

11. The method of claim 8, wherein replenishing at least
part of the buller comprises exiting to the hypervisor when the
builer 1s empty.

12. The method of claim 8, wherein at least part of the
builer 1s replemished from the log upon detecting an exit to the
hypervisor caused by an event other than an empty butfer.

13. The method of claim 8, further comprising setting at
least one bit 1n a data structure or register to place the CPU
into a replay mode wherein the CPU, 1n response receiving a
non-deterministic instruction, performs the reading of the
non-deterministic value from the buffer and the providing of
the read one of the non-determinmistic values as the result of
the non-deterministic instruction instead of executing the
instruction normally only when the CPU 1s in the replay
mode.

14. The method of claim 13, wherein the CPU 1s capable of
executing a plurality of non-deterministic instructions, the
CPU identiiying an instruction as being one of the plurality of
non-deterministic instructions if the instruction 1s a member
ol a predefined subset of an 1nstruction set of the CPU, the
CPU carrying out the reading and the providing each time one
of the plurality of non-deterministic instructions 1s recerved
when the CPU 1s 1n the replay mode.

[l

‘er 1s 1n virtual
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15. A system comprising:
a guest virtual machine (VM), the guest VM running on a

host platform;

a CPU included 1n the host platform, where the CPU has
operational modes comprising at least a normal mode, a
record mode, and a replay mode, wherein:

the CPU being configured such that when the CPU is in
record mode, each time a non-deterministic guest VM

instruction 1s encountered while the CPU executes 1n
a guest VM context, a result of execution of the
instruction 1s stored 1n a buffer without switching to a
hypervisor context; wherein the builer 1s accessible
by the CPU while executing 1n the guest VM context;

the CPU configured to trigger a fault or exception when
the buifer 1s full, causing the CPU to switch from the
guest VM context to a hypervisor context and the

hypervisor copying at least some of the contents of the

buifer to a log, wherein the log i1s accessible by the

hypervisor;

the CPU being further configured such that when the
CPU 1s 1n replay mode, each time the non-determin-
1stic 1nstruction 1s encountered by the CPU while
executing 1n the guest VM context, a next non-deter-
ministic value 1s read from the butier and supplied 1n
place of a result of the execution of the non-determin-
1stic instruction without switching to the hypervisor
context;

the CPU triggering a fault or exception when the buiier
does not contain a next non-deterministic value, caus-
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ing the CPU to switch from the guest VM context to
the hypervisor context and the hypervisor copying at
least some of the contents of the log to the butfer.

16. The CPU of claim 15, wherein the operational mode of
the CPU depends on a value of at least two data bits residing
in at least one machine specific register.

17. The CPU of claim 15, wherein the operational mode of
the CPU depends on a value of at least two data bits within a
data structure, the data bits being accessible by a privileged
pProcess.

18. The CPU of claim 17, wherein the data bits are located
in machine memory, the machine memory being accessible
by the CPU wvia a data bus.

19. The CPU of claim 17, wherein the data bits define a
mode of a guest virtual machine from which the instruction
originates.

20. The CPU of claim 15, wherein the operational mode of
the CPU 1s changed by 1ssuing a machine-specific mstruction
to the CPU.

21. The CPU of claim 15, wherein the buffer resides on the
CPU.

22. The CPU of claim 15, wherein the buffer resides in
machine memory i communication with the CPU over a data
bus.

23. The CPU of claim 22, wherein the machine memory 1s
addressed by virtual addresses within a virtual address space
of a guest virtual machine from which the instruction origi-
nates.
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