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SYSTEM AND METHOD FOR MATCHING
PATTERNS

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority to and the benefit of

Korean Patent Application No. 10-2008-0121998 and
10-2009-0079439 filed 1n the Korean Intellectual Property
Office on Dec. 3, 2008, and Aug. 26, 2009, respectively, the

entire contents of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

(a) Field of the Invention

The present invention relates to a pattern matching system
and a pattern matching method, and more particularly, to a
system and a method for matching a pattern with a data packet
processed at a high speed 1n a communication network equip-
ment or system.

(b) Description of the Related Art

A communication network has evolved while newly creat-
ing a large number of services, and the requirements of users
have been diversified more and more. In this connection, very
much information 1s generated, eliminated, or stored in the
network. Some of such information 1s security-related, and
techniques thereofl have also been developed. Information
security threatening factors have recently appeared in net-
works 1n complicated and diversified manners. Furthermore,
network accessed networking equipment and communication
terminals are variously provided with functions for detecting
and preventing such threatening factors. The network threat-
ening factors may appear throughout all the layers of packets
transmitted through the network. Particularly, the data should
be analyzed from first to last 1in order to detect the factors
appearing in the application layer.

Pattern matching 1s utilized 1n order to find specific infor-
mation from the application layer data. That 1s, the applica-
tion layer data are detected so as to judge whether there 1s a
pattern to be matched with desired specific information. As
the location of target information 1s not predetermined, the
information retrieval may be terminated within a very short
period of time, or occasionally continue up to the last data.

The pattern matching may be classified into two types. The
first 1s to detect a pattern 1n a soltware manner by utilizing
various forms of central processing units and memories. It 1s
very easy with this technique to design an algorithm and to
realize the algorithm 1n a software manner. However, such a
technique depends upon the data processing speed of the
central processing unit and the memory, and 1s somewhat
limited 1n processing data at a high speed because it 1s not
casy therewith to do the data processing 1n parallel. In order to
overcome such a limitation, the second type 1s to detect a
pattern in a hardware manner by using a content addressable
memory (CAM). Such a technique utilizes the parallel pro-
cessing function of the CAM, which includes a plurality of
entries. The respective entries include a memory capable of
storing the target data, and a comparator capable of compar-
ing the data stored at the memory with the data input into the
CAM. Furthermore, the data input into the CAM are com-
pared with the data stored at all the entries belonging to the
CAM simultaneously. With the usage of such a function of the
CAM, the data may be processed at a higher speed 1n retriev-
ing the specific information from the application layer data.

The pattern matching system usually includes techniques
of detecting a pattern to be generated by way of a combination
of strings, not being limited to the detection of simple strings.
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The representative 1s a regular expression matching tech-
nique. A regular expression 1s established by converting par-
ticular word sets or strings mto symbols, and 1s used 1n des-
1gnating an expression rule for correctly expressing a set of
strings, a linguistic grammar definition, and a string to be
detected.

With a conventional pattern matching system conducting
the string matching for detecting strings contained in the
entries of a single CAM and the regular expression matching
for detecting a regular expression constructed by the detected
strings, the larger the number of strings contained in the target
pattern to be detected 1s and the longer the length of the strings
contained 1n the target pattern 1s, the more rapidly state tran-
sitions pursuant to the regular expression matching increase,
and accordingly, the memory included in the CAM and the
memory used for the state transitions need to be significantly
increased.

The above mnformation disclosed in this Background sec-
tion 1s only for enhancement of understanding of the back-
ground of the invention and therefore 1t may contain infor-
mation that does not form the prior art that 1s already known
in this country to a person of ordinary skill 1n the art.

SUMMARY OF THE INVENTION

The present invention has been made 1n an effort to provide
a pattern matching system and a pattern matching method
having advantages of using a memory 1n an eflicient manner.

An exemplary embodiment of the present invention pro-
vides a method of matching a pattern at a pattern matching
system. The pattern matching method includes detecting
strings contained 1n a target pattern to be detected within a
data stream input by 1-byte data, delaying the mput 1-byte
data, generating pattern keys by using the detected strings and
the delayed 1-byte data, and detecting a regular expression
representing the target pattern among regular expressions
constructed by the generated pattern keys.

Another exemplary embodiment of the present invention
provides a pattern matching system. The pattern matching
system 1ncludes a string matching unit, a delay unit, a key
generator, and a regular expression matching unit. The string
matching unit detects strings contained in a target pattern to
be detected within a data stream input by 1-byte data. The
delay unit delays the mput 1-byte data. The key generator
generates pattern keys by using the detected strings and the
1-byte data. The regular expression matching umt detects a
regular expression representing the target pattern to be
detected among regular expressions constructed by the pat-
tern keys.

With an exemplary embodiment of the present invention,
the memory required for the pattern matching system can be
used more eificiently, and the string matching and the regular
expression matching are conducted separately so that only
one matching part can be extended when needed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 11llustrates a pattern matching system according to an
exemplary embodiment of the present invention.

FIG. 2 1llustrates the string matching unit shown 1n FIG. 1.

FIG. 3 illustrates an example of the concatenating unit
shown 1n FIG. 2.

FI1G. 4 1llustrates another example of the concatenating unit
shown 1n FIG. 2.

FIG. 5A and FIG. 3B 1illustrate a way of generating a
pattern key at the key generator shown in FI1G. 1, respectively.
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FIG. 6 illustrates an example of the regular expression
matching unit shown 1n FIG. 1.

FI1G. 7 illustrates an example of a state transition diagram,
and

FIG. 8 1s a schematic diagram of string IDs corresponding,
to the strings shown 1n FIG. 7.

FI1G. 9 illustrates another example of the regular expression
matching unit shown 1n FIG. 1.

FIG. 10 illustrates an example of the concatenating unit
shown 1n FIG. 9.

FI1G. 11 1llustrates a latch shown 1n FIG. 10.

FIG. 12 illustrates another example of the concatenating
unit shown i FIG. 9.

DETAILED DESCRIPTION OF TH
EMBODIMENTS

(L]

In the following detailed description, only certain exem-
plary embodiments of the present invention have been shown
and described, simply by way of 1llustration. As those skilled
in the art would realize, the described embodiments may be
modified 1n various different ways, all without departing from
the spirit or scope of the present invention. Accordingly, the
drawings and description are to be regarded as illustrative 1n
nature and not restrictive. Like reference numerals designate
like elements throughout the specification.

In addition, unless explicitly described to the contrary, the
word “comprise” and variations such as “comprises” or
“comprising” will be understood to imply the inclusion of
stated elements but not the exclusion of any other elements
throughout the specification. The terms *“-er,” *““-or,” and
“module” described 1n the specification mean units for pro-
cessing at least one function or operation, which can be
implemented by hardware components, software compo-
nents, or combinations thereof.

A pattern matching system and a pattern matching method
according to an exemplary embodiment of the present mnven-
tion will now be described 1n detail with reference to the
accompanying drawings.

Application layer data are usually formed with characters
such as ASCII characters, which are composed of 1-byte data,
and 1n this exemplary embodiment of the present invention,
the pattern matching system and method will be described by
taking the case where the data are 1input as 1-byte data.

With the present invention, the string means a sequential
string of temporally-sequenced characters. Furthermore,
with the present invention, the pattern means a form
expressed by the combination of characters and strings. For
example, “Pattern Matching” or “Network Security” may be
a string to be found 1n the phrase “A High Speed and Perfor-
mance Pattern Matching System for Network Security.”

Furthermore, the latter phrase may be on the whole treated
as a string. By contrast, the string “High Speed System™ 1s not
existent 1n that phrase. However, the string “High Speed
System” may be viewed as a pattern formed by a combination
of the two strings to be found therein, “High Speed” and
“System.”

FI1G. 1 illustrates a pattern matching system according to an
exemplary embodiment of the present invention.

Referring to FIG. 1, a pattern matching system 10 accord-
ing to an exemplary embodiment of the present invention
includes a string matching unit 100, a delay umt 200, a key
generator 300, and a regular expression matching unit 400.

The string matching unit 100 detects whether characteristic
strings are present within the data stream input by 1-byte, and
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4

outputs the detected strings to the key generator 300. Here,
the characteristic strings are contained in the pattern to be
finally found.

The delay unit 200 delays the data stream input by 1-byte
by the time consumed for processing the 1-byte data stream at
the string matching unit 100, and outputs the delayed 1-byte
data stream to the key generator 300. The delay unit 200 may
be formed with a bulfer where a series of thp-flops are inter-
connected.

That 1s, the delay unit 200 may delay the data stream by 1
clock through using a 1-byte butler when the time consumed
for processing the 1-byte data stream at the string matching
umt 100 1s 1 clock, while the delay unit 200 delays the data
stream by 2 clocks through using a 2-byte bulfer when the
time consumed for processing the 1-byte data stream at the
string matching unit 100 1s 2 clocks. Here, the clock means a
basic unit time required for mechanically operating the pat-
tern matching system 10 according to an exemplary embodi-
ment of the present invention.

The key generator 300 generates pattern keys containing
the strings detected by the string matching unit 100, and the
1-byte data stream delayed by the delay unit 200.

The regular expression matching unit 400 detects whether
there 1s a regular expression representing the target pattern
among the regular expressions formed with the pattern keys
generated by the key generator 300. Here, the regular expres-
s10n 1s composed of the pattern keys to be generated from the
key generator 300, and the pattern to be targeted 1s capable of
being expressed by the regular expression.

FIG. 2 1llustrates a string matching unit shown in FIG. 1.

Referring to FIG. 2, the string matching unmit 100 includes
a content addressable memory (referred to hereinafter simply
as “CAM?”) 110 being an associative memory, a concatenat-
ing unit 120, and an index converter 130.

The CAM 110 includes a plurality of entries. A character 1s
stored at each entry as a content.

The CAM 110 receives a 1-byte data stream, and compares
the mput 1-byte data stream with all the contents stored at the
respective entries simultaneously. When any entries storing,
the matched contents are existent, the CAM 110 generates hit
signals C,, C,, . .. corresponding to those entries. Here, the
1 -byte data stream 1nput into the CAM 110 may be expressed
by characters. The characters contained in the characteristic
strings are sequentially stored at the entries of the CAM 110.
Accordingly, when the characteristic strings are detected by
using the CAM 110, the entries of the CAM 110 storing the
characters contained 1n the strings sequentially output the hit
signals C,, C,, .. ..

For example, when it 1s intended to detect the string “pat-
tern” as shown 1 FIG. 2, the characters contained 1n the string
“pattern” are sequentially stored at the CAM 110. Even
though the same character like “t” 1s repeated several times,

all the respective characters are stored at the relevant entries
of the CAM 110. Thereatfter, the string “pattern’ 1s mnput into
the CAM 110 by 1-byte data, and the entries of the CAM 110
storing the characters contained in the string “pattern”
sequentially output the hit signals C,, C,, . .., C..
Meanwhile, the CAM 110 according to an exemplary
embodiment of the present invention may be a ternary CAM
(TCAM). The TCAM has a function of making the entry be a
“don’t care” term. For example, when 1t 1s intended to detect
all the 3-byte strings beginning from the character “a,” the
content “a” 1s stored at an entry of the TCAM, while making
the successive entries be the don’t care terms. In this case,
with the TCAM where the string of “a**” 1s input, the entry
storing the character “a” and the successive two entries stor-

ing the “don’t care” terms sequentially output hit signals.
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Here, the character indicates the “don’t care” term. The
“don’t care” term means that any character may appear at that
location.

The concatenating unit 120 logically combines the hit sig-
nals C,,C,, ... sequentially output from the respective entries
of the CAM 110 storing the characters contained 1n the char-
acteristic string, and generates detection signals S,, S,, . . .
informing that the characteristic string 1s detected. That1s, the
characters of the target string from the first to last are tempo-
rally generated 1n a sequential manner, and the concatenating,
unit 120 generates the detection signals S,, S,, . . . informing,
that the target string 1s detected, respectively.

Furthermore, the concatenating unit 120 converts the gen-
erated detection signals S|, S,, . . . into indexes, and outputs
them to the index converter 130.

FIG. 3 illustrates the concatenating unit shown 1n FIG. 2.
FIG. 3 illustrates the concatenating unit 120q while assuming
that the hat signals C,, C,, . .. C,; to be sequentially output
from the respective entries of the CAM 110 storing the char-
acters contained in the strings “pattern” and “system” are
output.

Referring to FIG. 3, the concatenating unit 120q includes a
plurality of concatenating circuits 122 and 124 corresponding,
to the strings to be detected.

The concatenating circuits 122/124 have a plurality of
input terminals recerving the hits signals C,, C,, . . . C,/C,,
Co, . . . C,; output corresponding to the respective characters
of the relevant string respectively, and output terminals for
outputting detection signals S, and S, to inform of the detec-
tion of the relevant string.

The concatenating circuits 122/124 have a plurality of tlip-
flops FF,-FF /FF+-FF, , and a plurality of AND gates AND,-
AND,/AND,-AND, ;. The output terminal of the respective
tlip-flops FF,-FF/FF.-FF, 1s connected to one of the two
input terminals (referred to hereinafter as “first input termi-
nal”) of the respective AND gates AND,-AND,/AND;-
AND, ;, and the output terminal of the respective AND gates
AND,-AND-/AND,-AND), ; 1s connected to the input termi-
nal of the respective flip-tlops FF,-FF./FF,-FF,,. At this
time, the hit signals C,-C./C,-C, ; corresponding to the first
to last characters of the relevant string are mput to the input
terminal of the foremost-positioned tlip-tlop FF,/FF, among
the flip-tlops FF,-FF ./FF4-FF, ,, and the other input terminal
(referred to hereinafter as “second mput terminal”) of the
respective AND gates AND,-AND-/AND,-AND, ;. And the
output terminals of the last-positioned AND gates AND./
AND, ; among the AND gates AND,-AND./AND,-AND, ,

form the output terminal of the concatenating circuits 122/
124.

The tlip-flops FF,-FF ./FF+-FF, ,) delay the data input into
the input terminal by 1 clock unit, and output them to the
output terminal. The AND gates AND,-AND./AND,-
AND), ;AND-calculate the data input into the first and second
input terminals, that 1s, the signals output to the output termi-
nal of the tlip-flops FF,-FF . /FF.-FF,,) by the hit signals
C,-C,/C4-C, 4, and output the product.

For example, as shown 1n FIG. 2, the characters of the
strings like “pattern™ and “system” are stored at the entries of
the CAM 110, and when the input string 1s “pattern,” the hit
signals C,-C, are sequentially output from the respective
entries ol the CAM 110. First, when “p” 1s input, the hit signal
C, 1s output to the flip-flop FF,. The tlip-tflop FF, delays the
hit signal C, until the next 1-byte data 1s input, and outputs it
to the AND gate AND,. Therealter, when “a’ 1s imnput, the hit
signal C, 1s output to the AND gate AND,, and the AND gate
AND, AND-calculates the hit signal C, by the hit signal C,

output from the tlip-tlop FF, so as to output the product to the
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tlip-tflop FF,. Then, the tlip-flop FF, delays the product of hit
signals C, and C, until the next 1-byte data 1s input, and
outputs 1t to the AND gate AND,;. In this way, when the
concatenating circuit 122 1s operated until the last character
“n” of the string “pattern” 1s input, the hit signals C,-C,
corresponding to all the characters of the string “pattern™ are
AND-calculated, and the product 1s output to the output ter-
minal of the AND gate AND-, and becomes the detection
signal S, .

Meanwhile, with the concatenating unit 120a shown 1n
FIG. 3, when the target strings to be detected are determined,
the thp-tlops FF,-FF./FF.-FF,, and the AND gates AND,-
AND-/AND,-AND), ; are interconnected depending upon the
target strings so as to generate a concatenating circuit 122/124
corresponding to the respective strings. Accordingly, the
boundary between the target two strings 1s made clearly.
However, with the concatenating unit 120aq shown 1n FIG. 3,
a new concatenating circuit 1s required whenever a new string
1s added. It may be very simple to conduct such an operation
in a software manner, while 1t 1s very troublesome or 1mpos-
sible to conduct such an operation in a hardware manner. For
example, when the concatenating circuits 122 and 124 are
formed with field programmable gate arrays (FPGA), when-
ever a new concatenating circuit 1s added, all the functions of
the FPGA should be stopped and re-operated after the newly-
coined code 1s programmed at the FPGA. This 1s excessively
troublesome. Accordingly, the concatenating unit 120 should
be structured to be easily programmable together with the
CAM 110.

FI1G. 4 1llustrates another example of the concatenating unit
shown 1n FIG. 2.

Referring to FIG. 4, the concatenating unit 1205 includes a
plurality of stages 126,-126,,. The respective stages 126, -
126, ; have two put terminals, two output terminals, and a
control terminal. One of the two 1nput terminals of the respec-
tive stages 126,-126, , (referred to heremaftter as “first input
terminal”’) 1s connected to one of the two output terminals of
the stage neighboring thereto (referred to hereinatfter as “first
output terminal”). And the hit signals C,-C, ; corresponding
to the respective characters of the target string are sequen-
tially mput into the other input terminal of the respective
stages 126,-126, , (reterred to hereinafter as “second 1nput
terminal”). Control signals Se,-Se, ; are input into the control
terminals, and the detection signals S, and S, are output to the
other output terminal of the respective stages 126,-126, ,

(referred to hereinatter as “second output terminal”).
The stages 126,/ . . . /126,, mclude an AND gate

AND,' . . . /AND,,', a fhip-tlop FF,"/ . . . /FF ', a first
multiplexer MUX,/ . . . /MUX, ;, and a second multiplexer
MUX,' .../MUX, ;' For example, with the stage 126, the
first input terminal of the AND gate AND,' forms the {first
input terminal of the stage 126, and the second input terminal
ofthe AND gate AND,' forms the second input terminal of the
stage 126,. The output terminal of the AND gate AND,' 1s
connected to the input terminal of the fhip-flop (FF,') and the
second iput terminal of the multiplexer MUX,, and the
output terminal of the flip-tlop FF,' 1s connected to the first
input terminal of the multiplexer MUX.,'. The data “0” 1s input
into the first input terminal of the multiplexer MUX.,, and the
data “1” 1s mput 1nto the second 1nput terminal of the multi-
plexer MUX.,'". The output terminal of the multiplexer MUX.,'
forms the first output terminal of the stage 126,, and the
output terminal of the multiplexer MUX,, forms the second
output terminal of the stage 126,. A control signal Se, 1s input
into the control terminal of the multiplexer MUX,,, MUX.,".
The remaining stages 126,/126,/ . . . /126,, may be con-
structed 1n the same way as the stage 126,. The data “1” 1s
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input mto the first input terminal of the AND gate AND),' of
the foremost-positioned stage 126, among the stages 126, -

126, ,, while 1t 1s possible for the AND gate AND,' to be

omitted with the stage 126,, and the hit signal ¢, 1s 1nput mnto
the input terminal of the tlip-flop FF," and the second input
terminal of the multiplexer MUX, .

With the above-like structured concatenating umit 1205, the
strings may be distinguished 1n boundary from each other by
way of the control signals Se,-Se, .

For example, assume that when the control signals Se; -
Se,, are “1,” the multiplexers MUX, -MUX,,, MUX,'-

MUX, ;' output the data of the second mnput terminal, while

when the control signals Se,-Se,, are “0,” the multiplexers
MUX,-MUX, ,, MUX,'-MUX, ;' output the data of the first

input terminal. As the multiplexer MUX ' outputs the data of
the first input terminal when the control signal Se, 1s “1,” the
output terminal of the tlip-flop FF,' 1s connected to the first
input terminal of the AND gate AND,' so as to form a con-
catenating circuit.

By contrast, as the multiplexer MUX, ' outputs the data of
the second mput terminal when the control signal Se, 1s “0,”
the output terminal of the flip-tlop FF," and the input terminal
of the AND gate AND,' are not connected with each other.
That 1s, the stage 126, and the stage 126, are separated from
cach other.

That 1s, when the control signal Se, 1s “0,” a boundary 1s
made between the strings, and accordingly, the concatenating
circuits are separated from each other.

When the stages 126, and 126, are separated from each
other, the operation result of the AND gate AND,'1s output as
the detection signal T, . Accordingly, when the control signals
Se, -Se, are “1” and the control signal Se, 1s “0,” the same
concatenating circuit as the concatenating circuit 122 shown
in FIG. 3 1s constructed, and the operation result T, of the
AND gate AND.' 1s output to the output terminal of the
multiplexer MUX.,'. At this time, the operation result T, has
the same value as the detection signal S, of FIG. 3.

In this way, the concatenating umt 12056 may be easily
realized without newly adding a concatenating circuit when-
ever a new string 1s introduced.

Referring to FIG. 2, the index converter 130 converts the
index output from the concatenating unit 120 into a string
identifier (ID).

The entries contained 1n the CAM 110 are usually consid-
crably greater in number than the target strings to be detected.
Furthermore, with the case of FIG. 4, the detection signals T ,,
T,, .. .10 be generated from the concatenating unit 1205 are
the same 1n number as the entries contained in the CAM 110.
Accordingly, the index output from the concatenating unit
1206 shown 1n FIG. 4 requires logic, which i1s needless 1in
hardware, so as to express a considerably great number. As
shown 1n FI1G. 2, when the strings “pattern™ and “system”™ are
detected, the detection signals S, and S, are generated from
the concatenating unit 120, and the indexes 7 and 10 corre-
sponding to the detection signals S, and S, are representative
of the two strings. Four bits are needed 1n order to express the
two 1ndexes 7 and 13 in a hardware manner, but when the
indexes 7 and 13 are converted into the string IDs 1 and 2, the
two strings are expressed by only 2 bits, thereby simplifying
the hardware structure.

Furthermore, when different strings are bound into one
group, the index converter 130 may grant the same string 1D
to the strings belonging to the group.

The string matching unit 100 may also be used to detect
characteristic characters as well as to detect the characteristic
strings.
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FIG. SA and FIG. 5B illustrate a way of generating pattern
keys at the key generator shown 1n FIG. 1, respectively.

Referring to FIG. 5A, the key generator 300 generates and
outputs a pattern key contaiming a string ID output from the
index converter 130 of the string matching unit 100, and
1-byte characters output from the delay unit 200.

By contrast, referring to FIG. 5B, as the detection signal
informing of the detection of a specific string 1s generated
from the string matching umt 100, the key generator 300
generates and outputs a string ID corresponding to the spe-
cific string as a pattern key together with the detection signal,
or 1-byte characters output from the delay unit 200 as a
pattern key.

That 1s, when a specific string 1s detected at the string
matching unit 100, the key generator 300 outputs the detec-
tion signal and a string ID corresponding thereto as a pattern
key. In other cases, the key generator 300 outputs 1-byte
characters as a pattern key. Such a key generator 300 may use
a multiplexer (MUX) with two mput terminals connected to
the string matching unit 100 and the delay unit 200, respec-
tively.

FIG. 6 illustrates an example of the regular expression
matching unit shown 1n FIG. 1.

As shown 1n FIG. 6, the regular expression matching unit
400 includes a CAM 410, a state transition unit 420, and a
delay unit 430.

The CAM 410 includes a plurality of entries. A pattern key
and a state variable are stored at each entry as a content. At this
time, the pattern key 1s generated and output from the key
generator 300, and may be a string ID or character. The state
variable 1s output from the state transition unit 420.

The CAM 410 recerves the pattern key and the state vari-
able from the key generator 300 and the state transition unit
420, respectively. The CAM 410 compares the iput pattern
and state variable with the contents stored at all the entries
simultaneously, and when any matched entries are present,
outputs the hit signals h,, h,, . . . corresponding to the entries.

Furthermore, the CAM 410 outputs the indexes for the
entries outputting the hit signals h,, h,, . . . to the state
transition umt 420 and the delay unit 430. Here, the index for

the entry 1s to express the location of the relevant entry within
the CAM 410 1n the form of an address.

The CAM 410 may be also formed with a ternary CAM
(TCAM). That 1s, the components of the entry like the pattern
key and the state variable may be made as the “don’t care”
terms. Furthermore, the components of the pattern key may
also be made as the “don’t care” terms. For example, when 1t
1s intended 1rrespective of the present state to transit into the
state “‘1” when the string “High” 1s detected, the state variable
at the entry corresponding thereto 1s made as the “don’t care”
term. Furthermore, it 1s intended to transit from the state “3”
or “5” where a specific pattern 1s detected to the initial state,
irrespective of the characters or strings to be detected there-
after, the pattern key at the entry corresponding thereto 1s
made as the “don’t care” term.

The state transition unmt 420 stores a state variable corre-
sponding to the index of each entry of the CAM 410. Accord-
ingly, the state transition unit 420 outputs the state variable
corresponding to the index of the entry of the CAM 410
outputting the hit signal, to the CAM 410. For example, when
the hit signal h, 1s output from the CAM 410, the state tran-
sition unit 420 outputs the state variable 1 corresponding to
the index 2 of the entry outputting the hit signal h,, to the
CAM 410.

Furthermore, the state transition unit 420 may output
executive information from a predetermined index. Here, the
executive mformation may contain a hit signal informing of
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the detection of the target pattern, and 1tems to be conducted
at the next step when the target pattern 1s detected.

For example, when 1t 1s intended to detect a pattern 1 where
the strings “High,” “Speed,” “Network,” etc. are sequentially
generated and a pattern 2 where “High”, “Performance,”
“System,” etc. are sequentially generated, the predictable
state transition diagram may be 1llustrated by FIG. 7.

FI1G. 7 illustrates a state transition diagram according to an
exemplary embodiment of the present invention, and FI1G. 8 1s
a schematic diagram 1llustrating string IDs corresponding to
the strings illustrated in FIG. 7.

Referring to FIG. 7, the state transition umt 420 transits
into the state 1 when the string “High™ 1s detected at the state
0, while it transits into the state 2 when the string “Speed™ 1s
detected at the state 1, and into the state 3 when the string
“Network™ 1s detected at the state 2. As the state 3 means that
the pattern 1 1s detected, the state transition unit 420 outputs
a hit signal informing of the detection of the target pattern as
the executive information for the state 3.

Furthermore, the state transition unit 420 transits into the
state 4 when the string “Performance” 1s detected at the state
1, and 1nto the state S when the string “System™ 1s detected at
the state 4. As the state 5 means that the pattern 2 1s detected,
the state transition unit 420 outputs a hit signal informing of
the detection of the target pattern as the executive information
for the state 5.

The state transition diagram may further include a state
transition like a state 6 to be additionally generated. Further-
more, various types of state transitions other than those 1llus-
trated in FI1G. 7 may be made.

Referring to FI1G. 8, when the string IDs expressed in FIG.
8 are attributed to the respective strings expressed in FI1G. 7,
the state transition diagram of FIG. 7 may be constructed as
with FIG. 6.

When the data stream “A High Speed and Performance
Pattern Matching System for Network Security” 1s input into
the pattern matching system 10 according to an exemplary
embodiment of the present invention, 1t may be analyzed as
below with reference to FIG. 6 and FIG. 7. It 1s assumed that
the data stream 1s input mnto the pattern matching system 10
for the first time.

Asthe string “High™ 1s detected at the state 0, the CAM 410
outputs a heat signal h, and an 1ndex 2 corresponding to the
entry outputting the hit signal h,, to the state transition unit
420. The state transition unit 420 transits from the state 0 to
the state 1 corresponding to the index 2, and transmits the
information on the state 1 to the CAM 410.

When the string “Speed” 1s detected at the state 1, the CAM
410 outputs a hit signal h, and an index 3 corresponding to the
entry outputting the hit signal h,, to the state transition unit
420. The state transition unit 420 transits from the state 1 to
the state 2 corresponding to the index 3, and transmits the
information on the state 2 to the CAM 410.

Thereafter, when the string “Performance™ 1s detected at
the state 2, the CAM 410 outputs a hit signal h-, and an index
7 corresponding to the entry outputting the hit signal h, to the
state transition unit 420. The state transition unit 420 transits
from the state 2 to the state 6 corresponding to the index 7, and
transmits the information on the state 6 to the CAM 410.

Thereafter, when the string “System”™ 1s detected at the state
6, the CAM 410 outputs a hit signal h, and an index 8 corre-
sponding to the entry outputting the hit signal h,, to the state
transition unit 420. The state transition unit 420 transits from
the state 6 to the state 5 corresponding to the mndex 8. At this
time, as the state 5 means that the pattern 2 1s detected, the
state transition unit 420 outputs a hit signal as the executive
information on the state 5 while transiting into the state 3.
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Retferring to FIG. 6 again, the delay unit 430 delays the
index output from the CAM 410 by the time required for
outputting the hit signal at the state transition unit 420, and
outputs it.

The regular expression matching unit 400 may have a
structure different from the structure 1llustrated in FIG. 6.

FIG. 91llustrates another example of the regular expression
matching unit shown 1n FIG. 1.

Referring to FI1G. 9, the regular expression matching unit
400" includes a CAM 410", a concatenating unit 440, and a
memory unit 450.

The CAM 410' includes a plurality of entries. A pattern key
1s stored at each entry as a content. The pattern key 1s gener-
ated and output from the key generator 300, and may be a
string ID or a character.

The CAM 410 recerves a pattern key from a key generator
300, and compares the input pattern key with the contents
stored at all the entries simultaneously. When any matched
entries are present, hit signals h, h,, . . . corresponding to the
entries are output.

The concatenating unit 440 logically combines the hit sig-
nalsh,, h,, ... sequentially output from the respective entries
of the CAM 410, and generates detection signals P, P,, . ..
informing of the detection of the pattern. That 1s, when char-
acters or strings forming a pattern from the first character or
string to the last character or string of the target pattern to be
detected are sequenced temporally, the concatenating unit
440 generates detection signals P,, P, . . . informing of the
detection of the pattern.

The concatenating unmit 440 converts the detection signals
P,, P,, ... 1nto indexes, and outputs them to the index con-
verter 130.

FIG. 10 1llustrates an example of the concatenating unit
shown 1n FIG. 9, and FIG. 11 1illustrates the latch shown 1n
FIG. 10. FIG. 10 1llustrates the concatenating unit 120a while
assuming that when the target patterns are a pattern 1 where
the strings “High,” “Speed,” and “Network™ are sequentially
generated and a pattern 2 where the strings “High,” “Perfor-
mance,” and “System” are sequentially generated, hit signals
corresponding to the strings “High,” “Speed,” and “Network™
and the strings “High,” “Performance,” and “System™ are
sequentially output from the CAM 410. Furthermore, FIG. 11
illustrates only one latch L, among a plurality of latches
L,-L,, and the other latches L,-L., may be structured likewise.

Referring to FI1G. 10, the concatenating unit 440a includes
a concatenating circuit 442/444 formed corresponding to the
target pattern to be detected.

The concatenating circuit 442/444 includes a plurality of
latches L, -, and a plurality of AND gates AND, ,-AND,,.
The concatenating circuit 442/444 has a structure similar to
that of the concatenating circuit 122/124 shown in FIG. 3
except that the flip-flop of the concatenating circuit 122/124
shown 1n FIG. 3 1s replaced by a latch.

The respective latches L,-L, have an input terminal, two
control terminals, and an output terminal. When one piece of
data 1s input 1nto the input terminal, the mput data 1s sustained
betfore the next piece of data 1s 1input, and the input terminal
outputs 1t to the output terminal.

Referring to FIG. 11, the latch L, includes a multiplexer
MUX;, and aflip-flop FF, . One of the two input terminals of
the multiplexer MUX,, | (referred to hereinafter as “first input
terminal”’) 1s connected to the output terminal of the flip-tlop
FF, ,, and the output terminal of the multiplexer MUX, | 1s
connected to the mput terminal of the thp-flop FF,,. The
control terminal of the multiplexer MUX, , forms the control
terminal of the latch L, and a control terminal h 1s input 1nto
the control terminal. The other 1nput terminal of the multi-
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plexer MUX, , (referred to hereinafter as “second input ter-
minal”) forms the input terminal of the latch L,, and the
output terminal of the tlip-tflop FF; ; forms the output terminal
of the latch L;.

The multiplexer MUX;, outputs the data of the first or
second mnput terminal 1n accordance with the control signal h.
For example, when the control signal h 1s “1,” the multiplexer
MUX; , outputs the data of the second input terminal, while
when the control signal h 1s “0,” the multiplexer MUX, ,
outputs the data of the first input terminal.

As shown 1n FIG. 11, assuming that “1” 1s input 1nto the
second input terminal of the multiplexer MUX; ,, when the
control signal h1s “1,”, ““1”” 1s input into the tlip-tlop FF, ,, and
the tlip-tlop FF,, outputs the input “1.”

When the control signal h 1s “0,” the “1” output to the
output terminal of the tlip-tlop FF,, 1s again input into the
tlip-flop FF, ,. Accordingly, the output of the flip-flop FF,, 1s
kept to be “1.”

Furthermore, the latch L, may additionally include means
for altering the output value into “0.”

That 1s, when a reset signal Reset 1s input into the flip-tlop
FF,,, the thp-tlop FF,, outputs “0.”

That 1s, the latches L,-I, conduct the function similar to
that of the thip-tlops FF,-FF,,, FF ,'-FF ' shown in FI1G. 3 and
FIG. 4. Accordingly, the operation of the concatenating cir-
cuit 442/444 of the concatenating unit 440q 1s the same as that
ol the concatenating circuit 122/124 of the concatenating unit
120a shown 1n FIG. 3.

For example, when it 1s intended to detect a pattern 1 where
the strings “High,” “Speed,” and “Network™ are sequentially
generated and a pattern 2 where the strings “High,” “Perfor-
mance,” and “System” are sequentially generated, 1t 1s
assumed that the string 1Ds shown in FIG. 8 are granted to the
respective strings contained in the two patterns, and as shown
in FIG. 9, the string IDs are sequentially stored at the CAM
410.

When the strings contained 1n the pattern 1 or the pattern 2
are sequentially detected, the CAM 410 sequentially outputs
hit signals h,, h,, . . . corresponding thereto.

First, when the string “High™ 1s input, the CAM 410" out-
puts a hit signal h, to the latch L. The latch L, sustains the hit
signal h, until the next hit signal h, 1s input, and then outputs
it. Thereatter, when the string “Speed” 1s input, the CAM 410
outputs the hit signal h, to the AND gate AND), ,. At this time,
the latch L, outputs the hit signal h, to the AND gate AND .
The AND gate AND), ;, AND-calculates the two hit signals h,
and h,, and outputs the product to the latch L,. The latch L,
sustains the product of two hit signals h, and h, until the next
hit signal h, 1s input, and then outputs 1it.

Thereafter, when the string “Network™ 1s input, the CAM
410" outputs a hit signal h, to the AND gate AND,. The AND
gate AND), , AND-calculates the product of two hit signals h,
and h, by the hit signal h,, and outputs the product. At this
time, the value output from the AND gate AND), , becomes the
detection signal P1 informing of the detection of the pattern 1.

FIG. 12 illustrates another example of the concatenating,
unit shown in FIG. 9.

Referring to FIG. 12, the concatenating unit 4405 includes
a plurality of stages 446,-446., and the respective stages
446,-446, include an AND gate AND,,'/AND,. ', a latch
L,7.../LJ, afirst multiplexer MUX, ./ . ../ MUX,, and a
second multiplexer MUX.,,"/ . . . /MUX,.". The respective
stages 446 ,-446 have a structure similar to that of the respec-
tive stages 126,-126, ; shown in FIG. 4 except that the tlip-
flop of the respective stages 126,-126, ; 1s replaced by a latch.
Accordingly, the concatenating unit 4405 1s similar 1n opera-
tion to the concatenating unit 1205 shown 1n FIG. 4.
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For example, when the control signal Pe, 1s *“1,” the mul-
tiplexer MUX,, ' outputs the data of the first input terminal.
Theretore, the output terminal of the latch L, ' 1s connected to
the input terminal of the AND gate AND,,' so as to form a
concatenating circuit. By contrast, when the control signal
Pe, 1s “0,” the multiplexer MUX.,,,' outputs the data of the
second 1mput terminal. Therefore, the output terminal of the
latch L' 1s not connected to the input terminal of the AN
gate AND,,'. That 1s, the stage 446, and the stage 446, are
separated from each other. At this time, the operation result of
the AND gate AND, " 1s output as the detection signal O, of
the concatenating unit 4405.

Accordingly, when the control signals Pe, and Pe, are “1”
and the control signal Pe, 1s “0,” the same concatenating
circuit as the concatenating circuit 442 shown in FIG. 10 may
be constructed. At this time, the product of the AND gate
AND,.' 1s output to the output terminal of the multiplexer
MUX,, as the detection signal Q5 of the concatenating unit
4405, and the detection signal Q5 has the same value as the
detection signal P, of FIG. 10.

Referring to FIG. 9 again, the memory unit 450 outputs
executive information corresponding to the index output from
the concatenating unit 440. The executive information con-
tamns a hit signal mforming of the detection of the target
pattern, and 1tems to be conducted at the next step pursuant to
the detection of the target pattern.

Finally, the delay unit 430' delays the relevant index by the
time required for processing the index and outputting the
executive information thereon at the memory unit 450, and
outputs it.

The above-described exemplary embodiments of the
present invention 1s realized not only by way of a system and
a method, but only by way of a program conducting the
functions corresponding to the structural features according
to the exemplary embodiments of the present invention or a
program-recorded medium, and such a realization 1s easily
made by those skilled 1in the art based on the described
embodiments.

While this invention has been described in connection with
what 1s presently considered to be practical exemplary
embodiments, 1t 1s to be understood that the invention 1s not
limited to the disclosed embodiments, but, on the contrary, 1s
intended to cover various modifications and equivalent
arrangements included within the spirit and scope of the
appended claims.

What 1s claimed 1s:

1. A method of matching a pattern in a pattern matching
system, the pattern matching method comprising:

detecting strings contained 1n a target pattern to be detected

within a data stream input by 1-byte data;

delaying the input of the 1-byte data;

generating pattern keys by using the detected strings and

the delayed 1-byte data; and

detecting a regular expression representing the target pat-

tern among regular expressions constructed by the gen-
crated pattern keys.

2. The pattern matching method of claim 1, wherein the
pattern matching system comprises a content addressable
memory (CAM) where characters corresponding to the
strings contained 1n the target pattern to be detected are stored
at a plurality of entries as contents, and the detecting the
strings comprises:

comparing the data stream 1put by 1-byte with the char-

acters stored at the plurality of entries;

generating hit signals corresponding to entries storing

characters matched to the mput 1-byte data among the
plurality of entries; and
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generating a detection signal informing of a detection of a
string contained in the target pattern to be detected when
the hit signals are sequentially generated.

3. The pattern matching method of claim 2, wherein the

detecting the strings further comprises:

generating an index corresponding to the detection signal;
and

converting the index 1nto a string 1dentification (ID).

4. The pattern matching method of claim 3, wherein the
generating the pattern keys comprises:

when the string contained in the target pattern to be
detected 1s detected, generating the detection signal and
a string ID corresponding to the detected string as a
pattern key; and

when the string contained in the target pattern 1s not
detected, generating the delayed 1-byte data as a pattern
key.

5. The pattern matching method of claim 1, wherein the
pattern matching system comprises a content addressable
memory (CAM) storing pattern keys at a plurality of entries
as contents, and the detecting the regular expression com-
Prises:

comparing the generated pattern keys with the contents
stored at the plurality of entries;

generating a hit signal corresponding to an entry storing,
content matched to a generated pattern key among the
plurality of entries; and

when hit signals are sequentially generated, generating a
hit signal informing of a detection of the pattern.

6. The pattern matching method of claim 1, wherein the
pattern matching system comprises a content addressable
memory (CAM) where pattern keys and state variables are
stored at a plurality of entries as contents, and a state transi-
tion unit storing state variables corresponding to indexes for
the plurality of entries, and the detecting the regular expres-
$1011 COMPI1SEs:

comparing an input pattern key and an input state variable
with the contents stored at the plurality of entries;

generating a hit signal corresponding to an entry storing,
content matched to the mput pattern key and the mput
state variable among the plurality of entries;

outputting an index for the entry corresponding to the hit
signal; and

inputting a state variable corresponding to the output
index.

7. The pattern matching method of claim 6, wherein the
detecting the regular expression further comprises outputting
executive information corresponding to a specific index
among the imdexes corresponding to the plurality of entries,
the executive information containing a hit signal informing of
a detection of the target pattern.

8. A non-transitory computer readable medium stored
thereon a program that, when executed by a computer, causes
the computer to execute a pattern matching system compris-
ng:

a string matching unit detecting strings contained in a
target pattern to be detected within a data stream 1nput by
1-byte data;

a delay unit delaying the mnput of the 1-byte data;

a key generator generating pattern keys by using the
detected strings and the delayed 1-byte data; and

a regular expression matching unit detecting a regular
expression representing the target pattern to be detected
among regular expressions constructed by the pattern
keys.
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9. The medium of claim 8, wherein the string matching unit
COmprises:

a content addressable memory (CAM) having a plurality of
entries, each of which stores a character as a content, and
generating a hit signal corresponding to an entry storing,
a character matched to the mput 1-byte data among the
plurality of entries;

a concatenating unit generating a detection signal inform-
ing of a detection of a string contained in the target
pattern when hit signals are sequentially generated and
outputting an index corresponding to the detection sig-
nal; and

an index converter converting the mdex into a string 1D.

10. The medium of claiam 9, wherein the strings to be
detected are divided into a plurality of groups, and the index
converter converts an index for strings belonging to a same
group 1nto a same string ID.

11. The medium of claim 9, wherein the concatenating unit
comprises a plurality of first input terminals recerving hit
signals corresponding to respective characters of the strings
contained in the target pattern to be detected, and a plurality of
concatenating circuits having first output terminals for out-
putting the detection signal,

wherein the concatenating circuits comprise:

a plurality of flip-tlops each having a second mput terminal
and a second output terminal; and

a plurality of logic gates each having third and fourth input
terminals and a third output terminal,

wherein the second output terminal of the respective flip-
tflop 1s connected to the third input terminal of a respec-
tive logic gate, and the third output terminals of the
plurality of logic gates except for a last-positioned logic
gate among the plurality of logic gates are connected to
the second 1nput terminals of the plurality of flip-tlops
except for a foremost-positioned tlip-flop among the
plurality of flip-tlops, and

wherein the third output terminal of the last-positioned
logic gate forms a first output terminal, and the second
input terminal of the foremost-positioned flip-flop and
the fourth input terminals of the plurality of logic gates
form the plurality of first input terminals.

12. The medium of claim 9, wherein the concatenating unit
comprises a plurality of concatenating circuits corresponding
to the strings contained 1n the target pattern to be detected,
respectively, and the respective concatenating circuits com-
prise a plurality of stages each having first and second input
terminals, first and second output terminals, and a control
signal,

wherein the first input terminal of the respective stages 1s
connected to the second output terminal of a stage neigh-
boring thereto, and the second mmput terminal of the
respective stages recerves hit signals corresponding to
respective characters of the strings contained in the tar-
get pattern to be detected, while a control terminal of the
respective stages recetves a control signal, and a first
output terminal thereof outputs a detection signal, and

wherein stage neighbors are separated from each other by
way of at least one of the control signals.

13. The medium of claim 12, wherein the respective stages

comprise:

a logic gate AND calculating data input into the first and
second input terminals and outputting the AND calcu-
lated data to at least one of the first and second output
terminals;

a tlip-tlop having an mput terminal connected to an output
terminal of the logic gate, and an output terminal;
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a first multiplexer having a third input terminal receiving
first data, a fourth input terminal connected to the output
terminal of the logic gate, and a third output terminal
forming the first output terminal; and

a second multiplexer having a fifth mput terminal con-
nected to the output terminal of the tlip-tlop, a sixth input
terminal recerving second data, and a fourth output ter-
minal forming the second output terminal.

14. The medium of claim 8, wherein the regular expression

matching unit comprises:

a CAM having a plurality of entries, each of which stores a
pattern key and a state variable as a content, generating,
a first hit signal corresponding to an entry storing a
pattern key matched to a pattern key generated from the
key generator among the plurality of entries, and output-
ting an index corresponding to the entry corresponding
to the first hit signal; and

a state transition unit storing state variables, each of which
corresponding to an index for each of the plurality of
entries, and outputting a state variable corresponding to
an index output from the CAM to the CAM,

wherein the state transition unit outputs executive informa-
tion corresponding to a specific index among the indexes
tor the plurality of entries, and the executive information
contains a second hit signal informing of a detection of
the target pattern.

15. The medium of claim 8, wherein the regular expression

matching unit comprises:

a CAM having a plurality of entries, each of which stores a
pattern key as a content, and outputting a hit signal
corresponding to an entry storing a pattern key matched
to a pattern key generated from the key generator among,
the plurality of entries;

a concatenating unit generating a detection signal inform-
ing of detection of the target pattern when hit signals are
sequentially output and outputting an index correspond-
ing to the detection signal; and

a memory unit outputting executive mmformation corre-
sponding to the index.

16. The medium of claim 15, wherein the concatenating
unit comprises a plurality of concatenating circuits having a
plurality of first input terminals recerving hit signals corre-
sponding to the strings contained 1n the target pattern, and a
first output terminal outputting the detection signal,

wherein the concatenating circuits comprise a plurality of
latches each with a second input terminal and a second
output terminal, and a plurality of logic gates each with
third and fourth 1mput terminals and a third output ter-
minal,

wherein the second output terminal of the respective
latches 1s connected to the third input terminal of the
respective logic gates, and the third output terminals of
the logic gates except for last-positioned logic gate
among the plurality of logic gates are connected to the
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second 1nput terminals of the plurality of latches except
for a foremost-positioned latch among the plurality of
latches, and

wherein the third output terminal of the last-positioned
logic gate forms the first output terminal, and the second
input terminal of the foremost-positioned latch and the
fourth input terminal of the respective logic gates form
the plurality of first input terminals.

17. The medium of claim 135, wherein the concatenating

unit comprises a plurality of concatenating circuits corre-
sponding to the strings contained 1n the target pattern, respec-
tively,

wherein the concatenating circuits comprise a plurality of
stages each having first and second input terminals, first
and second output terminals, and a control terminal,

wherein the first input terminal of the respective stages 1s
connected to the second output terminal of a stage neigh-
boring thereto,

wherein the second mput terminal of the respective stages
receives a hit signal outputted from the CAM, while the
control terminal of a stage recerves a control signal, and
the first output terminal thereof outputs the detection
signal, and

wherein stage neighbors are separated from each other by
way of at least one control signal.

18. The medium of claim 17, wherein the respective stages

comprise:

a logic gate AND calculating data input into the first and
second input terminals and outputting the AND calcu-
lated data to at least one of the first and second output
terminals;

a latch having an input terminal connected to an output
terminal of the logic gate, and an output terminal;

a first multiplexer having a third input terminal receiving
first data, a fourth input terminal connected to the output
terminal of the logic gate, and a third output terminal
forming the first output terminal; and

a second multiplexer having a fifth mput terminal con-
nected to the output terminal of the latch, a sixth input
terminal recerving a second data, and a fourth output
terminal forming the second output terminal.

19. The medium of claim 18, wherein the latch comprises:

a third multiplexer having two input terminals and an out-
put terminal; and

a tlip-tflop having an 1nput terminal connected to the output
terminal of the third multiplexer and an output terminal
connected to one of the two mput terminals of the third
multiplexer,

wherein the other input terminal of the third multiplexer
forms an input terminal of the latch.

20. The medium of claim 19, wherein the flip-flop further

comprises a control terminal recerving a reset signal.
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