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SYSTEM FOR THE INTERNET
CONNECTIONS, AND SERVER FOR
ROUTING CONNECTION TO A CLIENT
MACHINE

CROSS REFERENCE TO RELATED
APPLICATIONS

The present application 1s a continuation of U.S. patent
application Ser. No. 10/537,279, filed Nov. 21, 2005 now U.S.
Pat. No. 7,934,014, which 1s a Section 371 national phase
f1ling of International Application No. PC'T/JP03/15342, filed
Dec. 1, 2003, which claims priority to Japanese patent appli-
cation No. 2002-348543, filed Nov. 29, 2002, Japanese patent
application No. 2003-161246, filed Jun. 35, 2003, and Japa-
nese patent application No. 2003-345390, filed Oct. 3, 2003.
The entire disclosures of the aforesaid applications are incor-
porated herein by reference.

FIELD OF THE INVENTION

The present invention relates to a system and a server used
in the system for realizing a network with the next generation
IP, IPv6 (Internet Protocol version 6), and providing a home
IPv6 environment with services from the server in the current
inirastructure environment broadly employing the IPv4 (In-
ternet Protocol version 4).

BACKGROUND OF THE INVENTION

In a service delivery environment through Internet-cen-
tered public networks, values of all information are generally
located on a server side rather than a client side.

Each client (terminal device) 1s basically a viewer, which
browses imnformation on the Internet. Each client 1ssues vari-
ous requests to obtain information from the Internet, which in
return sends back information for the client. It means that all
information 1s collected on the Internet, which ofters formu-
laic information single-directionally. For this reason, it 1s
difficult for manufacturers of terminal devices to create added
values for users.

In order to change this circumstance, the server-client rela-
tionship must be reversed by mnverting the access direction.
For a home network connected to the Internet, for example, an
environment must be created such that access from the Inter-
net to the home network 1s iitiated, and services are provided
by the home network to the Internet.

To achieve this, the internet network needs to be able to
uniquely 1dentily each device connected to the home net-
work. Home routing and security problems need also to be
resolved. One of the technologies to address this issue 1s the
IPv6 (Internet Protocol version 6).

However, 1n view of the circumstances regarding the cur-
rent Japanese carriers and Internet service providers, it can be
surmised that a considerable amount of time will have to be
expended until the IPv6 becomes widely available. For
example, 1t will take at least 2 to 3 years for the currently
available IPv4 to depreciate, and the IPv6 service has just
started on a test basis.

In order to achieve an IPv6-enabled network quickly,
manufacturers will need to expand their business to include
ISP level services, which 1s very costly and unrealistic.

Furthermore, home network environments vary tremen-
dously with their connection mechamisms varying very
widely depending on their carriers and ISP’s. Therefore, a
new, standardized approach 1s needed to realize the IPv6
environment by taking into account all these variations.
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In view of the above situation, the purpose of the present
inventionis to provide an Internet connection system which 1s
capable of benefiting from the IPv6 by relatively easy means
and 1n which manufacturers of client devices can create added
values for users.

SUMMARY OF THE INVENTION

In order to achieve the above object, according to a first
principal aspect of the present invention, there 1s provided an
Internet connection system, comprising: a relay device con-
nected to a client device and provided 1n a first network, the
first network communicated 1n a first protocol; and a server
connected to the relay device through a second network 1n a
second protocol, wherein the relay device comprises: a client
device global address storage section for storing a global
address of the client device 1n the first protocol; a server
address storage section for storing a global address of the
server 1n the second protocol; a first routing device for routing
a connection from the client device through the server based
on the global address of the server stored 1n the server address
storage section; and a first packet processing device for cap-
sulating/decapsulating packets, the packets in the first proto-
col, using the second protocol to thereby establish a tunneling
connection with the server in the first protocol, and wherein
the server comprises: a second packet processing device for
capsulating/decapsulating packets, the packets in the first
protocol, using the second protocol to thereby establish a
tunneling connection with the relay device; a client device
global address management device for managing the global
address of the client device 1n the first protocol, the client
device connected to the relay device, 1n association with a
global address of the relay device 1n the second protocol; and
a second routing device for routing a connection to the relay
device based on the global address of the client device man-
aged by the client device global address management device.

According to such a structure, IPv6 packets are transmaitted
by a tunneling connection between a home network and a
server on the Internet. Also terminal (client) devices present
in the home network can be uniquely recognized and con-
trolled from outside via the server. Since all communications
are performed via the server on the Internet regardless of the
carrier and the ISP, the terminal device and all connections to
the terminal device can be freely configured and controlled by
the owner or the manufacturer of the server on the Internet.

This means that all problems related to conventional 1n-
home routing, security and individual identification of an
IPv6 device where IPv6 and IPv4 coexist can be solved, and
extremely open and yet closed networks can be realized.

In this case, the first and second protocols may be difierent
or the same. In the most preferred embodiment, however, the
first protocol 1s IPv6 and the second protocol 1s IPv4.

According to one embodiment of the present invention, the
server further comprises a model 1dentification section for
determining 1f the client device 1s of a predetermined model
and/or the relay device 1s of a predetermined model. In this
case, the server preferably further comprises a communica-
tion session disconnection section for disconnecting commu-
nication sessions or limiting packet transmissions 1f the
model 1dentification section determines that the client device
or the relay device 1s not of the predetermined model. Addi-
tionally, the server may further comprise a command conver-
s10n section for converting a command to be sent to the client
device to a command 1n a predetermined format to control the
client device based on results from the model 1dentification
section. Moreover, the server preferably further comprises a
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client device control section for controlling the client device
based on results from the model 1dentification section.

According to another embodiment, the server further com-

prises a network type 1dentification section for determining 11
an environment of the first network connected with the client
device and/or the relay device 1s of a predetermined type. In
this case, the server preferably further comprises a commu-
nication session disconnection section for disconnecting
communication sessions or limiting packet transmissions 1f a
private network environment connected with the client device
or the relay device 1s determined not of the predetermined
type. In this case, the server preferably further comprises a
state information obtaining section for obtaining at least one
of an operation state, a usage state and location information of
the client device and/or the relay device; and this state infor-
mation obtaining section preferably obtains at least one of the
operation state, the usage state and location information of the
client device using a method according to a model of the
client device.

According to yet another embodiment, the server com-
prises a search section for searching for the client device or
the relay device based on at least one of the global address, the
operation state, the usage state and the location information of
the client device or the relay device. In this case, the search
section preferably comprises a means for displaying a list of
the client devices connected to each relay device. In this case,
the server preferably further comprises a client device control
section for controlling the client device, wherein the client
device control section preferably selects a specific client
device from the list to thereby activate a control program for
the specific client device.

According to yet another embodiment, the server further
comprises a client device address search section for searching
tor the global address of the client device 1n the first protocol
based on a connection request to the client device. In this case,
the server preferably further comprises a connection
requester authentication section for authenticating a user who
requested a connection to the client device to thereby permit
or deny the connection to the client device.

According to yet another embodiment, the internet connec-
tion system further comprises a tunneling connection infor-
mation management device for managing information of the
tunneling connection between the relay device and the server,
wherein the tunneling connection mformation management
device notifies the relay device of the global address of the
server 1n the second protocol, and notifies the server the
global address of the relay device 1n the second protocol and
an entirety or part of the global address of the client device 1n
the first protocol. In this case, the tunneling connection nfor-
mation management device preferably authenticates the relay
device or the server and, i1 the authentication result 1s posi-
tive, performs the notification as above.

According to yet another embodiment, the server further
comprises a filtering processing device for filtering commu-
nications to/from the client device according to predeter-
mined rules. Preferably in this case, the server further com-
prises a filtering rule setup section for providing an interface
for editing the predetermined rules.

According to yet another embodiment, the relay device
turther comprises a model identification section for determin-
ing 11 the client device 1s of a predetermined model. In this
case, the relay device preferably further comprises a commu-
nication session disconnection section for disconnecting
communication sessions ii the model identification section
determines that the client device 1s not of the predetermined
model.
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According to a second principal aspect of the present
invention, there 1s provided a relay device, used 1n an Internet
connection system which comprises: the relay device con-
nected to a client device and provided 1n a first network, the
first network communicated 1n a first protocol; and a server
connected to the relay device through a second network 1n a
second protocol, comprising: a client device global address
storage section for storing a global address of the client device
in the first protocol; a server address storage section for stor-
ing a global address of the server in the second protocol; a first
routing device for routing a connection from the client device
through the server based on the global address of the server
stored 1n the server address storage section; and a first packet
processing device for capsulating/decapsulating packets, the
packets 1n the first protocol, using the second protocol to
thereby establish a tunneling connection with the server in the
first protocol.

According to a third principal aspect of the present inven-
tion, there 1s provided a server, used 1n an Internet connection
system which comprises: a relay device connected to a client
device and provided 1n a first network, the first network com-
municated 1n a {irst protocol; and the server connected to the
relay device through a second network 1n a second protocol,
comprising: a second packet processing device for capsulat-
ing/decapsulating packets, the packets 1n the first protocol,
using the second protocol to thereby establish a tunneling
connection with the relay device; a client device global
address management device for managing a global address of
the client device 1n the first protocol, the client device con-
nected to the relay device, in association with a global address
of the relay device in the second protocol; and a second
routing device for routing a connection to the relay device
based on the global address of the client device managed by
the client device global address management device.

According to a forth principal aspect of the present inven-
tion, there 1s provided a server, used 1n an Internet connection
system which comprises: a relay device provided 1n a first
network; and the server connected to a client device through
the relay device and the Internet, the client device connected
to the first network, comprising: a client device address man-
agement device for managing an address of the client device
connected to the relay device 1n association with an address of
the relay device; a routing device for routing a connection, the

connection from the Internet to the client device, to the relay
device connected to the client device based on the address of
the client device managed at the client device address man-
agement device; a model 1dentification section for determin-
ing 11 the client device 1s of a predetermined model and/or the
relay device 1s of a predetermined model; and a command
conversion section for converting a command to be sent to the
client device to a command 1n a predetermined format to
control the client device based on results from the model
identification section.

According to such a structure, the model of a terminal
device present in the home network can be uniquely recog-
nized from outside via the server. Then the terminal device
can be controlled according to its model. Since all commu-
nications are performed via the server on the Internet regard-
less of the carrier and the ISP, the terminal device and all
connections to the terminal device can be freely configured
and controlled by the owner or the manufacturer of the server
on the Internet.

According to one embodiment of the present invention, the
server further comprises a communication session disconnec-
tion section for disconnecting communication sessions or
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limiting packet transmaissions 1f the model 1dentification sec-
tion determines that the client device or the relay device 1s not
of the predetermined models.

Additionally, according to another embodiment of the
present invention, the client device includes a peripheral
device which 1s communicable with the relay device but
cannot by itself connect to the Internet.

According to yet another embodiment, the server further
comprises a network type identification section for determin-
ing 1 an environment of the first network connected with the
client device and/or the relay device 1s of a predetermined
type. In this case, the server preferably further comprises a
communication session disconnection section for discon-
necting communication sessions or limiting packet transmis-
sions 1 a private network environment connected with the
client device or the relay device 1s determined not of the
predetermined type.

According to yet another embodiment of the present inven-
tion, the server further comprises a state information obtain-
ing section for obtaining at least one of an operation state, a
usage state and location information of the client device and/
or the relay device. In this case, the state information obtain-
ing section obtains at least one of the operation state, the
usage state and the location information of the client device
using a method according to a model of the client device.
Also, the server further comprises a client device control
section for controlling the client device, and this client device
control section has a means for displaying to a user at least
one ol the operation state, the usage state and the location
information of the client device.

The server further comprises a search section for searching
tor the client device or the relay device based on at least one
of the address, the operation state, the usage state and the
location information of the client device or the relay device.
This search section comprises a means for displaying a list of
client devices found by the search section, each with the
operation state. The means also displays a list of client
devices connected to each relay device. Moreover, the server
turther comprises a client device control section for control-
ling the client device, wherein the client device control sec-
tion preferably selects a specific client device from the list to
thereby activate a control program for the specific client
device.

According to yet another embodiment, the relay device 1s
provided 1n the client device.

According to yet another embodiment, the server further
comprises a second packet processing device for capsulating/
decapsulating packets, the packets in a first protocol, using a
second protocol to thereby establish a tunneling connection
with the relay device; a client device global address manage-
ment device for managing a global address of the client device
in the first protocol, the client device connected to the relay
device, 1n association with a global address of the relay device
in the second protocol; and a second routing device for rout-
ing a connection to the relay device based on the global
address of the client device managed by the client device
global address management device. The first and second pro-
tocols may be different or the same.

The server preferable further comprises a client device
address search section for searching for the global address of
the client device 1n the first protocol based on a connection
request to the client device. Preferably 1n this case, the server
turther comprises a connection requester authentication sec-
tion for authenticating a user who requested a connection to
the client device to thereby permit or deny the connection to
the client device.
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The server further comprises a tunneling connection infor-
mation management device for managing information of the
tunneling connection between the relay device and the server,
wherein this tunneling connection information management
device notifies the relay device of the global address of the
server 1n the second protocol, and obtains the global address
of the relay device in the second protocol and an entirety or
part of the global address of the client device in the first
protocol. In this case, the tunneling connection information
management device preferably authenticates the relay device
and, 1f the authentication result 1s positive, performs the noti-
fication as above.

According to yet another embodiment, the server further
comprises a filtering processing device for filtering commu-
nications to/from the client device according to predeter-
mined rules. Preferably 1n this case, the server further com-
prises a filtering rule setup section for providing an interface
for editing the predetermined rules.

According to the server employed 1n the Internet connec-
tion system of the present invention, 1t 1s possible to provide
an Internet connection system which 1s capable of benefiting
from the IPv6 by relatively easy means and 1n which manu-
facturers of client devices can create added values for users.

Other characteristics and marked effects of the present
invention will become apparent to those skilled inthe art upon
referring to explanations of the following DETAILED

DESCRIPTION OF THE PREFERRED EMBODIMENTS
when taken 1n conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram showing an example of network struc-
ture according to one embodiment of the present invention;

FIG. 2 1s a schematic structural view showing an example
of an InterBOX according to one embodiment of the present
imnvention;

FIG. 3 1s a schematic structural view showing an example
of an InterServer according to one embodiment of the present
imnvention;

FI1G. 4 1s a diagram showing a schematic structure of a filter
section;

FIG. 5 15 a flowchart showing processing at the filter sec-
tion;

FIG. 6 1s a diagram showing a schematic structure of an
[Pv6 terminal search section;

FIG. 7 1s a diagram showing an example of a search screen;

FIG. 8 1s a diagram showing an example of a list display of
search results for the InterBOX:

FIG. 9 1s a diagram showing a control concept of an IPv6
terminal control section;

FIG. 10 1s a function diagram showing a communication
example 1n the present embodiment;

FIG. 11 1s a function diagram showing another communi-
cation example 1n the present embodiment;

FIG. 12 1s a diagram showing a setup example of the
InterBOX or an IPv6 terminal; and

FIG. 13 1s a diagram showing a tunneling connection
example between the InterBOX and the InterServer.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Embodiments of the present invention are described below
with reference to the accompanying drawings.

FIG. 1 1s a diagram showing an example of a network
structure according to one embodiment of the present inven-
tion.
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Indicated with a reference numeral 1 1n this figure 1s an
IPv6 home network connected to various types of client IPv6
terminals 2 (hereatter, each referred to as an “IPv6 terminal™)
communicating using IPv6 (a first communication protocol).
The IPv6 home network 1 1s, for example, structured using a
LAN implemented in each home.

The IPv6 home network 1 1s connected to an IPv4 Internet
network 4 via an InterBOX 3 (a “relay device” of the present
invention) and a communication carrier/ISP. In the IPv4 Inter-
net network 4, communications are performed using IPv4 (a
second communication protocol), which 1s widely used
unlike the above IPv6.

Connected to the IPv4 Internet network 4 1s an InterServer
6 (a server according to the present invention) for controlling
communications of the IPv6 terminal 2 on the IPv6 home
network 1. As described in greater detail herein below, the
InterServer 6 1n this figure has broker functions for connect-
ing the IPv6 terminal 2 to IPv6 terminals 2a and an IPv6
server 7 on another IPv6 home network 1a, to IPv6 terminals
26 on yet another IPv6 home network 15, and to other devices
on the IPv4 internet network 4.

Here, the InterBOX 3 and the InterServer 6 are intended to
be produced by the same manufacturer or under a unified
standard, and are designed to interface with each other. Stored
in the InterBox 3 1s a global address of the InterServer 6 with
IPv4 so that the InterBox 3 can be always routed and con-
nected to the InterServer 6 regardless of the carrier or ISP.
Additionally the IPv6 terminal 2 connected to the IPv6 home
network 1 1s also itended to be produced by the same manu-
facturer as that of the InterBox 3 or under a unified standard,

and configured so that a type (model) or the like of the IPv6
terminal 2 1s 1dentifiable on the InterServer 6 based on, for
example, an IPv6 global address assigned to the IPv6 terminal
2.

There are various possible techniques for assigning an IPv6
global address to the IPv6 terminal 2. An IPv6 global address
1s 128-bi1t structured, comprising a “prefix” section config-
ured in the first half which 1s assigned from the NIC or ISP,
and an “interface ID” section configured 1n the second half
which can be uniquely generated by a user. A prefix assigned
to the manufacturer may be used in combination with an
interface 1D generated based on a MAC address specific to the
terminal. Also, an IPv6 terminal 2 factory default may be
used. Further, the address may be automatically generated via
a connection to the InterBOX 3, by using an IPv6 address
prefix of the InterBOX 3 and the IPv6 terminal’s MAC
address. Note that the IPv6 terminal 2 may be a conventional
home appliance such asa VCR or a TV, which by 1tself cannot
connect to the Internet. In this case, the InterBOX may be
provided with an predetermined interface (IEEE1394) com-
municable with these home appliances, and a virtual IP
address may be assigned to each home appliance as an 1D
(unique ID).

FIG. 2 1s a schematic structural view showing the Inter-
BOX 3.

The InterBOX 3 has an InterServer address storage section
10 for storing a global address of the InterServer 6 with IPv4;
a tunneling session establishing section 11 for establishing a
tunneling connection with the InterServer 6 based on the
InterServer 6’s address; a capsulating processing section 12
for capsulating/decapsulating IPv6 packets using IPv4 and
performing tunneling transmaissions with the InterServer 6; a
routing processing section 13 for routing the decapsulated
packets from the InterServer 6 to a desired IPv6 terminal 2;
and a packet transmission section 14 for transmitting the
packets. Also the InterBOX 3 1s provided with a prefix storage
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section 15 (an address generation section) for generating an
address for the IPv6 terminal 2 using the prefix assigned to the
InterBOX 3.

According to such a structure, packets to or from the IPv6
terminal 2 can be transmitted through a tunnel established
with IPv4 between the InterServer 6 and the InterBOX 3.

FIG. 3 1s a schematic structural view showing the
InterServer 6.

The InterServer 6 has an address storage section 16 for

associating and storing a global address of the InterBOX 3
with IPv4 (an InterBOX IPv4 address 16a) and a global

address of the client device with IPv6 (a client device IPv6
address 165); a tunneling session establishing section 17 for
establishing a tunneling connection with the InterBOX 3
based on the address of the InterBOX 3; a capsulating pro-
cessing section 18 for capsulating/decapsulating IPv6 pack-
cts with IPv4 to thereby enable communications with the
IPv6 terminal 2; and a routing section 19 for routing commu-
nications between the IPv6 terminal 2 and other terminals and
servers. In addition, the InterServer 6 has an IPv6 terminal

model 1dentification section 21 for determining the model of
the IPv6 terminal 2 based on the IPv6 address of the IPv6
terminal 2; a command setup section 22 for converting a
command to be sent to the IPv6 terminal 2 to a predetermined
command and setting 1t based on the result from the IPv6
terminal model identification section 21; a filter section 23 for
filtering the tunnel-transmitted IPv4 packets using predeter-
mined rules; and a communication session disconnection sec-
tion 24 for disconnecting communication sessions 1n prede-
termined cases. Packet transmissions are performed by a
transmission processing section 25.

Further, the InterServer 6 1s connected to a user manage-
ment server 30. As discussed 1n detail later, the user manage-
ment server 30 manages user information for each InterBOX
3 and IPv6 terminal 2, and has a user information manage-
ment DB 31 for storing the member information of each user,
such as an ID, a password, and billing information, as well as
the IPv6 prefix, model information, and so on.

Furthermore, the InterServer 6 has a Web server 32, which
1s open to public on the IPv4 Internet network, and receives
requests from a user of the InterBOX 3 or the IPv6 terminal 2
to allow the user to configure various settings. For example, at
least some of filtering rules applied at the filter section 23 may
be changed by the user via the Web server 32. Note that this
Web server 32 may be accessed through the InterBOX 3 and
the InterServer 6 or through the IPv4 Internet network 4.

As shown 1n FIG. 4, the filter section 23 has a filtering rule
storage section 33 and a filtering rule setup section 34. The
filtering rule storage section 33 and the filtering rule setup
section 34 are connected to the Web server 32, which 1s
installed with an interface generation section 33 for interact-
ing with the InterServer, as shown in FI1G. 3. A user connected
to the Web server 32 can enter or change the filtering rules by
displaying on the user’s terminal an interface generated by the
interface generation section 35. Possible filtering rules which
may be configured here include, for example, ones related to
security.

Purposes of the security filtering rules are possibly to: (1)
deny all access attempts to the home network from outside;
(2) deny all access attempts to the home network from outside
except from pre-accepted servers (Web sites) and networks;
and (3) allow access to the home network from outside with-
out restriction. Thus, the filtering method may allow only
specific ports or may deny all access attempts.

Additionally, access from the home network 1 to outside
may be restricted, for example, to prevent children from
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accessing harmiul contents and to generally prevent users
from accessing fraudulent Web sites.

These filtering rules may be configured after ID and pass-
word authentication by a user authentication section 36,
which 1s provided 1n the Web server 32 and connectable to the
user management server 30, as shown in FIG. 3.

The filtering rule setup section 34, which configures the
filtering rules based on the user entry as described above, also
has a function to generate the filtering rules automatically
based on the member information (such as billing and termi-
nal model information) stored 1n the user management server
30 without using the user entry. For example, the filtering
rules may be configured as a gateway to, for example, allow
no connections or allow access only to specific servers
depending on the user’s attributes and membership dues pay-
ment status.

These filtering rules as a gateway may be used to control
vendors which provide a fee-based business wvia the
InterServer 6. For example, the InterServer 6 may be provided
with a proxy server 38, as shown in FIG. 3, for storing
addresses a user accesses 1n a user access information DB 39
and managing them to thereby allow the user to connect only
to those addresses preset in the filtering rule setup section 34.

In this case, 1t 1s preferred to implement a function to recog-
nize which services the user uses and terms of each service
contract in addition to the user ID and password 1n the user
information management DB 31, and control transactions
according to the terms. For specific vendors, only samples,
but not the true screens, may be displayed to users who have
not completed a registration procedure.

FIG. 5 1s a flowchart showing processing at the filter sec-
tion 23. First, when a tunneling session 1s started, the filter
section 23 configures the filtering rules based on the member
information recerved from the user management server 30
(step S1). Next it recerves information of the destination to
which the user requested a connection (for example, a Web
site address) from the proxy server 38 (step S2). Then the
filter section 23 applies the filtering rules to the connection
destination information, determines whether or not the access
should be permitted (step S3), and disconnects the commu-
nication session through the communication session discon-
nection section 24 1f the connection 1s not permitted (step S4).
I1 the connection 1s permitted, the filter section 23 determines
if the session 1s still valid (step S5). If so, the processing of the
steps S2-S5 1s repeated. IT the session 1s no longer valid, the
processing 1s terminated.

Also the proxy server 38 may measure the data communi-
cation traffic so that 1t can deny access from users who have
not paid their bills. In this case, the vendor may be informed
of the ID’s, but not the passwords or IP addresses of those
users. Thus, the user should simply manage a pair of ID and
password for the InterServer 6. It 1s appropriate to check the
ID as a key each time for system consistency since the IP
address may be changed for the user’s convenience or other
reasons and since there may be a risk of data obtained at the
vendor side being used for a malicious access.

Implementation of the filtering rules and disconnection and
connection of communication sessions based on these rules
are performed by the communication session disconnection
section 24. Incidentally, filtering methods, gateway methods,
and other methods using the configured filtering rules are
publicly known and therefore omitted herein.

The InterServer 6 has an IPv6 terminal search section 26
(FI1G. 3) for providing users who do not know the address of
the IPv6 terminal 2 with an ability to find the IPv6 terminal 2.
The IPv6 terminal search section 26 searches for and ident-
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fies a desired IPv6 terminal 2 based on user-specified infor-
mation, for example, the operation state of the IPv6 terminal
2 and the network.

To do this, as shown 1n FIG. 6, the IPv6 terminal search
section 26 has a state information receiving section 40 for

receiving state information such as the operation state of the
network and the IPv6 terminal 2 which 1s connected to the
[Pv6 home network 1 and the InterBOX 3; a state information
accumulation section 41 for storing the recerved state infor-
mation 1n association with the IP addresses of the IPv6 ter-
minal 2 and the InterBOX 3; and an IPv6 terminal control
section 42.

The state information receiving section 40 receives state
information of each IPv6 terminal 2 for each prefix or domain
(the IPv6 network or the InterBOX 3) which houses the IPv6
terminal 2. The state information recerving section 40 may
receive the state information by querying the state for the
respective prefix or domain either at predetermined intervals
or on receipt of a reference request for each prefix or domain.
In the former method, for example, a power ON/OFF state of
cach IPv6 terminal 2 1s quernied every minute for the corre-
sponding InterBOX registered 1n the InterBOX IPv4 address
16a.

The state information accumulation section 41 stores the
state information of each IPv6 terminal 2 in association with
the IPv6 terminal 2 and the InterBOX 3. In this case, the
obtained state information includes at least one of an opera-
tion state, a usage state, location mnformation, property infor-
mation, information maintained at a node (the InterBOX 3 or
the IPv6 terminal 2), and imformation useful for identifying
the node.

The operation information includes at least one of a power
state, a network connection state and a communication state.
The usage state includes at least one of user information,
operation time nformation and load information. The loca-
tion information includes at least one of a geographical loca-
tion, coordinate information, a zip code, a room number and
the like. The property information includes at least one of a
type, functions, a shape, colors, device information, software
information and administrator information of the node.

Additionally the model determined by the IPv6 terminal
model 1dentification section 21 1s individually stored as state
information. The state information receiving section 40 1den-
tifies information obtainable from the IPv6 terminal 2 based
on the model information, and obtains required information
in a format appropriate for the obtainable information.

The IPv6 terminal search section 26 1s provided with a
connection request authentication section 27 for connecting
to the user management server 30 to authenticate the user
performing the search or 1ssuing the connection request, and
permit the search or the connection request. In the case of a
user’s home network (with the InterBOX 3), for example,
only specific users permitted to connect to this home network
are allowed to search and connect. If the connection request
authentication section 27 gives a positive result, the IPv6
terminal search section 26 accesses the state information
accumulation section 41 and the address storage section 16,
and searches for the address of a desired IPv6 terminal 2 (and
identifies the InterBOX 3).

When a user searches for the InterBOX 3 of the user’s own
home network from outside using a personal computer, for
example, the search results may be displayed as a list of all
IPv6 terminals 2, as well as their states, which are connected
to the InterBOX 3. FIG. 7 1s an example of a search screen and
FIG. 8 1s an example of a list display of search results for the
InterBOX. In the example of a search interface shown in FIG.
7, there are provided an entry field 43 for searching for the
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InterBOX 3 and an entry field 44 for searching for the IPv6
terminal 2, and the search interface i1s programmed to enable
searching from either one of them.

In the example of a search result list display shown 1n FIG.
8. all IPv6 terminals 2 connected to the InterBOX 3 are listed
together with respective owner, state, type and model 1nfor-
mation. Further by pressing an operation screen display but-
ton 1ndicated with 435 1n the figure, the IPv6 terminal control
section 42 1s activated and an operation screen (not shown) 1s

displayed according to the type and model of the IPv6 termi-
nal 2.

FIG. 9 1s a conceptual diagram of a control by the IPv6
terminal control section 42.

First, the IPv6 terminal 2 notifies its operation state in
response to a request from the state information receiving
section 40 (step S11) while the InterBOX 3 1s connected to the
InterServer 6 through a tunneling session. At this point, it may
be configured so that the operation state cannot be obtained
unless the IPv6 terminal 2 logs 1n the IPv6 terminal control
section 42. The obtained operation state 1s accumulated and
updated in the state information accumulation section 41 on a
regular basis (step S12).

Next, the user of the IPv6 terminal 2 logs 1n from outside
using his ID and password, and 1dentifies a terminal to control
from the list as described above to activate the IPv6 terminal
control section 42 (step S13). The IPv6 terminal control sec-
tion 42 processes all instructions on the server side and sends
appropriate commands to the terminal device to control it.

Also the user may select a terminal name from the list to
thereby connect to the selected IPv6 terminal via routing.
Further, the user may enter a specific state as a search condi-
tion and, 1f a terminal with that condition i1s found, may
connect to the terminal directly. Note that the connection to
the terminal 1s made after a tunneling connection 1s estab-
lished even when the user searches for the terminal from
outside of the home network via the Web server without using
the tunneling connection through the InterServer 6.

Here, the “tunneling” refers to technologies for connecting,
IPv6 networks (router) through an IPv4 network, and more
specifically refers to technologies for transmitting IPv6 pack-
cts by capsulating the IPv6 packets with IPv4 between spe-
cific routers.

In practice, the components 10-42 of the InterBOX 3 and
InterServer 6 are configured by use of hard disks 1n a com-
puter system and computer software programs installed in
those areas, as well as a CPU, a RAM, and peripheral equip-
ment such as other input and output devices for controlling
the hard disks to read the programs.

Additionally the InterBOX 3 preferably comprises one
computer system which includes each IPv6 terminal 2,
whereas the InterServer 6 preferably comprises a plurality of
computer systems which are connected to one another for
load sharing. For example, the IPv6 terminal search section
26 for managing the states of the InterBOX 3, the IPv6 ter-
minal 2 and the home network pretferably 1s configured 1n a
server with a dedicated transmission interface and a control
section. This 1s because load sharing may be needed to
address an immense number of predicted sessions managing
ON/OFF and other states of each device. Also when one
InterServer 6 processes InterBOX’es and IPv6 terminals from
different manufacturers, there may be provided a plurality of
the capsulating processing sections 18, command setup sec-
tions 22, filter sections 23 and the like.

Hereinafter, operations of the InterBOX 3 and InterServer
6 are described 1n accordance with communication examples
shown 1n FIG. 10 and later figures.
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FIG. 10 shows communications between an IPv6 terminal
2 of the IPv6 home network 1 connected to the InterBOX 3,
and an IPv6 server 7 connected to the InterServer 6 directly or
via the IPv6 home network 1a.

The present example shown 1 FIG. 10 1s based on the
assumption that the InterBOX IPv4 address 16a and the client
device (IPv6 terminal 2) IPv6 address 165 are pre-stored 1n
the InterServer 6. Accordingly, the IPv6 terminal 2 needs to
notily the InterServer 6 of the IPv6 terminal’s own IPv6
address 1n advance, for example, via the InterBOX 3 or other
means. This operation may be achieved by, for example, a
user connecting the IPv6 terminal 2 to the IPv6 home network
1 with a plug-and-play feature to thereby automatically estab-
lish a tunneling connection between the InterBOX 3 and the
InterServer 6. Upon learning the IPv6 address of the IPv6
terminal 2, or part of the IPv6 address (an IPv6 address prefix
of the InterServer), the InterServer 6 makes an announcement
(broadcast) to other ISP routers 1n order for routing to the
IPv6 address to go through this InterServer 6.

Note that 1f the IPv6 address of the IPv6 terminal 2 depends
on a prefix assigned to the InterBOX 3, only the IPv6 prefix of
the InterBOX 3, which constitutes part of the address, may be
stored as the client device (IPv6 terminal 2) IPv6 address 165
in the InterServer 6. In this case, the InterServer 6 makes an
announcement to other ISP routers of routing information of
its prefix.

Under the conditions where the above processing and con-
figurations (for a tunneling connection) are already imple-
mented, 11 a request 1s 1ssued for a connection from the IPv6
server 7 to the IPv6 terminal 2, the connection from the IPv6
server 7 1s routed to the InterServer 6. The InterServer 6
determines the IPv4 address of the InterBOX 3 from the IPv6
address of the IPv6 terminal 2, and establishes a communi-
cation session with the InterBOX 3 within the tunneling con-
nection via the tunneling session establishing sections 17 and
11.

Once a tunneling communication session 1s established,
packets to the IPv6 terminal 2 are transmitted after being
capsulated in IPv4 packets for the InterBOX 3 by the capsu-
lating processing section 18. In the InterBOX 3, the capsulat-
ing processing section 12 decapsulates those packets while
the routing processing section 13 processes routing to the
IPv6 terminal 2 based on 1ts address included 1n the packets.
Thus a connection to the IPv6 terminal 2 in an IPv6 home
network at home, for example, may be activated by an exter-
nal IPv6 server 7.

If the IPv6 terminal 2 1s, for example, a home security
camera, this camera may be activated and controlled even
when the home owner 1s outside of home through the
InterServer 6 and the InterBOX 3 by connecting the home
owner’s PDA and the like to a nearest IPv6 network.

Also 1n this example, the IPv6 terminal model 1dentifica-
tion section 21, the command setup section 22, and the filter
section 23 provided in the InterServer 6 function according to
the model of the IPv6 terminal 2.

The IPv6 terminal model 1dentification section 21 1s con-
figured to determine the model of the IPv6 terminal 2 and a
network environment based on, for example, the IPv6 address
of the IPv6 terminal (address 1tself or information associated
with the address). In this example, the IPv6 terminal 2 and the
InterServer 6 are assumed to be produced by the same manu-
facturer or under a unified standard, wherein the model of the
terminal or the network environment may be easily deter-
mined from the IPv6 address assigned to (or generated for)
the IPv6 terminal 2 by presetting a certain set of rules to the
[Pv6 address. In this case, the manufacturer and the model are
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determined based on the prefix section and the MAC address
section within the IPv6 address.

When a special command 1s required to manage the IPv6
terminal 2, the command setup section 22 converts a com-
mand 1ncluded 1n the communication from the IPv6 server 7
to a command specific to the model. For example, commands
may be generated from a message described in the HIML
language. Alternatively, an instruction from one IPv6 server 7
may be converted to commands for a plurality of IPv6 termi-
nals 2.

Moreover, the filter section 23 has a function to filter IPv6
packets passing through the InterServer 6 based on predeter-
mined rules. These filtering rules may be predetermined, for
example, at a connection destination IPv6 terminal 2 or each
network. The communication session disconnection section
24 1s configured to disconnect communication sessions 1f the
[Pv6 terminal model i1dentification section 21 does not rec-
ognize models or network environments as predetermined, or
if the filter section 23 returns a negative result. In addition, if
a connection destination IPv6 terminal cannot be connected
due to 1ts power OFF state and the like, and 11 there are any
alternative IPv6 devices connected to the same InterBOX,
communication sessions may still be routed to those other
IPv6 terminals based on their model or type information.

FI1G. 11 1s an example of a connection via the InterServer 6
between IPv6 home networks which have InterBOX es 3 and
3", respectively. IPv6 terminals A and B are connected to the
IPv6 home networks, respectively, and communications
between these two IPv6 terminals A and B are described
below.

Again 1n this case, the InterServer 6 stores an entirety or
part of the addresses of the IPv6 terminals A and B 1n asso-
ciation with the respective IPv4 addresses of the InterBOX es
3 and 3'.

When a connection from one IPv6 terminal A to the other
IPv6 terminal B 1s requested, first a communication session

within the tunnel connection 1s established between the Inter-
BOX A of the IPv6 terminal A and the InterServer 6. Next the

InterBOX B 1s 1dentified based on the address of the IPv6
terminal B included in the packets, to thereby establish a
tunneling communication session between the InterServer 6
and the InterBOX B. Then the InterBOX B performs an
intra-network routing based on the IPv6 address of the IPv6
terminal B included 1n the packets.

In this way, the two IPv6 terminals may communicate with
cach other with IPv6 through the InterServer 6.

In the above case, the address of the connection destination
IPv6 terminal may be unknown when communications
between the two IPv6 terminals are desired. In this situation,
the user who 1s originating this connection accesses the
InterServer 6 and activates the IPv6 terminal search section
26. During this time, for security reasons, the connection
request authentication section 27 authenticates this user and
determines if the connection request 1s legitimate to permuit
searches for the connection destination IPv6 terminal and 1ts
user. If the desired IPv6 terminal was successtully 1dentified,
a tunnel communication session 1s established based on the
IPv6 address of the desired IPv6 terminal.

According to the above structure, all communications
related to the IPv6 terminal 2 are performed through the
InterServer 6 regardless of their carriers and ISP’s, enabling
an owner of the InterServer 6 to freely configure and control
the IPv6 terminal 2 and the server 7 on his home or workplace
network. Thus all problems related to conventional 1n-home
routing, security and individual identification of the IPv6
device where IPv6 and IPv4 coexist can be solved, and
extremely open and yet closed networks can be realized.
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Normally the owner of the InterServer 6 1s assumed to be a
manufacturer of the IPv6 terminal 2. Therefore, this manu-
facturer may create added values for users, utilizing the Inter-
net by preparing its own IPv6 device lineup compatible with
the InterServer 6.

Next sign-up of the IPv6 terminal 2 1s described below 1n
accordance with FIG. 12.

In the above description, the IPv6 address of the IPv6
terminal 2 1s received from the InterBOX 3. In practice,
however, there are various other possible methods. Also the
manufacturer and/or the owner of the InterServer 6 may be
interested 1in obtaining information on the owner (user) of the
[Pv6 terminal 2. Furthermore, the address of the IPv6 termi-
nal 2 may 1n some case be: a factory default fixed IPx6 address
written 1nto the RAM of the IPv6 terminal 2; or determined
according to the IPv6 prefix of a connecting InterBOX 3.

Therefore 1n the present embodiment, as shown in FIG. 12,
the user of the IPv6 terminal 2 or the InterBOX 3 should first
connect to the user management server 30 to perform a user
registration. The user registration may be done by using the
IPv6 terminal 2 through the InterBOX 3, or using IPv4-
communication-enabled equipment such as an existing per-
sonal computer or the like. In this embodiment, described 1s
the case wherein the IPv6 terminal 2 and the InterBOX 3 are
used. Also 1n the following, described is the case wherein the
IPv6 address of the IPv6 terminal 2 1s generated as a combi-
nation of an IPv6 address prefix assigned to the InterBOX 3
and a MAC address of the IPv6 terminal 2.

When the user first connects the IPv6 terminal to the Inter-
BOX 3, the InterBOX 3 connects to the user management
server 30 wvia the ISP/carrier. Accordingly, information
required for a tunneling connection from the InterBOX 3 to
the InterServer 6 and the IPv6 prefix are passed to the user
management server 30. The user also passes, to the user
management server 30 through the InterBOX 3, information
about the user, the InterBOX 3, or the IPv6 terminal 2; infor-
mation regarding the IPv6 terminal 2 model and the network
1; and information required for billing and the like. In the
present example, the InterBOX 3 or each user 1s 1ssued with
an ID and a password, 1n association with which information
of the InterBOX 3 or each user i1s registered in the user
information management DB 31. Note that information
required for the registration 1s not limited to the above and that
the above and other information may not be required 1if the
password and billing information are unnecessary.

Also, the IPv6 address prefix of the InterBOX 3 may be
assigned and stored in the InterBOX 3 during manufacture,
for example, or may be notified of from the server for the first
time upon the user registration in the above manner. In the
latter case, 1n order to perform the user registration on the
Internet via no InterBOX 3 but an existing personal computer
or the like, the IPv6 prefix, the ID, and the password are
manually configured mto the InterBOX 3. After the comple-
tion of such a user registration, information required for the
connection 1s stored 1n the InterBOX 3 and the IPv6 terminal
2 as well. In this case, the IPv6 terminal model 1dentification
section 26 provided in the InterServer 6 may be configured to
determine the model based on information registered by the
user.

The above-described user management server 30 may be
connected to the InterServer 6 or may be independently pro-
vided on the Internet.

FIG. 13 shows an embodiment of a specific method for
establishing a tunneling connection and a communication
session within the tunneling connection. Each of the refer-
ence numerals/symbols S21-S27 1n this figure corresponds to
cach of the following steps S21-S27.
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In this embodiment, the InterBOX 3 stores the IPv4 address
of the InterServer 6 therein: this address may be stored 1n the
RAM by the manufacturer as a factory default, or may be
received from another server and the like upon an actual
tunneling connection. The former may be employed if there 1s
a single InterServer 6, and the latter may be more efficient if
there are a plurality of InterServers 6.

The diagram in FIG. 13 1s an example of the latter, and a
tunnel broker 52 1s provided accordingly. The tunnel broker
52 1s configured so that the user information management DB
31 i1s called for reference. The tunnel broker 52 1s also con-
nected to an address database 53 for storing the IPv4
addresses of the InterServer 6 and the InterBOX 3. In addi-
tion, the InterBOX 3 1s preset with an IPv4 global address of
the tunnel broker 52. The InterBOX 3 1s also preconfigured
with the ID and the password (if required) described above.

The InterBOX 3 first connects to the tunnel broker 52 and
sends the ID and the password (step S21). The tunnel broker
52 authenticates the InterBOX 3 and concomitantly obtains
the IPv6 address prefix of the InterBOX 3 (step S22). Next the
tunnel broker 52 selects from the address database 33 a des-
tination InterServer 6 of a tunnel connection to be established
(step S23), and notifies the InterBOX 3 of the IPv4 address of
this InterServer 6 (step S24). Also the tunnel broker 52 passes
to the InterServer 6 the IPv4 address of the InterBOX 3 and
the IPv6 prefix (part of the address of the IPv6 terminal 2) for
identifving the IPv6 terminal (step S25). In this manner, the
InterBOX 3 can 1dentify the InterServer 6 and establish the
tunneling session (steps S26 and S27). Further, the
InterServer 6 announces other routers of routing of the noti-
fied IPv6 prefix. Thus all routings of IPv6 addresses with the
above prefix go through the InterSever 6.

According to such a structure, i1 there are multiple
InterServers 6, the establishment of the tunneling connection
may be ensured through one of them. Incidentally, the user
and terminal authentication 1s performed with the tunnel bro-
ker 52 above, but this does not limit the authentication method
of the present invention. The tunneling broker 52 may notily
the InterBox 3 of the address of the InterServer 6 only, and the
InterServer 6 may perform the user authentication. Also at
this point, the InterServer 6 may give an arbitrary address to
the InterBox 3 or the IPv6 terminal 2.

It 15 to be understood that the embodiment heretofore
described 1s no more than one embodiment of the present
invention, and that various changes and modifications can be
made, without departing from the scope and spirit of the
present invention.

For example, the tunneling connection may be established
from both the InterBOX 3 and the InterServer 6 in the above
one embodiment. However, the tunneling connection may be
generally established only from the InterBOX 3 in actual
commercial services. This 1s due to a rarity of IPv4 fixed IP
services. This 1s because routing i1s impossible 1f the IPv4
session 1tself 1s actually disconnected: 1n this case, the con-
figuration remains intact once the tunneling (in practice IPv4
connection itsell) 1s established until the IPv4 session 1s dis-
connected, and the next IPv4 of the InterBOX 3 i1s seldom the
same as before.

Further, the above one embodiment 1llustrated with the first
protocol as IPv6 and the second protocol as IPv4 is not
intended to limit these protocols. The second protocol may
also be IPv6. Also both the first and the second protocols may
be IPv4. Furthermore, both may be other than the above
protocols.

In the above one embodiment, the InterBOX 3 1s provided
independently of each IPv6 terminal, but the InterBOX 3
itself may be the IPv6 terminal, or the InterBOX 3 may be
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configured integrally with any IPv6 terminal or every IPv6
terminal as hardware or software. In the latter case, there may
be a plurality of the InterBOX’es 1n a single home network.

Having described the invention, the above examples are

given to 1llustrate specific applications of the invention
including the best mode now known to perform the invention.
These specific examples are not intended to limait the scope of
the mvention described in this application.

What 1s claimed 1s:

1. An Internet connection system, comprising:

a relay device located 1n a first network and connected to a
client device and provided in the first network, the first
network communicated 1n a first protocol; and

a server communicating with the relay device through a
second network 1n a second protocol, the second net-
work being the Internet;

wherein the relay device comprises:

a client device global address storage section for storing a
global address of the client device 1n the first protocol;

a server address storage section for storing a global address
of the server 1n the second protocol;

a first routing device for routing a connection from the
client device through the server based on the global
address of the server stored in the server address storage
section; and

a first packet processing device for encapsulating and
decapsulating packets, the packets being in the first pro-
tocol, using the second protocol to thereby establish a
tunneling connection with the server 1n the first protocol;

and wherein the server comprises:

a second packet processing device for encapsulating and
decapsulating packets, the packets being 1n the first pro-
tocol, using the second protocol to thereby enable said
tunneling connection via the Internet with the relay
device 1n the first network;

a client device global address management device for man-
aging the global address of the client device 1n the first
protocol, the client device connected to the relay device,
in association with said tunneling connection with the
relay device;

a tunneling establishing device for establishing a plurality
of independent tunneling connections with a plurality of
relay devices located in different first networks, said
tunneling connection which said relay device estab-
lishes with said server being any one of the plurality of
independent tunneling connections; and

a second routing device configured to identily a particular
tunneling connection among the plurality of tunneling
connections when the server receives via the second
network a connection request to a particular client
device, and for routing the connection to the identified
particular tunneling connection, based on the global
address of the client device included 1n the request and
managed by the client device global address manage-
ment device.

2. The Internet connection system of claim 1, wherein

the first and second protocols are different.

3. The Internet connection system of claim 1, wherein

the first and second protocols are the same.

4. The Internet connection system of claim 1, wherein

the server further comprises a model 1dentification section
for determining 11 the client device 1s of a predetermined
model and/or the relay device 1s of a predetermined
model.

5. The Internet connection system of claim 4, wherein

the server further comprises a communication session dis-
connection section for disconnecting communication
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sessions or limiting packet transmissions 1f the model
identification section determines that the client device or
the relay device 1s not of the predetermined model.

6. The Internet connection system of claim 4, wherein

the server further comprises a command conversion sec-
tion for converting a command to be sent to the client
device to a command in a predetermined format to con-
trol the client device based on results from the model

identification section.
7. The Internet connection system of claim 4, wherein

the server further comprises a client device control section
for controlling the client device based on results from the
model 1dentification section.

8. The Internet connection system of claim 1, wherein

the server further comprises a network type 1dentification
section for determining 1f an environment of the first
network connected with the client device and/or the
relay device 1s of a predetermined type.

9. The Internet connection system of claim 8, wherein

the server further comprises a communication session dis-
connection section for disconnecting communication
sessions or limiting packet transmissions 1f a private
network environment connected with the client device
or the relay device 1s determined not of the predeter-
mined type.

10. The Internet connection system of claim 9, wherein

the server further comprises a state information obtaining
section for obtaining at least one of an operation state, a
usage state, and location information of the client device
and/or the relay device.

11. The Internet connection system of claim 10, wherein

the state information obtaining section obtains at least one
of the operation state, the usage state, and the location
information of the client device using a method accord-
ing to a model of the client device.

12. The Internet connection system of claim 11, wherein

the search section comprises a means for displaying a listof
the client devices connected to each of the relay devices.

13. The Internet connection system of claim 12, wherein

the server further comprises a client device control section
for controlling the client device, which selects a specific
client device from the list to thereby activate a control
program for the specific client device.

14. The Internet connection system of claim 10, wherein

the server further comprises a search section for searching
for the client device or the relay device based on at least
one of the global address, the operation state, the usage
state, and the location information of the client device or
the relay device.

15. The Internet connection system of claim 14, wherein

the search section comprises a means for displaying a list of
the client devices found by the search section, each with

the operation state.
16. The Internet connection system of claim 1, wherein

the server further comprises a client device address search
section for searching for the global address of the client
device 1n the first protocol based on a connection request
to the client device.

17. The Internet connection system of claim 16, wherein

the server further comprises a connection requester authen-
tication section for authenticating a user who requested
a connection to the client device to thereby permit or
deny the connection to the client device.
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18. The Internet connection system of claim 1, further

comprising:

a tunneling connection immformation management device
for managing information of the tunneling connection
between the relay device and the server, wherein

the tunneling connection information management device
notifies the relay device of the server’s global address 1in
the second protocol, and notifies the server of an entire
or partial global address of the client device 1n the first
protocol.

19. The Internet connection system of claim 18, wherein

the tunneling connection information management device
authenticates the relay device or the server to obtain an
authentication result and, 1f the authentication result 1s
positive, sends the notification.

20. The Internet connection system of claim 1, wherein

the server further comprises a filtering processing device
for filtering communications to/from the client device
according to predetermined rules.

21. The Internet connection system of claim 20, wherein

the server further comprises a filtering rule setup section
for providing an interface for editing the predetermined
rules.

22. The Internet connection system of claim 1, wherein

the relay device further comprises a model 1dentification
section for determining if the client device 1s of a pre-
determined model.

23. The Internet connection system of claim 22, wherein

the relay device further comprises a communication ses-
s1on disconnection section for disconnecting communi-
cation sessions 11 the model 1dentification section deter-
mines that the client device 1s not of the predetermined
model.

24. The Internet connection system of claim 1, wherein

the client device includes a peripheral device which 1s
communicable with the relay device but cannot by 1tself
connect to the Internet.

25. The Internet connection system of claim 1, wherein

the relay device 1s provided in the client device.

26. An Internet connection system, comprising:

a relay device connected to a client device and provided 1n
a first network, the first network communicated 1n a first
protocol; and

a server communicating with the relay device through a
second network 1 a second protocol, the second net-
work being the Internet,

wherein the relay device comprises:

a client device global address storage section for storing a
global address of the client device 1n the first protocol;

a server address storage section for storing a global address
of the server 1n the second protocol;

a first routing device for routing a connection from the
client device through the server based on the global
address of the server stored 1n the server address storage
section; and

a first packet processing device for encapsulating and
decapsulating packets, the packets being in the first pro-
tocol, using the second protocol to thereby establish a
tunneling connection with the server in the first protocol;

and wherein the server comprises:

a second packet processing device for encapsulating and
decapsulating packets, the packets being 1n the first pro-
tocol, using the second protocol to thereby enable said
tunneling connection via the Internet with the relay
device 1n the first network;

a client device global address management device for man-
aging the global address of the client device 1n the first
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protocol, the client device connected to the relay device,
in association with a global address of the relay device 1n
the second protocol;

a tunneling establishing device for establishing a plurality
of independent tunneling connections with a plurality of
relay devices located in different first networks, said
tunneling connection which said relay device estab-
lishes with said server being one of the plurality of

independent tunneling connections;
a second routing device configured to identity a particular

tunneling connection among the plurality of tunneling
connections when the server receives via the second
network a connection request to a particular client
device, and for routing the connection to the identified
particular tunneling connection, based on the global
address of the client device included 1n the request and
managed by the client device global address manage-

ment device;

a network type 1dentification section for determining 11 an
environment of the first network connected with the
client device and/or the relay device 1s of a predeter-
mined type;

a communication session disconnection section for discon-
necting communication sessions or limiting packet
transmissions if a private network environment con-
nected with the client device or the relay device 1s deter-
mined not of the predetermined type; and

a state information obtaining section for obtaining at least
one of an operation state, a usage state, and location
information of the client device and/or the relay device,
wherein the state information obtaining section obtains
at least one of the operation state, the usage state, and the
location information of the client device using a method
according to a model of the client device.

27. An Internet connection system, comprising:

a relay device connected to a client device and provided in
a first network, the first network communicated 1n a first
protocol; and

a server communicating with the relay device through a
second network 1 a second protocol, the second net-
work being the Internet,

wherein the relay device comprises:

a client device global address storage section for storing a
global address of the client device 1n the first protocol;

a server address storage section for storing a global address
of the server 1n the second protocol;

a first routing device for routing a connection from the
client device through the server based on the global
address of the server stored 1n the server address storage
section; and
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a first packet processing device for encapsulating and
decapsulating packets, the packets being 1n the first pro-
tocol, using the second protocol to thereby establish a
tunneling connection with the server 1n the first protocol;

and wherein the server comprises:

a second packet processing device for encapsulating and
decapsulating packets, the packets being 1n the first pro-
tocol, using the second protocol to thereby enable said
tunneling connection via the Internet with the relay
device 1n the first network;

a client device global address management device for man-
aging the global address of the client device 1n the first
protocol, the client device connected to the relay device,
in association with a global address of the relay device 1n
the second protocol;

a tunneling establishing device for establishing a plurality
of independent tunneling connections with a plurality of
relay devices located in different first networks, said
tunneling connection which said relay device estab-
lishes with said server being one of the plurality of
independent tunneling connections;

a second routing device configured to 1dentily a particular
tunneling connection among the plurality of tunneling
connections when the server recerves via the second
network a connection request to a particular client
device, and for routing the connection to the identified
particular tunneling connection, based on the global
address of the client device included 1n the request and
managed by the client device global address manage-
ment device;

a network type 1dentification section for determiming 11 an
environment of the first network connected with the
client device and/or the relay device 1s of a predeter-
mined type;

a communication session disconnection section for discon-
necting communication sessions or limiting packet
transmissions 1 a private network environment con-
nected with the client device or the relay device 1s deter-
mined not of the predetermined type;

a state information obtaining section for obtaining at least
one of an operation state, a usage state, and location
information of the client device and/or the relay device;
and

a search section for searching for the client device or the
relay device based on at least one of the global address,
the operation state, the usage state, and the location
information of the client device or the relay device.
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